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Abstract

The unmanned aerial vehicle (UAV) industry, commonly referred to as the drone industry, has
grown rapidly in recent years and changed many industries' operational procedures. Drones are
adaptable AUs that have the ability to operate independently or remotely. The drone business
has developed into a vibrant, diverse sector with applications in many other industries. Drone
technology is set to grow and become more integrated into daily life and corporate operations
as long as regulations keep up with technological advancements. Artificial intelligence (Al)
technologies are increasingly used in various industries, notably drone companies. Al can
improve drone technology's effectiveness, dependability, and efficiency, creating new
opportunities for the drone industry to service multiple applications and sectors. Applications
of artificial intelligence (Al) have revolutionized a number of industries, but they have also
raised serious privacy and security issues. In order to ensure ethical and responsible Al
deployment, it is imperative to comprehend and solve these concerns as Al systems become
more complex and ubiquitous. Recent scientific and technical developments have resulted in
constant advances in aircraft manufacturing and the information industry, resulting in new
technologies, materials, and production methods. The technical makeup of UAV systems has
been drastically altered because of the incorporation and use of these technological
breakthroughs. The UAV business may expand quickly and become a primarily independent
sector because IT has permeated the aviation sector. Drone and Al technologies have the
potential to revolutionize a wide range of fields and applications. The complexity of the
software and technology in UAVs also raises privacy and security concerns and poses
significant challenges for organizations in the private and public sectors. The drone can send
and receive information in the communication system, such as transmitter orders or sensor
monitoring data. Wi-Fi, Bluetooth, and cellular networks are just some options for
accomplishing this. Since several security flaws might affect these UAVS, they are constantly
under attack. The primary object of this chapter is to evaluate the Al applications for the drone
Industry and identify privacy and security issues and challenges. Our result will help the next
generation and open doors for new researchers.

Keywords: Al Applications, UAV systems, Drone Industry, Security issues, and challenges

1. Introduction


mailto:shahsyedimdadali@gmail.com
mailto:shahsyedimdadali@gmail.com
mailto:raja_majidali@hotmail.com

A new age of innovation and opportunities has begun due to the advent of artificial intelligence
(Al) applications in the drone sector. Drones are becoming more versatile, practical, and
adaptable to different industries thanks to the use of Al to improve their capabilities and
functionalities. Incorporating Al into the drone industry improves the capabilities of these
unmanned aerial vehicles while also creating new business prospects across several industries.
We may anticipate increasingly advanced and intelligent drone uses as Al develops, further
transforming industries and enhancing our daily lives A. Fotouhi, 2019. Unmanned aerial
vehicles (UAVSs), drones, can be flown autonomously by aircraft computers or remotely by
people. UAVs operate similarly to airplanes in that they can lift themselves using aerodynamic
principles and transport objects like cameras, weapons, and other items. Drones were initially
developed and utilized by the military to strike adversaries. In general, this drone's initial
application is in the military A. Chriki, 2019, A. I. Hentati, 2020. However, it can be applied
invarious industries because of the shifting times. Figure 1 Overview of drone applications.
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Fig 1 Overview of drone applications adopated from cfdflowengineering.com

Particularly in the 0T era, artificial intelligence technology is developing at a rapid rate.
Drones and artificial intelligence make for attractive technological partners. Artificial Al is a
computer program that can simulate human intelligence, including decision-making, problem-
solving, and prediction A. Sharma, 2020, A. Shafique, 2021. The function of the drone is made
more sophisticated by the addition of artificial intelligence so that it can assist people with
challenging tasks. As an industrial nation, Indonesia was added to the list in 2017
(Kemenperin). Indonesia, a developing country with an industrial base, unquestionably
requires new technology to support and advance the sector. With the development of industrial
drone technology, it is anticipated that drone applications will be able to outcompete big
businesses globally A. Koubaa, 2019. The Indonesian government supports the use of drones
in various government initiatives. The government also controls how drones are used. Drones
can be used for various activities, including infrastructure monitoring, cargo delivery. Drones
can fly, which allows them to ship things more swiftly and effectively. A drone acting as a



firefighting forest can assist in putting out burned forests, particularly inaccessible forest areas,
and can also protect firefighters A. K. Sikder, 2021. The drone explores mining materials and
records photographs that track the growth of the mining region.

This Chapter will focus on the following points:-

This chapter focuses on the drone Industry.

This chapter focuses on drone data security.

This chapter focuses on the Privacy and Security Issues Using Al Applications.
This chapter focuses on drone privacy issues

This chapter provides future recommendations.
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2. Literature Review

Unmanned aerial vehicle (UAV) capabilities and functionality have been improved in various
ways thanks to applications of artificial intelligence (Al) that have had a significant impact on
the drone industry. Drones are becoming increasingly capable, effective, and adaptable in their
functions across numerous sectors as Al technology progresses B. Nassi, 2019, Balakrishnan,
2023. The legislation lists some places where flying drones are prohibited but leaves out the
areas where they are permitted. The law states that drone activities at heights more than 500
feet (150 m) are only allowed if the Director General of Civil Aviation approves them following
receipt of a referral from the appropriate institution in the region or airspace. As a result,
Indonesian drone usage must adhere to and comply with all applicable laws. The oil palm
plantation industry in Indonesia was the first to employ drones for industrial purposes. Drones
are frequently employed in the plantation sector to gather up-to-the-minute data on the state of
oil palm plants B. Nassi, 2021. By collecting photographs of vast plantations, drones are used
for routine operational tasks. The plantation business believes that using these drones is
practicable and cost-effective enough to provide knowledge for management to measure the
success of crop management precisely.

Drones are now often employed for civil purposes because of technological advancements,
particularly in commerce, industry, and logistics. Infrastructure, oil and gas, agriculture, and
construction sectors have started considering drone technology as a possibility. Because
Indonesia has a lot of agricultural land and is developing its infrastructure on its territory, the
infrastructure and agriculture sectors need drone technology C. G. Krishna, 2017, M. Y. Arafat,
2019. Drone technology was chosen because it can enhance business performance, particularly
in decision-making. Additionally, the industry will gain insight into the prospects for drone
applications in business thanks to the availability of drones at reasonably low prices. Drones
were initially created for military use in the early 1900s as a component of weapons to strike
an adversary. This pilotless aircraft flies at specific periods and then dumps torpedo bombs on
a target. However, because of its accuracy rate, it cannot be used in actual warfare operations.
The drone is still being developed, though Chhajed, 2022,. Then, the military developed
unmanned aerial vehicles (UAVs), where Israel and the United States created additional
capabilities, including espionage and monitoring. An overview of data security is in Figure 2.
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Fig 2 Overview of data security

Many military analysts predict that this drone will be the center of military power in the future
(Um, 2019). Unmanned aerial vehicles have been developed recently in several nations,
including Indonesia, due to their recognition of their utility and necessity. The previous several
drones have been enhanced for civilian and military uses C. Lin, 2018, M. Yahuza,2021. Drone
technology for photography has developed because there is a societal need for it. Drone
photography can be seen as a toy that can be played with, but the operation is complex, and the
pictures tremble. Since then, there has been progress due to the quick advancement of drone
shooting technology, including gimbals to absorb shocks during filming and video transmission
and receiver devices. The shooting era is currently flourishing. Additionally, more robust
software is available to operate drones, allowing them to fly steadily and to the desired place.
D. Mishra, 2020, M. Varshosaz,2019 Large datasets are frequently necessary for Al to function
well, and the gathering, storing, and processing of personal data raises serious privacy issues.
The analysis of user behavior and preferences by Al algorithms raises concerns regarding user
data handling, access controls, and potential misuse. D. Shumeye Lakew, 2020, N. A.
Khan,2020 Applications using Al are not safe from online attacks. Because Al systems handle
enormous volumes of data, bad actors find them to be appealing targets. Security flaws may
allow for unauthorized control or manipulation of Al systems in certain situations, compromise
private data, and result in data breaches.

3. Drones Industry

The unmanned aerial vehicle (UAV) industry, commonly referred to as the drone industry, has
grown rapidly in recent years and changed many industries' operational procedures. Drones are
adaptable aerial vehicles that have the ability to operate independently or remotely. It takes a
multipronged strategy combining technology, legislation, and public awareness to address
these security issues. Governments, businesses, and tech companies are putting a lot of effort
into coming up with ways to keep drone operations safer while maintaining their useful uses.
The drone business has grown and diversified significantly, providing a range of uses in
industries like filmmaking, delivery, monitoring, and agriculture Dawson, M., 2022, N.
Igtidar,2021. Drones have many advantages, but they also present unique security risks.



Unmanned aerial vehicles are becoming more common among business users and enthusiasts.
In addition, they are employed in farming for agricultural upkeep, in law enforcement for
surveillance, in monitoring the poaching of wild animals in Africa, and in obtaining specialized
movie and sporting event footage F. Noor, 2020, F. Syed, 2021. Additionally, there have been
instances of the technology being employed for evil intent, including physical attacks,
intrusions into secure locations, including the UK Parliament, royal palaces, the White House,
and prisons, and interference with civil aviation. There is a growing need for forensic
examination of these devices due to the popularity of drones and their potential use for criminal
activity.

Unmanned aerial vehicles (UAVs) have made a variety of tasks and industries easier to
complete. Higher levels of dependability and more reassuring levels of trust in the employment
of UAVs in the air have been made possible by integrating the most recent technologies
Additionally, drones can detect impediments in real-time, identify them, and avoid potential
collisions G. Choudhary, 2018, Gaur, L., 2018, Shah, I. A.,2024. A drone without computer
vision can take digital pictures and movies of its surroundings; it cannot comprehend and
engage with them.

A thorough forensic analysis of a drone will consider all available evidence, including DNA
and fingerprints, which may help determine the rightful owner of the object and provide a line
of inquiry that, among other advantages, can help locate further sources of evidence. The drone
device should be turned off when secured to avoid the data being compromised G. Choudhary,
2018, H. Sedjelmaci, 2016. It is reasonable to anticipate that as drones' use for illicit purposes
grows, so will the variety of drone makers and types available on the market. As a result, the
issues faced in mobile forensics, a growing variety of devices and operating systems that
examiners will expect to encounter, are expected to present themselves and be akin to those
faced in studying the spectrum of drones that become involved with criminal activity. The
study of drones is anticipated to benefit from additional data collection techniques like JTAG
and chip-off. The unmanned aerial vehicle (UAV) sector, commonly called the drone industry,
has experienced substantial growth and development in recent years. Drones are aircraft that
can be operated remotely or autonomously without a human pilot present. They are used in a
variety of industries and fields H. Shakhatreh, 2019, Hussain, M., 2022, Shah, I. A., Jhanjhi,
2024. The drone industry is vibrant and changing quickly, with many potentials and difficulties.
Drones are anticipated to become more integral to various industries as technology develops,
and rules change to reflect the environment. Figure 3 Overview of the drone Industry's primary
components.
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Fig 4 Overview of drone Industry's primary components
3.1 Applications

Agriculture, building, infrastructure inspection, environmental monitoring, cinematography,
search and rescue, delivery services, military and defense, and recreational use are just a few
businesses that use drones Jhanjhi, N. Z., 2022, N. Hossein Motlagh, 2016. They can conduct
jobs, access dangerous or difficult-to-reach regions, and collect data.

3.2 Technological Advancements

Technology has advanced quickly in the drone sector. Drones are becoming more capable and
affordable thanks to advances in battery life, compact and potent sensors, and data processing
O. S. Oubbati, 2019. Drones have been equipped with Al and machine learning to increase
their autonomy.

3.3 Regulations

To ensure the safe and responsible use of drones, governments and aviation authorities all over
the world have put restrictions in place. These rules encompass things like operator licensing,
flight limitations, and registration. Both business and recreational drone operators must abide
by these regulations.

3.4 Commercial Use

Drone-related commercial uses are increasing. Businesses are turning to drones for jobs like
aerial photography, surveying, crop monitoring, and infrastructure inspection P. Boccadoro,
2020. Drone delivery solutions are being investigated by delivery firms, particularly in the
e-commerce industry.



3.5 Defense and Military

Modern military and defense activities now rely heavily on drones. They are employed in
offensive operations as well as observation and surveillance R. Kellermann, 2020. Several
nations have created and used armed drones, also called UAVs.

4. Challenges

The drone industry confronts security, privacy, and safety difficulties. Continuous challenges
include protecting private information, preventing unauthorized drone use, and ensuring that
drones do not interfere with manned aircraft. Counter-drone equipment has also been created
to counter possible risks from malicious drone operators.

4.1 Environmental Impact

Drones hurt the environment, particularly in terms of energy use and emissions. Drone
technology developers are aiming to create more environmentally friendly drones.

4.2 Research and Development

The drone industry's ongoing research and development pushes the limits of what drones are
capable of. This includes materials, automation, energy sources, and propulsion systems
advancements.

4.3 Economic Growth

In several nations, the drone business has helped the economy flourish. Jobs in drone-related
manufacturing, maintenance, software development, and data analysis have been made
possible. Artificial intelligence (Al) has made great strides in recent years and is currently
utilized in various fields and applications. Healthcare, finance, education, customer service,
retail, manufacturing, transportation, security, and marketing are some of the most notable Al
applications now being used R. Guo, 2020,. Figure 5 Overview of Al applications: there are
several Al applications.
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5. Privacy and Security Issues Using Al Applications

For Al systems to work well, a lot of data is frequently needed. Concerns around data usage,
access, and retention periods are brought up by the gathering and storage of personal
information. J.-P. Yaacoub,2020, Shah, I. A.,2022. Users might not always be completely
aware of how much Al applications are using their data. It becomes difficult to get informed
permission, particularly when data is being gathered for uses other than those for which
consumers first consented. J. Aru Saputro, 2020, Shah, I. A.,2022 Hackers are drawn to Al
systems because of the vast volumes of data they hold. Sensitive personal data may become
public due to a breach, which could have dangerous repercussions for individuals. Kiran, S. R.
A., 2021, Shah, I. A., 2023, additionally susceptible to hacker attempts that alter or impair their
operation are artificial intelligence (Al) systems. Adversarial attacks, for instance, entail
providing false information on purpose in order to trick the Al system. It takes a multifaceted
strategy including technology developers, policymakers, and users to address these privacy and
security challenges. It entails putting strong security measures in place, encouraging openness,
and creating moral standards for the creation and use of Al applications.

An array of privacy and security issues have arisen as a result of the growing incorporation of
artificial intelligence (Al) into diverse applications. It is crucial to strike a careful balance
between innovation and protecting individual rights as Al systems become more complex and
widespread. L. Watkins, 2021, Umrani, S., 2020, Inadequate security measures during the
gathering and processing of personal data may result in privacy violations. People might not
be aware of how much of their data is being utilized, which raises questions about their ability
to give informed permission. L. P. Rondon, 2021, Ujjan, R. M. A.,2018, Al-driven surveillance
systems have the potential to compromise individual privacy, especially those that use facial
recognition software. Al systems are vulnerable to various cyber threats, including data
breaches, ransomware attacks, and manipulation of Al models. Compromised systems can lead
to unauthorized access to sensitive information. Adversarial attacks involve manipulating input
data to deceive Al models. Ensuring the robustness of Al models against such attacks is a
significant security challenge. Vulnerabilities in the model can be exploited to produce
incorrect or harmful outputs. Ujjan, R. M. A.,2020, Z. Li,2019. Corrupted data may arise from
manipulating the training data. Artificial intelligence systems may make inaccurate predictions
or choices as a result of deliberate or inadvertent data poisoning during the training process.
Applications using Al frequently rely on external libraries, parts, and services. For the Al
system to be secure overall, these components' security is essential Ujjan, 2022, Ujjan,
R.M.A.,2022, Y. M. Kwon,2018. The integrity and security of the Al application can be
jeopardized by taking advantage of any weaknesses in the supply chain. While there are many
advantages to the widespread use of Al technologies, there are also serious privacy and security
concerns. A comprehensive strategy incorporating not only scientific break throughs but also
ethical concerns and strong legal frameworks is needed to strike a balance between the benefits
of artificial intelligence and the protection of individual rights. Fig 6 Overview Privacy issues
of drones.
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UAYV network security and privacy concerns from the standpoint of the cyber-physical system
(CPS). Ujjan, R. M. A,, Taj, 1.,2022 investigated the shortcomings of the security measures
employed by UAVs, and reviewed the state-of-the-art technology used in the literature to solve
privacy and security concerns with UAVSs. The writers looked into concerns related to safety,
privacy, and security for commercial drones. They specifically noted the drone's primary
vulnerabilities, including cyber and physical threats and potential attack vectors that may lead
to a crash during a flight operation. Similarly, the authors investigated the issues and emerging
cyber threats that commercial drones must contend with M. Mozaffari, 2019, V. Hassija,2021.
Examined the risks and questionable civilian use of drone technology. In their most recent
study, carried out a detailed survey of the literature on security and privacy problems related
to commercial drones. investigated the serious security issues surrounding UAV-supported
cellular communications. In a different study, Y. Zhi, Z. Fu,2020, looked into the privacy and
security risks associated with UAV network design. Ad hoc communication among several
UAVs is one of the biggest challenges. The possibility of both passive and aggressive attacks
is significantly increased when UAVs are present in the national airspace due to security
concerns. Figure 6 Overview of privacy issues of drones.

Chapter Contribution and Recommendations

The primary object of this chapter is to evaluate the Al applications for the drone Industry and
identify privacy and security issues and challenges. Drone technology is set to grow and
become more integrated into daily life and corporate operations as long as regulations keep up
with technological advancements. Artificial intelligence (Al) technologies are increasingly
used in various industries, notably drone companies. Al can improve drone technology's
effectiveness, dependability, and efficiency, creating new opportunities for the drone industry
to service multiple applications and sectors. Applications of artificial intelligence (Al) have
revolutionized several industries, but they have also raised serious privacy and security issues.
To ensure ethical and responsible Al deployment, it is imperative to comprehend and solve
these concerns as Al systems become more complex and ubiquitous. Recent scientific and
technical developments have resulted in constant advances in aircraft manufacturing and the
information industry, resulting in new technologies, materials, and production methods. The
technical makeup of UAV systems has been drastically altered because of the incorporation
and use of these technological breakthroughs. The UAV business may expand quickly and



become a primarily independent sector because IT has permeated the aviation sector. Drone
and Al technologies have the potential to revolutionize a wide range of fields and applications.
While the current countermeasures aim to address security concerns, UAVs can violate
personal privacy by acquiring sensitive information about organizations or by eavesdropping
on people's daily activities. Without clear restrictions, using UAVSs in civilian airspace raises
major privacy problems for people. Additionally, UAV-collected sensitive data sent to the GCS
must be secured from outside interference.

For Al systems to work well, a lot of data is frequently needed. Concerns around data usage,
access, and retention periods are brought up by the gathering and storage of personal
information. Users might not always be completely aware of how much Al applications are
using their data. It becomes difficult to get informed permission, particularly when data is being
gathered for uses other than those for which consumers first consented. Hackers are drawn to
Al systems because of the vast volumes of data they hold. Sensitive personal data may become
public due to a breach, which could have dangerous repercussions for individuals.
Additionally susceptible to hacker attempts that alter or impair their operation are artificial
intelligence (Al) systems. Adversarial attacks, for instance, entail providing false information
on purpose in order to trick the Al system. It takes a multifaceted strategy including technology
developers, policymakers, and users to address these privacy and security challenges. It entails
putting strong security measures in place, encouraging openness, and creating moral standards
for the creation and use of Al applications.

It's critical to address these privacy and security concerns as Al develops. Collaboration
between technologists, legislators, ethicists, and legal experts across other disciplines is
necessary to strike a balance between innovation and protecting individual rights. By means of
thorough investigation, conscientious development methodologies, and well-considered
legislation, the advantages of artificial intelligence can be leveraged while minimizing the
prospective hazards to confidentiality and safety.

6. Conclusion

We provided a thorough analysis of the privacy and security concerns pertaining to unmanned
aerial vehicles. At the sensor, hardware, software, and communication levels—the four levels
of UAV security—we thoroughly examined the concerns. We also talked about the risks
associated with UAV privacy and potential remedies. We then discussed the security and
privacy implications of UAVs, outlining the lessons we had learned and suggesting potential
avenues for further research. The growing quantity of commercial unmanned aerial vehicles
(UAVs) operating in public airspace has made security and privacy concerns a critical national
security issue. Therefore, new security frameworks, standards, and laws need to be developed
in partnership with industry, academia, and law enforcement. Security and privacy concerns
must keep up with the next generation of commercial UAVs being introduced to the market by
established drone manufacturers.

7. Future work

It's critical to address these privacy and security concerns as Al develops. Collaboration
between technologists, legislators, ethicists, and legal experts across other disciplines is
necessary to strike a balance between innovation and protecting individual rights. By means of
thorough investigation, conscientious development methodologies, and well-considered
legislation, the advantages of artificial intelligence can be leveraged while minimizing the



prospective hazards to confidentiality and safety. Consequentially, collaboration between
business, academics, and law enforcement is required to create new security frameworks,
standards, and legislation. As reputable drone manufacturers release the next generation of
commercial UAVs onto the market, security and privacy concerns need to keep up.
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