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Abstract:

Doubleday released Andy Greenberg’s Tracers in the Dark: The Global Hunt for the Crime Lords of Cryptocurrency in November 2022.
Through vivid case studies of global criminal investigations, the book dispels myths about the anonymizing power of cryptocurrency.
The book details how the ability to identify cryptocurrency users and payment methods successfully brought down several large crim-
inal empires, while also highlighting the continuous cat-and-mouse game between law enforcement officials and criminal actors using
cryptocurrency. The book is an excellent resource for law enforcement officials, academics, and general cybersecurity practitioners in-
terested in cryptocurrency-related criminal activities and law enforcement techniques.

Introduction

Cryptocurrency has been surrounded in a shroud of mystery and privacy assumptions since Satoshi
Nakamoto released his seminal 2008 paper that outlined the concept of Bitcoin (Nakomoto, 2008). In Trac-
ers in the Dark: The Global Hunt for the Crime Lords of Cryptocurrency, Andy Greenberg (2022) dispels
many of the myths surrounding the perceived anonymity cryptocurrency offers to its users and describes
with insider detail how law enforcement officials around the globe are using sophisticated techniques to
identify, track, and apprehend criminals who are using cryptocurrency to fuel illegal activities.

The book does an excellent job describing the keys to a successful cryptocurrency-related investigation
and also shows the role academia and the private sector have played in the ever-evolving cat-and-mouse
game between enforcement officials and cybercriminals. The book assumes a basic understanding of cryp-
tocurrency technologies and law enforcement methods. Some readers may find Greenberg paid too little at-
tention to the larger implications of the increasingly mainstream adoption of cryptocurrency, such as nation
states adopting cryptocurrency or the potential impact of increasing government regulation.

The book can be a great resource for law enforcement officials pursuing cryptocurrency-related crime,
academics who are interested in seeing how their work can affect real-world issues, or the layperson who is
interested in the technology arms race between law enforcement and criminal entities.

Overview

Greenberg divides his book into five parts that center on three cryptocurrency-focused U.S. law enforce-
ment investigations. Interwoven in these case studies are details of the academic community and private
sector’s efforts to study and de-anonymize cryptocurrency. Greenberg closes the book by examining the evo-
lution of cryptocurrency and considering its future involvement in criminal efforts and geopolitics.
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Greenberg begins the book by examining the Silk Road criminal network and U.S. law enforcement’s
efforts to identify and arrest its founder, Ross Ulbricht. Greenberg provides a brief overview of the Silk
Road investigation, and readers interested in more in-depth coverage of the investigation should refer to
Bilton (2017). Whereas Bilton provided a biography of Ulbricht and followed the Silk Road from its creation,
Greenberg largely picks up after the collapse of the Silk Road and covers the Internal Revenue Service IRS)’s
efforts to identify and arrest Secret Service and Drug Enforcement Administration (DEA) agents who stole
Silk Road cryptocurrency during the investigation.

Greenberg then examines the DEA’s investigation into Alpha Bay, which became the major illicit, cryp-
to-currency-fueled narcotics network operating after the Silk Road’s takedown in 2013. Greenberg’s access
to law enforcement officials and information is superb throughout the book, but it particularly shines dur-
ing this section, and his detailed explanation of the global cooperation by U.S., Thai, and Dutch law enforce-
ment officials all targeting the same Alpha Bay network is riveting.

The last major case study in the book revolves around the website Welcome to Video, which housed
child sexual abuse videos in exchange for cryptocurrency payments. While at times difficult to read due to
the nature of the offenses involved, this last section is particularly interesting, as it diverges from the nar-
cotics-focused Silk Road and Alpha Bay investigations to show how cryptocurrency is being leveraged in
other types of crimes.

Interspersed throughout the three case studies, Greenberg traces the work of academia and the private
sector in understanding cryptocurrency and its perceived anonymity. The book begins by discussing the ac-
ademic paper that was one of the first to show that cryptocurrency transactions could be traced (Meiklejohn
et al., 2013) and goes on to explain academic studies that have shown how seemingly disparate cryptocur-
rency transactions can be lumped together and readily traced to single entities.

The private crypto analysis firm Chainalysis is another character detailed throughout the book, and
Greenberg describes its evolution from a two-person company into one of the major cryptocurrency tracking
and evaluation companies in existence today. Chainalysis plays a crucial role in assisting U.S. law enforce-
ment efforts throughout the book.

The Book Provides a Solid Foundation

Tracers in the Dark can serve as a great reference for law enforcement officials who are interested in
understanding the inner workings of cryptocurrency-related investigations. The book also thoroughly ex-
plains the evolving cat-and-mouse game between regulators and criminals that those interested in criminal
trends and law enforcement techniques would find fascinating. Lastly, the book can serve as an example to
those in the academic community who wonder how their work can have real-world impact.

Law enforcement officials can use Tracers in the Dark as an easy-to-read guide on how cryptocurrency
investigations can be conducted. The book details how techniques—largely drawn from Chainalysis’s work
and partnership with U.S. law enforcement—can trace cryptocurrency transactions despite complicated
obfuscation efforts from criminals. The book explains how traditional law enforcement tools, such as sub-
poenas and search warrants, can be used to identify account owners. It also explains why crypto companies
not based in the United States are increasingly compliant with the U.S. legal process in an effort to appear
above-board, as cryptocurrency regulation becomes a focus of the financial regulation industry.
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Arguably the most important thing Tracers in the Dark can provide law enforcement officials is recog-
nition that a technical background or cybersecurity proficiency is not a prerequisite to conduct cryptocur-
rency investigations. Notably, none of the IRS, FBI, or DEA agents profiled in Greenberg’s book had exten-
sive cybersecurity or cryptographic experience prior to launching their investigations. No doubt they had
the support of experts in these fields along the way, but officials should not be daunted by a perceived lack
of knowledge. The book also explains other cybersecurity tools and concepts, such as Tor browsers, the Dark
Web, encryption, and internet protocol (IP) routing and identification, which could be helpful to law enforce-
ment agents who are new to the world of cryptocurrency investigations.

Those in the field of academia may also find Tracers in the Dark an interesting read, as it shows the re-
al-world impact that academic work can have. The book shows that Meiklejohn’s and other academic writ-
ings were the first to show cracks in the perceived anonymity of cryptocurrency. While Meiklejohn turned
down an offer to work for Chainalysis during its early days, the crypto field is rife with academics who de-
cided to take their extensive knowledge into the private sector (Cadogan, 2021; Vora, 2020).

But Misses Some Bigger Questions

Tracers in the Dark can serve as a helpful introduction to cryptocurrency investigations and criminal
activities, but it also misses larger questions surrounding these issues. The topic of cryptocurrency facili-
tating ransomware attacks is addressed briefly by Greenberg towards the end of the book, but the analysis
leaves the reader wanting more after such detailed case studies earlier. Greenberg may have been light on
ransomware in the book because it was covered more extensively, and quite effectively, in his previous work
focused on Russian cyberwarfare activity in Ukraine, and interested readers should turn there for more in-
formation (Greenberg, 2019).

The right to anonymity has been a tenant of cryptocurrency since its initial conception (May, 1988), but
Greenberg covers the ethical questions surrounding cryptocurrency and the right to privacy in light detail,
and a deeper discussion on this issue is certainly warranted.

Lastly, the book mentions the problem that state actors—such as Russia and North Korea—pose in
providing safe harbor to cryptocurrency criminals; however, given the size of the problem, it is not discussed
in the detail it deserves. It is difficult for U.S. prosecutors to act against cryptocurrency criminals living in
these countries unless these criminals travel to, or through, nations that cooperate with U.S. law enforce-
ment agencies. Greenberg does little to identify alternatives that this leaves law enforcement officials, per-
haps because there are none.

An Entertaining Read for Anyone
Through in-depth reporting of real-life case studies, Greenberg builds the seemingly niche topic of cryp-

tocurrency crime into a fascinating account of law enforcement battling criminals. Law enforcement offi-
cials, academics, and laypersons interested in true crime will find Tracers in the Dark worthwhile reading.
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