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The sensor-enabled in-vehicle communication and infrastructure-centric vehicle-to-
everything (V2X) communications have significantly contributed to the spark in the
amount of data exchange in the connected and autonomous vehicles (CAV) environment.
The growing vehicular communications pose a potential cyber security risk considering
online vehicle hijacking. Therefore, there is a critical need to prioritize the cyber security
issues in the CAV research theme. In this context, this paper presents a cyber security
analysis of connected vehicle traffic environments (CyACV). Specifically, potential cyber
security attacks in CAV are critically investigated and validated via experimental data sets.
Trust in V2X communication for connected vehicles is explored in detail focusing on trust
computation and trust management approaches and related challenges. A wide range of
trust-based cyber secutity solutions for CAV have been critically investigated considering
their strengths and weaknesses. Open research directions have been highlighted as potential
new research themes in CAV cyber security area.
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1 | INTRODUCTION

The need to transform the transport sector has led to increas-
ing innovations in vehicle technology, such as connected and
autonomous vehicles. According to the report published by
the statistical research department [1], over 71% of vehicles
produced in the UK are connected, and by 2026 there is a
projection of 100% connected vehicle production. These con-
nected vehicles are highly equipped with technology, such as
sensors that capture the status of the vehicle environment to aid
in automatic decision-making. This collected data is processed
and communicated to other vehicles and in-vehicle applica-
tions, mobile devices, third-party service providers and external
infrastructure. On a daily basis, these connected vehicles are
estimated to communicate and exchange data worth 25 giga-
bytes. [2] This data includes biometrics, driver’s behaviour,
location, and car system/status, used by internal attackers to

influence decision-making. For example, an attacker can hijack
a CAV and send false observations to neighbouring vehicles
forcing them to change behaviour. Furthermore, when such
data is processed it can be linked to personally identifiable
information such as driver and passenger details and health
information.

However, safety and efficiency-oriented sustainability in
transportation via connected vehicles come with a greater risk
of online vehicle hijacking [3]. Ranging from unauthorized
accessing of wheels, disabling brakes, locking doors, engine dis-
ruption to path forging, location and identity manipulation,
denial of traffic service, and tracking are a few examples of
online vehicle hijacking. We have witnessed security threat in
computer networks in terms of unauthorized system and appli-
cation hijacking in a greater scale targeting individuals, specific
organizations or even entire systems of a country. So, there is
also necessity to prepare for online vehicle hijacking in CAV
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environment, concerning trustworthy, ubiquitous, and seamless
connected vehicle communications [4].

To support the drive towards secure communication and
decision making in self-driving cars, numerous studies have
been conducted that elucidate the concept of security in CAV
vehicle-to-everything communication. A study by [4] explores
the security of CAV in-vehicle components and suggests a
secure network architecture. The researchers classify and iden-
tify the characteristics of the in-vehicle components with a
comprehensive review of the challenges, possible attack entry
points, and solutions. The systematic survey is limited as it
focuses on the security of in-vehicle components, thus ignoring
other components of the V2X communication. Furthermore,
there is no validation of the suggested secure network archi-
tecture. The authors in [5] provide a systematic review of
autonomous vehicle cyber security attacks and defence strate-
gies classified into anomaly detection, intrusion detection,
and security architecture. The research focuses on attacks on
autonomous components such as the driving and control sys-
tems and V2X communications. Researchers [6] explore the
vehicular communication cybersecurity challenges and propose
a three-layer security framework that identifies security threats
in connected and autonomous vehicles. A survey by [7] explores
the risks and vulnerabilities in CAVs and provides possible
mitigation. Works by [8] provides a comprehensive review
of the security challenges in CAVs and classifies attacks into
V2X communication, in-vehicle and other attacks. More studies
have been conducted to improve cyber security attack preven-
tion and detection techniques in connected and autonomous
vehicles.

The research efforts detailed in [9] recommend the deploy-
ment of cryptography and non-cryptography mechanisms, such
as trust-based techniques, which are a tradeoff between perfor-
mance and time [10]. The cryptographic mechanisms are strong
and efficient against external attacks. However, they are ineffec-
tive if authorized CAVs (users) become malicious and require
high computational resources, leading to delayed decision-
making. To bridge this gap, recent studies focus on building
trust-based security models because of their capability to
identify internal attackers and the less computational resources.

In this context, this paper focuses on providing a clear under-
standing of the V2X communication cycle and an extensive
review of the trust-based security mechanisms guided by the
research questions below.

* What components within the CAV environment support
V2X communication?

* What are the current cyber security threats, vulnerabili-
ties and cyber attacks in V2X communication under CAV
environments?

* What are the potential metrics and models for measuring
trust while driving in a CAV environment?

Below is a summary of the contributions of the paper:

1) A review of the CAV communication cycle and the
components that support V2X communication.

Central
Authority

FIGURE 1

A representation of a CAV environment.

2) A review of the vulnerabilities and cyber attacks in CAVs
with a practical illustration of the replay, DoS, and false
injection attacks.

3) A critical analysis of the current trust-based security mecha-
nisms in CAVs categorized according to the suggested trust
taxonomy.

4) A critical review of the current environments such as
blockchain, edge and cloud in which CAVs are implemented
and the existing research within those environments.

5) Finally, we identify the current gaps and establish open issues
that require further research.

The rest of the article is organized as follows. Section 2—
CAV cyber infrastructure. Section 3—Cyber attacks in CAVs.
Section 4—Trust in connected vehicle communication. Sec-
tions 5—Related literature on trust-based security for CAV.
Section 6—Open research issues in CAV cyber security with the
conclusion in Section 7.

2 | CAV CYBER INFRASTRUCTURES

The following section provides an overview of the CAV com-
munication infrastructure and its various components that
support internal and external communication illustrated in
Figure 1. Additionally, Table 1 provides a summary of the
attacks against the V2X communication components and the
possible mitigation.

2.1 | The sensing and perception layer

At the beginning of the communication cycle, data from
different sensors is fused together to provide an accurate
representation of the vehicle environment. This data is then
sent to other vehicles as V2X messages for correct decision-
making, Component malfunction, obstacles, and malicious
users can influence the accuracy of this data described in the
below section.
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TABLE 1 A summary of the CAV V2X communication components vulnerabilities.

Structure Component

Attacks/threats

Mitigation

Sensing unit Camera

Ultrasonic sensors

LiDAR and Radar

GPS Receivers

Remote technologies IEEE 802.11

Cellular- LTE

Camera binding and confusion of
controls [11].

Spoofing, jamming, and acoustic quieting
[11,16-18].

LiDAR spoofing and jamming, signal
analysis, relay, Radar spoofing and
jamming, [11, 1316, 19].

GPS spoofing and jamming, signal
analysis [20—23]

Limited/short coverage, high latency
(poor performance) in high-density
environments, scalability issues, limited
bandwidth for safety applications [24,
25].

Centralized nature causing delays, LTE
channel spoofing [28], message
broadcast exposing-eavesdropping [29],
de-synchronization attack in LTE [30]

Redundancy, machine learning, infra red

light filters [11, 16]

Redundancy, machine learning [11,
16-18].

Redundancy (sensor fusion)
randomization of measurements [11,
13-16, 19].

Location verification schemes. [20-23]

Protocol/standard improvement-IEEE
802.11bd, congestion control
mechanisms [26], Inter-networking
with cellular. [27]

Message reception relay algorithms and
congestion management techniques
[31]. Protocol
advancement-(releasel2-release 19),

networking with IEEE 802.p [27],
frequency monitoring [28],

211 | Cameras

Cameras support execution of independent tasks in CAVs such
as parking, lane departure and traffic light recognition [11]. They
offer a high level of accuracy during object detection; how-
ever, these infringe on people’s privacy, and their operation is
affected by light. Attackers can exploit the light limitation in
cameras by placing high-emitting light objects along the road
that blind the camera and confuse the auto controls [12]. Fur-
thermore, the processing of data captured from the cameras
is computationally expensive. To mitigate the attacks on cam-
eras, infrared filters are deployed to control light intensity and
multiple cameras for redundancy. [13].

2.1.2 | LiDAR and radar

The radio detection and ranging (radar) sensor helps CAVs
to identify objects at a distance for feature evaluation such as
speed. Radar systems consist of four components: a processot,
a receiver, an antenna (transmitting and receiving) and a trans-
mitter. During the operation, electromagnetic waves are released
by the vehicle toward the surrounding target. The electromag-
netic waves then reflect off the target back to the receiver. The
processor can then estimate the surrounding vehicle’s angle,
position and velocity. Light detection and ranging (LiDAR)
technology calculates the distance of identified objects in the
environment using laser light pulses. The LiDAR sensor emits
these laser light pulses to the surrounding target object which
reflects back to the sensor. The distance between the target
object and the sensor is calculated based on the light pulse travel
time to and back from the LiDAR sensor. Previous studies have
investigated the threats to LIDAR and Radar sensors. A study

by [13] investigates the relaying and spoofing signal attacks in
LiDAR a huge risk to collision avoidance systems. The authors
suggest redundancy and random probing as countermeasures
to the threats. Researchers in [11] perform experiments to
investigate the accuracy of LIDAR and Radar data and suggest
redundancy and randomization as countermeasures. More stud-
ies [14, 15] have also evaluated the threats to LiDAR and Radar
and can be referred to for further information.

2.1.3 | Ultrasonic sensors

Ultrasonic sensors use sound waves to calculate the distance
between themselves and surrounding objects. As soon as an
object receives the sound waves, they are sent back to the
sensor. The distance between the sensor and the environment
depends on when the first object echoes back to the sensor
and the echoes are ignored [11]. Ultrasonic sensor readings are
highly affected by noise, and only the nearest small obstacles
are considered [16]. The authors in [17] analyze the secu-
rity of ultrasonic sensors in autonomous vehicles and suggest
the implementation of multiple sensors to check data consis-
tency across all the sensors and physical shift authentication
through random probing. Another study by [18] suggests addi-
tional countermeasures such as machine learning and strong
noise detection to prevent jamming or constant signal attacks
in ultrasonic sensors.

214 | GPS

CAVs use global navigation satellite unit sensors (GNSS) to nav-
igate from one point to another. The GNSS use data from the
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signals broadcast by the satellite. This data can be accessed and
manipulated by malicious users, leading to incorrect directions
and routing,

Numerous studies [22, 32—34] have investigated GPS attacks
in vehicles such as spoofing, jamming, and provided possi-
ble mitigation and detection models. A recent study by [35]
suggested a GPS spoofing detection model that learns from his-
torical trajectories. The researchers use vehicle dynamics and
entropy reinforcement learning to identify abnormal trajecto-
ries. Another study by [22] provides a GPS spoofing model
that fuses the inbuilt sensor data to identify location and com-
pares this with the data from the GPS receiver. Besides the
above-mentioned threats the presence of obstacles such as tun-
nels and tall buildings affects the performance of the GPS
receivers [21]. In conclusion, studies on CAV sensor attacks rec-
ommend redundancy(sensor fusion) [34] and randomization as
prevention/mitigation techniques and machine learning models
to detect abnormal behaviour.

2.2 | V2X communication remote
technologies

V2X communication supports the exchange of information
between the internal components of the vehicle and the exter-
nal terminals. This communication is facilitated by VANET
technology frequently categorized into vehicle-to-vehicle (V2V)
and vehicle-to-infrastructure (V2I). Additional categories exist,
such as vehicle-to-pedestrian (V2P), vehicle-to-sensors (V2S),
vehicle-to-roadside units (V2R) and vehicle-to-ecosystem (V2E)
[36] To support the possibility of exchanging fused sensor data
as V2X messages, standardization bodies in different coun-
tries have proposed approaches that define the communication
syntax and rules.

221 | IEEE 802.11p communication standard

The IEEE 802.11p is the basis of the intelligent transporta-
tion system (ITS) G5 and dedicated short-range communication
(DSRC) protocols in Europe and United States respectively.
These communication standards were published by standard-
ization bodies such as the European Telecommunications
Standards Institute (ETSI) in Europe and Institute of Elec-
trical and Electronics Engineers IEEE) in US. Figure 2 is a
summary of how the IEEE 802.11p/bd vehicular communica-
tion protocols differ. Additional standards defined by different
bodies exist such as ITS Connect in Japan but this paper will
focus on ITS G5 and DSRC. These standards operate based
on a spectrum band that varies in different countries and sup-
ports different applications. The ETSI EN 302 637-2 defines
V2V and V21 communications. V2V communication enables
vehicles to exchange information with other vehicles within
proximity (single-hop neighbour) on the network for informed
decision-making. This exchange is a periodic broadcast of a
cooperative awareness message (CAM) to other vehicle OBUs
informing them of their environment. [37] The CAM contains

data about vehicles” heading, speed, acceleration, and position.
According to the European Telecommunication Standard Insti-
tute, [38] the CAM basic service at the facilities layer constructs
the CAM once its generation is triggered under a specific set of
rules. The generation of the CAM is according to a specified for-
mat which consists of a header and a body defined in ETSI TS
102 637-2 standard. The CAM is encoded and sent to the net-
work and transport layers for dissemination. This dissemination
is a one-to-many (broadcast) defined by the ITS G5A network
architecture. Once the CAM is received by other vehicles it is
decoded by the CAM basic service and a local dynamic map
is generated for storage and update of the status information.
Furthermore, the standard categorizes communication between
vehicles and infrastructure such as smart road infrastructure and
road side units (RSUs) as V2I communication. The infrastruc-
ture acts as transceivers to disseminate information about road
hazards including traffic density/congestion through decentral-
ized environment notification messages (DENM) [39]. When
an event occurs along the road, the road hazard warning appli-
cation triggers the generation, and broadcast of the DENM
according to the defined requirements. These dissemination
requirements define the rate at which the DENM is sent out,
acceptable latency, priority and destination area. The generated
DENM consists of the header and the body. According to the
ETSI TS G5 the header includes the protocol version, type of
message (message ID), and the time of generation. The body
includes details about the event such as severity, cause, effect
of the event on traffic flow, event position, and the atea of rele-
vance. After the generation of the DENM it is encoded and sent
to the network and transport layers for dissemination. Similar to
CAM and DENM defined by the C-ITS in Europe, is the basic
safety message (BSM) defined by the DSRC IEEE 802.11p
standard in US. The BSMs are divided into two parts- peti-
odic and event-driven messages. The key difference between the
DENM and event-driven BSM is transmission over multi-hop
and single-hop neighbourhood respectively.

222 | LTE/cellular V2X communication

Recent innovations are drifting towards cellular technologies
in V2X that provide large coverage, support low latency
requirements, and high traffic density scenatios [40]. This
cellular network supports four modes of communication-
vehicle-to-vehicle (V2V), vehicle-to-infrastructure  (V2I),
vehicle-to-pedestrian (V2P), and vehicle-to-network (V2N) [41]
illustrated in Figure 3. The technology was introduced through
the third generation partnership project (3GPP) with the 3G
network to mark its beginning in V2X. The failure of the 3G
technology to meet the V2X communication standards led to
the birth of the 4G/LTE network that offers high bandwidth,
low latency, high reliability and high throughput. In a 4G LTE
Network, communication starts once a vehicle is discovered
within the proximity of another. The sender establishes a
direct link (side link) through the PC5 interface (mode 1 and
mode 2) to support communication in the absence of cellular
infrastructure (base station). Currently, there is a shift towards
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IEEE 802.11bd

Maximum relative velocity S00km/hr |
20MHz bandwidth channel
Allows message retransmission
Supports larger range due to dual carrier
modulation
Supports interoperability
Backward compatibility

Suitable for short range
communications.(supports a range of 1000
metres)

Response time of 100 milliseconds
Relative maximum velocity of 200km/hr
10MHz bandwidth channel
Orthogonal Frequency Division Multiplexing
at the physical layer
Carriere sense multiple access with collusion
avoidance
No message retransmission
No message acknowledgment
High latency in high density environments

FIGURE 2  Characteristics of the IEEE 802.11p/bd vehicular communication protocols.
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FIGURE 3 Cellular V2X modes of communication.

5G network architecture in V2X communication to attain
higher performance demands that support faster mobility with
low latency [42]. The 5G LTE supports direct communication
through the PC5 interface (mode 3 and 4) and with cellu-
lar/network infrastructure (base stations, application servers)
using the LTE Uu interfaces (uplink and downlink) illustrated in
Figure 3

223 | Hybrid

Previous studies have proved the presence of limitations in both
communication modes. Researchers in [43] evaluated the per-
formance of 4G LTE and DSRC in a real-world test-bed. The
results show that DSRC outperforms 4G-LTE for real time
high-safety applications such as collusion avoidance in low-

density traffic. 4G LTE was found to be suitable for non-safety
applications. Another study by [44] concludes that the cellular
technologies offer better and reliable transmissions over large
distances. In summary, the results from the different studies
indicate that performance of these protocols varies based on
application, coverage and traffic density. [45] To solve the limi-
tations in both technologies a study by [40] investigates the joint
use of C-V2X and DSCR in a 5.9 GHz frequency band. The
researchers define a function model that describes the transmis-
sion and reception of a CAM message in a hybrid environment.
From the analysis, there is need for a mutual synchronization
model to ensure proper channel allocation and transmission in
a hybrid environment. Another study by [47] evaluates the exis-
tence of DSCR and C-V2X in vehicular communication. The
authors present a function model to relay CAM in environments
with both DSRC and C-V2X communication. Mote studies [27,
48, 49] have been conducted to evaluate the hybrid architectures
which can be referred to for further information.

3 | CYBERATTACKS IN CAVs

3.1 | Categorization of the general cyber
attacks in CAVs based on the key security
requirements

To ensure secure V2X communication in CAV technol-
ogy, researchers have defined different security requirements-
confidentiality, integrity, availability, authentication, and non-
repudiation. These security requirements have guided the cat-
egorization of cyber attacks in V2X communication described
in the below section and the possible mitigation methods
illustrated in Figure 4.
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Attacks in V2V
Communication

= — e
‘ Confidentiality ’ i Integrity ’ ‘ Availability Authentication Non:;f;:;t'm
4 h 4
Denial of Service /DDoS {
Eavesdropping Replay Jamming Spoofing-GPS Spoofing
Man-in-the-middle False injection/false Black and Gray hole Sybil attack Repudiation attack
Network Traffic Analysis information attacks Masquerading
Malware

Kalmanfiltering [
Deep reinforcement Message verification
learning Time stamp verification
Multi-way challenge- Cryptography
response protocols such Machine leaming
as Kerberos J J

Packet monitoring and
analysis
Bloom filters
Artificial intelligence

Proof of work and location’
algorithms
Cryptography
Artificial Intelligence
Position/location
._verification mechanisms /

Cryptography
Digital signatures
Certificate authorization
ID based verification
enryption-pseudoduyms
and obfuscation

FIGURE 4 A summary of the CAV attacks and mitigation categorized according to the security requirements.

3.1.1 | Attacks on authentication

Authentication defines the ability to verify the legitimate sender
of the message on the network. The absence of strong authen-
tication mechanisms has birthed the success of threats such as
global positioning system (GPS) spoofing, Sybil and masquerad-
ing attacks. In a quest to prevent and detect GPS spoofing
attacks different studies [20, 22, 23] have suggested posi-
tion/location verification schemes that deploy various math-
ematical models. Researchers in [50-54] have explored Sybil
attacks in connected vehicles and suggested possible preven-
tion and mitigation techniques. These include encryption, proof
of work and location algorithms, position verification, cryp-
tography, and artificial intelligence. Traditional cryptography
mechanisms have been a key pillar in identity verification mod-
els for vehicular network however these are computationally
expensive and are unable to identify internal attackers.

3.1.2 | Attacks on integrity

After verification of the sender, then integrity surfaces to verify
that the message received has not been modified along the com-
munication channel [55]. Attacks in this category include replay
and false injection. Studies in [56—59] have investigated these
attacks and suggested prevention algorithms. These include
cryptography, message verification, time stamp verification, and
machine learning. Most of the suggested mitigation methods
suffer from high computation overhead.

3.1.3 | Attacks on availability

Availability guarantees that the network resources are acces-
sible to authorized users all the time when the need arises.
The common attacks on availability include denial of service
attacks (DOS) [60] distributed denial of service attack (DDoS).
[61], jamming attacks [62], black and grey hole attacks [63].
Studies have investigated DoS attacks in VANETs and pro-
vided possible mitigation and detection mechanisms such as
packet detection, monitoring, and analysis [64—67], bloom filters
[68], machine learning methods such as kernel support vector

machine [09], logistic regression [70], and trust computation
[71].

3.1.4 | Attacks on non-repudiation

From previous reviews, non-repudiation is also known as the
accountability requirement. Any action performed on the net-
work must be accounted for. If vehicle A sends a message
to B, then it should be possible to identify A without violat-
ing privacy. In a repudiation attack, it is impossible to identify
the sender of a message on the network when the need arises.
Authors in [72] have proposed an accident reporting system
that ensures accountability and privacy. The authors use digital
signatures, mutual authentication, and certificate authorization
to fulfil these security requirements. More studies [73—75] have
made efforts to ensure accountability while maintaining the
privacy of identity and location. These studies in general use
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digital signatures, cryptography, ID-based verification systems,
certificate, and session key update mechanisms.

3.1.5 | Attacks on confidentiality

Confidentiality defines the protection of message contents from
unauthorized access (users) [55]. The attacks on confidential-
ity are eavesdropping, man-in-the-middle (MITM) [76], and
network traffic analysis. Authors in [77, 78] have investigated
eavesdropping attacks and suggested detection models that
implement distributed Kalman filtering and deep reinforcement
learning, Additional studies in [29] advocate for the use of multi-
way challenge-response protocols such as Kerberos to mitigate
MITM attacks.

3.1.6 | Attacks on privacy

The privacy security requirement guarantees the protection of
data such as personal information. It is subdivided into iden-
tity and location privacy, where identity privacy ensures the
safety of the sender (vehicle) details and location ptivacy guat-
antees protection of the sender’s position details [79]. The
four attributes that relate to privacy in CAVs: are unlinka-
bility, anonymity, pseudonymity, and unobservability. [42, 80]
Numerous surveys [81-89] have been conducted regarding the
privacy in VANETSs. These suggest privacy schemes such as
tree-based risk assessment, cryptography, location cloaking [90],
encryption-pseudoduyms [91], and obfuscation [92].

3.2 |
CAVs

Visualization of cyber security attacks in

This section is a practical illustration of some of the attacks
described in Section 3.1 namely replay, false information, and
DoS. It aims to provide a clear understanding of these attacks
based on datasets that have been generated from previous
research. The reason we use these scenario-based datasets
[93] except for VeReMi [94] is because they provide cyber
attack data simulated in VANET environments. Global and reli-
able datasets such as KDD-CUP99, ToN-IoT, and NSL-KDD
have been simulated in normal network environments leading
to bias if used for VANET illustrations/studies. Below is a
description of the two datasets used for the illustrations. The
vehicular reference misbehaviour dataset (VeReMi) is a misbe-
haviour detection dataset that was generated using vehicles in
network simulation (VEINS) softwate [94]. VEINS is an open-
source VANET simulator that consists of a network simulator
OMENeT++ and a traffic simulator SUMO. During traf-
fic generation, the researchers implemented the Luxembourg
SUMO traffic (LuST) scenario that consists of real-world traffic
data provided by the University of Luxembourg. A more recent
version VeReMi extension [95] addresses shortcomings identi-
fied by researchers [96-98] and consists of more attacks. The
dataset includes metrics to identify attacks such as DoS, DoS
random, data replay, disruptive, traffic congestion Sybil, even-

tual stop, speed anomalies, position falsification, and delayed
messages. Another study by [93] simulated a machine learning
dataset for connected vehicle malicious attacks. The authors
used eclipse MOSAIC software to simulate V2V and V2I
communications.eclipse MOSAIC is an open-source software
that includes a network simulator OMNET++ and a traffic
simulator SUMO. The generated dataset provides metrics to
identify bogus information and replay attacks. In this study the
authors didn’t define the exact map area used for the traffic
scenario.

a) False traffic information use case scenario 1: Figure 5 includes
Implots of the vehicle latitude against longitude over a
period of time. These represent the scatter plots of the posi-
tion values with regression lines to visualize the changes
in latitude and longitude values. According to the scenario,
attacker_ CAV sends false information to CAV_A, CAV_B,
CAV_C, CAV_D, and CAV_E regarding an accident ahead.
On receipt of such information, all CAVs are forced to
find an alternative longer route, clearing the path for the
attacker_CAV. The Implot in Figure 5(a) indicates a distinct
in the scatter plots and regression lines for the attacker CAV
and the rest of the normal vehicles as opposed to Figure 5(b)
with no bogus information. From this scenario, identity,
message, and position verification are key metrics for the
evaluation of trust in CAVs.

b) Replay iraffic information attack use case scenario 2: Figure 0,
is a lineplot of the speed of the vehicles over a period
of time. CAV_A, CAV_B, attacker_CAV, and CAV_C join
the network first, moving at particular speeds. When the
emergency_CAV joins the network after 30 seconds, all
other vehicles are forced to stop to create a clear path-
way for the emergency vehicle. From the lineplot, it is
observed that after 100 seconds, the attacker_CAV replays
the received message from the emergency_CAV and acts
as another emergency vehicle forcing all other vehicles to
lower their speed again. In the end, the attacker_ CAV arrives
shortly after the emergency_CAV. The metrics identified
for trust computation in this scenario are message and
speed verification.

©) Denial of traffic information service use case scenario 3: Figure 7
includes count plots of the vehicle pseudo (IDs) against the
number of messages sent over a specific period of time.
According to the simulated scenario 7(a), a vehicle with
pseudo ID 10332 transfers messages of high priority and at
a higher frequency more repetitively than any other nodes.
Such transmissions lead to network delays. Figure 7(b), is
a normal count message distribution with no sender taking
excessive control over the transmission channel. In summary
trust computation models can include channel access and
monitoring algorithms that define the rules of access for
safety and non-safety messages.

4 | TRUST IN CONNECTED VEHICLES

The existing cyber security solutions, such as cryptography, and
intrusion detection systems, are very effective for preventing
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emergency_CAV.

and detecting external attackers but less effective in internal
attack situations. Also, these mechanisms are computationally
expensive in the long run and limited to known attacks. To solve
such limitations, current research is drawn towards evaluating
the sender and message credibility through trust. The below sec-
tion is a description of the trust taxonomy in CAVs formulated
in this research, as illustrated in Figure 8.

4.1 | Trustcomputation
Trust is a process that establishes confidence between two com-
municating entities. Generally, trust verifies that the other node
is who they claim to be [99]. Trust computation is the calcula-
tion of the trustworthiness of the nodes on the network based
on entity-centric, data-centric, and hybrid trust-based models.
The result of this computation is a trust score that ranges from
negative to positive, where 0 indicates no trust. [99].

The entity trust-based model calculates the trust of the nodes
which can be direct, indirect, and hybrid.

Trust management includes frameworks that define the struc-
ture and coordination of components and activities within the
CAV environment. Such activities include update and storage of
the computed trust values for current or future use. The trust
models explained above can be implemented in different ways,
[99] namely: Centralized approach: where a global trust author-
ity calculates and monitors the trust values of the nodes on
the network. The centralized nature makes trust computation
and monitoring easier; however, this is a single point of failure,
and the computation requirements may vary from one node
to another. Secondly the Decentralized approach: where the
individual nodes fully handle trust computation and monitor-
ing. This fully adapts to the dynamic environment but, requites
more computational power in the long run for both trust
computation and storage. The models can also be proactive
where nodes on the network periodically compute trust values
and store them for future use. Since the values are calculated
before the need, trust evaluation is faster but requires more
computation resources. Reactive: where the model calculates
the trust value when needed. This prevents the additional com-
putational resources requirement but may constraint resources
if there is a huge amount of data to evaluate, leading to latency.
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FIGURE 7 A DoS attack scenario.

An effective trust framework ensures effective coordination,
availability of resoutces, and on-time decision-making capa-
bilities at no extra cost. Below is a description of the general
trust framework requirements defined by different researchers
[99-102].

1) Highly dynamic. A good trust management mechanism should
adopt the highly dynamic nature of CAVs on the network to
avoid message delays for safety applications.

2) Distributed/ decentralized: The dynamic and heterogeneous
nature of the network environments and topologies makes
it possible for a CAV to connect to a network only once and
never connect to it again. Therefore, a trust management
mechanism must evaluate peer trustworthiness indepen-
dently other than historical reviews/recommendations, as
these may not be available.

3) Scalable: Scalability is the ability of a mechanism to adapt to
the changing resoutce requitements and components. Such
flexibility enables accurate instant decision-making despite
the changing resource requirements and different CAV com-
ponents. For example, in urban or dense areas, the number
of communication, requests are higher than in rural or dis-
persed areas leading to latency if the trustworthiness of each
request is calculated individually.

4) Private: In a quest to validate the identity of the nodes and
the exchanged message, privacy should be at the core of the
process to guarantee the protection of personal data such as
identity and location.

5) Robust: A trust framework defines the structure and man-
agement of trust for all the nodes on the network. Such
a framework should have defined strong security measures
that protect against and prevent attacks from malicious
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FIGURE 8 A taxonomy of trust in CAVs.

users. It in turn prevents fatal communication errors and
failure.

5 | RELATED WORK: CURRENT TRUST
COMPUTATION MECHANISMS, AND
FRAMEWORKS

Numerous efforts have been made to improve the internal secu-
rity of CAVs using trust-based mechanisms because they requitre
lower computation resources and can be used to prevent or
detect internal attacks [103]. Despite these advantages, a couple
of drawbacks atre identified in the current trust-based security
solutions, as detailed in the below section and Tables 2 and 4.

5.1 | Fuzzy logic

Fuzzy logic is an artificial intelligence technique used to make
decisions about uncertain data based on incomplete, inaccurate,
or unreliable knowledge [104]. Fuzzy logic consists of four com-
ponents: the fuzzifier, knowledge base(rules), intelligence, and
defuzzifier. At the start of the fuzzy logic operation, the fuzzi-
fier converts numerical values into linguistic vatiables in words
or sentences. These linguistic variables are then fed into the con-
troller that applies rules from the knowledge base and provides
an output value. The value is then fed into the defuzzifier to
convert the variables to numerical values. The key advantages of
fuzzy logic include the ability to relate uncertain or complex data
and increased robustness, but such models require more simu-

lation and review before actual implementation [105]. Research
by [1006] suggested a direct entity-centric and fuzzy logic trust
computation method. First, the model checks the accuracy and
integrity of the sender using a unique ID appended to each mes-
sage. Then a lifetime check is performed to verify the freshness
of the message, and once a message is identified as expired, it is
discarded. A fuzzy logic model is then used to verify the sendet’s
location. Results from these attributes are used to construct a
decision-making model that defines the vehicle’s trustworthi-
ness. The model’s key advantage is that it stores only the recent
trust value however, the performance is low in the presence
of many false recommendations. Researchers in [107] suggest
a fuzzy logic design to compute virtual trust in self-driving cars.
According to the authors, virtual trust is when two vehicles
unknown to each other are able to communicate through a com-
mon friend(vehicle). The designed Mamdani Fuzzy logic takes
three inputs (common car features), information sharing, manu-
facturer and sensor quality, processes these inputs then outputs
a trust value. Given a set of the aforementioned inputs, an out-
put trust value is computed based on membership functions
(implemented in MATLAB) and the knowledge base rules. The
knowledge base rules that are used to shape the model’s trust
value are based on the input parameters values expected to be
at a2 maximum of 300. Despite the promising simulation results,
there is no comparison with existing fuzzy logic solutions and
implementation in the real word self-driving car environment.
Previous work by [108] in 2016 suggested a fuzzy logic model
that computes the trust of vehicles within the vehicular ad-hoc
network to ensure a secure communication path. According to
the authors, for vehicle A to communicate with vehicle B, there
are relay nodes that are used to form a communication path.
The selection of these relay nodes is based on the neighbouring
vehicle with the shortest path and highest trust value, known
as the relaying trust value. For each relay node, the relay trust
value is computed based on three input parameters, distance,
network/traffic density, and inconsistencies in trustworthiness.
After computing the relay trust value, a coordinating trust value
is computed to find the best transmission path from the source
to the destination vehicle. This value is based on three parame-
ters, namely the velocity between the sender and neighbouring
vehicles, the number of connections, and the connections lost
within a particular time frame. The fuzzy logic engine or model
(coded in MATLAB and NS-2) then takes the two inputs, coor-
dinating and relaying trust values, calculates the final trust value
based on the established knowledge base/rules and outputs
trust levels such as perfect, good, acceptable, worst, and bad.

5.2 | Game theory

A game is a competitive activity among multiple entities that
interact jointly based on rules. Similar to a game, game theory
is a mathematical model consisting of entities that make strate-
gic decisions to attain the highest benefits (payoffs). Each entity
or player considers other entities’ actions before making a deci-

sion. A detailed review of game theory terms can be reviewed in
[109-111]. The key components of game theory are:
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TABLE 2 A summary of existing trust based models in CAVs.

Reference Category Target Attack Trust Computation Trust Management  Drawbacks

REPLACE [85] Roadside units Platooning Reputation: dirichlet Centralized and 1) The server is a potential
Attacks:badmouth, distribution and Distributed vulnerability as it stands as the sole
newcomers, and ballot iterative algorithm for point of failure, lacking any
stuffing feedback validation. specified security measures for its

safeguarding,
TMBNST [84] Roadside units Malicious vehicles Timestamps and digital ~ Distributed 1) RSUs are fully tasked with trust

LTT [112]

TACASHI [83]

[106]

T-VNets [113]

[103]

[114]

[115]

[116]

[107]

[108]

Roadside units

Roadside units

Fuzzy logic

Roadside units.

Game theory

Game theory

Game theory

Game theory

Mamdani fuzzy
logic

Fuzzy logic

Repudiation,
Man-in-the-Middle and
replay attacks

False location

False information, message
alteration, and false

location.

Elimination of malicious

nodes and routing attacks.

False information.

Replay and false data
injection.

Message falsification.

Message falsification.

Message falsification.

Routing attacks.

signatures

Digital signatures for
message authentication
and verification.

Recommendation and
report history

Timestamps, location
verification, and node
behaviour history.

Vehicle behaviour reports
from CAM and
DEMN

Majority opinion,
betweenness centrality,
and density compute.

Bayesian Inference
Model:Experience

Reserved price, two
round, and m-round
bargaining techniques

Recommendation and
K-means clustering
algorithm.

Sensor quality,
manufacturer, and
information sharing
parameters.

Recommendation and
K-means clusteting
algorithm.

Centralized and
decentralized

Distributed

Distributed.

Distributed

Centralized

Distributed

Centralized

Distributed

Distributed

Distributed

1)

)

value evaluation, storage, update
and deletion, which is challenging
in the long run and in remote areas.
The performance is highly
dependent on stable network
connectivity, as a slight drop
affects the timestamps leading to
faulty confidence computations.

A constant maximum trust value
of 1 is assigned to each RSU, an
opportunity for attackers to exploit
RSUs.

The model’s performance depends
on stable network connectivity to
check message liveliness.
Therefore, a slight network drop
could lead to false negatives.

Trust management in areas with no
RSUs is undefined.

Implementing fuzzy logic requires
more simulations to eliminate any
bias during operation.

In the long run, more
computational resources are
required to stote the previous trust
values on vehicles and RSUs.

High-density areas require more
defenders and there is a delay in
trust computation for nodes that
have connected to the network for
the first time.

No simulations are performed in a
real-world environment.

More storage space is required in
the long run.

Highly dependent on the presence
of RSUs.

More simulations are required for
better model development.

Highly dependent on the presence
of RSUs.
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* Players: The different participants in the game.

* Actions: The moves made by each participant. Throughout
the game, each participant aims to make the best move, as
detailed in their strategy.

* Payoff: This is a return (benefits) of each player for taking
specific actions throughout the game.

* Strategies: A strategy is a plan of action. For each action made
by a participant, there is a detailed plan.

Throughout the game theory, each player makes moves based
on their best strategy, which leads to a maximum payoff for all
players (win-win situation), known as equilibrium. Nash equi-
librium is then used to determine the winner. Furthermore,
games in game theory can be classified according to a number
of stages, complete information or actions, and perfect informa-
tion or payoffs [110]. The key drawback is that it requires more
simulation to identify the best strategy before implementation.
Below is a review of the current trust-based mechanisms imple-
menting the game theory. The authors in [103] proposed a trust
model for CAVs based on game theory. The key players in this
model are the attacker and defender. Both players aim to find the
best strategy before taking any action. The implemented model
uses three parameters: majotity opinion, betweenness centrality,
and density compute to identify the attacker node. The majority
opinion calculates the trust level based on experience, such as
successful/failed node communication. Betweenness centrality
measures the number of times a node acts as a hop or inter-
mediary between two communicating nodes. Density compute
identifies and groups nodes travelling with the same speed and
direction. The three parameters are calculated for each attacker
and defender, and Nash equilibrium is used to define the win-
ning strategy. According to the simulation results, the model
performed better compared to one of the existing game theory
models; however, this model works best in the presence of many
defenders, and new attacker vehicles are not detected instantly
as the defender nodes need time to gather opinions about them.
A defender is an entity that can monitor (network administra-
tor) and respond to attack actions from the attacker, such as an
intrusion detection system.

A study by [115] suggested a theoretical trust approach based
on game theory for the secure exchange of data. For each initi-
ated communication between the sender and receiver vehicles,
the communication ability of the sender is evaluated by the
receiver and stored in the local cache of the sender. Likewise,
for each initiated communication with the RSUs, vehicles eval-
uate the reliability of the information received and the quality
of service. Throughout the trust value computation/evaluation
process, three concepts are implemented, reserved price, two-
round and m-round bargaining game theories. The reserved
price is the cost the vehicle has to pay in order to receive infor-
mation from the RSUs and is based on the trust values of the
vehicle and RSU, the load of the RSU, and the shortest distance
between the RSU and the vehicle. The lower the trust value, the
higher the reserved price (cost) and the standard trust value is
1. Despite the promising simulation results, the model requires
more storage space in the long run, as the vehicles and RSUs are
responsible for storing the local cache trust values.

Another study by [117] defines a CAV security game model
that consists of two players: an attacker and a defender. As the
attacker blocks the road based on his/her best attack strategy,
the defender will take action based on the best defence strat-
egy. Further research by [114] implements a cooperative game
theory model for secure communication on the Internet of
Vehicles (IoV). The authors adopted a distributed and direct
trust computation using the Bayesian inference model. This
model computes the trust level based on experience from direct
interactions. For each communication, the message content is
evaluated. Using the hedonic coalitional game, the attained trust
value is then used to derive cooperation groups with similar
trust levels. More research by [116] proposed a model that
implements direct and indirect trust models to compute vehi-
cle trust scores. The indirect trust model relies on feedback
from neighbouring vehicles and recommendations from RSUs.
The weighted K-means algorithm is then used to check the
legitimacy of messages. used to identify legitimate messages.
Further, a dynamic game theory model is used to support
node interaction by awarding cooperative nodes and punishing
uncooperative nodes. The implemented dynamic game model
consists of clusters, actions, and payoffs. The defined clusters
are normal, selfish, and malicious nodes. The actions are infor-
mation release, forward, receipt, and no action, and the payoffs
define the rewards and punishments. The key drawback in the
model is the dependence on RSUs to store node reward and
punishment history. This implies that the model is ineffec-
tive in areas with no RSUs or is expensive to implement on a
large scale. Furthermore, like most suggested models, this is not
implemented in a real-world environment.

5.3 | Based on road side units

Further research has proposed the use of infrastructure such
as RSUs. The static nature of RSUs makes them preferable
to dynamic nodes because they can maintain stable network
connectivity for a long time. Below is a review of trust-based
mechanisms that take advantage of the presence of RSUs during
trust computation.

Research in [85] suggested a trust-based scheme REPLACE
that identifies platoon attacks such as badmouth, on-off attacks,
newcomers and ballot stuffing. The trust-based mechanism
consists of two algorithms. First is a reputation algorithm based
on dirichlet distribution that gathers feedback from surrounding
vehicles about a head vehicle. Secondly, the gathered feedback
is evaluated using an iterative algorithm to eliminate false feed-
back from malicious users. At the top of the system model is
a trust authority that registers all vehicles, RSUs, and servers
on the network. Next are the servers that store and update
feedback values. At the bottom are the RSUs stationed along
the roads for faster data relay between servers and the trust
authority. Throughout the model or communication, feedback
gathered is stored in a centralized way using servers. The simu-
lation results indicate the model’s great performance; however,
the server is a single point of failure, as the researchers didn’t
consider any security mechanisms to protect the data on it.
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Also, the performance of the model in a test bed environment
is unknown.

According to [84], some components can stay on the network
longer; thus, the emergence of TMBNST, a trust management
mechanism based on vehicle stay time. The system model con-
sists of RSUs, evaluators, and normal nodes. At the start of
the communication cycle, the RSUs register new vehicles on
the network and select the evaluators such as public vehicles
(ambulance and police cars) to evaluate the normal vehicle trust.
The model evaluates the confidence of the message based on
the liveliness of the data and digital signatutes (asymmetric key
encryption) are used to verify the message broadcast. The simu-
lation results indicate less computation and packet transmission
time; however, RSUs are fully tasked with trust value evaluation,
storage, update and deletion, which is infeasible in dispersed
areas with no RSUs or longer-staying nodes. Furthermore, the
model’s performance is highly dependent on stable network
connectivity as a slight drop affects the timestamps.

A study by [112] suggested a long-term trust model that
prevents repetitive bootstrapping and ensures accountability.
Bootstrapping defines the trust value of a node when it joins
the network for the first time. The system atchitecture con-
sists of the central authority, RSUs, and vehicles. At the start of
communication, the central authority issues a certificate to each
RSU and vehicle. For each verified RSU, the CA assigns a per-
manent trust value of 1 for a lifetime. The RSU then attaches
a timestamp and digital signature to each generated message
and sends it to the CA for decryption. The trust management
model explores three scenarios: when a vehicle connects to
the network for the first-time, when a vehicle moves between
different RSUs and when a vehicle rejoins the network. This
model prevents vehicles from contacting CA repetitively for
every connection, which ensures faster trust computation and
management. However, its performance is highly dependent on
the presence of RSUs and stable network connectivity to ensure
correct results for the message liveliness check. Furthermore,
the performance of the model in simulation envitonments
is undefined.

Another study by [113], suggested a decentralized and hybrid
trust management mechanism T-VNets that identifies mali-
cious nodes and selects the best possible path for message
transfer. The system model consists of RSUs and vehicles. It
implements the ETSI ITS CAMs and DEMN to support mes-
sage exchange between the vehicles and RSUs. Throughout the
model, RSUs act as trust authorities that gather all delivered-
vehicle behaviour reports to form a global vehicle trust view.
According to the simulation results, the model has higher detec-
tion performance when compared with other models but is
infeasible in a highly robust environment. Finally, a study by [83]
proposed TACASHI, a trust aware communication architecture
for the social Internet of Vehicles. The system model consists
of vehicle owners, passengers, RSUs, vehicles, TAs, and online
social networks (OSNs). At the start of the communication,
the Department of Motor Vehicles verifies an OSN account
and issues pseudonyms (IDs). When vehicle A wants to send
a message to vehicle B, it encrypts it using the chaotic maps.
Before accepting the message sent by A, vehicle B evaluates the

integrity of A by asking its neighbours about A (recommenda-
tion). Furthermote, RSUs are used in this model to store the
historical values (reports) of neighbouring nodes for each node
within the RSU range. The simulation results indicate more than
87% detection rate and high accuracy. Despite the high detec-
tion rate, it is unclear whether the RSUs ate fully tasked with
storing, updating, and managing the trust values in the long run.

5.4 | Cloud assisted frameworks

Cloud computing in VANETs is a technology that enables
access to and provision of shared system resources on demand
over the internet. It is subdivided into vehicular cloud comput-
ing (VCC), vehicles using cloud (VuC), and hybrid [122]. Vehicu-
lar cloud computing was introduced by [123] to enable resource
sharing among vehicles and is further subdivided into static and
dynamic vehicular clouds. The former includes a group of vehi-
cles at rest forming a vehicular cloud; for example, CAVs in a
parking area can act as a cloud server since they have unused
storage and bandwidth and RSUs with more storage and high
computational capability as illustrated in Figure 9(b). The lat-
ter includes a group of vehicles in motion such as platoon heads
with more computational, bandwidth and storage capacity to act
as dynamic cloud servers. The vehicular cloud services atre cate-
gorized into four groups, namely, network-as-a-service (NaaS),
sensing-as-a-service (SaaS), computing-as-a-service (CaaS), and
storage-as-a-service. (SaaS) explained below:

* Network-as-a-service: The NaaS enables network resource
sharing such as internet access. CAVs with higher bandwidth
can share the internet with those with lower bandwidth levels
to ensure faster connection/transfer speeds.

* Sensing-as-a-service: Vehicles within the VANET are
equipped with automotive driving system components that
provide surrounding environment status daily. The sensing-
as-a-service allows sharing of sensor data with other vehicles
when needed.

* Computing-as-a-service: The main limitation of security
mechanisms such as cryptography is the limited compu-
tational power/speed. For instance, vehicles with less/no
computation requests can take up requests from other
vehicles with excessive/choking computational requests.

* Storage-as-a-service: Implementing SaaS is a potential solu-
tion to the storage constraint issues because CAVs with
more storage capacity can share the extra storage space with
those with less. Furthermore, storing information required
for future use relieves the individual CAVs of the storage
responsibility.

The need to ensure resource availability has led to the imple-
mentation of CAVs in cloud environments. Previous surveys
on vehicular cloud computing that guide the implementation of
trust-based schemes in vehicular cloud exist as detailed in [120,
124]. The authors in [120] discuss the architecture for vehic-
ular cloud computing, various components and applications
for vehicular cloud computing. The researchers also discuss
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FIGURE 9 A structure of cloud and edge assisted environments in CAVs.

the security issues that arise due to the implementation of
CAVs in cloud environments. Another survey by [124] inves-
tigates the impact of cloud computing in CAV environments
and suggests a VANET cloud computing architecture. Previ-
ous surveys on cloud computing have sparked interest in the
security and privacy of these frameworks in vehicular environ-
ments. Researchers in [125] proposed a three-layer cloud-based
trust management framework for vehicular social networks. The
proposed cloud-based network architecture includes the central,
Roadside, and vehicular cloud layers. It implements a centralized
approach which includes direct and indirect trust computation
at the roadside and central cloud layers. The roadside layers
use a vehicular virtual machine to process trust computations.
Despite the successful model development, its performance in
the real-world environment is unknown. Also, trust computa-
tions are highly dependent on the presence of RSUs that host
the virtual environment and communication with the cloud
servers regarding trust history values. Another study by [120]
suggested TrustE-VC, a three-level trust evaluation model for
CAVs in cloud environments. The framework implements a
decision-making algorithm and Fuzzy logic model, to identify
and weigh the security vulnerabilities in vehicular cloud. Despite
the promising theoretical contribution there is no practical vali-
dation of this model in simulation and real-world environments.
In [127] the authors suggest an agent-based trust framework
for vehicular cloud. The system model consists of mobile and
static agents which include trust manager and trust information
collection agents. There is an additional component called the
knowledge base that stores information such as vehicle status,
bandwidth levels, cloud and vehicle IDs. At the start of the com-
munication cycle, the trust manager gathers the trust values of
the available service providers using the trust collection agent.
These trust values are evaluated and the service provider with
the highest value is chosen. This model is a theoretical analy-
sis with no performance evaluation through simulations. Finally,
researchers in [128] suggested DBTEC, a trust-based security
model for vehicle cooperation in cloud VANET environments.

All computation
and storage takes
place on the
cloud servers

Cloud
Layer

J Multiple
connections to

and from the

cloud server

(b) Structure of a cloud-assisted CAV environment [120], [122]

The authors aim to solve two challenges encountered during
collaborative task completion in cloud environments: difficulty
selecting trustworthy cooperative vehicles due to the absence
of trust information and the secure successful completion of
tasks. The system model includes normal vehicles, users, private
boards, malicious vehicles, and public boards. Once a vehicle
receives a task request and can’t fulfil it, it searches the pub-
lic board for vehicles with good service quality to perform this
task. This public board is a global storage of reported vehicle
service quality and timestamp. The outcome of the simulation
results indicate better performance. In conclusion, the vehicu-
lar cloud has enormous benefits in terms of cost and resource
usage; however, challenges such as centralized storage of infor-
mation are a security and privacy risk. Also, critical applications
that require instant trust decision-making are highly affected
by the back-and-forth communications with the cloud servers
making it unsuitable for real-time communication.

5.5 | Edge assisted frameworks

In a quest to solve the aforementioned cloud computing dis-
advantages described in Table 3, researchers have explored the
concept of edge computing in VANETs. Edge computing is a
technology that implements computation and storage of data
at the edge of a network close to the data sources and not far
from the vehicles. [119]. The key features differentiating vehic-
ular cloud computing and vehicular edge computing are the
real-time local decision-making capability and the presence of
resources within the vehicle’s proximity. The concept of edge
computing is still picking its stand in CAVs. Therefore, less
research has taken place in the trust management area.
However, existing studies implement the concept in other
areas within VANETS, such as resource sharing, The authors in
[119] reviewed edge computing in a vehicular network and sug-
gested a vehicular edge computing architecture which consists
of three layers: cloud, edge, and smart vehicular illustrated in
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TABLE 3 A summary of the advantages and disadvantages of the
different trust computing frameworks in CAVs.

Cloud Computing in ~ Edge Computing in
Analysis CAVs CAVs
Advantages 1) Resoutce sharing and 1) Faster

efficient utilization. communication: the
[118] presence of edge
2) Availability

3) Cheap: there is no

nodes and dynamic
vehicles with more
need to buy and resource capabilities
install infrastructure eliminates the need
as it can be rented. for direct and regular
4) Scalable: resource communication with
assignment is based the cloud servers.
on demand due to the This enables faster
pay-as-you-go decision-making

capabilities.[119] [119].

Disadvantages 1) Delays: The regular 1) Highly dependent on
communication cycles  the presence of edge
between CAVs and

cloud servers causes

nodes and thus a
challenge in remote
delays, yet the areas

Instability: the highly
dynamic nature of
CAVs makes it
possible for vehicles

=

connections are 2
instant and dynamic.
2) Data security and

privacy [120].
acting as cloud
servers to disconnect
from one network to
another while other
vehicles utilize its
resources [121].

3) Limited storage
capacity [119].

4) Pron to
malfunctioning
because they are
positioned in open
environments leading
to unreliability.

Figure 9(a). Researchers in [129] suggested a distributed trust
management framework that implements trust computations
and evaluations at the network’s edge (RSU). The system model
consists of the sensing, edge and cloud layers where the edge
layer includes RSUs and edge servers that integrate and pro-
cess trust data from surrounding vehicles. The trust evaluation
model implements traffic analysis, vehicle driving behaviour,
and evaluation of messages by surrounding vehicles to iden-
tify the trust score. The simulation results indicate that the
model out-performs other existing models in terms of data
delivery (low latency). Further research by edge computing secu-
rity mechanism for V2V and V2E communications in a 5G
network. The system model consists of edge nodes, which are
responsible for storing all authenticated and registered vehicles
on the network. The model maintains secure V2V and V2E
communication using the quotient filter.[130] also suggested an
The simulation results indicate a delay in V2E communication
with an increase in traffic density Also, the researchers did not
define what constitutes the edge nodes. In summary, most stud-

ies refer to edge nodes as RSUs and edge servers; therefore,
studies that implement the use of RSUs qualify to be cate-
gorized under edge computing environments if they support
vehicle-to-edge communication.

5.6 | Blockchain frameworks

Recent studies are suggesting the implementation of blockchain
technology in CAVs to ensure secure distribution. Below is
a brief review of the key concepts in blockchain technology:
From a network perspective, a block is a group of trecords
stored on a node, while a chain is a sequence of linked items.
Therefore, a blockchain is a group of distributed tamper-
proof records stored on different nodes and linked using
reference hash values. Each node on the netwotk broadcasts
messages encrypted with the sendet’s private key and decrypted
with the sender’s public key. Afterwards, minors verify the
broadcast messages using a consensus rule before adding the
block to the chain. This process is called mining, Blockchain
technology ensures the orderly update of records and the addi-
tion of blocks through a decision-making process known as
consensus The most common consensus algorithms are proof-
of-work, proof-of-authority, proof-of-stake, proof-of-activity,
byzantine fault tolerance, proof-of-burn, proof-of-stake, proof-
of-capacity, proof-of-importance, proof-of-luck, and proof-of-
exercise [135]. The key advantages of blockchain technology
are decentralization, immutability, security and reliability due to
the implementation of asymmetric cryptography with hashes
at each block and distributed information storage [1306]. Trust
mechanisms that use Blockchain technology are detailed below.
The authors in [131] suggested a decentralized trust manage-
ment mechanism that implements blockchain technology. The
system model consists of RSUs and vehicles. During com-
munication, the sender vehicle broadcasts a message to the
network. The Bayesian inference model is then used to vali-
date the message broadcast and gives a rating which is sent
to the nearest RSU and aggregated to generate a trust value.
This rating is based on the sendet’s current trust value and
the distance between the sender and receiver. Two consen-
sus algorithms, namely proof-of-work and proof-of-stake, are
implemented to ensure an orderly update of these trust values
among RSUs. Despite the benefits of using blockchain tech-
nology in this model, its operation in areas with no RSUs is
infeasible. It is computationally expensive in the long run lead-
ing to performance degradation. Research by [132] suggested a
reputation trust-based model that implements blockchain tech-
niques. The system model includes ordinary vehicles grouped
to form a cluster based on proximity, a TA, a malicious vehi-
cle, and a cluster head. Upon joining the network, a TA registers
a vehicle and issues it a certificate. The vehicle is then able to
send a broadcast message which is validated and rated by the
cluster head (minor). This rating is based on the senders’ his-
torical behaviour and is aggregated to form a reputation score
that can be uploaded to the trust authority for global storage.
Simulation results indicate a drop in message detection accuracy
with an increase in the number of malicious vehicles. Additional
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TABLE 4 A summary of surveys on the blockchain, cloud, and edge-assisted trust-based security frameworks in CAVs.

Author

Technology

Summary

Trust Computation
Model

Drawbacks

[125]

TrustE-VC [126]

[129]

[130]

DBTEC [128]

[127]

[131]

BTEV [133]

[134]

Cloud assisted

Cloud assisted

Edge assisted

Edge assisted

Cloud assisted

Cloud assisted

Blockchain

Blockchain

Blockchain

Blockchain

A three-layer cloud
trust-based
management
framework for
vehicular social
networks

A three-level trust
evaluation framework
to ensure the security
and privacy of CAVs in
cloud environments

Trust management in
Vehicular networks
using edge computing

Secure authentication
mechanism
implemented in an
edge computing
environment with 2 5G
network.

Secure collaborative task
completion in cloud
environments.

Evaluation cloud service
provider
trustworthiness.

Decentralized trust-based
security model.

A decentralized
trust-based reputation
system.

A decentralized
trust-based security
model that validates
traffic events.

A decentralized
trust-based security
model for clustered
IoV environments.

Direct and Indirect Trust

computations

Mathematical model:
Fuzzy Logic

Traffic analysis, vehicle
driving behaviour and
message evaluation.

Quotient filter is used to
ensure secure V2V and
V2E communication

Service quality history
and timestamps

Dumpster Shafer Theory
and software agents

Direct data evaluation
using Bayesian
inference.
Proof-of-stake and
Proof-of-Work
consensus algorithms.

Indirect trust: History
behaviour aggregated
to form a reputation
score.

Proof-of-Events.

Bayes rule that considers
reputation score and
message credibility
parameters.

Trust computations is
highly dependent on
the presence of RSUs
that host virtual
environments and
communicate with
cloud servers regarding
trust history values

Theoretical contribution
with no simulation.

The assumption that the
edge agents are
trustworthy is a
security risk because
they can be
compromised.

Delay in V2E
communication with
increase in traffic
density and edge nodes
are not clearly defined.

Performance of the
model is prone to
errors for vehicles that
have just connected to
the network.

Theoretical contribution
with no practical
validation.

It is computationally
expensive in the long
run and infeasible in
areas without RSUs.

Drop in performance
with an increase in
malicious vehicles.

Decline in performance
in high-traffic

environments.

Scalability requirements
are undefined.

research conducted by [133] proposed a decentralized trust-
based model that validates traffic event messages in CAV
environments. During the communication, the RSUs receive
cooperative awareness messages (CAM) from nearby vehicles
that contain the vehicle’s speed and location. The RSU then

checks for the validity of the message based on timestamps
and discards those that are expired. Valid messages are then
broadcasted on the network via a decentralized environment
notification message (DENM) stored in a blockchain. When a
passing vehicle receives a request about a traffic condition, it will
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validate this information against the DENM from the RSUs that
contain current road or traffic conditions. Unlike other methods
that use proof-of-work, proof-of- stake etc., the researchers sug-
gested a proof-of-events (PoE) consensus algorithm to enable
effective information updates and collaboration among the dis-
tributed nodes. The simulation results indicate that the PoE
consensus algorithm is promising since it demands less com-
putational power. Nevertheless, its effectiveness is affected in
environments with high traffic. Finally a recent study by [134]
proposed a blockchain trust-based security model for clus-
tered IoV environments. The system architecture includes TA,
ordinary vehicles, edge vehicles and RSUs. Upon joining the
network, the TA registers and issues certificates to vehicles.
These ordinary vehicles are then grouped into clusters based
on distance and velocity similarity. For each cluster is a cluster
head selected by the TA based on computational capacity, safety
distance, and trust value. When a node receives an event notifi-
cation, it requests the sender’s trust score from the cluster head.
The cluster head computes the trust score using Bayes rule that
takes into account the sender’s reputation and message cred-
ibility parameters. These trust scores ate then aggregated and
stored as local blockchains on the edge nodes and globally by
the TA. The outcomes of the simulation indicate that the model
is feasible in IoV environments. Researchers in [137] proposed
a blockchain trust management approach for connected vehi-
cle communication. The multi-layered system model includes
RSUs and vehicles grouped into platoons based on speed and
proximity. When a vehicle sends a message to the network, its
credibility is validated by other vehicles within the same platoon
based on recommendations. This credibility is stored inform of
trust values at the local (platoon blockchain) and global (RSU
blockchain) levels. Despite the analysis, this study is theoretical
with no simulations to validate its performance.

6 | OPEN ISSUES

Despite the numerous efforts to ensure secure V2X commu-
nication through trust computation, the areas below require
further research to enhance the deployment and adoption of
CAVs in the real world.

6.1 | Privacy

Privacy is one of the key security requirements in V2X commu-
nication that ensures anonymity, unobservability, unlinkability,
and pseudonymity of exchanged data. During trust computa-
tion, direct and indirect mechanisms validate vehicle identity
and evaluate messages using vatious techniques detailed in the
previous section. This process exposes data to violation of pri-
vacy in a quest to ensure secure message exchange. The issue
of concern is whether all this information gathered by the trust
mechanisms/or models is private. To solve such concerns stud-
ies in [42, 80-89] have proposed trust mechanisms that make
use cryptography techniques despite the high computational
resource requirement [10]. This raises the issue of whether

privacy solutions in connected vehicles can be implemented
without cryptography if not then there is need to minimize
resource usage.

6.2 | Integration with blockchain

The promising benefits of blockchain, such as immutability,
decentralization, security, privacy and anonymity, have attracted
its integration into CAVs. [6] Recent studies in [131—134] have
integrated blockchain techniques during trust computation as
explained in Section 5.6. The outcome of the simulations is
promising. However, there are a couple of challenges namely:
high computational overhead as the number of blocks increases
and the distributed storage of data across the different nodes
raises privacy, scalability, and trust concerns. Furthermore, the
authors in [138] argue the possibility of legal issues arising from
technical errors or system failure. Such issues can be challenging
to investigate if no proper data regulatory blockchain measures
are in place.

6.3 | Integration with artificial intelligence
Recent studies detailed in Sections 5.1 and 5.2 have applied arti-
ficial intelligence techniques such as game theory and fuzzy logic
to compute trust and detect malicious activities. [139, 140].The
performance of these models is based on the presence of data
sets for training and testing purposes. [141]. From the review,
these datasets are scenario-based, making model comparison
challenging and not fuelling or supporting further research. Fur-
thermore, attackers keep changing the techniques used to strike
connected vehicle networks, leading to numerous new attacks
that may not be part of the previous datasets. Therefore the
implemented artificial intelligence techniques (machine learn-
ing) models should also be able to adapt to the changing attack
techniques. Reseatchers in [94, 95, 98, 142] have generated
datasets to solve this limitation. However, these are tailored to
specific research requirements and, hence, are challenging to use
for the evaluation of new machine-learning models. Therefore,
there is still a need for a large general real-world dataset that con-
tains vatious connected vehicle attacks to support integration
with artificial intelligence.

6.4 | Implementation

From the review, a few of the suggested trust-based security
solutions have been simulated and implemented in real-world
CAV environments as summarized in Tables 2 and 4. The cost
(such as purchasing the CAV and setting up in a suitable envi-
ronment) that comes with the implementation is a key barrier.
There have been recent works where researchers simulate cyber
attacks in real-world CAV environments and generate datasets
for further research. [93, 142] However, such testing is specific
to a particular scenatio. Recent research advocates for combined
efforts among research organizations, governments and CAV
manufacturers to support the set-up of CAV infrastructure [4].
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6.5 | Scalability

Scalability is the ability of a model to alter its capacity with
respect to resource requirement. The analysis of previous lit-
erature detailed in the above sections has portrayed how studies
ignore the effect of traffic density on model performance. A
few researchers have acknowledged the drop in detection levels
and message delivery delays with an increase in traffic density
[130, 133]. To solve this limitation recent studies have imple-
mented the trust models in cloud [125-127] and edge-assisted
environments [119, 129, 130]. However, these are affected by
the long communication cycles with cloud servers and the high
maintenance and storage for the edge nodes. Therefore there is
still a need to implement scalable techniques during trust com-
putation and management to ensure good performance with
changing resource requirements.

7 | CONCLUSION

This article explores the potential implementation of cyber-
security in connected and autonomous vehicles (CAVs) using
trust computation mechanisms. First, we examine the elements
that facilitate V2X communication and analyze the vulnera-
bilities and limitations associated with these components. We
then categorize cyberattacks based on security requirements
and examine possible mitigation algorithms. By leveraging real
traffic data from existing datasets, it provides practical insights
that illustrate cases of denial of service (DoS), replay, and false
information attacks. For a comprehensive analysis, we critically
evaluate existing trust-based cybersecurity solutions and finally
suggest future research directions by filling the gaps identified
in current studies.
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