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Figure 1: The Router of All Evil

ABSTRACT

This paper contributes a new design research artifact, The Router of
All Evil. This is a Research Product that results from and scaffolds
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a Research Through Design exploration of the domestic Internet.
The Router of All Evil is designed to reveal the technical possibil-
ity of the humble home router, to define a network of one’s own,
where homelife can unfold in creative, fulfilling and private ways,
as an alternative to the prevalent corporate and surveillant logics
of Silicon Valley’s Internet of Things. Through a methodological
contribution described as Designerly Hacking, this paper demon-
strates how technical alternatives can first be revealed by hacking
or breaking-up a system and then put back together for the use of
a broader (designerly) public. To these ends, the Router of All Evil
exemplifies Pace Layer design, where rapid design reconfigurations
of hardware and software are purposefully afforded.
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1 INTRODUCTION

The Router of All Evil is a new design research artifact that emerges
from a broader Research Through Design [17] exploration of the
domestic Internet as a site of struggle for personal liberty — for a
network of one’s own; as an alternative to the prevalent corporate
and surveillant logics of Silicon Valley’s Internet of Things (IoT)
[34]. The notion of a network of one’s own is of course a play
on Virginia Woolf’s 1929 seminal feminist essay A Room of One’s
Own [33] and in making this parallel I am implying that there are
creative and fulfilling ways for homelife to unfold when one owns
the network, that goes beyond a simple notion of privacy [32]. As
Woolf says, "Even allowing a generous margin for symbolism, that
five hundred a year stands for the power to contemplate, that a lock
on the door means the power to think for oneself" [33, p. 89]'.

This design research is in the tradition of the likes of Bill Gaver
and Heather Martin’s Alternatives workbook, which describes about
twenty conceptual design proposals and in doing so critiques the
design of domestic information appliances that, “tend to repre-
sent a narrow range of cultural possibilities, reinforcing a simple
dichotomy between work and play.” [19, p. 209]. More recently, Au-
drey Desjardins and her co-authors report co-speculations with
participants for alternative visions of the Internet of Things for
non-stereotypical homes [10]. However, rather than developing al-
ternative conceptual designs, my intention here is that alternatives
be derived from demonstrable technical effects. This is achieved
through a close technical practice described here as Designerly
Hacking, which reveals some new technical possibility to design
with, by hacking or breaking-up a system and then putting it back
together in a new settled form for a broader (designerly, less techni-
cal) public. This is consistent both with Carl DiSalvo’s Adversarial
Design process of revealing the hegemony then reconfiguring the
remainder [12], and with previous accounts of hacking in design
research [6, 15, 20, 27]. The Router of All Evil is an example of such
a settled designerly form, which puts together hacks that allow the
behaviour of the home network (the devices, data and connections)
to be managed at will; this reconfiguration of hardware and soft-
ware is purposefully afforded through what is described as a Pace
Layer design.

To overview the paper, I will first offer a definition of Designerly
Hacking, before outlining my Research Through Design exploration
of the domestic Internet, which was structured by a workshop series
known as Hack My House and through which the Router of All Evil
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was produced. The process of designing the Router of All Evil is
then considered in detail, which exemplifies the possibilities of
Pace Layer design, with respect to the Research Product literature
[2, 25]. To these ends, this paper contributes a method (Designerly
Hacking), an artifact (the Router of All Evil), and a conceptual
framework (Pace Layer design). Furthermore, this was explored in
a necessarily autobiographical context. I close with a discussion
reflecting on ways to approach Pace Layer design and on the reality
of a network of one’s own to be found in the humble home router.
This goes considerably beyond a previously published overview of
the router and Pace Layer design [5].

2 DESIGNERLY HACKING

Designerly Hacking is a method that discloses new technical possi-
bility in complex systems. It operates through close technical work
that incorporates the products and methods of hacking but with
designerly intent. In essence, it transforms hackerly forms into
designerly forms to be manipulated in one’s own design process
or made public for the use of others. Hackerly here implies a set of
technical competencies and aesthetic commitments, distinct from a
(typical) designerly practice and distinct from a (typical) software
engineering practice. Hacking (and so designerly hacking) has two
phases of activity: breaking up and putting back together, having
found some technical alternative. Crucially each phase consumes
and produces different forms of knowledge and constructs differ-
ent publics as they progress. This use of designerly is intended in
the sense articulated by Nigel Cross [7]. There are some parallels
with Agre’s Critical Technical Practice [1] but with perhaps a less
explicitly critical agenda and more as a means to seek technical
alternatives. I have coined the term Designerly Hacking to describe
this Research Through Design [17] exploration that enables a ma-
terial engagement in the networked home by appropriating some
of the practices and tools of hacking to disrupt the existing logics
of the network.

3 PRIVATE WORK

In seeking to disclose design alternatives for a network of one’s
own through designerly hacking, a small network testbed would
have been a convenient site, but it would have lacked the vital
context and complexity of homelife that is the essence of the study.
An autobiographical study of my own home network is then a
natural choice; where access and permission are uniquely available
for extended periods of time — here for over three years. Signifi-
cantly, living alone I can reasonably give my express consent for
the interception of my own network traffic, in ways that would
not be possible in a participant’s home or if I were sharing with
others. However, there are some inherent methodological and so-
cial tensions in doing such autobiographical design research in
one’s own home (and working in intimate spaces in general), so
this paper also seeks to contribute to this longstanding discourse
[8,9, 11, 15, 16, 23, 24].

More concretely, the intention of this exercise was to produce
a series of self-directed private hacks, as software and hardware
interventions in my home, that allow an exploration of prototyped
forms, that then attempt to facilitate myself and others to make
alternative design proposals for the network. However, this was
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not altogether straightforward. Hacking is typically rather slow,
concentrated, and antisocial; it is then a risky activity in which time
invested can frequently not be rewarded and as a solitary endeavour,
motivation can wax and wane, or one can become hopelessly lost
in the detail. As Cally Gatehouse and I previously reported in first-
person accounts of our private Research Through Design inquiries,
hacking is a difficult activity to manage as part of a resource-limited
directed inquiry [15]. In contrast, William Goddard and Robert Cer-
cos describe their collaborative playful hacks as Research Through
Design, where they were “not driven by the expectation of research
outcomes” [20, p. 333]. It is evident that for Designerly Hacking to be
a productive method it is likely to need some working framework.

4 COME HACK MY HOUSE?

In an attempt to mitigate some of the difficulties of private self-
directed hacking I developed a series of public workshops known
as Hack My House - the Router of All Evil was one of its many
products. Hack My House was conceived as a lightweight workshop
format, loosely structured as a series of irregular hackdays with
a public consisting of a small group of trusted friends, who were
invited to my house to come and make something playful with the
products of my private hacking. I would not have been willing to
open my home and my network to strangers. This gave my private
hacks a series of deadlines, an audience and so a purpose. This
section briefly outlines this framework for Designerly Hacking.

4.1 Participants

Over sixteen months and five events, nine friends (Dan, Andy,
Cally, Kyle, Tom, Diego, Tim St, Tim Sw and Mike) came to hack
my house, each with broadly designerly practices, working with
software, electronics and networks, and with a mixture of academic
and commercial experiences. Most returned on repeated occasions.
Every iteration of the workshop had a slightly different flavour.
On each occasion between four and six other people participated
— some ran for the full day, some just for the afternoon, one for
the whole weekend. I recognised early on that a critical role for
me was as the host, responsible for curating materials to simulate
the engagement and curiosities of those participating, as well as
providing meals, snacks, cups of tea and coffee. Each day closed
with a wide-ranging audio-recorded group discussion before we
shared a take-away meal and some beers. By all reports, it was an
enjoyable experience.

4.2 Ethics and Legality

From an ethical perspective, the Hack My House format presented
few concerns. However, it was unusual in a number of respects that
warrant some brief reflection. Firstly, being in a private space (a
rented flat) I was mindful of the participants’ safety, ensuring that
safety certificates, insurance policies, and evacuation procedures
were up to date. Secondly, being my own home, I considered my
own safety and privacy; all the participants were already well-
known to me professionally and socially, so a trusting relationship
could be assumed. Thirdly, elements of hacking are illegal when
practiced against a third party, but here the focus is my private
home network for which I can grant permission. Under UK law
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and specifically the Investigatory Powers Act (IPA) of 2016 it is an
offence to, "intentionally intercept a communication [...] in the course
of its transmission by means of a public or private telecommunication
system" (3.1). However, it is not an offence under 3.1 to "intercept a
communication in the course of its transmission by means of a private
telecommunication system if the person, is a person with a right to
control the operation or use of the system, or has the express or implied
consent of such a person to carry out the interception." (3.2). That
is to say, intercepting one’s own local network traffic is legal in
the UK. However, this required that systems external to my home
network (like web servers) were not in the scope of our hacking and
could not be improperly used. An application for ethical approval
for my thesis programme of work, including these workshops and
these legal considerations, was granted by my university before
the event.

4.3 Not a Hackathon

While these hackdays might seem to share some features with Sili-
con Valley inspired hackathons or participatory design workshops
[31], they were explicitly designed not to operate as such. The focus
was not on the generation of design innovations or a co-design ac-
tivity, but more obliquely to see how a designerly public responded
to and motivated my private hacking and its products. The partici-
pant’s designs were not intended as nuanced critical responses to
the networked home per se, but instead to playfully surface ways
of engaging with these materials through the experience and ex-
pertise of others — allowing me to draw on a wealth of technical
and creative insights. This shares some intention with Tim Shaw
and John Bowers’ concept of public making [30] - indeed Tim par-
ticipated in Hack My House #5. The longitudinal nature of Hack
My House workshops allowed conversations to develop between
us and engagements to change with the materials of the home and
our interventions.

4.4 Preparation

My preparation for each workshop guided a new programme of
designerly hacking, with an implied timetable and with some pub-
lic accountability. This gave my work focus, as I found ways to
make my network available to facilitate others to make rapid re-
configurations; in doing so I exposed, documented and curated
the new technical potential that I was revealing through my ongo-
ing private hacking. For the first workshop, I began to assemble
a handbook for my house documenting all the networked stuff I
had identified and the ways they might be hacked. My intention
was to produce something close in spirit to a DIY manual for my
home. For each device, I created a single printed page detailing
serial numbers, firmware versions, network addresses, account de-
tails, APIs (Application Programming Interface), software tools and
scripts, etc. While many of the devices had a network addressable
interface, most were proprietary and while accessible not publicly
documented by the manufacturer — so-called private APIs. However,
a large online community reverse-engineer these devices, publish-
ing the interfaces they find and the software control scripts they
write under non-profit licenses on the Internet. In preparation for
the first workshop, I installed and documented as many of these
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scripts as I could find (and make work) on the network. To con-
solidate these found scripts, I hosted a web server on a Raspberry
Pi and wrote endpoints to call these functions. An endpoint is a
URL that specifies an action the server will take when presented
with data of a specified type and format, containing the param-
eters required for its operation. In this way, control of disparate
technologies like the Google Chromecast and IKEA Tradfri lights
were addressable from a single interface on the Raspberry Pi. This
was an early attempt to make a web Home API, a unified collec-
tion of software interfaces for the network. Knowing that many of
the workshop’s participants had professional experience with web
technologies and tools, in particular with JavaScript and Node.js,
made the choice of these web technologies straightforward — allow-
ing easy integration of familiar software, workflows and practices.
These preparations straightforwardly demonstrate a process of
breaking-up and putting back together.

5 THE ROUTER OF ALL EVIL

The Router of All Evil (RoAE) was one of many products of my Hack
My House activity, developed for and in response to the workshops.
The RoAE is a WiFi router that serves my home network where
the behaviour of connected devices can be reconfigured by making
purposeful changes to the hardware and software of the router - in
an attempt to assert a network of one’s own. This section describes
my Research Through Design chronologically, how the four major
hardware iterations of the Router of All Evil were designed in
dialogue with the five Hack My House workshops, concluding with
the final iteration (see Figure 1). The artifact of the RoAE is also
intended to contribute to design research discourses on alternative
forms for the home WiFi router and home network [14, 26, 28].

5.1 Hack My House #1

The first Hack My House was a one-day workshop with four par-
ticipants (Andy, Cally, Tom and Kyle). I had created a new WiFi
network using a mini wireless router (GL-MT300N) attached by
Ethernet to my ADSL modem, wanting to make an experimental
space that was separate from my day-to-day network. The router
was installed with the OpenWrt operating system, a popular Linux
distribution allowing customisation of the routing software that
might enable network messages to be intercepted and modified. A
similar approach was taken by Kashmir Hill and Surya Mattu in
their Gizmodo article The House That Spied on Me [22] to document
the behaviour of Mattu’s home IoT devices and the privacy-friendly
Candle Smart Home project [29]. However, we soon demonstrated
that the mini wireless router was incapable of serving my home
network to resource-hungry hackers. Furthermore, while the pos-
sibilities of OpenWrt configuration had been available, nobody
explored ways to modify the router, preferring instead more self-
contained hacks using scripts running on their own laptops.
While the totality of workshop outcomes was rich and informa-
tive, the focus of this section is very specifically to recount those
that guided the development of the RoAE. However to give a flavour
of these outcomes, in the first workshop we collaborated to create a
Rube Goldberg like IoT machine where a wireless doorbell triggered
a picture to be taken (notionally at the front door) and then dis-
played on the television screen, whilst a synthesised text-to-speech
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voice instructed Alexa to make the sound of a barking dog. This
proved a productive (and fun) collaborative way to proceed, where
each of us took an element of the machine and created a trigger for
the next stage.

5.2 Hack My House #2

The second Hack My House was an afternoon workshop with five
participants (Dan, Andy, Cally, Kyle and Diego). The experience of
the first workshop had made some clear technical demands and to
address the throughput of the router I purchased a Linksys 1200 AC
router with a considerably higher technical specification than the
GL-MT300N. The Linksys router was also able to run OpenWrt, but
the software installation required that the circuit board be removed
from its case to reveal a serial connector required to transfer the new
firmware; this was a literal opening of the black box to reveal a new
possibility. In doing so, this process suggested an alternative way
that the router could exist, open not only to software configuration
but also open to hardware modification, being without its enclosure.

The enhanced specification of the new router and its Linux-
based operating system also suggested that some of the functions
previously served by the Raspberry Pi might now be run on the new
router. However, the Raspberry Pi offered many new possibilities
with its abundance of hardware (HDMI screen, audio, Bluetooth
BLE, WiFi and GPIO) and readily available software packages. So
instead, the router and the Raspberry Pi became tightly coupled
but separate and this combination would later become known as
the Router of All Evil (ROAE).

Before the second Hack My House there was a flurry of activity
as I rapidly built three iterations of what would become the RoAE.
In the first, the router and the Raspberry Pi were simply stacked
with a 5” display into a compact semi-open unit, see Figure 2. Inside
the Raspberry Pi GPIO was broken out on a bespoke PCB, there
was a breadboard for electronic prototyping and a common power
supply (on a second bespoke PCB) for the router and the Raspberry
Pi. The router remained outside of its case and the circuit boards
were attached to laser-cut acrylic plates. The top layer (the display)
could be changed rapidly and superficially by software, the middle
layer accepted hardware changes, and the bottom layer was the
bedrock of the router.

The second iteration of the router disassembled the stack of
layers and laid out these same components on a single laser-cut
plywood plate, see Figure 3. The cables between the components
were neatly stowed behind. While this exposed all the elements,
the articulation between them was out of sight and the layout felt
restrictive, rather than expansive and open to change. This led
quickly to the third design.

The motivation of the third iteration of the router was then
to give each circuit board adequate space and allow the cabling
between them to be visible and so improve legibility, see Figure
4. 1 designed a laser-cut white acrylic cable board able to accept
cable ties on a 1” pitch grid, which itself was mounted to an OSB
(Oriented Strand Board) square plate (60 by 60 cm) — which was
now large enough to warrant a handle. This version integrated
an Arduino on a self-etched PCB where each of its input/output
pins was broken out to a binding post. Sensors and actuators could
then be assembled on the breadboard or other pegboard panels.
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Figure 2: The first design iteration

Figure 3: The second design iteration

The PCB also allowed Raspberry Pi hats (expansion boards) to be
plugged in. The Arduino was chosen for its GPIO, having more
interfacing options than the Raspberry Pi; specifically it can read
analogue sensors and operates at a 5-volt logic, rather than the less
common 3.3-volt. The power supply PCB was similarly reproduced
on a self-etched PCB. This was the iteration of the router used at
Hack My House #2.

After the first Hack My House, I was looking to enable an easy
way to make Rube Goldberg like machines of chains of loosely
connected components — our doorbell machine had previously
depended on relatively inflexible articulations. MQTT (Message
Queuing Telemetry Transport) is a lightweight network protocol
designed for IoT devices to publish small amounts of arbitrary data
on a specified topic to a broker (a network server), other clients
may then subscribe to this topic via the broker and will be pushed
relevant messages instantaneously as they occur. This is then a
simple way to connect one (or more) publishers of data to one
(or more) subscribers, which may then in turn publish their own
messages.
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Figure 4: The third design iteration

Once I had installed an MQTT broker on the Router of All Evil’s
Raspberry Pi, this became the obvious choice for messaging on my
network. MQTT is widely supported by good software libraries,
significantly for JavaScript and Arduino, that create publishers and
subscribers of messages in just a few lines of code. Using an inex-
pensive ESP8266 WiFi (Arduino compatible) module and humidity
sensor, I quickly created a topic for environmental data. By attach-
ing an old Wattson Energy Meter to a Raspberry Pi, I could then
read and publish the real-time electricity usage of my home, making
the activity of my high-current appliances legible, like the kettle
and cooker. Finally, I made a topic for DNS (Domain Name Sys-
tem) requests made by devices to resolve Internet domain names
to an IP address. A DNS request will always precede any device’s
interaction with a remote server, so this became a powerful mecha-
nism to watch the network activity of every device in the home, in
real-time.

By the time of Hack My House House #2, I had some new offers
for the group including the third iteration of the router and the
MOQTT infrastructure. Kyle quickly dubbed the router as the Router
of All Evil! A play on the biblical proverb that, “the love of money is
the root of all evil”. This stuck and seemed to communicate a little
of the router’s counter-cultural spirit.

The workshop itself was relatively short, just an afternoon, but in
just a few hours, we created two interesting demonstrations. Firstly,
an electrical consumption game that attempted to identify appli-
ances (e.g. the cooker and the toaster) as they were turned on. This
was achieved by watching the change in the power consumption
that was reported as an MQTT topic. The second demonstration
was a service that would read aloud, on the Chromecast speaker,
any text that had been sent to an MQTT topic — this used the Google
cloud-based text-to-speech service. The result had an appealing and
playful flexibility, but perhaps more interestingly the (proper) use
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of external cloud services sparked a debate about what services the
home needs and needs not to provide for itself — given the overall
objective was to assert a network of one’s own.

5.3 Hack My House #3

Two months after the second workshop, I convened Hack My House
#3, a two-day weekend workshop with four participants (Dan, Andy,
Cally and Diego). In preparation, my efforts concentrated on ways to
expose new software interfaces to the Router of All Evil, developing
the Home API rather than making further hardware revisions. The
API now allowed any device on the network to query any other
device by various attributes, including by MAC address, vendor,
and its open ports (indicative of the network services it exposes,
like ssh, etc). Again, this required some close technical work using
Unix command-line tools like nmap to transform these hackerly
forms into something we could work with. The intention over the
weekend was to use some of this potential to create some semi-
permanent interventions in the space.

Early in the weekend Diego introduced us to and installed the
Node-RED software on the Router of All Evil. Node-RED is a visual
flow-based programming platform that runs in the browser and
allows multiple sources of data to trigger events, including MQTT
messages. It is based on Node.js and many packages exist for com-
mon IoT devices, for example, to control the Google Chromecast
or to use the GPIO on a Raspberry Pi or an attached Arduino. We
could now rapidly develop novel hardware inputs or outputs and
integrate them with the router software. Node-RED seemed like
the missing piece of the puzzle, allowing us to rapidly experiment
with rules and integrate new hardware rapidly prototyped on the
router.

The rest of our weekend was spent exploring the potential of
Node-RED. Andy and Diego collaborated to make an MQTT button
with an ESP8266 WiFi module and a breadboard to remotely control
an LED attached to the GPIO on the router. We started to rewrite the
Home API so that it also ran in Node-RED and wrote flows to send
audio to the three Chromecast speakers around the house. Text-
to-speech messages could now be directed to a specific room. Yet
again, by the end of the weekend we could see yet more potential
than we had begun with and wanted to do it again; the longer
format had been altogether more relaxed and social. In contrast to
previous workshops there was more focus on creating potentials
than demonstrations, despite my intervention-focused design brief!

While there was a software focus to this workshop, it was appar-
ent that there was an unresolvable technical problem with the Ar-
duino prototyping board, the router was drawing too much current
from the power supply, which was running very hot. Furthermore,
despite its large size the physical prototyping area again felt restric-
tive — the pegboard panels being quite small. These considerations
motivated the fourth and final hardware design.

5.4 Hack My House #4

Three months after the third workshop we convened for Hack
My House #4 - a one-day workshop with five participants (Dan,
Andy, Cally, Kyle and Tom). My framing was a little more explicit
on this occasion, encouraging longer-term interventions, to “build
something for me to live with for the following week — something to
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surprise me, that will perhaps haunt the space!”. In preparation, I
built what was to be the final iteration of the RoAE (Figures 1 and 5),
which attempted to resolve the practical challenges of the previous
versions and to embody more directly my notions of designing
with layers of mutability, that I would later describe as Pace Layer
design. Working from the bottom, the router transforms the infras-
tructurally delivered mains electricity via a new overly provisioned
power unit into the 5 and 12-volt supplies that power both the
router and the Raspberry Pi, with enough unprovisioned current
for unspecified future electronic circuitry. The Raspberry Pi GPIO
is now delivered directly to the edge of the cable board, via a row
of labelled binding posts — with the power occupying the central
posts. Binding posts were chosen as they allow both a connection
by a plug and also by clamping a bared wire. The prototyping PCB
was abandoned in favour of a more flexible arrangement of panels
attached to the pegboard. The Arduino, a larger breadboard and a
new ESP8266 WiFi module were now mounted on acrylic panels,
held in place with wooden pegs. These first panels were primarily
about making these components available and offering them some
stability, to allow electronic prototypes to be rapidly explored. The
LED and MOSFET panels (shown in Figure 5) would later be built
for Hack My House #5.

Cally responded to the mystical dimension of the brief by build-
ing a crystal radio kit to interact with the home’s Hertzian space.
Tom created a visualisation of a WiFi beacon-based location system
I had built — proving rather definitely that this approach did not
work very well!

On the day the brief proved a little too ambitious — Kyle started
to prototype a ghostly experience on my Kindle that would trigger
events in the home but despite our best intentions the workshop
didn’t quite gel and nothing got haunted that hackday. Nonetheless,
there was still a collective enthusiasm to do it at least once more.

5.5 Hack My House #5

Four months after the fourth workshop it was the final Hack My
House, a one-day workshop with six participants (Andy, Cally,
Diego, Tim Sw, Tim St and Mike). I wondered if we might work
together to build something bigger and likely electronic. Following
the relative failure of the previous workshop, it was clear some
consolidation was required. To these ends, my preparation for Hack
My House #5 was primarily to create and document a comprehen-
sive Home API and secondly to extend the possibilities offered by
the pegboard panels.

The task of designing a Home API had begun in preparation
for the first workshop, to bring the first found hacks together in a
common location. It evolved over the period of the workshops to ac-
commodate the new technical possibilities being disclosed through
hacking. In these final phases of work I was attempting to impose
an order and design on these disparate technologies. This process
suggested logical, but absent, new functions to develop and include.
Likewise, through this process, common syntaxes and linguistic
expectations emerged, as more functions were incorporated. The
resulting Home API interface is itself intended as a designerly out-
come that attempts to create a temporary settlement of the found
and developed hacks, offering new desirable technical affordances,
whilst obfuscating less desirable ones. At Hack My House #1 Andy
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Figure 6: The Home API as a Postman collection

showed us the Postman tool for documenting and testing APIs; I
added each new Home API endpoint to the Postman collection with
a simple demonstration of its use, see Figure 6. For each workshop
I then updated both the House Handbook with details of Home API
and shared the latest Postman collection. This process of public
documentation necessitated a period of reflection and invariably led
to further edits of the APL The final Home API was implemented
as a set of Node-RED flows and as such afforded inspection and
editing.

Two new pegboard panels were introduced for Hack My House
#5, an LED panel for indication and a MOSFET panel for operating
high-power outputs. These were designed to directly interface with
the Raspberry Pi’s exposed GPIO binding posts - such that a patch
wire could easily make a connection. Internally the binding posts
on the panel were wired through to an LED via a series resistor
such that they could be driven directly by the logic levels from the
Raspberry Pi. In combination with Node-RED these panels allowed
complex events to trigger simple outputs - for instance, an LED that
lights every time the network makes a request of Google. The LED
panel allowed an ad hoc annotation of these relationships using a
simple handwritten label — reminiscent of the practice of writing a
Scribble Strip on a mixing desk, where a piece of tape is stuck by
a control with a note to temporarily associate it with a particular
track or effect. The MOSFET panel could control five high power
outputs from the Raspberry Pi’s GPIO, each switching up to 60
volts. This panel mounted a commercially available MOSFET board
whose inputs and outputs were again wired to binding posts for
easy connection. This was a productive exercise with other panels
being easily imagined; panels of switches, buttons and a mechanical
stepper motor were planned but not realised.

At the workshop Mike and Tim St set about whimsically dis-
connecting my home network when my apartment was notionally
shadowed by the passing ISS (International Space Station), an image
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of which was to be displayed on my television screen to further
my sense of awe. They developed a Node-RED flow to determine
when this would be, showing this state using an LED on the panel.
They considered this would happen infrequently and unpredictably
enough (typically once or twice a week) to cause me a moment of
reflection on each occasion. Their first conception of this powered
off the router with a WiFi mains switch, but without the network
it would then be impossible to automatically power it back on!
Instead, they were able to use the Home API to list the devices
on the network and disconnect each one in turn. Tim Sw brought
along an electro-mechanical bell which was now straightforwardly
wired to the router and script Node-RED flow written to ring on
each request to a Google server made on the network, see Figure 7.

Figure 7: Hack My House #5

6 DISCUSSION

In drawing this multi-threaded work together, this section offers
two points for discussion: a ways to understand the Router of All
Evil as an example of what I term Pace Layer Design and some
reflections on the reality of a network of one’s own to be found in
the humble home WiFi router.

6.1 Pace Layer Design

As described, the Router of All Evil is a commercial router that
has been hacked open, then relaid out and then made stable. The
final design principally has two pliable layers: the pegboard at the
top presents the possibility of changing the hardware of the router,
where components and panels can be easily reconfigured physically,
while the white acrylic area at the bottom is where software can
be changed via digital interfaces. The Raspberry Pi intermediates
between the hardware layer and the router via its GPIO pins. These
are made easily accessible by way of a row of labeled binding posts
that allow a semi-permanent electrical connection to be made, with-
out soldering. The router’s firmware was replaced with OpenWrt,
a popular Linux distribution that allows powerful configurations
of the routing software. The Raspberry Pi was installed with Node-
RED, a graphical programming environment that allows a variety of
complex behaviors to be expressed and provides network interfaces
like HTTP and MQTT. In this way, hardware and software layers
are designed to accommodate reconfiguration.

Chatting

The separation of the two areas demonstrates two ways of pro-
totyping, one at the top in hardware and by software configuration
below. While the hardware of the router has been opened up and
unboxed, it has been laid out and made stable, and a new logic is
suggested for it. The pegboard area affords a range of responses —
some by the ad hoc attachment of components to the board, others
through the development of new panels that formalise the hacks.
Similarly, the router’s software layer offered new ways of enacting
change, notably through the development of the Home API, using
the Node-RED environment.

The router’s layers of hardware and software can be seen in
terms of Stewart Brand’s Shearing Layers [3] or more precisely
in terms of his later Pace Layer model [4]. The Shearing Layers
model offers a way to see the adaption of buildings through time, to
see a complex system in struggle. Each layer (Site, Structure, Skin,
Services, Space plan and Stuff) gains pace of change, from tens or
hundreds of years to months or days. With each layer change is
increasingly mutable with less work. Each shapes the possibilities
of the adjacent layers as they shear against each other, as they
resist or demand change from each other; e.g. the bright window
that restricts the placement of the television screen. Brand frames
this adaptation, through maintenance, as the system learning. A
building that fails to learn, to adapt to use, can become precarious
and ultimately fall. Brand has since proposed the Pace Layers model
[4] to describe a durable social society with six layers from slow to
fast: Nature, Culture, Governance, Infrastructure, Commerce and
Fashion/Art. Each coexisting layer accommodates different rates of
change but without the implied containment relationship between
layers of the Shearing Layers. Pace Layers offer a way to understand
complex dynamic systems, not least I argue, hardware and software
prototypes.

Others have also applied the Shearing Layers to software/hardware
systems. In their article Big Ball of Mud, Brian Foote and Joseph
Yoder [13] consider the architecture of haphazardly developed soft-
ware that rapidly evolves from quick-and-dirty code to deployed
systems. They apply Brand’s model to understand how code is main-
tained and adapted by multiple authors over time. This analysis
highlights how some modules of code become established, whilst
others are subject to continual modification - the software layer is
itself structured. In Dan Hill’s 2003 blog post iPod and adaptive de-
sign [21], he describes how after a firmware update, he had “a whole
new iPod”; yet the integrated battery (that typically failed after 18
months of use) was not user replaceable and the physical aspects
(control wheel, buttons and screen) were unchanging. Hill briefly
explains how the Shearing Layers might inform a better adaptive
design for connected electronic products. These ideas seem to natu-
rally apply to prototyping and suggest a more deliberate approach
to design where a complex system needs to learn.

Pace Layer prototyping, by my definition, is then a prototype
where its form and function are not static or immutable, but in-
stead respond to the environment in which it finds itself and the
designer’s emerging intentions; these are desirable qualities in a
Research Through Design inquiry [18] and a Research Product [25].
Where these prototypes are changed by their encounters with the
world, in ways legible to a designer, such that there is the opportu-
nity for learning about that world - both by the designer and the
prototype. In the context of a Research Through Design inquiry,
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this can make legible some of the complexity of the system under
study, whether technical or social.

While any electronic device (whether commercial devices, proto-
types or Research Products) incorporating software and hardware
might be seen through a Pace Layer lens, Pace Layer design implies
that there are deliberate ways to design for change by virtue of
the material (and immaterial) affordances that are chosen. For elec-
tronic stuff, these affordances are created by material enclosures
and surfaces, the electronic hardware, the embedded software, data,
and any subsequent interactional behaviour. Pace Layer design
is then the intentional design of (especially electronic) stuff, that
affords change or being changed through use.

The final design of the Router of All Evil is intended to be the
clearest illustration of Pace Layer design, where the layers are most
evidently to be seen. The commercial router has been unsettled in
the hack by removing it from its case, exposing the circuit boards
and allowing the original firmware update, but given a new stability
through the backplate and new power supply. The addition of
the Raspberry Pi and electronics prototyping area (including the
pegboard panels) straightforwardly accepts hardware changes that
can be easily recontextualised with a simple handwritten label.
Immaterially the router is reconfigured in software, a process made
easier through the design of the Home API and the use of Node-
RED environment. Finally, the screen creates a surface on the router
that can be changed up to 60 times a second.

6.2 A Network of One’s Own?

My programme of design research, of which this paper describes
a part, is an inquiry into the possibilities that are afforded when
one has a private home network; it seeks to find practical ways to
design alternatives that struggle with the corporate logics of Silicon
Valley. A network of one’s own technically implies that one has
the visibility and control over the network, to determine which
devices connect, what data is consumed and produced, and what
connections are made to the Internet. To these ends, the designerly
hacking that produced the Router of All Evil has demonstrated that
there are alternative technical reconfigurations of the humble home
WiFi router that achieve at least some of this autonomy.

Indeed, it becomes clear that without reconfiguration, the home
WiFi router already defines a (relatively) private network (through
walls you don’t need to own), allowing the Internet to be brought
into the home with a small (relatively inexpensive) router that
makes a single connection to the wall. Each networked device in
the home is typically connected through the router to request and
receive data from the Internet. This affords some privacy and secu-
rity, where firewalls can enforce access rules; partially hiding the
home network from the outside world. However, this also exposes
the home router as a point of surveillance from which to learn all
about the home network and its use of the Internet. It is then a
matter of asserting one’s privacy through alternative configurations
of this same technology, exemplified by the Router of all Evil.

The home WiFi router is perhaps the most prevalent pattern for
the home network, at least in the UK. However, alternative tech-
nologies are to be found and are gaining popularity. There is a grow-
ing use of metropolitan-scale data networks (such as LoRaWAN
and 5G), where there is no locally managed point of connection
and all devices connect directly to the wide area network. If such
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metropolitan data networks continue to be adopted, without the
intermediating home router, the private home network as we have
come to know it, will cease to be.

7 CONCLUSION

This paper has contributed a new design research artifact, The
Router of All Evil and described the process through which it was
designed and built; a Research Through Design exploration of a
network of one’s own and a method described as Designerly Hacking.
This has revealed some of the technical possibility of the humble
home router to challenge the prevalent corporate and surveillant
logics of Silicon Valley’s Internet of Things. More broadly, this pa-
per demonstrates how technical alternatives can first be revealed
by hacking or breaking-up a system and then put back together for
the use of a broader (designerly) public, in the context of the auto-
biographical Hack My House workshops. It has been argued that
the Router of All Evil exemplifies Pace Layer design, where rapid
design reconfigurations of hardware and software are purposefully
afforded through material (and immaterial) design choices.
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