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Abstract: The proof in zk-SNARK has a fixed length and can be verified quickly, promoting the application of zero-
knowledge proof in areas such as digital signature, blockchain,.distributed storage, and outsourced computing. How-
ever, the generation of proofs is time-consuming and frequently used. As a result, NTT (number theoretic trans-
form), one of the most time-consuming parts in proof-generation, needs to be accelerated significantly. However, the
existing general NTT hardware acceleration methods cannot meet the requirements of large-bitwidth and large-scale
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in zk-SNARK. To address this issue, this paper proposes a highly pipelined architecture for NTT. First of all, large-
bitwidth modular arithmetic is optimized and low-latency Montgomery modular multiplication hardware unit is de-
signed. And then, the large-scale NTT tasks are divided into smaller sub-tasks through two-dimensional partitioning,
which improves the parallelism of NTT computation and eliminates the data dependence among sub-tasks, thus reali-
zing the pipeline among sub-tasks. Finally, the “data reordering” technique is introduced among multiple rounds of
butterfly operations in a sub-task, which effectively alleviates the memory access requirements, thus realizing the
bottom-level pipeline in each sub-task, among butterfly operations with different step sizes. This architecture can be
flexibly scaled to different scales of FPGAs. The accelerator is prototyped on the AMD- Xilinx Alveo U50 card
(UltraScale+XCU50 FPGA). To balance computing efficiency and flexibility, the OpenCL equipped with high-level
synthesis (HLS) is used to implement the system. The evaluation results show that the NTT module performs 1.95
times faster than the one in PipeZK and the accelerator achieves 27.98 and 1.74 times speedup, 6.9 and 6 times ener-
gy efficiency improvement than AMD Ryzen 9 5900X respectively, when it is integrated into the well-known ZKP
open-source project, bellman.

Key words: field programmable gate array (FPGA); zero-knowledge succinct non-interactive arguments of knowl-

edge (zk-SNARK); modular multiplication; number theoretic transform; hardware acceleration
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Fig.7 Data dependencies and pipeline exist in butterfly
operations with different step sizes
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Fig.9 NTT core with 5 rounds of butterfly operations
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Fig.10 Architecture of NTT computing based on'multi-level pipeline
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Fig.11 NTT heterogeneous acceleration system
based on Rust OpenCL
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Table 2 Resource consumption of large-bitwidth multi-

plication and Montgomery modular multiplication

TR R

fii%  DSP FF LUT
384 261(4.4%) 7384(0.4%) 11972(1.3%)
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4 096-sized NTT core (frequency: 68 MHz)
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Table 4 Latency comparison of NTT computing

core and PipezK AT . ms
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4096 6.772 3.984 14.424 8.327
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32768 55.469 29.346  129.797 67.789
65536  114.455 50.722  263.696  137.597
262144  468.860 240.973 1064406  553.029
1048576  1892.553 968.722 4433208 2 294.065
2097152 4039.993 2067.869 9106.756 4 694.532
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Table 5 Throughput comparison of NTT computing

core and PipeZK Hifi . MB/s
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32768 18.028 34076 11556  22.127
65 536 17.474 33.488 11376  21.802
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1048576 16.908 33.033  10.827  20.923
2097 152 15.841 30.949 10541  20.449
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Table 6 Comparison of universal NTT acceleration
XFHOCHR e e N BARUED SRR us

WHRk[27] VIRTEX-7 Verilog 32 1024 1.25
Hk[40] VIRTEX-7 HLS 32 32 768 1974
HEk[21]  xcvul90  Verilog 62 131072 3280
XHk[41] VIRTEX-7  HLS 32 1024 0.076
32 1024 2.1
A Alveo U50  HLS 32 32768 672
64 1024 5.7
64 131072 972.0
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#7 bellman TAER# TR NTT iF5E0PEfE X LB

Table 7 Performance evaluation of single NTT task under bellman workload

iy A A e I /ms iR IHERMR(MBS) R ITERERL/(MBI(W- 5)) fif%
CPU L% 103.652 51.671 0.632 51.691 0.395 12.747
1000 CPU12#% 6.497 3.239 10.087 3.239 0.449 11.214
us0 2.006 — 32.669 — 5.035 —
CPU Hif% 847.924 28.894 1.237 28.885 0.773 7.123
10 000 CPU12 ¥ 52.964 1.805 19.799 1.805 0.881 6.250
us0 29.346 — 35.731 — 5.506 —
CPU L% 7295.126 30.278 1.149 30.302 0.718 7.474
100 000 CPU12#% 455.822 1.892 18.403 1.892 0.819 6.552
us0 240.937 — 34.817 — 5.366 —
CPU ¥k 57 861.365 27.981 1.160 27.977 0.725 6.898
1000 000 CPU12#% 3616.648 1.749 18.632 1.742 0.829 6.033
us0 2 067.869 — 32.453 — 5.001 —
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Fig.12 Computation throughput and energy efficiency
of NTT under U50 and CPU'in different scales
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Fig.13 Computation stability of NTT core
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