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Abstract One of the goals of sixth-generation mobile networks (6G) is to achieve a larger
network coverage area. Satellite networks enable global coverage and aerial nodes such
as Unmanned Aerial Vehicle (UAV) can serve as a supplement to ground networks in
remote environments. Therefore, 6G networks are gradually evolving towards Space-Air-
Ground integrated networks. The combination of UAV networks and satellite networks is
a research hotspot in the field of Space-Air integrated networks. However, the combination
of UAV networks and satellite networks currently faces many challenges in terms of secu-
rity. The characteristics of large propagation delay and unstable communication links in
satellite networks make them vulnerable to various attacks, including eavesdropping, tam-
pering, and impersonation. Meanwhile, existing research on UAV networks mainly focuses
on UAV-Ground networking authentication mechanisms, which are not suitable for resource-
constrained nodes in the Space-Air integration scenario. Therefore, based on elliptic curve
public key cryptography and Chebyshev polynomial, we propose a secure networking authen-
tication scheme for satellite nodes and UAV nodes in the Space-Air integration scenario.
The security analysis indicates that our scheme possesses security attributes such as mutual
authentication, key agreement, identity anonymity, unlinkability, perfect forward-backward
security, and resistance against various protocol attacks, among other security properties.
Performance analysis also indicates certain advantages of our scheme over existing schemes
in terms of signaling, bandwidth, and computational overhead.
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1 Introduction

With the gradual commercialization of the fifth-generation mobile networks (5G), the academic com-
munity has begun researching the sixth-generation mobile networks (6G). Due to limitations in the
coverage of ground information networks, they struggle to meet the wireless access demands in various
scenarios, especially in areas such as mountains, oceans, and deserts where infrastructure development
is lacking. In comparison, SATellite (SAT) networks possess extensive coverage and can compensate for
the shortcomings of ground networks [1-3]. Additionally, aerial nodes such as Unmanned Aerial Vehicles
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(UAVs) and airships can provide instant network access services for devices that are distant from terres-
trial information networks [4-6]. Therefore, 6G networks are gradually evolving towards the direction of
Space-Air-Ground integrated networks [6, 7].

UAVs possess characteristics such as maneuverability, rapid mobility, and cost-effectiveness, making
them valuable in various military and civilian applications. Clustering multiple UAVs allows them to
overcome individual resource limitations, thereby expanding their utilization across different domains.
For example, they are widely used in tasks such as exploring dangerous areas and efficiently collecting
various types of data. UAVs have become widely used and important aerial nodes. In the UAV-Ground
network architecture, UAVs require stable communication and data links to receive commands, transmit
data, and maintain contact with the ground control station. However, in certain special scenarios such as
ocean shipping, remote area exploration, and disaster-stricken emergency rescue, UAVs may face issues
with weak or unavailable communication signals, limiting their operational range and capabilities. Satellite
networks have features such as global signal coverage, high flexibility, and high resilience. Combining them
with UAV networks can expand the coverage range of UAV networks and enhance the robustness of UAV
networks.

The combination of UAV networks and satellite networks currently faces many challenges in terms of
security. Satellite networks have characteristics such as highly heterogeneous network structures, signif-
icant propagation delays, and unstable communication links, which make them vulnerable to malicious
attacks such as message eavesdropping and tampering, impersonation attacks, and unauthorized access
[4-6, 8-11]. On the other hand, current research on networking authentication for UAV networks mostly
focuses on the networking authentication mechanism between UAVs and ground networks. Moreover,
many of these existing schemes suffer from the issue of high signaling overhead between nodes. These
schemes are difficult to fully adapt to the Space-Air integrated scenario. Therefore, the secure networking
between satellites and UAVs has become a research hotspot.

Considering the characteristics of high latency between nodes, complex network topology, and lim-
ited node resources in the Space-Air integrated networks, we propose a secure networking authentication
scheme for satellite nodes and UAV nodes in the Space-Air integration scenario, based on elliptic curve
public key cryptography and Chebyshev polynomial. It mainly consists of two stages, SAT-HAP network-
ing authentication stage and the SAT-UAV networking authentication stage, which respectively achieve
networking authentication between SAT nodes and high altitude platform (HAP) nodes, as well as net-
working authentication between SAT nodes and UAV nodes assisted by HAP nodes. The contributions
of this scheme are as follows:

(1) First, we propose a certificateless networking authentication protocol for satellite nodes and HAP
nodes based on elliptic curve cryptography and Chebyshev polynomials. Our protocol enables efficient
mutual authentication between SAT and HAP, and secure session key agreement between SAT and
HAP based on the Chebyshev polynomial, thereby establishing a secure communication link between
SAT and HAP.

(2) Next, we propose a certificateless networking authentication protocol for satellite nodes and UAV
nodes based on elliptic curve cryptography and Chebyshev polynomials. In this protocol, efficient
mutual authentication and session key agreement are achieved between SAT and UAV, as well as
between UAV and HAP. Considering the scenario of the UAV group, in this protocol, the HAP acts
as the group leader to aggregate the signaling of the UAVs. Through hierarchical management of
UAV-HAP-SAT, it reduces signaling overhead and avoids massive authentication signaling conflicts,
making it suitable for the Space-Air integration scenario.

(3) Through informal security analysis and formal security simulation using Scyther, the results indicate
that our proposed scheme can achieve mutual authentication, node identity anonymity, key agreement,
unlinkability, perfect forward-backward security, resistance against replay attacks, resistance against
man-in-the-middle attacks, resistance against impersonation attacks, and other security properties.
When compared with existing related schemes, our proposed scheme demonstrates superior security
performance. Furthermore, by comparing our scheme with existing schemes in terms of signaling,
bandwidth, and computational overhead, the comparative results indicate that our scheme exhibits
good performance advantages.

The remaining parts of this article are organized as follows. Section 2 reviews the relevant literature
in recent years. Section 3 introduces the Chebyshev polynomial. Section 4 presents the system model,
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threat model, and requirements. Section 5 introduces the networking authentication scheme proposed by
us for UAVs and satellites. In Section 6, we analyze the security of the scheme through informal security
analysis and formal security simulation. In Section 7, we analyze the performance of the scheme from
three aspects: signaling, bandwidth, and computational overhead. Finally, we present future prospects in
Section 8 and conclude in Section 9.

2 Related work

In this section, we will introduce some related research works on node authentication in Space-Air
integrated networks.

Semal et al. [12] proposed a secure group authentication protocol for UAVs based on certificateless
cryptography. The protocol can achieve secure key provisions for group members and avoid certificate
management and key escrow problems. However, it consumes high computational cost due to the use of
bilinear pairing operations. Srinivas et al. [13] proposed a lightweight authentication scheme based on
temporal credentials, named TCALAS, to achieve mutual authentication and key agreement among the
UAV, ground station, and users. In addition, it can ensure the anonymity of the user. However, Ali et
al. [14] pointed out that the scheme does not have extendibility and cannot resist the tracking attack.
They proposed another improved protocol, named iTCALAS. Alladi et al. [15] proposed two lightweight
authentication protocols based on Physical Unclonable Functions (PUF) for UAVs, named SecAuthUAV,
including an authentication protocol between the UAV and ground station and another authentication
protocol between UAVs. However, they cannot ensure forward/backward security on the session key.
Alladi et al. [16] also presented another authentication protocol based on PUF in tri-layered Software-
Defined UAV networks, named PARTH. The protocol can achieve authentication among the mini drones,
the leader drones, and the ground station. However, the protocol consumes high communication overhead
due to multi-round interactions. Lei et al. [17] proposed an optimized lightweight authentication protocol
based on the Chinese remainder theorem to achieve mutual authentication among sensor, UAV, access
point, and server. The protocol can resist general attacks and ensure forward /backward security. In order
to reduce the computational load of resource-constrained nodes, the protocol offloaded the complex com-
putational processes to resource-rich server nodes. In order to resist location forgery attacks on UAVs,
Melo et al. [18] proposed a secure identity and location validation scheme based on the signature technol-
ogy and the rationality detection mechanism of UAV swarm movement. By combining two mechanisms,
the protocol can detect intruders who cannot follow the expected trajectory and improve the accuracy of
detection of malicious drones.

There are also some other schemes based on blockchain technology to solve high authentication latency
for UAVs [19, 20]. However, some problems such as block mining, data anchoring, and fast real-time
synchronization of authentication transactions all add to the overall overhead and development difficulty.

These schemes only achieve networking authentication for the communication between the UAV and
the ground nodes (such as sensors, ground station, access point, server, et al.). There are few networking
authentication schemes involving the UAV and the space nodes. In addition, most of the above authen-
tication schemes have the problems of frequent interactions between nodes and lead to high signaling
overhead. However, there is naturally higher time latency in Space-Air integrated networks than that in
UAV networks due to the propagation distance. Therefore, the number of interactions is a key factor that
affects the performance of the authentication scheme.

3 Background knowledge
3.1 Extended Chebyshev polynomials

Chebyshev polynomials, also known as Chebyshev chaotic mapping, are a sequence of polynomials defined
recursively. In this article, we utilize the extended Chebyshev polynomials [21], which is defined as follows:
Let’s set n € Z*,x € Z, q is a large prime number, the cosine definition of the nth-order extended

Chebyshev polynomials is:
T, (z) = cos(n - arccos(x))(modgq). (1)

Page 3 of 19



Security and Safety, Vol. 3, 2023030

The recursive formula is as follows:
T (x) = (22T,—1(2) — Tp—2(z)) (modq), (2)

where Ty(x) = 1,T1(x) = z.
Next, we will introduce the commutative property and the challenging problems associated with the
extended Chebyshev polynomials that we will be using in our article.

(1) The extended Chebyshev polynomials satisfy the commutative property, as follows:
T (Tn(2)) = T (T () - (3)
(2) The challenging problems related to extended Chebyshev polynomials [22-26] are as follows:

(a) Chebyshev polynomials based discrete logarithm problem: The value of the Chebyshev polynomial
as y = T, (z) mod g, given the knowledge of y, x, and the large prime number ¢, it is impossible to
solve for n in linear time.

(b) Chebyshev polynomials based computational Diffie-Hellman problem: If z, T,,(z) mod ¢, and
T, (xz) mod ¢ are known, it is not possible to compute T, (T}, (x)) mod g or T, (T,,(z)) mod ¢ in
linear time.

Note: For simplicity, we will abbreviate T;,,(z) mod ¢ as T}, (x) in the remaining part of the article.

4 System model, threat model, and requirements
4.1 System model

The standalone operational capability of resource-constrained UAVs is relatively low. Therefore, in order
to fully leverage the advantages of easy deployment and strong maneuverability of UAVs, they are often
deployed in a cluster work mode in practical operations, thereby enhancing the processing capability of the

UAV system. Additionally, in certain special scenarios such as ocean shipping, remote area exploration,

and emergency rescue, the ground network architecture faces challenges in providing network access for

UAVs. Therefore, as shown in Figure 1, we propose a Satellite-UAV networking architecture for the

Space-Air integrated networks. In this architecture, UAVs establish secure links with SATellite (SAT)

nodes with the help of High Altitude Platform (HAP) nodes, thereby enhancing the system’s coverage

range, service capability, and resilience against damage.

(1) UAV Nodes: UAV nodes are terminal devices with limited computing and storage capabilities that
perform various tasks in the airspace, such as data collection, monitoring, and image capture. In this
architecture, a certain number of UAV nodes can form a homogeneous or heterogeneous UAV cluster
network based on the tasks.

(2) HAP Nodes: High-altitude platform nodes, such as airplanes, airships, and balloons, are devices that
possess strong computational and storage capabilities, as well as extended endurance.

(3) SAT Nodes: In this model, satellite nodes primarily refer to satellites in Low Earth orbit (LEO)
satellite networks. LEO satellite networks operate at a close distance to the Earth’s surface and have
short orbital periods.

(4) Registration Center (RC): In our system model, the RC is responsible for the registration of SAT
nodes, HAP nodes, and UAV nodes. It maintains the public and private key information of the system
and all nodes.

(5) Ground Station (GS): Ground station is used for communication between the ground and satellites.

(6) Terrestrial Control Center (TCC): The TCC is responsible for controlling and managing the satellite
network.

(7) Base Station (BS): In this model, the base station primarily serves the purpose of forwarding
information between the TCC and RC.

4.2 Threat model

In this paper, we employ the Dolev-Yao model [27] to analyze the security of the proposed protocol.
The Dolev-Yao model assumes an open network channel, where adversaries have the ability to eavesdrop,
modify, and intercept messages. Within this model, adversaries are capable of executing various protocol
attacks, including impersonation attacks, replay attacks, and man-in-the-middle attacks, and so on.
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Figure 1. System model

4.3 Security requirements

Considering that there is no secure communication link between SAT nodes, HAP nodes, and UAV nodes,
the satellite-UAV networking architecture needs to fulfill the following security requirements to ensure
the secure transmission of data over the air interface:

(1)

Mutual authentication: Mutual identity authentication is required among the participating UAV
nodes, satellite nodes, and HAP nodes to ensure that the nodes involved in forming the satellite-UAV
network are legitimate.

Session key agreement: After completing mutual authentication, the nodes need to engage in session
key agreement to ensure communication security.

Perfect forward/backward secrecy: Attackers are unable to deduce previous or subsequent session
keys even if the long-term secrets used in session key exchange are compromised.

Anonymity and unlinkability: It is necessary to ensure the confidentiality of node identities during the
communication process, preventing attackers from linking the same entity’s identity across different
communication sessions.

Resistance to various protocol attacks: The system should be capable of defending against replay
attacks, reducing the risk of adversaries capturing and replaying expired messages. It should provide
protection against man-in-the-middle attacks, preventing attackers from intercepting and tampering
with legitimate messages. Additionally, it should offer resistance to impersonation attacks, ensuring
that the identities of legitimate entities cannot be forged.

4.4 Performance requirements

We should consider the specific characteristics of the nodes and scenarios, as well as the corresponding
performance requirements, as follows:
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<
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Figure 2. Registration process

(1) Limited resources in nodes: The computing resources of the nodes are limited, thus requiring the
design of lightweight secure networking protocols to reduce authentication overhead.

(2) High propagation delay: Due to the long distance between UAV and SAT nodes, there is a significant
propagation delay. Therefore, it is important to minimize the signaling interactions in the networking
authentication protocol.

5 Proposed scheme

This section presents the proposed secure networking authentication scheme for SAT nodes and UAV
nodes in the Space-Air integration scenario. The scheme is divided into three stages, including the
node registration stage, SAT-HAP networking authentication stage, SAT-UAV networking authentication
stage.

5.1 Node registration stage

Nodes (including SAT nodes, HAP nodes, UAV nodes) need to complete the registration process at the
RC initially. The specific registration process is illustrated in Figure 2.

(1) First, the RC selects a large prime number g. Then, an elliptic curve E,(a,b) and a series of points
on the curve are chosen to form a cyclic group G of order g. Let P be a generator of this group. RC
selects a random number s € Z; as its private key and then computes the public key is:

PK = sP mod q. (4)
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Then, RC selects a hash function H. Lastly, the parameters {q, G, P, PK, H} are publicly disclosed
to the entire system.
The node A (SAT node, UAV node, and HAP node) generates a random number x4 and computes
a partial public key as follows:

XAzxAP mod q. (5)

The node then sends a registration request message (ID4, X4) to the RC.
Once RC receives the request, it generates a random number TID, as the temporary identity for
node A. It then generates another random number z4 and computes a partial private key for node A
as follows:

ya = 24 + sH(ID 4, X 4) mod gq. (6)

Furthermore, the RC generates a partial public key for the node:
YA = yaP mod gq. (7

RC stores (ID4, TID 4, y4, X4, Ya), and sends (B, ya, Ya, TID4) to node A in a secure environment,
where B is a random number generated by the RC for the subsequent networking authentication
process.

Once node A receives the response, it securely stores the private key pair (x 4,y4). Subsequently, the
node A publicly exposes the public key pair (X4,Y4) and T, (B).

5.2 SAT-HAP networking authentication stage

In our architecture, the HAP nodes serve as devices with strong computing and storage capabilities,
as well as a longer endurance compared to UAV nodes. HAP, capable of stable hovering at a specified
position, is utilized in our scheme to assist in the authentication between UAV nodes and satellite nodes.
To accomplish this, the HAP node needs to establish a secure connection with the satellite. In this section,
we will introduce how to achieve mutual authentication between the HAP node and the SAT node. The
specific process of authentication is depicted in Figure 3.

(1)

First, HAP obtains the current timestamp ;. Subsequently, HAP selects a random number r; and
compute T}, (m), where m = H(TIDgar). Then, HAP computes the digital signature Jsat:

c= H(th17TIHAP (B)vTﬁ (m>)’ (8)

Jsat = zgap(Xsat + Ysar + ¢P) mod g. (9)

Finally, the message (TIDuap, Jsat, T, (m),ty, ) is sent to the SAT node.
After receiving the message, SAT first checks the freshness of the message using the timestamp ¢y, .
Then, SAT calculates Jsat’ to verify the authenticity of the HAP signature:

¢ =H (th1 s Togap (B)a T, (m)) ) (10)

Jsat' = (xsat + ysaT + ¢') Xuap mod q. (11)

If Jsat = Jsat’, SAT considers the signature verification to be successful. Then, SAT derives the
temporary session key TSK g based on the Chebyshev polynomials using the following equation:

TSKus = Tosar (Toyap (B)) mod gq. (12)

SAT obtains the current timestamp ¢s1, selects a random number ro and compute T.,(m), and
calculates the authentication response value Rsat:

Rsat = H (TSKus, TIDgaT, ts1,thi, Lr,(m)) (13)

Finally, SAT sends (TIDgat, Rsat,ts1, Ty, (m)) as the authentication response message to HAP and
computes session key SKys = Ty2(7;1(m)) mod q.
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2. Derives the temporary session key 7SK ;. and
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3. If Rsat = Rsat, HAP authenticates SAT
4. Computes SK ;¢

Figure 3. Satellite-HAP networking authentication process

(3) After receiving the message, HAP first checks the freshness of the message using the timestamp ;.
Then HAP generates a temporary session key TSKyg by the following equation:
TSKys = T.

THAP (

Trgar(B)) mod q. (14)

Then, HAP computes Rsat’ using the temporary session key TSKys. If Rsat = Rsat’, it implies that
identity authentication is considered successful. Finally, HAP computes SKus = T, (T3, (m)) mod q.

5.3 SAT-UAV networking authentication stage

After mutual authentication between the HAP and SAT, this section presents a security networking
and authentication mechanism for UAV group and satellite networks assisted by the HAP in the Space-
Air integration scenario. Firstly, UAV nodes autonomously initiate authentication requests to the HAP.
Subsequently, the HAP aggregates and forwards these requests to a SAT node. Finally, these UAV nodes
accomplish mutual identity authentication and session key agreement with both the HAP node and SAT
node. Specific authentication steps can be found in the flowchart shown in Figure 4.

(1) First, UAV, obtains the current timestamp t,;. Subsequently, UAV; selects a random number r; and
compute T, (m), where m = H(TIDgar). Then UAV; computes the signatures Jhap, and Jsat; to
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Figure 4. Satellite-UAV networking authentication process

be used for HAP and SAT.

Ci = H(tUianbi(B)vTTi(m))v (15)
Jhap; = z;(Xuap + Yuap + ¢;P) mod g, (16)
Jsat; = z;(Xsat + Ysar + ¢; P) mod q. (17)

Finally, the message (TID;, Jhap,, Jsat;, T, (m), t,;) is sent to the HAP node.
(2) After receiving the message, HAP first checks the freshness of the message using the timestamp t,;.
Then, HAP calculates Jhap, to verify the signature:

¢; = H (tui; To,(B), T,,(m)) (18)

Jhap; = (xgap + yuap + ¢;) X; mod q. (19)

If Jhap, = Jhap;, HAP considers UAV; to be a trusted node. After a certain time interval, HAP
obtains the current timestamp ¢z and aggregates all the trusted UAV nodes’ signatures using the
session key SKpg that has been previously negotiated with the SAT node. The aggregated result is:

Jg = Jsat; & ... & Jsat,. (20)
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Finally, HAP sends (Auth, MACpyap) to the SAT node, where Auth = Enc(SKyg, TID;, ..., TID,,
TIDyap, Tr, (M), ..., Ty (m), Jg,tut, ..., tun,ty1) and MACyap = H(Auth,SKys). Auth is gen-
erated by HAP using SKpgg for encryption. Auth enables the encrypted transmission of message
content. MACyap is a message authentication code based on SKyg, which ensures the integrity of
messages.

After receiving a message, the SAT node first verifies the freshness of the message by checking times-
tamps tgy and ty1, ..., tun. Then, SAT computes the aggregate signature Jg’ to verify the legitimacy
of each UAV node.

Ci/ =H (tui’TIi (B)aTTi (m)) ) (21)
Jsat;, = (zsaT + ysar + ¢;) X; mod g, (22)
Jg' = Jsat] @ ... D Jsat, . (23)

If Jg = Jg' holds, SAT considers each corresponding UAV node to be trusted. Then, SAT derives
the temporary session key TSKj; between SAT and UAV; based on the Chebyshev polynomial using
the following equation:

TSKsi = Togar (T, (B)) mod q. (24)

SAT obtains the current timestamp tgi, selects a random number r; and compute T, (m), where
m = H(TIDgar). Then SAT calculates the authentication response value Rsat,:

Rsati = H (’I‘SI(M7 TIDZ, rI‘H)SAT7 t51, tu17 TTS (m)) . (25)

Finally, SAT sends (ResAuth,MACgar) as the authentication response message to HAP
and computes session key SKy; = T.5(Tri(m)) mod ¢ between SAT and UAV;, where
ResAuth = EHC(SKHs, TIDq, ..., TID,, TIDsaT, Rsat,, - - - , Rsaty, T, (m), tSl) and MACgatr =
H(ResAuth, t1, SKng). ResAuth is generated by SAT using SKyg for encryption. This enables the
encrypted transmission of message content. MACgar is a message authentication code based on SKysg,
which ensures the integrity of messages sent by SAT.

After receiving the message, HAP first determines the freshness of the message by checking the
timestamp tg1. Then, HAP generates a temporary session key TSKjy,; by the following equation:

TSKpi = Toyup (T, (B)) mod g. (26)

Subsequently, HAP obtains the current timestamp tgo, selects a random number r;, and compute
T, (m), where m = H(TIDgar). Then HAP generates the authentication response value:

Rhapi =H (TSK}”‘, tHQ, Rsati, Trh (m)) . (27)

Finallyy, HAP  broadcasts this message (TIDy,...,TID,, TIDgap, TIDsaT, Rhap,...,
Rhap,,, Ty, (m), T, (m),ts1,tmg2) and computes SKp; = Ty (Tr:(m)) mod q.

After receiving the message, UAV nodes first determine the freshness of the message based on the
tgo. Then, based on the received parameters, UAV; nodes generate temporary session keys TSKjy;
and TSKjg; using the following equations:

TSKni = Ta; (Tagap (B)) mod g (28)
TSKsi = Ty, (Tigar (B)) mod g (29)

Then, UAV; computes Rhap, using the session key TSKj; and TSK,,. If Rhap;, = Rhap}, the UAV;
has accomplished mutual identity authentication with HAP and SAT. Finally, UAV,; nodes com-
putes session keys SKj; = T,;(T.n(m)) mod g and SKy; = T54(Trs(m)) mod ¢ for HAP and SAT
respectively.

Note: After completing the process in these two stages, secure connections have been established among
nodes (SAT, HAP, and UAV), and they initiate sessions. Before the end of this session, the SAT node will
select different random numbers as the new temporary identities for the UAV and HAP nodes and will
select a random number to update the system parameter B. Finally, the SAT will send the aforementioned
parameters to the UAV, HAP, and RC.
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6 Security analysis

6.1 Informal security analysis

The proposed scheme in this paper primarily includes the SAT-HAP networking authentication stage
and the SAT-UAV networking authentication stage. As the principles of the authentication protocols in
these two stages are similar, this section primarily analyzes the security of the SAT-UAV networking
authentication stage to assess the security of our proposed scheme.

(1)

Achieving mutual authentication among SAT, HAP, and UAV nodes: In our scheme, we employ a
signature-based authentication mechanism for the authentication of HAP nodes by satellite nodes,
authentication of UAV nodes by satellite nodes, and authentication of UAV nodes by HAP nodes.
Specifically, HAP and UAV nodes utilize their respective private keys during the signature generation
process, ensuring that the signatures cannot be forged by attackers without knowledge of the signer’s
private key. Additionally, the recipient’s public key is used during the signature calculation process,
thus preventing attackers from conducting man-in-the-middle attacks. Taking the signature Jsat sent
by HAP to the SAT as an example, we illustrate how to verify the signature.

Jsat = xgap(Xsar + Ysar + ¢P) mod ¢
= xpap(zsaT P + ysar P + ¢P) mod ¢
= zuap(ZsaT + ysat + ¢)P mod ¢
= Xuap(zsar + zsaT + ¢) mod g.

(30)

Equation (30) illustrates how SAT utilizes HAP’s public key and SAT’s private key to verify the signa-
ture of HAP. From this, the satellite unilaterally authenticates the UAV. Similarly, SAT unilaterally
authenticates UAV, and HAP unilaterally authenticates UAV.

In the process of HAP authenticating SAT, UAV authenticating HAP, and UAV authenticating
SAT, we employ a different mechanism. Let’s illustrate the mechanism using HAP authenticating
SAT as an example. After authenticating HAP, the SAT generates an authentication response value
Rsat, which is generated using the key TSKpng = Tygur (Topap (B)) mod g. The zgar in TSKys is the
SAT’s private key, making it resistant to forgery. Based on the commutative property of Chebyshev
polynomials, HAP can calculate TSKpg = Thyap (Thsar (B)) mod ¢ and verify the SAT’s identity by
checking the correctness of Rsat. Similarly, UAV unilaterally authenticates HAP, and UAV unilaterally
authenticates SAT. In conclusion, our solution successfully achieves mutual authentication between
SAT, HAP and UAV nodes.

Achieving key agreement: We illustrate the key agreement process between HAP and SAT as an
example. The agreement of the session key SKpus = T, (T, (m)) mod ¢ = T, (T, (m)) mod ¢ is
realized through the Diffie-Hellman (DH) problem based on the Chebyshev polynomial. The value of
the session key SHyg is solely determined by m, the randomly generated r; and ro from HAP and
SAT respectively, as well as the corresponding T, (m) and T,.o(m). SAT and HAP can ensure the
integrity of T;.1(m), T,.o(m) and authenticate the identity of the sender through private key signature
and the hash value based on the temporary key (Rsat). Even when T,1(m), Tr2(m) and m are known,
it is infeasible for an attacker to infer the values of r; and 7o within linear time. HAP and SAT can
uniquely derive the same key SHyg based on T,1(m), T2(m), ensuring the exclusivity of the key
derivation process. Similarly, key establishment has been achieved between UAV and SAT, as well as
between UAV and HAP.

Perfect forward-backward security: During each session, HAP and SAT will choose new random
numbers r; and ro to generate the session key SKyg. Additionally, deriving  from T, (m) and m is
extremely difficult. These two factors ensure that even in the event of leakage of the long-term master
key, the past session keys or future session keys will not be compromised. This achieves perfect forward
and backward secrecy in terms of key security.

Achieving identity anonymity and unlinkability: During the authentication process of the proposed
scheme, each participating node adopts a temporary identity, which is refreshed upon session comple-
tion. This ensures the attainment of anonymity for node identities within the scheme. Furthermore, in
subsequent authentication instances, nodes employ new temporary identities, preventing adversaries
from discerning whether the messages originate from the same node. As a result, the scheme achieves
the desirable property of unlinkability.
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Table 1. Comparison of security properties

Security properties Our scheme  Scheme [29]  Scheme [30] Scheme [31]
Mutual authentication v v v v
Key agreement v v X v
Perfect forward-backward security v X X v
Identity anonymity v v v v
Unlinkability v v v v
Resilience against various protocol attacks v v v v
Avoiding third-party trust escrow issues v X X X

(5) Resilience against replay attacks: Each message in the proposed scheme is equipped with a timestamp,
which is protected from tampering by attackers through the use of signatures, hashing based on
temporary session keys or session keys. Therefore, it ensures the freshness of each message, thereby
preventing the occurrence of replay attacks.

(6) Resilience against man-in-the-middle attacks: In a Man-in-the-Middle Attack, an attacker imperson-
ates an intermediary between the communicating parties during the communication process. The
attacker can intercept and manipulate the content of messages without being detected by the com-
municating parties. In our proposed scheme, the session key agreement process between the two
nodes incorporates private key signatures and hash values based on temporary keys to ensure the
correspondence between the session key agreement parameters and the identity of the sender. Taking
HAP and SAT as an example, the private key signature Jsat guarantees the authenticity of 7,1 (m)
as provided by HAP, while Rsat ensures the authenticity of T,.o(m) being provided by SAT. So our
scheme effectively defends against man-in-the-middle attacks.

(7) Resilience against impersonation attacks: An impersonation attack refers to the act of an attacker
impersonating a legitimate node’s identity in order to gain unauthorized access. Our proposed scheme
achieves mutual authentication between nodes through the use of private key signatures and hash
value based on temporary keys. Taking HAP and SAT as an example, the private key signature Jsat
ensures that SAT can authenticate HAP, while Rsat ensures that HAP can authenticate SAT. As a
result, attackers are unable to carry out impersonation attacks.

(8) Avoiding third-party trust escrow issues: During the node registration process, RC is only responsible
for computing partial public and private keys of the nodes. Since RC does not possess the complete
public and private keys of the nodes, it can avoid third-party escrow issues.

Finally, we compared the proposed scheme with other existing schemes in terms of all the aforemen-
tioned security properties. As shown in Table 1, our protocol exhibits superior security compared to other
schemes.

6.2 Formal security analysis

In this section, we use a tool called Scyther [28] to assess the security of our proposed protocol. Scyther
is a formal security analysis tool based on the SPDL language, which supports various threat models,
including the Dolev-Yao model used in our paper. We can model the protocol using events, such as using
a claim event to describe the security properties of our scheme’s objectives and using send event and
recv event to describe the interaction processes in our protocol. Through simulation analysis, we can
determine whether our protocol meets the expected security properties.

Due to the node registration stage being executed in a secure environment, we primarily analyze the
protocols in two stages: the SAT-HAP networking authentication stage and the SAT-UAV networking
authentication stage. In the modeling of the SAT-HAP networking authentication stage, there are two
participating roles: hap and sat. In the SAT-UAV networking authentication stage, there are three roles:
uav, hap, and sat. Here, uav represents the UAV node, hap represents the HAP node, and sat represents
the SAT node. We validate them from five dimensions: Niagree, Nisynch, Weakagree, Alive, and Secret.

As shown in Figures 5 and 6, the Secret indicates that the keys between our HAP and SAT, UAV and
HAP, as well as UAV and SAT are secure. The Weakagree and Alive demonstrate that our nodes have
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Scyther results : verify - 0o =X
Claim Status Comments
SatHapAuth hap SatHapAuth,hap1 Niagree Ok Verified No attacks.
SatHapAuth,hap2  Nisynch Ok Verified No attacks.
SatHapAuth,hap3 Weakagree Ok Verified No attacks.
SatHapAuth,hap4 Alive Ok Verified No attacks.

SatHapAuth,hap5 Secret cheb(H(r1,H(sat)),H(r2,H(sat)),k(sat,hap)) Ok Verified No attacks.

sat  SatHapAuth,sat1 Niagree 0Ok Verified No attacks.
SatHapAuth,sat2  Nisynch Ok Verified No attacks.
SatHapAuth,sat3 Weakagree Ok Verified No attacks.
SatHapAuth,sat4  Alive Ok Verified No attacks.

SatHapAuth,sat5  Secret cheb(H(r1,H(sat)),H(r2,H(sat)),k(sat,hap)) Ok Verified No attacks.
Done.

Figure 5. The verification result of Satellite-HAP networking authentication stage

achieved mutual authentication. The Niagree and Nisynch ensure the message synchronization among
nodes in our scheme. The simulation results verify that the two networking authentication protocols can
achieve mutual identity authentication, key establishment, and resist common protocol attacks such as
replay attacks and man-in-the-middle attacks.

7 Performance analysis

To achieve secure networking between the SAT node and UAV nodes in the Space-Air integrated networks,
our proposed scheme consists of two main stages: the SAT-HAP networking authentication stage and
the SAT-UAV networking authentication stage. In this section, we compare our scheme with existing
schemes [29-31] in terms of signaling, bandwidth, and computational overhead. To objectively assess
the performance impact of each authentication scheme, we assume that after completing a networking
authentication between the SAT-UAV node and HAP node, the HAP node assists in conducting group
authentication for n UAV nodes, and we calculate the overall overhead during this authentication process.

7.1 Signaling overhead

In the context of Space-Air integrated networks, the large distance between unmanned aerial vehicle
(UAV) and satellite nodes results in increased transmission delays. Additionally, due to the clustering
nature of UAV operations, the large amount of authentication signaling can potentially lead to signaling
conflicts. Moreover, UAV resources are limited, and the transmitted signals are susceptible to interference.
Therefore, schemes with lower signaling overhead tend to demonstrate better performance in practical
applications.

Table 2 presents the signaling overhead of our proposed scheme and other relevant schemes. Our
SAT-HAP networking authentication stage requires 2 signaling exchanges and the SAT-UAV networking
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Scyther results : verify

e o

X

Claim Status Comments
SatHapUavAuth uav SatHapUavAuth,uav1 Niagree ok Verified No attacks.
SatHapUavAuth,uav2 Nisynch ok Verified No attacks.
SatHapUavAuth,uav3 Weakagree ok Verified No attacks.
SatHapUavAuth,uav4 Alive ok Verified No attacks.
SatHapUavAuth,uav5 Secret cheb(H(ru,H(sat)),H(rs,H(sat)),k(sat,uav)) ok Verified No attacks.
SatHapUavAuth,uavé Secret cheb(H(rh,H(sat)),H(ru,H(sat)),k(uav,hap)) ok Verified No attacks.
hap SatHapUavAuth,hap1 Niagree ok Verified No attacks.
SatHapUavAuth,hap2 Nisynch ok Verified No attacks.
SatHapUavAuth,hap3 Weakagree ok Verified No attacks.
SatHapUavAuth,hap4 Alive ok Verified No attacks.
SatHapUavAuth,hap5 Secret cheb(H(rh,H(sat)),H(ru,H(sat)),k(uav,hap)) ok Verified No attacks.
sat SatHapUavAuth,sat1 Niagree ok Verified No attacks.
SatHapUavAuth,sat2 Nisynch ok Verified No attacks.
SatHapUavAuth,sat3 Weakagree ok Verified No attacks.
SatHapUavAuth,sat4 Alive ok Verified No attacks.
SatHapUavAuth,sat5 Secret cheb(H(ru,H(sat)),H(rs,H(sat)),k(sat,uav)) ok Verified No attacks.
Done.

Figure 6. The verification result of Satellite-UAV networking authentication stage

Table 2. Comparison of signaling and bandwidth overhead

Signaling overhead = Bandwidth overhead (bits)

Our scheme n+5 1728n + 2432
Scheme [29] dn + 2 2816n + 1408
Scheme [30] 6n + 3 6592n + 3296
Scheme [31] 3n + 2 5184n + 2592

authentication stage requires (n + 3) exchanges. Therefore, the overall signaling overhead of our scheme
can be represented as (n 4+ 5) exchanges. Figure 7 illustrates the variation of signaling overhead for
each scheme with respect to the number of UAV nodes. In order to present a clearer and more intuitive
comparison of our overhead with other schemes, we have employed a logarithmic scale in Figure 7. This
approach also applies to Figures 8 and 9. It can be observed that our scheme exhibits better performance
in terms of signaling overhead due to the utilization of HAP node aggregation for authentication signaling,
which significantly reduces the number of signaling.

7.2 Bandwidth overhead

In achieving security equivalent to AES-128 bit [32], assuming the public key length based on finite field
cryptographic system is 3072 bits, and the private key length is 256 bits. The point length on the elliptic
curve is 512 bits. For the Hash algorithm, SM3-256 is used to generate the output, and the first 128 bits
of the resulting data length are taken as the output value. The encryption algorithm employed is SM4
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Table 3. Comparison of computational overhead
Computational overhead (ms)
QOur scheme (On+11)TH + (8n + 11)Tenen + (61 + 3)Tp + 4T/ p = 24.036n 4 17.385
Scheme [29]  (22n + 11)TH + (4n + 2)Texp + (2n 4+ 1)Tasye + (2n + 1) Tasyp = 26.078n + 13.039
Scheme [30] Bn+ )Ty + (190 +5)Tp + (8n + 4)Tg/p = 56.649n + 14.919
Scheme [31] (10n+5)Ty + (12n 4 6)Tp = 35.768n + 17.884

with an output data length of 128 bits. The output data length for the Chebyshev polynomial is also
128 bits. The length of the random number is defined as 128 bits, and the lengths of the timestamp and
identity identifier are 32 bits.

Table 2 presents the bandwidth overhead of our proposed scheme and other relevant schemes. In
our scheme, the bandwidth overhead during the SAT-HAP networking authentication stage is 1024 bits,
and the bandwidth overhead during the SAT-UAV networking authentication stage is (1728n + 1408)bits.
Therefore, the overall bandwidth overhead in the entire process can be represented as (1728n+2432) bits.
Figure 8 illustrates the variation of bandwidth overhead for each scheme with the number of UAV nodes.
As shown in the figure, the comparative results indicate that the bandwidth overhead in our scheme
performs better compared to other schemes. The utilization of aggregation and broadcasting mechanisms
in our approach allows us to reduce redundant parts in messages and effectively decrease bandwidth
overhead.

7.3 Computational overhead

We measured the computational overhead using a device with a Core(TM) i7-7500U CPU @ 2.70 GHz
processor and utilized the MIRACL cryptographic library. The timings for various operations were
tested, including hash operations Ty = 0.002ms, symmetric encryption/decryption Tg,p = 0.004ms,
Chebyshev polynomial T¢e, = 0.766ms, modular exponentiation Te., = 2.808ms, point multiplication
Tp = 2.979ms, asymmetric encryption Tosyr = 4.934ms, asymmetric decryption Thgyp = 2.467ms.
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The computational overhead of each scheme is shown in Table 3. For our scheme, the computa-
tional overhead of the SAT-HAP networking authentication stage is denoted as (67 + 6Tchep + 3TpP),
and the computational overhead of the SAT-UAV networking authentication stage is denoted as
((9n + 5)Ty + (8n 4 5)Tecneb + (6n)Tp + 4Tg/p). Therefore, the total computation cost of our scheme
is ((9n + 11)Ty + (8n + 11)Tenen, + (6n 4 3)Tp + 4Tg/p). The variation of computational overhead
for each scheme with the number of UAV nodes is depicted in Figure 9. According to the results, our
proposed scheme demonstrates superior computational overhead compared to the other comparative
schemes. The utilization of the Chebyshev polynomial reduces the computational overhead of one-to-many
authentication and key agreement between satellite and UAV nodes.

8 Discussion

This paper primarily focuses on designing a networking authentication scheme between UAV and satel-
lite nodes in the Space-Air integrated networks. However, in practical scenarios, UAV nodes have poor
endurance capabilities and are influenced by task assignments, resulting in frequent joining and leaving
of nodes within the UAV group. Therefore, in the future, it is worth researching security networking
authentication schemes for UAV groups and key update schemes for UAV group members.

9 Conclusion

Considering the combination of UAV networks and satellite networks in the Space-Air integration sce-
nario, we propose a secure networking authentication scheme for SAT nodes and UAV nodes based on
the elliptic curve public-key cryptography system and Chebyshev polynomial. Through informal security
analysis and formal security simulation using Scyther, the results show that the proposed scheme can
achieve mutual authentication, key agreement, identity anonymity and unlinkability, perfect forward and
backward secrecy, and resistance against various protocol attacks. Performance analysis also demonstrates
the superiority of our scheme over existing schemes in terms of signaling, bandwidth, and computational
overhead.
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