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Abstract—Physical layer key generation (PLKG) leverages
wireless channels to produce secret keys for legitimate users.
However, in millimetre-wave (mmWave) frequency bands, the
presence of blockage significantly reduces the key rate (KR) of a
PLKG system. To address this issue, we introduce reconfigurable
intelligent surfaces (RISs) as a potential solution for constructing
RIS-reflected channels, thereby enhancing the KR. Our study
focuses on the beam-domain channel model and exploits the
sparsity of mmWave bands to enhance the randomness of secret
keys. To relieve pilot overhead in multi-user systems, we employ a
compressed sensing (CS) algorithm to estimate angular informa-
tion and propose a channel probing protocol with the full-array
configuration for acquiring the beam-domain channel. We derive
the analytical expressions for the KR in the case of full-array
configuration. To optimize the KR, we design the phase shift and
precoding vectors based on the obtained angular information.
Furthermore, we employ a water-filling algorithm that relies on
the Karush-Kuhn-Tucker (KKT) conditions to optimize power
allocation for estimating the beam-domain channel with the same
channel variance. When channel variances of the beam-domain
channel differ, we design a deep-learning-based power allocation
method for a more complex problem. What is more, we design
a sub-array configuration scheme that exploits the difference
in spatial angles between users to reduce pilot overhead and
derive the analytical expression for the KR. Through extensive
simulations, we demonstrate that our proposed PLKG schemes
outperform existing methods.

Index Terms—Reconfigurable intelligent surface, key genera-
tion, millimetre-wave communications and compressed sensing.

I. INTRODUCTION

HE millimetre-wave (mmWave) communications utilize
the bandwidth from 30 GHz to 300 GHz to increase
communication capacity [1], which provides large bandwidth
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available for 5G and beyond. However, due to the open
nature of the wireless channels, the mmWave signals received
by legitimate users will be intercepted by eavesdroppers.
The ongoing task of addressing vulnerabilities in mmWave
technology remains crucial to ensuring the security of 5G and
beyond [2]. Physical layer security (PLS) can be classified
into keyless secure transmission and key generation [3]. In
mmWave environments, keyless secure transmission [3], a
branch of PLS, is investigated to protect the confidential
message transmitted between legitimate users. For example,
Ragheb et al. [4] designed the signal and artificial noise
powers, the beamforming design at the base station (BS), and
the phase shifts at the reconfigurable intelligent surface (RIS)
to optimize the secrecy rate.

However, keyless secure transmission usually requires the
signal-to-interference-plus-noise ratio (SINR) at the user to be
better than that at the Eve so that the secrecy rate is non-
negative. Also, the channel state information (CSI) of Eve
is required to design the optimization algorithm of preceding
vectors at the BS or the phase shifts at the RIS. In contrast,
physical layer key generation (PLKG) exploits the properties
of channel randomness, reciprocity, and spatial decorrelation
to achieve information-theoretical security. PLKG is a poten-
tial technique to establish symmetric keys between legitimate
users [3].

However, PLKG suffers from poor channel conditions such
as static channels, obstacle blockages, long distances, and
sparsity. Firstly, when the variation of wireless channels is
slow, PLKG cannot produce keys efficiently, such as in static
environments. Secondly, the key rate (KR), denoting the num-
ber of secret keys per channel use, declines with the decrease
in the signal-to-noise ratio (SNR) when the channel is blocked
by obstacles or the distance between users gets far. Finally, the
self-correlation between measurements obtained from antennas
in a multiple-input-multiple-output (MIMO) system can have
a significant impact on the randomness of secret keys.

Recently, the RIS has emerged as a prospective approach
to address the aforementioned challenges [5]-[8]. A RIS
consisting of many discrete elements can configure its reflec-
tion coefficients to control the channel [9]. In single-antenna
systems, the RIS can randomly tune reflection coefficients and
change the wireless channel with time to mimic the fast-fading
effects. Ji et al. [5] utilized the random phase shift vector to
improve the KR in quasi-static environments. Lu et al. derived
the analytical expressions of the lower and upper bounds of the
KR with the random configuration of RIS. Low-SNR problem
is solved by optimizing the phase shift vector to improve



the channel quality of legitimate users in [7]. Hu et al. [8]
extended the design of phase shift vectors in key generation
systems in multi-antenna scenarios.

However, the above works focus on sub-6GHz systems. In
mmWave systems, electromagnetic waves experience signifi-
cant path loss and limited scattering, leading to a high rate of
signal blockage [1]. When the direct channel is blocked, an
RIS can construct a reflected channel to solve the blockage-
prone problem in key generation. The previous works [10] and
[8] have proposed to design the phase shift vector at the RIS
and the precoding vector at the BS to increase the KR. How-
ever, these works are based on a channel covariance matrix
(CCM) that is derived from the full-scattering environments.
In mmWave systems, the scatterers are limited and the received
signals at transceivers experience paths with different angles
of arrival (AoAs) and angles of departure (AoDs). There is an
urgent need to design phase shift and precoding vectors based
on angular information, in addition to CCMs.

Despite the challenges, the mmWave frequency band
presents potential benefits for PLKG. Since the multi-paths
from different clusters exhibit independent scattering phenom-
ena [11], the secret keys extracted from the beam-domain
channel are random. Furthermore, the sparsity property of
the mmWave channel sheds some insights on reducing pilot
overhead in key generation. Firstly, the previous works [7], [8],
[10] focused on sub-6GHz and required the prior information
of CCM to jointly design precoding and phase shift vectors,
resulting in an increased pilot overhead to estimate the CCM.
In the antenna domain, the pilot overhead to estimate the CCM
of the cascaded channels in RIS-assisted systems increases
with the increasing number of antennas at transceivers and
reflecting elements at RIS. By exploring the sparsity of beam-
domain channels in RIS-aided systems, Zhou er al. [12]
and Wei et al. [13] proposed compressed sensing (CS)-based
channel estimation method with low overhead. Secondly, the
pilot overhead of the orthogonal pilots is linear to the number
of users in multi-user systems. Li et al. [14] utilized the
orthogonal property of spatial angles between users. They
designed precoding vectors to align with these orthogonal
spatial angles, enabling multiple users to share the same pilot,
which effectively reduces pilot overhead. Since the reflecting
elements of RIS are massive, the orthogonal property also can
be used to relieve the pilot overhead in multi-user systems.

Motivated by the above observations, this paper investigates
the RIS-assisted key generation for mmWave multi-user sys-
tems. Our main contributions are summarized as follows:

o We study a PLKG framework for RIS-assisted mmWave
systems, where full-array configuration is configured to
allow all reflecting elements to serve a UE. Compared
to channel coefficients in the antenna domain, the beam-
domain channel is sparse and uncorrelated, which greatly
reduces the pilot overhead and redundancy between mea-
surements. We first use the orthogonal matching pursuit
(OMP) algorithm to estimate the angular information that
changes slowly. Based on the angular information, we
propose a channel probing protocol with the least square
(LS) estimator to acquire the beam-domain channel.

o We derive the analytical expressions of the KR extracted
from the beam-domain channel in the full-array config-
uration. Based on the estimated angular information, we
design the phase shift vector at RIS and the precoding
vector at the BS. Furthermore, we find the optimal power
allocation using the water-filling algorithm based on the
Karush-Kuhn-Tucker (KKT) conditions when channel
variances of beams are equal.

¢ When the channel variances of beams are different, the
water-filling algorithm is not applicable to finding the
optimal power allocation. We further design an unsu-
pervised deep neural network (DNN), named as KGPA-
Net, to output the optimal power allocation based on the
channel variances of beams and the power information.

o To further reduce the pilot overhead, we propose to apply
a sub-array configuration in which a sub-array serves a
user. Since the spatial angles from users to the RIS are
different, the users share the same pilot in the downlink
channel probing, which reduce the pilot overhead.

e We performed Monte Carlo simulations to validate the
analytical expressions of KR for both full-array and
sub-array configurations. During these simulations, we
evaluated the KR against varying transmit power levels
and explored the influence of the number of reflecting
elements and antennas on the KR performance. Our
results demonstrate that the proposed scheme outperforms
existing methods across these different parameters.

Our previous work [15] considered exploiting randomness
from the beam-domain channel in a single-user mmWave
system. In this paper, we considerably extend the work to a
more general scenario with multiple users. The phase shift and
precoding vectors are designed to maximize the KR when the
channel variances of beams are equal. Furthermore, a deep-
learning network is proposed to optimize the KR when the
channel variances of beams are different. To further relieve the
pilot overhead, we design a sub-array configuration to reduce
the pilot length in downlink channel probing.

Our previous work in [16] proposed to extract secret keys
from massive subchannels associated with each reflecting
element in sub-6GHz. We jointly designed the precoding and
phase shift vectors to improve KR. While the BS should ac-
quire the prior information of CCM in sub-6GHz, the sparsity
property makes the KR be optimized based on the angular
information in the mmWave band, which makes the design of
precoding and phase shift vectors completely different.

The rest of this paper is organized as follows. Section II
illustrates the system model. Section III describes the channel
model of the full-array configuration. In Section IV, we
propose a channel probing protocol for a multi-user mmWave
system, and the expression of KR is derived. Section V
formulates an optimization problem. Then we propose a water-
filling algorithm-based power allocation method. Furthermore,
A deep-learning-based method is extended to solve the general
case. In Section VI, we proposed a sub-array configuration
to relieve the pilot overhead. Section VII discusses the key
generation protocol. Section VIII shows the security analysis.
The simulation results are presented in Section IX. Section X
provides the discussion. Section XI concludes this paper.
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Fig. 2. Key generation protocol.

Notations: Ttalic letters, boldface lower-case letters, boldface
upper-case letters, and calligraphic letters denote scalars, vec-
tors, matrices, and sets, respectively. diag(-) forms a diagonal
matrix out of its vector argument. vec(+) is the vectorization of
a matrix argument. ()7, ()7, (-)~! and (-)* denote the trans-
pose, conjugate transpose, inverse, and conjugate, respectively.
C™*™ is the complex space of a m x n matrix. Z indicates
the set of all integers. Iy denotes the N x N identity matrix.
[A],n denotes the (m,n)-th element of matrix A. [a],,
denotes the m-th element of vector a. CA (i1, o?) denotes the
circularly symmetric complex Gaussian distribution with mean
w and variance o2. E{-} denotes the statistical expectation,
and ® is the Kronecker product. I(.;.) denotes the mutual
information. ¢ is the transposed Khatri-Rao product. mod (-)
is the modulus operator and |-| is the floor function.

II. SYSTEM MODEL
A. Overview

As shown in Fig. 1, we consider a RIS-assisted mmWave
system that consists of a BS, K pieces of user equipment
(UE), and a RIS. The direct channels between BS and UEs are
blocked by obstacles, and the RIS constructs reflected channels
to assist the key generation process. There are several scatters
around the BS and RIS, causing the RIS-reflected channels to
pass different paths of clusters.

The PLKG protocol is a four-stage process, including
channel probing, quantization, information reconciliation, and

privacy amplification, as shown in Fig. 2. Channel probing
is conducted in the time division duplex (TDD) mode by
UEs and BS; BS and K UEs send pilots to each other to
measure the RIS-reflected channels. In the quantization stage,
the analogue channel measurements are mapped into a set of
binary values. Information reconciliation eliminates discrepan-
cies in binary sequences. Subsequently, privacy amplification
algorithms are used to mitigate potential information leakage
in the previous stages. BS and the k-th UE agree on the same
K at the end of the key generation, where the K is unique
from other UEs. This paper focuses on channel probing and
optimizes phase shift and precoding vectors.

Eavesdropper attempts to intercept the secret key K by
utilizing its own channel measurements. As a fundamental
assumption in PLKG, we consider that Eve is located at
least half the wavelength away from the UEs and the BS,
ensuring that it remains outside the protected area. The pilots
received by UEs and BS and the pilots received by the
eavesdropper undergo independent channel fading [14]. Due
to the extremely small half-wavelength of mmWave, which
is 0.5 mm, and the significantly larger size of devices, it is
infeasible for Eve to be positioned within the protected area
[1], [11], [17]. The proximity of the half wavelength makes
it highly likely that Eve would be detected within a distance
shorter than the aforementioned threshold.

B. Device Configuration

We consider a Cartesian coordinate system, where a BS is
located parallel to the z-axis, as shown in Fig. 1. The BS is
modeled as a uniform linear array with /N antennas, uniformly
spaced with a distance of d, m. When a wave impinges on the
BS from an azimuth angle, 1, the array response vector (ARV)
is b(¢)) = ﬁ[l, ..., el?r(N=1)%tsin]T The BS applies an
angle precoding vector, w € CV*1, to estimate spatial angles,
or a probing precoding vector, pr, € CN*!, for conducting
channel probing with the k-th UE.

A RIS is deployed parallel to the y — z plane. The RIS
is modeled as a uniform planar array that has M = M, x
M., reflecting elements with M, reflecting elements per row
and M, elements per column. When a wave reaches the RIS
from the azimuth angle, 6, and the elevation angle, ¢, the
ARV of the RIS is given by a(f,¢) = a.(¢) ® a,(0,¢),
where a,(p) = ﬁ[l,...,ejQW(Mz—l)%Si“ﬂT, a,(0,p) =
#[17 ..., ed2n(My=1)§ cosesin0]T ) i the wavelength and
J/isiythe side length of a reflecting element.

Each reflecting element of the RIS can control the wave
impinging on it. We denote the reflection coefficients of M
reflecting elements as v = [¢1,...,éx]7, where ¢,, is the
reflection coefficient of the m-th element. Specifically, ¢,, =
el“m  where w,, is its phase shift which is generated from
uniform quantization of [0, 27).

To serve multiple UEs, the RIS is deployed as full-array
(FA) or sub-array (SA) configurations. In the FA configuration,
all elements of a RIS, v, configure reflection coefficients to a
dedicated UE, which will be elaborated in Sections III, IV
and V. Detailed in Section VI, in the SA configuration, a
sub-array consisting of a group of M /K elements from v



configures reflection coefficients to a dedicated UE; K sub-
arrays simultaneously serve K UEs.

III. FA-BASED CHANNEL MODEL
A. Individual Channel

In full-scattering sub-6GHz environments, the CCM-based
model is applied, where channels are the multiplication of
two CCMs and a complex gain matrix [9], [18]. The BS-RIS
channel expenences the paths from different spatial angles
is G = R G RH/ 2, where the entries of G, follow
mdependent and identically distributed (i.i.d.) CN(0,1), and
R, and R, are the CCMs at RIS and BS, respectively. In
mmWave channels, the scattering paths are not enough to
model the wireless channel as the CCM-based model. Instead,
the geometric channel model is widely used for mmWave
channels [12], [13]. There are individual channels, including
the BS-RIS channel and the channel from RIS to the k-th UE
channels. The complex gains for all channels are assumed to
follow complex Gaussian distribution [19].

The BS-RIS channel is modeled as a function of spatial
angles and channel gains of paths of clusters, given by

MN Lo Lo

G =
Bo . 9 1,=1j=1
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where G € CM*N | 3 is the path-loss effect, J, = Ez
is the number of paths for L, clusters, the l4-th cluster
has J;, paths, g;, ; denotes the corresponding complex gain
assocmted with the j-th path of the [4-th cluster, wl j denotes
the AoD, and 99 and gal denote the azimuth and elevation
AoA, respectwely The complex gain, g;, ; ~ CN(0,0; 2), is
identically and independently distributed (i.i.d.).

The channel from the k-th UE to RIS is modeled as

Ly Jipon
fr = Bfkjfklz_ljzlflf,jka z”ka@l”k) 2

where f, € CM*' B,, is the path-loss effect, Js) =

Zz _5 Ji; i is the number of paths for Ly clusters, the ;-
th cluster has J¢ paths, f ..k denotes the complex gain
associated with the j-th path of the [¢-th cluster, and 9 ik and

<plff ik denote the azimuth and elevation AoA, respectively.
The J; paths are sorted based on the (If,j)-th path for
J=1,...,Ji,xand Iy = 1,..., L. The complex gain of
the I-th path, fi, ;1 ~CN(0,0%; ), is iid.

B. Cascaded Channel
We define the cascaded channel controlled by RIS as

hy(v) = Gfdiag(v)f, = Gdiag(f,)v = Hyv, (3)

where hi(v) € CV*! and Hy, = [hy 1 ..., hg ] € CVXM
is the channel associated with M reflecting elements. The BS
and the k-th UE can directly measure the cascaded channel and
convert their measurements to secret keys, which is commonly
adopted by previous works [7], [8]. However, the cascaded
channel is coarse-grained. The dimension of the cascaded

channel in the antenna domain is N, which fundamentally
limits the SKR. Our previous work in [16] proposed to extract
secret keys from massive subchannels associated with each
reflecting element, hy ., = gm fi,m, m = 1,..., M, where
g is the m-th column of G¥ and fr,m is the m-th entry
of fi,. The subchannels of the cascaded channel extend the
dimension of channels for key generation from N to NM.
To estimate hy, ,,,, Alice and Bob transmit multiple rounds
of pilots to each other with a pilot overhead of at least M,
which is challenging to key generation. We note that mmWave
channels with extremely high carrier frequencies exhibit the
well-known angular sparsity [12], [13]. There are only a few
multipath components with different AoDs and AoAs between
the BS and UE, which is helpful for reducing pilot overhead.

C. Sparse Cascaded Channel

We consider the virtual beam-domain representation of the
geometric channel models to elaborate on the sparsity of the
RIS mmWave channels. Before that, we transfer the scalar
form of channels (1), (2) into the matrix form.

The BS-RIS channel in (1) is rewritten in matrix form

as G = AGAJAN, where A, € CM*Ls A, =
[a(9§,<p§’) coeseesa(07 e )] AN € CN*Js and Ay =
b 1), .. (wL Jr, )] The matrices A, and Ay repre-

sent the AoAs and AoDs respectively. A, € CFs*Js, is the
beam-domain channel with J; non-zero entries, as follows

91,15,---,91,J;1 0
A, = @
0 9Ly 1y 904,71,
The k-th UE-RIS channel in (2) is rewritten in matrix
form as f, = Akafk, where Afk E CMX sk, Afk =
f
[a<911k"go11k> (eLfk ]L kk‘7g0Lf)€ JLf )]’ C,ﬂk €
C7r+X1 and cpp = [fl 1 k,---7fok7JL
Based on (3), the cascaded channel off the k th UE, H,, is
represented as a geometric channel model, which is given by

HkH = (Ajﬁkcjﬂk) < (AgAgAg)

AT oA, (¢, @ (A,AN))
® AG L oAy(chr @Ay)(1® AR = Ay AsAR, (5)
where H, € R A]Wk = A;kc o Ag, A]\/[k S
CMxLalrn Ay = c}y®Ag and Ay € (CL Jr%J5 (a) holds
due to the property of transposed Khatri-Rao product, i.e.,
(AC)o(BD) = (AoB)(C®D). (b) holds due to the property
of Kronecker product, i.e., (AC) (BD) = (A®B)(C®D).
Therefore, H;, = AN(c x @Ay )Aﬁ .

The geometric channel model 4) exhibits the sparsity of
the RIS mmWave channels. Therefore, CS-based channel
estimation methods can be utilized to measure the sparse chan-
nel [12]. To employ CS-based channel estimation methods,
we transform the channel (5) into the virtual beam-domain
channel, Hj, which is given by

H), = UyH, UYL, (6)

where Uy € CV*N and Uy, € CM*M are the codebooks
at the BS and the RIS, respectively. From the mathematical

(CNXM



aspects, Uy and U,; are unitary matrices consisting of
samples of virtual angles.

We set Uy = [b(¥1),...,b(¥n)], where v, n =
1,..., N, is the predefined spatial angle at the BS. Define
Un = 4sint, = F(n — YF) as the virtual spatial

angle at the BS. Also, we set Uy = U, ® U,, where

U, = [az(gol),...,az(goMz)], U, € CMxM:) U, =
[ay (01,¢1),...,a,(0n,,0m,)] and U, € CMy*My  Define
Pn, = ismgpnz A} (ny — %), n, = 1,...,M,,
as the virtual spatial elevation angle, where ¢, is the pre-
deﬁned elevation angle. Define ény = %cos ¥, Sin Gny =
M (ny — M, Jrl) as the virtual spatial azimuth angle, n, =

, M, where 0,, is the predefined azimuth angle. Thus,
UM = [u(l)7 u(2)7 ...,u(J)] is the full-array codebook,
where J = M is the number of predefined directions, and
u(j) = a:(¢n.) ®ay(On,, pn,) with n, = |(j —1)/M,] and
ny, = mod (j—1, M,) is the codeword of the j-th direction.

According to (6), the virtual channel representation of the
beam-domain channel H;, = U%HkU M 1s shown at the top
of the next page. In (7), the equation (c) holds on if M — oo
and N — oo. The proof is shown in Appendix A.

IV. FA-BASED BEAM-DOMAIN CHANNEL PROBING

The beam-domain channel is a matrix characterized by a
combination of non-zero channel gains and zero values. The
row and column coordinates of non-zero channel gains within
the channel matrix align with the indices in the codebooks at
the BS and RIS, respectively, indicating the corresponding vir-
tual AoAs and AoDs. Compared to channel gains that change
rapidly, the physical positions of BS and RIS vary much more
slowly [12], [20]. Thus, it is plausible to suppose that the
virtual spatial angles, i.e., AoDs from the RIS and AoAs
to the BS, remain constant over several channel coherence
blocks. The proposed channel probing protocol consists of two
phases. In the first phase, the angular information is estimated,
since the angular information changes slowly with physical
positions. Benefitting from the angular sparsity, BS applies
the OMP algorithm to measure the angular information. In
the second phase, given the virtual AoAs and AoDs, a simple
LS estimator is applied to measure the varying beam-domain
channel in subsequent coherence time slots, which greatly
reduces the computational complexity and pilot overhead.

A. Estimating the Virtual Spatial Angles

BS estimates the spatial angles from the uplink channel in
the first phase. In the uplink channel, UEs transmit multiple
packets to BS. The BS adjusts the phase shift vector for each
packet to configure the sensing matrix for the OMP algorithm.

When the BS configures the phase shift vector v(¢) for the
t-th uplink packet, the k-th UE transmits the public uplink
packet, s € CE>*1, to the BS. The packets of K UEs are
orthogonal, i.e. s;/ sy, = KP, for k1 = ky and si/ s, = 0
for k1 # ko, where P, is the transmit power of UEs. According
to (3), the received signal at the BS is

Ya(t) =30 Hiv()sf! +Na), ®)

where Y, (t) € CV*EK N,(t) € CN*K is the complex
Gaussian noise, the entry of N, (¢) is i. i. d. ng, and n, ~
CN(0,02). Then, the BS applies the angle precoding vector
wh (t) to transform Y, (¢)sk (s sy) "t as

wi () Hv(t) + w' (£)Ng (t)s (i sk) ™"
=w(t)(v" () ® T)vec(Hy) + Nq k(1)
= (vI'(t) @ W (1)) Fxy, + Mok (1), 9)

where Yak(t) € C,F =U3, @Un, F € CMNXMN “ . —
VCC(Hk), X € (CJWNXl, and na,k( ) S CN(O,P O'i/(KPb))
With unit power input signal, the numerical results of ||w|%
equals the transmit power of BS, i.e., P, = [|w||%.

To recover the virtual spatial angles, BS receives overall V'
packets in (9) and stacks them into a vector, given by

?a,k - [@\a,k(l)a cee aﬂa,k(v)]T

where ¥, € CV*1. Specially, P is the configuration
of phase shift and precoding vectors over V packets, i.e.,
P=T1)@wl(1);...;vI(V) @ wH(V)]. Here, n, . =
[Ma,k(t); ... ;Tq k(t)] is the uplink estimation noise. We define
® = PF, & € CV*MN a5 the sensing matrix.

Based on (10), the BS applies the OMP algorithm to
measure the virtual AoAs and AoDs of the beam-domain
channel [12], [13]. BS gets the X1 and rearranges the vector
form into the matrix form, H;,, which is the eitimation of Hy.
The row coordinate of a non-zero value in H;, indicates the
estimation of the index of a virtual spatial angle in U . Thus,
the column vectors of Uy corresponding to row coordinates
of non-zero values in Hy, represent the estimated virtual AoAs
to BS, i.e., Ay x. The column coordinate of a non-zero value
in ﬁk indicates the estimation of the index of a virtual spatial
angle in Uy. Thus, the column vectors of Uy, corresponding
to column coordinates of non-zero values in Hy, represent the
estimated virtual AoDs from RIS, i.e., A/ .

yak‘()

= PFx; + ng g, (10)

B. Channel Sampling for Beam-Domain Channels

Given the estimated virtual spatial angles, the BS and UEs
only need to measure the channel gains of the beam-domain
channel in the remaining coherence slots. We apply the LS
estimator that has 2KL = 2K Zk],(zl Jr1 pilot overhead,
where Jy ;. slots are consumed for estimating the beams of
the k-th UE in the uplink or downlink channel sampling.

1) Uplink Channel Sampling: K UEs simultaneously trans-
mit the ¢-th uplink packet to the BS. The received signal at
the BS is Y,(¢). Applying the LS estimator, the BS gets the
cascaded channel of the k-th UE as

Zak(t) = Hpv(t) + Dy 1 (1), (11)

where Z, 1 (t) € CV*1, 0, 1 (t) = N (t)sk(sHs,) "1 € CNx1
is the LS estimation noise, N, x ~ CN(0,521), and 72 =
02 /(K Py) is the mean square error (MSE) of the BS.

The BS is equipped with a hybrid precoder that consists
of a radio frequency (RF) precoder, Frr € CN*Nrr and
K digital baseband (BB) precoders, fpp 1 € CNrrx1 Jo =
1,..., K. Specifically, Fgpr € CNV*NrF s the radio frequency
precoder, where Ny is the number of radio frequency chains
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and N > Ngrp [21]. The BS applies the probing precoding
vector, px. = Frrfep i, pr € CV*1, to the k-th UE and gets

Zak(t) = Pk Za,k(t) = PE HEv(2) + Ta i (t), (12)

where 7, (t) = pHn,(t) is the estimation noise after
precoding and 7, x (t) ~ CN (0, P, x02). With the unit power
of the input signal, the numerical value of ||px||% equals the
transmit power of k-th UE, i.e., |px||% = Pk

After the k-th UE transmit Lj packets, the BS obtains Ly
measurements in (12) and stacks them into a vector given by
Zok = [Ea’k(l), ey /Z\a,k(Lk:)} = pIIjANAHAAHLka + ﬁa,k’
where z,, € CP*Fx and 7, 5, = [Aak(1), - - . Mok (L))

We replace the z,_; with its conjugate transpose, i.e.,

Zox = Ve Ar s AAN Py + Na k> (13)

where z, ;, € Chext . k€ CI#*1 is the estimation noise
after precoding, and Ny~ CN(0, Py 521y, ).

We define Vi, = [v(1),...,v(Ly)] € CM*Lt a5 the phase
shift matrix to model the conﬁguratlon of the phase shift
vectors over L packets. Ly equals the number of paths from
the k-th UE to RIS, ie., Ly = Jy. Notably, L, can be
get from the number of non-zero values of ﬁk in the first
phase. Thus, the total number of packets for the uplink channel
sampling is L = Zkl,(zl Ly = Zszl Jrx. With K packet
length, the uplink pilot overhead is K L.

2) Downlink Channel Sampling: The digital BB precoding
matrix is Fgg = [fBB,la-“nyB’K]’ fgp € CNrrxK The
precoded signal at the BS is expressed as S = FrprFppX,
where S € CV*Ta X = [xT, ... xE)T, X € CE*Ta, x; €
C'*Ta and Ty is the length of a downlink packet. x, is the data
symbol vector of a downlink packet with E{x/'x;} = Ir,.
With orthogonal downlink packet to distinguish UEs, we set
Ty = K to distinguish K UEs.

In the ¢-th slot, the BS transmits the preceded signal to the
UEs. The RIS controls v(¢) to reflect it and then the k-th UE
receives the signal as

H(t)H?S + 1y (1)
K
m t)HkH Zklzl FRFfBBJC/Xk/ + nb,k(t)a (14)

where y, (t) € CYE, ny(t) € CYK is the Gaussian
noise vector and the noise power is oZ. By the LS estimation,
the k-th UE measures the cascaded channel as Zj () =
H(t)HHpk +ﬁb k( ) where ﬁb k(t) =1y k(t) k (XkaH)71
and np (1) ~ CN(O 2). The MSE of UE is 67 = 07 /K.
The k-th UE collects L), measurements as zpj; =

Vor(t) =v

[Eb)k(l); e §/Z\b7k(Lk)] = VkHAM,;CAkA%pk + nb,k’ where
Zpk € Chexd, Mo = [y, (1) 37,k (Ly)] and Mok ™~

CN (0,031, ). The downlink pilot overhead is K L.

C. Channel Covariance Matrix of Antenna-Domain Channels

When the paths originate from all possible angles in front
of the RIS in sub-6GHz, the CCM at the RIS can be ap-
proximated as a real matrix, as depicted in equation (11)
of [9]. Especially, the spatial correlation matrix is the CCM
normalized by the channel variance. In contrast, the CCM in
mmWave environments does not yield a simplified version.
Different from the CCM in sub-6GHz, the CCM at the RIS
in mmWave environments is given by

(a)
~ ARE {gngg} Ag
(15)

Rrrs =E{(Argr)(Argr)"}
= ARARA%L,

where Ar = [a(01,¢1),-- -, a0, pL,)] € CM*Lr g
the matrix containing the array response vectors of Lg paths,
gr =[c1,...,cr,|T € CEEXL is the corresponding complex
gains, and Ap € CL5*L5 js a diagonal matrix whose diagonal
entries are channel eigenvalues. The equation (a) holds since
the range of spatial angles is approximately zero in mmWave
scenarios [22]. Since the BS-RIS channel is quasi-static, the
spatial angles and channel gains do not change over a long
time. Therefore, the CCM at the BS is not analyzed here.

To calculate the KR in mmWave environments, we initiate
the construction of the CCM for subchannels of the cascaded
channel, i.e., hy = vec(HZ) € CNM*! We define Ry, =
E{h&khfk}, which is given by

R, = ]E{hs,khgk} = E {vec(H{)(vec(H{ )" }

b *
&) E {(A} ® App)vec(Ay)vec (Ay) (AL @ AL »}
~ Us,kAs,knga (16)

where (b) holds due to vec(ABC) = (CT ® A)vec(B),
Usr = Ay ® Aup € CNMxJgLgJsk ig the tall matrix
describing the spatial correlation between antennas and ele-
ments, Ay = E{vec(Ay)vect (Ay)} € ClalolrexTolalsn
is a matrix whose diagonal entries are channel variances of
sub-channels, A, ; describes the correlation between channel
gains of sub-channels.

D. Key Rate

In practice, statistical information about Eve is hard to
acquire [10]. In such a case, the KR between the BS and
the k-th UE is the mutual information of their measure-
ments, i.e., I(2z4x;2p %) [23]. Based on (16), we construct
the covariance matrices of BS’s and UE’s measurements.
Define Rq = ]E{zmkzgk} and Ry = ]E{zhszk} as
the covariance matrices of z, ; and zy j, respectively. Define



R = E{z,z{!.} as the cross-covariance matrix of z,
and z ;. Then, we get

Pa kO'g
Rk = VIR Vpr + kP, —5 L. a7
o2
Ry = VIR Vo + ?bILk, (18)
Rovi = Rpak = V;ZkRs,kVp,kv (19)
where V,; = p; ® Vi € CVMxLi js the equivalent
precoding matrix. The full CCM of both measurements is

Zg K H _H Rak Rab k
Koy, = E{ |2 : . Q0
b,k { {Zb,kil 2k Zb,k]} l:Rba . R, J (20)

Therefore, the k-th UE’s KR can be expressed as

R, xR
a bl

R, P, .51 ||IR 021
— 10g2 | v 7k/\+ a/v\lzo.a Lk|| v,k ta/lzz Lk| , (21)
|(Pak0z +03)Rok + Por020,1L, |

where R, ;, = Vf’kRska%k is the equivalent CCM. Ap-
parently, the KR in (21) is determined by the R, . Previous
works on RIS-assisted key generation [10] and [8] designed
the precoding and phase shift vectors to modify R, so
as to improve the KR. However, the BS should acquire the
prior information of the equivalent CCM, which induces a
burden for pilot overhead. Benefitting from the sparsity of the
mmWave band, the KR in (21) can be simplified and optimized
based on the prior information of virtual spatial angles.
Notably, the analytical expression of the KR relies on
the Gaussian distribution assumption for the sub-channels of
the cascaded channel, denoted as h, ;. Given the stationary
physical locations of the BS and RIS, the BS-RIS channel G
is quasi-static, while the channel from the k-th UE to the RIS,
fi, is subject to variations. The assumption is widely used in
[24] and [25]. Consequently, the sub-channels of the cascaded
channel are modeled to follow a Gaussian distribution.

V. FA-BASED KEY RATE OPTIMIZATION

Since the physical locations of BS and RIS are stationary,
the BS-RIS channel is quasi-static, while the channel from
the k-th UE to the RIS is varying. The design of probing
precoding and phase shift vectors contains two steps. Firstly,
the BS designs the probing precoding vector to align with
the maximal channel gain of the quasi-static BS-RIS channel.
Secondly, the phase shift vectors are designed to extract secret
keys from varying channels from the k-th UE to RIS. Given
the probing precoding and phase shift vectors, we design two
algorithms to find the optimal power allocation of multiple
UEs when the channel variances of beams are equal and not
equal, respectively.

A. Design Probing Precoding Vector

The precoding vector is py = /Py kPn,k, Where P, is
the power allocated to the k-th UE and p,,  represents the
unit NV x 1 precoding weight vector. In order to maximize the
received power, p,  is set as the eigenvector corresponding

to the maximal channel eigenvalue, i.e., the z-th column of

Ay . Given the py, 2, is simplified as

Za = VH Ay A Alpy + Nak
~ g/ Pai Vit Anri(cr, ® €) + Nak

= g/ Par (U V)T (U k) + 10y (22)

where gy = max{g, ;}, fare = Ani(crr®e), e € Clox!
with the only 1 at the l,,4,-th column and [l,,,, is the
corresponding row index of g;, ; in Aj. Notably,

farr =App(crr®e) = (Af o Ay)(crr®e)

(©) [ p# *

= (A} rcrk) 0 (Age) = (Afperi) o (ay)

d)

2 (Af 0, ®@1) =

where (¢) and (d) due to (AC) ¢

and a, is the AoD of gy in Ag.
Similarly, we get zy; = gM\/ﬁJCVkaMk + My - Ac-

cording to [21], an indiscriminate power allocation is con-

figured for all RF chains, ie., fppr = Ni;k Npr and

Frr = [Pnks.--,Pnk]- Therefore, p; can be decomposed
as Frrfpp k. Specially, ppx = -+ = Pn,x since all UEs
share the same BS-RIS channel.

—~

(A?’k oag)crr, (23)
(BD) = (A+B)(C® D)

B. Channel Covariance Matrix of Beam-Domain Channels
The CCM of fyr 1 is Ry = ]EifM kak} The virtual

beam-domain channel is defined as fj; j, = UMfM ko fM S
CM*1 The CCM of ka is Rfk = E{fM kak} Based

on [26], the channel Varlance of ¢y are equal in isotropic
environments. We set of Kl = af g forl=1,...,J¢. The

normalized CCM of fM is Rn »=E {fM ka k} /af .

To investigate the normalized CCM of a UE, we ignore the
subscript k£ of R,, ; for simplicity. According to Appendix
A, the normalized CCM is calculated at the top of the next
page (24), where © = ﬁz(pz Mtly gy = iy( y — M”QH),
p= (M, —1)p.+p, and ¢ = (M, —1)g. +qy, and f(py,0)
is the probability density function. The (24) indicates that R
approaches a diagonal matrix when M, and M, are large
enough. The diagonal matrix contains a small portion of non-
zero entries and a large portion of zero entries. The non-zero
entries represent clusters whose elevation angle ranges from
@}“in to ©7** and azimuth angle ranges from O™ to O,
ie., 0y € [0F™, 7] and ¢y € [4,0’}““, o7 We define A as
the non-zero diagonal indices in R, which is computed as A =
{plp = (M, — 1)p. + py,p € Z, | M. ¢ sm«ﬂ‘}‘mJ 4 Mt <
p. < | M, )\sm(p‘}“xj + M2+1, | M, & § cos @f,isine}ninj +
M, +1 <py LMyi cos oy Sine;ﬂaxj + ]Wy2+l}'

C. Design Phase Shift Matrix

Based on the CCM analysis of fM,k, we observe that the
virtual beam-domain channel can be approximated as a matrix
where the channel gains c; ;, are present at specific locations,
while the remaining entries are zero. The index of non-zero
values in fjs ;, denote the channel gains corresponding to the



Miggwmﬂnw=E{UﬁM@#WhWﬁwﬂHUMHm
d .
/ / fsmgof —x)6(q. —pz)é(X cosysindy — y)d(qy — py) fler, 0f)derdly, (24)
samples of A,y 7. Based on (23), Ay ¢ = Aj‘,k’ ca, € where nq ;= WZM and np 1 = ﬁg&k are the

CM>Js.x is the paths from the k-th UE to the RIS and then to
the BS through the path with the best channel gain. To estimate
the virtual beam-domain channel fj; 1, the phase shift matrix
V. is configured as VM A M, f,k- With the estimated channels
_/KMJC, KMJ),C consisting of Jyj columns is selected from
A M, k- Given the Vi, z, . in (22) is further simplified as

Zak X g/ M PokCrik + Mg k- (25)

Similarly, we get the measurement of the k-th UE as follows:

Zp g X g/ M Py gCp i+ My gs (26)

where z, ;. is the measurement of instantaneous channel gains
ct . Next, we will derive the analytical expression of the
KR in terms of the channel variance of cy; and the transmit
power P, ;.. Furthermore, we will optimize the transmit power
P, 1 to maximize the KR. Notably, there is no loss of phase
information in (26). Since the number of elements M is large,
the size of the codebook Uy, € CM*M g large. This ensures
the array response vector of a path aligns with a specific
column of Uy, and is orthogonal to other columns. Therefore,
the phase shift matrix that is designed according to Uy, can
align with array response vectors of A s and eliminate the
impact of the spatial angles from the RIS. Similarly, when the
number of antennas N is large, the precoding vector that is
designed according to Uy € CN*V can align with an array
response vector of A and eliminate the impact of the spatial
angles from the BS. However, if M and N are not large,
there is a loss of phase information, presenting a potential area
for future research. Nevertheless, our approach establishes an
upper bound for such cases.

D. Key Rate Derivation and Optimization Problems

When the p,, aligns with the spatial angle of the maximal
channel gain of the BS-RIS channel and the phase shift vectors
align with spatial angles of £y, the source of randomness is
converted from the subchannels h, j in (21) to the varying
channel gains cy ;. We define the CCM of csj as Ay =
E{cyxcf)} = diag{[oF,,...,0% ;, |} Thus, the KR in (21)
is approximated as

Cr = 1(Za,k; Zb,1c)
1 |MO‘ akAfk-‘rO‘QPakIHMO’ PakAfk+UbI|
~ lo =
82 |M0oZ2Py k(02 Pk + G2)A sk + 0202 P, k]

= log, 1+ i
GaPay + 04 + 0504 /(Moo )

Jf,k

1
= log, (1 + > ) 27
7 Na,k,l + Mokl + Na,k,17b,k,1

MSE of the [-th beang of BS and k-th UE, respectively, and
is the variance of gj;.

Based on (27), we formulate the optimization problem of
the multi-user case as follows.

g

K Jrk

2
max E E logy | 1+ gA 5752
a O

2
k=11=1 O-gpa»k+0.b+Maa

Fik,l
s.t. Z

(28)
The objective function of (Pl) is the key rate of K UEs, where
a log(-) function denotes the key rate that a UE obtains from
a path of its beam-domain channel. Notably, the beam-domain
channel is sparse when the number of elements and antennas
is large. With the sparsity, the design method of the phase shift
matrix at RIS and precoding vector at the RIS can be applied
so that the objective function of (P1) is valid.
When the channel variances of complex gains in fj are
equal, the optimization function is simplified as

Poy < P

2 2
Mcrgaf’kPavk

—5>
~ ~92 [ote)

UZPa,k+0b+ MU‘EU”J%k
9% fik

rr}l%x ZlogQ 1+

stz

Next, we will design the full-array configuration with power
allocation (FA w/ PA) scheme to solve (P2), which is elabo-
rated in Section V-E. When the channel variances of beams
are equal, (P2) can be solved by the classical Lagrangian mul-
tiplier method. Regarding (P1) considering channel variances
are not equal, it is much more complicated, which cannot be
solved by the Lagrangian multiplier method. Because the P, ;,
allocated to the k-th UE for extracting secret keys is coupled in
the objective function, we proposed a full-array configuration
with a deep learning-based power allocation (FA w/ DLPA)
scheme to solve it, which is explained in Section V-F.

a k< (29)

E. Full-Array Configuration with Power Allocation for (P2)

For simplicity, we define the objective function of (P2) as
f. Based on [27], the solution of the Lagrangian multiplier is
a global maximum when the objective function, f, is concave
over a convex set. We sort to verify whether the objective
function of (P2) is concave. We derive the first-order and
second-order partial derivatives of f, given by

8f xb)k/an

OPc  (@an P2y + 200o(2Tak + 1) Pak + 2p,(Tag + 1))
82f _ _xb7k(2xa,kpa,k + xb7k(2xa7k + 1))/1112
8Pk2 (IakaaQ,k + xb,k’(Qxa,k + 1)Pa,k + mg,k(l‘a’k, + 1))2’

(30)



Algorithm 1 Bisection Algorithm

Il’lpllt: {ph,i}s P,, Mmazs Umins La,ks Tbks> €;
Output: {p;}, p.

1: Set H = (/f’f’min + ,umuw)/2;

2: Calculate P, j according to (33);

3. repeat

4 if 325 Pui < P, then

5: Hmax = (,U/mzn + Mmaav)/2;

6: else

7 Hmin = (,Udmin + ,Ufmax)/Q;

8: end if

9: Set n= (,U/mzn + Nmar)/2;

10:  Calculate P, j according to (33);

1 wntil [ Y8 P, — Py <e

~2 ~2
Ty

where x5 = MoZo?, and z,) = W‘;?k According to
(30), agf ” > 0. It is indicated that K functions of mutual

informatior; are monotonically increasing. What is more, based
on (30), (,ﬁj—sz < 0, which means the K functions are concave.
We can find the optimal value of (P2) by the watering filling
algorithm for the KKT conditions [28].

With the water-filling level p, we derive the corresponding
KKT conditions as

of 01(Za,k; Zo k)

Poy) = = =, 31

gk( ,k) a-Pa,k aPa,k K ( )
K K

(> Pk —Pa) =0, > Pup <P (32

According to [28], g1(Ps1) = ... = g (Pa, i), which means

the increasing rates of the transmit power assigned to the k-th
UE are the same with the optimal P, j. Therefore, the KKT
conditions (31) and (32) can be transformed to using the water-
filling algorithm to find the optimal power P, ; and multiplier
. Based on (31), we calculate the P, j in a function of 1 as

P, \/x%’k(%a’k +1)2 = dag @ 1o (o 1 (Tak + 1) — ;)
a,k

2$a,k
n —xb,k(2xa’k + 1)

33
2$a,k ( )

Substituting P, , to Zle P, = P,, we design a bisection
algorithm to find the multiplexer p and P, ; in Algorithm 1.

In step 1, the initial x is set as pu = (fmin + tmaz)/2. In
step 2, the P, is calculated according to (33). From steps
3 to 11, we apply the bisection search to find the optimal p
until | Zle P, — P,| < e. In each loop, with a given y, the
P, 1 is derived from (33). If Algorithm 1 ends, the final P, ;,
is the optimal power assigned to the k-th UE.

FE. Full-Array Configuration with Deep Learning-Based Power
Allocation for (PI)

The water-filling algorithm offers an optimal solution for
(P2) when the channel variances of complex gains in fj,
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Fig. 3. KGPA-Net.

are equal. However, the optimization problem (P1) can not
be solved by Algorithm 1 since the transmit power of the
k-th UE is coupled for Jyj beams with different channel
variances. Inspired by [10], a deep learning-based algorithm
provides a solution for more complex problems. In order to
solve (P1), we design an unsupervised DNN-based power
allocation algorithm, referred to as KGPA-Net. The objective
is to develop a DNN that can effectively learn the corre-
lation between the power information and channel variance
of UEs, and subsequently determine the optimal values of
Pyr,k=1,2,--- , K, that maximize the SNR at the receiver.

The KGPA-Net architecture, as depicted in Fig. 3, takes as
input a 1 x 1 tensor representing the power range of UEs,
denoted as [pPpin,Pmaz), and K 4 X 1 tensors representing
the channel variances of paths. The model then utilizes two
fully connected (FC) layers as hidden layers for feature
extraction, with ReLu serving as the activation function. The
output layer comprises one K x 1 FC layer and one K X 1
normalization layer. The output of the FC layer is denoted
by p' = [P, Py, ,PAK]T. To satisfy the total power
constraint, the normalization layer performs

P,
Pa,k: = Pa K .
21 P ék
In the training phase, KGPA-Net updates parameters by

unsupervised learning with the aim of maximizing KR. This
is accomplished by minimizing the loss function given by

I 1 N, K I
08§ = ——— E E Z 7z
Nm el ke1 ( a,k,n;s b,k,n)a

where IV, is the number of training samples, z, i, and 2 i,
are the measurements in the n-th training. A smaller loss
function corresponds to a higher average SKR. The DNN is
updated using the stochastic gradient descent method (Adam
optimizer) with a learning rate of 0.001. The training process
is performed offline. In the online inference phase, the BS
allocates power directly to UEs based on the output of the
trained neural network, as soon as it receives the power and
channel variances of the UEs.

Our proposed neural network exclusively utilizes fully con-
nected layers, also known as a multilayer perceptron [29],
which is simpler compared to other deep learning architec-
tures like convolutional neural networks and recurrent neural
networks. This simplicity is sufficient for our purposes, as our
network is designed to learn the relationship between power

k=1,2,--- K. (34)

(35)



allocation, beam domain power variance, and total power,
without the need for more complex structures. In the future,
if the complexity of the optimization problem increases, we
may consider exploring other network architectures.

G. Complexity Analysis

We analyze the complexity of the FA w/ PA scheme.
Firstly, the BS uses the OMP algorithm to estimate the spatial
angles. The complexity of the OMP algorithm is given by
O(nml), where n is the measurement length, m is sparse
signal length with sparsity level [ [12], [30]. For a UE, the
BS uses V' packets to estimate J,J 5, paths from a M N x 1
sparse vector. Therefore, the complexity is O(VMN J,J; 1).
Assume K UEs with the same number of paths J;. The
complexity is O(KVMNJg,Jy). Secondly, the BS and UEs
use the LS estimator to measure the beam-domain channels.
The complexity is O(2L), where L = S, J;, is the sum
of all paths [12].

Finally, the BS uses Algorithm 1 to find the power allo-
cation. The complexity of Algorithm 1 is determined by the
precision parameter €. In Algorrthm 1, the bisection algorithm
seeks to find p to satisfy Ek 1 Pak = Prnax. The search
interval iS [f4min, tmax)- If the accuracy of the bisection search
is €, then % < €9, where Tp is the iteration count. The
total complexity of Algorithm 1 is O(Tp).

In the FA w/ DLPA scheme, the BS employs the KGPA-
Net for the allocation of transmit powers. The offline training
complexity remains a challenge due to the intricate implemen-
tation of the backpropagation process during training, as noted
in [31]. Hence, our focus lies solely on the complexity of the
online deployment, which relies on straightforward matrix-
vector multiplications. In the KGPA-Net, there are two FC
layers, where the first layer has L; = 400 units and the second
layer has L; = 200 units. Also, the dimension of the input of
the KGPA-Net is 4K +1, and the dimension of the output is K.
According to [32], the computational complexity of a linear
layer is O(U,Us), where U; and U, represent the dimensions
of the input and output. The complexity of the first layer,
the second layer and the output layer are O((4K + 1)Ly),
O(L1Ly) and O(LyK), respectively. Therefore, the total
complexity is O((4K + l)Ll + L1Ly + L2K>

VI. SUB-ARRAY CONFIGURATION

When the number of UEs gets larger, the total pilot overhead
2K L is heavy in the full-array configuration with power
allocation (FA w/ PA) in Section IV. Besides, as analyzed
in (24), the estimated beam-domain channel of different UEs
are correlated if their beams are overlapping. To reduce the
pilot overhead and relieve the channel correlation, the k-th
UE can extract secret keys from the L, ; non-overlapping
beams. The total number of packets for the channel probing is
2L, =2 Zszl L, ;.. However, the pilot overhead is still linear
to the number of UEs. To further relieve the pilot overhead in
multi-user systems, we use the sub-array configuration (SA)
[33], where a sub-array serves a UE. A sub-array consisting
of parts of elements configures the reflection coefficients to
a dedicated UE. A RIS can be subdivided into sub-arrays,
enabling the simultaneous reflection of signals towards K UEs.

A. Channel Model

We divide the horizontal reflecting elements of RIS into K
adjacent groups, each of which has L = M, /K elements.
The cascaded channel of the k-th UE (5) in the full-array
configuration is decomposed to R = K sub-cascaded channel
since the RIS is divided into a set of R sub-arrays. The
cascaded channel from the k-th UE to the r-th sub-array is

H,; = An(cf), @ AJ)AL, . (36)
where Anpr = A © Ag ., € CMsxLgJgk,
Ay = [as (07, ¢7), . as(eL v‘PL )] € (CM o, Agrp =

f ! f
[a5(01,17k"(791,17k) aS(GLfk ]Lfk k’gpo k"]Lfk’ )] €
CcMxJrr, H,), € CN*M: and My = LM, is
the number of elements of a sub-array. Notably,
as(0,0) = a,(p) ® a,s(0,9) is the ARV of
the r-th sub-array, where a, E CMsx1  gpd
ay7s(9ny’ <Pnz) = }Vly [1, o e]27r(L 1)4 cos ¢y, sin Gny] is

the ARV of L adjacent elements along the y-axis.

The sub-array codebooks of sub-arrays are set differently.
The r-th sub-array codebook is U, € CEM-*/ that com-
prises J = M codewords, ie., U, = [u,(1),...,u,(J)].
Notably, u,(j) = u.(j) ® u,,(j) is the codeword of the
j-th direction for the r-th sub-array. We have u,(j) =
a.(pn.) and uy.(j) = [ay(On, n)l-1)p+100 =
DLy g (0n, . ¢n.), where 0, = % cos ey, sinb,, =
A—}y( —Mu*1y Thus, the virtual beam-domain channel of the

k-th UE through the r-th sub-array is Hr’k = UNHr,kUs,r-

B. Channel Sampling

1) Uplink Channel Sampling: K UEs simultaneously trans-
mit uplink packets to the BS. The received signal of BS is

R
- Zr:l
where v,.(t) is the phase shift vector of the r-th sub-array,

Y:(t) € CN*K and N (t) € CV*E s the complex Gaussian

noise matrix with zero mean and o2 variance.

The BS measures the cascaded channel of the k-th UE as
Z H, v, (t (38)

where n; , = Nq( )sk (st s;.c)_1 is the LS estimation noise,

~ CN(O 521), and 02 = 02 /(K P,) is the MSE of UE.

The BS applies the precodlng vector, ps; = Frrfpp.i,
Ps,k € CN*1, to the k-th UE and gets

Za i (t) = =py Z H, v, (t

where 7 ;. = =pH ng  1s the estimation noise after precoding
and n? kNCN(O Py 102).

After UEs transmit L packets, the BS receives L, packets
and stacks them into a vector z;, ; = [z} ;(1),...,2; ,(Ls)] =
p ZT VHw Vo 4+ 08 where 25, € CYEe and 75, =
[Afl’k(l) 5 1 (Ls)] € CHxke, We replace z° ok by its
conjugate transpose and substitute (36) to it, given by

R
25 =D VI Arnn(Chr ® Ag) AR Pos + 15 i (40)

K H S
o1 Hr,kvr (t)sk + N;L(t)’ 37

+nak7

ngig k ) + Mg > (39)



where 25 , € C**! and n}, ;, € CY=*! ~ CN(0, Py x52T).

We deﬁne V, = [v.(1),...,v.(Ls)] € CM*Ls a5 the
phase shift matrix to model the configuration of the phase
shift vector of the r-th sub-array over L, packets. The total
number of packets for the uplink channel sampling in the sub-
array configuration is L,, where L, = max{L, 1} and L, x
equals the number of non-overlapping beams of the k-th UE.
With K packet length, the uplink pilot overhead is K L.

2) Downlink Channel Sampling: In the t-th slot, the BS
transmits downlink packets to UEs. The RIS controls v,.(t)
to reflect the downlink packet and then the k-th UE receives
the signal as y; . (t) = Zf VOB px + 0 (), where
p = Frrfpp is the downlink precodlng vector shared by all
UEs, ||p||% = P., and z is the symbol with = * 21 = 1.

The k-th UE conducts the LS estimation to measure the
cascaded channel as zj, () = Zf (vt )HH p+ nb k( ),
where 75 , (t) = nj  (t)z" (zz™) ™! ~ CN(O Jb) and 07 =
0'13 is MSE of UE. The k-th UE collects L, measurements as
zp ;. = [25 x(1); - .25 1 (Ls)], which is given by

R
Zp ) = Zr:l VEAM’r,k(C?k ® Ag)ANP + My, (41

where zj, € Cl*', ni, = [Apr(1);.. ;7 x(Ls)] and

Mr ~ CN (0,55I). The pilot overhead for the downlink
channel sampling in the SA configuration is L. Therefore,
the total pilot overhead of the SA configuration is (K + 1) L.

C. Key Rate of the Sub-Array Configuration

Similar to the precoding vector design in full-array configu-
ration, the uplink and downlink precoding vector in sub-array
configuration is set as p = /PaPn i and Psx = \/Pa kPn.ks
respectively. Define h, , = HkH,rpn,m h,, € CM*1 and
R, = E{hk’rhﬁr}. When the channels of different UEs
become independent, we calculate the covariance matrices as

Ry, =Pury VIRoid V,+Pudil
Rak =P, Zr V?Rkﬂ. Zr V., + 851 (43)

Rip i = Reak = mzr VIR, ZT V,, (44)

Therefore, we have (45), which is shown at the top of
the next page. In order to cancel the interference from other
UEs, V,. should be designed as R, ;V, = 0, for » # k.
Consequently, the objective function can be simplified as
(46), which is shown at the top of the next page, where

= — % — ‘7717
fa,k,l = I 0202 - and gbkl = oz Uf P are the MSE

of the [-th beamf of BS and the k-th UE respectlvely

(42)

VII. KEY GENERATION PROTOCOL
A. Quantization

BS and the k-th UE convert channel measurements, z  (t)
and zy 1 (1), respectively, to binary sequences. We apply a sin-
gle threshold quantization, Q(-), which is a common practice
in the key generation field [34], [35]. Each UE carries out
quantization independently, given by K, = O(zp ). We
use the bit disagreement rate (BDR) to quantify the difference
between the sequences of BS and the k-th UE. The BDR

is defined as BDR = i Ka, "() Ko )‘, where [, is the
sequence length. To mitigate the BDR alternative quantization
methods, such as the guardband-based method [36] or the
correlation-based method [37], can be employed. Interested
readers can refer to various quantization methods in [38].

B. Information reconciliation and privacy amplification

Due to noise, disparities arise between the sequences of BS
and UEs after quantization. To address these discrepancies,
both BS and UEs apply information reconciliation methods
such as Cascade and secure sketch to remove inconsistencies
[3]. A comprehensive overview of various information recon-
ciliation methods is available in [39].

During the preceding information reconciliation process, BS
and UEs must exchange partial information over a public chan-
nel. An eavesdropper could exploit this exchanged information
to make educated guesses about the secret keys. Consequently,
the eavesdropper gains an advantage in finding the secret keys
more efficiently. BS and UEs utilize privacy amplification
methods to transform the sequences into shorter secret keys
to wipe off the leaked information. Widely adopted privacy
amplification techniques include the leftover hash lemma,
cryptographic hash functions, and the Merkle-Damgard hash
function, as detailed in [3].

VIII. SECURITY ANALYSIS

In our paper, we assume eavesdroppers are located half-
wavelength distance from the UEs so that the wireless channels
of eavesdroppers are uncorrelated with UEs. However, if an
Eve is near a UE, the beam-domain channel of the Eve may
be correlated with that of a UE. According to [14], if an
Eve is too close to the k-th UE, parts of their beams may
overlap. We define £ as the set of [;.,; overlapping beams.
The beam-domain channel of the k-th UE and the Evs is
crr and cy ., respectively. We define the [-th beam of cy¢
and cy. are z.; and z,;, respectively. If z.; and 2, are
overlapping, the cross-correlation between 2. ; and 2, ; is given

by p = Efzeazi}/\/BAzeszl ) E{ 2z )

If Eve is near to the k-th UE and is capable of the ability
of the UE to estimate the downlink channel as described in
Section IV, parts of beams are overlapping and there is leaked
information of secret keys. According to [40], if Eve possesses
less knowledge regarding the measurement of k-th UE z
compared to the BS, or similarly, has less information about
the measurement of the BS z, ; than the k-th UE, this disparity
in information can be effectively utilized for key generation.
We calculate the achievable KR as follows:

Cro=1(241;2,%)

(a) ~ -
= 1(zak; 2ok) — 1(2e;20,k) = Ck — Zla I(Ze15Z0,1)

—min {I(z¢;Zp, k), [(Ze; Za k) }

Jf7)c

1
= log, (1 - )
= Na,k,l + Mo,k,1 + Na,k,1Mb,k,1

2
P
_Zlog2(1+1_ 5 ),

ez P+ Mkt T+ ekl + Mo,k 17 kL
(47)




qu,k = 10g2 (

| Zr VT’RTJC Zr VT + Pavkga,kIH Zr V”‘R’f’,k Zr VT + a—\g,k:” (45)
|(Paqk82,k + 3Z,k) Zr VTRkv"‘ Zr V. + Pavkai,k'ag,ku

| <|Pa,kaRr,kvk+Pa,kaa,k1||Pakar,kvk+a§.k1|> i (1 1
= logy :

((Pa62 ), + 67 1) Pak ViR i Vi + Pa 62 157 1]

= Z log,
=1

+ . (46)
Sa kel + &bk + fa,k,lfb,k,l)

where z, is the measurement of Eve, 7 j; is the MSE of the
[-th beam of Eve, C in (27) is the KR of the k-th UE when all
the beams of the UE and the Eve are non-overlapping. When
02 = o} and P, = P,, the equation (a) holds due to 7, 5, =

oa/(KMojo%,  Py) < gy =0 /(KMago? . Pa)

IX. NUMERICAL RESULTS

This section showcases the numerical results to validate the
performance of the proposed key generation schemes

A. Parameter Settings

1) Device Configuration: The BS is located on the x-axis
with antenna spacing d, = A\/2 and A = 0.01 m, where the
coordinate of the first antenna is (9.84,1.07,1.37). The first
reflecting element is located at (29.54,3.68,3.68). The side
length of an element is normalized by the wavelength and
set as half-wavelength, i.e., d, = df = % The two UEs are
located at the « — y plane. The transmitting powers of the BS
and UEs are set identically as P, = P, = P, dBm. All noise
powers are set as 03 = 02 = o7 = —96 dBm.

2) Channel Configuration: The path-loss effect is modeled
as Puy = Bo(dj—"u“)*é’“’, u,v € {a,b,r}, where €, is the path-
loss exponent, 5y = —30 dB denotes the path-loss effect at
dy = 1 m and d,, is the link distance. The path-loss exponents
of the BS-RIS and UE-RIS links are set as ¢, = 2.2 and
€pr = 2.8, respectively.

The number of clusters in the BS-RIS channel is L, = 2 and
each cluster has 3 paths. The channel variance of the BS-RIS
channel is O'g = 1. The number of clusters in each UE-RIS
channel is Ly = 2 and each cluster has 2 paths. The channel

variance of the k-th UE-RIS channel is 0%, ; = 1.

B. The Proposed and Compared Schemes

The proposed schemes are summarized as:

1) Full-array configuration with power allocation (FA
w/ PA): The LS method is employed to estimate the
beam-domain channel in (6). The precoding and phase-
shift vectors are configured according to Section V.
The power allocation based on Algorithm 1 is used to
optimize the KR in (29) in Section V-E.

2) Full-array configuration without correlation (FA w/o
C): The configuration of phase shift and precoding
vectors are the same as the full-array configuration. The
pilot Iength is chosen based on non-overlapping beams.

3) Sub-array configuration (SA): The LS method is
employed to estimate the beam-domain channel in (6).
The precoding and phase-shift vectors are configured in

Section VI. Since the KR in (46) is determined by P,,
the power P, ; is equally allocated.

4) Full-array configuration with Deep learning-based
power allocation (FA w/ DLPA): The beam-domain
channel in (6) is estimated. The precoding and phase-
shift vectors are configured according to Section V.
The deep-learning-based power allocation is shown in
Section V-F to optimize the KR in (28).

The benchmark schemes are summarized as:

1) Random configuration (RA): Both the precoding and
phase-shift vectors are randomly configured [5]. The
equivalent channel in (3) is measured.

2) CCM-based configuration (CCM): The equivalent
channel in (3) is measured. Both the precoding matrix
[10] and the phase-shift vector [8] are optimized based
on the CCM of subchannels in (16) to maximize (21).

3) Hardamard-pattern configuration (HP): According to
[16], the subchannels of the cascaded channel in (5)
is measured. The precoding and phase-shift vectors are
configured in the Hardamard pattern [18].

4) Full-array configuration (FA): The beam-domain
channel in (6) is measured. The precoding and phase-
shift vectors are configured according to Section V. With
equal power allocation, the KR in (29) is calculated.

C. Performance Analysis

The figures presented use solid or dashed lines to represent
numerical results, while simulation results are denoted by
markers. Monte Carlo simulations are used to verify the
numerical results, and the ITE toolbox [41] is employed to
calculate the mutual information of the measurements of the
BS and the UEs for further validation.

1) Evaluation of KR: We evaluated the KR of two UEs
against transmit power, the number of reflecting elements as
well as antennas and then extended it to more UEs.

Figure 4 depicts the beam-domain channel of a UE. The BS-
RIS channel comprises 2 clusters, each containing 3 paths.
As shown in Fig. 4, three non-zero values along the y-axis
represent a cluster of the BS-RIS. Additionally, the UE-RIS is
composed of 2 clusters, each containing 2 paths. The two non-
zero values along the x-axis represent a cluster of the UE-RIS.
Given that the BS-RIS channel has a total of 2 x 3 = 6 paths
and the UE-RIS channel has 2 x 2 = 4 paths, Fig. 4 exhibits
a total of 6 x 4 = 24 non-zero values, since the beam-domain
channel is the cascade of the BS-RIS and UE-RIS channels.

Figure 5 exhibits the KR that BS and two UEs can extract
in each channel probing with different transmit powers. The
two UEs are located at (0,0,0) and (150,150,0). In FA w/
PA configuration, the BS and a UE apply the channel probing
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protocol in Section IV to estimate a cluster of 4 paths. The
increase in the transmit power has a big influence on the
KR since the high power improves the similarity of their
measurements. The KR of the FA w/ DLPA configuration fits
the KR of the FA w/ PA configuration, which validates the
performance and reduces the complexity. The KR of the RA
configuration is the least favourable due to the possibility of
the random phase shift vector being orthogonal to the spatial
angles of the beam-domain channel, resulting in almost zero
channel variance. Additionally, the average disparity between
the KR of the FA w/ PA configuration and the RA config-
uration is substantial. This is attributed to the beam-domain
channel offering more channel dimensions for key generation,
thereby enhancing the overall key rate. Compared to the HP
configuration, the FA w/ PA configuration also has a small
decrease, since the HP configuration consumes more pilot
overhead to estimate the subchannels of the cascaded channel
and the estimation noise is smaller. However, there exists
serious auto-correlation between the measurements from the
HP configuration while the measurements from the proposed
scheme are nearly uncorrelated.

Figure 6 illustrates the KR per channel probing for a
different number of reflecting elements. It is apparent that the
KR improves with the number of reflecting elements since
the increase of reflecting elements improves the SNR at the
receivers. What’s more, the KR of the CCM configuration
does not increase greatly, because the channel dimension is
limited. As shown in Fig. 6, the KR of the FA configuration

@
=}

T
—*— HP

FAw/ DLPA
—A— FAW/ PA

33
=)

Key rate (bits/channel probing)

80 100 120 140 160 180 200 220 240
The number of reflecting elements

Fig. 6. KR versus the number of reflecting elements. N = 39, P, = 5 dBm.
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approaches the KR of the FA w/ PA configuration with the
increase of elements. Since when the estimation noise gets
smaller, the optimal power allocation strategy for FA w/ PA
generally approaches equal power allocation. Furthermore,
Fig. 7 investigates the KR versus the number of antennas.
It is observed that the KR increases with antennas. With the
increment in the number of antennas, the estimation of the
most powerful beam from the BS to the RIS is more accurate,
which improves the KR.

Figure 8 extends the case of two UEs to the case of
multiple UEs. The former simulation considers the isotropic
environment, where the channel variances of beams are equal
and the (P1) is solved. The FA w/ DLPA scheme can solve
the (P2) in the non-isotropic environment, where the channel
variances of beams are not equal. Therefore, Fig. 8 illustrates
the performance of the FA w/ DLPA configuration for the
system where the channel variances of paths in fj are not
equal. In the case of non-equal channel variances, the channel
variances of 4 paths are set as 1.323,1.312,1.184,1.181.
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TABLE I
054 ) RANDOMNESS TEST RESULTS
—*—HP
FA w/ DLPA

Ol A FAwPA FA w/ PA | FA w/ DLPA | FA w/o C | SA
g FAw/o C Frequency 0.15 0.11 0.74 0.01
£ g’éM ] Block frequency 0.57 0.22 0.46 0.46
£ RA Runs 0.72 0.57 0.23 0.60
% | Longest run of 1s 0.86 0.83 0.16 0.66
2 DFT 0.83 0.80 0.81 0.08
@ Serial 0.65 0.36 0.39 0.73
. ena 0.6 0.68 0.59 0.98
x Appro. entropy 0.34 0.85 0.62 0.38
s 1*5 *2“; Cum. sums. (fwd) 0.23 0.16 0.85 0.01
Transmit power (dBm) Cum. sums. (rev) 0.19 0.07 0.54 0.02

Fig. 10. BDR versus transmit power. N = 39, M = 144.

Firstly, with the increase in the number of UEs, the total
KR of the system is increased. Secondly, in the case of FA
w/ PA, the KR extracted from the paths with equal channel
powers is greater than the KR extracted from the paths with
different channel powers. Finally, in the case of FA w/o C,
the KR extracted from the paths with equal channel powers
is smaller than the KR extracted from the paths with different
channel variances, since each UEs extract KRs from the first
two strongest paths.

2) Evaluation of Evesdropping: Figure 9 illustrates the
effect of cross-correlation between the beam-domain channels
of a UE and an Eve on the KR. In this scenario, two clusters,
each containing two paths, are shared between the UE and Eve,
leading to correlated channel gains. As the cross-correlation
coefficient increases from 0.1 to 1, there is a noticeable decline
in the KR for the proposed schemes, denoted by solid lines.
This decrease occurs because Eve intercepts more secret keys
as the cross-correlation rises. Furthermore, Fig. 9 also explores
the FA w/ PA scheme under two additional conditions: the
presence of a single overlapping cluster and the absence of any
overlapping clusters, depicted with dashed lines. The highest
line represents the scenario without overlapping clusters be-
tween the UE and Eve, indicating either the absence of Eve
or Eve far away from the UE. When there are one or two
overlapping clusters, the KR is lower compared to the scenario
without overlapping clusters.

3) Evaluation of BDR: As shown in Section VII-A, after
the channel probing process, the BS and UEs quantize their
measurements into binary sequences. We evaluated the BDR
of two UEs against transmit power.

The plot in Fig. 10 illustrates the relationship between

the BDR and the transmit power. It is observed that the
BDR decreases as the transmit power increases. This can
be attributed to the fact that higher SNR values result in
fewer discrepancies between the measurements of Alice and
Bob. The BDR of the HP configuration is smaller than other
schemes since the pilot length is N M which greatly reduces
the estimation power. The BDR of the RA configuration is
the highest because the random phase shift vector may be
orthogonal to the spatial angles of the f;, which makes the
channel power nearly zero. The SA configuration exhibits a
higher BDR compared to other proposed schemes due to the
scaling of the complex gain by the inverse of the number of
UEs, resulting in impaired performance. The BDR of the FA
w/ PA configuration is higher than the FA configuration since
the water-filling algorithm allocated more power to the UE
with stronger UEs. Therefore, the BDR of the poorer UE will
greatly increase the total BDR.

4) Evaluation of Randomness: We investigate the impact
of spatial correlation on the randomness of measurements of
beams in fading blocks, which are used as a random source
for key generation. As shown in Fig. 11, the spatial correlation
between channel coefficients in the antenna domain is serious,
while the spatial correlation between channel coefficients in
the beam domain is weak. To evaluate the randomness of the
measurements, we employ the National Institute of Standards
and Technology (NIST) test suite, a widely used tool in the
key generation field [34]. Specifically, we generate 6000 fading
blocks, where each block contains 4 measurements of 4 paths,
with N = 39, M = 144, and P, = 20 dBm. We apply
9 statistical tests from the NIST test suite using the toolbox
[42], and for each test, we obtain a p value. A p value greater
than 0.01 indicates that the sequence passes the particular
randomness test. Our results, summarized in Table I, show that



all the p values are greater than 0.01. The simulation results
show that the spatial correlation of beam-domain channels
does not affect the randomness of measurements.

X. DISCUSSION
A. Large-Scale UEs

When the number of UEs increases, more than one UE
might have the same spatial angles. If two UEs near each other
have paths of the same spatial angle, the complex gains of the
paths are correlated. In the worst case, two UEs have two
paths sharing the spatial angle and having highly correlated
complex gain, where the complex gain is near the same. The
secret keys extracted from these two paths can not be used.
In such worst case, the key rate is given by
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(48)
where G, is the set containing the indices of the paths which

do not overlap with paths of other UEs.

B. The Condition for Distinguishing UEs

As described in Section IV-A, the BS uses the OMP
algorithm to estimate the spatial angles. The codebook is
F = U}, ® Uy, where Uy, and Uy predefine the spatial
angles at the RIS and the BS, respectively. The number of
paths of the BS-RIS and the k-th UE-RIS channels are J,
and Jy j, respectively. A non-zero value in the beam-domain
channel of the k-th UE x; corresponds to a column vector of
F. Although UEs share the same BS-RIS channel, the non-
zero values of {x;} are on different entries since the spatial
angles of the UE-RIS channels are different. According to
[13] and [30], the total number of non-zero elements in xj
is JgJrx, which is always much smaller than the size of
the codebook M N. With the sparsity of mmWave channels,
the OMP algorithm can be used to estimate {x;} and the
coordinates of {xy} help distinguish the spatial angles of UEs.

XI. CONCLUSION

In conclusion, this paper addressed the challenges of opti-
mizing PLKG in RIS-assisted mmWave multi-user systems.
By transforming channels from the spatial domain to the
beam domain, we proposed an effective channel probing
method based on the OMP and LS algorithms to acquire
angular information and channel gain. Analyzing the CCM of
the beam-domain channel, we observed uncorrelated channel
gains, which influenced our approach to KR optimization.
Through the design of phase shift and precoding vectors,
along with power allocation methods based on the water-
filling algorithm and deep learning, we achieved superior key
generation performance. Additionally, we introduced a sub-
array configuration scheme that leveraged differences in spatial
angles between users, successfully reducing pilot overhead.
The presented numerical results verified the efficacy of our
proposed methods, demonstrating their superiority over exist-
ing CCM-based algorithms in PLKG.

APPENDIX
A. Proof of the Sparsity Property

In order to prove the Eq. (7), we should prove the sparsity
property of the virtual beam-domain channel from both sides
of BS and RIS. If the elevation and azimuth angles of a path
from RIS are ¢( and 6y, respectively, we have

[UJ\H43(007<P0)]71 = (af(@n)aZ(@O)) ® (35(9717§0n)ay(90a¢0))

1 ) o ) o
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_ iefm(qu)(@of@nz)Sin.(—WMz(@o — Pn.))
o Sin(—(20 — 7))
=i (My—1)(Bo—0,,) Sm.(—WMyi(eo - eny))7 (49)
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where @q % sin ¢g, o = )\ cos o sin by, @, = %sin ©On. >
Gny:%c S Pn, sinby, , n, = mod (n—1,M,) and n, =
[(n—1)/M,]. I M, and M, go to infinity, we have

lim  [Ufra(bo, v0)ln = 6(¢o — @n.)0(00 — ), (50)
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where §(z) =0if 2 #0; §(z) =1 if z = 0.

If the azimuth angle of a path from BS is g, we can
51m11arly prove th—>oo[UNb('l/)0)]n = 6(¢o — ¥y, where
1/’0 DY SIHTJZJ(), wn - S1H¢n
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