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Development of an automated technique for fail ure modes and effed

analysis

M. Blanke & O. Borch,

Department of Control Engineaing, Aalborg University, Denmark

G. Allasia& F. Bagndi
D’Appdonia S.pA,, Italy

ABSTRACT: Advances in automation have provided integration d monitoring and control functions to en-
hance the operator's overview and ability to take remedy adions when faults occur. Automation in plant su-
pervisionistednicdly possble with integrated automation systems as platforms, but new design methods are
needed to cope dficiently with the complexity and to ensure that the functionality of a supervisor is corred
and consistent. In particular these methods are expeded to significantly improve fault tolerance of the de-
signed systems. The purpase of this work is to develop a software modu e implementing an automated tech-
nique for Failure Modes and Effeds Analysis (FMEA). This technique is based onthe matrix formulation o
FMEA for the investigation d fail ure propagation through a system. As main result, this technique will pro-
vide the design enginee with dedsiontables for fault handling that show how fault migration can be stopped.

1 INRODUCTION

Faults in ore subsystem of an automated plant have
often undesired effeds on aher subsystems if reme-
dia adions are not taken promptly after a fault oc-
curs. Dependability of a control system can be ob-
tained by giving it ability to deted and isolate faults
and read with adions that acoommodate the cntrol
system to the fault. Fault acoommodation is prede-
termined at the design stage: a control system can
freeze to a safe state or the @ntroller can be re-
configured. This can be dore eg. by repladng the
measured signal from a faulty sensor by an estimate
obtained from remaining available signals, together
with known analytic relations of the particular part
of the plant.

Handling of faultsin open loop systems is techni-
cdly straightforward, bu the readions used to ac-
commodate afault need to be designed with careful
consideration to safety and avail ability of the total
plant. Optimization at a locd level may easily vio-
late an oweral safety goal. Handliing of faults in
closed loop comporents is a more difficult and
challenging task. Properly designed systems can ac-
commodate the dfeds of faults whereas lesscareful
designs can let fault effeds propagate to ather sub-
systems.

Analysis of falure of parts of asystem isa dass-
cd discipline, and the fallure mode and effeds
anaysis (FMEA) is widely used and appredated in
indwstry. The FMEA method was developed as a
mainly manual approach which was then suggested

computerized (Lege 1978,Herrin 1981,Yuan 1985,
Bell 1989. The traditional FMEA approach dces not
suppat the handling of faults in automated systems
where the ultimate goa is autonamous handling of a
fault to oltain continued operation d a plant. A for-
mal link to fault detedion and isolation (FDI) mod-
els was auggested in (Blanke 1996, (Blanke 4 al.
1997. These papers dedt with the dgebraic de-
scription d fault propagation analysis. A further de-
velopment with case studies was dore by Bggh
(1998.

A conclusion d this and aher case studies was
that dedicaed tods would be needed to cope with
complexity and asaure crredness of anaysis and
later implementation.

The present paper presents a development effort
to automate the analysis using an objed oriented ap-
proach to the design of a prototype tod for auto-
mated analysis of fault propagation.

2 THE FMEA MATRIX

For the reasons given abowe, fault analysis needs to
incorporate analysis throughou a system. In arder to
do this a cmporent-based method was introduced
(Blanke 1996, in which possble comporent faults
areidentified at an ealy stage of design. The method
uses an FMEA description d comporents as a
starting point. The lowest level of analysis, in this
context, this is snsors, valves, motors and similar
comporents. Programmable parts are @nsidered as



consisting of separate function Hocks that can be
treged similarly to physicd comporents in the
anaysis, beaing in mind that their properties may be
changed by software modifications if so desired. All
patentia faults and their eff eds are determined.

An FMEA scheme for ead comporent shows
how fault effeds out of the comporent relate to
faults at inpus, ouputs, or parts within the compo-
nents. Thisisillustrated in (1).

Using fg for comporent faults and & for the d-
feds, the FMEA scheme can be expressed as.

€ « Aif D fci (1)

where Al is a Bodean matrix representing the
propagation. The index 'i' is a comporent identifier
and [J the inner product digunction operator. The
operation caried ou by the operator is equivaent to
the scdar Bodean dgunction "[I'" and the inner
product to the "', i.e., row no.k of (1) is:
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When some faults are dfeds propagated from other
comporents, we get:
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System descriptions are obtained from interconnec-
tion d comporent descriptions. The description d a
system with three @mporents and open loop struc-
tureis:
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The mmbined fault-effed description for this exam-
pleis constructed in threesteps:
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Effeds are seen to be propagated to the next level of
anaysis and ad as parts faults at that level. Thisis
continued urtil the system level is readed. The
schemes give asurjedive mapping from faults to ef-
feds: there is a unique path from fault to end effeq,
but severa different faults may cause the same end
effed.

Reversal is obtal nable through findi ng the gener-
aized transposeA of A", The matrices A and A” are
ead aher's pseudo inverse in the Bodean sense.
When there is no feedbad invalved, the result is the
cgpability of isolation d fault effeds at any level.

The FMEA scheme for a set of comporents con-
neded in a dosed loopis principall y described as:
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Looking at the logic operation d this equation, it is
obvious that the solution, if it exists, is:

€ < Af O [fci] (7)

The implicaion is that an automated analysis will
neeal to consider closed loops as geda cases. The
interpretation d a dosed loopin a fault-propagation
anaysis is merely the observation that closed loop
operation may amplify or attenuate the dfed of a
fault. Which of the two happens depends on the dy-
namic properties of the @ntrol loop. This question
can na be answered by the simple Boodean matrix
anaysis.

In the design todl, it was chaosen to automaticdly
locate dosed logicd loops, let the user cut them
open and automaticdly crede alditional elements of
the faults and effeds vedors. Mathematicdly, this
meansto replace(6) by:
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where e and o are the fault vedor and the dfeds
vedor elements, respedively, of the signals at the
placewhere aloop has been cut open. It is noted that
ead o thetwo vedors can have multiple dements.

The user will manually neal to investigate these
additional faults and effeds, treaing them as extra
inpu faults and ouput effeds of the subsystem con-
Sidered.
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3 A PROTOTYPE TOOL FOR AUTOMATED
ANALYSIS

Using this method, a modue for performing auto-
mated FMEA has been caried ou. This modue is
integrated within a toadl, the Prototype Design Tod
(PDT), which supdies a graphicd user interface
(GUI) for the definition d the system using a dedi-
caed comporent library. This is a database of com-
porents including gaphicd image, attributes, be-
havior description when falure occurs and
mathematica models. An owerview of the PDT can
be foundin Figure 1.

Inthe users' eyesthe design tod isa GUI with views
and interadive feaures. Sub-comporents of this
GUI are distributed among the parts of severa mod-
ules of the PDT. The users are @le to interadively
change working context.

By this GUI the user can buld a new system topd-
ogy (or load a previously stored ore since seridiza
tionis suppied) and then perform the FMEA analy-
sisonit.

User interface

-

A4 A

Component

FMEA module ;
library

FDI module

Figure 1. Overview of the PDT.

The FMEA modue can be launched within the PDT
once that the system topdogy is completed. The
FMEA modue suppats an independent GUI that
alows the user to perform the following interadive
adions:

1 Identificaion d closed loops.

2 Cut of closed loops (the user can dedde where
to cut).

3 Restoration d the ait conredions.

4 Caculation d FMEA matrix of the system and
performing reverse analysis.
When a dosed loopis identified in the topdogy the
user is able to open it. So, when al the dosed loops
are aut, the analysis of the open system can be ca-
ried ou.

If the componrent isabrand rew one, the user will
be requested to fill the FMEA matrix of ead com-
porent of the topdogy, and he can also dedde to
change the fail ures that can affed a comporent and,
hence, be eventually propagated forward.

At the end d these operations, the aitomated
analysis can be caried ou.

 Prototype Design Tool _ Version 981201
Eile  Window Help

& Topology - D:\Pdtlobjects\demo_01
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Figure 2. Main GUI of the PDT.
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Figure 3. Flowchart of the main operations performed by the
FMEA Module.



The result of the analysis is the whole FMEA matrix
of the system, which establishes a relationship be-
tween faults and end effects of the system (including
the additional faults and effects, which are generated
by the cut of the closed |oops).

Reverse analysis can be performed and it is pos-
sible to highlight the propagation path of each fault.
Theresult isthat, for each end effect of the system, it
Is possible to have alist of al the faults, which gen-
erate this end effect, and a consequent list of all the
components involved in the propagation of each of
these faults. In this way, the user is able to edit the
FMEA matrix of the components eligible to imple-
ment the blocking of failure propagation (i.e. pro-
grammable ones), and modify the matrix accord-
ingly. In the actual programmable function block,
this would imply that fault detection and isolation is
applied to the particular signal and that remedial ac-
tion is made in software to accommodate the fault.

EIFAULTS

Faults related to the end effect: PosHi

elLo SELECTED FAULT :
elNRTP TachowireDisc
‘TachowireDisc
PosLo COMPONENT ORIGINATING THE FAULT :
PosNRTP TACHOMETER
VhegWireDisc
VhosWireDisc
VoutWireDisc

oK

Figure 4. GUI representing the list of fault related to a selected
end effect.
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Figure 5. GUI representing the list of component crossed by the
propagation of a selected fault.

This technique is a basic design methodology for
construction of fault-tolerant systems in both plant
monitoring and control.

In Figure 2 the main GUI of the PDT tool in
which the user can build or load a topology and
launch the FMEA Module is represented. A flow-
chart of the main operations performed by the
FMEA Module is shown in Figure 3, while Figure 4
and Figure 5 show the GUIs for the representation of
the results of the reverse analysis.

4 IMPLEMENTATION

4.1 Object Oriented Model

The FMEA module and the entire PDT has been de-
signed following the Object Oriented Programming
(OOP) paradigm, and the Java™ has been chosen as
the implementation language. The Java source code
has been compiled using version 1.1.5 of the Java
Developer Kit (JDK) and Swing 1.0.3 has been
adopted for aiming the development of the GUI.

The core of the FMEA module is a multithreading
application in which al the fault propagations can
run contemporary in a multithreaded environment.

The relationships among the main classes of the
FMEA Module are shown in Figure 6.

AnalysisEditor

AnComponent AnComponentGUI

A

AnalysisEditor GUI Analysis

vy

! !

Matrix ResultGUI

Figure 6. Relationships among the main classes of the FMEA
Module.

4.2 Implementation description

The basic idea is that the components of the topol-
ogy which have intrinsic failures or input failures
external to the system are considered as starting
points for the analysis. In the same way the compo-
nents that have output connections with elements not
belonging to the topology under analysis are consid-
ered as target points. In this case the failures propa-
gated through these connections constitute the ef-



feds of failures a topdogy level, and hence, the tar-
get of the fail ure propagation analysis.

An ojed manager has the task of colleding the
results and bulding the whoe FMEA matrix of the
system.

Eadh comporent objed knows its origins and
destinations, i.e. the cmporents with which it is
conreded in inpu and ouput, and, independently
from the others, verifiesif it has any failure (intrinsic
or inpu ones), i.e. if a start origin is found. If this
ched has a positive outcome the propagation for
that fault starts, and the failure is read through the
system, acording to its correspondng row of the
FMEA matrix of the comporent. The componrent
which recaves this fault exeautes the propagation
operations, sending it to ather comporents with its
original identifier. This adion is performed urtil a
target comporent is readed and the result is col-
leded by the manager. A flowchart, which explains
this operation d propagation,isgivenin Figure 7.

Figure 7. Flowchart of the propagation algorithm.
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The Manager objea knows all the information about
the topdogy. Thisinformation can be represented as:

1. ldentifiers of al the cmporents of the topd-
ogy: the PDT modue has a method by which the
Manager can get al these univocd.

2. Conredions between comporents:. for every
comporent the PDT modue gives al the informa
tion abou the cmporents conreded in input and
output.

3. Inner failure matrices: for every component the
user is able to edit the inner failure matrix by a dedi-
caed GUI.

4. Faults of the comporents: for eath comporent
the user can add afault, so arow is added to the fail-
ure matrix and the cmponent become a starting
point for this new fault (in the same way a fault can
be removed from a component).

5. Opening of closed loops: for eat closed loop
the user is able to dedde where to open it, so the
Manager adds new inpus (pradicaly new faults, bu
“fictitious’ ones) to the mmporent placed where the
loop res been cut, and also new fictitious end effeds
are onsidered for the topology.

Ancther basic interface between FMEA modue
andthe PDT modue is the one regarding the seriali-
zation plese. In fad the Topdogy objed of the PDT
modue has a reference to the Matrix objed of the
FMEA modue. In this objed the FMEA modue
stores the information added by the user and the one
obtained as a result of the analysis phase (i.e. the
global FMEA matrix), thisinformation regards:

1. Inner failure matrices of the single cmpo-
nents.

2. Names of inpu and ouput variables of the
comporents

3. FMEA matrix of the system.

When the PDT seridlizes the airrent topdogy, al
thisinformationis serialized together with the topd-

ogy.

5 THELINK TO FAULT DETECTOR DESIGN

The &ove anaysis provides a list of a fault effeds
which are required to be deteded. This has been db-
tained using a nsistent method throughou the
analysis, so completenessis guaranteal to the extent
that comporent failure models are complete. This
does nat provide cmpleteness in a mathematicd
sense. It is, however, as good as other reliability as-
sesgments using well established failure mode de-
scriptions of comporents.

Thelist of effedsto be deteded is used in the de-
sign o fault detedion. Simple meansto deted single
sensor faults were treded by Blanke d al. (1997,
When reduncant information is nealed to deted
more mmplicaed faults, analyticd FDI can be em-
ployed. A recent reference anong many good bools
is Gertler (1998.

Automatic generation d the eitire modeling for
FDI isareseach topic, and at present, the FDI filters
need to be designed using an engineaing effort. The
list of faultsto deted, and the required adions to ac-
commodate afault, as provided by the PDT is an
important step forward.



6 CONCLUSIONS

The paper has introduced the cncept of automated
analysis of fault propagation wsing FMEA descrip-
tions of comporents as the basis for the analysis. A
tedhnique to cope with the problem of logic analysis
of fault propagation for closed loops was suggested
and tested in the prototype tod. Experience from
case studies using the prototype tod has $iown the
feasibility of the gproad.

The salient fedure of this approad is that ability

to make areverse analysis. This enables the designer
to pnpant the faults with high severity and deter-
mine where the propagation o a fault can be
stopped. This in turn shows exadly which faults
shoud be deteded and by which programmable
comporents this shoud be dore. It also shows to the
designer which remedial adions doud be taken
(automaticadly) to acoommodate aparticular fault.
A semnd generation prototype tod with further in-
tegration between topdogy definition and enhanced
fadliti es for user interadion will be anatural next
step. Simultaneously, application onlarger test cases
will bring thetod closer to industrial use.
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