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Abstract

Introduction: Emerging infectious diseases pose a threat to public health and the economy, especially in
developing countries. Southeast Asian veterinary laboratories handle numerous high-risk pathogens, mak-
ing pathogen accountability crucial for safe handling and storage.

Methods: Thirteen veterinary laboratories in Cambodia (n=1), Lao People’s Democratic Republic (n=1),
and Thailand (n=11) participated in a study conducted between 2019 and 2020. Data were collected
using a questionnaire, group discussions, and interviews.

Conclusion: Significant gaps in biosecurity and biorepository management were recognized and discussed in the
context of regional biosafety and biosecurity. Laboratories could use the findings and recommendations of the
study to develop or improve their pathogen inventory and biosecurity systems. Governments play a significant
role in setting standards and regulations and providing necessary support for laboratories to maintain inventory
controls sustainably and have a very important role to play in ensuring biosafety and biosecurity compliance.

Keywords: biosecurity, biorepository management, pathogen inventory control, Southeast Asia, veterinary
laboratories

Introduction
Concerns about emerging and re-emerging infectious

inﬂuenza,1 Nipah,2 anthrax,3 brucellosis,“’5 and the recent
emergence of severe acute respiratory syndrome corona-

diseases and their potential impacts on public health
and the economy have increased over recent decades.
In the past 25 years, outbreaks of zoonotic diseases
were reported in Southeast Asia (SEA), including avian

virus 2 (SARS-CoV-2),%7 the cause of the COVID-19
global pandemic.®'°

In addition, high-consequence animal diseases have
been introduced to SEA, including African swine fever
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(ASF),"" African horse sickness (AHS),'? and lumpy skin
disease,'? adding to the burden of foot and mouth disease,
which remains an endemic in the region.'*'> These dis-
eases threaten the public and economic health of the
region”'>™"® and have forced veterinary laboratories to
reorient their missions with increased activities in disease
diagnosis, vaccine development, and pathogen research.
There has been a significant increase in the volume and
variety of biological materials, including infectious
agents, being handled, stored, and archived in veterinary
laboratories as a result.

Microorganisms are classified into risk groups (RG)
based on their pathogenic characteristics. Microorgan-
isms categorized as RG1 are the least harmful, with
those in RG4 posing the highest risk.”® Generally, as
the RG increases, there is a commensurate increase in
the requirement for laboratory biosafety and biosecurity
and inventory controlszo’m; however, this also depends
on the risks associated with the activities performed.

Many organisms handled by SEA veterinary laborato-
ries are RG2 (e.g., leptospira, Escherichia coli) or RG3
(e.g., ASF virus, AHS virus). Ensuring sample and inven-
tory security should be a common goal of all laboratories
to minimize the risk of material loss, theft, intentional
release or misuse by unauthorized personnel intending
to cause harm. To achieve this, veterinary laboratories
should implement systems for material accountability
for high-risk samples while being manipulated, trans-
ferred, or stored at the facility.

Important components of a laboratory biosecurity
system include personnel reliability, transport security,
material accountability, emergency response, manage-
ment, physical security, information security, and biose-
curity awareness.?’**% This article focuses on two major
components of laboratory biorisk management: inventory
management and security.

Proper inventory control with accountability ensures
safe and secure storage and handling of dangerous path-
ogens. The system should track information about biolog-
ical materials, such as material type, collection date and
time, container type, storage location, quality, and the
owner or responsible person. It should be able to record
various events related to the materials, such as freeze-
thaw cycles, accessioning, removal from storage, inter-
entity and intra-entity transfer, and disposal.

Currently, inventory systems may be paper-based sys-
tems, such as logbooks, or electronic-based systems, such
as spreadsheets, databases, or specifically designed sam-
ple inventory management software. The choice of
inventory system depends on many factors, including
stock volume, laboratory facilities, and funding avail-
able within countries or organizations.24’25 Commercial
inventory management software is available and imple-
mented in many laboratories worldwide'® and often
designed to manage biobanks that support a large and

diverse biospecimen stock and associated data with
essential security and audit trail features.*

Although guidelines and publications have been pro-
duced for establishing biospecimen and biobanking
databases in many countries,”’ >’ only the Republic of
Uganda™ had published their achievement of establish-
ing a national database of pathogens during the period
of our study. Their report also presented an intention of
handling information collected from laboratories work-
ing with dangerous pathogens in a centralized, secure
database, and this information could contribute to identi-
fying and developing biosecurity measures in a country.>”

It is acknowledged that a centralized database could
pose a security risk since it would hold sensitive informa-
tion about countries, including the locations and invento-
ries of biological agents.20 To properly address this issue,
it is necessary to integrate biorisk management practices
in laboratories with cybersecurity controls. This approach
identifies cyber risks and implements mitigation measu-
res to reduce the likelihood of cyber-attacks, compromis-
ing the pathogen inventory database’s confidentiality,
integrity, or availability.*'

To date, there are no international standard guidelines
on biological inventory requirements. In SEA, several
countries have implemented biosafety and biosecurity
laws. Singapore and Thailand have established national
regulations for handling, importing, exporting, and pos-
session of biological agents and toxins. However, Lao
People’s Democratic Republic (Lao PDR), Cambodia,
and Myanmar lack national legislation and guidelines
for biosafety, biosecurity, and inventory control of dan-
gerous pathogens and toxins.>?

Our study investigates inventory systems for managing
and storing pathogen stocks and infectious materials
in government-owned veterinary laboratories staffed by
government employees in Thailand, Lao PDR, and Cam-
bodia. The collaborative projects aimed at enhancing
biosafety and biosecurity capabilities in veterinary labo-
ratories, identifying gaps and providing recommenda-
tions for future improvement and sustainment.

Materials and Methods

Data were collected between 2019 and 2020 using a ques-
tionnaire, group discussion, and interview from the labo-
ratory centers of Thailand (n=11), whereas for Lao PDR
(n=1) and Cambodia (n=1), data were only gathered
from the national laboratories. Face-to-face group discus-
sions were conducted at five Thai laboratory centers in
October 2020, whereas the rest of the group discussions
and interviews were completed online.

Each laboratory center had separate areas designated
for specific disciplines such as Bacteriology, Virology,
Parasitology, Microbiology, and Immunology. The veter-
inary laboratories’ primary responsibilities were to pro-
vide animal disease diagnosis, quality control of animal
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products, and animal health research, except for one cen-
ter where the primary responsibility was to test animal
vaccines.

Questionnaire

A biosecurity questionnaire was created in both Thai
and English languages, containing eight main questions.
Some questions were adapted from a previously pub-
lished checklist.*® The questionnaire survey was emailed
to Thai laboratory directors and completed by senior sci-
entists or veterinarians. A follow-up group discussion
with laboratory personnel from each center who worked
with biological materials and pathogenic microorgan-
isms was conducted on-site or online using Microsoft®
Teams.*

Thai staff were asked to rate their satisfaction with
the inventory system, and identify issues and support
required for improvement. In Laos and Cambodia, the
English version of the survey was completed through
online interviews and follow-up emails with laboratory
directors and staff.

Data and Statistical Analyses

The questionnaire survey and group discussion outcomes
were summarized. Descriptive analyses and visualization
of the data were performed using Microsoft Excel. All
identified gaps were assessed using the survey ans-
wers, group discussion and interviews against the critical
components of an inventory control recommended by
WHO?** and Salerno and Gaudioso,22 and best prac-
tices for repositories described by the International Soci-
ety for Biological and Environmental Repositories*® and
other organizations.>’

Recommendations against each identified gap were
given based on the literature review and staff comments.
The literature reviews of scientific journal publica-
tions*> and international guidelines®® on biosecurity
about laboratory data and specimen inventory systems
were conducted to select expert recommendations suit-
able for each gap. Laboratory staff comments were com-
bined to create practical solutions specific to the local
context.

Results

General Findings

Biological materials and pathogenic agents were stored
and handled in all 13 centers. These centers tested various
pathogenic agents, ranging from RG1 to RG3. Table 1
summarizes the results of the questionnaire survey,
with the left column corresponding to the question num-
ber in Figure 1. Table 2 presents confirmed pathogenic
materials classified in RG2 and higher. Eight centers pro-
cessed and stored RG3 agents, ranging between 1 and
1000 aliquots.

Various inventory systems were used by these labora-
tories, including paper-based systems (logbooks and
paper-based forms), in-house electronic-based systems
(Microsoft Excel, Microsoft Access, and Google Sheets),
and the Pathogen Asset Control System (PACS). PACS
was developed and distributed under the terms of
the U.S. Defense Threat Reduction Agency (DTRA)-the
U.S. Biological Threat Reduction Program (BTRP) license.

Our data showed that 11 of the 13 laboratory centers
used multiple inventory systems, such as logbooks and
worksheets in Microsoft Excel. A key outcome from
the group discussions was that a few laboratories needed
an inventory system for recording material information
instead of tracking specimens using handwritten labels
on sample tubes.

Reasons for not having a log system included small-
scale sample storage and short-term storage due to a lab-
oratory policy for retentions of each type of material.
These outcomes reflect a general absence of standard
operating procedures (SOP) for biological inventory
management. This applies to all entities within the
scope of this study, both laboratory centers and govern-
ment veterinary laboratories.

Only 6 of the 13 centers used an electronic-based
system with password access to desktop computers.
Computer workstations were used by individual users
to access software to perform their work. At the same
time, login was required to access biological inventory
database software in the laboratory. Four centers had
different accounts and password access to the login for
computers and inventory systems, whereas the others
used the same password for both accesses. Seven cen-
ters (n=13) periodically maintained and updated their
inventory records and had procedures for labeling stored
materials with appropriate and adequate information for
intersystem data linking.

Appropriate and adequate information includes a
unique identifier for each item, type of material or path-
ogen, and date of material collection or production. Com-
mon constraints of each inventory system used by these
centers are presented in Table 3. A total of 221 staff
responses from the 11 centers in Thailand were analyzed
to determine average staff satisfaction with the current
system (Figure 2).

Staff scored neutral to low satisfaction in 8 of the 11
centers, whereas 3 centers were mainly satisfied with
their existing systems. A total of 46 people from 55 res-
ponses who scored higher satisfaction were from labora-
tories that established electronic-based inventory systems
using relational database programs such as PACS and
Microsoft Access. In contrast, most low scores were
presented from laboratories that used the paper-based
system. Gaps identified by our study with recommenda-
tions for future improvement of biosecurity are summa-
rized in Table 4.



38

OYUCHUA ET AL.

Table 1. Outcome of data collections

No. of total
respondents

Answers (x/13)

2A

7A

8A

YES

Suspected/Confirmed samples of pathogenic agents
Risk group 2 agents

Risk group 3 agents

YES—The organization has an inventory system for
storing information on biological materials or pathogenic
agents within the laboratory

Lab book/Paper form

Microsoft Excel

Google Sheets

Microsoft Access

PACS

Use more than one system

YES—Computers store data from biological material or
pathogenic agents password protected

YES—The inventory system software requires a personal
login and password to prevent unauthorized access
YES—The organization maintains and updates inventory
records

YES—The organization has procedures to describe
labeling materials with adequate and appropriate
information
YES—The inventory system has limitations

No automatic system backup

No control in password protection

Data quality issues

Time-consuming

Lack of audit trail traceability

Problematic scalability

Shortage of skilled workers

Maintenance cost
YES—The organization requires supports for system
improvement

Freezers

Emergency power supply

New software system

System maintenance

Manpower

Inventory management training: e.g., Advanced skills in

Google Sheets, MS Excel, MS Access, PACS, etc.

-
@

The color range represents the number of respondents: deep green (maximum n=13) to deep red (n=1).
PACS, Pathogen Asset Control System.

Discussion

Establishing a suitable accountability and inventory system
is necessary for laboratory biosecurity. These systems con-
trol and mitigate risks associated with handling biological
agents, particularly from unauthorized access, theft, loss,
and misuse.’** Although a global trend of laboratory bio-

security has been widely considered to be developed and
implemented in many laboratories,*' guidance on inven-
tory controls for pathogenic agents still needs comprehen-
sive detail,® especially for the SEA region.

Access control for high-risk materials is generally not
well regulated and identified as a common biosecurity
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gap in the SEA region,43 which leaves the countries vul-
nerable to possible theft, diversion, or misuse of danger-

ous pathogens.**

Our study collected survey data from government vet-
erinary laboratory centers in Thailand, Lao PDR, and

Cambodia. Our survey revealed a diversity of inventory
software, a broad range of stored biological materials

and pathogens, staff satisfaction scores with the inventory

Table 2. List of risk group 2 and 3 pathogenic materials stored at the veterinary laboratory centers

system, typical constraints associated with inventory sys-
tems, and support requirements for future improvement

Pathogen Risk

Pathogenic species Pathogen type Type of materials stored group®”®
Actinomyces spp. Bacteria In vitro isolates 2
Brucella spp. Bacteria In vitro isolates 3
Specimens from suspected/confirmed cases
Burkholderia pseudomallei Bacteria In vitro isolates 3
Campylobacter spp. Bacteria In vitro isolates 2
Enterococcus spp. Bacteria In vitro isolates 2
Leptospira spp. Bacteria Specimens from suspected/confirmed cases 2
Salmonella spp. Bacteria In vitro isolates 2
Caprine arthritis encephalitis virus Virus Specimens from suspected/confirmed cases 2
Classical swine fever virus Virus Specimens from suspected/confirmed cases 2
Equine encephalitis virus Virus Specimens from suspected/confirmed cases 3
African swine fever virus Virus Specimens from suspected/confirmed cases 3
Foot and mouth disease virus Virus In vitro isolates 3
Specimens from suspected/confirmed cases
Infectious bronchitis virus Virus In vitro isolates 2
Avian influenza virus Virus In vitro isolates 3
Specimens from suspected/confirmed cases
Newcastle disease virus Virus In vitro isolates 2
Specimens from suspected/confirmed cases
Porcine reproductive and respiratory syndrome virus Virus Specimens from suspected/confirmed cases 2
Rabies virus Virus Specimens from suspected/confirmed cases 3
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Table 3. Common constraints of each inventory system used by the centers

Inventory system of biological materials

Paper-  Microsoft® Google Microsoft

Constraints based Excel Sheets Access PACS?
No automatic system backup v v v v
No user and password verification v 4
Data quality issues: e.g., mis-spelling, redundancy, inconsistency, v v
different formats, etc.
Time-consuming v v
Lack of auditing trail for traceability of life-cycle details in each record: v v v v

e.g., identification of user accessioning material into inventory, original quantity
accessioned, changes made to quantities in inventory (i.e., removal of material),
the reason for the change, individual removing material, etc.

Problematic scalability v v v v
Skilled-staff shortage v v v v v
Maintenance costs (i.e., hardware) v

“BTRP-DTRA Pathogen Asset Control System.
BTRP-DTRA, U.S. Biological Threat Reduction Program-U.S. Defense Threat Reduction Agency.

in different laboratories. Our study provided tailored rec- ments*>***>*" provide universal guidelines on bio-

ommendations for each gap, taking into account practi- safety, biosecurity, and biorisk management, including

cality in low and middle-income countries (LMICs). material control and accountability necessary for labo-
We used guidance documents,?***3%4° and best prac- ratories housing biological materials.

tices from various organizations,%’38 and previous Recommendations for inventory control include defin-

publications’ recommendations.***° The guidance docu- ing what materials exist, where they are stored, which

4 )\
Staff satisfaction scores with the current inventory system
(n = 221 staff responses, 11 centers)

Center 11 I

Center 10
H 1-Very Dissatified
Center 9
M 2-Dissatified
Center 8
Center 7 3-Neutral
L
2
c Center6 - u 4-Satisfied
o
W 5-Very Satisfied
Center 1
100% 50% 0% 50% 100%

Average %

Figure 2. The average percentage of staff satisfaction with their current inventory system from 11 centers
in Thailand.
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Table 4. Gap identification and recommendations

Gaps Recommendations

Inventory system:
Difficulties of data handling and data

Encourage using an electronic-based system for inventory control in replacement of
paper-based systems or handwritten labels.*®

tracking when a centralized system
was not available, e.g., data
redundancy, data inconsistency,
limited data sharing, poor data
integrity, and difficulty in maintaining
information security regarding
inventory and data.

Chances of data loss and damage where
handwriting labels on sample tubes
were used for tracking information.

Inventory controls and updates:

Reporting incidents of inventory
discrepancy caused by incomplete
inventory updates, e.g., materials were
misplaced, not found in storage
locations but recorded in the system
and vice versa.

Cost of staff hours trying to investigate
and resolve inventory discrepancies.

Information security:
Less than 50% of assessed centers

implement data access control through
verification of a username

and password.

Poor security habits pose security risks to
electronic information, e.g., using a
weak password, password sharing,
passwords physically written down
near the computer, and leaving the
computer without logging off.

Develop standard operating procedures that guide and define minimum requirements of an
inventory system and types of materials for inventory accounting.>

Assign personnel to regularly update inventory records and be responsible for reviewing
and approving plans for transferring biological materials to another laboratory and/or
disposing of materials from the inventory system.>*

Integrate the use of barcode technology to enhance label integrity, particularly for large-
scale studies, which will reduce errors from traditional methods of handwriting
labels.*¢

Establish procedures for updating inventory records whenever material movements
occur 333840

Provide regular training for staff on important techniques to maintain inventory continuity
and integrity.*>-’

Define plans for regular inventory audits to review the procedures and identify issues that
could cause discrepancies and what improvements are required.?%->3640

Create a process to respond when inventory discrepancies are identified.*>

Establish a policy to identify personnel who have authorized access to inventory storage.”*

Implement a means of securing inventory storage locations.?* This could include locks on
freezers or the door where freezers are kept, lockboxes inside freezers if the materials are
deemed to be highly valuable biological materials (or pose a greater risk for misuse)

Advocate staff awareness of practices that protect sensitive information from
unauthorized access.??

Support specific training or incorporate programs to respect and value the importance of
biological information held in laboratories. This should include information on what
data are sensitive, consequences of data release to unauthorized users and concepts of
dual-use.***

Establish a policy to identify personnel who have authorized access to sensitive
information held in either computer workstations or backup storage locations.>®

Implement the use of strong passwords for access verification and complement them with
proper security habits training for enhancing awareness of data protection.>

Assign staff member(s) the responsibility of continually updating and upgrading antivirus
and desktop software to minimize risks from unauthorized access and computer viruses
and other malware. >

Cost management for maintaining
inventory:
Lack of planning for long-term inventory

Ensure sufficient funding to sustain long-term storage of specimen inventories,
including?®:
Facilities, e.g., adequate storage space for biomaterial retention, a backup power system

maintenance and sustainability.

for a continuous power supply (particularly in areas where power supply is unstable and
intermittent), and physical security control to protect the inventory from unauthorized
access;

Staff training and hiring staff with appropriate expertise, e.g., the cost of recruiting
experienced staff, and regular training for maintaining and improving staff skills in
inventory management, the cost of time spent on the process of system installation,
implementation, maintenance, and sustainability;

Software license and maintenance fees if using commercial software.

data should be recorded, who has authorized access to the
inventory and records, how to manage and update the in-
ventory, who is responsible or the owner, and how to
keep records of materials consumed, destroyed, or trans-
ferred. Best practices for repositories are shared by vari-
ous organizations.,36_38 whereas several instructions are
applicable to enhance inventory management, such as
considering an inventory system and conducting a peri-
odic audit of the inventory.

These principles are aligned with the WHO guidance,
which states, ‘‘the biological agent inventory should be
up-to-date, complete, accurate and updated regularly to
ensure that there is appropriate control and accountabil-
ity.”20 To strengthen the inventory control system, tai-
lor-proposed guidelines to meet laboratory-specific
needs are integrated with instructions in Table 4. How-
ever, sufficient budget and human resources are required
to implement recommendations.
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Costs associated with an inventory system include
sample handling and processing, storage facilities, secu-
rity and access control measures, hardware and software
purchase and maintenance, staff training, etc.’®* In
2021, the Thai government budgeted to implement a
Laboratory Information Management System (LIMS) at
all government veterinary laboratory centers.

Like Thailand, Lao PDR and Cambodia’s national vet-
erinary laboratories will soon implement an LIMS sup-
ported by international organizations.%’47 In Lao PDR
and Cambodia, external funding supports this implemen-
tation and future support for infrastructure upgrades and
system maintenance and requires internal funding to
achieve long-term sustainability.

Thailand implemented the Pathogen and Animal Tox-
ins Act in 2015 to regulate the use, possession, importa-
tion, exportation, and transfer of pathogens and toxins
to reduce potential harm to the public.48’49 Based on
the legislation, laboratories storing dangerous pathogens
must annually submit their pathogen inventory to the
Department of Medical Science, under the Ministry of
Public Health.*® They must comply with all requirements
to obtain a l-year national license, granting the labora-
tory for activities such as the production, possession,
transfer, or disposal of pathogens and toxins as specified
in the license.**°

Should there be unsafe incidences occurring in a labo-
ratory that endanger staff, such as a laboratory-acquired
infection, or the public, animals, or the environment
through an accidental pathogen escape from a laboratory
setting (APELS), the entity must immediately notify the
responsible government agency and report the nature of
the incident, level of severity, and the quantities of the
pathogen.

The responsible agency or designation of other agen-
cies has a right to cease the production and operation pro-
cesses or conduct inspection or evaluation in case of
emergency events.*® The findings of the review may
result in the notification of restriction or prohibition of
the possession, production, or transfer of pathogens by
the entity.

In contrast, Lao PDR and Cambodia do not have leg-
islation to regulate biological materials and pathogen
inventories. The growing threats of emerging and re-
emerging diseases highlight the need for national and
regional control mechanisms to enhance biosecurity in
SEA. Without a country-specific list of controlled agents,
the region lacks a sufficient foundation for oversight,
making it vulnerable and unprepared to respond effec-
tively to public health emergencies in a coordinated
manner.>?

Thus, an up-to-date national and regional pathogen
inventory means to secure the inventories, and the devel-
opment of emergency operations for rapid response to
disease outbreaks or APELS is crucial for countries to

control dangerous pathogens, as described in a recent
report from Thailand.>® The report compared the devel-
opment of the Pathogen and Animal Toxin Act 2015 to
laws in Canada, the United States, and Singapore.

Multiple inventory systems in laboratory centers make
creating an up-to-date institutional database difficult and
increases the likelihood of data discrepancies. The lack
of a centralized inventory system poses a challenge
for laboratories to maintain and synchronize consistent
information across multiple systems. We recommend
that laboratories establish a centralized inventory system
to improve data quality and increase the access control’s
effectiveness for data security.

Centralized management enables laboratories to secu-
rely store and manage data with established protocols,
reducing unauthorized access and discrepancies.’’~®
Successful implementation of a centralized system will
require selecting an appropriate inventory system soft-
ware, a running budget, adequate facilities, equipment,
and human resources.

Thailand and other countries can establish a national
or regional inventory database by developing accurate
institutional inventories. Most regional veterinary labora-
tories in Thailand only process serum for low-risk diag-
nostic testing, such as ELISA, and do not work with or
store RG3 pathogens. These laboratories often create
their biological inventory databases using spreadsheet
programs and establish appropriate practical procedures
for system management and control.

However, if laboratories later work with biological
samples containing RG3 pathogens with the potential to
cause severe disease and death, increased safety and con-
trol measures will be necessary to prevent harm to people
and the environment.

The detailed inventory information should be main-
tained in the access control system.S 152 The COVID-19
pandemic represents an opportunity to centralize inven-
tory management at the national and regional levels.
Many laboratory inventory management software and
LIMS have been developed for biorepositories and bio-
banks in laboratory areas.’>>*

To ensure widespread acceptance of such infrastruc-
ture, it would be ideal to lower the initial software license
and maintenance fees in LMICs. A no-license fee soft-
ware, such as DTRA-BTRP supported PACS, is provided
to key laboratories supporting human and animal health
in SEA due to limited financial resources in LMICs.>

An affordable inventory system such as Microsoft
Excel could be implemented, but specific SOPs must
be established. This includes identifying personnel with
authorized access and defining procedures for regular
inventory updates.zz’35

There are limitations to this study. The study only
collected data from government veterinary centers in
Cambodia and Lao PDR at the national level and both
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the national and regional levels in Thailand. Therefore, it
reflects a limited number of pathogen inventories in the
region. Second, staff satisfaction scores were not evalu-
ated at the Lao PDR and Cambodia centers because of
low participant numbers during the follow-up group
discussions.

Third, as part of the institutional security plan, some
data were sensitive and confidential and could not be
shared (i.e., lists of pathogen stocks). This issue was a
barrier to data collection, as reported in other studies.”®
Information on handling animal specimens with sus-
pected or confirmed cases of SAR-CoV-2 was not avail-
able, and private veterinary hospitals in Thailand, rather
than government laboratories, investigated and reported
cases of natural infection in animals.®’

Regarding limitations, future studies should include
selected research laboratories, those associated with
medical and veterinary schools, and university labora-
tories to fully understand the biosecurity gaps in SEA
laboratories.

There is no standard for pathogen inventory and con-
trol systems in the region, and it is suggested that labora-
tories could use recommendations from this report to
develop or improve their systems. The guidance offers
flexible advice that can be adapted to meet institution-
specific requirements for biosafety and biosecurity. It is
crucial to establish procedures for regularly updating
inventory, conducting periodic inventory audits, and res-
ponding to any discrepancies.’*?**

The proposed guidelines aim at addressing significant
inventory discrepancies, often recognized in laboratories
that lack proper control and updates, intending to stren-
gthen biosecurity and biorepository systems. National
and regional efforts to control biorisk and perform scien-
tific studies require coordination and collaboration
between human and animal public health laboratories.

Governments play a significant role in setting stan-
dards and regulations to enhance the country’s bio-
security. They are responsible for providing necessary
laboratory support to improve and maintain inventory
management systems and controls.

Authors’ Disclosure Statement
No competing financial interests exist.

Funding Information

The Veterinary Laboratory Capacity Building in Thai-
land and The Enhancement of Zoonotic Disease Out-
break Detection in Lao PDR and Cambodia projects are
a collaboration between Thailand, Lao PDR, and Cambo-
dia and the Mahidol Oxford Tropical Medicine Research
Unit (MORU) funded by the Biological Threat Reduction
Program of the Defense Threat Reduction Agency
(BTRP-DTRA) of the U.S. Government [contract num-

bers HDTRA1-17-C-0007, and HDTRA1-21-C0047].
This research was funded in whole, or in part, by the
Wellcome Trust [220211]. For the purpose of Open
Access, the author has applied a CC BY public copyright
licence to any Author Accepted Manuscript version aris-
ing from this submission.

References

1. Eagles D, Siregar ES, Dung DH, et al. H5N1 highly pathogenic avian
influenza in Southeast Asia. Rev Sci Tech 2009;28(1):341-348; doi: 10.
20506/rst.28.1.1864

2. Update: Outbreak of Nipah Virus—Malaysia and Singapore, 1999. Morb
Mortal Wkly Rep 1999;48(16):335-337.

3. Kunanusont C, Limpakarnjanarat K, Foy HM. Outbreak of anthrax in
Thailand. Ann Trop Med Parasitol 1990;84(5):507-512; doi: 10.1080/
00034983.1990.11812502

4. Zamri-Saad M, Kamarudin MI. Control of animal brucellosis: The
Malaysian experience. Asian Pac J Trop Med 2016;9(12):1136-1140; doi:
10.1016/j.apjtm.2016.11.007

5. Bamaiyi P, Hassan L, Bejo S, et al. Update on Brucellosis in Malaysia and
Southeast Asia. Malays J Vet Res 2014;5:71-82.

6. Udom K, Jairak W, Chamsai E, et al. Serological survey of antibodies
against SARS-CoV-2 in dogs and cats, Thailand. Transbound Emerg Dis
2021;69(4):2140-2147; doi: 10.1111/tbed.14208

7. Jairak W, Charoenkul K, Chamsai E, et al. First cases of SARS-CoV-2
infection in dogs and cats in Thailand. Transbound Emerg Dis 2022;
69(4):979-e991; doi: 10.1111/tbed.14383

8. ASEAN Biodiaspora Virtual Center (ABVC). Risk Assessment for
International Dissemination of COVID-19 to the ASEAN Region (March
22,2021). 2021. Available from: https://asean.org/wp-content/uploads/
COVID-19_Report-of-ASEAN-BioDiaspora-Regional-Virtual-Center_
21Mar2021.pdf [Last accessed: October 12, 2023].

9. Amul GG, Ang M, Kraybill D, et al. Responses to COVID-19 in Southeast
Asia: Diverse paths and ongoing challenges. Asian Econ Policy Rev
2022;17(1):90-110; doi: 10.1111/aepr.12362

10. Fauzi M, Paiman N. COVID-19 pandemic in Southeast Asia: Intervention
and mitigation efforts. Asian Educ Dev Stud 2020. [Epub ahead of print];
doi:10.1108/AEDS-04-2020-0064

11. World Organisation for Animal Health (OIE). African Swine Fever in Asia.
2022. Available from: https:/rr-asia.oie.int/en/projects/asf [Last
accessed: March 1, 2022].

12. World Organisation for Animal Health (OIE). African Horse Sickness. 2022.
Available from: https:/rr-asia.oie.int/en/projects/african-horse-sickness
[Last accessed: March 1, 2022].

13. World Organisation for Animal Health (OIE). Lumpy Skin Disease (LSD).
2021. Available from: https:/rr-asia.oie.int/en/projects/lumpy-skin-
disease-Isd [Last accessed: March 01, 2022].

14. World Organisation for Animal Health (OIE). Foot and Mouth
Disease (FMD). 2020. Available from: https://rr-asia.oie.int/en/
projects/foot-and-mouth-disease-fmd [Last accessed: March 1,
2022].

15. Arjkumpa O, Yano T, Prakotcheo R, et al. Epidemiology and National
Surveillance System for foot and mouth disease in cattle in Thailand
during 2008-2019. Vet Sci 2020;7(3):99.

16. Hassan L. Emerging zoonoses in domesticated livestock of Southeast Asia.
Encyclop Agric and Food Syst 2014:68-81; doi: 10.1016/B978-0-444-
52512-3.00216-3.

17. Gilbert N. Cost of human-animal disease greatest for world’s poor. Nature
2012; doi: 10.1038/nature.2012.10953

18. World Health Organization. Regional Office for South-East A. Regional
meeting on zoonotic diseases. WHO Regional Office for South-East Asia:
New Delhi; 2008.

19. Clemmons EA, Alfson KJ, Dutton JW. Transboundary animal diseases, an
overview of 17 diseases with potential for global spread and serious
consequences. Animals 2021;11(7):2039.

20. World Health Organization. Laboratory Biosafety Manual, 4th edition.
2020. Available from: https://www.who.int/publications/i/item/
9789240011311 [Last accessed: August 14, 2023].

21. Centers for Disease Control and Prevention. Biosafety in
Microbiological and Biomedical Laboratories (BMBL). 2020.
Available from: https://www.cdc.gov/labs/pdf/SF__19_308133-A_
BMBL6_00-BOOK-WEB-final-3.pdf [Last accessed: October 12,

2023].



44

22.

23.

24,

25.

26.

27.

28.

29.

30.

31.

32

33.

34.

35.

36.

37.

38.

39.

40.

OYUCHUA ET AL.

Salerno RM, Gaudioso J. Components of Biosecurity. In: Laboratory
Biosecurity Handbook. CRC Press; 2007. Available from: https://www.
routledgehandbooks.com/doi/10.1201/9781420006209.ch3 [Last
accessed: October 12, 2023].

Rijksinstituut voor Volksgezondheid en Milieu. Pillars of good practice.
2023. Available from: https://www.bureaubiosecurity.nl/en/node/531
[Last accessed: April 12, 2023].

World Health Organization. Laboratory Quality Management system:
Handbook. World Health Organization: Geneva; 2011.

Esprit Health. Biospecimen Management. 2015. Available from: http://www.
esprithealth.com/BiospecimenMgt.htm [Last accessed: August 16, 2021].
Kersting M, Prokein J, Bernemann |, et al. IT-Systems for Biobanking—A
brief Overview. 2014. Available from: https://www.markus-kersting.de/
wp-content/uploads/2014/12/Poster_Biobank_Systeme_HUB_2014_
12_01_mk_b.pdf [Last accessed: October 12, 2023].

Elliott P, Peakman TC, Biobank UK. The UK Biobank sample handling and
storage protocol for the collection, processing and archiving of human blood
and urine. Int J Epidemiol 2008;37(2):234-244; doi: 10.1093/ije/dym276
Paskal W, Paskal AM, Debski T, et al. Aspects of modern biobank activity—
Comprehensive review. Pathol Oncol Res 2018;24(4):771-785; doi: 10.
1007/512253-018-0418-4

Peeling RW, Boeras D, Wilder-Smith A, et al. Need for sustainable
biobanking networks for COVID-19 and other diseases of epidemic
potential. Lancet Infect Dis 2020;20(10):e268-e273; doi: 10.1016/S1473-
3099(20)30461-8

Brizee S, Kwehangana M, Mwesigwa C, et al. Establishment of a national
inventory of dangerous pathogens in the Republic of Uganda. Health
Secur 2019;17(3):169-173; doi: 10.1089/hs.2018.0112

Crawford E, Bobrow A, Sun L, et al. Cyberbiosecurity in high-containment
laboratories. Front Bioeng Biotechnol 2023;11:1240281; doi: 10.3389/
fbioe.2023.1240281

United Nations Interregional Crime and Justice Research Institute
(UNICRI). Biological Security Priorities in Southeast Asia: An Analysis of
National Needs and Regional Trends. 2020. Available from: https://
unicri.it/sites/default/files/2020-11/South%20East%20Asia.pdf [Last
accessed: October 12, 2023].

Brizee S, van Passel MWJ, van den Berg LM, et al. Development of a
biosecurity checklist for laboratory assessment and monitoring. Appl
Biosaf 2019;24(2):83-89; doi: 10.1177/1535676019838077

Microsoft®. Microsoft Teams: Schedule a meeting in Teams. Available
from: https://support.microsoft.com/en-us/office/schedule-a-meeting-
in-teams-943507a9-8583-4c58-b5d2-8ec8265e04e5 [Last accessed:
March 1, 2022].

World Health Organization. Biorisk Management: Laboratory Biosecurity
Guidance. World Health Organization: Geneva; 2006.

The International Society for Biological and Environmental Repositories.
The ISBER Best Practices: Recommendations for Repositories Fourth
Edition. 2018. Available from: https://www.isber.org/page/
BPDownload4ed [Last accessed: August 27, 2023].

The National Heart Lung and Blood Institute. The NHLBI Biorepository:
Guide to Building Biospecimen Collections for Study and Future
Research Use. 2020. Available from: https://biolincc.nhlbi.nih.gov/
media/guidelines/NHLBI_Biorepository_Guide_to_Designing_Version_
1.1_accessible.pdf [Last accessed: October 12, 2023].

Mendy M, Caboux E, Lawlor RT, et al. Common Minimum Technical
Standards and Protocols for Biobanks Dedicated to Cancer Research.
International Agency for Research on Cancer: Lyon, France; 2017.

Reed JC, Dunaway N. Cyberbiosecurity implications for the laboratory of
the future. Front Bioeng Biotechnol 2019;7:182; doi: 10.3389/fbioe.
2019.00182

European Committee for Standard. CWA 15793:2011—Laboratory Biorisk
Management Standard. European Committee for Standardization:
Brussels; 2011. Available from: https://internationalbiosafety.org/wp-
content/uploads/2019/08/CWA-15793-English.pdf [Last accessed:
October 12, 2023].

41.

42.

43.

44,

45,

46.

47.

48.

49.

50.

51.

52.

53.

54.

55.

56.

57.

58.

Asean Portal for Public Health Emergencies. Enhancing Biosafety,
Biosecurity and Bioengineering for Health Laboratories in ASEAN. 2020.
Available from: https://aseanphe.org/phe-mechanism/asean-biosafety-
biosecurity-network [Last accessed: December 16, 2021].

Asia-Pacific Center for Security Studies (APCSS). Workshop Enhances
Southeast Asia Biosecurity Preparedness. Asia-Pacific Center for
Security Studies (APCSS); 2014. Available from: https://apcss.org/
workshop-enhances-southeast-asia-biosecurity-preparedness [Last
accessed: December 16, 2021].

Castriciones EV, Vijayan V. Biosecurity risk mapping and gap analysis in
South East Asia. J Biosaf Biosecurity 2020;2(1):36-43; doi: 10.1016/j.
jobb.2020.03.001

Kyler O. CBRN Terrorism: Need for More Deterrence? 2020. Available from:
https://www.rsis.edu.sg/rsis-publication/icpvtr/cbrn-terrorism-need-
for-more-deterrence/#.ZDXP-y9BxQJ [Last accessed: April 12, 2023].
Doucet M, Yuille M, Georghiou L, et al. Biobank sustainability: Current
status and future prospects. J Biorepos Sci Appl Med 2017;5:1-7; doi:
10.2147/bsam.S100899

South-East Asia Lab Network (SEALAB). Presentation of the LIMS software
used by the national animal health laboratory in Lao PDR. 2021.
Available from: https://www.sealab.asia/news/presentation-of-the-
lims-software-used-by-the-national-animal-health-laboratory-in-lao-
pdr [Last accessed: February 22, 2022].

South-East Asia Lab Network (SEALAB). First working group for the animal
health sector held in Cambodia. 2021. Available from: https://www.
sealab.asia/news/first-working-group-for-the-animal-health-sector-
held-in-cambodia [Last accessed: February 22, 2022].

Bureau of Laboratory Quality Standards, Department of Medical
Sciences, Ministry of Public Health (Thailand). Pathogens and

Animal Toxins Act, B.E.2558 (2015). Available from: https://blgs.dmsc.
moph.go.th/assets/bpat/PATEN1.pdf [Last accessed: September 28,
2021].

Bureau of Laboratory Quality Standards, Department of Medical
Sciences, Ministry of Public Health (Thailand). Pathogens and

Animal Toxins Act, B.E.2558 (2015). 2015. Available from: http://blgs.
dmsc.moph.go.th/en/page-view/150 [Last accessed; September 28,
20211

Soisangwan P. Biosafety and biosecurity law in Thailand: From legislation
to practice. J Biosaf Biosecurity 2021;3(2):91-98; doi: 10.1016/j.jobb.
2021.08.006

Singh S, Cadigan RJ, Moodley K. Challenges to biobanking in LMICs
during COVID-19: Time to reconceptualise research ethics guidance for
pandemics and public health emergencies? J Med Ethics 2021;48(7):
466-471; doi: 10.1136/medethics-2020-106858

Lankes HA, Makhlouf H. Biospecimen collection during the COVID-19
pandemic. Am J Clin Pathol 2021;155(1):55-63; doi: 10.1093/ajcp/
aqaal71

Biobanking.com. 10 Top Laboratory Information Management Systems
(LIMS) for Biobanking. 2021. Available from: https://www.biobanking.
com/top-lims [Last accessed: October 10, 2021].

G2 Company. Best Lab Inventory Management Software. 2021. Available
from: https://www.g2.com/categories/lab-inventory-management [Last
accessed: October 10, 2021].

Black & Veatch. Pathogen Asset Control System (PACS). Available from:
https://pacs.btrp.net [Last accessed: October 10, 2021].

Shorter C. Barriers to Barriers to Accessing/Sharing Data. Centers for
Disease Control and Prevention. Available from: https://www.cdc.gov/
nceh/tracking/wkshop04/pdfs/Il/discuss1/1_shorter.pdf [Last accessed:
October 12, 2023].

American Biological Safety Association. Risk Group Database. 2021.
Available from: https://my.absa.org/Riskgroups [Last accessed: May 18,
20211

Thailand Bioresource Research Center. Biosafety Risk Groups. 2021.
Available from: https://www.tbrcnetwork.org/riskgroup.php [Last
accessed: May 18, 2021].



