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Abstract. In this article is considered hiding process of bits on least significant bits that make up the binary codes
of confidential information with using fractal based stego-key. In order to increase resistance against stegoanalysis,
it is proposed to use only a part of graphic images not all the pixels of the containers, but only a part determined by
the appropriate rule. As a key-image file displaying a Mandelbrot and Julian fractal is used to determine positions of
pixels for hiding secret information on least significant pixels of container. So after creation of fractal image as key
file, border point of it is changed with according represented rule, then position of pixels is determined with obtained
new positions to hiding information in least significant bits.

The effectiveness of proposed method is studied with visual and statistical analysis, is verified by implementing it
in the C# environment on examples of multiple containers and data files to be hidden.
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AHHoTaums. PaccMaTpuBaeTcs 3a/iaqa 0 COKPhITHH OUTOB, COCTABIISIOIINX IBOUYHBIC KOJIbI KOH(HICHIMAIBHOIT
nHpopManuy, B HaMMEHee 3HAYMMBIX OuTax rpagudeckux (ailoB (KOHTEHHEPOB) ¢ TOMOMIBIO (HPAKTATBHOTO CTEro-
kimo4a. C [esbIo MOBBILECHHS YCTOIYMBOCTH K CTETOaHaIN3y IPEIaraeTcsi UCIOoNb30BaTh HE BCE MMUKCENIH rpaduye-
CKUX M300pa’keHUI-KOHTEHHEPOB, a TOIBKO 9acTh, ONPEEIIeMyI0 COOTBETCTBYIONIUM NPpaBUIOM. {1 onpeneneHus
MOJIOXKEHUH MUKCeNIeH, B KOTOPHIX OyZeT CKpbITa HH(opManus B HanMeHee 3HAUMMBIX OUTaxX KOHTeHHepa, HCIOJb-
3yeTcsl JOMOJHUTEIIBHBIN KIII0UeBoi daitn — ¢aiin n3o0paskeHust, B KOTOpOM oToOpaxkaeTcs ¢ppakran Mannensopora
wm FOnnana. Takum o6pa3oM, nocie nocrpoeHust ppakrana, OIMMCAHHOTO B KiIOueBOM (aiine, pacnonoxeHue ero
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TPaHNYHBIX TOYCK M3MEHSETCS B COOTBETCTBYIOIIEM MOPSKE, M HA OCHOBE MOJTYYCHHBIX HOBBIX MO3UIUH ONpenems-
I0TCsl TO3MIMM THUKCeNell KOHTeHHepa, B KOTOPBIX OyneT CKpbiTa HH(OpMaus B HauMeHee 3HAYMMBIX OHUTax.
Db HEeKTUBHOCTD NMPEATIOKESHHOTO METO/A UCCIIEAYeTCs BU3yalbHBIM U CTATHCTHYECKUM aHanu3oM. [IpoBepka pabo-
TOCHOCOOHOCTH M 3 (HEeKTHBHOCTH METOAA OCYLIECTBISIETCS IyTeM peain3aiuu B cpene C# Ha mpuMepax HECKOJb-
KUX KOHTEIHEPOB M CKPbIBaEMbIX HH(POPMALIMOHHBIX (aiiiIoB.

KiroueBble ciioBa: cokpbiTHe HHpOpManu; GpaKTal; KOHTEHHEp; CTETOKIIIOY; CTEr0aHaIN3.

Jna yumuposanusn: Kacymos B.A., Mamenos [[x.U., Mamenzane H.®. Cnocod ckpbIToii nepeaaun HHGpopMaIm
Ha OCHOBe (hpaKTaoB W ero mporpammHoe obecnieueHue // BecTHuk TOMCKOro rocyaapCTBEHHOrO yHHBEPCHTETA.
VupasneHue, BBIUHCIHTEIbHAS TeXHIKA U nHGOpMatuka. 2023. Ne 65. C. 95-104. doi: 10.17223/19988605/65/10

Introduction

Recently, to protect the information with standard cryptographic and along with steganographic algo-
rithms, also many methods based on non-traditional and chaotic processes are used [1-3]. One of these
methods is information protection based on applying fractal transformations, which at first glance create the
impression of chaotic transformations. The analysis of the researches shows that the research works carried
out in this sphere cover both the fields of information encryption and protection with steganographic hiding
[4-9]. Using Mandelbrot and Julian fractals is more common in steganographic systems [10-16]. In one of
the researches, where it is suggested to hide confidential information (image, text, sound, etc.) in Julian frac-
tal, which is an algebraic fractal, the shape and beautiful colours of that fractal, and also its exact dependence
on the initial data (this is the parameter C and it is impossible to repeat the fractal without knowing its exact
values) are used [13]. In [14], it is suggested to use fractal images, which are easily generated as containers
and whose parameters can be easily changed. Here, while building the Julian fractal for the hiding process,
it is intended to determine the values of its pixels depending on the content of the hidden information bits.
In order to increase the confidentiality level, the information required to be hidden in that research work is
encrypted beforehand based on the RSA algorithm.

In [15-16], any image in BMP format is used as a container, and another image - the Mandelbrot
fractal - is used in order to determine the position of pixels to hide the information in this image. Here, with
the help of the Mandelbrot fractal, the part defined in the container-image is divided into four parts. The bits
of the binary codes of the information that is going to be hidden are placed in pairs, passing through each of
the four parts in a certain turn in a counter clockwise direction. Writing successive bits of hidden information
into separate parts of the container-image makes its detection difficult in the process of stegoanalysis.

One of the possible options to prevent the detection of the information hiding event is using not all the
pixels of the container-image, but only a part of them through certain selection ways. During the placement
in the BMP format images, the method of using the positions of the border points of the fractals that are
described in the graphic files based according to the Mandelbrot and Julian fractals as keys to determine the
positions of the pixels where the information is going to be hidden attracts attention in terms of resistance to
stegoanalysis. So, the border of the fractal figure with the areas that are not included in this figure is built on
the basis of a very complex mechanism, and a slight change in the starting conditions for building the fractal
results in a significant change of the set that forms the border. This factor significantly makes the detection
of hidden information by means of stegoanalysis complicated.

The purpose of proposed method are creation of new method for hiding data on graphic files and
developing software of the method and as well as to study efficiency of the method. The novelty of the work
is that the positions of the border points of the fractals, mixed with appropriate methods, described in the
graphic files based on the Mandelbrot and Julian sets, were used as keys to determine the positions of the
pixels where the information will be hidden.

1. Formulation of the problem

One of the possible options to prevent the detection of information hiding in BMP format files by
the LSB method is to use not all the pixels of the container-image, but only a part of them by selecting them
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in a certain way. By using different methods and algorithms, the positions of the appropriate pixels can be
defined, during the replacement of the least significant bits of the pixels of the image files with the bits of the
binary code of the hidden information. One of these methods is to use another graphic image file as a key.
The fact that the creation algorithms of Mandelbrot and Julian sets have a simple structure, their non-
linearity, as well as the fact that fractal figures with complex borders can be easily generated, makes it possible
to use these figures as keys. Here, to increase the resistance against stegoanalysis, not all pixels of container-
images are used to hide information, but the points appropriate to the new positions received by changing the
places of the border points of the mentioned fractals with a certain rule is intended.

2. Mandelbrot and Julian fractals

In 1979, B. Mandelbrot, who studied the sets discovered by the French mathematicians Gaston Julian
and Pierre Fatou, discovered such a description on the complex plane, which later became the basis of a whole

class of forms called Julian sets [17-18]. A Julian set x, — xﬁ_l +C s a set obtained by iterating a quadratic

transform sequence. Here, each subsequent value of x is derived from its current value, and C is the control
parameter. The values of the numbers that determine the sequence depend on the parameter C and the starting
point Xo. In the plane of complex numbers, when we keep C fixed and change Xxo, we get the Julian set, and
when we change C at a fixed value of xo =0, we get the Mandelbrot set (M). Each complex number C may or
may not belong to the Mandelbrot set (it is shown in black in fig. 1, a). The point C belongs to M only when
the result of the iteration starting with xo=0 does not approach infinity. The set M consists of all C points that
are associated with the related Julian set (fig. 1, b), and if the point C is not included in a set M, then the Julian
set associated with it is not related (fig. 1, ¢). When the parameter C leaves M, the Julian set seems to ex-
plode and turn to dust. A strong quality change happening at the border of M also affects areas close to the
border. The Mandelbrot set reflects in itself the process of transition from regularity to chaos. It is possible
to increase the efficiency of the information bit hiding process, based on this chaos, only when determining
the positions of pixels in container-images.

a } b ) c

Fig. 1. Julian sets: a) Mandelbrot fractal, b) related Julian fractal, ¢) unrelated Julian fractal
3. A suggested steganographic hiding method

As mentioned above, the border points of fractal figures have a very complicated structure, and
a slight change in the starting conditions causes the positions of the border points to change in a chaotic way.
Here, when we say the border point of a fractal, such a point z;; belonging to a fractal is intended that at least
one of the adjacent points zi.1,j.1, Zi-1, j, Zi-1, j+1, Zi,j-1, Zi, j+1, Zi+1, j-1, Zitt, j, Zi+1, j+1 O€S NOt belong to that fractal.

Let's look at the construction of the steganographic method for hiding of information by fractal image
obtained with the initial conditions as the initial key (K1) and using the border points of the generated frac-
tals to determine the positions of the pixels to be hidden in another graphic file. It should be noted that Man-
delbrot's and Julian's fractals are characterized by the fact that a slight change in the initial conditions causes
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the positions of the boundary points to change chaotically. Let's use both Mandelbrot and Julian fractals in
the proposed method, considering that the construction sequences are also similar.

According to the proposed method, the hidden information is placed instead of the least significant bits
of the specified pixels of the BMP format container.

Determining the positions of the pixels of the container where secret information will be placed is
based on another image in BMP format - an image with a fractal figure. So, first the points forming the border
of the fractal image are defined, and then the positions of these points are changed. According to the new
positions of the border points of the fractal figure, the positions of the pixels of the container where the in-
formation will be hidden are determined.

Here, changing the places of border points is based on dividing the BMP format image containing
the fractal figure into 4 equal rectangular parts (fig. 2) and placing these parts in different combinations.
The number of possible combinations is calculated by the expression N=p! (p is the number of parts into
which the image is divided). At p=4, the edge points of the fractal image can be located in N=41=24 different
variants.

Fig. 2. An example for dividing a fractal image into 4 equal parts

A reflection of the parts of the fractal image by options is given in table. According to the table, in op-
tion 1 (abcd) it is intended that there is no displacement in the image parts. This means that the positions of
the pixels where the information is hidden in the container overlap with the starting position of the fractal
border points. In other options, 2 or more parts are replaced.

Table of displacements of border points in fractal images

Option Ne A c_ombination Option Ne A c_ombination

of image parts of image parts
1 abcd 13 chad
2 abdc 14 chda
3 achd 15 cabd
4 acdb 16 cadb
5 adbc 17 cdba
6 adch 18 cdab
7 bacd 19 dbca
8 badc 20 dbac
9 bcad 21 dcba
10 bcda 22 dcab
11 bdac 23 dabc
12 bdca 24 dacb

When the places of the parts are changed from the original version in the image with the size mxn
(m is the number of rows and n is the number of columns), the new positions of the border points for all vari-
ants are calculated as follows:
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— in displacement to the left: i =i—%; i'=1

— in displacement to the right: i =i +g; i'=1;

— in downward displacement: i =i; j'= j+5;

— in upward displacement: i =i; j'= J—E;
- B 1 N 11

— in displacement to the left and down: i =I—E; j'= j+5;
- . o.on.., .. m

— in displacement to the right and down: i :HE; ] =J+E;
- I | I 11

— in displacement to the left and upward: i ZI_E; i =j—?;
- . SN, .om

— in displacement to the right and upward: i =|+§; J'ZJ—E.

It should be noted that table is kept by the parts that transmit and receive confidential information, and
the choice of which option from this table is determined by the secret key (Ky) agreed between the parts
beforehands. As one of the possible options, it is suggested to calculate the following expression according
to the date on which the information exchange session of that key was implemented:

Ky = [date] mod 24.

Here, an eight-digit number derived from the concatenation of numbers representing the day, month
and year is intended as a numerical expression of the date. For example, the displacement key for May 28,
2023 would be:

Ky =28052023 mod 24 =7.

This means that option 7 in table is going to be used to displace the parts of the image that represents
the fractal figure, as well as the border points of the fractal together with them.

So, using the covert key K1, agreed between the parts beforehand, the algorithm for steganographic
hiding of information in the suggested method will be as follows:

1) mxnsized BMP format container is selected;

2) based on the K1 key, a mxn sized BMP format fractal image is created;

3) the hidden information is converted into a binary format and its size is determined by bits
(the number of bits is denoted by the sign Q);

4) i=1,j=1, g=1 are accepted;

5) itis checked that if the positional point (i,j) of the fractal image belongs to the fractal: for this it is
checked that if the (i-1, j-1); (i-1), j; (i-1, j+1); (i, j-1); (i, j+1); (i+1, j); (i+1, j-1); (i+1, j+1) position points
adjacent to it in the horizontal, vertical and diagonal directions belong to the fractal.

6) if at least one of these adjacent points does not belong to the fractal, then the point at position
(i, j) is considered a border point, the new position of the border point (i',j'") is calculated according to the op-
tion selected from table, otherwise, it will go to the 9th paragraph;

7) the least significant bit of the pixel in the position (i,j) of the container (corresponding to the posi-
tion of the border element of the fractal image) is replaced by the g-th bit of the hidden information;

8) if q<Q, then g=q+1, otherwise go to paragraph 11 (the information was completely hidden in the
container and the process ended);

9) if g<m, then j=j+1 is accepted and it goes to paragraph 5;

10) if i<n, then i=i+1, j=1 is accepted and goes to paragraph 5, otherwise go to paragraph 11 (the in-
formation was not placed in the container and the process was interrupted);

11) THE END.
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The process of extracting hidden information at the receiving side is performed in a similar way, and
during this process, the quantity K1 is also used as an entry parameter.

Of course, using only as many container pixels as the number of border points of the fractal figure re-
stricts the amount of hidden information. For example, if we use all the pixels of a 24-bit container in BMP
format of size 256 x 256, then theoretically, it is possible to place =24.5kB of information there. During the
research, through the appropriate program a Mandelbrot fractal sized 256 x 256 was established, and it was
defined that the practical number of border points there is up to 5-6 thousand, which means that there is an
opportunity of hiding information in the amount of 1.9-2.25 kB. In this sense, practical calculations show
that the Julian fractal is superior. Thus, the Julian fractal of that size allows hiding information of 6-8 kB. Of
course, the amount of hidden information can be increased by increasing the size of the images. For example,
it is possible to define the addresses of pixels for placing information in the amount of 18-20 kB, with a Julian
fractal sized 512 x 512.

With the suggested method, the disadvantage of hiding a relatively small amount of information is
compensated by a considerable increase in the privacy level of the hidden information.

4. Software realization of the method

To realize the suggested method, the software has been realized using the "Windows Form Applica-
tion" module intended for designing the C# programming language in the Visual Studio 2019 environment.
In the program, according to a certain sequence, a fractal image is first generated according to the starting Cy,
Cy values (for this purpose, the "fractal generator” button is provided in the program) and a container is se-
lected (fig. 3), and then the bits of the binary code of the hidden information are consistently hidden in the
pixels of the container whose places are defined according to the fractal image.

It should be noted that in the considered example, the image file is taken as the hidden information.
In the program window, the container and the image files that are going to be hidden are selected respectively,
with the help of the "select container" and "select secret” buttons. Hiding Information in the container is per-
formed by "hide with fractal "button, and saving the result (stegocontainer) is performed by "save data" buttons.
When the hiding process is successfully completed, the user is given a "hiding is successful” message.

Container ) Fractal image:

Stego image:

BT

select container

; select secret data fractal generate
load stego image hide with fractal
save data unhide with fractal

Unhided image

hidding is successful

oK

Fig. 3. Fractal-based hiding process software window

The process of extracting confidential information from the stegocontainer on the receiving side is car-
ried out in a similar way. For this purpose, the K1 key (Cx and Cy parameters) is included and the "load stego
image", "fractal generator”, "unhide with fractal" buttons are pressed successively (fig. 4). The appearance of
the image file in the "Unhidden image" area informs that the process of extracting information from the steg-

ocontainer is fulfilled successfully.

100



Gasimov V.A., Mammadov J.I., Mammadzade N.F. Method of hidden transmission of information

Container Fractal image: Stego image:

{ select container
select secret data fractal generate
load stego image hide with fractal

save data unhide with fractal

Secretimage

Fig. 4. Extraction of confidential information out of the stegocontainer
5. Efficiency analysis

Visual and statistical methods were used to analyze the effectiveness of the suggested method. Here, it
is assumed that the knowledge about the algorithm, key, container, information volume is not known before-
hand, it means that, analysis methods useful for any steganographic algorithms have been applied.

5.1. Realizing analysis by visual method

Visual methods, considered the easiest way to analyze graphic files, are based on the ability of the
human visual system to detect differences between comparable images. The visual analysis method is realized
by simply visual reviewing the captured image.

During the study, more than 30 different stegoimages realized by replacing the least significant bit for
each colour category in pixels were visually analyzed. Regardless of the amount of included information, no
visual difference was detected between the container and the stegoimages.

Fig. 5. Stegoimage and its bit cuts: a is stegoimage, b, ¢, d is respectively cuts on bits 7, 6 and 1
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It should be noted that, for the analysis of stegoimages, the method of visual analysis of bit cuts is also
widely used in practice [19-20]. The essence of this method is that the images are compared with the images
got from its bit cuts. Here, the image is considered by means of the program layer by layer, that is, by bits
cuts. Since each colour intensity is defined by one byte, a total of 8 cuts must be checked. An image consisting
of the least significant layers of all colours gives the first cut, an image consisting of 2 layers gives the second
cut, and so on. Images gained with bit cuts are visually compared with the whole image itself.

In the study performed by the considered method, a 256 x 256 sized BMP format stegoimage with 3.6 kB
of information hidden inside by replacing the least significant bit was studied by the method of visual analysis
of bit cuts (fig. 5). By software realization, cuts were obtained on all bits, including the 1st bit from the right
(fig. 5, d), where the information is hidden. In figure 5 the stegoimage and the images formed by cuts con-
sisting of its bits 7, 6 and 1 are given. Images consisting of received cuts and their options gained with dif-
ferent illuminations and screen enlargements were compared with the starting stegoimage, but it was not
possible to find out the fact of hiding information there.

5.2. Realization of analysis statistically

Statistical methods are based on checking the "naturalness” of the studied image. Thus, the probability
of hiding information during the realization of statistical methods is determined by evaluating the difference
of the studied image from that of the "natural” image.

In this research considered, as a statistical method, the method of evaluating transitions between small
significant bits in adjacent elements of the image was used. This method is based on the information that
there is a correlation contact between the small bits of adjacent elements. As the elements of the studied se-
guence, the least significant bits of the colour components of the adjacent pixels of the stegoimage are used.

It is known that the dependence between the bits in the appropriate layers of the container elements has
a Markov peculiarity [21]. Here, the dependency parameter is defined by layer number. Since the elements of
the researched sequence consist of symbols of the binary number system, a histogram is established by analyzing
transitions in 4 options (0—0, 0—1, 1—0 and 1—1). For analysis, getting different results in the histograms
constructed for the spare container and the stegocontainer is taken as the main issue. Thus, the distribution of
the least significant bits in the stegocontainer, as a rule, has the feature of randomness, and therefore the number
of transitions is approximately the same, while in the spare container, it differs considerably from each other.

In this research work, the information hiding process is carried out on humerous image samples with
the algorithm suggested in Section 3. All received stegoimages were statistically analyzed using the "method
of evaluation of transitions between less significant bits in adjacent elements of the image". By no means, the
equal distribution even approximately of transitions between the smallest bits in the stegoimages has been
observed (fig. 6). In the images, column 1 reflects — 0—0; column 2 — 0—1; column 3 — 1—0; column 4 —
reflects — 1—1 transitions.

Number of Number of
transitions transitions
800000 200000
©£00000 . . 600000 I
400000 . Trancitions 400000 l . ||
1 2 3 1 2 3 4 Transitions
a b

Fig. 6. Histograms of the number of transitions in the succession of least significant bits in the container (a)
and in the stegocontainer (b) in the sample of information hiding according to the suggested algorithm

Conclusion

It has been developed a new fractal-based algorithm for hiding confidential information in the image
files. For information hiding, it was suggested to use not all of pixels of container-images, but only pixels
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selected by a certain rule. Thus, for selecting the pixels in the container, the determination of their positions
is based on changing the parts of the fractal figures in the graphic images, which are used as keys, and to-
gether with them the places of the border points in a certain manner.

In order to increase the resistance against stegoanalysis, an image file containing a Mandelbrot or
Julian fractal was used to determine the positions of the pixels of the containers where the information would
be hidden.

It was determined that using the Julian fractal as a key in order to determine the positions of pixels in
containers is more appropriate. It has been practically approved that the Julian fractal allows hiding 4-5 times
more information than the Mandelbrot fractal.

The suggested algorithm is realized in the C# programming environment. According to the image
samples selected to be used as containers, the algorithm was approved to be functional. The effectiveness of
the algorithm was tested on numerous samples of containers and information files that are going to be hidden
by the methods of "visual analysis™ and "evaluation of transitions between less significant bits in adjacent
elements of the image" and positive results were gained in all cases.
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