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ABSTRACT Due to the rapid advancement of quantum computers, there has been a furious race for
quantum technologies in academia and industry. Quantum cryptography is an important tool for achieving
security services during quantum communication. Designated verifier signature, a variant of quantum
cryptography, is very useful in applications like the Internet of Things (IoT) and auctions. An identity-
based quantum-designated verifier signature (QDVS) scheme is suggested in this work. Our protocol features
security attributes like eavesdropping, non-repudiation, designated verification, and hiding sources attacks.
Additionally, it is protected from attacks on forgery, inter-resending, and impersonation. The proposed
scheme benefits from the traditional designated verifier signature schemes. In the proposed scheme, the
signer encrypts a message with his or her private key, and the designated verifier validates the accompanying
QDVS using the signer’s public key, which is the signer’s name or email address, which makes the quantum
signature system’s key management simpler. It uses an entangled state while signing and verifying the
signature; however, the verifier is not required to compare quantum states. A detailed comparison analysis
with other similar schemes provides more security for the proposed scheme. Furthermore, the proposed
scheme’s effectiveness and feasibility are validated using quantum simulations.

INDEX TERMS Quantum signature, designated verifier, One-Time-Pad (OTP), unforgeability, security.

I. INTRODUCTION to sign the message and create the accompanying signature
The application of digital signatures is an essential resource in order to authenticate the message, and this signature can
for ensuring the accuracy and integrity of sent messages. be easily validated by anyone using the signer’s public key.
In a signature protocol, the signer uses his or her private key Unforgeability and non-repudiation are security features that
should be present in a secure signature technique. Basically,

The associate editor coordinating the review of this manuscript and once a po]ynomia] adversary has verified the Va]idity of the
approving it for publication was Kashif Saleem . signature, the signer cannot contest because it is unforgeable.

© 2024 The Authors. This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0 License.
VOLUME 12, 2024 For more information, see https://creativecommons.org/licenses/by-nc-nd/4.0/ 14647


https://orcid.org/0000-0002-5196-9589
https://orcid.org/0000-0002-8789-0610
https://orcid.org/0000-0001-5906-9422
https://orcid.org/0000-0001-8062-3301

IEEE Access

S. Prajapat et al.: Designing High-Performance Identity-Based Quantum Signature Protocol

Consequently, by checking the signed message that was
received, anyone can check the message’s accuracy and
locate the source of the matching message. Therefore, digital
signatures are widely used in e-commerce, e-government, and
information security.

The public verification feature of digital signatures can
occasionally work against preserving the signer’s privacy.
Sometimes a signer requests that the validity of the signed
communication be checked exclusively by the specified
verifier. For example, a voter might prefer, due to concern
for their safety and personal privacy during an election, that
only the designated verifier can authenticate their signature
on their vote. The auction is yet another illustration. A bidder
may request that only the selected verifier validate their
signature on the bid during the auction phase, keeping in
mind their financial interests. In order to satisfy the need for
a designated verification for signatures, many ‘‘designated
verifier signature (DVS)” protocols have been developed [1],
121, 3], [4], [51, [6], [7], [8], [9], [10]. DVS also offers a tai-
lored solution for the security challenges inherent in IoT envi-
ronments. In the context of IoT, where resource-constrained
devices require efficient cryptographic mechanisms, DVS
stands out for selective verification capability [11]. This
provides fine-grained access control crucial for IoT ecosys-
tems which offers privacy preservation by allowing devices
to selectively disclose information to designated verifiers,
addressing concerns related to data confidentiality in large-
scale IoT deployments. DVS enhances message integrity
and reduces computational overhead by restricting signature
verification to designated entities. In essence, the selective
verification, computational efficiency, privacy preservation,
and fine-grained access control features make DVS a highly
suitable cryptographic tool for securing IoT ecosystems.
A DVS system should typically include the following security
characteristics [5], [6]:

o Correctness: During the signing phase, the designated
verifier must be able to accept the created signature only
if the signer generates the DVS correctly.

o Non-transferability: Tt is a quite difficult job for the
designated verifier to demonstrate to a third party that
the signature has been generated by the “‘signer” or by
“himself”.

e Hiding source: Suppose we are provided with a
signature on message w. Even if both the signer and
designated verifier reveal their private keys, it must be
difficult to determine which is the original signer.

o Unforgeability: When the private key of the signer or the
authorized verifier is unknown, it will be impossible to
generate a legal DVS.

Nowadays, the majority of DVSs are classical ones. [1],
[3], [41, [5], [6], [7], [8], [9], [10]. Classical DVS security
is based on some unsubstantiated hardness assumptions of
puzzles from mathematics such as the “discrete logarithm
problem (DLP)” and the ““Diffie-Hellman problem (DHP)”.
However, quantum computers are increasingly dependent on
these unproven hardness assumptions as quantum computing
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technology develops [12]. Two QDVS techniques have
recently been proposed [13], [14]. Instead of relying on
unproven assumptions about the difficulty of mathematical
problems, the security of the QDVS methods in [13] and [14]
rests on fundamental quantum mechanical phenomena.
Therefore, the systems in [13] and [14] ought to be more
secure than the traditional digital signature system in [15].
However, in [13], a quantum sequence containing entangled
states needs to be generated to encrypt the message in order
to sign it. It should be noted that preparing the entangled
states is not very convenient given the level of technology.
On the other hand, in [13] and [14], the verifier must run the
quantum state comparison algorithm to validate a quantum
signature [16]. The aforementioned factors are going to
significantly impact the efficacy and sustainability of the
QDVS protocols.

In this work, utilizing entangled states, a new QDVS
protocol is suggested in order to increase the QDVS system’s
effectiveness. The verifier is not required to do any quantum
state comparisons during the signature verification phase.
Furthermore, our protocol differs from symmetric quantum
signature systems [17], [18], [19], [20], [21], [22], [23],
in which the quantum signatures are signed and verified using
the same signing keys. The proposed QDVS is a quantum
signature system based on identity. In our protocol, each
user’s private key is generated by a private key generator
(PKG) and a dependable third party. The public key of a
signer is the same as personal information about them, like
their name or email address. The process of encrypting a
message is performed by the individual who possesses the
private key. Subsequently, the quantum signature associated
with the encryption is verified by employing the personal data
of the signer. Therefore, the advantages of Shamir’s identity-
based cryptosystem have been applied to the QDVS scheme
proposed in this work [24]. It can make the QDVS protocol’s
key management simpler. So, the proposed protocol is
more effective and workable compared to other similar
protocols [15], [25], [26], [27], [28], [29], [30], [31].

A. MOTIVATION AND RESEARCH CONTRIBUTIONS

The security issues in traditional quantum signature proto-
cols [15], [25], [26], [27], [28], [29], [30], [31], motivates
us to design an identity-based quantum signature for better
efficiency and security. Quantum cryptography offers robust
resistance against quantum threats, ensuring the continued
integrity and reliability of communications even as quantum
computing capabilities advance. Consequently, the transition
in accordance with the need to ensure the long-term viability
of security measures is important. Hence, we have proposed
a quantum signature protocol. The key contributions are

specifically listed below.
« Firstly, we suggest a non-interactive identity-based

quantum signature protocol with a designated verifier.
Additionally, this protocol utilizes the benefits of
quantum and identity-based cryptosystems. We also
observed that in a large number of related research
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works, people use only verification, not designated
verification, to participate in communication, and we
have also provided that the sender and receiver can
be authenticated, resulting in a diminution of network
latency.

o Second, we have also provided a formal security
analysis that is employed to display the security of
the suggested protocol based on quantum fundamentals.
The process of identifying illegal signatures during
verification is also explained. The proposed proto-
col withstands eavesdropping attacks, non-repudiation,
design verification properties, and hiding sources.

o We use “Python” and “Scyther” to integrate perfor-
mance and simulation of our protocol. The calculation
costs for our approach are contrasted, and the experi-
ment’s outcome shows how well-suited our protocol is
for communication.

B. PAPER STRUCTURE

This work is organized as follows: The ‘“One-Time-Pad
(OTP)” and the role of quantum communication are briefly
explored in Section II. All key ingredients of the proposed
scheme are discussed in Section III. Section IV includes
formal and informal security examinations and the scyther
simulations of the proposed protocol. A detailed comparative
study of the proposed protocol with the related existing
schemes is provided in Section V. Section VI is devoted to
the simulation of the proposed protocol. Finally, the paper is
concluded in Section VII.

Il. PRELIMINARIES

In this section, we provide the preliminary concepts helpful
in quantum computing and the essential theories of quantum
mechanics used in our proposed scheme.

A. ONE-TIME-PAD (OTP)

OTP is a “symmetric encryption technique” that was first
developed by Mille [32], [33], [34], [35]. The secret key
is shared by OTP between the sender and the receiver of
the communication. Typically, the requirement involves a
“random pad k£’ and a “message 1’ to be sent to have the
same size. The sender first computes C = p @ K and then
sends the “OTP ciphertext C” to the receiver in order to
encrypt the message . The symbol “@” stands for addition
under modular two. The receiver computes C = u @ K to
decrypt C. Due to OTP’s unwavering security, an attacker
cannot decrypt p from the ciphertext C [36].

B. QUANTUM COMPUTING CHARACTERISTICS

The research area of quantum-based computers is expanding
every day because of their effectiveness in quickly tack-
ling various problems, for instance, integer factorization.
In contrast, classical computers often need billions of years
to do so. The ability of quantum computers to quickly
address various issues fascinates major corporations like
Google Inc., Microsoft Inc., and Amazon Inc. Therefore,
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genuine interest from the industry will hasten the release of
a quantum computer far sooner than anticipated. Quantum
chips, as opposed to the silicon ones found in conventional
computers, are the basis of the quantum computer. Starting
from the fundamentals of quantum systems and their
architecture, we explain the key characteristics of quantum
computing in this subsection.

1) QUANTUM SYSTEM FUNDAMENTALS

A binary digit known as a bit is the basis of classical
information theory. Classically, it is always read as a 1
(true) or a O (false), no matter how physically represented.
Contrary to the real numbers, complex numbers are used
in quantum mechanics. The generalization of the idea of
the classical bit, known as a qubit, is a “unit of quantum
information” [37]. A state vector in a ‘“‘two-level quantum
system”, formally identical to a ‘“‘two-dimensional Hilbert
space”, is applied in quantum computing to describe quantum
information (qubits) [38]. The evolution of quantum systems
is reversible, and the bit is a way of expressing a system that
can exist in either one of two states, i.e., either 1 or 0. The
following in Dirac notation can represent these states [39],
[40]:

State(A) = |1) = [0, 117
State(B) = |0) = [1, 0]7 (D)

In the quantum world, any object can be in state A, state B,
or a superposition of both. The quantum mechanical switches
in this world can be in an off (|0)) or on (|1)) state at the
same time. Therefore, a two-dimensional quantum system is
described by a qubit. A single qubit can be expressed by a
linear combination of |0) and |1) [39], [41]:

|¥) = aol0) + ai[1), @

and constrained according to the second axiom of probability
theory.

lag|? + la1]* = 1. ?3)

In Eq. (3), |ao|*> and |a;|? represent the probabilities of a
qubit remaining in states |0) and |1) after measurement,
respectively. The implementation of qubits in the universe can
be understood by the fact that an electron might be in two
different spin states (spin up or spin down) while revolving
around the nucleus in an atom. Also, a photon may be in one
of two polarized states (horizontal or vertical polarization).
As a result, there are enough quantum indeterminacy and
superposition effects to represent qubits throughout the
universe in all systems.

2) QUANTUM NO-CLONE THEOREM

The No-Cloning property is one key characteristic that sets
quantum information apart from classical information [42].
In 1982, Wootters, Zurek, and Dieks proposed the No-
Cloning theorem [43]. According to this, an apparatus that
can accept a general quantum state as input and output the
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original state along with a replica of some information cannot
be built [43]. To prove the No-Cloning theorem, consider
a unitary operator U, that can indeed clone an unknown
quantum state |) = ag|0) 4+ a;|1). Then

[¥)10) LN [¥)[¥) = (aol0) + ar]1))(ao|0) + ai(1))
= a3|00) + ajap|10) + apay |01)
+d3|11) 4)

Now if we apply operator U, to clone the expansion of |i/),
we get

(a0l0) + a1]1))[0) 5 a[00) + a 1) &)

No cross terms exist in Eq. (5). So, a unitary operator U,
cannot exist because of the contradiction that results from our
situation. As a result, it is impossible to create an exact copy
from a random, unknowable quantum state. Therefore, the
quantum No-Cloning theorem guarantees the confidentiality
and secrecy of quantum cryptograms and is the theoretical
cornerstone of quantum mechanics and quantum communica-
tion [44]. In particular, this theorem prevents the production
of an exact copy of an unknown quantum state. Theoretically,
an eavesdropper cannot determine the identity of a legitimate
user using clone technology.

3) HEISENBERG'S UNCERTAINTY PRINCIPLE
The measurement operator should measure quantum bits
before they are transmitted as binary bits. Consider two Her-
mitian operators O and O, corresponding to a normalized
quantum state |) such that their expectation values are given
by [45]

(O01) = (Y¥1011¥)

(02) = (¥[01]¥) (6)

Introducing the operators AO; and AO»,

AO; = 01 — (0O1)
AOr = Oy — (0y), @)

we have

(WA 1Y) = ((A01)?) = (03) — (01)?
(WIAO* 1Y) = ((A02)?) = (03) — (02> (8)

Therefore, the uncertainties AO; and AO> can be defined as

201 = /(a0 = J103) - (012
20 = J(a022) = J10) — 022 )

Now consider the action of operators AO; and AO; on any
arbitrary state |1/) as follows:

Ix) = (01 = (O)IY)
|p) = (02 — (O2)|¥) (10)
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Since operators O and O; are Hermitian, AO and AO; must
be Hermitian. Therefore, the Schwarz inequality for the states
|x) and |¢) becomes

(AODH((A0?) = (A0 AOY)? (11)

Using the hermicity of operators and commutation relation
[AO1, AO2] = [01, O3], the above Eq. (11) becomes

1
(AODH(A02)?) > Z(or, 021)1%, (12)
which can be written as:
1
(A01)(A02) = S1([01, 02])] (13)

This uncertainty relation plays an important role in the
formalism of quantum mechanics. For example, the Heisen-
berg uncertainty relations, one of the pillars of quantum
mechanics, are produced due to their application to position
and momentum operators.

Let Ax and Ap be the uncertainties in position operator
X and momentum operator P, respectively. The Heisenberg
uncertainty principle gives [45]

(Ax){Ap) = S[([X, P])I (14)

1
5'
As a result of Eq. (14), we can conclude that a maximum
in position (Ax) measurements will result in a minimum in
momentum (Ap) measures, and vice versa. In other words, X
and P cannot be simultaneously operated for measurements,
or a state cannot simultaneously be the eigenstate of both X
and P.

4) ENTANGLEMENT AS A QUANTUM PROPERTY

In quantum mechanics, quantum entanglement happens when
a system of several particles interacts so that they can
only be characterized as a single system as a whole and
not as separate, independent systems. In contrast to how
composite systems are described in classical phase space,
the idea of Hilbert space describes them differently in
quantum mechanics. For instance, in the classical description,
a multipartite system composed of n-subsystems has a total
state space that is just the Cartesian product of n-subsystem
spaces. Therefore, the “‘total state of the system” is always a
product of the states of separate n-subsystems.

In quantum formalism, contrary to classical description,
the “total Hilbert space (Hr) is a tensor product of n-
subsystems Hilbert spaces (H;)”’, which can be described as
follows:

Hr=H H,®H3...Q Hy,
:®;'1:1Hn' (15)

Now according to the superposition principle, the total state
of the system can be described as

W)= D din i) ®li2)®...®li),  (16)

[1,02,0000n
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this total state cannot be described as the tensor product of
separate individual n-subsystems, i.e.,

V) # Y1) ® [¥2) ® ... [Yn). )

Therefore, we cannot assign a single state vector to any n-
subsystems. In contrast to classical superposition, it formally
expresses entanglement phenomena. The entangled state (Eq.
(17)) results due to the direct physical interaction; however,
entanglement can be indirectly generated by entanglement
swapping. The composite quantum bit (|¥4p)) can be
described by the four Bell-state-entangled basis

1
= EnoA) ® |1g) £ |14) ® |0)]
1
|D5,) = —=[104) ®[04) £ [14) ® [15)]  (18)

V2

These entangled Bell-states (also known as EPR states) have
an equal probability of being found in either state |0) or state
|1) if one only measures at one of the subsystems. Thus, the
states do not reveal any information about the subsystems.
Since states are pure as a whole, they provide the maximal
knowledge about the total system.

5) QUANTUM SYSTEM ARCHITECTURE

The reversible evolution of quantum systems allows for both
the doing and undoing of manipulation. Through undoing, the
architecture is transformed into reversible gates. In quantum
computing, reversible gates are all unitary matrix-based
operations that are not measurements. The fundamental
hardware component of the quantum gates is the classical
reversible gates, which are used in quantum computing.
The Toffoli and Fredkin gates are universal and unitary,
in addition to being reversible. These two gates are very well-
known classical reversible gates, along with the NOT gate,
controlled-NOT gate, and identity gate. Moreover, the no-
cloning theorem prohibits all quantum gates from performing
the fanout operation. Even though cloning is impossible,
it can transmit any arbitrary quantum state from one system
to another.

Ill. QDVS: PROPOSED IDENTITY-BASED
QUANTUM-DESIGNATED VERIFIER

SIGNATURE PROTOCOL

In the proposed protocol, it is assumed that Alice and Bob
perform the roles of the signer and the verifier, respectively.
The PKG, being a “trusted private key generator’” produces
a private key for the signer. The system has four stages: a)
initialization, b) key generation, c) signing, and d) verifying.
The details of these stages are given in the subsequent
subsections.

A. INITIALIZING PHASE
Similar to [46], assume that we have:

1
H = —(|0){0] + [1)(0] + [0)(1] — [1)(1
ﬁ(l YOl + 1){0] 4 [0) (1] — [1) 1)

VOLUME 12, 2024

TABLE 1. Notation table.

[ Symbol | Description
H Hadamard operator.
1 Identity operator.
H;(j=1,2,3,4) Independent permutation function.
H j_l (j=1,2,3,4) Inverse permutation function.
® Xor operator.
F Cryptographic one way function
K Private key
q Decoy particle
[) Quantum sequence

as the Hadamard operator. Next, we consider [46]
Y =10)(1] — [1){0l,
Y+ =11)(0] — 0)(1],
) = (10) + [1))/V2,

assuming that / is the unit operator, we define H =

Y9 = I. Now, if we take a = (ar,an, ..., ay) and
b = (b1,by,....,by) = {0,1}", then a & b = (a; &
bi,a» @ by, ...,an ® by), where the symbol @ signifies

the addition operation for modulo 2. Let Hy, H>, H3, and
H, be four publicly accessible, distinctive, and ““independent
permutation functions” on {0, 1}, respectively, with j =
1,2,3, and 4. The system chooses one H; at random.
The inverse permutation of H; is denoted by ijl(j =
1, 2, 3,4). PKG surreptitiously chooses a one-way function
F : {0,1}* — {0, 1} with uniform output distribution as
master key F and PKG stores this master key in secret. All
the symbols and their descriptions are provided in Table 1.

B. KEY GENERATION PHASE

Assume that Alice’s identity is Id = (Idy, Id, ..., 1d,) €
{0, 1}, This identity may be her email address. Id serves as
Alice’s public key. The PKG needs to generate Alice’s private
key in secret by carrying out the subsequent stages.

1) PKG uses the master key F to evaluate K = F(Id).

2) The quantum key distribution mechanism is used by
PKG and Alice to distribute a random string [47]. PKG
determines b = a @ K and publishes b.

3) Alice generates her private key K = a @ b based on the
revealed b.

C. SIGNING PHASE
Let the message to be signed be u = (u1, U2, ..
{0, 1}

o Alice selects three m-bit strings at random as follows:
“x = (xL,x2,..., %0,y = O1,Y2,...,Ym), and
z= (21,22, ---,2m)”. She then performs the following
calculations [46]:

-,N/m) €

o= (a,a,...,0,) =xDudld (19)
B=0B1B2....8m)=y®pndld (20)
y=0nLr,....vm=z@&undld 1)
p=@1,p2....pm) =HI(K & p®Id) (22)
t=01,t,....tn) =Hyx®udId) (23)
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r:(VI,VZwuvrm)=H3(Y®N®Id) (24)
S =(851,52,...,8m) = Hi(zD nu @ Id) (25)
« Alice executes the operations Y HPi®i | YYiHPi®S  and

Y3 HPi®4 to the variables £}, |rj) and |s;), respectively.
She gets [46]

lej) = YSHP ) (26)
1) = YIHP®5|r;) 27
|gj) = YVHPI|s;) (28)
Assume that, |e) = ®J’.”=1|ej), If) = ®J’."=1[)§-) and |g) =

®jm: 1 1g))-
o For detecting eavesdropping, Alice randomly creates

3g(g<m) decoy particles from the set (|0), |1), |+), |—)).

She then adds ¢ decoy particles at random to the
quantum sequence |e) and obtains the matching
quantum sequence |¢’). Similar to this, she generates
the appropriate quantum sequence |f’) by randomly
inserting g decoy particles from the remaining 2g
decoy particles in the quantum sequence |f). She
then generates the relevant quantum sequence by
randomly inserting the remaining g decoy particles in
the quantum sequence [46]. Alice send the sequence
(. 1d, 1), If"). |¢'}} to Bob.

« After verifying Bob has received {u, Id, |€'), |f'), 1)},
Alice transmits the “‘coordinates and initial states of all
the decoy particles in the quantum sequences |¢'), |f'),
and |g’)”. Bob finally compares the measurement
results with each decoy particle’s original condition
after measuring each decoy particle with the appropriate
foundation. Bob completes the subsequent step if there
are no mistakes. Otherwise, he needs to restart the
protocol. When, no errors occur, both Alice and Bob
need to share two secrets which are random m-bit
pads, denoted by u and A, in accordance with the same
measurement results of the decoy particles implanted
into |¢'), |f’) and |g’) [46]. Alice then performs the
calculations for v =u @ y and 8 = z @ A. Finally, Alice
releases v and 6.

o In the above step, Bob checks for eavesdropping
attempts before recovering |e), |f), and |g) from
le'y, |f'), and |g’), respectively. Bob stores the quantum
signature on u as {u, Id, v, 0, le), |f), |g)}.

D. VERIFICATION PHASE
This phase involves the following steps:

o Bob first calculates “y = (y1,y2,...,¥m) = u ® v and
z=(z21,22,..-,2m) = 0 ® A” using the secret pads u
and A information he and Alice shared. Bob determines
r using Eq. (24), and y. Bob does out the operation
H'i(YT)% on each lej), and he obtains

Inj) = H'I(Y *Y4le;) 29)

let [n) = &L, [n)).
« Bob generates 3¢g(q <« m) decoy particles at random
from the set of |0), |1), |+), |—) for the purpose of
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detecting eavesdropping attacks. He next generates
the appropriate quantum sequence |n’) by randomly
inserting ¢ decoy particles into the quantum sequence
[n). Additionally, he gets the appropriate quantum
sequence |f”) by randomly inserting ¢ decoy particles
from the remaining 2¢g decoy particles into the quantum
sequence |f). Finally, he generates the appropriate
quantum sequence |g”) by randomly inserting the
remaining g decoy particles into the quantum sequence
lg) and transmits sequences {u, Id, |'), |f"), |g")} to
PKG.

Bob reveals the ‘“coordinates and initial states of
all the decoy particles in the quantum sequences
7y, If) and |g”) after confirming that PKG has
received {u, Id, |7'), |f"), 1g”)}”. PKG then compares
the measurement result with each decoy particle’s initial
condition after measuring each decoy particle with the
appropriate foundation. PKG executes the subsequent
step if there are no errors; otherwise, he restarts the
protocol.

PKG retrieves |n), |f) and |g) from the quantum
sequences |n'), |f”) and |g"), respectively, after evalu-
ating eavesdropping attacks. The private key K = F(Id)
and p are then calculated by PKG using Id, u, and the
master key F using Eq. (22). After that, PKG runs the
operation H”/ on |n;) for each instance of |7;), returning

laj) = HY ), j=1,2,....m (30)

Following this, PKG measures each |o;) using the
|0}, |1) foundation. If the result of the measurement
is 0, PKG either sets «; = 0 or o;j = 1. Suppose
o = (o1, a2, ..., ay), then PKG computes

XxX=0(1,x,..., X)) =0®udld. (3D

PKG determines ¢ using Eq. (23) with the private keys
K, i, and Id. The operation H% (Y )Y is then carried out
by PKG on each [f;) and |g;). Then he receives

&) = HY(YT)91f) (32)
lvj) = HI(Y *y9g)) (33)

Assume that |£) = ®]’.":1 [¢;) and |v) = ®]’.”:1 [v;).

In order to identify eavesdropping attacks, PKG gener-
ates 2g(q <« m) decoy particles at random from a set
of |0), |1), |[+) and |—). The quantum sequence |{) is
then randomly inserted with q decoy particles to produce
the matching sequence |¢’). Similar to it, he generates
the quantum sequence |v’) by randomly inserting the
remaining q decoy particles into the quantum sequence
|v). Finally, PKG gives Bob the sequences |¢’) and |v').
PKG communicates “all of the positions and initial
states of forge particles in the quantum sequences |¢”)
and |v’) after confirming that Bob has received |¢’) and
[v")”’. Bob then compares the measurement results with
each decoy particle’s original condition after measuring
each decoy particle with the appropriate foundation. Bob
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Alice determine o, 8, y,p, t,r and s.

Alice compute |e), [f), and |g).

Send p,1d, |e"), |f'), and |g") to Bob .

Bob checks eavesdropping, calculates and

publishes v and 8.

* Bob retrieve |e}, |f), |g) and
{u,1d,v,8,\e), |f),|g)} as the quantum
signature.

* Bob compute y, z and |7).

FIGURE 1. The schematic of proposed QDVS.

completes the subsequent step if there are no mistakes;
otherwise, he restarts the protocol.

« Following an evaluation of eavesdropping attacks, Bob
is able to extract |¢) and |v) from |¢’) and |v'), accord-
ingly. Bob determines r, s (using Egs. (24) and (25)),
W, Id, and the secret parameters y and z. Then Bob
executes on |¢) and |v) the operations H'/ and HY,
respectively. Therefore, Bob gets

Ish = Hlg),  j=1,2,....m, (34)
Ky =H%v), j=12,....m. (35)

Bob measures each |sj’.> with the basis of |0) and |1).
If the measurement result is 0, Bob either sets sy = 0 or
sj’. = 1. Let’s say that s = (s, 55, ..., s),). Similar to
this, Bob measures each |r]f ) with a basis of |0) and |1).
Bob either sets 7/ = 0 or r/ = 1 if the measurement
result is 0. Let " = (], 75, ..., r,,). Next, Bob inverts
s or r’ using the permutations H Vand H n ! to obtain

p = H (), (36)
o' =H; (). (37)

On the other hand, Bob determines o by using Egs.
(19) and (20), u, Id, and the secret parameters y and
z. Before the conclusion, Bob compares (o, p) with
(o’, p’). Bob accepts the quantum signature if o0 = o’
and p = p’; otherwise, he rejects it.

IV. SECURITY ANALYSIS

A. CORRECTNESS

In this section, we provide the correctness of the verification
and signature algorithm. Firstly, it is simple to prove that
using Egs. (19), (22), (26), and (29).

Inj) = H(Y Y5 - YIHP® ) (38)
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wld, n'), 1), 19" ;6
7 1), 1v') Tr

/ <

Bob PKG

Send w, Id, |7"),1f"), lg"") to PKG .

PKG retrieve |5}, |f), |g)-

Alice compute |e}, |f), |g), compute and
measures |a). Then he gets x.

PKG compute t, |} and |v).

Send |{") and |v'} to Bob.

Bob checks eavesdropping.

Bob retrieve |}, |v}, and computes a’, p'.
He proceeds by comparing o & p with ¢’
and p' respectively.

Second, based on Egs. (32), (34) and (36), we get
p'=Hy ' (sH" - Hi(Y1Y9|f;)) (39

As a result, both the verification and the signature algorithm
are correct.

In the following sections, we demonstrate that the selected
verifier is also able to establish a quantum signature using the
signer’s private key, K. Fig. 1 briefly describes the schematic
of the proposed protocol [46]. A security analysis [46] of the
proposed protocol is done in the following subsections.

B. FORMAL SECURITY ANALYSIS

According to Menezes et al. [48] and Yang et al. [49],
a ‘“‘secure public-key cryptosystem” must be resis-
tant to the ‘“‘indistinguishably under chosen plaintext
attack (ZND —CPA)”. Accordingly, under quantum
IND —-CPA a “safe quantum public-key cryptosys-
tem should be information-theoretically indistinguishable”
[46], [50].

Definition 1: If the probability Pr(-) is satisfied for each
quantum circuit family C,,, each positive polynomial P(-),
each fairly large m, and every bit-string a,b in plain-
text space, then a quantum public-key encryption method
is ciphertext-indistinguishable under a quantum chosen-
plaintext attack.

Here,

[Pr[Cp(ELimy(@) = 1] — Pr[Cu(ELamy(b)) = 1]| < Pon)

(40)

where £ stands as the programme’s internal coin tosser, £(a)
and £(b) are ciphertexts, and £ is a quantum encryption
method. According to quantum ZAD — CP A, “a quantum
public-key encryption protocol is information-theoretically
equivalent to the trace distance between any two quantum
ciphertext states is less than 1/P(m)” [46], [50].
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Theorem 1: Suppose P, and Py denote the density oper-
ators of the cipher states E(a) and E(b), respectively, for
all plaintexts a and b. If a quantum public-key encryption
system exhibits information-theoretic indistinguishably for
all positive polynomials P(-) and sufficiently high values of
m, then

1
D(P,, P — 41
(Pa, Pp)l < Pon) 41)
Proof: Let u and u* be the respective plaintext of the

ciphertext |e) and |e*), respectively. The density operators of
le) and |e*) can accept any probable value of the private key
K and the secret parameters x, y, and z for an adversary A.
Because «, p, and r satisfy Egs. (19), (22) and (24), which
state that x, K, y, Hy, and H3 have uniform distributions.
Therefore, «, p, and r also have uniform distributions.
We may determine the density operator for |e).

1
Pe = 2 2. le)el

K.,xy,z
1 o Bt ,
= S X L (YIHP® ) (g HPP(Y )
p,r,o,2
- (42)
=3
On the same footing, we get the density operator for |e*) as
1 1
Per = o 2, 1€ = o (43)
K.x,y.z
Hence,
D(Pe,ua Pe*,u,*) =0. (44)

Again, let 1 and p* be the respective different plaintexts
of the ciphertexts |f) and [f*), respectively. The density
operators of |f) and |[f*) can accept any probable value of
the private key K and the secret parameters x, y, and z for
an adversary A. Since ¢, r and s satisfy Egs. (23) — (25),
which assume that K,y, z, H», H3, and Hs have uniform
distributions, it follows that 7, r and s also have uniform
distributions. So, as follows, we may construct the density
operator for [f).

Now,
1
Pra =5 2, NV
K.,x,y,z
1
= S 2 SR (YIHP |5) (s HPE (Y )Y
psr,a,z
1
=5 (45)
The density operator for |f*) is given by
1 1
Prows = gm 2, 1= (46)
K,x,y,z
Hence,
D(Pr,p, Pre ) = 0. 47
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Scyther results: verify X

Claim Status Commet
signature  Alice signatureactive  Secretm(c,f,g) Ok Verified Noattacks.
i Bob  signature,passive Secretm(c,f,g) Ok Verified No attacks.

Done.

FIGURE 2. Security validation of the proposed protocol.

Let |g) and |g*) represent, respectively, the ciphertexts of
two distinct plaintexts u and p*. Therefore, Py s Pyr o+ are,
respectively, the density operators of |g) and |g*). Using the
same methodology as above, we can determine

D(Pg’u, Pg*”u/*) = 0. (48)

Hence, by Definition 1, these bounds make the proposed
quantum signature “information-theoretically ZN'D — CP.A
secure’’. |

C. INFORMAL SECURITY ANALYSIS

1) EAVESDROPPING ATTACKS

In our proposed protocol, the signer creates 3g decoy particles
for monitoring eavesdropping attacks during the signature
phase. These particles are chosen at random from the set
|0), [1), |[4+) and |—). A portion of the decoy particles is
bound to be disturbed by an outside attacker’s eavesdropping
activity on the quantum channels, according to the security
analysis of the quantum key distribution protocol provided
in [47]. Therefore, Bob must also discover the eavesdropping
activity on the quantum channels during the signature
verification step.

2) NON-REPUDIATION

Non-repudiation should be a feature of a safe quantum
signature scheme. That is, neither the signer nor the person
who verifies signatures can contest the authenticity of a
signature. PKG, a dependable third party for our signature,
never shares the signer’s private key. We can conclude
that the proposed protocol is secure against forgery from
Section IV-B. Therefore, neither the signer nor the verifier
may challenge the validity of the quantum signature once the
signature has passed verification.

3) DESIGNATED VERIFICATION PROPERTY

The secret pad C and the chosen verifier’s private key K must
be employed during the signature verification stage. Keep in
mind that only Bob has access to the private key K and the
secret pad C. PKG has the ability to calculate the private key
K but is ignorant of the pad C. Without knowledge of the pad
C, PKG is unable to calculate p/ in verification. Therefore,
not even PKG can validate the QDVS. So, the designated
verification attribute is present in our scheme.

4) HIDING SOURCE

Our QDVS protocol has the source-hiding security feature.
In our system, the identical QDVS can be produced by both
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the signer and the designated verifier. For a given signature,
no one can distinguish between Alice and Bob as the original
signer. Even if the private key K is made public, PKG and
other parties cannot determine the signer’s identity because

o = H4_1(SHrj .Htj(y+)x/w)) 49)

which is perfectly symmetric for Alice and Bob. Therefore,
our protocol has the ability to conceal the source.

5) NON-TRANSFERABILITY

According to the information provided in sections III-C
and IV-A, it is evident that both Alice and Bob have the
capability to produce identical QDVS for the message 1. The
signature produced by Bob is indistinguishable from the one
provided by Alice. Therefore, the chosen verifier is unable to
provide evidence to any external entity that the signature was
generated by either the signer or themselves. Consequently,
QDVS cannot be transferred.

6) UNFORGEABILITY

Under the supposition that the density operator against the
polynomial-time algorithm is complex, the QDVS scheme is
shown to be existentially unforgeable against strong adver-
saries in the random oracle model. Thus, the subsection IV-B
contains Theorem 1 for adversary.

D. FORMAL SECURITY VERIFICATION USING

SCYTHER TOOL

A widely used software toolkit, called Scyther [51], has been
used for simulation. It contains a ‘“‘graphical user interface
(GUD)” which uses the ‘“command-line” and ‘“‘Python
scripting interfaces”. These help the utilization of Scyther in
a ‘“‘large-scale protocol verification” test.

We have checked the security validation against the
issues of “‘confidentiality’’, ‘‘authorization”, “accessibil-
ity”, “reachability”, “‘credibility” and ‘“‘integrity”’. Most
importantly, we have checked the ‘‘issue of secrecy of
all the credentials (secret keys, identity, random numbers,
parameters, and time)”’. However, the results produced by the
entire protocol simulation code indicate that these issues are
secure from any threats and undesirable events. The outcome
of security validation of the proposed protocol against active
and passive attacks is shown in Fig. 2.

V. COMPARATIVE STUDY WITH OTHER SCHEMES

The proposed protocol is evaluated with some existing
protocols on the premises of various security features in
Table 2. Considered parameters of the comparison are
the following: a) number of signatures, b) security, c)
privacy, d) algorithm complexity, e) security against PKG’s
forgery attacks, f) “reusability of the public key”, and g)
“requirement for quantum swap test”’. Lucidly, it can be
depicted from the comparison Table 2 that the proposed
scheme provides a number of advantages over the preexisting
protocols.
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from giskit import QuantumCircuit, Quantummegister, ClassicalRegister, execute, Aer

def hadamard_qubit(qc, qr):
qc.h(gr)

def generate_keys_circuit(n):
private_key_qr = QuantumRegister(n, name="x')
public_key_qr = QuantumRegister(n, name='G")
qc = QuantumCircuit(private_key_qr, public_key qr)

for i in range(n):
hadamard_qubit(qc, private_key_gr[i])
hadamard_qubit(qc, public_key_gr[i])

return qc

def sign_circuit(qc, message, private_key_gr):
for i, bit in enumerate(message):
if bit == 1:
qc.z(private_key gr[i])

def verify_circuit(qc, message, signature, public_key_gr):
for i, bit in enumerate(message):
if bit == 1
qc.z(public_key_qr{i])

for i, bit in enumerate(signature):
if bit = 1:
qc.z(public_key_gr[i]}

def generate_keys_circuit(n):
n= 16
message = [8, 1, 1, @, 1, @, @, 1]
private_key_qr = QuantumRegister(n, name="x')
public_key_gr = QuantumRegister(n, name='G')
message_qr = QuantumRegister(n, name='message’)
signature_gr - QuantumRegister(n, name='signature')
verify_gr = QuantumRegister(n, name-'verify')
¢ = ClassicalRegister(n, name='c')
qc = QuantumCircuit(private_key_qr, public_key_gr, message_qr, signature_gr, verify gr, ¢)

FIGURE 3. Simulation code of the proposed scheme.

076 5000 5048 4g5¢ 924 000 4957 074 W stabilizer
BN Key Generator Phase
4500 BN sign Phase
‘Verification Phase
£ 3000
@]
1500

8 o/

FIGURE 4. Measurement of states used in various phases of the proposed
scheme.

VI. SIMULATION RESULTS AND DISCUSSIONS

A. SIMULATION USING PYTHON

The proposed protocol is then further tested for effectiveness
using a Python simulation of the signature scheme. For
simulation, we use quantum bit rather than classical bit.
The no-cloning theorem and the uncertainty principle
provide the quantum security to the proposed protocol.
we use the “Qiskit” and “pylatexenc” libraries for quantum
simulations.

B. SIMULATION ENVIRONMENT
The considered simulation environment consists of the
following:
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TABLE 2. Comparison of security features with existing schemes.

[ Scheme [ [15] [ 125] [ 126] [ 1271 [ 28] [ 129] [ 130] [ B1] [ Proposed
Number of | Single Single Single Single Single Single More than | More than | Single
signatures two two
Security X X v v v v v X v
Privacy — — X v X X v v v
Algorithm Security Security Security Security Security Security Security Security Security
complexity depends on | depends on | depends on | depends on | depends on | depends on | depends on | independents independents

algorithm algorithm algorithm algorithm algorithm algorithm algorithm on algorithm | on algorithm
complexity complexity complexity complexity complexity complexity complexity complexity complexity
Security — X v v v v v v v
against
PKG’s
forgery
attacks
Public key | X v X v v
reusability
Quantum v v v v X
swap Re-
quirement
test
values of any classical registers in the circuit will
be returned”. A customized simulator instruction set
450 covered in a different notebook may be in the circuit,
including gates, measurements, resets, conditionals, and
" other elements.
E 300
S
C. ANALYSIS OF SIMULATED DATA
150 The implementation code used is provided in Fig. 3. The file
has been splitted across several data of g-bits. The proposed
0 scheme has improved signature efficiency as shown in Fig. 4.

5 g

FIGURE 5. Measurement of states used in signing phase.

450

Count

150

§ S

FIGURE 6. Measurement of states used in verification phase.

o Hardware environment: We conducted experiments on a
machine using 11" Gen Intel(R) Core(TM) i7-1165G7
laptop @ 2.80GHz processor.

o Software environment: We use Python 3.8.11 coding
using GMP and compiling with the optimization option
using appropriate parameters. The AerSimulator back-
end operates by design by mimicking a real device’s
operation. If a quantum circuit with measurements is
performed, then a “count dictionary holding the final
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Therefore, we put the efficiency simulation of signature
verification into action.

The effectiveness of verification with fixed g-bits is the
subject of simulations. When the size of the user’s data
in g-bits is fixed. Additionally, Fig. 5 and Fig. 6 are
obtained from the simulations and represent the measure-
ment of states used in the sign and verification phases,
respectively. Lucidly, we can observe from Fig. 4 that
the measurement of states used in various phases of our
protocol.

VIl. CONCLUSION

We proposed a QDVS protocol based on identity. The
proposed scheme features security attributes such as eaves-
dropping attacks, non-repudiation, and designated verifica-
tion property by hiding source. Also, it is protected from
attacks on forgery, interception, and impersonation. The
signer’s public key, which serves as identifying information,
is generated by PKG. The signer uses a private key to
encrypt a message, and the quantum signature corresponding
to that encryption is validated using the identities of
the signer and the selected verifier without the use of
any quantum key certificates which makes the quantum
signature system’s key management faster. Moreover, the
scheme does not require the verifier to compare quantum
states during the signature verification step. Therefore,
the proposed protocol is more practicable, secure, and
efficient.
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