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Abstract

The main objective was to examine the trajectory of scientific research in this domain, identify the most
influential publications related to cybersecurity in autonomous vehicles and pinpoint research
opportunities, supported by the PRISMA method. Additionally, the study explores cybersecurity themes
in autonomous vehicles, emphasizing the significance of concepts like blockchain, machine learning, and
deep learning essential in formulating business strategies. Furthermore, the research identifies influential
scientific publications, predominant journals, the most productive countries, and authors with the most
publications on cybersecurity in autonomous vehicles. It identifies research opportunities organized into
two distinct clusters to provide a comprehensive understanding of the current state of research in this
field and offer insights for companies and academics interested in contributing to future advancements
in the cybersecurity of autonomous vehicles. The article demonstrates that cybersecurity is a fundamental
area for the development and implementation of secure and reliable autonomous vehicles.

Keywords: V2X (vehicles-to-everything) network security; 5G and 6G; mobility security; communication
network security; attack prevention.

ESTUDO BIBLIOMETRICO SOBRE O DESENVOLVIMENTO E IMPLEMENTAGAO DA
CIBERSEGURANGA EM VEICULOS AUTONOMOS

Resumo

O objetivo principal foi examinar a trajetdria da investigacdo cientifica neste dominio, identificar as
publicagdes mais influentes relacionadas com a ciberseguranga em veiculos auténomos e identificar
oportunidades de investiga¢do, apoiadas pelo método PRISMA. Além disso, o estudo explora temas de
seguranca cibernética em veiculos auténomos, enfatizando a importancia de conceitos como blockchain,
aprendizado de maquina e aprendizado profundo, essenciais na formulagdo de estratégias de negdcios.
Além disso, a pesquisa identifica publicagGes cientificas influentes, periddicos predominantes, os paises
mais produtivos e os autores com mais publicacGes sobre seguranca cibernética em veiculos auténomos.
Identifica oportunidades de investigacdo organizadas em dois clusters distintos para fornecer uma
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compreensdo abrangente do estado atual da investigacdo neste campo e oferecer insights para empresas
e académicos interessados em contribuir para avancos futuros na seguranca cibernética de veiculos
auténomos. O artigo demonstra que a ciberseguranca é uma area fundamental para o desenvolvimento
e implementacao de veiculos auténomos seguros e fidveis.

Palavras-chave: seguranca de rede V2X (veiculos para tudo); 5G e 6G; seguranca da mobilidade;
seguranca de redes de comunicac¢do; prevencdo de ataques.

Introduction

Technological advances are profoundly redefining the autonomous vehicle landscape, influencing the way
we move, and raising essential cybersecurity considerations. As interconnection and automation become
integral parts of autonomous vehicles, new challenges and opportunities arise in ensuring cybersecurity
(Bathla et al., 2022). The rapid pace of technological advances in the autonomous vehicle landscape raises
critical cybersecurity considerations, making them increasingly susceptible to a wide range of cyber
threats (Sun et al., 2022). The growing dependence on various autonomous systems and their interaction
with intelligent systems in urban traffic infrastructure has further expanded the threat landscape, making

cybersecurity a growing concern (Chattopadhyay et al., 2021).

There are several factors that influence the adoption of autonomous vehicles, where efficiency and trust
in technologies play essential roles. Acheampong and Cugurullo (2019) state that vehicle efficiency,
convenience, driving experience, and trust in autonomous technologies are crucial for the acceptance and
adoption of these technologies. By prioritizing cybersecurity in autonomous vehicles, businesses and the
automotive industry can strengthen their strategies for responding to cybersecurity threats. The growing
presence of digital capabilities through 6G technology requires a robust approach to ensure the continued

safety of autonomous vehicles (Algarni & Thayananthan, 2023).

This paper aims to guide future research on crucial elements contributing to the advancement of the
cybersecurity concept in autonomous vehicles. Divided into four parts, it reviews the current literature
on cybersecurity in this context, presents the methodology used, analyzes the results obtained from
bibliometric analysis, and concludes with final considerations. This article is supported by bibliometric
analysis, focusing on cybersecurity in autonomous vebhicles, and seeks to answer the following four

questions:

— RQ1: How has the concept of cybersecurity in autonomous vehicles evolved in academic research over
the past 20 years?

— RQ2: What are the most influential scientific publications on cybersecurity in autonomous vehicles?
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— RQ3: What are the main authors and papers in scientific publications on cybersecurity in autonomous
vehicles?

— RQ4: What are the main focuses of research in the field of cybersecurity in autonomous vehicles?

2. Literature review
2.1. Cybersecurity

Cybersecurity has received significant attention in recent years due to the increasing number of threats
and continuous efforts by cybercriminals to overcome security barriers. According to Taherdoost (2022),
the process involves protecting sensitive data against unauthorized access, damage, or theft. Sabillon
(2018) defines cybersecurity as the protection of information assets, dealing with threats to information
processed, stored, and transported by interconnected information systems. Additionally, Sallos et al.
(2019) tells us that cybersecurity is increasingly being recognized as a "knowledge problem," emphasizing
the need to understand vectors, mechanisms, and trends related to knowledge to address cybersecurity

challenges.

As the digital landscape continues to evolve, the importance of cybersecurity in various domains such as
health, critical infrastructure, and the automotive industry has become increasingly prominent.
Cybersecurity, in the digital era, stands out for its importance and complexity, increased by its
interdisciplinary nature. Its areas of application are diverse, from industry to education and health. For
example, according to Gordon et al. (2022), cybersecurity is identified as a necessity for the provision of
reliable healthcare, especially in the context of robotic surgery. In the automotive industry, according to
Wang et al. (2021), there has been an increase in the development of solutions to address increasing
incidents of security threats. At the same time, several cybersecurity practices emerged, presenting
variations between different industrial areas regarding risks and respective mitigations (Héroux & Fortin,

2020).

2.2. Autonomous vehicles

Autonomous vehicles can transform urban transportation systems, providing safer roads, improving
mobility, and enhancing traffic efficiency (Li et al., 2022). According to Qu et al. (2022), autonomous
vehicles are equipped with sensors that can perceive environmental information to make informed
decisions. For example, lane change is the most common scenario (Wu et al., 2020). In the decision-
making process, Guo (2023) states that continuous learning is frequent, incorporating risk awareness and

replicating human behaviors to ensure intuitive understanding by other road users.
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The implementation of autonomous vehicles raises important considerations in terms of policies,
responsibility, and security (Alheeti et al., 2016). According to Nees (2016), there is a need for policies and
changes in infrastructure to prepare cities for the integration of autonomous vehicles into existing urban
transportation systems. Additionally, Nyholm and Smids (2016) ensure that the security of autonomous
vehicles and their communication networks is crucial to preventing intrusions and attacks. Autonomous
vehicles, according to Muhammad et al. (2020), have the potential to significantly impact road

transportation systems, traffic flow, and user acceptance.

Table 1 summarizes the concepts of cybersecurity and autonomous vehicles.

Table 1
Cybersecurity and Autonomous Vehicles Concepts
Concept Description Authors
Cybersecurity Refers to a set of activities and other measures aimed at protecting Fischer, 2016;
computers, computer networks, hardware, related devices, software, Reegard et al., 2019;
and the information they contain and communicate, as well as other ~ Veale et al., 2020
elements in cyberspace, from attacks, disruptions, or other threats.
Autonomous Refers to vehicles capable of operating and moving without the need  Kato et al., 2015;
Vehicles for direct human intervention. The autonomy of vehicles can vary at Wachenfeld &
different levels, from driver assistance to complete autonomy, where ~ Winner, 2016; J.
the vehicle can travel the entire route without requiring human Wang et al., 2020

intervention.

3. Methodology

Bibliometric analysis is a valuable tool for assessing the impact and influence of scientific production in
various areas. It involves, for example, the statistical analysis of published articles and their citations to
measure their impact (Baraibar-Diez et al., 2020). However, it is important to note that bibliometric
analysis has limitations. It is retrospective in nature, and developments in the literature only become
apparent after some time has passed (Coombes, 2023). Bibliometric analysis methods are employed to
provide a comprehensive perspective on published scientific articles. This approach is based on
processing bibliometric data collected from databases such as Scopus, The Lens, or Web of Science. In
recent years, there has been an increase in the application of bibliometric methods in research papers,

driven by their reliability and, above all, their effectiveness (Mukherjee et al., 2022).

The methodological foundation of this bibliometric analysis was established using the PRISMA method,
which provides a set of guidelines for the preparation of systematic reviews and meta-analyses (Page et

al., 2023).

To carry out this study, the database selected was The Lens, a free and accessible data source containing
151.9 million patents and 266.4 million scientific articles and research works in various areas (The Lens,

n.d.).
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The keywords "cybersecurity" and "autonomous vehicles" were used for the complex boolean search,
employing the AND and OR operators between the two expressions to encompass more literature. The
analysis focused on the last 20 years, restricting publications to the period between 2004 and 2023. To
obtain more specific results for this study, subjects such as "Control and Systems Engineering,"

"Automotive Engineering," and "Computer Networks and Communications" were selected, along with the

study fields "computer science," "engineering," "computer security," "Control (management)," and
"Control engineering," resulting in a total of 3028 publications. For the analysis and visualization of the

obtained data, VOSviewer version 1.6.19 software and The Lens analysis tool were used.

The analysis covers the distribution of publications over the 20 years analyzed, identifying the five types
of considered documents: books, conference proceedings, book chapters, journal articles, and
conference papers. The top 10 journals contributing the most publications, the top 10 countries with the
highest production, the top 10 prominent authors, and the top 10 most cited articles are highlighted.
Finally, co-authorship analysis, co-citation analysis, keyword analysis, and cluster analysis of keywords are

part of stage five (cf. Figure 1).

Figure 1 presents the methodology used in the research, based on the PRISMA method, consisting of six
stages (database selection; definition of search terms and Boolean terms and operators; definition of

search criteria; selection of analysis software; analysis and presentation of results; synthesis of results).
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Figure 1
Methodology
1stStep - Database selection
The Lens
2"d Step - Definition of search terms selection of terms and boolean operators:
cybersecurity OR (vehicles AND autonomous)
( 3rd Step - Definition of search criteria )

Period: 2004-2023
Search: Title and Abstract
Publication type: journal article, conference proceedings article, book
Chapter subject: Automotive Engineering, Computer Networks and Communications, Control and
Systems Engineering
Fields of study: Computer Science, Engineering, Computer Security, Control (management), and
\ Control Engineering )

4th Step - Selection of analysis software
VOSviewer and The Lens

-
5th Step - Analysis and presentation of results

Annual scientific production analysis, contributions from journals, countries, and authors, along with
the quantity of articles, citations, and keywords.

"

6th Step - Synthesis of results
Summary of results from graphs and tables, aligned with propositions, and presentation of
conclusions.

4. Analysis

4.1. Evolution of academic research over the last 20 years on the concept of cybersecurity in
autonomous vehicles (RQ1)

This study covers a total of 3280 documents over a 20-year period, spanning from 2004 to 2023. Figure 2
illustrates the annual volume of scientific production resulting from the conducted research, considering
the elements presented in steps 2 and 3 of Figure 1. Thus, it is possible to observe an increase in annual
scientific production on the topic of "Cybersecurity in Autonomous Vehicles". In 2004, 31 documents were
published, while in 2023, this number rose to 678, representing a growth of 2187%, with a steady annual
increase from 2011 onwards.

Politécnica . N°30 . Dezembro de 2023 Pag. 31


http://www.ispgaya.pt/

Instituto Superior Politécnico Gaya j

www.ispgaya.pt
https://doi.org/10.58086/gtcy-wt23

Figure 2
Evolution of the number of publications by document type
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4.2. Most influential scientific publications on cybersecurity in autonomous vehicles (RQ2)

The results indicate that 3028 documents were published in 110 different journals, with the top 10
representing 82% of the total with 2484 publications (cf. Figure 2 and Table 2). IEEE occupies first place
with 909 publications in the areas of engineering, automotive industry, and security.

Table 2
Top 10 Journals by Number of Publications
Number of
Journal Fields publications
Institute of Electrical and Engineering; Automotive Industry; Security.
. . 909
Electronics Engineers (IEEE)
Elsevier BV Academic and Governmental; Health; Industry. 592
Springer Science and Business  Engineering; Medicine; Computing; Mathematics.
Media LLC 221
MDPI AG Computing; Mathematics; Behavioral Science. 220
Wiley Computing and Technology; Earth, Spaces, and Environment. 135
Hindawi Limited Mathematics, Engineering, and Computing; Social Sciences 94
and Education.
Informa UK Limited Science, Technology, and Medicine; Humanities and Social 92
Sciences.
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Number of
Journal Fields publications
Inderscience Publishers Computer Science and Mathematics; Risk Management,
Security, and Emergencies; Science, Engineering, and 82
Technology.
Institute of Electrical and Engineering; Automotive Industry; Security. 81
Electronics Engineers Inc.
Emerald Sustainability; Health; Mathematics. 55

In Figure 4, it shows the most active countries in the production of scientific publications in this area,
highlighting China and the United States of America with the highest number of publications.

Figure 4
Scientific Production by Country

Complementing the representation in Figure 4, Table 3 shows the top 10 leading countries in terms of
production in research dedicated to the topic of cybersecurity in autonomous vehicles.

Table 3

Top 10 Countries with the greatest number of publications
Country Number of publications
China 876
USA 611
United Kingdom 188
Canada 148
Australia 143
Republic of Korea 110
France 88
India 86
Germany 80
Italy 74
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4.3. Main authors and papers of scientific publications on cybersecurity in autonomous vehicles (RQ3)

Table 4 highlights the main authors in scientific production, revealing Dan Wang as the most productive
author with twenty-six publications. Following, Zhouhua Peng and Chuan Hu appear with twenty-five and
eighteen publications, respectively. It is observed that many of the authors presented in Table 4 are from
the Asian continent, especially China, indicating their leadership in scientific production in the context of
research that addresses the terms “cybersecurity” or “autonomous vehicles”.

Table 4

Number of Published Articles per Author
Authors Number of publications  Affiliation
Dan Wang 26 Dalian Maritime University, China
Zhouhua Peng 25 Dalian Maritime University, China
Chuan Hu 18 Southeast University, China
Chen Lv 17 Nanyang Technological University, China
Kegiang Li 12 Tsinghua University, China
Amir Khajepour 11 Beijing Institute of Technology, China
Balazs Németh 11 Hungarian Academy of Sciences, Hungary
Bidyadhar Subudhi 10 National Institute of Technology, India
Amr Mohamed 9 University of Ontario Institute of Technology, Canada
Antoénio M Pascoal 8 University of Lisbon, Portugal

According to Zupic and Cater (2015), the co-authorship method can reveal patterns of collaboration and
productivity among researchers. A total of 173 authors were found in the context of the analysis, each
having at least five published documents. Out of these authors, 96 were selected, divided into 14 clusters,
with a total of 260 connections. Figure 5 demonstrates the connections among them. The green cluster
features the author with the most co-authorships, Zhouhua Peng.

Figure 5
Author Relationships per Document
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The articles with the highest number of citations are "Planning and decision-making for autonomous
vehicles" (Schwarting et al., 2018), with 538 citations, and "Perception, planning, control, and
coordination for autonomous vehicles" (Pendleton et al., 2017), with 403 citations. It is also noted that
the most cited paper is the one with the highest average annual citations (107.6).

Table 5
Top 10 Most cited papers

. Year of .
Article .. Citations  Average*
publication

Chwarting, W., Alonso-Mora, J., & Rus, D. (2018). Planning and
decision-making for autonomous vehicles. Annual Review of Control, 2018 538 107.6
Robotics, and Autonomous Systems, 1(1), 187-210.
Pendleton, S., Andersen, H., Du, X., Shen, X., Meghjani, M., Eng, Y.,
Rus, D., & Ang, M. (2017). Perception, planning, control, and 2017 403 67.2
coordination for autonomous vehicles. Machines, 5(1), 6.
Arslan, G., Marden, J. R., & Shamma, J. S. (2007). Autonomous
vehicle-target assignment: A game-theoretical formulation. Journal 2007 374 23.4
of Dynamic Systems, Measurement, and Control, 129(5), 584-596.
Amer, N. H., Zamzuri, H., Hudha, K., & Kadir, Z. A. (2017). Modelling
and control strategies in path tracking control for autonomous
ground vehicles: A review of state of the art and challenges. Journal
of Intelligent & Robotic Systems, 86(2), 225-254.
Sarker, I. H., Kayes, A. S. M., Badsha, S., Algahtani, H., Watters, P., &
Ng, A. (2020). Cybersecurity data science: an overview from machine 2020 235 78.3
learning perspective. Journal of Big Data, 7(1).
Qiao, L., & Zhang, W. (2017). Adaptive non-singular integral terminal
sliding mode tracking control for autonomous underwater vehicles. 2017 223 37.2
IET Control Theory and Applications, 11(8), 1293-1306.
Peng, Z., Wang, D., Li, T., & Han, M. (2020). Output-feedback
cooperative formation maneuvering of autonomous surface vehicles
with connectivity preservation and collision avoidance. IEEE
Transactions on Cybernetics, 50(6), 2527-2535.
Faessler, M., Fontana, F., Forster, C., Mueggler, E., Pizzoli, M., &
Scaramuzza, D. (2016). Autonomous, vision-based flight and live
dense 3D mapping with a quadrotor micro aerial vehicle. Journal of
Field Robotics, 33(4), 431-450.
Yuan, C., Licht, S., & He, H. (2018). Formation learning control of
multiple autonomous underwater vehicles with heterogeneous
nonlinear uncertain dynamics. IEEE Transactions on Cybernetics,
48(10), 2920-2934.
Bingham, B., Foley, B., Singh, H., Camilli, R., Delaporta, K., Eustice, R.,
Mallios, A., Mindell, D., Roman, C., & Sakellariou, D. (2010). Robotic
tools for deep water archaeology: Surveying an ancient shipwreck 2010 183 14.1
with an autonomous underwater vehicle. Journal of Field Robotics,
27(6), 702-717.

* The average was calculated based on the interval between the year of publication and the year 2023.

2016 261 37.3

2019 205 513

2015 193 24.1

2017 193 32.2
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4.4. Main areas of research on cybersecurity in autonomous vehicles (RQ4)

The co-occurrence analysis of the authors' keywords is presented in Figure 6, reflecting the strong
connection between cybersecurity and the control system. Keywords with a minimum occurrence of 20
were considered, resulting in a total of 59 keywords distributed across two clusters (cf. Figure 6 and Table
6). The most prominent cluster is the red one, with 30 keywords, where "cybersecurity" is the dominant
keyword, recording 323 occurrences. In the green cluster, the keyword "controller" stands out, with 456

occurrences. Table 6 presents the two clusters (red and green) obtained and their respective keywords.

Table 6
Keywords per Cluster
Cluster Keywords
“Attack”, “autonomous car”, “blockchain”, “cavs”, “communication technology”, “congestion”,
“connected autonomous”, “connected vehicle”, “connectivity”, “cyber attack”, cyberattack”,
“cybersecurity”, “cybersecurity risk”, deep learning”, “detection”, “integrity”, “inteligente
1 - Red ” “" g u n i 7 “" n
transportation”, “lidar”, “machine learning”, “mixed traffic”, “mobility”, “object detection”,
“security”, “smart city”, “threat”, “traffic”, “traffic condition”, “traffic efficiency”,
“transportation” e “v2v”.
“agv”, “autonomou”, “autonomous ground vehicle”, “autonomous navigation”, “collision”,
coII|S|on avoidance”, “control law”, “control system”, “controller”, “dynamic environment”,
“gps”, “mapping”, “navigation system”, “orientation”, “path planning”, “path tracking”, “path
2 - Green ” o« ” ” u

tracking”, “tracking control”,
1”, “vehicle

trajectory tracking control”,

reference trajectory”,

»

tracking control”, “proposed controller”,
“trajectory”, “trajectory planning”, “trajectory tracking”,
model”, “vehicle speed” e “velocity”.
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Figure 6
Keyword Co-occurrence Network
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4.4.1. Cluster 1 — Red

The cluster presents keywords such as "attack", "detection", "traffic", "mobility", and "connected
autonomous vehicle", which are interconnected with the context of this paper, specifically with

cybersecurity.

According to Craigen et al. (2014), cybersecurity encompasses a wide range of tools, policies, concepts,
and technologies aimed at protecting individuals, organizations, and governments from online threats.
For Da Veiga (2016), cybersecurity is essential to protecting intelligent resources in cyberspace. Matheu
et al. (2020) argue that cybersecurity involves the use of various technologies and protocols to connect
physical devices to online infrastructure, especially in scenarios such as the Internet of Things. In this
context, Karagiannis et al. (2022) state that the National Institute of Standards and Technology launched
the National Initiative for Cybersecurity Education with the aim of providing a systematic framework for
education and learning in cybersecurity and establishing concepts and practices adopted by professionals.
According to Gcaza and von Solms (2017), the notion of cybersecurity is also linked to the urgency of
safeguarding multiple resources simultaneously against a variety of cyber threats, influencing

cybersecurity strategies and culture.
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To address cybersecurity concerns in connected Autonomous Vehicles (AVs), it is crucial to consider
potential attacks, detection methods, traffic management, and the impact on mobility. For Liu et al.
(2022), AVs are susceptible to various attacks, posing serious security risks. Detection of attacks in AVs
can be achieved through advanced technologies such as blockchain or Bayesian attack graphs (Fu et al.,
2022; Queralta et al., 2020). These technologies enhance autonomy and provide real-time data for precise
location and environment updates, thus improving the detection of potential cyber threats. AVs have the
potential to mitigate traffic congestion, increase road safety, and reduce fuel consumption and emissions
(Montanaro et al., 2019). However, Martin-Gasulla et al. (2019) state that the initial incorporation of AVs
with low penetration rates may result in more limited traffic capabilities. It is essential to develop
comprehensive traffic analysis methods and traffic management strategies to ensure the gradual
introduction of AVs into existing traffic systems (Zhou et al., 2022). Additionally, the connectivity of AVs,
from vehicle to vehicle and infrastructure to vehicle, can significantly improve traffic management and
safety by collecting information from nearby vehicles and infrastructures, enhancing their perception

capabilities and decision-making processes (Yamazato, 2017).

4.4.2. Cluster 2 — Green

The cluster presents keywords such as "controller", "control system", "collision", "trajectory", "tracking",
"path planning", and "autonomous ground vehicle" which are interconnected with the context of this

article, specifically with autonomous vehicles.

The development of controllers for autonomous vehicles has increasingly improved their collision
prevention capabilities (Tiwari et al., 2021). These controllers are essential to enable autonomous vehicles
to navigate complex traffic scenarios and avoid collisions with other vehicles and obstacles (Lin et al.,
2020). According to Matous et al. (2021), the development of collision prevention systems for
autonomous vehicles has been a key area of development, aiming to provide these vehicles with the
ability to react to sudden changes in their environment and avoid potential collisions. Additionally, Lin et
al. (2020) highlights the importance of integrating trajectory replanning and vehicle-to-vehicle
information interaction in collision prevention control systems. For Guo, J. et al. (2018), an adaptive
trajectory control approach based on neural networks was proposed for autonomous vehicle collision

prevention control systems, demonstrating stability using Lyapunov theory.

However, Evtukov et al. (2018) argue that attention should be focused on addressing cybersecurity
vulnerabilities to prevent external interference with the control unit of an autonomous vehicle. The
complexity of data and traffic behaviors in autonomous vehicle networks may enable various types of

attacks (Aldhyani & Alkahtani, 2022). To address these challenges, Vitale et al. (2021) propose the
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development of methodologies to assess the vulnerabilities and impacts of potential cyberattacks on

autonomous vehicles.

5. Results

Scientific interest in the field of cybersecurity in autonomous vehicles has been growing over the past 20
years, from 2004 to 2023. In 2004, there were 31 publications, which increased to 678 publications in
2023, representing a growth of 2187%. The year 2012 marked an annual growth of 168%, after which
scientific production maintained an upward trend. The significance of cybersecurity in autonomous
vehicles has been reinforced due to the emerging availability of technologies such as blockchain, machine
learning, and deep learning, as well as the use of technologies like 5G and 6G, making vehicles increasingly

interconnected with each other and their environmental context.

Bibliometric analysis revealed that China, the United States, the United Kingdom, and Canada are the
most active in producing scientific publications on the topic. This analysis aligns with the level of
investment and prioritization of research and development in the area that these countries demonstrate,

such as the creation of regulatory policies as indicated using keywords like "guidance law," "regulation,"

or "law".

Consumer perspectives play a crucial role in the widespread acceptance and adoption of autonomous
vehicles. Trust in security, along with other aspects such as reliability and user experience, will significantly
influence consumers' willingness to adopt autonomous vehicles. Keywords such as "control design,"

"awareness," and "cybersecurity awareness" represent the importance in their regard.

By analyzing existing literature, the article provides a comprehensive perspective on the current state,
highlighting key themes, trends, and identified security gaps, such as the use of artificial intelligence and
environmental connectivity, contributing to reinforcing the need for research by academics and

investment by companies.

Aspects such as cybersecurity, reliability, and regulation were identified as key areas. Thus, automotive
companies can benefit from this analysis, which identified fundamental elements to be addressed in the

cybersecurity of autonomous vehicles.

6. Limitations and future research

As in any study, the present research has some limitations that need to be recognized but may represent

a starting point for future work. The results obtained reflect the choices made in steps one to three (Figure
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1), as described in the methodology section. This includes the selection of the database and the keywords

used in the search. Therefore, these decisions represent an inherent limitation of the paper.

For future research, it would be relevant to explore the contributions that technology can provide to
boost cybersecurity in autonomous vehicles. The results suggest conducting a study that investigates the
relationship between vehicle-to-vehicle and environmental communication and their predictive

capabilities.

7. Conclusions

Cybersecurity is a fundamental challenge for the development and implementation of safe and reliable
autonomous vehicles. Challenges include the vulnerability of control systems, the possibility of cyber-
attacks, and the lack of specific regulations. The development of new security technologies, cooperation
between industry and researchers, and collaboration between education and public awareness are

opportunities for development.
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