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Abstract 

The impact of security in cyberspace has been increasing, motivating companies to reconsider their 
security strategies. In addition, people from various countries who are aware of this growth are seeking 
to present studies in various journals that allow them to identify elements that contribute to the 
consolidation of the concept of security in cyberspace. With this reality in mind, this study, supported by 
a bibliometric analysis of security in cyberspace based on articles published in the last eight years, aims 
to analyze the evolution of scientific research, identify the most influential scientific publications on topics 
related to cyberspace security, and detect research opportunities in the field. The study also discusses 
the implementation of the legal framework for security in cyberspace and the NIS Directive, aspects that 
European companies should consider in their cybersecurity strategy. The study's conclusions highlight the 
multifaceted nature of cybersecurity challenges and the need for a holistic and collaborative approach to 
strengthening digital resilience, with an emphasis on promoting a culture of awareness encouraged at the 
organizational and social level by policymakers, industry leaders, and researchers. 

Keywords: Security in cyberspace; Cybersecurity; NIS Directive; Legal regime; Bibliometric analysis. 

 

 

ANÁLISE BIBLIOMÉTRICA SOBRE SEGURANÇA DO CIBERESPAÇO - DIRETIVAS NIS 

 

Resumo 

O impacto da segurança no ciberespaço tem vindo a aumentar, motivando as empresas a reconsiderar as 
suas estratégias de segurança. Além disso, pessoas de vários países que estão atentas a este crescimento 
procuram apresentar estudos em diversas revistas que lhes permitam identificar elementos que 
contribuem para a consolidação do conceito de segurança no ciberespaço. Tendo esta realidade em 
mente, este estudo, apoiado numa análise bibliométrica da segurança no ciberespaço baseada em artigos 
publicados nos últimos oito anos, tem como objectivo analisar a evolução da investigação científica, 
identificar as publicações científicas mais influentes sobre temas relacionados com a segurança do 
ciberespaço, e detectar oportunidades de pesquisa na área. O estudo discute também a implementação 
do quadro jurídico para a segurança no ciberespaço e a Diretiva NIS, aspectos que as empresas europeias 
devem considerar na sua estratégia de cibersegurança. As conclusões do estudo destacam a natureza 
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multifacetada dos desafios de cibersegurança e a necessidade de uma abordagem holística e colaborativa 
para reforçar a resiliência digital, com ênfase na promoção de uma cultura de sensibilização incentivada 
a nível organizacional e social por decisores políticos, líderes industriais e investigadores. 

Palavras-chave: Segurança no ciberespaço, Cibersegurança, Diretiva NIS, Regime jurídico, Análise 
bibliométrica. 

 

 

Introduction 

In the last few years, the security of cyberspace has become a fundamental issue for the European Union 

(EU), demonstrating a strong commitment to promoting a global, open, stable, and secure cyberspace. 

This commitment is evident in the stance taken by the EU in international security debates related to 

cyberspace (Salvaggio & González, 2022). One of the main initiatives in this field is the Network and 

Information Security Directive (NIS), which aims to raise the general level of cybersecurity in the EU 

(Drivas et al., 2020). The NIS Directive establishes a mandatory reporting regime for operators of essential 

services and digital service providers, reflecting the EU's determination to strengthen cybersecurity 

(Franke et al., 2021). Additionally, under the NIS Directive, the European Commission has adopted a 

comprehensive cybersecurity package to further strengthen the EU's resilience and response to 

cyberattacks (Maglaras et al., 2020). However, according Cesarec (2020), challenges remain in achieving 

the highest level of cybersecurity in all EU Member States, indicating gaps in their capabilities. 

The legal landscape around cyberspace security in the EU has changed significantly, particularly with the 

introduction of the NIS Directive and the General Data Protection Regulation (GDPR) (Urquhart & 

McAuley, 2018). The NIS Directive (Directive (EU) 2016/1148) imposes specific obligations on Member 

States to improve the cybersecurity posture across the EU (Drivas et al., 2020). In addition, the proposed 

NIS Directive 2 seeks to modernize the current EU legal framework on cybersecurity and address the 

limitations of the NIS Directive (Chiara, 2022). Despite these regulatory efforts, there is still a lack of 

stakeholders in the EU cybersecurity ecosystem, which highlights the need for greater engagement and 

collaboration (Bederna & Rajnai, 2022). 

The increasing exposure to cyber threats due to global interconnectivity requires the adoption of 

cybersecurity standards and frameworks (Ponsard et al., 2021). The European Union Cybersecurity Act 

and the NIS Directive play key roles in assisting EU internal market organizations in resisting and 

recovering from cyber threats (Ferguson, 2022). The NIS Directive is the first EU legal instrument that 

focuses on incident notification and information sharing as key requirements, highlighting the importance 

of such information for cyber defense (Ducuing, 2021). Furthermore, the protection of cyberspace has 
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emerged as one of the top security priorities for governments around the world (Carrapico & Farrand, 

2016). 

This paper is divided into four parts. The first part reviews the literature on cybersecurity, information 

security, and the NIS Directive. The next part presents the methodology and the research questions, 

followed by an analysis of the results obtained from the bibliometric analysis. Finally, the final 

considerations are presented. 

 

1. Literature review 

1.1. Cybersecurity 

Cybersecurity encompasses the protection of networks and information systems against unauthorized 

access, use, disclosure, disruption, modification, or destruction of data (Ferguson, 2022). It involves 

implementing measures to ensure the confidentiality, integrity, and availability of data and services, 

particularly in critical sectors such as energy, healthcare, and essential services (Biasin & Kamenjašević, 

2022; Skias et al., 2021). The NIS and NIS 2 Directives play a crucial role in defining the threshold for 

reporting cybersecurity incidents and promoting improvements in the cybersecurity of essential services 

(Schmitz-Berndt, 2023; Wallis & Johnson, 2020). 

The dynamic nature of cybersecurity requires taking advantage of information on cyber threats to develop 

a risk framework that supports decision-making and resilience against them (Riesco & Villagrá, 2019). 

Additionally, compliance with the NIS Directive requires the development of cybersecurity maturity 

assessment frameworks to evaluate and improve cybersecurity measures (Drivas et al., 2020). This is 

exemplified in the case of Greece, where the National Cybersecurity Authority and a cybersecurity 

framework were created to align with the NIS Directive and ensure the security of critical infrastructure 

(Maglaras et al., 2020). 

 

1.2. Information security 

The term "Information Security" encompasses the protection of data and information systems against 

unauthorized access, use, disclosure, disruption, modification, or destruction. It involves ensuring the 

confidentiality, integrity, and availability of information, as well as the systems and processes that store, 

process, and transmit that information (Schmitz-Berndt & Schiffner, 2021). Information security is crucial 

for safeguarding sensitive data, such as personal and financial information, intellectual property, and 

organizational data, from unauthorized access and cyber threats (Wallis & Johnson, 2020). It also involves 

implementing measures to prevent, detect, and respond to security incidents, including cyberattacks, 
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data breaches, and other security breaches (Skias et al., 2021). In addition, “Information Security” is 

closely linked to compliance with regulations and standards, such as the NIS Directive, which aims to 

improve the overall level of cybersecurity in the European Union (Wallis & Johnson, 2020). The NIS 

Directive gives Operators of Essential Services (OES) responsibility for ensuring the security of networks 

and information systems, underlining the need for an objective-oriented approach to implementing 

security and protection standards (Ponsard et al., 2021). 

Generally, information security, in the context of the NIS Directive, plays a key role in strengthening the 

cybersecurity posture of essential services, promoting early detection and adequate mitigation of 

cybersecurity incidents, and fostering a dynamic risk framework to address emerging cyber threats 

(Riesco & Villagrá, 2019). Therefore, understanding and defining “Information Security” is essential for 

organizations to effectively comply with the NIS Directive and contribute to the overall cybersecurity 

resilience of critical infrastructure and essential services (Bagnato, 2020). 

 

1.3. NIS Directive 

The Network and Information Systems (NIS) Directive is the first EU legal instrument to focus on incident 

notification and information sharing as key requirements, based on studies showing the importance of 

such information for cyber defense (Ducuing, 2021). It defines critical infrastructures and operators of 

essential services, boosting improvements in the cybersecurity of services (Bagnato, 2020; Wallis & 

Johnson, 2020). It also modernizes the EU's legal framework on cybersecurity and seeks to strengthen the 

EU's resilience and response to cyberattacks (Ferguson, 2022). The private sector has seen a change in its 

role in NIS regulation, moving from being the subject of regulation to becoming an active player in 

policymaking, providing technical expertise for network resilience (Carrapico & Farrand, 2016). In 

addition, the NIS Directive poses challenges in practice, requiring compliance frameworks and 

cybersecurity maturity assessments (Biasin & Kamenjašević, 2022). 

The NIS Directive has been reformed, leading to the proposal of the NIS 2 Directive, which seeks to 

modernize the existing EU legal framework on cybersecurity while correcting the shortcomings that 

prevented the NIS Directive from unlocking its full potential (Chiara, 2022). Furthermore, the NIS Directive 

has implications for various sectors, including healthcare, as seen in the context of the cybersecurity 

challenges arising from the AI Act and the NIS 2 Directive proposals for medical devices (Biasin & 

Kamenjašević, 2022). The literature also emphasizes the importance of dialogue, partnership, and 

capacity building for network and information security, highlighting the changing role of the private sector 

from regulatory object to regulatory shaper in the context of the NIS Directive (Carrapico & Farrand, 

2016). Overall, the NIS Directive represents a significant step taken by the EU to strengthen the security 
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of networks and information systems, with implications for various sectors and an emphasis on incident 

reporting, information sharing, and the modernization of cybersecurity legal frameworks. 

 

1.4. Concept relationship 

In summary, these three terms are interlinked: the NIS Directive is a legislative measure that establishes 

standards and requirements for “Information Security” in the EU. In turn, “Information Security” is a 

subset of the broader field of “Cybersecurity”, which encompasses all measures taken to protect digital 

data and systems. Thus, it can be said that the NIS Directive is part of “Information Security” and that 

“Information Security” is part of “Cybersecurity” (cf. Figure 1). 

Figure 1 

Relationship between “Cybersecurity”, “Information Security” and the “NIS Directive” 

 

Source: own. 
 

Table 1. 

 Concepts of “Cybersecurity”, “Information Security” and “NIS Directive” 

Concept Description Authors 

Cybersecurity 

Cybersecurity involves protecting networks and information 

systems, particularly in critical sectors, by implementing measures to 

ensure data confidentiality, integrity, and availability and developing 

a risk framework and maturity assessment framework in compliance 

with the NIS Directives. 

Drivas et al. (2020); 

Schmitz-Berndt (2023); 

Skias et al. (2021) 

Information 

Security 

Information Security, in the context of the NIS Directive, involves 

protecting data and information systems, ensuring their 

confidentiality, integrity, and availability, safeguarding sensitive 

data, preventing, detecting, and responding to security incidents, and 

strengthening the cybersecurity posture of essential services. 

Bagnato (2020); Ponsard 

et al. (2021); Schmitz-

Berndt & Schiffner 

(2021) 

NIS Directive 

The NIS Directive, the first EU legal instrument focusing on 

incident notification and information sharing, defines critical 

infrastructures and operators of essential services, modernizes the 

EU’s cybersecurity legal framework, and has been reformed into the 

NIS 2 Directive to address its shortcomings and expand its 

implications to various sectors. 

Carrapico & Farrand 

(2016); Chiara (2022); 

Ducuing (2021) 

  

Cybersecurity

Information Security

NIS Directive

http://www.ispgaya.pt/


 
 

Instituto Superior Politécnico Gaya                                                                         
www.ispgaya.pt       

https://doi.org/10.58086/625w-1k44 
 
 

Politécnica    .   Nº 30  .     Dezembro de 2023      Pág. 11 

2. Methodology 

Bibliometric analysis, a quantitative method for evaluating scientific production, has become increasingly 

popular due to its reliability and efficiency. Zupic and Čater (2014) state that in recent years, there has 

been an increasing emphasis on advancing theory and practice through bibliometric research (Mukherjee 

et al., 2022), contributing to a deeper understanding of academic production and its impact. This method 

involves processing bibliometric data from databases such as Scopus and Web of Science to provide an 

overview of published scientific articles. According to Ellegaard and Wallin (2015), using statistical tools, 

researchers can carry out a systematic and transparent review process, allowing bibliographic data to be 

aggregated to identify the main themes and research trends. However, it is important to note that 

bibliometric analysis has limitations, such as the consideration of qualitative elements like the impact 

factor of a journal (Hicks et al., 2015). 

The methodology for bibliometric analysis often follows the PRISMA guidelines, which provide a 27-point 

checklist and a flowchart for preparing systematic reviews and meta-analyses (cf. Figure 2). These 

guidelines cover several aspects, including the study title, abstract, introduction, methods, results, 

discussion, and financing, as well as points related to the search strategy, study selection, and data 

extraction. For Moher (2009), the use of such guidelines guarantees a rigorous and standardized approach 

to bibliometric analysis, increasing the reliability of the results. 

 
1.1. Research questions 

This paper, supported by a bibliometric study, focuses on cyberspace security and the respective 

implementation of the NIS Directive, and aims to answer the following four research questions: 

– RQ1: How has the implementation of the legal regime for security in cyberspace and the NIS Directive 

evolved in academic research over the last eight years? 

– RQ2: Which articles stand out most in this topic of study (more citations)? 

– RQ3: What are the main focuses of the investigation implementation of the legal regime for security 

in cyberspace and the NIS Directive? 

 

1.2. PRISMA method 

Figure 2 presents the methodology used in the research, based on the PRISMA method. It is observed 

that six stages were considered to carry out the research: selection of the database; definition of search 

terms; specification of search criteria; selection of analysis software; analysis and presentation of results; 

and synthesizing the results.  
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Figure 2 

Methodology

 
Source: own. 

 

 

1.3. Database 

The selection of the database for the bibliometric analysis is crucial, and platforms with an extensive 

collection of patents and academic scientific articles provide valuable data for researchers and students 

in various fields of science, technology, engineering, and mathematics. Thus, the database chosen was 

The Lens, a free and open data platform with 144.3 million patents and 252.1 million academic scientific 

articles and research papers in the fields of science, technology, engineering, and mathematics for 

researchers and students (The Lens, n.d.). 

 

1.4. Search terms 

The terms chosen for the search were "NIS Directive" and "Cybersecurity" from a conjunctive perspective, 

using the AND operator between the words. So, the query was as follows: (nis AND directive) AND 

(cybersecurity OR security).  

1st Step: select a database.
The Lens.

2nd Step: define the search term.
(NIS AND directive) AND (cybersecurity OR s

ecurity).

3rd Step: specify the search criteria.
Time range: 2016-2023

Search: title and abstrac.
Publication type: articles, books, book 

chapters, conference.
Field of study: “Computer Security”, 

“Computer Science”, “Directive”, “European 
Union", "Information Security”, “Critical 

Infrastructure”, “Risk Analysis”.

4th Step: select the analyzing software.
VOSviewer.

5th Step: analyze and present results.

Analyze annual scientific production, journal 
contributions, countries, and authors, as 

well as the number of articles, citations, and 
keywords.

6th Step: synthesize the results.

Summarize the results from the graphics and 
tables according to the propositions and 

present the conclusions.
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1.5. Search criteria 

The analysis focused on the last eight years, i.e., the search was restricted to publications between 2016 

and 2023. Consideration was given to the technical-scientific quality of the type of publication: journal 

articles, books, book chapters, and conferences. In addition, to obtain specific results within the scope of 

this study, the following areas of study were selected: "Computer Security", "Computer Science", 

"Directive", "European Union, Information Security", "Critical Infrastructure", "Risk Analysis". 

A total of 340 publications were obtained. A preliminary analysis of the results revealed that some 

publications did not focus on the research area. So, the search was refined using the fields title, abstract, 

keywords, and area of study, and 141 publications were obtained. Finally, VOSviewer software version 

1.6.20 was used to analyze and visualize the data obtained. 

 

3. Analysis of results 

3.1. Descriptive analysis (RQ1 and RQ2) 

This study includes 141 documents over a period of eight years, i.e., between 2016 and 2023.  

Figure 3 shows the volume of annual scientific production resulting from the research carried out, 

considering the elements presented in steps 2 and 3 of Figure 2. 

 

Figure 3 

Number of publications by type of document 

 

Source: The Lens. 
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It can therefore be seen that the annual scientific output about the NIS Directive is growing. Considering 

that 7 documents were published in 2016 and 26 in 2023, the growth is 271%. Attending Table 2, the 

biggest annual increase was seen in 2022, with 31 publications (two book chapters, six conference 

proceedings, and 18 articles). 

Table 2. 

Number of publications by type and year 

Year Books Book Chapters Conferences Articles Total 

2016 - 1 - 6 7 

2017 - 1 - 6 7 

2018 - 1 1 12 14 

2019 - 3 3 10 16 

2020 2 2 3 11 18 

2021 - 8 2 12 22 

2022 - 6 4 21 31 

2023 - 2 6 18 26 

Source: The Lens. 

 

The statistics also show that these documents were published in 20 different journals (cf. Figure 4). Table 

3 shows the top 5 journals (International Cybersecurity Law Review; SSRN Electronic Journal; arXiv 

(Cornell University); Computer Law & Security Review; European Journal of Nuclear Medicine and 

Molecular Imaging) that accounted for 31 publications. 

 

Figure 4 

Publications by journal 
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Source: The Lens. 

 

Table 3 

Top 5 journals by number of publications 

Journal Field  
Number of 

publications 

International Cybersecurity Law 

Review 

Cybersecurity, data security, technology, 

legislation, and regulation. 
15 

SSRN Electronic Journal 
Social Sciences, Economics, Law, Corporate 

Governance and Human Sciences. 
9 

arXiv (Cornell University) 

Physics, mathematics, computer science, 

quantitative biology, quantitative finance, 

statistics, electrical engineering and systems 

science, and economics. 

7 

Computer Law & Security 

Review 

Law, telecommunications regulation, intellectual 

property, cybercrime, surveillance and security, e-

commerce, outsourcing, data protection, e-privacy, 

EU and public sector IT policy. 

4 

European Journal of Nuclear 

Medicine and Molecular 

Imaging 

Physics, dosimetry, radiation biology, 

radiochemistry, and pharmacy. 
3 

Source: The Lens. 

 

Figure 5 shows the most active countries in scientific production and research, noting that the countries 

of the European Union and the United Kingdom have the highest number of publications. 

Figure 5 

Scientific production by country 
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Source: The Lens. 

 

Complementing Figure 5, Table 4 illustrates the five countries with the greatest scientific production 

according to the terms researched. This analysis identifies the countries where there is the greatest 

concern when investigating the issue of implementing the NIS Directive. It should be noted that the 

countries with the highest number of publications are on the European continent. This may be because 

the NIS Directive is, precisely, a European directive. 

Table  4 

Top 5 countries by number of publications 

Country 
Number of 

publications 

Belgium 12 

United Kingdom 11 

Germany 7 

Italy 7 

Luxembourg 7 

Source: The Lens. 

 

RQ1: Over the past eight years, academic research into the application of the cyberspace security legal 

regime and the NIS Directive has evolved, resulting in an increasing number of publications covering a 

wide range of topics (e.g., computer security, scientific computing, business, law, and political science), 

especially in countries on the European continent. 

RQ2: According to Figure 6, there are two articles that stand out, with more than 30 citations. They are: 

"Dialogue, partnership and empowerment for network and information security: the changing role of the 
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private sector from objects of regulation to regulation shapers", from Carrapico and Farrand (2017), and 

"Leveraging cyber threat intelligence for a dynamic risk framework" form Riesco and Villagrá (2019). 

Figure 6. 

Top citations by publication 

 

Source: The Lens. 

 

Table 5 shows the five authors who contributed most to scientific production. Sandra Schmitz-Berndt and 

George Drivas are the authors with the greatest scientific production, with six publications, followed by 

Argyro Chatzopoulou, Chris Johnson, and Costas Lambrinoudakis, each with four publications. Again, most 

authors are based in Europe. 

 

Table 5 

Top 5 authors by number of publications 

Author Number of publications 

Sandra Schmitz-Berndt 6 

George Drivas 6 

Argyro Chatzopoulou 4 

Chris Johnson 4 

Costas Lambrinoudakis 4 

Source: The Lens. 

 

3.2. Keyword analysis (RQ3) 

According to Wang and Chai (2018), keyword analysis is an important method for identifying the most 

relevant publications in a research area, helping to recognize trends and gaps. By examining the most 

frequent keywords, such as “European Union”, “NIS Directive”, “Regulation” and “Cybersecurity”, it is 

possible to gain insight into the current focus of the area of investigation. For example, the analysis reveals 

http://www.ispgaya.pt/


 
 

Instituto Superior Politécnico Gaya                                                                         
www.ispgaya.pt       

https://doi.org/10.58086/625w-1k44 
 
 

Politécnica    .   Nº 30  .     Dezembro de 2023      Pág. 18 

that the most cited keywords are “NIS Directive” and “Cybersecurity”, indicating a significant emphasis 

on regulatory frameworks and cybersecurity measures. This suggests a growing concern about the 

security of information systems and the need for regulatory compliance in the context of cybersecurity. 

By examining the most frequent keywords in publications related to these topics, researchers can gain a 

comprehensive understanding of the evolving landscape of cybersecurity regulation in the European 

Union. This approach can shed light on the impact of the NIS Directive on cybersecurity practices and the 

EU's regulatory framework, thus identifying potential areas for further research and development in this 

critical area. 

Using the computer tool VOSviewer, Figure 7 shows the occurrence of the authors' keywords. A minimum 

of 10 occurrences of a keyword was considered, resulting in a total of 42 keywords distributed across 3 

clusters. The largest cluster is the red one, with 10 words in which the keyword "Security" stands out, 

with 24 occurrences. It is followed by the green cluster with nine words. In this cluster, the keyword 

"Directive" stands out, with 25 occurrences. Finally, the blue cluster, with seven words, where the 

keyword "NIS Directive" stands out, with 25 occurrences. 

 

Figure 7 

keywords occurrence 
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Source: VOSviewer. 

 
Table 6 presents the keywords that make up each cluster. In the next section of the paper, each of the 

clusters is analyzed. 

Table 6 

Keywords by Cluster 

Cluster Keywords 

Red “data”; “gdpr”; “general data protection regulation”; “obligation”; “privacy”; “proposal”; “regulation”; 

“risk”; “security”; “service” 

Green “analysis”; “directive”; “european union”; “implementation”; “information”; “information security”; 

“legislation”; “nis”; “system” 

Blue “critical infrastructure”; “cyber security”; “cybersecurity”; “essential service”; “information system”; 

“nis directive”; “operator” 

Source: VOSviewer. 

 

 

 

3.2.1. Red cluster 
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The keyword sets "data", "gdpr", "general data protection regulation", "obligation", "privacy", "proposal", 

"regulation", "risk", "security" and "service" cover and interconnect crucial topics in the context of 

cybersecurity regulation and the NIS Directive. The General Data Protection Regulation (GDPR) has a 

significant impact on data processing and privacy practices, requiring organizations to comply with strict 

regulations to ensure the protection of personal data (Torre et al., 2019). GDPR compliance involves 

several obligations and risks related to data security and privacy, which are essential components of 

cybersecurity and NIS Directive regulation (Mekovec & Peras, 2020). Remember that, according to Koltay 

(2016), GDPR also led to a paradigm shift in data governance, emphasizing the importance of data quality, 

literacy, and management to meet regulatory requirements. 

Furthermore, GDPR has triggered the need for organizations to implement robust security measures to 

protect personal data, thus emphasizing the importance of data security in the context of cybersecurity 

and NIS Directive regulation (Peloquin et al., 2020). The regulation also requires a comprehensive 

understanding of GDPR principles and requirements, leading to an assessment of GDPR compliance and 

its implications in various domains, including, for example, higher education institutions (Penev, 2019). 

Overall, the set of keywords underscores the multifaceted nature of the GDPR and data-related topics, 

highlighting their role in shaping cybersecurity practices and regulatory compliance. 

 

3.2.2. Green Cluster 

The set of keywords "analysis"; "directive"; "european union"; "implementation"; "information"; 

"information security"; "legislation"; "nis" and "system" covers interconnected and important topics in 

the context of cybersecurity and the regulation of the NIS Directive. The NIS Directive, which is the first 

piece of legislation at the EU level on cybersecurity, aims to achieve a high common level of network and 

“Information Security” across the European Union. It requires member states to adopt a national strategy 

for the security of networks and information systems and establishes security and notification 

requirements for operators of essential services and digital service providers (Pravdiuk, 2023). 

Implementing the NIS Directive involves developing and applying information security policies, complying 

with legal requirements, and adopting information security practices in organizations. This process is 

essential to ensuring the effectiveness of information security measures and promoting a culture of 

security awareness and compliance (Park & Chai, 2018). In addition, the NIS Directive highlights the need 

for functional modeling of information security culture status monitoring systems to assess and improve 

the level of security in organizations, thus contributing to the overall security of information systems and 

critical infrastructures (Voitsekhovska et al., 2022). 
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The NIS Directive also highlights the importance of governance and legislation in relation to information 

security, seeking to simplify it while at the same time addressing the complexities and challenges 

associated with ensuring effective governance structures and practices (Fitzgerald & Peltier, 2016). 

In summary, the NIS Directive highlights the multifaceted nature of cybersecurity and information security 

governance, highlighting the interconnected themes of legislation, implementation, analysis, and culture 

in the context of ensuring the security and resilience of critical infrastructure, information systems, and 

organizations in the European Union. 

 

3.2.3. Blue Cluster 

The set of keywords "critical infrastructure"; "cyber security"; "cybersecurity"; "essential service"; 

"information system"; "nis directive" and "operator" encompass interconnected and crucial themes in 

the context of cybersecurity regulation and the NIS Directive. The NIS Directive emphasizes the protection 

of essential services and information systems, which are integral components of critical infrastructure. It 

is essential to define critical infrastructures, as they include assets or systems vital to social functions, 

health, security, and economic well-being, the disruption of which would have a significant impact 

(Zlateva & Hadjitodorov, 2022). Additionally, the protection of essential services is crucial to preventing 

attacks and limiting the spread of damage caused by malware, highlighting the importance of 

cybersecurity in safeguarding critical infrastructure and essential services (Sato et al., 2019). 

The integration of information systems into critical infrastructure and essential services is essential to 

guaranteeing the effective management and protection of these systems. Information systems play a 

fundamental role in the management and optimization of critical infrastructure resources, thus 

contributing to the global governance of information systems (Falih et al., 2019). Furthermore, the 

development of a multidisciplinary cybersecurity workforce is crucial to address the complex challenges 

associated with protecting critical infrastructure and essential services against cyber threats (Hulatt & 

Stavrou, 2021). This highlights the importance of a qualified workforce in implementing cybersecurity 

measures and safeguarding critical infrastructure, information systems, and essential services. 

The NIS Directive and cybersecurity practices are also interlinked with the concept of "operator" and the 

management of information systems in the context of essential services and critical infrastructures 

(Korablyov & Lutskyy, 2022). The directive highlights the need for a systemic approach to optimizing 

information technology resources within the framework of information systems governance, aligning 

with the interconnected themes of "information system" and "essential service" (Falih et al., 2019). The 

set of keywords therefore underlines the multi-faceted nature of cybersecurity and the regulation of the 
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NIS Directive, emphasizing its key role in safeguarding essential services and critical infrastructure against 

cyber threats. 

 

4. Limitations and future research 

The results obtained were a consequence of the choices made in stages one to three, as presented in the 

methodology section, namely the database used and, above all, the words used to support the search. 

These choices are therefore a limitation of the work carried out. 

In future work, it would be relevant to explore the contributions that technology can make to the 

implementation of cyberspace security regulations. It is important to keep abreast of technological 

developments. It is therefore suggested that a study be carried out between new technologies, namely 

Artificial Intelligence and the Internet of Things, and the implementation of NIS 2 in organizations. 

 

5. Conclusion 

This bibliometric review paper has provided a comprehensive analysis of the current state of 

cybersecurity, security in cyberspace, and the application of the NIS and NIS 2 directives. The analysis has 

highlighted the growing importance of cybersecurity in the digital age as well as the evolving nature of 

threats in cyberspace. 

Firstly, the review highlighted the growing importance of cybersecurity in protecting critical 

infrastructure, digital services, and personal data. The multiplication of digital technologies and 

interconnected systems has increased the vulnerability of organizations and individuals to cyber threats. 

As evidenced by bibliometric analysis, there has been an increase in research output and academic 

publications focused on cybersecurity, reflecting the growing attention and resources devoted to 

addressing cyber risks. This underscores the urgency of implementing robust cybersecurity measures to 

mitigate potential disruptions and protect sensitive information. 

Secondly, the review clarified the main components and objectives of the NIS and NIS 2 directives, 

underlining their role in strengthening the resilience of essential services and digital infrastructures. The 

directives aim to strengthen cooperation between EU member states, promote risk management 

practices, and build incident response capabilities to effectively tackle cyber incidents. The review 

revealed a growing body of literature examining the implications and challenges associated with 

implementing these directives, highlighting the importance of regulatory frameworks in enhancing 

cybersecurity preparedness and response. 
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Additionally, the review highlighted the imperative need to promote a culture of cybersecurity awareness 

and resilience, both at the organizational and societal levels. Effective cybersecurity measures require not 

only technological solutions but also a proactive and vigilant mindset on the part of users and 

stakeholders. 

In conclusion, this literature review article has provided valuable insights into the current landscape of 

cybersecurity, security in cyberspace, and the application of the NIS and NIS 2 directives. The findings 

highlight the multifaceted nature of cybersecurity challenges and the need for a holistic and collaborative 

approach to strengthening digital resilience. As the digital ecosystem continues to evolve, it is imperative 

that policymakers, industry leaders, and researchers remain vigilant and proactive in addressing cyber 

threats and advancing cybersecurity capabilities. 
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