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 ABSTRACT 

Vehicular Ad Hoc Networks (VANETs) are wireless communication networks specifically 

designed for vehicles on the road. VANETs enable vehicles to establish direct wireless 

connections with each other and with roadside infrastructure, creating a dynamic network 

for information exchange. This technology holds great promise for enhancing road safety, 

optimizing traffic flow, and enabling new applications in transportation systems. In 

VANETs, vehicles share real-time information such as position, speed, and acceleration, 

allowing for cooperative awareness and informed decision-making. Vehicular 

communication encompasses both Vehicle-to-Vehicle (V2V) communication and Vehicle-

to-Infrastructure (V2I) communication, enabling vehicles to communicate with each other 

as well as with roadside units. VANETs face various challenges, including designing 

efficient routing protocols for dynamic network topologies, addressing privacy and security 

concerns, and ensuring interoperability among different systems. 

 

This thesis explores the realm of Vehicular Ad Hoc Networks with a focus on investigating 

the challenges, proposing solutions, and providing insights into future perspectives. In the 

field of VANETs, authentication faces challenges in securely managing vehicle identities 

and establishing trust without compromising privacy. Routing encounters issues related to 

the dynamic network topology, scalability, and the need for diverse Quality of Service 

(QoS) support. Meanwhile, security threats loom, including Denial-of-Service attacks, 

Sybil attacks, and concerns about message tampering. The delicate balance between 

ensuring location privacy and enabling location-based services further complicates security 

efforts. Addressing these issues necessitates the development of robust cryptographic 

techniques, efficient routing algorithms, and secure communication protocols to ensure the 

reliability and security of V2X communication in VANETs. Ongoing research is crucial to 

stay ahead of evolving threats in this dynamic and challenging vehicular environment. This 

thesis introduces a secure VANET framework that incorporates two candidate 

technologies: fog computing and software-defined networking Also, a routing framework 

is introduced which strengthens security by juxtaposing a novel cryptographic scheme 

elliptic curve integrated encryption scheme (ECIES) with DSDV, AODV, and OLSR 

routing protocols. Also, proposed intrusion detection system (IDS) to minimise the 

cybersecurity risks in the network. The simulation of the proposed methods was performed 
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using OMNET++ and SUMO and performance was evaluated with several metrics. The 

experimental results showed that the proposed work achieved better results compared to 

existing research methods. 

 

Keywords: Vehicular ad hoc network (VANET), secure routing, energy efficient, 

software-defined networking, elliptic curve cryptography, fog computing, security, privacy, 

performance analysis, ad hoc on-demand distance vector, optimised link state routing 

protocol, and destination sequenced distance vector
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 CHAPTER 1. INTRODUCTION 

1.1 Introduction to Vehicular Ad Hoc Networks (VANET) 

Vehicular Ad Hoc Networks (VANETs) represent a revolutionary approach to wireless 

communication, where vehicles form an interconnected network for seamless data 

exchange. By employing Dedicated Short-Range Communication (DSRC) or Cellular 

Vehicle-to-Everything (C-V2X) technologies, VANETs enable real-time sharing of crucial 

information like speed and road conditions among vehicles. This dynamic communication 

facilitates enhanced road safety, traffic efficiency, and overall driving experience. VANETs 

address the unique challenges of the vehicular environment, including authentication, 

routing, and security, requiring sophisticated solutions to ensure reliable and secure 

communication among vehicles in this rapidly evolving landscape. 

 

VANETs are self-organizing networks designed to exchange data between vehicles and 

road infrastructure [1]. VANETs facilitate vehicle-to-vehicle (V2V) and vehicle-to-

infrastructure (V2I) communication, improving ride quality with value-added services [2]. 

 

The purpose of authentication in VANET is to ensure secure communication and resist 

attacks while preserving privacy [3-4]. VANETs are vulnerable to various security attacks 

from malicious entities, and authentication is an integral part of trust establishment and 

secure communication between vehicles [5]. Authentication schemes in VANETs have 

been compared based on security, privacy, and scalability requirements. 

 

Authentication is essential in VANETs to ensure that only authorized vehicles can access 

the network and to prevent unauthorized access, which can lead to security breaches. 

Authentication schemes in VANETs are designed to exchange data between vehicles and 

road infrastructure. Anonymous authentication schemes are used to hide the real identity 

of users, and efficient anonymous data authentication is designed to authenticate massive 

on-road data while preserving the anonymity and traceability of vehicles. 
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1.2 Motivation  

The motivation behind undertaking this research lies in the imperative need to address 

critical challenges within VANETs. In the contemporary landscape of smart transportation 

systems, VANETs play a pivotal role in enhancing road safety, traffic efficiency, and 

overall driving experiences [6-7]. However, the existing research reveals significant gaps 

and hurdles, particularly concerning mobility, scalability, security, and Quality of Service 

(QoS) [8-20]. 

 

The high mobility of vehicles in VANETs poses a substantial challenge in maintaining 

effective communication links, threatening the reliability of the entire network [13-16]. 

Scalability becomes a growing concern as the number of connected vehicles increases 

demanding solutions to handle the expanding network load efficiently. Furthermore, the 

pressing need for QoS in VANETs, with low latency and high reliability, is paramount to 

ensuring the safety of drivers and passengers. 

 

Within this context, the research is driven by the recognition that authentication, routing, 

and security attacks are key focal points in fortifying VANETs against potential threats. 

Authentication challenges, such as preserving privacy while efficiently authenticating on-

road data, necessitate innovative solutions. Similarly, routing protocols demand attention 

to optimize forwarder selection and integrate advanced cryptographic methods to mitigate 

security threats. 

Most existing research works have performed authentication for increased security in the 

VANET environment. However, in pursuit of such security, many researchers have not 

focused on the security of the communication path and routing. Moreover, the invalidation 

of the routing paths and conventional cryptography schemes, such as elliptic curve 

cryptography, increase the security risks in the VANET in terms of overhearing, man in the 

middle, and data poisoning, with great impacts on routing overhead, delays, and throughput 

[21-30].   

The motivation extends to the imperative of securing VANETs against various security 

attacks, which could compromise the confidentiality, integrity, and availability of the 

network. By addressing these challenges, the research aims to contribute novel solutions 

that not only enhance the robustness and reliability of VANETs but also pave the way for 

a safer and more efficient future in vehicular communication systems. The overarching goal 
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is to bridge the existing research gaps and pave the way for advancements that will 

ultimately improve the security, scalability, and overall performance of VANETs in the 

evolving landscape of intelligent transportation systems. 

1.3 Research Gap 

Authentication requirements in VANETs include data integrity, source authentication, 

privacy protection, prevention of internal attacks, and identification of non-legitimate 

nodes and fake messages. Authentication is an integral part of trust establishment between 

vehicles, and proper authentication schemes can help to prevent security attacks and ensure 

safe communication among vehicles. Authentication schemes in VANETs use 

cryptographic techniques to establish trust between vehicles, identify non-legitimate nodes 

and fake messages, and prevent security attacks. These schemes ensure secure 

communication among vehicles and prevent malicious behaviour of users, providing data 

integrity and source authentication, less communication raised and fast verification, privacy 

protection, and prevention of internal attacks. Additionally, privacy-preserving techniques 

are used to protect the private information of users, such as the driver's name, license plate, 

speed, and traveling routes. VANETs require efficient and secure authentication schemes 

that can meet the security requirements of VANETs and prevent security attacks that may 

affect the network operations and services. 

 

Authentication schemes in VANET are classified into three categories: cryptography 

techniques, digital signatures, and message verification techniques. Wu et al. [61] proposes 

a novel authentication key exchange scheme for secure communication between vehicles 

in VANETs. The proposed scheme uses fog nodes, which are located at the edge of the 

network and act as intermediaries between vehicles and the cloud. The scheme is based on 

Elliptic Curve Cryptography (ECC) and provides mutual authentication between vehicles 

and fog nodes, as well as session key exchange for secure communication. However, the 

proposed scheme was evaluated in a small-scale network environment and may face 

scalability challenges when deployed in larger vehicular networks. Also, the security 

analysis of the proposed scheme was limited to a small number of attack scenarios and did 

not consider all possible security threats that may arise in vehicular ad hoc networks. 
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Zhong et al. [62] proposed scheme uses a lightweight authentication process that is based 

on ECC and allows vehicles to authenticate each other without revealing their true 

identities. The scheme also uses a conditional privacy-preserving mechanism that allows 

vehicles to selectively disclose their identity only to authorized parties. However, this 

authentication scheme allowed the vehicles to generate pseudonyms and secret keys 

themselves, and so the presence of insider attacks cannot be diminished.  

 

In [65] provided authentication scheme uses a combination of symmetric and asymmetric 

cryptography and leverages the cache memory of RSUs to reduce the computational 

overhead and communication overhead of the authentication process. In this framework the 

node in charge disseminated the verified vehicle data throughout the network, and a session 

key was employed to minimize the number of authentication processes required when 

entering the vicinity of different RSUs. However, this method resulted in a reduction in the 

number of authentications performed, but it also compromises the security of the system. 

 

The researchers in [66] their objective was to minimize the considerable computational 

burden through conditional privacy authentication. They initially divided the network 

regions into several areas based on their location, each containing a specified RSU that 

recorded the revoked certificates. The study involved a variety of necessary components 

such as vehicles, RSUs, a radio unit, and trusted authorities. The trusted authority's role 

was to load the revoked list in each domain's RSUs to reduce the computational workload. 

There were various steps in this research, such as vehicle and RSU registration, joining, list 

renewal, message signing, message verification, and expulsion from the network if any 

discrepancies were discovered. Authentication was performed using elliptic curve-based 

random numbers. The experimental outcomes demonstrated the effectiveness of the 

proposed technique in terms of computational expenses, but the proposed schene failed 

against the side channel attack. 

 

Cui et al. [146], guaranteed privacy to the VANET environment by proposing mutual 

authentication method. The foremost aim of this work was, to reduce the overhead due to 

increased computation caused by the bilinear mapping was addressed by proposing 

dynamic mutual authentication.  This network listed of entities such as trustiness agents, 

vehicles, and roadside units. Firstly, the trustiness agent was primed in which the vehicles 
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file a request for registration. Upon receiving the request, the trustiness agent generates a 

pseudonym ID for the registered vehicles. If any of the two vehicles can communicate with 

each, they must mutually verify their pseudonym ID in order to mitigate the side-channel 

attacks. Eventually, the pseudonyms ID are dynamically updated to reduce the forgery 

attacks. This work reduced the computation overhead by dynamic mutual authentication 

and leveraging bilinear mapping. The vehicles are secured by enabling mutual 

authentication and initial registration to TA respectively. However, the security to the RSU 

left open leads to malicious service provisioning to the vehicles. 

 

Arif et al. [145], proposed a privacy-preserving framework for VANET based on SDN 

using fog computing.  The major theme of this work was, to ensure privacy in the VANET 

by adopting SDN which enhances the overall network programmability, and fog computing 

to process delay-aware sensitive tasks. Further, hierarchical attribute-based encryption was 

used in this approach to secure the communication entities in the VANET environment. In 

addition, this work supports both vehicle-to-vehicle communication and vehicle-to-

infrastructure communication respectively.  The entities involved in this approach are 

vehicles, roadside units, distributed roadside unit’s controllers, trustful advisors, and motor 

vehicle departments. This work ensures the legitimacy of vehicles and RSU communication 

with each. In addition, mutual legitimacy confirmation was ensured by this work.  

However, the adoption of this encryption standard leads to chosen ciphertext attacks. The 

vehicle-to-vehicle communication and vehicle-to-infrastructure communication are 

enabled in this approach. However, the communication path led open to cyber crooks which 

leads to middleware attacks such as man-in-the-middle, and eavesdropping. 

 

Therefore, providing an authentication scheme with a high level of security and 

performance at a low cost in VANET is still challenging. In chapter three, we proposed 

privacy preserving scheme in SDN enabled VANET using Elliptic Carve Integrated 

Encryption and fog computing to provide more efficient and secure authentication schema 

to meet the security requirement for VANET. 

  

In addition, VANET  confronts numerous challenges related to reliability, quality of service 

(QoS), and security. Prior research has concentrated on enhancing the efficacy of routing 

protocols within VANET to address these challenges. 
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Singh et al. [78] propounded a hybridised optimisation algorithm to support the routing 

protocol of VANET. To mitigate the problems inherent in the conventional routing 

protocols and classical optimisation algorithms, a genetic algorithm and firefly algorithm 

were fused. More specifically, the dynamic nature of VANET challenges conventional 

routing protocols such as OLSR, AODV, and DSDV, and these needed to be performance 

optimised. Moreover, the premature convergence and poor global optimal solutions derived 

by the conventional algorithms were mitigated in the proposed hybridised algorithm. In this 

work, every vehicle was regarded as a firefly. To enhance the probability of selection, the 

firefly’s flash intensity and frequency values were adjusted. The reason for the 

incorporation of this algorithm was to discover the optimal path in terms of minimum 

distance from the source address to the destination address. The genetic algorithm was used 

to discover the next hop node based on fitness function. Here, the firefly algorithm 

magnified the nodes with best fitness function. As per the experimentation results, the 

proposed algorithm had better performance compared to conventional optimisation 

algorithms such as particle swarm optimisation and ant colony optimisation.  

 

Abdeen et al. [79] designed a framework to evaluate the performance of different routing 

protocols widely used in the VANET in the city of Medina. The framework considered the 

varied nature of traffic conditions, including the extremely high traffic density times of 

umrah and hajj. Here, vehicle-to-vehicle communication and vehicle-to-infrastructure 

communication were taken into account. The routing protocols evaluated in this work were 

DYMO, DSDV, and AODV, which are reactive and proactive routing protocols of 

VANET. Initially, the authors used an open street map to retrieve a road map of Medina. 

To generate traffic from the city artificially, the authors used SUMO, but the work 

considered both human-driven and autonomous vehicles. The experimental results showed 

that the DSDV and DYMO yielded better performance for autonomous driving, but the 

DSDV showed better performance for human-driven scenarios. The authors noted that the 

DSDV protocol incurred large overhead while control message distribution and the density 

of the traffic flow directly affected routing latency. 

 

In the work of Husain et al. [80], the geo-cast routing protocol’s performance was optimised 

with particle swarm optimisation. Here, the geography in which the vehicles shared a 

common layout was considered the geocast region. The main objective of this work was 
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mitigating the research gaps with conventional geocast routing protocols due to drastic 

changes in the VANET environment in terms of routing overhead and scalability issues. 

As a remedy, particle swarm intelligence was adopted to route data packets from one place 

to another. A VANETMOBISIM tool was used to extract evidence of vehicle manoeuvring 

style. Here, the selected optimisation algorithm performed the role of tuning the vehicular 

nodes’ speed. To do so, each vehicular node’s best former location and position was 

considered. Different protocols were considered during communication in the VANET, 

namely: ZRPGEOOPT, LARGEOOPT, and DREAMGEOOPT. The proposed work used 

MATLAB to simulate the vehicle’s manoeuvring tactics. To evaluate the performance of 

the proposed protocols, a wide range of performance metrics were considered: packet 

dropped ratio, end-to-end latency, throughput, network load, and packet delivery ratio. 

 

1.4 Challenges 

From the research gap, VANETs face challenges related to mobility, scalability, security, 

and quality of service (QoS). VANETs are highly dynamic, and vehicles move at high 

speeds, making it challenging to maintain communication links [31]. Scalability is another 

challenge, as the number of connected vehicles is increasing, and the network needs to 

handle a large number of vehicles [32]. QoS is also a challenge, as VANETs require low 

latency and high reliability to ensure safe driving experiences [33]. The following points 

presents the thesis challenges.   

1.4.1 Authentication of VANET  

Authentication of faces several challenges. One of the critical challenges is efficiently and 

securely authenticating massive on-road data while preserving the anonymity and 

traceability of vehicles [19,29]. From the state of the art, we find the following challenges 

[29-36] [148,149]:  

• Privacy Preservation: Protecting the privacy of vehicles is crucial in VANETs. 

Authentication mechanisms should not disclose sensitive information about vehicles or 

their locations, as this can be exploited by malicious entities. Achieving a balance 

between authentication and privacy preservation is a significant challenge. 

• Limited security practice: Most state-of-the-art studies have not provided security to 

the communication path between the entities, leading to intermediate-level attacks, such 
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as man in the middle and eavesdropping. Although some of this work focused on 

security using the elliptical curve cryptography method, standard elliptical curve 

cryptography does not provide semantic security to the VANET environment. 

• Affected quality of service (QoS): The existing work limits affected QoS by increasing 

unnecessary traffic rates in the environment. Even though fog nodes were used in the 

RSU, the static nature of these units hinders user needs, leading to poor QoS and 

efficiency, respectively. However, to address the limitations of existing authentication 

schemes for secure communication in vehicular ad hoc networks and devise an 

authentication scheme that effectively tackles these challenges while offering high 

levels of security and performance at a low cost, what approaches can be employed?. 

In chapter 3 we propose a novel authentication scheme using SDN, fog computing, and 

ECIES to address the existing limitation like security, privacy, and quality of services. 

1.4.2 Routing of VANET  

The VANET environment faces many challenges in terms of reliability, quality of service 

(QoS), and security. Existing works have focused on ensuring the performance of the 

routing protocols in VANET, but several issues remain. Some of the major ones are [37-

40]: 

• High Packet Loss: Many existing routing protocols face increased packet loss as they 

do not focus on selecting the optimal forwarders; rather, they only consider forwarders 

based on the routing table. Although there are limited works on optimal forwarder 

selection, these lack optimal metrics selection, which leads to high packet loss.  

• Increased Security Threats: Existing works have performed authentication during 

routing but have failed to pay attention to securing the route data, which leads to 

security threats. Furthermore, validation of the route data is missing from the literature, 

which also leads to several attacks and thereby causes security threats, which in turn 

affects throughput, end-to-end delay, and routing overheads. However, what are the 

security and efficiency improvements that can be achieved by integrating ECIES into 

routing protocols for VANETs? 

In chapter 4, we analyse OLSR, DSDV, AODV routing protocols with ECIES 

incorporation 
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1.4.3  Security attacks in VANET 

VANETs encounter distinct security challenges owing to their specialized characteristics 

and the critical nature of communication among vehicles. Among the notable security 

threats in VANETs are Denial of Service (DoS) attacks, injection attacks, message replay 

attacks, Sybil attacks, and eavesdropping. These threats pose significant risks to the 

integrity, availability, and confidentiality of the communication within the network. Denial 

of Service attacks aim to disrupt normal network operations, injection attacks involve the 

introduction of malicious data into the network, message replay attacks replay previously 

intercepted messages, Sybil attacks exploit the creation of multiple fake identities, and 

eavesdropping compromises the confidentiality of transmitted information. Addressing 

these security challenges is imperative to ensure the robustness and reliability of VANETs 

in supporting safe and efficient vehicular communication. Therefore, researchers have 

introduced various IDS to enhance security in VANETs. However, these systems still 

exhibit limitations. Here are some of the key limitations in existing IDS for VANETs: 

• Secure Communication Channel: IDS in VANETs rely on the accuracy and integrity of 

the received messages for intrusion detection. However, ensuring the security and 

trustworthiness of the communication channel itself can be a challenge in the presence 

of attacks such as message tampering or eavesdropping. Protecting the integrity and 

authenticity of the exchanged messages is crucial for reliable intrusion detection. 

• Real-Time Requirements: VANETs often require real-time intrusion detection 

capabilities to detect and respond to security threats promptly. IDS should operate with 

low latency to ensure timely detection and mitigation of attacks, especially for safety-

critical applications. Balancing the need for real-time detection with the limited 

computational resources in VANETs is a significant challenge. 

• Security attacks in VANET can compromise the confidentiality, integrity, and 

availability of the network. VANET faces various security attacks such as 

impersonation attacks, message replay attacks, denial of service attacks, and Sybil 

attacks [37]. Impersonation attacks involve an attacker pretending to be a legitimate 

user to gain access to the network, while message replay attacks involve an attacker 

intercepting and resending a message to gain unauthorized access to the network [37]. 

Denial of service attacks involve an attacker disrupting the normal functioning of the 

network, while Sybil attacks involve an attacker creating multiple fake identities to gain 

access to the network [41]. However, in what ways can a machine and deep learning-
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based intrusion detection system bolster the security of vehicular ad hoc networks, 

enabling effective detection and mitigation of network intrusions while maintaining 

efficiency? 

In chapter 5, we proposed IDS system depends on the DBN and the DT for intrusion 

detection in the network, and the ToN-IoT dataset to address the existing limitations.  

1.5 Research Objectives 

The primary objective of this thesis is to enhance the security of VANETs while ensuring 

excellent QoS levels through the strategic adoption of key technologies, specifically SDN 

, fog computing ,and ECIES . The overarching goal is to establish reliable communication 

within the VANET environment. A subsidiary objective is to aid researchers in selecting 

appropriate routing protocols for critical information transmission within VANETs. This 

involves analyzing the performance of three major routing protocols in conjunction with 

cryptographic schemes. Additional specific objectives include: 

• Security Threat Mitigation: 

Implementing registration and authentication procedures for critical nodes (trusted party 

and Roadside Units) to eliminate unauthorized nodes and unwanted network traffic, thereby 

reducing security threats at the initial stage. 

• Secrecy and Privacy Preservation: 

Utilizing ECIES to ensure the secrecy and privacy of nodes in VANETs. ECIES is a public-

key cryptosystem based on ECC. ECIES is commonly used for securing communication 

and ensuring confidentiality in various applications, including wireless communication, 

IoT devices, and other scenarios where efficient and secure encryption is required. This 

enhances data integrity and expands the scope of VANET by facilitating secure information 

distribution. 

• Dynamic Network Management: 

Incorporating emerging SDN technology to enhance dynamic network management, 

ensuring undetectable connectivity and improved programmability. This contributes to the 

efficient management of the volatile VANET environment, elevating both QoS (Quality of 

Service) and QoE (Quality of Experience). 

• Data Transmission Security: 
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Performing data encoding to conceal transmitted data within the VANET, thereby reducing 

information loss and mitigating security threats such as spoofing and poisoning. This leads 

to an increase in throughput. 

• Jitter and Latency Minimization: 

Selecting best forwarding nodes/relays through data integrity validation, considering 

various factors to minimize the impact of jitter and latency. This enhances QoS and energy 

efficiency while reducing end-to-end latency. 

• Cybersecurity Risk Reduction: 

Proposing an Intrusion Detection System (IDS) using Deep Belief Network and Decision 

Tree to minimize cybersecurity risks in the VANET environment. 

By addressing these specific objectives, the thesis aims to contribute to the advancement of 

security, privacy, and overall performance in VANETs, offering valuable insights for 

researchers and practitioners in the field. 

1.6 Research Contribution 

The major focus of this research work is to increase network flexibility, energy efficiency, 

security and to minimise the time taken for storing and retrieving data from the cloud server 

in SDN based VANET. The key contributions made by the model are: 

• Propose a privacy preserving authentication scheme using elliptic curve integrated 

encryption scheme for reduce the cybersecurity risks in SDN based VANET. The 

proposed authentication scheme is called AE-SDN-VANET. 

•  Increase the security strength of the VANET environment, both RSU and vehicular 

nodes must participate in the registration phase by offering crucial information to 

the trusted party, which in turn provides confidential factors to both entities.  

• To augment efficient resource utilisation, fog computing is fused with the network 

model, in which each vehicular node is presumed to be the fog node. Moreover, to 

ensure communication reliability, a leader fog node is cherry-picked to establish 

communication with the RSU. 

• To circumvent the problems inherited in the conventional elliptic curve 

cryptography, the elliptic curve integrated encryption scheme used. Consequently, 

semantic hacking is minimised in our work, which helps ensure the credibility of 

key components in the framework. 
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• To increase the throughput and reduce network traffic, critical entities positioned in 

the network, such as RSU and vehicular nodes, must participate in the registration 

and authentication process, resulting in a significant drop in participation of 

illegitimate nodes. This also minimises the network load.  

• The intrusion detection mechanism proposed is a hybrid-based monitoring solution 

that uses a deep belief network (DBN) and a decision tree (DT) to detect DDoS, 

injection, scanning, and backdoor attacks. 
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1.1 Structure of the Thesis 

This subsection deals with the crisp description of the overall thesis structure that comprises 

three research methods that are based on the fog-enabled SDN-based VANET environment. 

The detailed explanation of each chapter is delineated below and figure 1.1 depicts the 

diagrammatic structure of the thesis organisation.  

• Chapter 1 Introduction: This chapter presents information about the VANET, 

SDN, fog computing, and routing protocols. Further, application areas and the 

advantages of SDN and fog incorporation in VANET are explained. The research 

aim, motivations, research questions, objectives, and contributions are also 

presented.  

• Chapter 2 Literature Review and Background: This chapter provides detailed 

descriptions of state-of-the-art research works with and without mathematical 

equations based on secure VANET. There are also tabular representations of the 

existing research works’ objectives and research gaps.  

• Chapter 3 Adopting an Elliptic Curve Integrated Encryption Scheme and Fog 

Computing for Privacy Preservation in SDN Enabled VANETS: In this section, 

a detailed explanation of the authentication model. This section consists of four 

progressions: network component initialisation and registration; ECIES; key 

generation; and former key exchange. This section also deals with simulation 

architecture and its setup in detail.  

• Chapter 4 Analysing the Performance of AODV, OLSR, and DSDV Routing 

Protocols in VANET Based on The ECIES Method: In this section, we have 

shown a detailed explanation of the routing model (i.e., research methodology 2) 

with suitable mathematical, pictorial, and tabular representations of key routing 

protocols for VANET. This section contains three progressions: registration, 

authentication, and routing protocols performance analysis with the ECIES 

cryptographic technique. Further, the section depicts the simulation setup in detail. 

• Chapter 5 Intrusion Detection System for SDN -Based VANETs Using A Deep 

Belief Network and Decision Tree: In this chapter, design of an IDS for the SDN-

VANET using DBN and a decision tree with the ToN-IoT data set. The design is 

intended to raise the level of security in the network and reduce new attacks 

resulting from the application of SDN in VANET. The section starts with a detailed 

explanation of IDS with suitable mathematical and pictorial representations of the 
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IDS phase. The section also contains three progressions: architecture, IDS equations, 

and IDS performance analysis against attacks: DDoS, injection, scanning, and 

backdoor attacks. The simulation setup is also presented in detail 

• Chapter 6 Conclusion: The conclusion of the proposed thesis work by exhibiting 

that the proposed methods have accomplished the key objectives of authentication 

scheme , routing model and IDS methods. In addition, future directions are also 

clearly articulated in this chapter.  

 

 

 

 

Figure 1-1. Thesis Structure 

1.2 Summary 

In this chapter, we discuss the motivation behind the thesis, the challenges 

encountered, the research questions posed, the research objectives set, our approach to 

addressing these questions, and finally, the structure of the thesis is explained.  
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 CHAPTER 2: STUDY BACKGROUND 

2.1 Mobile Ad hoc Network  

The mobile ad hoc network is widely known as MANET. In this network, mobile nodes are 

composed of communication devices in a wireless fashion, without central supervision. 

This means that MANET operations require no fixed infra support [42]. In this network, 

the nodes can either manoeuvre or remain static, meaning that the network is dynamically 

formed [43]. It is a quick and spontaneous setup built to establish communication links with 

wireless devices, and every node can act as a forwarding device (i.e. router, switch) and 

host. 

2.1.1 MANET Characteristics 

MANET is a type of local area network paradigm that does not rely on a base station to 

send or receive data. In order to communicate in the spontaneously created network, the 

nodes coordinate to forward data packets, which means no internet connection is required. 

On-demand-based, routing table-based, and hybrid are the routing protocols in this 

communication system. Hence, the status of each node in the network is equal and it is a 

closed network. The characteristics of the MANET [44] are as follows: 

• Limited physical security: This characteristic remains in the MANET as there is no 

central control, such as a firewall or intrusion detection, because of the dynamic 

operations like mobility and system architecture. In this manner, the physical 

security of a MANET is highly prone to cyber-attacks [45]. 

• Dynamic topological changes: the MANET makes use of multi-hop communication, 

which changes concurrently, and the nodes are permitted to roam the network 

haphazardly, thus leading to topology dynamics. Moreover, the MANET can 

establish both bidirectional and unidirectional communication links. 

• Resource constraints: The nodes in the MANET generally possess limited energy 

(power) from batteries or other means. In order to increase their lifetime efficiency, 

energy conservation is essential [46].  

• Dynamic link nature: The link established for communication is subject to 

environmental noise, obstacles, and interferences, etc. This results in poor link 

capacity due to dynamic environment constraints. 
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2.2 VANET and its Overview 

A VANET supports communication between vehicular nodes through wireless channels 

[47]. The network is formed spontaneously to manage a network topology in which vehicle 

speed and location are factors [48]. VANET has a range of up to 1,000 m with multi-hop 

communication. Further, the onboard unit retains a superior role as it logs the information 

collected from multiple sensors equipped with vehicular nodes. A VANET is similar to a 

MANET, although ad hoc networks are formed for vehicular nodes instead of mobile 

nodes. This network is composed of a collection of connected vehicles in both mobile and 

immobile fashion through a wireless channel. The main advantage of the VANET includes 

real-time traffic monitoring, adaptive route formulation, cooperative driving, accident 

warning messages, value-embedded facilities, and collision reduction, among others [49]. 

Figure 2.1 shows the basic entities of the VANET. 

 

 

Figure 2-1 Basic Entities of the VANET 

 

Base station

RSU
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2.2.1 Wireless Communication Technologies for VANET 

Various wireless communication technologies are widely used in the VANET for the 

purpose of exchanging information between network entities such as RSU and vehicles. 

According to the type of service and application, the utility of the wireless technology 

varies, and their categories also differ according to the application’s needs [50]. Figure 2.2 

shows the wireless communication technologies used in the VANET based on different 

ranges. Here, the technologies are listed below with their categories: 

• Short range: This type of communication technology is utilised in the case of 

destination vehicles situated in line of sight, which includes Bluetooth, infrared, and 

ZigBee. 

• Long range: This kind of communication technology is used when the destination 

vehicle is situated out of the surrounding area of the sending vehicle. Such 

information exchange includes technologies like microwave, cellular, and WIMAX. 

• Medium range: This kind of communication technology is used when the 

destination vehicle is close to the source vehicle, and examples include WAVE or 

DSRC and WIFI. 

 

 

Figure 2-2 Wireless Communication Technologies in VANET 
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2.2.2 Characteristics of VANET 

The VANET is inspired by the MANET paradigm and they share some identical 

characteristics. The adoption of VANET offers numerous benefits in terms of augmented 

road safety and an improved driving experience [51] but, more than this, several VANET 

features overcome the limitations of MANET, as follows: 

• Adequate computing resources: Vehicular nodes in the VANET have massive 

computation resources in terms of a central processing unit, as the network is a tent 

to receive elephant flows of data in a fraction of a second. In addition, the vehicular 

nodes function as servers to exchange as well as process the information collected. 

• Adequate storage space: Terabytes (TB) of storage are available to the vehicular 

nodes to log a wide range of information, including vehicular node position details, 

road maps, entertainment information, and traffic conditions.  

• Outsized functioning area: VANET fits well with the outsized functional area; the 

successful implementation of VANET in real-time networks include motorways 

and well-modernised smart cities.  

• Foreseeable mobility patterns: This characteristic is possible in the VANET as 

the vehicular nodes must act according to traffic light signals and the neighbouring 

node’s operating conditions. Hence, the mobility patterns of the vehicular nodes are 

foreseeable. 

• Adequate power: Huge power banks are armed with vehicular nodes in order to 

surpass the power limitations of MANET. In being so equipped, a type of denial-

of-service attack, namely resource (battery) exhaustion, is mitigated in VANET 

compared to MANET. 

• On-board sensors: Onboard, sensors are embedded within the nodes presented in 

the VANET in order to sense extensive information from the environment, ranging 

from location information collection using location sensors, velocity information 

collection using speed sensors, and driver and commuter health information 

acquisition using health sensors. This information is used to enhance route decisions.  

• Topological dynamicity: As the vehicular nodes are frequently mobilising, the 

topology is frequently changed. Further, topological dynamicity also depends on 

the traffic conditions of the environment.   

• Frequent mobility: The vehicles in the VANET function oppositely to the 

MANET as they are extremely mobile compared to the MANET, because the 
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vehicles of the latter ad hoc network are static. In order to cope with the mobility of 

vehicular nodes, various routing protocols have been propounded. 

2.2.3 Applications of VANET 

In the past, the VANET was believed to be a subsection of MANET, but the growth of 

VANET and its applications had made it a distinct network. In Table 2.1, the application 

and its categories is presented, with key descriptions. The wide range of VANET 

applications can be split into several categories, such as safety, entertainment, common 

purpose, and driver assistance [52]. 

Table 2-1 Applications of VANET 

 

 

Application Objective Category 

Proactive crash 

notification 
Helps with unexpected accidents to minimise loss Safety 

Warning of forward 

collision 

Makes use of proximity information to avoid collisions with 

a determined vehicle 
Safety 

Hazardous location 

warning 

Vehicular nodes thoroughly scan the network to plot out 

hazardous locations to ensure safe driving 
Safety 

Navigation of ITS 

cars 

Helps to identify the risk of leaving the road by assessing 

the location, distance, node density, etc. 
Safety 

Snatched vehicles 

tracing 

Makes use of given identical information of vehicular nodes 

to plot where it has been robbed 
Safety 

Platooning 

A leader vehicle gathers all the road condition-oriented 

information and disseminates the same to other vehicles for 

road navigation assistance 

Assistance to the 

driver 

Remote vehicle 

repair and 

maintenance 

Aids with perceiving vehicular information, such as 

remaining fuel, energy levels, and miles shown by the 

odometer, in order to maintain the vehicle 

Assistance to the 

driver 

Internet connections 
Through an internet connection, users are permitted to listen 

to songs and watch films, etc. 
Entertainment 

Ad hoc vehicle 

community 

Vehicular nodes with the same objectives form a community 

to strengthen multihop communication 

Common 

purpose 
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2.2.4 Fog Computing in VANET 

The frequent exchange of safety information in a VANET environment increases the 

amount of data, resulting in massive storage, communication, and computing requirements. 

For this, cloud computing is introduced as a partial solution but VANET still faces several 

issues here. Most industrial enterprises hold reserved data centres which handle their web 

applications by adopting pay-as-you-go cloud computing services. However, security 

issues are inherent within cloud computing as it does not implement access control, leading 

to malicious activities. Energy consumption, latency, and other QoS issues are further 

problems with cloud computing. Hence, its candidate paradigm, namely fog computing, is 

widely preferred as it enables virtual computing and storage faculties in the proximity of 

the vehicular nodes to mitigate the problems associated with cloud computing technology 

[53]. The fog nodes are geologically distributed, which permits a high-security level 

compared to conventional data centres. 

2.2.5 Routing Protocols in VANET 

Numerous routing protocols are used in the VANET to disseminate data from source to 

destination. In VANET, there are more than five types of routing protocols for data 

distribution, including: topology-based, broadcast-based, infrastructure-based, geo-cast-

based, cluster-based, and position-based [54]. The routing protocols labelled under these 

categories are illustrated in Figure 2.4 and explained below. 

• Topology-based routing protocol: This is a traditional routing protocol widely 

used in VANET that makes use of routing table information to route data from 

source to destination. It is sub-classified into three categories: proactive, reactive, 

and hybrid. Proactive routing protocols are optimised link state routing (OLSR), 

destination sequenced distance vector (DSDV), and fisheye state routing (FSR). 

Reactive routing protocols are the temporarily ordered routing algorithm (TORA), 

ad hoc on-demand vector (AODV), dynamic source routing (DSR), and preferred 

group broadcasting (PGB). 

• Infrastructure-based routing protocols: In this type of routing protocol, RSU and 

vehicles are the main parties because communication takes place between these two 

parties. An access point is equipped with an RSU for successful data sharing and 

receiving. Examples are roadside aided routing (RAR) and static node-assisted 

adaptive data dissemination in vehicular networks (SADV). 
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Figure 2-3 Routing Protocols for VANET 

• Geocast-based routing protocols: These are a kind of geographical region-based 

routing protocol that delivers data to every node presented in a specified zone, 

known as the zone of relevance, as it does not notify out of the zone, to minimise a 

collision. Examples are the direction-based geocast routing protocol (DGCASTOR), 

distributed robust geocast (DRG), and inter-vehicle geocast (IVG). 

• Cluster-based routing protocol: This type of protocol is used when the vehicular 

nodes are clustered to increase scalability and energy efficiency. Here, the cluster 

head broadcasts the information to its cluster member using routing protocols. Some 
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examples of cluster-based protocols are parameterless broadcasting in static to 

highly mobile (PBSM) and cluster-based directional routing protocol (CBDRP). 

• Broadcast-based routing protocols: These are a type of protocol that 

deluges/floods the entire VANET environment by broadcasting data; they are used 

with an unreachable destination node. Broadcasting data from the source node edge 

aware epidemic protocol (EAEP) and distributed vehicular broadcast protocol 

(DVCAST) routing protocols is widely used. 

• Position-based routing protocols: These protocols make use of the geographical 

information of the vehicular nodes to choose the next best hop for routing. They can 

be further classified into three subclasses: greedy perimeter stateless routing 

(GBSR), mobile infrastructure-based routing protocol (MIBR), and vertex based 

greedy predictive routing (VGPR). 

2.2.6 Communication Protocols in VANET 

In VANET, three communication protocols are used to conquer problems that arise due to, 

for example, ineffective collision management, driver assistance, hazardous location 

notification. These protocols are depicted in Figure 2.4 and listed below:  

• V2V: vehicle-to-vehicle communication 

• V2I: vehicle-to-infrastructure communication 

• V2P: vehicle-to-pedestrian communication 

• V2X: vehicle-to-everything communication 
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Figure 2-4 Communication Protocols in VANET 

 

In vehicle-to-vehicle communication, vehicular nodes are allowed to interchange data 

about their state in terms of location, velocity, and trajectories through a wireless channel. 

This communication is used to minimise collisions and crashes, and improve the driving 

experience. Vehicle-to-infrastructure communication is performed between the vehicles, 

and the various devices are situated at the roadside. Vehicle-to-pedestrian communication 

is held between a vehicle and pedestrians to safeguard them from autonomous vehicles. 

Finally, communication between vehicles and any other nodes in the network is known as 

vehicle to everything. 
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2.2.7 Protocol for Message Broadcasting in VANET 

Broadcasting is the process of distributing messages via flooding, a form of VANET 

communication. To realise a reliable ad hoc network, various broadcasting protocols are 

proposed which differ in terms of dependability, crash, congestion, performance, and 

disputation [55]. The protocols used for message broadcasting are: 

• Flexible broadcasting  

• Multi-hop vehicular broadcasting  

• Relevance-oriented broadcasting  

• Mobility-aware message dissemination 

• Urban multi-hop broadcasting  

• Tree-centred  

• Location-centred  

• Data transmission 

• Counter-centred  

• Probabilistic broadcasting  

• Flooding 

2.2.8 Security Requirements for VANET 

In VANET, there are several security practices which enhance road safety and security, 

such as: system and information availability, authentication, data integrity, the participation 

of authenticated nodes, zero repudiation, and confidentiality, among others. The security 

requirements of the VANET are clearly described in Table 2.2.  

Table 2-2 Security Requirements in VANET 

Security 

Requirements 
Description 

Privacy Future and present vehicle location data cannot be accessed by third parties or 

unauthorised individuals, increasing driver privacy 

Data secrecy Data exchanged in the VANET environment must be secure to maintain the data 

integrity level and avoid malicious attempts to modify data 
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Access control This control is essential in the VANET environment as privileges are provided so 

that certain roles can be performed, e.g., it allows nodes to perform certain 

functions when they possess authorised privileges 

Authentication Authentication ensures that only legitimate nodes can transmit and receive data in 

the network, thus preventing the participation of selfish nodes and increasing the 

security level 

Integrity of data Having data integrity ensures that the data received by the driver is transmitted by 

a legitimate node and has not been modified 

Nonrepudiation This allows the VANET system to reduce the rate of message denial, i.e., the 

sender denies the act of transmitted data 

System and data 

availability 

Data and system availability are crucial in the VANET environment to achieve 

high QoS regarding reduced end-to-end latency, minimum waiting time, and fast 

response time 

 

  

2.2.9 Challenges of VANET 

VANET is not immune to system limitations. To be more specific, achieving elongated 

communication connection, minimising latency, and reducing the rate of data 

retransmissions are some of the daunting issues to overcome in this kind of ad hoc network. 

A number of key challenges exist in VANET, as listed below: 

• Unreliable routes: The routes preferred for this ad hoc network frequently become 

disconnected for a short span because of the birth nature of the wireless network. 

Hence, efficient services need to be offered in terms of transport, by the 

incorporation of cross-layer techniques.  

• Huge data congestion rate: As the number of data packets emanating from the 

vehicles snowballs, a high congestion rate occurs in the VANET environment, 

affecting the QoS and QoE.  

• Packet delay restraints: Information routing under delay constraints is challenging 

in VANET, as various states need to be considered, such as network dynamics, 

ever-changing connections, lack of data traffic control, prioritisation, and velocity 

restrictions. These affect the retransmission rate, elongated connectivity, and so on.  
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• Privacy issues: Achieving a trade-off or balance between privacy and security is a 

popular research area in the VANET, as the data hosted by a vehicular node must 

be trustworthy. These kinds of privacy matters remain with the VANET. 

• Data reliability: This is a main challenge in VANET, which necessitates data 

reliability compared to the vehicular node’s trustworthiness. However, a lack of 

data audit or integrity validation augments poor data reliability. 

• Addressing issues: The physical geographical location of a vehicular node is 

required by several applications, and this greatly impacts the complexity of geo-

address navigation and management. 

2.3 Software-Defined Network  

Information and communication technologies (ICT) based trends, such as big data, cloud 

computing, and mobile computing, necessitate flexible network management, global 

access, and augmented bandwidth; these cannot be realised by the adoption of conventional 

manual system configurations. The reasons for this are that manual configurations increase 

time, can be erroneous, and are less flexible. To conquer such issues, a software-defined 

network is widely adopted in ICT. A SDN is a routing technology widely used in 

networking, in which software-based controllers play a key role. SDN decouples the logic 

of control from the underlying forwarding devices [56]. The main reason for adopting SDN 

is that it enables flexible network management, efficient routing, scalability, reliability, and 

cost reduction. 

2.3.1 Structure of SDN 

A general SDN architecture is composed of three planes: data, control, and application. The 

communication between these layers is through the southbound and northbound interfaces, 

shown in Figure 2.3. On the data plane, forwarding devices, i.e., routers and switches, are 

positioned and these forward the data packets collected from IoT users.  
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Figure 2-5 Structure of a Software-Defined Network 

 

The controller on the control plane has a global view which aids efficient routing policies. 

The controller is accountable for updating the routing table of the switches. The control 

plane bridges the data and application planes using two interfaces, namely the northbound 

interface and southbound interface. The controller communicates with each plane through 

these API interfaces. On the application plane, applications of SDN are positioned to satisfy 

user requirements. The applications can control and access the forwarding devices through 

controller-offered programmability.  

2.3.2 Advantages of SDN 

The adoption of SDN with every emerging paradigm realises extremely fruitful benefits. 

SDN offers numerous benefits to its network, such as:  

• Centralised network supervision  

• Programmable network traffic  

• Minimal hardware utilisation  

• Increased security and agility 
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• Intellectual routing policies 

• Minimisation of communication overhead 

• Highly scalable and network automation 

• Efficient resource utilisation 

• Adaptation of dynamic network requirements. 

2.3.3 The Impact of SDN in Wireless Sensor Network 

The adoption of software-defined networking in the wireless sensor network (WSN) eases 

ups management as well as supervision. Decoupling the control logic from the nodes of a 

wireless sensor network increases their network lifetime and reduces their computational 

burden as the nodes in the wireless sensor network are resource constrained [57].  

2.4 Cryptography 

Cryptography is nothing but a security concept in which the intended sender and receiver 

can only be authorised to the data transmitted. For that, symmetric key cryptography and 

asymmetric cryptography are widely used. The difference between these two techniques is 

the key used for encryption and decryption. To be more specific, symmetric cryptography 

makes use of a single key for both encryption and decryption whereas asymmetric 

cryptography makes use of two determined keys for encryption and decryption. Also , we 

have hybrid cryptography.  

2.4.1 HABE  

HABE stands for hierarchical attribute-based encryption, which is a combination of 

hierarchical identity-centred encryption, cipher text policy, and attribute-centred 

encryption. This kind of cryptographic scheme incorporates the essentials from both 

techniques like hierarchical key generation and adaptable access control, respectively. It 

makes use of the bilinear map for the purpose of decryption in order to stretch the 

performance level. This cryptographic scheme is widely used in cloud-hosted enterprises. 

Here, several phases are involved, such as system initialisation, entity registration, key 

generation, encryption, decryption, and authentication. 

2.4.2 ECIES  

ECIES stands for an Elliptic Curve Integrated Encryption scheme which functions very 

similarly to the Diffie Hellman. Its key progressions are the generation of secret keys, 
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encryption, and decryption. This type of cryptographic scheme fuses both data and secret 

key encapsulation techniques to elevate the security. Five key functions are equipped with 

this scheme, as described below:  

• Agreement based on cryptographic key 

• Function of key derivation 

• Encryption/encapsulation 

• Authentication code for messages  

• Hashing functions 

The first function is used to produce shared or common confidential information by the 

persons in the communication. The second function is all about the launching of secret keys 

based on several factors, while the third function of encryption or encapsulation is the 

progression of concealing the data using symmetric keys. The authentication code plays a 

vital role in information (message) verification. Finally, the hashing functions support other 

key functions, such as message verification and the derivation of secret keys. 

2.5 Related Works 

This section deals with surveying various research works in both secured VANET and 

SDN-based VANET. Gaps in current knowledge in the research are also highlighted in this 

section in detail, with illustrations. 

2.5.1 Introduction 

Achieving a balance between high security and latency-free data processing is one of the 

thorniest issues in VANET and SDN-based VANET. To conquer these issues, this research 

work makes three proposals. The first is the adoption of elliptic curve cryptography-based 

encryption techniques to strengthen security in a fog-enabled SDN-VANET. The second 

investigates the performance of different routing protocols in the VANET using an 

encrypted curve-infused cryptographic scheme. The third is IDS to minimise cybersecurity 

risks. The existing research works surveyed for these works are discussed next.  

2.5.2 Existing Research on Authentication Scheme in SDN enabled VANET. 

This section deals with multifarious existing research on security and network latency. 

Here, AE stands for authentication schemes. 
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In [58], the authors have propounded a secured network model for supporting the VANET, 

aided by the SDN paradigm. The research considered vehicle-to-vehicle communication 

and vehicle-to-infrastructure to secure the transmitted data. For this, they proposed a public 

key-based digital signature scheme generated by the trusted advisor. The main entities of 

this research paper included master controllers (SDN), slave controllers (SDN), cloud 

servers, trusted advisor, RSU, base stations, and vehicles. Communication between every 

entity was secured through a digital signature scheme, i.e. vehicle to vehicle, vehicle to 

RSU, RSU to controller, and slave controller to master controller. Data transmitted between 

the network entities must be signed by the sender using a digital signature to ensure 

information integrity. In addition, communication between the controllers was ensured 

through a 3-way handshake method; distrusted controllers were removed from the network. 

Finally, the proposed scheme was evaluated through AVISPA simulation tool and the 

authors mentioned that the work satisfied all the system security properties. 

 

The authors in [59] produced an SDN vehicular network secured through a novel routing 

protocol. The main objective was to secure the routing procedure by incorporating SDN 

technology. This paper was an extension of the authors’ preceding work. Here, two 

strategies were used to implement the work by including a first strategy with SDN and the 

internet of vehicles, and a second strategy with RSU and SDN. The authors assumed that 

the internet of vehicles is segmented into groups (clusters) with the RSU. Further, in the 

region of each RSU, an SDN controller was positioned and these were tangled with 

themaster SDN controller. The second strategy of implementation juxtaposed blockchain 

with the system model to further augment the security level. Finally, consensus algorithms 

were also used to evaluate the performance of the proposed work. The experimental results 

showed that the work outperformed existing research in terms of communication overhead, 

latency, and packet delivery ratio with respect to the number of vehicles. Apart from these 

factors, block mining time was also considered with respect to the interval of blocks. 

 

Abdulkadhim et al. [60] proposed a hybrid technique with the intention of increasing the 

security of the VANET. Here, the hybrid technique was a combination of a self-organising 

map and SDN. This technique was used to identify and prevent security threats in terms of 

distributed denial of services. The key entities of this research paper were intellectual 

wireless entities, RSU, and base stations. Primarily, the RSU was authenticated by the base 
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station to minimise security issues, and every vehicle was authenticated by both the RSU 

and a base station. Intrusion detection was performed by considering the IP address and 

several packets. A threshold value was predefined to label the packets as illegitimate and, 

if so labelled, the vehicle was blocked. For IP spoofing attacks, a tracing approach was used 

to plot the origin of the attack node. The research was supported by a real-time dataset for 

the investigational use case. The experimental outcomes of this research demonstrated that 

the work showcased better performance under several conditions in terms of throughput, 

packet loss rate, and packet delivery ratio. However, self-organising map-based intrusion 

detection is less informative in real-time as the technique suffers when handling massive 

data. 

 

Wu et al. [61] introduced an authentication framework using a cryptographic key 

distribution system in a fog-enabled VANET. The main objective of this research was to 

improve communication security between the fog paradigm and vehicular networks. The 

major entities included in this work were vehicles, access points, fog servers, and cloud 

servers, and the paper stated three essential progressions: the users registration stage, the 

fog server registration stage, and the login stage. The cloud server was accountable for the 

entities’ registration. Here, the fog server acts as the coordinator between VANET users 

and cloud platform. To ensure high security between the users and fog server, a common 

session token was established to authenticate each one. During user (vehicle) registration, 

passwords, identity, and biometrics were acquired by the cloud server, which then offered 

the secret card. A random number and server ID were acquired from the fog servers and a 

pseudo-identity was returned to them by the cloud server. The registration phase can be 

formulated as:  

𝑉𝑒 → 𝐼𝐷, 𝐵𝐼𝑂, & 𝑃𝑊 → 𝐶𝑆                                            (2.7) 

𝐹𝑠 → 𝐼𝐷 & 𝑅𝑁 → 𝐶𝑆                                                       (2.8) 

Where Ve represents vehicle, Fs stands for fog server, ID depicts identity, BIO 

stands for biometrics, PW stands for password, RN represents random number, and CS 

stands for cloud server. The proposed work analysed security through ProVerif and 

Burrows–Abadi–Needham (BAN) logic. This work secured the communication between 

the fog server and cloud server but the communication between the users and fog nodes 

used a public channel, and hence this affects security at the bottom layer.  

 



                                                    33 

 

Zhong et al. [62] worked on a condition-based secure and lightweight authentication 

scheme in fog computing-assisted VANET. To mitigate the conventional conditional 

privacy-based authentication schemes in terms of key escrow problems, this paper 

introduced an elliptic curve cryptographic-based lightweight authentication scheme. In 

addition, a hash-centred chain generated pseudonyms for the vehicles, which minimises 

storage-oriented problems. The work was composed of several progressions, namely 

initialisation, registration, cryptographic keys and pseudonym creation, and authentication. 

Initially, all the vehicles were registered with the trusted advisor and then each vehicle 

created cryptographic keys and pseudorandom numbers themselves. To do so, a token for 

securing the communication was requested by the vehicles from the trusted advisor or fog 

nodes. During message broadcasting, every vehicle had to sign their messages for 

verification purposes. Having the vehicles generate their own keys and pseudonyms 

mitigated the problem of key escrow problems in this work. Here, pseudonym generation 

can be depicted as:  

{

𝑠1,𝑘 =  (𝑠𝑑𝐼,1)𝐻0
𝑘

𝑠2,𝑊−𝑘+1 = (𝑠𝑑𝐼,2)𝐻0
𝑊−𝑘+1 

𝑝𝑖𝑑𝑣𝐼,𝑘
= 𝐻0(𝑠2,𝑊−𝑘+1)

                                                    (2.9) 

As per the system evaluation, the proposed work offered better performance in terms of the 

time taken to generate credentials and the minimisation of computational and 

communication overhead. However, this research allowed the vehicles to generate 

pseudonyms and secret keys themselves, and so the presence of insider attacks cannot be 

diminished.  

 

Liu et al. [63] proposed efficient data distribution in fog-assisted and software-defined 

VANET based on message scheduling. The foremost objective of this research work was 

latency minimisation by the establishment of cooperative communication between vehicle-

to-vehicle, vehicle-to-cloud, and vehicle-to-fog. There were three layers: vehicle, fog, and 

SDN. Moreover, base station vehicles, RSU, and the SDN controller were the entities. The 

authors adopted a graph-based technique for handling the data, by which they achieved 

their motive. The communication technologies incorporated were fifth generation and long-

term evolutions. The proposed work was comprised of five important phases: 1) vehicle 

physical information encapsulation that included trajectory, location, and speed and 

submission to the cloud node; 2) each cloud server pulled the information to the software-

defined controller; 3) the role of the SDN controller was to schedule the data that was 
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sensed by the vehicles; 4) this scheduled information was logged into the fog and vehicles 

in the form of control notifications; and, 5) the cloud, fog, and vehicle cooperatively 

distributed data in accordance with control notifications. The proposed work’s performance 

was analysed for simulation time, different network traffic scenarios of varying times, and 

the size of the data. 

 

Zhang et al. [64] dealt with a lightweight protocol for the verification of batches in the 

VANET, which was supported by the fog computing paradigm. The main intention of the 

authors was to overcome the existing research problems of computation and 

communication overhead as well as security issues by proposing lightweight cryptographic 

means. Specifically, a public key-based scheme was presented, i.e., elliptic curve 

cryptography. Here, fog devices, trusted advisors, a cloud server, and vehicles were 

considered the main entities. The main responsibility of the trusted advisor was to handle 

the vehicles registration and track attacker nodes. Moreover, fog nodes were entirely 

managed by the trusted authority and its roles were allocated to process vehicle data. To 

minimise the time taken for verification, bilinear operation was excluded from the 

cryptographic system. The authors concluded that their model preserved conditional 

privacy during the evaluation using random oracle. In addition, the experimental results 

showed that the work outperformed others on communication and computation overhead. 

However, the management of the system is complex due to poor network flexibility.  

 

Mei et al. [65] presented a framework that combined agreement based on cryptographic 

keys and authentication in VANET, taking into account RSU cache memory. The network 

components in this work were RSU, vehicles, and the trusted authority, and the 

progressions included initialisation, entity registration, RSU cluster formation, and key 

modification. The main objectives were to establish secure communication during vehicle 

mobility. Authentication-based details were securely disseminated within the network to 

minimise the complexity of authentication. The main reason for adopting the RSU cache 

memory was to improvise the efficacy of agreement on cryptographic keys. Here, each 

RSU-situated location was headed by an RSU cluster leader; when a node entered the range 

of a cluster, other cluster members collected the authentication-oriented information and 

forwarded it to the cluster leader. The leader node distributed the authenticated vehicle 

information in the network. Further, a session key was used to reduce the number of 
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authentications held when entering the regions of different RSU. In doing so, the number 

of authentications is reduced but system security can be lost. 

 

Security and privacy issues in previous work were mitigated by a mutual authentication-

based security scheme proposed in [66].  Their aim was to reduce large computational 

overhead using the conditional privacy authentication method. Initially, the network areas 

were segmented as multiple regions based on location, in which a determined RSU was 

positioned. The RSU logged the certificates related to the list of revocations. The research 

work contained several indispensable entities, such as vehicles, RSU, a radio unit, and 

trusted authorities. The role of the trusted authority was to load the list of revocations in the 

RSUs of every single domain to reduce computational overhead. There were multiple 

processes in this work, namely: registration of vehicle and RSU, joining, list renewal, 

message signing, message verification, and revocation from the network if any deviations 

were found. Elliptic curve-based random numbers were offered for authentication. The 

experimental results were shown to project the proposed work’s efficacy in terms of costs 

incurred for computation; however, elliptic curve cryptography incorporation limits the 

mitigation of side-channel attacks and thus limits the level of security.  

 

Wang et al. [67] a secure privacy-keeping scheme was proposed in which intent-centred 

networking was given weight. The main aim of this research was to secure the location 

information of internet-stemmed vehicles. As location information has become basic 

information in most of internet-connected things, the authors of this research work 

proposed an intent forecasting technique. More specifically, this technique helped identify 

the intent of location admittance as well as reprimand illegitimate location queries. As the 

location information was critical, security for location was prioritised. The entities in the 

system model were internet-connected vehicles, an intent-based networking control unit, 

location privacy shielding unit, and other applications. A machine learning algorithm was 

embedded with an intent-based networking unit to predict the intent of location access. 

Further, virtual money was provided to the vehicles to obtain location admittance approval. 

Specifically, each vehicle was urged to spend that money to obtain location access. In doing 

so, the authors stated that they were able to limit illegitimate location access. 
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Kong et al. [68] performed secure seamless data acquisition in a fog-enabled cloud 

environment by the incorporation of prognostic preservation. They used a slide window-

based approach to maintain and structure the data, sensed through vehicle sensors. Further, 

alpha geometric and homomorphic cryptographic schemes were used to secure the sensed 

data and realise differential privacy benefits. The proposed work was composed of three 

consecutive layers: the cloud, fog, and vehicles. In each layer, different entities were 

positioned. The cloud layer was embedded with the cloud server, the fog layer was 

positioned with storage devices, and the vehicles layer was filled with OBU-enabled 

vehicles. Further, the information from the vehicles was verified by their signatures. Finally, 

the proposed work’s security was analysed through privacy preservation, verifiable 

condition, and confidentiality. At the end of the discussion, the authors concluded that the 

proposed work had better computational performance and communication overhead. Apart 

from these factors mean squared error was also taken into account to demonstrate the 

work’s efficacy. The data structuring can be formulated as: 

                                                            𝐷𝐴𝑇𝐴𝐼 = ∑ 𝐴𝑡

𝑈

𝑡=1

∗ 𝐸𝐼,𝑡                                           (2.10) 

Where, 𝐸𝐼,𝑡  is the sequence of data. However, the research work used different 

privacy mechanisms to ensure security and the intended receiving node also handled noisy 

information. 

 

Wei et al. [69] proposed a lightweight security mechanism in the VANET by introducing a 

tree-centred cryptographic security agreement. The communication standard considered in 

this work was vehicle-to-vehicle communication and vehicle-to-infrastructure and the basic 

entities were a trusted authority, RSU, and vehicles. More than five processes were 

performed, including system initialisation, registration of vehicles, and registration of RSU, 

authentication of the vehicle and RSU, responses, and key restoration. ID and a random 

number were acquired from the vehicles and RSU during registration. Initially, the sensed 

data were aggregated by the fog storage devices and cyclically updated the cloud server. 

Tripartite authentication was used for registration, in which a public session-based key was 

given to the vehicles and RSU by the trusted authority. The experimental results showed 

that the proposed work outperformed other research work in terms of computation and 

communication overhead, and key establishment latency. However, this research offered a 
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public key for all authenticated vehicles and thus insider attackers can take advantage, 

resulting in security issues.  

 

An energy-efficient and secure software-defined vehicular network was proposed in [70] 

with two main progressions: authentication and an IDS. The main entities of this research 

work were vehicles, access points, a software-defined controller, onboard unit, trusted 

authority, and RSU. First, the trusted authority offered several security means to the 

vehicles and RSU in terms of batch ID and key pairs to establish highly secure 

communication between the vehicles using elliptic curve cryptography. The trusted 

authority had the power to revoke nodes from the network if they were labelled malicious 

and then it keeps the list of revocation as a polynomial to minimise the storage and time 

taken for searching. Once the vehicles were authenticated, they were allowed to 

communicate with other network entities. Then, the SDN controller performed intrusion 

detection using collaborative learning based on an alternating technique that offered high 

convergence in IDS. The research work was evaluated in terms of accuracy, precision, f1 

score, recall, and experimental losses. 

 

Soleymani et al. [71] attempted to secure a fog assisted VANET by proposing a security 

framework in which nodes and their information were authenticated. A pretending node 

was used to spread untrusted information in the network to obtain the most reliable benefits. 

The main objective of this study was to achieve high security by introducing three 

progressions as node authentication, message verification, and trust method to deal with 

illegitimate nodes. The authors embedded several entities into their model, namely: a cloud 

server, the trusted authority, access points (treated as edge fog entities), and vehicles. The 

first stage was system initialisation, in which the trusted authority loaded essential 

information into the fog entities and vehicles. Then, entities were registered to allow 

network participation. Further, the integrity of data was ensured by message authentication; 

when an entity communicated with other entities, the messages had to be signed. Further, 

two different trust values were considered in this work to enhance security. An issue with 

this work, however, is that authentication of the messages only on the basis of trust is poor 

compared to cryptographic schemes.  
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Effective VANET management was realised through the integration of software-defined 

networking in [72]. The main intention of this work was an authentication scheme in the 

VANET to ensure security. The authors included several network entities such as 

controllers of SDN, RSU and vehicles. The primary task assigned to the vehicles was to 

perform registration at the RSU by giving their ID, password, and driver biometrics through 

a secure channel. For registration, a login stage was established in which smart cards were 

offered to the vehicles to match their credentials. After verification, a communication stage 

was established in which the messages were sent by the vehicles to the RSU, which, in turn, 

encrypted the messages while propagating the same with other vehicles. For information 

encryption, elliptic curve cryptography was used and malicious packets were dropped by 

the RSU controller. In addition, the SDN controller performed the essential role of 

determining the secure communication channel between the vehicles by checking 

destination-oriented information. This research work was simulated using a tool named 

Scyther, which found no vulnerable loops. The main issue in the work, however, was that 

communication between the vehicles were not secured.  

 

Shareeda et al. [73] attempted to verify messages synchronically on receipt from vehicles 

using a conditional-based authentication scheme. Information stored in an unhackable 

device was cyclically updated to minimise side channel cyber-attacks. The proposed work 

involved several entities such as vehicles, RSU, and a trusted authority. At first, vehicles 

and RSU registered by submitting an ID and password, before the trusted authorities loaded 

the private key, the valid time for the key, and actual identity into the vehicles. The trusted 

authority authenticated the vehicles when they joined the RSU. Messages from the vehicles 

were cross-verified using a batch-verification technique based on pseudonym ID, 

timestamp, etc. The proposed work was evaluated for the time taken for cryptographic 

operations. Finally, if a vehicle was reported as malicious, it was removed from the vehicle 

list by the trusted authority. The trusted authority revoked the vehicle from the vehicle list, 

which can be represented as:  

𝑝ş = 𝑝𝑖𝑑𝐼
2 ⊕ 𝐻1(𝑆 ∗  𝑝𝑖𝑑𝐼

1)                                              (2.11) 

Where, 𝑝ş  represents the vehicle’s pseudonym, 𝐻1 stands for hash 

function, 𝑝𝑖𝑑𝐼
1 & 𝑝𝑖𝑑𝐼

2 and pseudo-random number respectively.  
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In [74], the current paradigm of VANET was explored through a candidate technology, 

namely the IoT. Security problems occurred due to the heterogeneous nature of VANET in 

terms of the inflexible network management, limited computing ability, among other 

factors considered here. Hence, the authors stressed the importance of plotting out 

illegitimate vehicles and blocking their credentials. Apart from this, pseudo-random bits 

were considered to increase the security of the VANET further. Moreover, vehicles and the 

trusted authority were estimated in vehicle-to-vehicle communication and vehicle-to-

infrastructure communication. The introduced work had two main progressions: trust 

evaluation and making decisions. For trust evaluation, alerts from peer groups, distance, 

message integrity, time stamp and so on were taken into account. The dynamic threshold 

value was determined for the messages received from the vehicles to accept and discard 

these messages to achieve trust evaluation. The performance of the work was estimated 

through precision, f1 score, and recall, formulated as:  

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =
𝑀𝑁

𝑈𝑁
                                                      (2.12) 

𝐹1 𝑆𝑐𝑜𝑟𝑒 = 2.
𝑃. 𝑅

𝑃 + 𝑅
                                                (2.13) 

𝑅𝑒𝑐𝑎𝑙𝑙 =
𝑀𝑁

𝑇𝑚
                                                           (2.14) 

Where, 𝑀𝑁 stands for the number of malicious vehicles, 𝑈𝑁 stands for untrusted 

nodes, 𝑃 & 𝑅 stands for precision and recall, respectively, and 𝑇𝑚 stands for total amount 

of malicious vehicles. 

 

Zhong et al. [75] proposed a security framework based on authentication in the SDN-based 

VANET. The main objective of this research paper was to enhance security and increase 

the flexibility of the VANET by anonymous authentication techniques and SDN, 

respectively. The work was composed of several network entities: a base station, access 

point, software unit, and transport leader, and global and multiple local SDN controllers. 

First, weight values were estimated to the vehicles based on different factors such as the 

condition of the roads, the number of messages sent by the vehicles, energy, distance, speed 

of traffic, and so on. Then, the messages sent by the vehicles were signed by the sender to 

ensure legitimacy, with the intention of securing the communication between the vehicles 

and minimising malicious vehicle participation. The vehicles’ weight was formulated as: 

                    ₩𝑣,ï = ω1ЯĐşṫ + ω2Ῥ𝜔ṟ + ω3𝑛𝑠 + ω4б𝑚 + ω5Ồ𝑒                            (2.15) 
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Where, б𝑚 is the messages received from the vehicles, ЯĐşṫ denotes the distance, 

Ồ𝒆 stands for road conditions, Ῥ𝜔ṟ denotes energy, 𝑛𝑠 denotes the situation in the network, 

and ω1 + ω2 + ω3 + ω4 + ω5 = 1. However, this research was limited in terms of the 

distant controller placement, which increases communication latency and energy 

consumption.  

 

In [76], the author explored security in the social internet of vehicles, supplemented with a 

fog computing paradigm. The entities were the cloud server, fog servers, and internet 

connection-enabled vehicles. Further, an agreement-centred lightweight session-based 

security key was used to authenticate both fog entities and vehicles mutually. During 

mutual authentication, the cloud server established the consecutive processes of fog 

(random number and ID) and vehicle (password, random number, and ID) registration to 

generate a pseudo-identity and, based on this, authentication held. The authors noted that 

their proposed method had better performance than other works in terms of cost of 

communication as well as power required for computation. However, communication 

between the RSU and vehicles is prone to security vulnerabilities. 

 

Wei et al. [77] considered the security-oriented problems arising from conventional 

condition-based authentication and the delay sensitivity of network traffic. The 

predominant entities in this work were vehicles and a trusted advisor, and elliptic curve 

cryptography was utilised. Two main issues were addressed: disk overhead and latency 

issues of emergency messages; and the lack of secret key updating in classical 

authentication schemes. To resolve these issues, a condition-centred authentication method 

was proposed by incorporating a discrete logarithm-based elliptic curve which secured as 

well as mitigated the overhead problem. Pseudo-random numbers and secret key updating 

techniques were based on the Shamir key-sharing method. The proposed work included 

different performance metrics such as transmission latency and resource utilisation 

(storage).  
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Table 2-3 Research Gaps in Authentication Scheme 

Ref. Research Objective Method/Algorithm Limitations 

[58] 

Secure and efficient design 

for safeguarding SDN-

enabled VANET 

PKI (Public Key 

Infrastructure) based 

signature technique 

Poor security 

Huge processing cost 

[59] 

Improvise routing protocols 

of VANET in terms of 

multiple performance 

metrics 

Carry forward and 

geography-based combined 

technique 

Increased protocol 

congestion rate 

Poor energy efficiency 

[60] 

Secure VANET nodes by 

proposing dual dimension 

approach (IDS and IPS) 

Self-organising map 
Reduced QoS 

Less informative 

[61] 

Secure the communication 

among FN (fog node), VN 

(vehicular node), and RSU 

Improved authentication key 

exchange 

Less intelligent 

Poor security between fog 

nodes and users 

[62] 

Preserve the privacy of fog-

assisted VANET by using a 

lightweight authentication 

Enhanced conditional-based 

privacy-preserving 

authentication 

Poor security measures 

Increased attacker node 

presence 

[63] 

Minimise the 

communication delay 

between extensive 

communication in VANET, 

such as V2I, V2V, and V2F 

Caching and coding-based 

technique 
Poor network management 

[64] 

Ultra-lightweight protocol 

was designed to circumvent 

the security risk and 

increased communication 

cost burden 

Public key-based scheme Less system flexibility 
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[65] 

RSU cache history utility to 

minimise the complexities 

inherited during 

authentication 

Common session key-based 

approach 
Low system security 

[66] 

Enhance the security level in 

the VANET by performing 

mutual authentication 

Improved version of 

conditional-based privacy-

preserving authentication 

Poor side channel attack 

mitigation 

High security vulnerabilities 

[67] 

To rescue the internet of 

connected vehicles in terms 

of limiting the illegitimate 

location access 

Intent-based networking 

approach 
Less informative 

[68] 

Increase the security during 

the collection of data in the 

cloud-fog-enabled vehicular 

network 

Differential privacy 

mechanism and 

homomorphic-based 

technique 

Impractical for real-time 

applications 

[69] 

Minimise the security 

vulnerabilities in V2I and 

V2V communications in 

VANET 

Tree structure-based 

authenticated key agreement 

Increased insider attackers 

rate 

[70] 

Secure and energy efficient 

SDN-VANET by 

collaborative intrusion 

detection 

RSU-centred collection of 

nodes-based authentication 

Poor intrusion detection 

accuracy 

[71] 
Ensure the vehicular node 

and its data legitimacy 

Data and nodes combined 

authentication scheme 

Poor data integrity 

verification scheme 

[72] 
Incorporate SDN to improve 

network management 

Common session key-based 

authentication technique 

Low security between 

vehicular nodes 

communication (V2I) 

[73] 

Circumvent side channel 

attacks by proposing 

simultaneous verification of 

batches 

Conditional privacy-

preserving authentication 

scheme based on identity 

Inappropriate road 

conditions consideration 

[74] Improvise the network Extremely lightweight Poor security safety 
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performance and reduce the 

rate of illegitimate users 

presence in an IoT-based 

VANET environment 

security technique based on 

vehicular nodes trust 

measures 

[75] 

Strengthen SDN-VANET 

security by excluding 

malicious nodes from the 

environment 

Threshold- and conditional-

based privacy-preserving 

authentication scheme 

Ineffective vehicular node 

management 

[76] 

Reduce security threats and 

lower burden on cloud 

servers using fog computing 

paradigm 

Improved and computation-

friendly authentication 

protocol 

Minimal protocol security 

[77] 

Improve security practices in 

VANET by concurrent 

secret key updating 

progression 

Shamir’s secret key-based 

technique 
Huge key extraction time 

 

2.5.3 Existing Research Works on Routing protocols-VANET 

This subsection covers the literature on the performance analysis of key routing protocols 

in the VANET, including the prevailing research gaps.  

Singh et al. [78] propounded a hybridised optimisation algorithm to support the routing 

protocol of VANET. To mitigate the problems inherent in the conventional routing 

protocols and classical optimisation algorithms, a genetic algorithm and firefly algorithm 

were fused. More specifically, the dynamic nature of VANET challenges conventional 

routing protocols such as OLSR, AODV, and DSDV, and these needed to be performance 

optimised. Moreover, the premature convergence and poor global optimal solutions derived 

by the conventional algorithms were mitigated in the proposed hybridised algorithm. In this 

work, every vehicle was regarded as a firefly. To enhance the probability of selection, the 

firefly’s flash intensity and frequency values were adjusted. The reason for the 

incorporation of this algorithm was to discover the optimal path in terms of minimum 

distance from the source address to the destination address. The genetic algorithm was used 

to discover the next hop node based on fitness function. Here, the firefly algorithm 

magnified the nodes with best fitness function. As per the experimentation results, the 
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proposed algorithm had better performance compared to conventional optimisation 

algorithms such as particle swarm optimisation and ant colony optimisation.  

 

Abdeen et al. [79] designed a framework to evaluate the performance of different routing 

protocols widely used in the VANET in the city of Medina. The framework considered the 

varied nature of traffic conditions, including the extremely high traffic density times of 

umrah and hajj. Here, vehicle-to-vehicle communication and vehicle-to-infrastructure 

communication were taken into account. The routing protocols evaluated in this work were 

DYMO, DSDV, and AODV, which are reactive and proactive routing protocols of VANET. 

Initially, the authors used an open street map to retrieve a road map of Medina. To generate 

traffic from the city artificially, the authors used SUMO, but the work considered both 

human-driven and autonomous vehicles. The experimental results showed that the DSDV 

and DYMO yielded better performance for autonomous driving, but the DSDV showed 

better performance for human-driven scenarios. The authors noted that the DSDV protocol 

incurred large overhead while control message distribution and the density of the traffic 

flow directly affected routing latency. 

 

In the work of Husain et al. [80], the geo-cast routing protocol’s performance was optimised 

with particle swarm optimisation. Here, the geography in which the vehicles shared a 

common layout was considered the geocast region. The main objective of this work was 

mitigating the research gaps with conventional geocast routing protocols due to drastic 

changes in the VANET environment in terms of routing overhead and scalability issues. 

As a remedy, particle swarm intelligence was adopted to route data packets from one place 

to another. A VANETMOBISIM tool was used to extract evidence of vehicle manoeuvring 

style. Here, the selected optimisation algorithm performed the role of tuning the vehicular 

nodes’ speed. To do so, each vehicular node’s best former location and position was 

considered. Different protocols were considered during communication in the VANET, 

namely: ZRPGEOOPT, LARGEOOPT, and DREAMGEOOPT. The proposed work used 

MATLAB to simulate the vehicle’s manoeuvring tactics. To evaluate the performance of 

the proposed protocols, a wide range of performance metrics were considered: packet 

dropped ratio, end-to-end latency, throughput, network load, and packet delivery ratio. 
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In [81], the cross-layer-based technique was modelled to mitigate the problems inherent in 

the media access layer and networking layer, with the intention of increasing the 

performance of widely adopted VANET routing protocols. The main objective was to 

augment communication efficiency during vehicle and vehicle infrastructure 

communication. To realise these objectives, an improved genetic algorithm with a cross-

layer aware approach was propounded. The neighbours in the network were discovered 

with the help of network layer, and the MAC layer was used to improvise the data 

transmission in the network, which enhanced the QoS. To achieve this, an improved genetic 

algorithm was used to select the optimal path for routing the information. The proposed 

work was simulated through Network Simulator v2. Here, the GPSR (greedy perimeter 

stateless) routing protocol was used to route the information from source to destination. 

The proposed routing protocol also considered channel estimation, namely the SINR rate. 

Initially, each mobile node had to send its beacon signal to notify its location and identity. 

The proposed protocol used two techniques while routing the data packets: perimeter, and 

greedy-based forwarding. This proposed work was comprehensive, in that it discovered 

neighbours based on the MAC layer, processed hello packets, and employed MAC-based 

multiple channel selection using an improved genetic algorithm. The experimental results 

showed that the proposed work performed better compared to existing works on packet 

delivery ratio, end-to-end delay, and energy efficiency. 

 

In Elira et al. [82], a destination-centred routing protocol was proposed for the VANET. 

Clustering was also performed based on several parameters: velocity, desired destination, 

vehicle location, direction, mobility of the motor vehicle, number of links, energy of the 

vehicle, parking points, and degree of connection. These parameters were used for both 

cluster formation and cluster head selection. The main roles and responsibilities of the 

cluster head were dealing with the management of vehicles. Here, cluster heads shared the 

information of cluster members. The routing protocols in this research included AODV and 

DBR. The main aim was to minimise the congestion rate and control overhead in an urban-

based VANET environment. The consideration of intended destination information 

increased the packet delivery rate and minimised packet delivery latency. The vehicles 

presented in this work were given high importance in terms of discovering their desired 

destination based on current location, but the authors recommended that it was unsuitable 
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for newcomers (newly arriving vehicles) to the network. Here, parking can be formulated 

as: 

𝑝𝑘𝑝 = (𝑝𝑘1, 𝑝𝑘2, 𝑝𝑘3 … 𝑝𝑘𝑛)                                      (2.16) 

Where, 𝑝𝑘𝑝 stands for parking points. The performance of the proposed work was 

analysed on performance metrics such as collision rate, control message overhead, 

coverage area percentile, throughput, packet delivery ratio, and time consumption for 

packet transmission. 

 

Shah et al. [83] proposed an optimised routing protocol to improve the effectiveness of 

emergency message notifications in a motorway-based VANET. The main objective was 

to discover a distance-aware route for disseminating emergency messages on time. For this, 

the authors performed clustering of the vehicles based on an optimised path-based routing 

protocol. During cluster creation, vehicle mobility was considered. The main reason for 

clustering was to minimise the data retransmission rate, data integrity, and low 

communication overhead, which are crucial in emergency message distribution as they 

have limited delay tolerance. The communication standard considered in this work was 

vehicle-to-vehicle communication and the main progressions were cluster creation, 

selection of cluster head, and emergency message distribution. Here, the cluster heads were 

selected based on a median approach in which the number of vehicles, both odd and even, 

were considered to ensure cluster stability. The proposed work was compared with several 

existing studies by adaptively tuning the velocity and traffic rate of the vehicles, and the 

proposed work was evaluated for several performance metrics such as message integrity, 

high packet delivery ratio, latency, and throughput. 

 

The researchers in [84] investigated the performance of different topology-based routing 

protocols in the ever-changing VANET environment. Their main objective was to suggest 

the best routing protocol in the VANET, and, to this end, they evaluated the performance 

of DSR, AODV, DSDV, and OLSR regarding the density of the vehicular nodes and the 

unstable nature of VANET. First, the best network was selected through simulation using 

SUMO and NS3, and a tool command language file was created using SUMO. Further, the 

MANET routing protocol’s features were analysed. Vehicular node allocation was 

performed with the purpose of identifying street lanes, speed bumps, and lighting facilities, 

among others. The topology-based routing protocols’ performance was evaluated on 
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metrics such as throughput, packet delivery ratio, and communication overhead. The work 

was simulated through SUMO and NS v3. The results revealed that the AODV 

outperformed other routing protocols in terms of packet delivery ratio, whereas the DSR 

showed better performance in communication overhead and throughput.  

 

The authors of [85] designed a hybridised position and opportunistic-based routing protocol 

to manage the increasing network dynamics in the VANET environment. The main reason 

for the proposed framework was to mitigate the problems that remain in the VANET in 

terms of increased vehicular node velocity, frequent communication 

interruption/discontinuity, and topological changes. The authors considered the number of 

vehicles, quality of communication link, and vehicle position. The source vehicular node 

selected the next hop node to transmit data to the destination by considering hops count 

(minimal) and distance. To select the best node, these nodes were prioritised based on the 

determined value. There were four key processes in this work: estimation of link quality, 

relay node selection, vehicle prioritisation, and keeping the current links instead of expired 

ones. Hello packets were exchanged within the network to estimate the link status, which 

was composed of the direction of the node on dual axes (x and y), velocity, neighbour node 

volume, and node identity. The proposed work was simulated in Network Simulator v2 and 

the experimental results indicated better performance in terms of throughput, successful 

packet transmission rate, and latency. 

 

In [86], a relative analysis was undertaken of the key routing protocols used in the VANET. 

The performance of GPSR, DSR, DSDV, and AODV was analysed through Network 

Simulator (NS) v2 in terms of end-to-end latency, energy consumption, packet delivery 

ratio, and routing overhead. Here, vehicle to RSU and vehicle-to-vehicle communication 

was considered. Using the greedy technique, the GPSR protocol uses the next hop node’s 

location and deals with rule of right hand to disseminate routing packets. The DSDV is a 

proactive routing protocol which manages the routing information of other nodes and 

updates the table of details cyclically based on network routing modifications. Moreover, 

the DSR protocol, which is very similar to the AODV, carries out packet routing in a non-

cyclic manner. This kind of protocol identifies routes based on demand and is composed of 

two stages: searching for and maintaining routes. A destination node in this type of protocol 

can receive a data packet if it receives REQP messages. The system evaluation showed that 
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the DSR and DSDV routing protocols yielded greater performance compared to the other 

tested routing protocols. 

 

In Chandan et al. [87], the performance of OLSR, AODV, and DSDV routing protocols 

was evaluated using Network Simulator 3. OLSR and DSDV were the proactive routing 

protocols used in the vehicular network, whereas AODV was the reactive routing protocol. 

The main objective was to choose the best routing protocol to balance data transmission 

and integrity of data. While the proactive routing protocol was good at handling and 

maintaining the routing table and keeping the network up to date, the reactive routing 

protocol worked according to demand requests received from the vehicular nodes. From 

model evaluation, the proposed work outperformed the compared works on packet loss 

ratio, jitter, and latency, which can be formulated as: 

𝑃𝐿 = 𝑁𝑃𝑆 − 𝑁𝑃𝑅                                                               (2.17) 

𝐽 = (𝐷(𝑝𝑁) − 𝐷(𝑝𝑁−1)                                                       (2.18) 

𝐷 = (𝑇@𝑅𝑃) − (𝑇@𝑃𝐺)                                                   (2.19) 

Where, 𝑃𝐿 stands for packet loss ratio, 𝑁𝑃𝑆 stands for number of packets sent, 

𝑁𝑃𝑅 represents number of packets received, 𝐽 stands for jitter, 𝐷 depicts delay, 𝑇@𝑅𝑃 

represents timestamp at packet reception, and 𝑇@𝑃𝐺 stands for timestamp at the generation 

of packet. The authors noted that the OLSR routing protocol showed excellent results 

compared to other routing algorithms.  

 

Joshua et al. [88] explored an optimisation algorithm for the performance of VANET’s 

routing protocols. Here, the OLSR routing protocol was optimised to enhance routing 

reliability using the firefly optimisation algorithm. The proposed work had three essential 

processes: the generation of network traffic, and simulation and optimisation stages. The 

generation of traffic was realised by SUMO. Further, network statistics were obtained at 

the network simulation stage using OLSR. NETSIM was used to simulate the network with 

the optimisation algorithm to find the optimal routing path by exploring the local and global 

optima. To choose the best candidate results, neighbour holding time, retransmission rate, 

and signal interval were utilised by the proposed optimisation algorithm. In so doing, the 

authors reduced the costs incurred for communication. During network simulation, 

NETSIM reverted the data in terms of end-to-end delay, packet delivery ratio, etc. which 

can be formulated as:  
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ᵲ (ẋ𝐼) = 𝑊1 ∗ 𝐹𝑚𝑟𝑙(ẋ𝐼) + 𝑊2 ∗ 𝐹𝑑𝑒𝑙𝑎𝑦(ẋ𝐼) − 𝑊3 ∗ 𝐹𝑝𝑑𝑟(ẋ𝐼)                 (2.20) 

Where, ᵲ (ẋ𝐼) stands for cost of the function, 𝐹𝑚𝑟𝑙 represents the mean routing load 

estimating function, 𝐹𝑝𝑑𝑟,   𝐹𝑑𝑒𝑙𝑎𝑦 stands for packet delivery ratio and delay. The system 

performance was evaluated for throughput, latency, and routing overhead.  

 

Laanaoui et al. [89] adopted a hyped-up greedy approach to improve the performance of 

the OLSR routing protocol in the VANET for a smart city. The main objective was to 

minimise the problems inherent in the static nodes of VANET to increase its efficiency. In 

addition, the proposed approach considered the speed of manoeuvring vehicles compared 

to static vehicles and prioritised the former. The proposed work also included diverse 

vehicles and intersections. In order to choose the best path from those available, the 

enhanced greedy approach was utilised. This method estimates a score for the routes based 

on several key factors such as distance information of intersections, velocity, and position. 

Here, the best optimal relay node was chosen based on its superior score in the OLSR 

routing protocol. Further, the greedy technique was used to validate the candidate vehicles’ 

capability of reaching the destination fastest based on score. The proposed technique was 

evaluated by means of packet delivery ratio and end-to-end latency. However, the proposed 

scheme performs much like the conventional OLSR when the nodes’ volume is high/low 

in the network, and there is also a lack of security. 

 

Kadadha et al. [90] used a game theory-centred approach in an urban-based VANET by 

adopting a QoS aware OLSR routing protocol. The authors considered the presence of 

attacker nodes within the network. This kind of routing protocol sprouts routes by selecting 

multiple point-based relay nodes based on different factors. The game theory used in this 

work was Stackleberg, which aided the authors in discovering the optimal relay nodes by 

considering QoS-based factors such as node trust, bandwidth, and lane weight. As per game 

theory, two entities such as party A and party B were labelled as multiple point-based relay 

nodes and vehicles in the network. To be an optimal multiple point-based relay node, a 

node must have superior lane weight, reputation/trust, and bandwidth. Both parties’ 

strategies were optimised with the intention of reducing the time taken for leader selection 

(party A). By so doing, the authors achieved a reasonable system utility rate and minimised 

the routing overhead. Network Simulator 3 was used and performance was evaluated for 

different performance metrics such as throughput, steady state of relay nodes, and hop 
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counts. This research considered just a few QoS parameters for best relay node selection. 

In this manner, this leads to link failure.  

 

Ahamed et al. [91] analysed direction as a factor in VANET and improved loop free routing 

protocol. To mitigate the problems inherent in conventional ad hoc on demand distance 

vector in terms of increased RREP and RREQ, this research designed an improved version 

by considering dual stage filtering and direction. The main reason for the incorporation of 

dual stage filtering was to minimise the communication overhead and the number of RREP 

and RREQ messages with the intention of discovering a reliable path. This research was 

had two key processes: path identification and route selection. To identify the reliable 

routes from the available routes, RREP and RREQ messages were sent over the network 

and velocity and position were considered. The direction between the vehicles was 

estimated as: 

             𝜃 = 𝜑1 − 𝜑2                                                      (2.21)                         

Where, 𝜃 represents direction, and 𝜑1& 𝜑2 stands for the latitude of vehicles 1 and 

2, respectively. In the pursuit of path identification, route selection was undertaken. During 

route selection, the distance between discovered paths was estimated using the Manhattan 

distance. The purpose of this process was to minimise latency. The system evaluation 

results showed that the proposed work outperformed other research works in terms of 

packet loss ratio, end-to-end latency, and throughput. 

 

In [92], the authors designed a highly secure routing protocol for the VANET in which 

AODV was the routing protocol and elliptic curve cryptography the security scheme. The 

authors placed several network entities into this system model, including vehicles, RSU, 

and a trusted authority. The initial work progression focused on vehicle registration in 

which the trusted authority offered cryptographic keys. For this, elliptic cryptography was 

used. These keys were used during the route discovery processes to ensure security. For 

registration and the generation of the keys, routes were established by the vehicular nodes. 

To discover the routes, the vehicles broadcasted request and replay messages, and all this 

information was securely logged into the RSU for future reference. Afterwards, insecure 

paths were minimised by identifying highly secure paths using the threshold technique on 

sequence numbers. The vehicles in the VANET environment were verified using elliptic 
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curve cryptography. However, the incorporated algorithm has fragile strength on key length 

and as such it can easily be hacked. 

 

In a study by Lachdhaf et al. [93], the security loops in the ad hoc on-demand distance 

vector routing protocol were explored by detecting and mitigating black hole attacks. That 

is, the unpredictable and mobile nature of a vehicular network is targeted by black hole 

attacks, in which attacker nodes magnify other nodes by projecting fresh data and exploiting 

the minimum distance to the destination node. In this manner, legitimate vehicles become 

the target of black hole attacks as they fail to check the legitimacy of messages when routing 

paths are established. Hence, these authors proposed two-way authentication techniques. 

In the first, the node receiving a data packet checks the next hop to transmit the data toward 

the destination node. If no such route is found, the node broadcasts a route request message 

to find new routes. In this phase, the destination address is thoroughly checked and, if the 

address is not found in the legitimate node list, the entity is discarded. In the second 

technique, the verification of relay node’s sequence number is performed on the basis of 

threshold. If it deviates from the determined threshold, it is revoked. The experimental 

results showed that the research work outperformed other works in terms of throughput, 

communication overhead, latency, and attack detection accuracy. Although the threshold-

based technique was used to sequence number verification, the static threshold-based 

technique cannot cope with the dynamic nature of the VANET.  

 

The authors in [94] proposed an efficient protocol typically for VANET and an infra-

centred communication paradigm. The proposed protocol was a combination of trophy and 

ad hoc to enhance the routing performance. Network construction was performed to aid the 

data transmission, and the main entities included vehicular nodes, onboard units, key 

rendering unit, and RSU, among others. Here, the key rendering unit had the responsibility 

of generating authentication-oriented information. The communication between the 

vehicular nodes and key rendering unit was established to strengthen security. Further, the 

source and destination nodes communicated via the RSU, which disseminated data; the data 

stored in this unit were subject to cyclic updating. The simulation of this VANET 

construction was supported by the SUMO software. While evaluating the system model, 

hop counts, throughput, packet delivery ratio, vehicle density, and so on were taken into 
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account. The proposed work showed better performance compared to other works, but it 

has a setback in terms of complexity as each routing detail was sporadically updated.  

 

Al-Kharasani et al. [95] designed a flexible relay identification scheme in VANET to ensure 

environment firmness. To realise such an objective, a cluster-centred routing path selection 

was propounded to support OLSR. The amount of control packets and unnecessary routing 

path estimation were minimised by flexibly cherry-picking the routing paths. For this, 

different factors were taken into account, such as the degree of node mobility degree and 

strength of a radio signal. The proposed work encompassed two key phases. The first phase 

was about clustering vehicles based on distance and channel state information. The second 

involved establishing routing processes, by which various beacon packets were 

disseminated from the source to destination nodes in two hop distances. Here, hello 

flooding was minimised by accurately selecting the neighbour nodes. For accurate 

neighbour selection, the quality of the communication link was factored in. The 

experimental model was evaluated in terms of several performance metrics such as end-to-

end latency, packet delivery ratio, network management, number of multipoint relays, and 

overhead. Finally, Network Simulator was used to simulate this work.  

 

Gawas et al. [96] designed a system model for routing in the area of the internet of vehicles, 

adopting an ant colony optimisation algorithm. The main objective was to enhance the QoS. 

The proposed AODV-based routing protocol optimised the data collected from the various 

OSI layers, such as application, MAC, physical, and transport. The routing problem in the 

VANET was formalised as an optimisation problem. The proposed model was a mixture of 

network entities such as vehicles in terms of source entity, destination entity, and 

rendezvous entity. An optimal relay was elected to transmit the data from the source to 

destination node based on several factors such as energy and distance, in the pursuit of data 

on the scheduling for the source node. During this phase, a route-entrenched message was 

advertised after selecting the optimal route for data transmission, with the aim of increasing 

the network performance and increasing path reliability. To intelligently select the optimal 

node as relay, ant colony optimisation algorithm was utilised. The proposed work was 

evaluated in terms of network latency, packet delivery ratio, and throughput. However, this 

research work suffered from incorporating a conventional optimisation algorithm, which 
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frequently becomes trapped in local optima due to poor exploration capability. Hence, this 

reduces the chances of obtaining global optimal solutions. 

 

In reference [97], an efficient and multiple points-based relay was selected by proposing a 

reliable design for the OLSR routing protocol in the VANET environment. The main aim 

was to strengthen security and minimise the proportion of control messages by selecting 

optimal relays. The relays were only permitted to forward packets originating from the 

source in order to conquer the effects of hello flooding. In addition, resource utilisation was 

ensured by reducing the number of hops required for data transmission. The key entities of 

this work included RSU, primary users, and secondary users. The research was composed 

of several essential processes such as a sensing channel, channel analysis, data propagation, 

and decision-making, etc. First, two-hop neighbours with a one-hop distance were 

identified, and in the end labelled as relays. This was repeated several times at successive 

levels. Finally, two hop neighbours with a maximum distance were also discovered. These 

processes were performed for optimal routing. The experimental results showed that the 

proposed work outperformed existing works in terms of performance metrics such as 

packet drop ratio, packet delivery ratio, throughput, and utilisation rate of the channel. 

Table 2.3 presents the existing work. 

Table 2-4 Research Gaps on Routing in VANET 

Ref. Research Objective Method/Algorithm Limitations 

[78] 

Mitigate the problems inherent in 

classical optimisation and routing 

algorithms by proposing a 

hybridised optimisation algorithm 

Combined genetic and firefly 

optimisation algorithm 

Poor convergence speed 

High implementation cost 

[79] 

Investigate the performance of 

different routing protocols under 

varying traffic conditions 

Traffic density-based 

technique 

Lack of consideration of 

extensive factors (i.e., 

dynamic network 

behaviour) 
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[80] 

Minimise existing research 

problems such as increased routing 

overhead and poor scalability 

Bio-inspired optimisation 

algorithm (PSO) 

Premature convergence 

Poor global results 

[81] 

Improve communication 

efficiency by circumventing the 

limitations in the MAC and 

network layer 

Cross-layer-based technique 

with dual layer improved 

genetic algorithm 

Lack of delay considering 

during routing 

[82] 

Increase the PDR and minimise 

the communication latency by 

cooperative communication 

between vehicular nodes 

Context and location-aware 

routing protocol 

Lack of security leads to 

data theft 

[83] 

Improve the effectiveness of data 

packet routing in the case of a 

motorway-based VANET 

Optimised routing protocol 

with a combined median-

based clustering approach 

Imprecise cluster head 

selection minimises the 

scope of the work 

[84] 

Analyse the performance of 

topology-centred routing protocol 

for VANET 

New routing model 

mechanism 

Lack of security 

measures and 

cryptographic means 

[85] 

Manage VANET network 

dynamics by the adoption of 

position and priority-based data 

forwarding 

Greedy-based data 

forwarding combined with 

position-based routing 

protocol 

Top-down approach 

(greedy) leads to poor 

global optimal solutions 

[86] 

Perform relative analysis on key 

routing protocols of VANET to 

measure their efficacy 

Greedy based technique 
Failure to assist network 

congestion 

[87] 

Evaluate the performance of 

topology-based routing protocol 

(both reactive and proactive) to 

ensure data delivery 

Routing protocol performance 

measuring 

Mechanism 

Poor QoS 

Lack of security 

[88] 
Manage the dynamic VANET with 

optimised system configuration 

Multiple objective-based 

optimisation algorithms 

(firefly) 

Increased time 

consumption on 

execution 
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[89] 

Mitigate the static nodes problem 

in the VANET, by introducing a 

new packet-pushing mechanism 

Greedy-based packet 

forwarding technique 

Poor communication 

security 

[90] 

Select optimal relay nodes in the 

VANET by considering several 

parameters 

Game theory-based approach 

(Stackleberg) 

Link failure 

Poor QoS factors 

consideration 

[91] 

Minimise the volume of request 

and replay messages during route 

discovery with an improved 

AODV routing protocol 

Dual stage-based filtering 

Lack of real-time 

scenarios consideration 

(dynamic road 

conditions) 

[92] 

Ensure secure data dissemination 

and circumvent black hole attacks 

by designing a secure AODV 

protocol 

Elliptic curve cryptography Fragile key strength 

[93] 

Secure the AODV protocol from 

black hole attacks by introducing 

intrusion detection and prevention 

Threshold-based technique 

Static thresholds do not 

cope with dynamic 

VANET 

[94] 

Improve resource utilisation and 

energy efficiency by the adoption 

of a modified routing protocol 

Trust-based group 

authentication scheme 

Computational 

complexity 

[95] 
Improve VANET stability with 

flexible relay node selection 
Cluster-centred algorithm 

Minimised the scope in 

offering security 

[96] 

Minimise challenges in the 

VANET routing protocol in terms 

of security and routing 

complexities 

Ant colony optimisation 
Poor exploration 

capability 
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[97] 

Enhance the security of the 

VANET by only allowing 

authenticated nodes to forward 

data and ensure efficient resource 

utilisation 

Spectrum hole sensing-based 

approach 

Increased protocol 

overhead 

 

2.5.4 Existing Research Works on IDS 

In recent years, studies [7, 50, 98] have discussed the security problems in SDN-based 

VANET, either because of technical problems in VANET or the use of SDN in the 

infrastructure. In this case, SDN resolved certain VANET problems, such as better resource 

management and providing greater flexibility in the network by separating the control and 

data layers. However, new problems have arisen, such as DoS or DDoS attacks on the 

central unit of the network, and injection attacks in the network due to the nature of the 

SDN programming network. To solve these problems, an IDS system is needed to secure 

communications and messages. 

Many researchers have suggested that IDS use machine learning (ML) or deep learning 

methods to protect the communications and information exchanged between vehicle 

network components from security attacks that could lead to fatal accidents, traffic 

congestion, or disruption of network services. The researchers in [99] used the k-nearest-

neighbour (kNN) method to build the IDS, while in [100] random forest (RF) was applied 

to determine if there were attacks on the network and classify them. A deep learning 

approach, such as generative adversarial networks (GAN), was used to build an IDS against 

a DDoS attack using the data set CICDDoS2019 [101]. The authors in [102] devised a ML-

based IDS to detect intruders in VANETs, both globally and locally. To secure cluster heads, 

they employed an artificial neural network (ANN) approach to identify malicious multi-

point relays. Convolutional neural networks were employed in [103], and recurrent neural 

networks in [104]. However, the dataset used was as old as KDD cup and NSL-KDD 1999 

can handle only a few types of attack. Zhao [105] introduced an IDS using DBN and the 

probabilistic neural network, for which they converted the raw data into low-dimensional 

data with characterisation by DBT. In the data training stage, they relied on the particle 

swarm optimisation algorithm to improve the number of hidden layers for each layer. In 

the last stage, the classification process was performed using BNN, based on the KD 1999 

data set. However, the correct error rate was high in this framework. The researchers of 
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[106] used an authentic dataset termed ToN-IoT, which originates from a large, 

heterogeneous IoT network. They explored several ML in their IDS, employed Chi-square 

for feature selection, and the synthetic minority oversampling technique for class balancing. 

The XGBoost method was found to perform better than other ML methods. 

 

The NSL-KDD dataset [107] was created by researchers at the University of New 

Brunswick and the Canadian Institute for Cybersecurity, as an improvement over the earlier 

KDD Cup 1999 dataset. The latter was criticised for having several limitations that made 

it less realistic and representative of real-world network traffic. NSL-KDD consists of a 

subset of the original KDD Cup 1999 data. It has 41 features, including basic network 

traffic features such as protocol type, service, source and destination IP addresses, and flags, 

as well as more advanced content, connection-, and time-based features. The dataset 

includes five classes of network attack: DOS, Probe, R2L (unauthorised access from a 

remote machine), U2R (unauthorised access to local superuser privileges), and normal 

traffic. 

The NSL-KDD dataset has become a widely used benchmark for evaluating the 

effectiveness of IDS and been used in numerous studies and competitions in the field of 

intrusion detection. However, it is important to note that the dataset is not without its own 

limitations and some researchers have pointed out that it may not be fully representative of 

all types of network attacks and traffic. 

 

The ToN-IoT dataset [108–115] contains data collected from a smart home IoT network 

with a variety of devices, such as smart plugs, IP cameras, smart bulbs, and smart locks. 

The dataset has a total of 42 features, including basic network traffic features such as source 

and destination IP addresses, MAC addresses, port numbers, packet size, and protocol type, 

as well as features related to IoT devices such as device type, manufacturer, and model. 

The malicious traffic in the dataset covers various types of attack, such as DDoS, DoS, 

backdoor, MITM, injection, password, ransomware, scanning and XSS. The dataset also 

includes benign traffic that represents normal network activity in a smart environment. 

2.6 Summary 

The main aim of the proposed works, namely AE-SDN-VANET, AP-RP-VANET, and IDS 

is to add new knowledge to the field by filling research gaps in the surveyed works. Several 
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studies have attempted to increase security and improve resource utilisation in the VANET 

environment. For this, SDN has been adopted by various researchers. Further, the 

performance of routing protocols has been optimised by juxtaposing metaheuristic 

algorithms such as particle swarm, firefly, ant colony, and genetic algorithms. In addition, 

cryptographic schemes and game theory models have also been factored into routing 

protocol performance enhancement. However, the existing research suffers from 

limitations in terms of large protocol overhead, less-than-optimal solutions, poor QoS, link 

failures, minimal communication security, computational complexity, poor energy 

efficiency, and low system flexibility in the VANET environment.  
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    CHAPTER 3: ADOPTING AN ELLIPTIC CURVE INTEGRATED 

ENCRYPTION SCHEME AND FOG COMPUTING FOR PRIVACY 

PRESERVATION IN SDN-ENABLED VANETS 

3.1 Introduction 

In today’s digital era, the intelligent transportation system (ITS) is an emerging paradigm 

that improves road safety by allowing vehicles to communicate, paving the way for 

VANETs [116]. In VANETs, every vehicle is considered a mobile node that can establish 

communication with nearby vehicles and other roadside infrastructure. In so doing, traffic 

issues and accident frequency, among other problems, are reduced [117]. Intelligent 

vehicles communicate with other vehicles and infrastructure using on board units (OBUs), 

which are compact devices mounted on smart vehicles to enable dedicated short-range 

communication (DSRC) and information bartering. OBUs are also provided with a human 

machine interface which can be controlled by users with devices. Since the OBUs have 

resource constraints, complete information about the road environment is not presented 

[118]. Hence, they need to receive up-to-date information from roadside infrastructure such 

as road side units (RSU) and base stations (BS) [119]. The arrival of VANETs has ensured 

the automotive nature of road transportation. 

 

Despite the advantages of adopting VANETs, there are several challenges. As the VANET 

environment is dynamic, resilient connectivity is a major issue leading to high packet loss 

and network shut down [52][120]. The dynamic nature of VANETs also leads to location 

uncertainty and this is considered the main concern in the VANET environment as, during 

any emergency, the precise location of a vehicle is required [121–122]. Another key issue 

in the VANET environment is security and privacy threats, in which malicious hackers try 

to cause unpleasant incidents in the road environment by compromising vehicles and 

roadside infrastructure [123–124]. Hence, privacy preservation and security are widely 

researched in the VANET field due to the risk to the environment and lives. 

 

Some of the existing works on security and privacy include trust-based and centralized 

authentication approaches [125]. However, due to the enormous amount of vehicles, the 

resource-constrained nature of entities limits single point of failure issues [126]. However, 
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the focus on trust alone is not a precise solution [177]. Relying solely on trust as an 

authentication solution in VANETs is imprecise due to inherent challenges. VANETs' 

dynamic nature introduces vulnerabilities to malicious nodes, as trust models may struggle 

to adapt to rapidly changing network conditions. Moreover, privacy concerns arise from 

the need to exchange information for trust establishment. Sybil attacks, collaborative efforts 

among malicious nodes, and the limited accountability of trust-centric systems further 

diminish their effectiveness. To address these limitations, research emphasizes hybrid 

approaches integrating trust models with cryptographic techniques and intrusion detection 

systems, striving for a more robust and adaptable authentication framework in the dynamic 

VANET environment [177].  

Therefore, to address the issues, SDN can be considered. SDN technology improves 

monitoring capability, flexibility, and programmability by splitting the data and control 

planes, respectively [50]. The controllers in the SDN make the overall decisions, such as 

those concerning flow rules, decision making, and route planning, in the VANET 

environment, allowing the RSU and BS to be free and achieve higher efficiency [8]. User 

requests are continuously monitored in the SDN and this mitigates vulnerabilities through 

authentication and key agreement protocols [127]. Existing schemes [128–130] have 

adopted cryptographic algorithms to resist intermediate attacks, such as man-in-the-middle 

attacks and eavesdropping. However, the cryptographic algorithms (i.e., Rivest-Shamir-

Adleman) have some challenges concerning key length and decryption time when used for 

critical applications [131–132]. 

 

Another major issue faced by VANETs is latency. Since services are offered by cloud data 

centres, the distance between vehicles and these centres is high, leading to severe 

challenges with security, where real-time communication is crucial, the delay caused by 

the geographical distance to cloud services can impact the responsiveness of security 

measures and introduce potential points of failure. Additionally, the longer communication 

path may increase the risk of eavesdropping and other security threats [133]. Some existing 

works have adopted fog computing to reduce delays and provide better security for the 

VANET. However, a precise solution in terms of network flexibility, programmability, 

security, privacy, and delay avoidance has not yet been found. In the current work, we 

address these issues by integrating SDN and fog computing into the VANET environment. 
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Further, the integrated encryption method is utilized, based on elliptical curve 

cryptography, to reduce malicious attacks [134].   

3.2 Motivation and Objectives 

The leading aim of this research is to preserve the privacy of a fog-based SDN-enabled 

VANET with an integrated encryption scheme. Further, state-of-the-art problems are also 

addressed [128-130], as follows: 

• Limited security practice: Most state-of-the-art studies have not provided security to 

the communication path between the entities, leading to intermediate-level attacks, such 

as man in the middle and eavesdropping. Although some of this work focused on 

security using the elliptical curve cryptography method, standard elliptical curve 

cryptography does not provide semantic security to the VANET environment. 

• Affected quality of service (QoS): The existing work limits affected QoS by increasing 

unnecessary traffic rates in the environment. Even though fog nodes were used in the 

RSU, the static nature of these units hinders user needs, leading to poor QoS and 

efficiency, respectively.  

• Poor connectivity and programmability: Some studies improved network 

programmability by adopting SDN technologies into VANET, while others adopted fog 

computing to increase connectivity by reducing network delays. However, work on the 

integration of connectivity and programmability has yet to be implemented.    

 

Motivated by these problems, this research work has the objective of reducing security 

breaches and privacy threats by providing resilient communication in the VANET 

environment using fog computing and SDN technologies. Further, the sub- objectives of 

this research are: 

• To reduce the impact of primary vulnerability threats by providing registration for both 

the trusted authority and RSU; 

• To preserve the privacy of the entities by proposing a key agreement method in which 

integrated encryption is utilized. 

• To enhance the connectivity and programmability of the network by integrating fog and 

SDN technologies, which also improves the QoS and quality of experience (QoE). 
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3.3 Research Contribution 

The research mainly focuses on providing security and privacy to a fog-based SDN-enabled 

environment. Some of the major contributions of this paper are: 

1) Enhancing the VANET security by adopting elliptical curve integrated 

encryption scheme (ECIES), fog computing and SDN technologies, which ensures quality 

communication with high network programmability. The proposed authentication scheme 

contains four steps: initialization and registration, ECIES, the key launching process, and 

the prior-key bartering process.   

2) Considering smart vehicles in a fog-based SDN-enabled as fog vehicles, to 

address the storage and connectivity issues in which the head fog vehicle is selected to 

ensure communication with the RSU. 

3) Ensuring security and privacy by adopting the ECIES method, which 

ensures secure and private communication between the entities in the environment by 

reducing cybersecurity attacks, such as impersonation and illusion. 

4) Providing the simulation results and security analysis. The performance of 

the proposed work is very satisfactory in terms of the respective averages of response time, 

storage, communication load and time, success rate, and message verification speed. 

3.4 System Overview 

This section elaborates the overall overview of the proposed method and its components in 

detail. The proposed overall system architecture is depicted in figure 3.2. 
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Figure 3-1  Our Proposed System Architecture for SDN based VANETs 

 

The proposed work adopts SDN and fog computing technologies for ensuring security, 

privacy, low latency, and a programmable framework. Further, the proposed work employs 

ECIES method to secure the communication among all entities in the environment. The 

main reason for adopting ECIES is, that it provides semantic security against chosen cipher 

text and chosen plain text respectively.  Here, three layers are involved such as, 

• Smart Vehicular Layer: In the smart vehicular layer, intelligent vehicles have resided. 

The vehicle to vehicle (V-V) and vehicle to infrastructure (V-I) communication is 

supported in the layer. To ensure communication quality, the group of vehicles are 

considered Fog Pivots (FP). The communication to the other upper layers is supported 

by communication technologies such as 5G, 6G, etc..,. In addition, the pedestrians are 

also involved in this layer to control the vehicles remotely by subcontracting the 

services to the nearby fog servers.  
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• Orchestrated Communication Layer: In this layer, the forwarding devices, and their 

respective controllers are situated. The forwarding devices and controllers include 

Dutiful Advisor (DA), RSUs, BSs, and RSU Controllers (RSUCN). These devices are 

orchestrating and forward the user service request to the upper layer.  

• Secure SDN Layer: This layer holds the prime SDN controller which responsible is to 

control and manage the network by managing the entities in the orchestrated 

communication layer. This also ensures the privacy of the user request by performing 

encrypted access to the entities.  

 

To better understand our proposed concept, the proposed lists of the entities/elements 

involved in this work as below, 

• Smart vehicles: The smart vehicles are equipped with On Board Units (OBUs). The 

OBUs in the smart vehicles can perform certain number of limited tasks. They are 

juxtaposed with the servers to get virtualized services. 

• Dutiful Advisor (DA): The DA is a third party agent whom responsible is to provide 

registration and legitimacy to other entities such as RSU, and smart vehicles.  

• Road Side Units (RSUs): The RSUs are responsible for forwarding the information 

from the vehicles and FPs to the upper entities. The RSUs can also compute limited 

services to the vehicles. All the RSUs are managed by the SDN. 

• Base Stations (BSs): The BSs also act as a relay among vehicles, and FPs 

respectively. It orchestrates the fog services and is forwarded to RSUCN.                 

• Fog Pivots (FPs): The fog service is enabled by the pivot of vehicles which provides 

secure and reliable communication among the entities in the environment. Every 

FPs consist of Fog Master (FMs) and Fog slaves (FSs). The FMs are the prime entity 

in the FPs which collects the information from the FSs. The collected information 

are forwarded to the RSUs in the network. Every FPs provides short range to long 

range communications. 

• RSUCN: The RSUs in the environment are wholly managed by the RSUCN, the 

RSUCN acquires the collected information from the RSUs and provides necessary 

service by requesting to SDN controller. 

• Secure SDN Controller: This entity controls the whole environment in terms of 

traffic monitoring, service provisioning, packet flow rule generation, and 

programmability.      
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3.5 Proposed Work 

This section explains the proposed work with suitable equations, pseudocodes, and 

diagrams. The processes involved in the proposed work are,  

• Initialization & Registration  

• Elliptical Curve Integration Encryption scheme 

• Key Launching Process  

• Prior-Key Bartering Process 

3.5.1 Initialization & Registration  

This work employs a trusted mediator named Dutiful Advisor (DA) to registered the 

vehicles and RSU in the environment. Before that, the DA must be initialized to provide 

registration. The steps for DA initialization are provided below, 

(1) Initialization Phase  

• Step 1: The DA chooses the two prime numbers and group (€) which additive of 

producer and order of two prime numbers respectively which can be formulated as, 

DA→DA [€(𝑃1, 𝑃2)]                              (3.1) 

Where, 𝑃1 , and 𝑃2  represents the two primes respectively in which 𝑃1  is the 

producer and 𝑃2is the order. 

• Step 2: Upon selecting the prime number, the leader private key is randomly 

selected from  (𝑞 𝜖 𝑌𝑃2

∗ ) as 𝐿𝑒𝑎𝑃𝑟𝑘𝑒𝑦 and leader public key is calculated by DA as, 

                    𝐷𝐴 → 𝐷𝐴 [𝑃1𝑝𝑏
= 𝑞. 𝑃1 𝑎𝑠 𝐿𝑒𝑎𝑃𝑏𝑘𝑒𝑦]              (3.2) 

Where, 𝐿𝑒𝑎𝑃𝑟𝑘𝑒𝑦 𝑎𝑛𝑑 𝐿𝑒𝑎𝑃𝑏𝑘𝑒𝑦  denotes the leader’s private and public key 

respectively. q represents the order of the elliptic curve's base point, which is a prime 

number. Y represent a set of integers related to the elliptic curve group. 

• Step 3: Once computed both the key, the keys are then continuously forwarded to 

the RSU which can be formulated as, 

                         𝑅𝑆𝑈 ← 𝐷𝐴 [𝑃1, 𝑃2, 𝑃1𝑝𝑏
, 𝐻, 𝐴, 𝐵]                  (3.3) 

Where, A and B elements used in the computation of keys. H is hash function. 

(2) Registration Phase  

In this phase, the registration of RSU and the smart vehicle takes place eventually. The 

steps are provided below, 
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• Step 1: Based on the location of RSU, the DA computes the identity for RSU 

(𝑅𝑆𝑈𝑖𝑑) and calculates 𝑆𝑅𝑆𝑈 = 𝐻(𝑅𝑆𝑈𝑖𝑑 || 𝑞). At the meantime, the DA captures 

the RSU registration time ( 𝑡𝑟𝑔
𝑅𝑆𝑈 ) and store it in the RSU database of DA (𝐷𝑏𝑅𝑆𝑈). 

Finally, as a token of registration, the adjustment parameter and identity are sent to 

RSU by DA as, 

𝑅𝑆𝑈 ← 𝐷𝐴[𝑅𝑆𝑈𝑖𝑑, 𝑆𝑅𝑆𝑈]                     (3.4) 

• Step 2: Here, vehicles in the fog pivots are registered in which DA selects the 

identity for the fog vehicle  (𝐹𝑉𝑖𝑑)  and passwords 𝑝𝑤𝑑1 𝑎𝑛𝑑 𝑝𝑤𝑑2. Based on 

this, the DA con-coordinate the two passwords by computing adjustment 

parameters as, 

𝑆𝐹𝑉 = 𝐻(𝐹𝑉𝑖𝑑|| 𝑞)                                (3.5) 

𝑁𝐹𝑉 = 𝑆𝐹𝑉  ⊕ 𝐻(𝑝𝑤𝑑1, 𝑝𝑤𝑑2)             (3.6) 

     Where, 𝑁𝐹𝑉 , 𝑎𝑛𝑑 𝑆𝐹𝑉  is the adjustment parameters used for modifying the 

password for future purposes in the meantime, the time when the FV registered to 

the DA ( 𝑡𝑟𝑔
𝐹𝑉 ) is noted and stored in FV database of RSU (𝐷𝑏𝐹𝑉).  As a token of 

registration, the vehicle authorities (VAs) and OBUs are received with the 

following information, 

                  𝑉𝐴𝑠 ← 𝐷𝐴(𝐹𝑉𝑖𝑑, 𝑝𝑤𝑑1, 𝑝𝑤𝑑2, 𝑁𝐹𝑉 , 𝑡𝑟𝑔
𝐹𝑉 )            (3.7) 

                   𝑂𝐵𝑈𝑠 ← 𝐷𝐴(𝐹𝑉𝑖𝑑, 𝑝𝑤𝑑1, 𝑝𝑤𝑑2)                      (3.8) 

 

3.5.2  Elliptical Curve Integration Encryption Scheme 

The proposed work utilizes ECIES method for encryption, decryption, and key generation 

respectively.  The ECIES is based on Diffie-Hellman integrated method to reduce the 

weakness in conventional elliptical curve cryptography and to reduce semantic security 

attacks. Figure 3.3 represents the encryption and decryption process of ECIES. The major 

apparatuses involved in ECIES are listed below, 

• Message Authentication Code (mac): Used for authenticating the message in the 

VANET environment. 

• Encryption (eN): The ECIES uses a single key for encryption and decryption hence 

it follows symmetric encryption standards. 
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• Hash: The messages in VANET environment are passed as digest function (i.e., 

hashed manner) 

• Key Root Function (KRF): It is used to create keys in the environment.  

• Key contract (KC): It is a contract between two entities in the VANET to share a 

secret key. 

  

 

 

 

Figure 3-2 ECIES Encryption & Decryption Process 

 

(1) Encryption Process 

If two entities (𝑖. 𝑒. 𝐹𝑉𝑠 𝑎𝑛𝑑 𝑅𝑆𝑈)want to communicate with each other in the VANET 

environment, they must be communicated in an encrypted manner. The messages from the 

FVs are forwarded to RSUs for validating the message. For ensuring the safeness of the 

message, the ECIES encryption is performed by the entities. The steps involved in 

encryption are provided below,    
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• Step 1: Both the 𝐹𝑉𝑖  and 𝑅𝑆𝑈𝑖  public key  𝑃𝑝𝑏
𝐹𝑉  𝑎𝑛𝑑 𝑃𝑝𝑏

𝑅𝑆𝑈   is extracted. From the 

extracted public key of the 〖FV〗^i, the transient private key is generated by utilizing 

additive group (€) as 𝑃𝑝𝑏
𝐹𝑉 =  𝔓𝑝𝑏

𝐹𝑉. €.  

• Step 2: From the 𝐹𝑉𝑖 transient private key and 𝑅𝑆𝑈𝑖 the public key, the shared secret 

key (𝑠ℎ𝑠𝑘) is created based on KC which can be formulated as, 

𝑠ℎ𝑠𝑘 = 𝛩. 𝔓𝑝𝑏
𝐹𝑉. €. 𝑃𝑝𝑏

𝑅𝑆𝑈                         (3.9) 

     The above 𝑠ℎ𝑠𝑘 is the product combination of Diffie Hellman factor, fog vehicle’s 

transient private key, and RSU’s public key. 

• Step 3: With the 𝑠ℎ𝑠𝑘  and additional parameters (Ξ), provide them to KRF to get 

aggregated output mac key and encryption key, that can be represented as, 

[𝑠ℎ𝑠𝑘||𝛯] → 𝐾𝑅𝐹                            (3.10) 

𝐾𝑅𝐹 = {
𝑚𝑎𝑐𝑘𝑒𝑦

𝑒𝑘𝑒𝑦
                             (3.11) 

• Step 4: In this step, the plain text of the 𝐹𝑉𝑖 is encrypted with 𝑒𝑘𝑒𝑦  by adopting eN. 

The encrypted message is seen as 𝑒𝑁(𝑚𝑠𝑔𝑖). Upon encrypting the message 𝑒𝑁(𝑚𝑠𝑔𝑖), 

the ticket is produced using mac function as [𝑒𝑁(𝑚𝑠𝑔𝑖), 𝛯, 𝑎𝑛𝑑 𝑚𝑎𝑐𝑘𝑒𝑦], 

𝑚𝑎𝑐 → 𝑇𝑐𝑘[𝑒𝑁(𝑚𝑠𝑔𝑖) || 𝛯 || 𝑚𝑎𝑐𝑘𝑒𝑦]      (3.12) 

• Step 5: The above Tck is provided to the  𝑅𝑆𝑈𝑖, along with a transient public key, and 

encrypted message.  With that the 𝑅𝑆𝑈𝑖 performs decryption process as, 

𝐹𝑉𝑖[𝑃𝑝𝑏
𝐹𝑉  || 𝑒𝑁(𝑚𝑠𝑔𝑖) || 𝑇𝑐𝑘] → 𝑅𝑆𝑈𝑖          (3.13) 

 

(2) Decryption Process 

• Step 6: At the  𝑅𝑆𝑈𝑖 side, with the help of its 𝐿𝑒𝑎𝑃𝑟𝑘𝑒𝑦, and acquired 𝑃𝑝𝑏
𝐹𝑉  the 𝑅𝑆𝑈𝑖 

performs multiplication with Diffie Hellman factor to compute the value for  𝑠ℎ𝑠𝑘. 

• Step 7: The 𝑠ℎ𝑠𝑘 and Ξ are provided as an input to KRF to get the output of 𝑚𝑎𝑐𝑘𝑒𝑦
∗  

which can be formulated as, 

[𝑠ℎ𝑠𝑘  || 𝛯] → 𝐾𝑅𝐹                               (3.14) 

𝐾𝑅𝐹 = 𝑚𝑎𝑐𝑘𝑒𝑦
∗                                     (3.15) 

• Step 8: Utilizing 𝑚𝑎𝑐𝑘𝑒𝑦
∗ , 𝛯, 𝑎𝑛𝑑 𝑒𝑁(𝑚𝑠𝑔𝑖), the mac function generates the new ticket 

𝑇𝑐𝑘𝑡+1 . The new 𝑇𝑐𝑘𝑡+1 is compared with the already received Tck to check the 
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message authenticity. If both the Tck’s are same then it is accepted by the 𝑅𝑆𝑈𝑖 else 

rejected which can be formulated as, 

𝑅𝑆𝑈𝑖 = {
Tck = 𝑇𝑐𝑘𝑡+1, 1
Tck ≠ 𝑇𝑐𝑘𝑡+1, 0

                      (3.16) 

 Where, ‘1’ represents the sending message is same and it is accepted by 𝑅𝑆𝑈𝑖, and ‘0’ 

represents the sending message is dropped and rejected by 𝑅𝑆𝑈𝑖. 

• Step 10: Finally, the 𝑅𝑆𝑈𝑖 decrypts the message 𝑒𝑁(𝑚𝑠𝑔𝑖)  using 𝑒𝑘𝑒𝑦. 

3.5.3  Key Launching & Verification Process 

Only the registered vehicles to DA are allowed for the key launching process. The 

registered vehicles get a ticket from RSU for successful communication. Any new FV 

entered into coverage of RSU, then the key launching process begins concerning the closest 

RSU, 

𝐹𝑉𝑖 = 𝑅𝑆𝑈𝑖: {𝑃1, 𝑃2, 𝐴, 𝐵}𝐹𝑉𝑠𝑘𝑖, 𝐶𝑅𝐹𝑉𝑖                 (3.17) 

𝑅𝑆𝑈𝑖 =      𝐹𝑉𝑖: {𝑃𝑠𝑖𝑑𝐹𝑉𝑖 || 𝐵 ||𝐺𝑟𝑖𝑑 || 𝐺𝑟𝑘𝑒𝑦}, {𝐴 || 𝐵}𝑅𝑆𝑈𝑠𝑘𝑖, 𝐶𝑅𝑅𝑆𝑈𝑖      (3.18) 

 

From the above equations, 𝑃1, 𝑃2, 𝐴, 𝐵  are the Diffie Hellman apparatuses, The certificates 

of the vehicles and RSU that DA is provided as 𝐶𝑅𝐹𝑉𝑖, 𝐶𝑅𝑅𝑆𝑈𝑖. One of the Diffie Hellman 

apparatuses is provided as the 𝑠𝑘 to the RSU. Once it receives the secret key, the RSU 

acknowledged with providing the pseudo-identity (𝑃𝑠𝑖𝑑𝐹𝑉𝑖), group identity (𝐺𝑟𝑖𝑑), and 

group key (𝐺𝑟𝑘𝑒𝑦). With that 𝐺𝑟𝑘𝑒𝑦 , the RSUs can perform decryption of messages as 

mentioned in the above section. The messages and keys from the fog vehicles are forwarded 

to the RSUCN for verification and revocation. The pseudocode denotes the key launching 

and message verification in terms of RSU and RSCUCN. 

Pseudocode for Key Launching & 

Verification   

Input: Key and message  

Output: Verify keys and messages  

Start  

     Ensure the FV legitimacy;  

     If (FV==Legitimate) then 

          Accept Message; 

     Else 

          Revoke & generate warnings; 
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     End if  

          Collect 𝑠𝑘𝑛 from FVs; 

          Forward all messages to RSUCN; 

     For 𝑠𝑘𝑛 = 1 to n do 

          If 𝑠𝑘𝑛 ≤ 𝑠𝑘 then  

               𝑠𝑘 = 𝑠𝑘 + 1; 

               Reply with acknowledgment 

successful; 

          Else 

               Intimate with resending message; 

          End if  

     End For  

End       

 

3.5.4 Prior-Key Bartering Process  

The prior-key bartering process is started when the fog vehicles observe to enter into the 

RSU location. Once, the FV gets entered, the RSU initiates prior-key bartering process. 

The FVs continuously provide its current location and sk to the nearby RSU in form of 

requests (𝑟𝑒𝑞𝐹𝑉𝑖). Since all the RSUs are communicated with each other through RSUCN, 

hence the prior-key bartering can be done by every RSU. 

• The FV sends 𝑟𝑒𝑞𝐹𝑉𝑖 as  𝑚𝑠𝑔1 to the 𝑅𝑆𝑈𝑖. The 𝑅𝑆𝑈𝑖 then looks for closest proximity 

RSUs (i.e., 𝑅𝑆𝑈𝑗) nearer to FV. Once obtained, the 𝑅𝑆𝑈𝑖 forwards the information as 

𝑚𝑠𝑔2 to 𝑅𝑆𝑈𝑗 using a secret key which can be formulated as, 

𝑅𝑆𝑈𝑖 𝑚𝑠𝑔2[𝑚𝑎𝑐(𝑚𝑠𝑔1)] → 𝑅𝑆𝑈𝑗                   (3.19) 

Where, 𝑚𝑎𝑐(𝑚𝑠𝑔1) represents the message authentication code of initial message 

using ECIES.  

• Once the  𝑚𝑠𝑔2 is obtained by the 𝑅𝑆𝑈𝑗, it initially checks the validity of 𝑚𝑎𝑐(𝑚𝑠𝑔1) 

produced by ECIES. If the mac is true, then it further proceeds with acknowledged 

message 𝑚𝑠𝑔3 which can be formulated as, 

𝑅𝑆𝑈𝑗  𝑚𝑠𝑔3(𝐺𝑟𝑘𝑒𝑦, 𝐺𝑟𝑖𝑑, 𝐹𝑉𝑖𝑑)|| 𝑚𝑎𝑐(𝑚𝑠𝑔3) → 𝑅𝑆𝑈𝑖  (3.20) 

• Upon receiving the 𝑚𝑠𝑔3 in form of 𝑚𝑠𝑔4, the  𝑅𝑆𝑈𝑖   again checks the validity of 

𝑚𝑎𝑐(𝑚𝑠𝑔3) produced by ECIES. Once it is validated, the mac based on ECIES is 

applied on it and forwarded to RSUCN in the form of 𝑚𝑠𝑔5 which is represented as, 

𝑅𝑆𝑈𝑖 [𝑚𝑎𝑐(𝑚𝑠𝑔5)] → 𝑅𝑆𝑈𝐶𝑁                   (3.21) 
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• The RSUCN verifies the message and forwards it Secure SDN Controller (SSDNC) in 

form of 𝑚𝑎𝑐(𝑚𝑠𝑔6). 

• At SSDNC, the validity of information is done by checking the authenticity of 

𝑚𝑎𝑐(𝑚𝑠𝑔6)  from RSUCN. The 𝑚𝑎𝑐(𝑚𝑠𝑔6) consist of message time stamp, keys, and 

other credentials of FV and RSUs. The pseudocode denotes the prior-key bartering and 

verification process 

 

Pseudocode for Prior-key Bartering  

Input: Keys and authenticated messages  

Output: Verification by SSDNC  

Start  

     Ensure the FV legitimacy;  

     If (FV==Legitimate) then 

          Accept Message; 

     Else 

          Revoke & generate warnings; 

     End if  

          Receive message 𝑚𝑎𝑐(𝑚𝑠𝑔6)  from 

RSUCN;   

     For every 𝑚𝑠𝑔𝑛 do  

          If <𝑇𝑠𝑚𝑠𝑔𝑛
> exceeds 

              Intimate with resending message; 

          Else  

              Reply with acknowledgment 

successful; 

          End if  

     End For 

     Get all keys from RSUCN; 

     For every 𝑠𝑘 do  

          If <𝑇𝑠𝑠𝑘𝑛
> exceeds  

               Intimate with resending message; 

          Else  

              Reply with acknowledgment 

successful; 

          End if  

     End for  

     Perform decryption of messages 

     Smear ECIES encryption on 𝑚𝑠𝑔7 
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     Encrypt the reply 𝑚𝑠𝑔7 and provisioned to 

FVs 

End  

 

3.6 Experimental Results 

The experimentation results in terms of simulation environments, performance analysis, 

and security analysis are provided in this section as follows,   

3.6.1 Simulation Setup 

The proposed work is tested and simulated using Objective Modular Networking Testbed 

in C++ (OMNET ++) and Simulation of Urban Mobility (SUMO) traffics tools [136-144]. 

The OMNET++ is a component-based simulator tool that constructs components in the 

simulation environment and ensures data communication. The SUMO is a suitable tool for 

VANETs, that can monitor the real-time traffic and can project the real time traffic in a 

simulated manner. Both the simulation tools are integrated to provide a resilient simulation 

environment. The configuration of the system needs to run those simulation tools are 

provided as table 3.1 below. Further, the simulation parameters considered for the proposed 

work are also provided below in table 3.2. 

Table 3-1 System Configuration Information 

Hardware & Software Configuration 

Memory 8 Gigabytes 

Processor Intel (R) core (TM) i5-4570T CPU @ 2.90 GHz 

Storage 1 Terabyte 

Tools for Simulation SUMO and OMNET++ 

Versions 0.19.0 (SUMO) and 5.0 (OMNET++) 

Operating System Windows 10 32 bit 

 

Table 3-2 Parameters for Simulation 

Factors Values 

Area of Simulation 800 m * 2,000 m 

Channel Bandwidth 2 Mbps 
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Range of Transmission 260 m 

Propagation Model Two Ray Ground 

V2V Detachment/Distance 200–600 m 

V2I Detachment/Distance 200–600 m 

Average Speed of Vehicle 20–60 per second 

Transmission Protocol Type UDP (User Datagram Protocol) 

Type of Communication Channel Wireless Channel 

Radio Frequency 2.45 GHZ 

Number of Cloud Server 1 

Number of SDN Controller 1 

Number of Vehicular Nodes 1–100 

Number of Dutiful Party 1 

Number of Users 1–100 

Type of Road 2 Way Traffic 

 

3.6.2 Comparative analysis 

This sub-section illustrates the validation of proposed work to the existing works HABE 

[145], and MUAUTH [146] in terms of several validation metrics. The graphical and 

numerical analysis for each metrics are provided below, 

  Comparison of Response Time 

Response Time (RT) is defined as the amount of time taken by a vehicle to reach its 

destination from the source. The response time can be formulated as, 

𝑅𝑇 = 𝑇𝑜𝑇𝑡 − 𝑅𝑒𝑐𝑡                                 (3.22) 

Where, 𝑇𝑜𝑇𝑡 is total amount of time taken for the network while 𝑅𝑒𝑐𝑡 is the received time 

when the packet reaches its destination. Figure 3. 4 represents the response time comparison 

of proposed and existing works respectively. From the figure, it is shown that when the 

number of vehicles increases, the response time also increases. From that, our proposed 

work achieves less response time than the existing works. The reason for achieving less 

response time is that the proposed work need not wait for any encrypted information rather 

it only checks the mac of ECIES and passes the message to other node which reduces the 

response time of V-V and V-I communication respectively. Similarly, for the figure 3.5, 

even though the RSU counts gets increased, the response time also decreased. In contrast 

with the proposed work, the existing work MUAUTH suffers with high waiting time as it 
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need to wait until decryption of every request from RSU/ vehicle. Whereas in HABE, the 

time taken for encrypt and decrypt the message was high leads to high response time. 

 

 

 

Figure 3-3 Number of Vehicles Vs Response Time 

 

Figure 3-4 Number of RSUs Vs Response Time 

The graphical results from the above fig 3-4 shows that, when the number of vehicles 

increases to 100 the response time will be 10s. For the same number of vehicle counts, the 

response time of existing works MUAUTH and HABE will be 14.8s and 12.5s respectively. 

In case of fig 3-5, the response time when the number of RSUs increases to 9 will be 0.041s 

whereas, for the existing works MUAUTH and HABE, the response time will be 0.113s 

and 0.1s respectively. The results show that the proposed work outperforms better than the 

existing works. Where the response time is a pivotal criterion in authentication frameworks 
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due to the real-time demands of vehicular communication. This urgency is particularly 

critical in safety-critical applications, where rapid authentication is imperative for timely 

dissemination of crucial safety messages, aiding collision avoidance, and emergency 

warnings. 

Comparison of Storage  

The storage is defined as the amount of load that the entity can tolerate. A good system 

must have less consumption of storage which reduces the information loss and latency 

issues in the environment. 

 

Figures 3.6 & 3.7 represents the storage comparison of proposed and existing works 

respectively. It is inferred from the figures that, when the number of entities (i.e., vehicles 

or RSUs) gets increased, the storage also keeps increasing. Among that, our proposed work 

achieves less storage consumption than the existing works. The reason for achieving such 

less storage consumption is that the OBUs in every vehicle in our environment must store 

only their key pairs and not store the neighbors key pairs. In case of RSUs, all the key pairs 

are stored in it by eliminating the unwanted key pairs by adopting the authentication method. 

The authentication method reduces the unwanted network traffics thereby leads to less 

storage consumption than the existing works. In contrast with that, the existing works 

MUAUTH and HABE performs mutual authentication, however, lack with considering the 

unwanted data which leads to unwanted storage in the entity thereby leads network failure 

risks.  

 

Figure 3-5 Number of Vehicles Vs Storage 
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Figure 3-6 Number of RSUs Vs Storage 

From the numerical results, when the number of vehicles increases to 100 the storage rate 

of the proposed work is 0.7mb. Whereas the existing works MUAUTH and HABE achieves 

high storage rate of 1.1mb and 0.92mb respectively. In case of the number of RSUs, the 

storage rate decreases to 0.041mb when the number of RSUs increases to 9. However, the 

existing works achieve high storage rate of 0.113mb and 0.1mb respectively. 

Comparison of Communication Load  

The communication load is defined as, the capacity of source or destination entity to assess 

and evaluate user requests in the environment. The impact of communication load would 

lead to high latency and security issues.   

 

Figures 3.8 & 3.9 represents the comparison of communication load in terms of number of 

vehicles with proposed and existing works respectively. The graphical results show that, 

when the number of vehicles or RSUs increases, the communication load also increases. 

From that, our proposed work achieves less communication overload than the existing 

works. The major reason for achieving such less communication overload is that all the 

vehicles of RSU can only communicate with its desired range of coverage. If the desired 

range gets exceeds, the vehicle will be leaded by another RSUs which is nearby that 

coverage. Hence, the possibility of communication load gets reduced. On the other hand, 

the existing works MUAUTH and HABE limits with high communication load, as every 

vehicle in the environment must verify its identity during every handover which also leads 

to high resource wastage and energy consumption.  
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Figure 3-7 Number of Vehicles Vs Communication Load 

 

Figure 3-8 Number of RSUs Vs Communication Load 

The numerical results show that, when the number of vehicles increases to 100, the 

communication load gets decreases to 0.06mb whereas for the existing works MUAUTH 

and HABE, the communication load gets increases to 0.118mb and 0.11mb respectively 

for the same number of vehicles. When the number of RSUs increases to 9, the proposed 

work achieves less communication load of 0.82mb. The existing works achieves high 

communication load of 1.18mb and 1.1mb respectively for the same number of RSUs. The 

result shows that the proposed work outperforms less communication load than the existing 

works. 
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Success Rate (sr) is defined as the number of packets that are successfully reached over the 

destination. The formulation of success rate is provided as below, 

𝑠𝑟 =
𝑆𝑢𝑠𝑝𝑐𝑘

𝑇𝑜𝑇𝑝𝑐𝑘
                                         (3.23) 

Where, 𝑇𝑜𝑇𝑝𝑐𝑘  denotes the total number of packets, and 𝑆𝑢𝑠𝑝𝑐𝑘 is the successful packets 

that are delivered to its destination. Figure 3.10 represents the success rate comparison of 

proposed and existing works in terms of the number of vehicles. The graphical plot shows 

that, when the number of vehicles increased the success rate also increases in which the 

proposed work achieves a higher success rate than the existing works. The main reason for 

achieving such higher success rate is that the proposed work drastically reduces the packet 

loss rate. The proposed work reduces the packet loss rate by securing the user information 

using ECIES encryption, and adopting fog computing. The adoption of fog computing 

reducing the delay thereby reducing the packet loss rate. Due to reduction of packet loss 

rate, the success rate for the user request is high in the proposed work. In contrary, the 

existing work MUAUTH limits with latency, and the HABE limits with high 

communication overhead leads to poor success rate. 

 

Figure 3-9 Number of Vehicles Vs Success Rate 

The numerical results from the graphical plot show that even though the vehicle numbers 

are gone 100 the proposed work achieves a high success rate of 119 whereas the existing 

works MUAUTH and HABE achieve less success rate of 85 and 100 respectively. 

Comparison of Message Verifying Speed 

The amount of taken by an entity to verify the sender’s message in known as message 

verification speed. An efficient environment must have less message verification speed. 
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From the graphical analysis in figure 3.11, the comparison of the number of vehicles and 

speed for message verification is shown. It is depicted that, when the number of vehicles 

increases, the message verification speed also increases. From that, our proposed work 

achieves a high message verification speed among all the existing works. To achieves that 

much speed for message verification ECIES based mac is adopted. The adoption of ECIES 

increased the security standard and also reduces the unwanted complexity by sending only 

mac with ECIES encryption for the prior key bartering process. In addition, the adoption 

of SDN in VANET environment also improves the message verification by deploying 

distributed controller to monitor the RSUs. Whereas the existing work MUAUTH limits 

with network programmability and controllability, while HABE limits with high encryption 

and decryption respectively which increases them with high message verification speed. 

 

Figure 3-10 Message Verification Speed 

The numerical results show that, when the number of vehicles increases to 100, the message 

verification speed also increases to 380s. In contrast, the existing works MUAUTH and 

HABE limits with less message verification speed for 240s and 310s respectively.    

Comparison of Communication Time 

Communication time is defined as the amount of time the information can send and 

received with less or insignificant latency. Here, the communication time is considered for 

both V-V and V-I respectively. The communication time must be less for achieving high 

efficacy and less latency. 
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Figure 3.12 shows the comparison of communication time of proposed and existing works 

in terms of number of vehicles. The graphical plot shows that, when the number of vehicles 

increases the communication time also increases. Among that, our proposed work achieves 

less communication time than the existing works. The reason for getting such less 

communication time is due to adoption of fog computing, and SDN in the VANET 

environment. The fog vehicles communicate with the SDN controller to reduce latency. 

The time of communication is reduced by distributing the information by adopting ECIES 

mac codes. The same mac codes are used to communicate by the SDN controller with cloud 

data center. The existing works limits with high communication time as it adopts HABE as 

an encryption algorithm for enabling communication which makes it difficult to encrypt 

and decrypt the data that causes high latency. 

 

Figure 3-11 Number of Vehicles Vs Time 

The proposed work achieves less communication time of 12ms when the number of 

vehicles gone to 100. While the existing works achieve high communication time of 14ms. 

The numerical results illustrates that the proposed work achieves less communication time 

than the existing works. Table 3.3 shows the average results of communication time 

comparison of proposed ECIES and existing HABE is shown below, 

                          Table 3-3 Average Results of Communication Time 

Metric HABE ECIES 

Communication Time (ms) 9.91 ± 0.3 6.5 ± 0.22 
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3.7 Security Analysis 

In this subsection, the security analysis of the proposed work is explained. Where the 

existing works have addressed the security aspects within a theoretical framework [145-

146], therefore, we discuss this part from a theoretical perspective. The fusion of SDN and 

fog computing offers several benefits, including programmable networks and highly energy 

efficient communication. However, since this fusion creates numerous security issues 

during communication and offloading progressions, the proposed work provides high-level 

security and privacy while communicating in the fog-enabled SDN-based VANET 

environment. How the proposed work circumvents crucial security threats is explained 

next. 

Semantic Attacks 

Within cryptology, two key terms are cryptanalysis and cryptography. In both schemes, 

various attackers attempt to steal important data. Here, the proposed work mitigates those 

semantic attacks which fall under cryptanalysis. In this scheme, two kinds of attack are 

widely seen: cipher text-only analysis and chosen plain text analysis. In the former, the 

attack attempts to crack the respective encoding key and retrieve the actual data from a 

partially known cipher text. This can be a challenging attack unless the cipher text is 

unavailable. For the latter attack, unsystematic plain text and cipher text is targeted and the 

attacker attempts to acquire the secret key. In the current research work, it is assumed that 

every user and positioned entity may be a semantic attacker. To mitigate semantic attacks, 

the proposed model incorporates the ECIES algorithm, which is highly resistant to such 

attacks. 

Illusion Attack 

With this cyber threat, an attacker tries to fool network entities such as vehicular nodes into 

fake message broadcasting, thus distracting drivers. As a consequence of this, VANET 

faces critical issues, such as high collision rates, traffic jams, increased accidents, resource 

wastage, and others. The proposed work considers that all the network components may be 

illusion cyber attackers. To circumvent these, the location verification mechanism is 

positioned at the RSU, which overcomes both global positioning system spoofing and 

illusion attack. Here, illusion attacks are mitigated by thoroughly checking the data 

collected from each entity, and thus the proposed model significantly reduces the rate of 

successful illusion attacks.  

Impersonation Attacks 
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Impersonation is a type of phishing attack in which the attacker pretends to be legitimate 

and attempts to trigger legitimate nodes into revealing critical information. Such attacks 

make use of social engineering strategies. In VANET, the attacker triggers legitimate 

vehicular nodes into revealing critical and private information about road conditions, 

vehicle status, and so on. In this scenario, every vehicular node as well the remotely 

controlled users are treated as impersonation cyber attackers. Such attacks can be mitigated 

by registering and authenticating each network entity and the proposed work uses the same 

process to overcome such security challenges with the assistance of the dutiful party.  

Man-in-the-Middle Attacks 

An attacker eavesdrops or gains access to confidential information. In the VANET 

environment, an illegitimate node plays this adversarial role to steal information 

transmitted between two legitimate vehicular nodes. The illegitimate node considered in 

this authentication  model is selfish RSU and vehicular nodes. In this work, the type of 

information stealing considered concerns the modification of cryptographic keys. To 

minimise key spoofing activities, the proposed model incorporates the ECIES algorithm 

which is highly resistant to semantic attacks and encrypts the data shared between the 

network components.  

 

3.8 Summary 

The proposed model is designed to increase security in the VANET by adopting fog 

computing and software-defined networking. The incorporation of fog computing ensures 

energy efficiency and low latency in the network, whereas software-defined networking 

boosts flexible network management. The proposed work has addressed many research 

gaps ranging from poor quality of services, unreliable communication links, limited 

flexibility, and inefficient security policies in the VANET environment. To address these 

gaps, fog-enabled SDN-based VANET is proposed in this work. Further, an efficient and 

semantic attack-resistant cryptographic scheme is also used. 

 

This section began by introducing the research aims and contributions. In this regard, the 

security requirements for the VANET environment were tabulated, and then the framework 

of the key components (entities) was explained. Following this, the system’s background 

and design-oriented information were presented, along with key algorithms, such as the 
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elliptic integrated curve and Diffie Hellman, used in the proposed work. Next, the key 

progressions in this work were elucidated, including dutiful advisor initialisation, RSU 

registration, vehicular node registration, the ECIES algorithm, the encryption and 

decryption processes, key generation, and the validation and pre-key exchange methods. 

Finally, the simulation setup and its architecture were described. 
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 CHAPTER 4 ANALYSING THE PERFORMANCE OF AODV, 

OLSR, AND DSDV ROUTING PROTOCOLS IN VANET BASED ON 

THE ECIES METHOD 

4.1 Introduction 

The World Health Organisation (WHO) reported that death rate due to road accidents is 

increasing due to high congestion, driver carelessness, and population increases, among 

other factors [47][53]. To avoid such issues in the road environment, the VANET paradigm 

was introduced as an intelligent transportation system (ITS) [147]. In the VANET 

environment, vehicles are equipped with an on-board unit (OBU) and are autonomously 

operated (i.e., they are controlled remotely by owners) through communications with other 

vehicles, infrastructures such as road side units (RSU), and pedestrians (V2P) [149].  This 

reduces road accidents due to careless drivers and promotes road safety since the 

programmed vehicles do not break road rules (i.e., traffic violations) unless used 

maliciously by intruders [69][148]. 

 

Since the vehicles/nodes in the VANET environment are mobile, it is challenging to 

forward (route) data packets to the desired destination. The mobile nature of the VANET 

affects the packet delivery and throughput rate of the VANET environment [150]. A routing 

data packet may contain important information such as traffic density information or 

accident alerts. Moreover, there are several types of routing protocols in the VANET, such 

as cluster-, topology-, broadcast-, position-, geocast, and infrastructure-based routing [151–

155].  

 

These protocols have their own sub-types based on their characteristics. For instance, some 

frequently used protocols in the VANET environment are the AODV, dynamic source 

routing (DSR), and link life-based routing (LLR), and OLSR [156–162]. Much of the 

existing research has focused on routing issues in the VANET environment by utilising the 

various techniques and methodologies in the VANET environment. However, no existing 

work has, to our knowledge, provided a robust view of which protocols are best suited to 

the ever-changing VANET environment. Moreover, security vulnerabilities in the VANET 

environment during routing also pose a serious issue as security threats limit the reliability 
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and performance of the network [145]. Although several types of attack can be experienced 

when routing in the VANET environment, such as black hole, cloning, eavesdropping, and 

redirecting [125][159-167], few studies have focused on security aspects in the VANET 

environment in terms of the mechanism of authentication. Instead, existing works have 

centred on reliability, throughput or security during routing, without providing a complete 

view of secure and energy efficient routing protocols for the VANET environment. This 

research thus extends knowledge of routing protocols in the VANET environment based 

on an encryption and trust-based mechanism by considering three major routing protocols 

in VANET: AODV, OLSR, DSDV.   

 

4.2 Motivations and Objectives 

The VANET environment faces many challenges in terms of reliability, quality of service 

(QoS), and security. Existing works have focused on ensuring the performance of the 

routing protocols in VANET but several issues remain. Some of the major ones are: 

• High Packet Loss: Many existing routing protocols face increased packet loss as 

they do not focus on selecting the optimal forwarders; rather, they only consider 

forwarders based on the routing table. Although there are limited works on optimal 

forwarder selection, these lack optimal metrics selection, which leads to high packet 

loss;  

• Increased Security Threats: Existing works have performed authentication during 

routing but have failed to pay attention to securing the route data, which leads to 

security threats. Furthermore, validation of the route data is missing from the 

literature, which also leads to several attacks and thereby causes security threats, 

which in turn affects throughput, end-to-end delay, and routing overheads. 

 

Motivated by the above issues, the foremost aim of this research is to analyse the three 

major routing protocols in VANET based on the proposed encryption method. The main 

objective is to provide further knowledge about the performance of major routing protocols 

using the ECIES method, with the sub-objectives being to: 

• Ensure the legitimacy of the users in the VANET environment by performing 

registration and authentication, which also reduces unwanted traffics;  
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• Secure the route data from the source node to destination node by encrypting the 

data, which also reduces the packet loss rate by increasing the throughput;  

• Reduce the end-to-end delay and jitter by selecting the optimal forwarders and also 

performs trust-based validation of the route data in the VANET environment. 

4.3 Research Contributions 

Some of the contributions of this work are: 

• The authenticity of the nodes and RSU in the VANET environment are ensured by 

performing registration and authentication based on the ID and location of the 

corresponding entities. The authentication of the entities in the VANET 

environment reduces the unwanted illegitimate traffic thereby improving the 

throughput;  

• Utilising the ECIES method to analyse the performance of the three major protocols 

(AODV, OLSR, and DSDV), which increases the packet loss rate by reducing the 

routing overhead.  

• The optimal forwarders in the environment are selected based on metrics such as 

trust, link quality, residual energy, and stability, which reduces end-to-end delay. 

Further, routing data validity was also ensured by performing trust-based route data 

verification.  

• Our comparison of established VANET routing protocols (AODV, OLSR, and 

DSDV) brings novel contributions. We ensure node and RSU authenticity through 

robust registration and authentication, enhancing security and improving 

throughput. Employing the ECIES method for protocol analysis is a distinctive 

approach in our work. Thorough validation and comparison of proposed routing 

protocols, considering metrics like throughput, packet delivery ratio, end-to-end 

delay, jitter, and routing overheads, distinguish our study. This holistic evaluation 

contributes significantly to the existing knowledge in the field. 

The proposed routing protocols for the VANET environment are validated and compared 

with each other and with existing works in terms of performance metrics such as 

throughput, packet delivery ratio, end-to-end delay, jitter, and routing overheads.       

 



                                                    87 

 

4.4 Proposed Work 

 The proposed work layers and entities are now briefly explained. The proposed model is 

composed of several layers and entities to enhance general network performance. The 

overall architecture of the proposed work is shown in Figure 4.2. The following points 

present the proposed work steps.  

  

 

 

 

  

Figure 4-1 Overall Architecture of the Proposed Work 

4.4.1 System Model   

The proposed work incorporates fog computing technology and ECIES for secure and 

effective routing protocols (i.e., AODV/OLSR/DSDV) in the VANET environment. We 
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implemented the proposed work with three major layers: vehicular, RSU, and the cloud. 

Briefly, the three major layers are: 

• Vehicular Layer: In the vehicular layer, multiple vehicles are presented. In this 

layer, the vehicles can perform routing by communicating with other vehicles 

via fog pivots. This layer supports V2V, V2I, and V2X communication.  

• RSU Layer: The RSUs reside in this layer, which is responsible for forwarding 

the information to the cloud layer. Furthermore, this layer also supervises the 

routing held in the vehicular layer by performing key validation. 

• Cloud Layer: The cloud layer is responsible for performing computation. 

Requests from the vehicles and RSUs are stored here, and remote vehicular 

users can access services via the cloud layer. 

Apart from the three major layers in the VANET environment, several entities tend to 

perform specified actions in the environment. A brief description of every entity in the 

proposed environment is as follows: 

• Intelligent Vehicles: The intelligent vehicles IVs in the VANET environment 

are armed with on-board units to perform intelligent tasks. The IV s in the 

environment can communicate with other vehicles and entities.  

• Fog Groups: The fog groups (FGs) are the autonomous groups which provide 

services to the IVs. With only FGs, the IVs can perform routing in a VANET 

environment in a delay efficient manner. The FGs are composed of both teacher 

and student fog nodes; the teacher fog nodes can communicate with other FGs 

and also with nearby RSU, while the student fog nodes can communicate with 

the teacher fog nodes and other vehicles within the fog group’s coverage.  

• RSU: The RSU manages the routing process in the VANET environment by 

performing a key validation process. It also forwards information to the cloud 

layer and can communicate with the entities in the environment (i.e., vehicles, 

RSU, pedestrians); 

• Trusted Authority: The TA is responsible for the registration and authentication 

of the IVs and RSU, respectively, to ensure their legitimacy. The TA resides in 

the vehicular layer and communicates with IVs, RSU, and cloud servers in the 

cloud layer.       
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4.4.2 Registration and Authentication  

Both the IV𝑠  and RSUs are ensured for legitimacy by performing registration and 

authentication, each of which is now explored in turn.   

• Phase I: Registration Phase 

Both the IVs and RSUs are registered to the TA in a parallel manner. The registration 

process is initiated by these entities, who send a registration request to the TA, formulated 

as: 

[Regreq(IVs and RSUs)] → TA                    (4.1) 

Where, Regreq  denotes the registration request. Once the TA receives the Regreq, 

it acknowledges this by asking for credentials such as the location and ID of the entities. 

The entities then provide the credentials to the TA. The formulation of these processes is: 

 

TA → Cre[Regreq(IVs and RSUs]                       (4.2) 

TA ← {
IVs[loc, IV

ID]

RSU[loc, RSUID]
                                       (4.3) 

Where, the Eqn. 2 represents the TA acknowledging the entities’ requests regarding 

credentials, and Eqn. 3 denotes the submission of credentials to the TA. The loc represents 

the location of the entity, IV
ID is the identity of the vehicle, and RSUID is the identity of the 

RSU. 

 

Based on the acquired credentials from the entities, the TA generates the authentication 

token (Authtok) . The Authtok  for the IV s is generated by computing the hash of IV s 

credentials and with constant Z, formulated as: 

IVs[Authtok] = H(loc, IV
ID || Z)                     (4.4) 

Similarly, for the RSUs the Authtok can be generated as follows: 

RSUs[Authtok] = H(loc, RSUID || Z)                 (4.5) 

In addition to the Authtok, the TA also computes the alteration parameter (ΨIVs, ΦRSUs) for 

changing users’ passwords for future purposes. Both the Authtok  of the entities and 

alteration parameters are provided to the entities, and stored in the TA database (DBTA), 

formulated as: 
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TA[IVs[Authtok] || ΨIVs] → IVs                      (4.6) 

TA[RSUs[Authtok] || ΦRSUs] → RSUs             (4.7) 

• Phase II: Authentication Phase 

In this phase, the IVs and RSU need to be authenticated by the TA to take part in the 

network operation. For this, the entities need to validate their Authtok. The formulation of 

these processes is: 

IVs[Authtok]
′

→ TA                                 (4.8) 

RSUs[Authtok]
′

→ TA                              (4.9) 

Where, IVs[Authtok]
′

 and RSUs[Authtok]
′

 represent the vehicle and RSU 

authentication tokens, respectively, of the current time stamp. After this, the TA retrieves 

the actual authentication token during registration from its database and compares it with 

the current authentication token time stamp, formulated as: 

TA = {
IVs[Authtok] = IVs[Authtok]

′
, Allow

IVs[Authtok] ≠ IVs[Authtok]
′
, Discard

           (4.10) 

Similarly, the RSU’s legitimacy can be ensured by: 

TA = {
RSUs[Authtok] = RSUs[Authtok]

′
, Allow

RSUs[Authtok] ≠ RSUs[Authtok]
′
, Discard

       (4.11) 

 

From Eqns. 10–11, legitimate entities continue into the network, whereas illegitimate 

entities are ejected. For the authenticated entities, the TA computes the private key  

(Prikey)  to IVs  based on its credentials, to enable secure routing using the ECIES 

algorithm, formulated as: 

Prikey = IVs[Authtok] . ∅                          (4.12) 

                 Where, IVs[Authtok] is the authenticated token for intelligent vehicles, and ∅ is 

the additive group of ECIES for generating the private key for secure routing. Eventually, 

the vehicles join as the student nodes in the FGs based on direction and speed. 

4.4.3 Analysis of Routing Protocols in VANET   

 We perform routing in the VANET environment utilising the three major routing protocols 

of AODV, OLSR, and DSDV. To ensure the security of the vehicular user, we perform 
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encrypted routing in all the protocols using the ECIES algorithm. The working of encrypted 

routing using ECIES is provided below. 

• ECIES Secure Routing Process 

In the VANET environment, assuming the source vehicle (i.e., student vehicle) (IV
i )from 

FG-1 wants to transmit data to the RSU, these must be transmitted via the master node 

(MNFG).For this, the IV
i must perform routing to reach the MNFG securely. The forwarded 

route encrypted messages were encrypted by the IV
i and decrypted by the MNFG . The 

encryption process is carried out by following procedure: 

With the help of Prikey, and public key of  MNFG (PubMN
FG ), a secret key (Skey)was 

generated by the key contract method in the ECIES algorithm. The formulation of 

Skeygeneration is: 

Skey = α. Prikey. ∅. PubMN
FG                          (4.13) 

From the Eqn 13, it can be noted that the Skeyis the product of the public key of the master 

node, the private key of the vehicle, the additive group, and Diffie Hellman factor (α). The 

extra parameters are added to the Skeyand provided to the key creation function (KCF) of 

the ECIES to generate the key for encryption and MAC, formulated as: 

 

IV
i [Skey || ℵ] → KCF = {

Eck

MACk
                   (4.14) 

              Where, ℵ is the extra parameters added to the Skey, Eckand MACkis the generated 

encryption and MAC key, respectively, by the KCF. Based on the Eck, the routing message 

of IV
i  is encrypted as ENc(Rmsgi) .After performing ENc(Rmsgi) ), the receipt (ℝ ) is 

generated using MACk, which includes ℝ[ENc(Rmsgi)|| ℵ || MACk]. The ℝ, public key of 

IV
i  (Pubkey

i ),and its own reputation value (RVi)are provided to the MNFG  via multiple 

intermediates. The optimal intermediates are selected based on trust, link quality, residual 

energy, and stability.   

 

The intermediate vehicle IV
k  computes the trust of the IV

i using its RVi without touching the 

encrypted information ℝ and Pubkey
i . Along the RVi , the IV

k also computes the indirect 

reputation (IRVi) from its neighbour regarding the IV
i . The IRVi can be formulated as: 

 

IRV(IV
k → IV

i ) =
1

n
(∑ RV(ne,k) ∗n

k,i RV(ne,i))        (4.15) 
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Eqn. 15 denotes the indirect reputation value of the IV
i by the neighbour node (ne). Based 

on RViand IRVi, the reputation score is generated as  Repsc = RVi  ⊕ IRVi. If the Repscis 

above the threshold value (β),then the forwarding message from the node is discarded or 

else forwarded to the destination. 

 

The destination node MNFG  performs decryption of ENc(Rmsgi)  from IV
i utilising the 

Pubkey
i  and its own private key PriMN

FG   which proves the Skey value of IV
i . The KCF in the 

MNFG performs extraction of MAC key from the ℝ, formulated as: 

MNFG[Skey || ℵ] → KCF = MACk
∗                  (4.16) 

 

Based on the MACk
∗ ,the validity of the encrypted information is also ensured by the MNFG. 

To do so, it generates the new receipt ℝ′ based on the MACk
∗ , ℵ, and ENc(Rmsgi). The 

generated ℝ′ and already acquired R is compared by the MNFG, formulated as: 

MNFG = {
ℝ = ℝ′,                Valid

ℝ ≠ ℝ′, Not Valid
                 (4.17) 

If both receipts are the same, then the message is deemed valid and decrypted using  Eck; 

otherwise, the message is not considered valid and the corresponding vehicle is removed 

from the network. 

(i) Analysis of AODV Protocol with ECIES  

This is a type of reactive protocol which performs routing based on the entries in the routing 

table. If the requesting route information relies on the routing table, then it transmits the 

packet to the destination; otherwise, it performs the discovery of new routes. An example 

illustration of the route table of each vehicle when performing the AODV protocol is shown 

in Table 4.2. 

                                               Table 4-1 Illustration of AODV Route Table 

     IP Dest 

node 

Seq 

num 

Hop Predecessor 

node 

128.1.0.2 C 15 2 A 

127.2.03 F 11 3 B 

126.1.00 A 9 2 D 

128.2.03 B 10 4 A 
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Discovering New Routes: To discover new routes, the source vehicle in the VANET 

environment has good knowledge of the routing information. Figure 4.3 illustrates the 

packet formats of the AODV protocol. The steps involved in discovering new routes in the 

AODV protocol are: 

 

Figure 4-2 Packets Format in AODV 

Step 1: First, the source vehicle IV
i  generates a route request (RREQ) which is broadcast to 

the optimal intermediate vehicles based on metrics such as trust, link quality, residual 

energy, and stability. As we adopted ECIES, the RREQ is encrypted (based on Eqns. 4.13–

4.14), and the reputation value RVi is also sent along with the RREQ. 

Step 2: Eventually, the RSU ensures the RREQ by checking if the RREQ has any loops; it 

does this by checking its sequence number. If there are any loops, the information is 

discarded by the RSU. 

Step 3: The intermediate node IV
k , upon receiving the encrypted RREQ and RVi, computes 

the Repsc by adding the RVi with indirect reputation value (using Eqn. 4.15). If the 

reputation score is above the β, then the RREQ information is discarded; otherwise, it is 

forwarded to its neighbour. 

Step 4: Before forwarding the other intermediates, the IV
ksends the backward route to the 

IV
i , indicating the initial address of the RREQ. 

Step 5: The RREQ and the RVk of the IV
k  are forwarded to its neighbour. The neighbour 

node computes the reputation score (the same as in steps 3–4), until it reaches the 

destination. Eventually, the route replay (RREP) is sent to the IV
i  in a backward manner to 

indicate successful forwarding. The IV
i  records the shortest path in its routing table. 
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Step 6: Once the RREQ reaches the destination node PubMN
FG , it performs the decryption 

process (based on Eqns 4.16–4.17) to ensure the validity of the information. If the 

information is valid, the message is decrypted; if not, the vehicle is removed from the 

network. 

Maintaining Routes in AODV: As the AODV are highly vulnerable to data link layer 

issues due to the increased mobility of vehicles in the VANET environment, these vehicles 

periodically transmit HELLO packets to check the liveliness of the node. If found to be 

unavailable due to link failure, a route error (RERR) is broadcast to neighbour nodes in the 

environment. Furthermore, due to the adoption of ECIES and trust-based intermediate 

selection, the chance of black hole attacks, false data injection, and cloning attacks are 

easily detected and mitigated, which also enhances routing reliability. 

 

(ii) Analysis of OLSR Protocol with ECIES 

This is a type of proactive protocol which performs routing in a distributed manner. Since 

the nature of the protocol is proactive, the routes of this protocol are available immediately 

by forwarding the topology control messages. The OLSR protocol is also known as the link 

state routing protocol so that the construction of the route is simple. It utilises multipoint 

relays to forward the message from source to destination. The multipoint relays are the 

selected intermediate vehicles for optimally flooding the data packets without overheads. 

The steps involved in the OLSR routing protocol are as follows: 

Step 1: The source node IV
i  generates the HELLO packets and announces them to all its 

neighbours. Upon receiving the HELLO packets, the one hop neighbour nodes sense the 

links and generate the multipoint relay node set. The message format of HELLO and 

topology control is shown in Figure 4.4; 
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Figure 4-3 Packets in OLSR 

Step 2: From the multipoint relay node set, the one hop neighbours of the IV
i  selects the 

best multipoint relay which has two hop neighbours to IV
i ,  based on metrics such as trust, 

link quality, residual energy, and stability. The best multipoint relay node is selected in this 

step. The selection of optimal multipoint neighbour set reduces the frequency of 

retransmissions; 

Step 3: For the optimal multipoint relays, the topology control packets are generated. 

Eventually, if any of the topology changes, the sequence number is incremented and 

topology control message is regenerated and broadcast to all the vehicles, and thus the 

routing table is constructed; 

Step 4: Once the optimal set of multipoint relay vehicles has been selected, the routing of 

IV
i  to MNFGtakes place, in which the IV

i  forwards the data packet to the one hop neighbour 

in an encrypted manner using ECIES, based on Eqns. 4.13–4.14, and also adds the RVi; 

Step 5: Upon receiving the data, it then checks the trustiness of the node by computing the 

reputation score in which the RViand IRVi are utilised. Based on the threshold value, if the 

node is found to be untrustworthy, the information is discarded; if trustworthy, it is 

forwarded to the next multiple point relay node. Further, the topology control messages are 

processed by constructing the duplicate and topology table, respectively; 

Step 6: The process of data forwarding is repeated until it reaches the optimal destination 

node. The destination node MNFG performs decryption of routing information only if the 
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routing information is valid, based on Eqns. 4.16–4.17; otherwise, it is discarded from the 

network. 

Maintaining Routes in OLSR: The routes in the OLSR are maintained by periodically 

transmitting the topology control messages to the neighbours for network maintenance. 

Unlike the link state routing protocol, the OLSR reduces the count of multipoint relay 

nodes, thereby reducing the frequency of retransmissions and routing overheads. All the 

vehicles in the network maintain the routing table, which ensures optimal data forwarding. 

As the multipoint relay nodes are connected, it can easily adapt the topology changes in the 

environment. Further, the proposed ECIES algorithm and trust-based method reduces 

security threats in the OLSR-based VANET environment. 

 

(iii) Analysis of DSDV Protocol with ECIES  

The DSDV protocol also comes under the categorisation of reactive protocols. In this type 

of protocol, the vehicles in the environment can share the route table to obtain the status of 

the changing topology. The sequence number of all new entries are changed to identify the 

decayed entries. The routing table is managed infinitely by every vehicle in the 

environment, which leads to infinity count problems. For this, every routing table is 

updated by the sequence number. The DSDV works based on the routing table, and the 

routing table format of the DSDV is illustrated in Figure 4.5. The steps involved in the 

DSDV routing process are: 

 

Figure 4-4 Routing Table Format of DSDV 
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Step 1: The source vehicle IV
i checks the routing table to forward the data to the next hop 

neighbour node (i.e., intermediate node IV
k); 

Step 2: Upon receiving the encrypted data and RVi from the IV
i , it computes the reputation 

score (Repsc) of the IV
i  using RVi and IRVi using Eqn. 4.15. If the Repsc is greater than the 

β, then the packet is discarded from the routing table and the information is announced to 

all the nodes; otherwise, the information is forwarded to the next hop by checking its 

routing table; 

Step 3: Similarly, the IV
k  sends the data to another intermediate node IV

k1 , and the IV
k1 , 

computes the reputation score of the IV
k   and decides whether to forward or drop the packets 

from the IV
k . This process continues until the data reaches the destination node; 

Step 4: The destination node MNFG then checks the message’s integrity before decrypting 

the data based on Eqns. 4.15–4.16. Only if the data are computed as valid will the MNFG 

decrypt the data, based on Eqn. 4.17. 

Maintaining Routes in DSDV: The routes in the DSDV are maintained by the all the 

nodes in the environment. Since all the nodes have information from every possible path, 

it is easy to update and discard routes in the DSDV protocol. Further, the adoption of ECIES 

encryption and the trust-based method into DSDV also enables resilient route management 

by blocking the malicious routes and attackers in the environment. 

 

A comparison of the three protocols based on different parameters is provided in Table 4.4. 

Table 4-2 Comparison of OLSR, DSDV, AODV protocols in VANET 

General 

Parameters 

OLSR DSDV AODV 

Packets utilised in 

the protocol 

Topology control, MID, 

Hello 

Full and incremental 

dumps, respectively 

Hello, RERR, RREP, 

and RREQ 

Availability of 

routes 

Any time Any time Based on demand 

Organisation of 

network 

Horizontal Horizontal Horizontal 

Overheads Fewer communication 

overheads due to multipoint 

relay nodes 

High communication 

overheads 

Fewer communication 

overheads but not less 

than OLSR 
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Status of link 

support 

Unidirectional link Bidirectional link Bidirectional link 

Topology flooding Periodic flooding Based on probability Based on demand 

 

4.5 Experimental Results 

The experimental results of the proposed ECIES-based routing protocols are analysed 

based on implementation parameters and various metrics in four phases: simulation setup, 

comparative analysis, security analysis, and research summary.    

4.5.1 Simulation Setup 

This section exemplifies the simulation setup of the routing model, to assist researchers 

with the selection of an optimal routing technique in the VANET environment. SUMO and 

OMNET++ are the simulation tools used in this model. These simulation toolkits 

successfully simulated the proposed entities. Next, the configuration-oriented information 

with simulation parameters is presented in Tables 4.4 and 4.5. 

Table 4-3 System Configuration Details 

Hardware & Software Configuration 

Processor 
Intel (R) core (TM) i5-9400F CPU @ 2.90 

GHz 

Storage 1 Terabyte 

Memory 8 Gigabytes 

Tools for Simulation OMNET++ & SUMO 

Versions SUMO - 0.19.0 & OMNET++ - 5.0 

Operating System Windows 11 32 bit 

Table 4-4 Parameters for Simulation 

Factors Values 

Bandwidth 4M bit 

Communication Channel Type Wireless Channel 

Simulation Area 1,200 m * 1,200 m 

Antenna Type Unidirectional 

Model of Mobility Random waypoint 
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Studied Routing Protocols DSDV, AODV, and OLSR 

Payload BYTES/SEC 

Average Vehicle Speed 30–60 km per second 

Range of Transmission 280 m 

No. of Vehicular Nodes 1–100 

No. Trusted Parties 1 

No. RSU 4 

No. Cloud Data Servers 1 

No. Users 1–100 

Type of Transmission Protocol User Datagram Protocol 

 

4.5.2  Comparative Analysis 

The proposed ECIES-VANET protocols were validated in two scenarios (S-1 and S-2): the 

different protocols in the VANET, along with ECIES (i.e., AODV-ECIES, OLSR-ECIES, 

and DSDV-ECIES); and the best protocol in the first scenario (i.e., OLSR-ECIES) was 

compared with protocols from existing work, such as MPR-OLSR [175], and secure AODV 

[176]. For both scenarios, the metrics for performance analysis were throughput, packet 

delivery ratio, end-to-end delay, jitter, and routing overheads. 

 

Analysis of Throughput  

Throughput is defined as the data transmission speed of the vehicle over the VANET 

environment. Mathematically, the throughput can be defined as the product of the delivered 

packets and size to the ratio of overall time for simulation, formulated as: 

Thr =
delpkts∗pktssize∗8

totsimT
                            (4.18) 

Where, totsimT  represents the total time period, pktssize  is the size of the packet, and 

delpkts  denotes the number of packets delivered. Figure 4.6 represents the scenario-1 

comparison of throughput based on the three major proposed protocols: ECIES-DSDV, 

ECIES-AODV, and ECIES-OLSR. 
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Figure 4-5 Throughput Analysis of Scenario 1 

 

Figure 4.6 illustrates that the throughput rate increases when the user count increases. The 

proposed ECIES-OLSR achieves a higher throughput of 2.5 bits/s compared to the other 

protocols, since the ECIES-DSDV acquires 1.4 bits/s, and ECIES-AODV acquires 2 bits/s. 

By performing ECISE-based encrypted routing, including several metrics based on optimal 

forwarder selection and trust-based forwarding data validation, the ECIES-OLSR achieves 

better performance than the other two protocols. The major reason for ECIES-OLSR 

achieving higher throughput is the optimal selection of multipoint relay times, thereby 

ensuring faster data transmission. Compared to existing works, the ECIES-OLSR achieves 

0.5–1.1 bits/s higher throughput rate.       

 

 

          Figure 4-6 Throughput Analysis of Scenario 2 
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Figure 4.7 represents the Scenario 2 comparison of throughput based on the existing works 

with respect to number of users. There is a gradual increment in the above graphical plot 

when the number of users increases. The proposed ECIES-OLSR achieves higher 

throughput compared to the two existing works. The main reason for this higher throughput 

is that the proposed work selects the optimal forwarders in the VANET environment based 

on metrics such as trust, link quality, residual energy, and stability, which ensures faster 

data forwarding in the network. In contrast, the existing works MPR-OLSR and Secure-

AODV achieve lesser throughput as they do not select the optimal forwarders; rather, they 

utilise the conventional forwarder selection method, which reduces the throughput rate. The 

proposed ECIES-OLSR achieves a higher throughput rate of 2.5 bits/s when the number of 

users increases to 100, whereas the existing works—MPR-OLSR and Secure AODV—

achieve a lesser throughput of 1.6 bits/s and 2 bits/s, respectively. The difference between 

proposed OLSR-ECIES and existing works is 0.5–0.9 bits/s.   

 

Analysis of Packet Delivery Ratio  

The packet delivery ratio determines the successful delivery of packet to the desired 

destination. Generally, it defined as the ratio of received packets and transmitted packets. 

The formulation of packet delivery ratio is: 

PDR =
totrec

tottrans
× 100                            (4.19) 

 

Where, tottrans and totrec are the total transmitted and received packets, respectively. 
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Figure 4-7 Packet Delivery Ratio Analysis of Scenario 1 

 

 

Figure 4.8 shows a comparison of packet delivery for scenario 1 between the three protocols 

(ECIES-DSDV, ECIES-AODV, and ECIES-OLSR). It can be observed that the ECIES-

OLSR achieves a higher packet delivery ratio of 85% compared to those of ECIES-DSDV 

(60%) and ECIES-AODV (80%). The major reason for this is encrypted route packets 

forwarding. The ECIES-OLSR achieves a 25% higher rate than the ECIES-DSDV and 5% 

higher than the AODV.     

 

The scenario-2 comparison of packet delivery ratio between the existing works in terms of 

number of users is shown in Figure 4.9, which represents the increment in packet delivery 

ratio when the number of users increases in the VANET environment. Our proposed OLSR-

ECIES achieves higher packet delivery ratio than the existing works. The main reason is 

that the proposed work performs registration and authentication in the VANET 

environment, which ensures the authenticity of the users and thereby resists malicious users 

in the network. In so doing, unwanted threat activities against legitimate users are reduced 

and, in turn, this reduces the packet delivery ratio. The proposed OLSR-ECIES achieves a 

higher packet delivery ratio of 85% when the number of users increases to 100, whereas 

for the same number of users the packet delivery ratio achieved in the existing works of 

Secure-AODV and MPR-OLSR are 72% and 78%, respectively. The proposed ECIES-

OLSR is 7–13% higher than these.      
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Figure 4-8 Packet Delivery Ratio Analysis of Scenario 2 

 

Analysis of End-to-End Delay 

The time taken for the packet from the source vehicle to reach the destination vehicles is 

known as end-to-end delay. Mathematically, the end-to-end delay is the sum of delays 

during processing, queuing, transmission, and propagation, formulated as: 

E2E = Prodely + Qudely + Transdely + Propdely     (4.20) 

Where, Prodely , Qudely , Transdely , and Propdely  denotes the delays during processing, 

queuing, transmission, and propagation, respectively. 

 

 

Figure 4-9 End-to-End Delay Analysis of Scenario 1   

Figure 4.10 presents a comparison of the number of users with end-to-end delay for 

scenario 2 for the proposed protocols. As we perform optimal forwarder selection in the 

three protocols, end-to-end delay is decreased. Of the three protocols, the ECIES-OLSR 

achieves a shorter end-to-end delay of 16s, whereas the other protocols of ECIES-AODV 

and ECIES-DSDV suffer longer end-to-end delays of 18s and 19.5s, respectively, when 

user numbers reach the maximum. The difference between the ECIES-OLSR and ECIES-

AODV and ECIES-DSDV is 2–3.5s, respectively.  
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Figure 4-10 End-to-End Delay Analysis of Scenario 2 

Figure 4.11 is a graphical comparison of scenario 2 for end-to-end delay experienced in the 

proposed and existing works in terms of number of users. It can be seen that the end-to-end 

delay increases when the number of users increases. The proposed work has shorter end-to 

end delay time than the existing works, even when user numbers increase, because our 

work performs optimal selection of forwarders based on several metrics such as trust, link 

quality, residual energy, and stability. By performing optimal forwarder selection, 

forwarder failure is reduced, thereby reducing end-to-end delay in the environment. In 

contrast, Secure-AODV and MPR-OLSR do not focus on optimal forwarder selection, 

which may lead to increased node failure and therefore greater end-to-end delay in the 

environment. The proposed OLSR-ECIES achieves a shorter end-to-end delay of 16s but 

Secure-AODV and MPR-OLSR experience a longer end-to-end delay time of 19s and 18s, 

respectively, when the number of users increases to 100. The difference between the 

proposed and existing end-to-end delay is 2–3s.    

 

 Analysis of Jitter 

The time delay variation during communication of packets causes jitter in the environment, 

normally defined as the time delay (i.e., pinging) of the packets transmitted from source to 

destination in a good network. Jitter can be formulated as: 

Jitt =
∑ timeVardely

∑ pktsrec
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Where, timeVardely  denotes the time delay variation, and pktsrec denotes the packets 

received at the destination.      

 

The graphical plot of Figure 4.12 shows a comparison of the three proposed protocols with 

respect to number of users. Of the three protocols, the ECIES-DSDV achieves less jitter 

since it is an proactive protocol which maintains the routes of all possible paths; alongside 

this, the proposed security measures of the ECIES-DSDV protocol performs better than the 

other two protocols. The ECIES-DSDV achieves less jitter by 35ms, whereas the ECIES-

AODV and ECIES-OLSR have a comparatively higher jitter of 60ms and 78ms, 

respectively. The ECIES-DSDV achieves 25–73ms less than the other two protocols. 

 

 

Figure 4-11 Jitter Analysis of Scenario 1 

 

The graphical plot of Figure 4.13 shows the scenario-2 comparison of the proposed OLSR-

ECIES and the existing works in terms of jitter. Even when the user numbers increase to 

100, the proposed DSDV-ECIES achieves less jitter in ms, whereas the Secure-AODV and 

MPR-OLSR experience a higher jitter of 68 ms and 41 ms respectively.   
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Figure 4-12 Jitter Analysis of Scenario 2 

 

The main reason for this reduction by the proposed protocol is due to optimal forwarder 

selection and trust-based packet forwarding. By performing optimal forwarder selection, 

based on several metrics and encrypting the forwarding packets using ECIES, the chance 

of losing packets in the environment is reduced, thereby reducing the delay variations in 

the VANET environment. Secure AODV and MPR-OLSR, even though they perform 

secure packet transmission, do not consider optimal forwarders, thus increasing the high 

time delay variations. The proposed DSDV-ECIES achieves less jitter of 35ms whereas 

Secure-AODV and MPR-OLSR suffer higher jitter of 70ms and 50ms, respectively, when 

the number of users increases to 100. The difference between the proposed and existing 

work for jitter is 15–35ms. 

    

Analysis of Routing Overhead 

Congestion caused by data and routing packets sharing the same channel bandwidth leads 

to routing overheads in the environment. The mathematical formulation of routing 

overheads is:   

Rouoh =
Roupkts

datapkts
                                (4.22) 

Where, Roupkts and datapkts denotes the routing and data packets, respectively. 

 

Figure 4.14 represents the scenario 1 comparison of the three proposed protocols with 

respect to number of users in the VANET environment. From the plot, when the number of 
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users increases, the routing overheads of the ECIES-OLSR peak at 4.7. In contrast, the 

routing overheads of ECIES-AODV and ECIES-DSDV are 1.5 and 2.5, respectively, which 

is rather less than the ECIES-OLSR. The ECIES-DSDV achieves 1–3.2 lower routing 

overheads than the comparison protocols. 

 

 

Figure 4-13  Routing Overhead Analysis of Scenario 1 

 

A routing overheads comparison of the proposed AODV-ECIES with existing works is 

shown in Figure 4.15. It can be seen that the routing overheads of AODV-ECIES have a 

better performance than the existing works. More specifically, the proposed AODV-ECIES 

has fewer routing overheads of 1.5, whereas Secure-AODV and MPR-OLSR have higher 

routing overheads of 2.7 and 2.2, respectively. Since the proposed AODV-ECIES 

performance includes authentication and ECIES-based encrypted routing, unwanted traffic 

and routing data security threats are reduced, leading to lower routing overheads. In contrast, 

Secure-AODV and MPR-OLSR have higher overheads of 2.8 and 2.3 respectively. The 

proposed AODV-ECIES achieves 0.7–1.2 less than Secure-AODV and MPR-OLSR, 

respectively.           
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Figure 4-14 Routing Overhead Analysis of Scenario 2 

 

4.5.3 Security Analysis  

The security measures taken in the proposed environment were analysed by considering 

several attacks. Some of the major attacks shielded by the proposed work are: 

• Blackhole Attacks: In this type of attacks, a mischievous vehicle in the environment 

performs illegitimate route advertisements to make legitimate vehicles route to a 

malicious destination. In our scenario, vehicles are considered blackhole attackers if 

they perform illegitimate advertisements. The proposed work overcomes these attacks 

by performing trust-based data validation from the neighbour during routing (i.e., 

considering both the reputation and indirect reputation score by itself and others). In 

doing so, illegitimate route advertisements are removed;  

• Impersonation and Cloning Attacks: The malicious vehicles steal the identity of a 

legitimate vehicle to pose impersonation attacks. Unauthorised access from 

unregistered devices constitutes a cloning attack. Our proposed work considers vehicles 

as impersonation attackers and cloning attackers, respectively. The proposed work 

performs registration and authentication to overcome both attacks, which also limits 

excess data traffic in the VANET environment; 

• False Data Injection Attacks: In this type of attack, the illegitimate vehicle alters the 

forwarding data information with malicious data sent down the routing path in the 

VANET environment. The vehicles and RSU are considered false data injection 

attackers in the environment. The proposed work mitigates this type of attack by 
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encrypting the route information on the source side, ensuring the validity of the 

encrypted route information, and decrypting the routing information at the destination 

side by both the destination vehicle and RSU, respectively.          

4.6 Summary 

The proposed model is designed to enable researchers to select a reliable routing protocol 

when routing messages from source to destination in the VANET. Data security was also 

the aim of this research model. The incorporation of fog computing and software-defined 

networking allow the proposed model to be more flexible and latency-free, thus increasing 

the quality of both service and experience. The proposed work addressed several research 

gaps, including poor security and packet delivery ratio in the VANET environment. These 

issues led to the introduction of the fog and SDN-centred VANET with ECIES. The chapter 

began by introducing the system background and an overview of the framework, before the 

OLSR, DSDV, AODV routing protocols were analysed with ECIES incorporation, and the 

simulation setup described. 
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 CHAPTER 5. AN INTRUSION DETECTION SYSTEM FOR SDN-

BASED VANETS USING A DEEP BELIEF NETWORK AND 

DECISION TREE  

5.1 Overview 

In this chapter, I report on the design of an IDS for the SDN-VANET using DBN and a 

decision tree with the ToN-IoT data set. The design is intended to raise the level of security 

in the network and reduce new attacks resulting from the application of SDN in VANET. 

The section starts with a detailed explanation of IDS with suitable mathematical and 

pictorial representations of the IDS phase. The section also contains three progressions: 

architecture, IDS equations, and IDS performance analysis against attacks: DDoS, 

injection, scanning, and backdoor attacks. The simulation setup is also presented in detail. 

5.2 Introduction 

SDN networking architecture allows network administrators to manage and control 

network traffic from a central location. SDN has been used in various networking scenarios, 

including data centre, enterprise, and wide area networks. In recent years, SDN has also 

been applied to VANET to enhance performance and reliability [177]. SDN-based 

VANETs offer several benefits over traditional VANETs that rely on ad-hoc networking 

and distributed control mechanisms. Some of the key benefits of SDN-based VANETs 

[146]: 

• Centralised control: SDN-based VANETs allow network administrators to 

manage and control the network traffic from a central location. This provides better 

visibility and control over the network, enabling administrators to make dynamic 

adjustments to network parameters, such as routing, QoS, and security policies in 

response to changing traffic conditions 

• Improved network efficiency: SDN-based VANETs can dynamically manage 

network resources based on changing traffic patterns and network conditions. This 

allows the network to adapt to different types of traffic, including emergency 

vehicles, public transportation, and private vehicles, and to optimise network 

utilisation to ensure efficient communication and reduced latency 
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• Flexibility and programmability: SDN-based VANETs are highly programmable 

and customisable, allowing administrators to easily modify the network parameters 

and add new services and applications as needed. This provides greater flexibility 

and agility in response to changing network requirements and emerging 

technologies 

However, SDN-based VANETs are vulnerable to several types of attack that can 

compromise the security, privacy, and performance of the network. A common attack 

against SDN-based VANETs is [178] denial-of-service (DoS), which aims to overload the 

network with traffic to make it unusable. In SDN-based VANETs, an attacker can flood the 

network with traffic or send bogus control messages to the SDN controller to disrupt the 

network operation Another common attack is Sybil, which aims to create multiple fake 

identities to gain unauthorised access to the network. In SDN-based VANETs, an attacker 

can create multiple virtual vehicles or virtual SDN controllers to manipulate the network 

operation and gain access to sensitive information. Other attacks are scanning, backdoor 

attack, and injection attacks. Also, Intrusion detection in VANETs requires real-time or 

near-real-time capabilities to respond promptly to security threats. Achieving low-latency 

detection while maintaining high accuracy is a challenge, especially in the context of 

resource-constrained vehicles. 

To mitigate these challenges, SDN-based VANETs can employ various security 

measures, such as access control mechanisms, cryptographic protocols, IDS, and network 

monitoring tools [179]. Therefore, this study proposes an IDS to reduce the risk of DDoS, 

injection, scanning and backdoor attacks. The following points represent the research 

contribution: 

• An intrusion detection mechanism is proposed and evaluated. The technique is 

incorporated onto the cluster-heads, trusted third parties and service providers 

respectively 

• The intrusion detection mechanism is a hybrid-based monitoring solution that uses 

a deep belief network (DBN) and a decision tree (DT) to detect DDoS, injection, 

scanning, and backdoor attacks 

• From the validation, the proposed IDS achieve better results than the existing work 

in detection the attacks on the network. 
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5.3 Proposed IDS  

An IDS is a security technology that monitors network traffic or system activity for 

suspicious activity or violations of security policies. The primary function of an IDS is to 

detect unauthorised access, misuse, or other malicious activities by analysing events 

occurring within a network or system. In this research, the SDN-based VANET consists of 

a number of groups (A) vehicles (V), and the dutiful authority (DA). Each group has a head 

which collects information received from the vehicles within the same group and sends it 

to the control unit. The proposed system detects intrusive compounds based on DBN and 

decision trees (DT), while employing the ToN IoT network traffic dataset. Figure 5.1 shows 

the proposed IDS. 

The ToN-IoT dataset is for evaluating the effectiveness of IDS in the context of the 

IoT. The dataset was developed by the School of Engineering and Information Technology 

(SEIT), UNSW Canberra @ the Australian Defence Force Academy (ADFA) network. The 

traffic data is from a range of IoT devices, such as cameras, environmental sensors, and 

smart city appliances. The ToN-IoT dataset contains 6.9 million network flows, captured 

over a period of four weeks, and includes both benign and malicious traffic. The malicious 

traffic includes various types of attack, such as DoS and command injection. 

     

 

Figure 5-1 Intrusion Detection System Architecture 
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Before using the data, certain problems need to be clarified, such as missing data 

and imbalance. To do so, the following steps were applied: 

• DBN was used to reduce the difference in the data, identify the best features in the 

dataset, and determine if there is an attack 

• The DT technique was used to classify the type of attack. 

 

In the next section, the steps in the proposed system are elaborated. 

5.3.1 Group Head  

The head of the group (GH) is responsible for collecting the information available to 

transfer it to the controller. Some conditions must be met at the GH, such as the node-link 

lifetime, the distance of the vehicle’s link, the vehicle neighbours and the vehicle services. 

The main vehicle that achieves the highest score is selected according to: 

GH = ∑ (Lt +
1

Dn
) + Sv

𝑛

𝑛=0
                                (5.1) 

The symbol LT represents the duration of the vehicle’s communication, and D is 

the average distance between the vehicles and the GH, and so shorter the distance, the 

higher the degree for the GH. The relationship is direct between the distance and the GH 

degree, and Sv represents the number of services available at the vehicle. 

Unlike traditional IDS, our proposed system introduces a dynamic GH selection 

mechanism based on a comprehensive evaluation of node-link lifetime, inter-vehicle 

distances, and available services. This dynamic approach optimizes information collection 

and transmission to the controller, enhancing the overall efficiency of the IDS. 

5.3.2 DBN 

A DBN is a deep learning algorithm used for feature learning and pattern recognition.  

DBNs are typically composed of multiple restricted Boltzmann machines (RBMs), which 

are a type of stochastic neural network. RBMs are trained in an unsupervised manner to 

learn a set of hidden features that can be used to represent the input data. The output of one 

RBM layer is then used as the input to the next layer, allowing the network to learn 

increasingly complex representations of the input data. The energy state can be represented 

as follows: 
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𝐸(𝑉𝐿, 𝐻𝐿|𝑤) = − ∑ 𝐵𝑣𝑥𝐵ℎ𝑦 

𝑉𝑛

𝑥=1

− ∑ 𝐵ℎ𝑦𝑆𝑦  

𝐻𝑛

𝑦=1

 − ∑  

𝑉𝑛

𝑥=1

∑ 𝑆𝑥𝑆𝑦𝑊𝑥𝑦         (5.2) 

𝐻𝑛

𝑦=1

 

Where, Vn represents visible points, Hn represents hidden points, VL represents the 

visible layer, HL represents the hidden layer, Sx represents the state of unit X, and Sy 

represents the state of unit Y. In the second equation, W (Wxy, Bvx, Bhy) represents the 

DBN parameters, where Bvx are the bias visible units, Bhy the bias of hidden units, and 

Wxy the weights between X and Y.   

The following equation illustrates the description of probabilities in Vn and Hn, 

where a probability is assigned to each pair of visible and hidden groups: 

𝑃(𝑉𝑛, 𝐻𝑛) =
1

𝑃𝐹𝑒−𝐸(𝑉𝑛,𝐻𝑛)               (5.3) 

Next, the partition function can be represented by:  

𝑃𝐹 = ∑ 𝑒−𝐸(𝑉𝑛,𝐻𝑛)

𝑉𝑛,𝐻𝑛

                      (5.4) 

Where, PF sums up all pairs of visible and hidden layers.  

After the process of dividing the visible and hidden layers, the probability that the 

network will allocate a visible layer is calculated as: 

𝑃(𝑉𝑛) =
1

𝑃𝐹
∑ 𝑒−𝐸(𝑉𝑛,𝐻𝑛)

𝑉𝑛,𝐻𝑛                      (5.5) 

The goal of DBN is to reduce the class difference between the data, choose the 

appropriate features for the system, and remove the redundant features, as the selected data 

represents the input and training data. This helps speed up the classification processes. We 

propose an integrated use of DBN not only for reducing class differences in data but also 

for feature learning. The DBN is designed to identify the most relevant features within the 

dataset, thereby improving the efficiency and effectiveness of the intrusion detection 

process. 

5.3.3 Decision Tree 

Different algorithms can be used to classify data and in this research a decision tree was 

adopted to classify the data into normal or attack. A decision tree is a type of ML algorithm 

used for both classification and regression analysis. It works by recursively partitioning the 

input data into smaller subsets based on the values of one or more input variables. The goal 

of a decision tree is to create a model that can accurately predict the value of the output 
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variable for new data. A decision tree consists of a series of nodes and branches that 

represent the decision-making process. The root node represents the entire dataset, and each 

internal node represents a decision based on the values of one of the input variables. The 

branches represent the possible outcomes of each decision, and the leaves represent the 

final output or prediction. To create a decision tree, the algorithm searches for the most 

informative input variable at each internal node, based on the criterion of maximum 

information gain. The goal is to select the variable that provides the most information about 

the output variable, while minimising the number of internal nodes and branches in the tree. 

The entropy N(E) is calculated for set E by: 

 

𝑁(𝐸) ∑ 𝑝(𝑥)𝐿𝑜𝑔2

𝑥

1

𝑝(𝑥)
                            (5.6) 

Lowering the N(E) value leads to lower uncertainty and vice versa. I (E, K) 

represent the information gain in group E, which represents the actual change in entropy 

and is represented as follows: 

𝐼(𝐸, 𝐾) = 𝑁(𝐸) − ∑ 𝑝(𝑥)𝑁(𝐸)           (5.7)

𝑛

𝐼=0

 

Where, IG (E, K) is the information collected by applying feature K. N (E) is the 

entropy of set E, while the second term computes the entropy after applying feature K. P 

(x) indicates an event of x probability. The ID3 classification algorithm begins by creating 

the tree root node, computing the entropy of a state N (E), computing the entropy regarding 

feature K as denoted by N (E, K), choosing the feature with the maximum value of IG (E, 

K), taking out the feature with the highest IG from the features set and, lastly, reiterating 

the algorithm until every feature is processed. 

The DT algorithm in our system is not static but adaptive, allowing it to dynamically 

adjust its decision-making process based on the evolving nature of attacks. This adaptability 

increases the robustness of the IDS against emerging threats. 

5.3.4 Training Phase 

DBN is comprised of RBMs trained in an unsupervised fashion, its training can be 

streamlined. The IDS training mechanism begins by training the first layer and collecting 

the data from the trained RBM (as learned RBM). These data are then employed as the 

training dataset for the second RBM, and the process then repeats. The employed ToN-IoT 
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dataset includes 70% for training and 30% for testing; overall, it has 108 features and 20 

were chosen based on DBN.  

The proposed system intelligently selects features for training based on the DBN 

outcomes. This selective feature utilization enhances the model's focus on relevant 

information, reducing redundancy and improving classification accuracy. By applying our 

proposed IDS system to a known dataset, we can validate its effectiveness and assess how 

well it performs compared to existing methods. 

5.4 Evaluation Metrics 

The evaluation of the proposed model was based on the following criteria: 

• False positives: these are cases that are incorrectly classified as severe cases, and 

they are initially normal cases 

• True positives: abnormal spheres correctly classified as abnormal 

• False negatives: severe cases incorrectly classified as normal 

• True negatives: normal cases classified correctly. 

Through these criteria, the accuracy, detection, false positive, and false negative 

rates were calculated. 

5.5 Results and Discussion 

This section contains the results of the comparison of the proposed scheme to an existing 

IDS [106], based on accuracy, detection, false negative (FN), and false positive (FP) rates 

regarding different attacks, such as: DDoS, injection, scanning and backdoor attacks. 

Figure 5.2 presents the results of the accuracy and rate of detection, the FN and the 

FP for DDoS attacks compared to the IDS provided in [106]. The accuracy rate in the 

proposed system is 99.4%, against 98% in the existing IDS [106]; the detection rate in the 

proposed work is 99.6% and 97.8 % in [106]; the FN rate in the proposed work is 0.885% 

and 0.975% in [106]; and the FP rate in the proposed work is 0.012% and 0.019 in [106]. 

The results show that the proposed model achieves better results in detecting the DDoS 

attack on the evaluation criteria.

 



                                                    1 

 

 

              Accuracy rate 

 

           FN rate 

 

 

 

                     Detection rate 

 

                FP rate

Figure 5-2 Relative Comparison for a DDoS Attack 

Figure 5.3 presents the results for the injection attack. For the proposed work against 

the existing [106], the results were, respectively: accuracy 99.5% v. 97.8%; detection 

99.5% v. 98%; FN 0.89% v. 0.975%; and, FP 0.011% v. 0.017%. These results indicate 

that the proposed model outperformed the existing work [106]. 
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Figure 5-3 Relative Comparison for a Injection Attack 

For a scanning attack, Figure 5.4 shows the proposed work’s results compared to 

the existing work [106]. For accuracy, the proposed work achieved 99.2% against 97.3%, 

while for detection, the former achieved a 1.9 % higher rate than the existing work [106]. 

The FN rate for the proposed IDS was 0.921% compared with 0.979% and the FP was 

0.012% and 0.020% [106], respectively. The proposed framework is thus more effective. 
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Figure 5-4 Relative Comparison for a Scanning Attack 

 

 

 

 

 

 

 

 

 

 

  

 

 

Finally, on backdoor attacks, Figure 5.5 illustrates that the proposed framework 

achieved a higher accuracy rate of 1.2%, while its detection rate was 99.3% compared to 

97.8% [106], the FN rate was 0.982% compared to 0.979% in [106], and the FP rate was 

0.011% v. 0.018% [106]. The proposed model outperforms the external work due to 

integrating the path of deep learning with ML in the same model.
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Figure 5-5 Relative Comparison for a Backdoor Attack 

 

 

 

 

5.6 Summary 

The SDN-based VANET leverages the flexibility and programmability of SDN to improve 

the management and control of network traffic. In an SDN-based VANET, the control and 

data planes are decoupled, allowing network administrators to control the flow of data 

through the network in a centralised manner. 

 

A key benefit of SDN-based VANETs is their ability to manage network resources 

dynamically based on changing traffic patterns and network conditions. For example, in a 

congested area with heavy traffic, the SDN controller can reroute traffic to less congested 
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routes to improve the overall network performance. However, there are many attacks that 

threaten these services and so they must be protected. Therefore, the proposed IDS system 

depends on the DBN and the DT for intrusion detection in the network, and the ToN-IoT 

dataset was used to train and test the dataset. The results of the simulation showed the 

effectiveness of the proposed IDS compared to the existing work. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

 CHAPTER 6. CONCLUSION 

6.1 Conclusion 

The proposed authentication scheme enhances secrecy and privacy in the fog and SDN-

assisted VANET environment through the adoption of the ECIES cryptographic scheme. 

The proposed ECIES technique is highly resistant to semantic attacks in which attackers 

spoil the reputation of a legitimate node. Issues in previous work, such as poor security, 

increased energy consumption, and inflexible network management, are mitigated by the 

proposed technique. The proposed work is composed of primary, secondary, and tertiary 
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layers. In each layer, various network components are positioned, such as vehicular nodes, 

roadside units (RSU), access points, a dutiful party, fog constellation, an RSU controlling 

mechanism, and an SDN controller. The dutiful advisor presented in the network provides 

cryptographic keys to users and other entities in pursuit initialisation. Then, the RSU and 

vehicular nodes in the fog constellation are required to register with the dutiful party. To 

register these network components, the dutiful advisor acquires critical information from 

them, such as location, passwords, and the identity of the RSU and vehicular nodes. The 

legitimacy of both the RSU and vehicular nodes is cross verified by the dutiful advisor by 

examining both present and preceding identifications.  

These progressions are performed to ensure high security in the VANET environment and 

block most cyber-attackers. After performing these progressions, the proposed 

cryptographic scheme is used to secure the data transmitted within the VANET 

environment, in which different operations and key factors are included. In addition, key 

generation and a validation process are performed as the information, such as safety 

messages, transmitted between the RSU and vehicular nodes is thoroughly checked. The 

main purpose of this process is to check that the nodes are legitimate. This particular 

process is performed by the RSU controlling mechanism. Next, pre-key exchange is 

performed by the SDN controller to validate the data integrity. This process is performed 

by the RSU controlling mechanism and vehicles in the fog constellation based on the 

message authentication codes. The introduced authentication framework was simulated 

using SUMO and OMNET++. Finally, the proposed model’s performance and security was 

evaluated on several key performance indicators to ensure its resistance against various 

cyber-attacks.  

 

For the second research method on AP-RP-VANET, a performance analysis of 

several routing protocols widely used in the VANET was undertaken. The main intention 

of this work is to assist researchers with the selection of the most appropriate routing 

protocol when exchanging information in the VANET environment. The OLSR, AODV, 

and DSDV were the key routing protocols considered when assessing their performance in 

multiple scenarios. For this, the ECIES cryptographic technique was also used. The initial 

progression of this research method is somewhat similar to the first. Authentication of the 

vehicular nodes is performed and their safety messages encoded to offer security to the data. 

However, the data forwarded to the upper entities face huge latency, security, and other 
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QoS-related problems. To overcome such issues, multiple relay nodes for forwarding the 

data are optimally chosen based on several factors. After this, the proposed technique was 

simulated using OMNET++ and SUMO.  

 

Two cases were explored to identify the best routing protocol for the considered 

performance metrics. First, to evaluate the performance of the proposed routing protocols, 

the ECIES cryptographic technique was integrated as OLSR-ECIES, AODV-ECIES, and 

DSDV-ECIES. Second, the best routing protocol from case 1 was chosen and compared 

with two existing routing protocols. As per their nature, each routing technique’s 

performance is based on its characteristics. As discussed earlier, the main intention of this 

research work is to pinpoint the reliable routing protocol for the VANET environment. 

From the experimental results, we noticed that the ECIES infused with the OLSR obtained 

better performance compared to the other routing techniques in terms of increased packet 

delivery ratio, high throughput, and minimal end-to-end delay.  

 

The proposed IDS for the SDN-VANET using DBN and a decision tree with the ToN-IoT 

data set. The design is intended to raise the level of security in the network and reduce new 

attacks resulting from the application of SDN in VANET such as: DDoS , 

Injection ,Scanning , and Backdoor. 

6.2 Future Works 

Future research suggestions for the proposed authentication scheme and routing protocols 

are: 

• In the proposed authentication scheme, it is planned to adopt artificial 

intelligence in the near future to boost automation using the intelligence of 

machine learning and deep learning algorithms [180]; 

• As the proposed work logs the safety messages collected from the network in 

the cloud data centre, the adoption of distributed ledger technologies will be the 

best strategy for safeguarding the data in order to circumvent security threats 

[181]; 

• In addition to the proactive and reactive routing protocols investigated in the 

routing model, hybrid routing protocols suitable for the real-time environment 

could be a focus; 
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• In this work, routing protocol performance was analysed only by means of 

integrating the cryptographic scheme. To assess more extensive performance of 

the proposed routing protocols in terms of adaptability and data immutability, 

several technologies can be considered, such as distributed ledger technology 

and SDN. 
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APPENDIX A: CODE FOR AUTHENTICATION FRAMEWORK 

Omnettpp.ini 

[General] 

cmdenv-express-mode = true 

cmdenv-autoflush = true 

cmdenv-status-frequency = 10000000s 

tkenv-image-path = bitmaps 

ned-path = . 

num-rngs = 2 

debug-on-errors = true 

print-undisposed = false 

sim-time-limit = 500s 

**.scalar-recording = true 

**.vector-recording = true 

**.debug = false 

**.coreDebug = false 

*.playgroundSizeX = 2750m 

*.playgroundSizeY = 2250m 

*.playgroundSizeZ = 5m 

*.obstacles.debug = false 

*.rsu*.applType = "TraCIDemoRSU11p" 

*.rsu*.appl.debug = false 

*.rsu*.appl.headerLength = 256 bit 

*.rsu*.appl.sendBeacons = true 

*.rsu*.appl.dataOnSch = true 

*.rsu*.appl.sendData = true 

*.rsu*.appl.data_time_interval = 5s 

*.rsu*.appl.beaconPriority = 3 
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*.rsu*.appl.dataPriority = 2 

*.rsu*.appl.maxOffset = 0.005s 

*.rsu*.mobility.z = 3 

*.rsu1.mobility.x = 250 

*.rsu1.mobility.y = 250 

*.rsu2.mobility.x = 2500 

*.rsu2.mobility.y = 2000 

*.rsu3.mobility.x = 250 

*.rsu3.mobility.y = 2000 

*.rsu4.mobility.x = 2500 

*.rsu4.mobility.y = 250 

*.rsu5.mobility.x = 750 

*.rsu5.mobility.y = 750 

*.rsu6.mobility.x = 2000 

*.rsu6.mobility.y = 1500 

*.rsu7.mobility.x = 750 

*.rsu7.mobility.y = 1500 

*.rsu8.mobility.x = 2000 

*.rsu8.mobility.y = 750 

*.rsu9.mobility.x = 1125 

*.rsu9.mobility.y = 875 

*.rsu10.mobility.x = 1625 

*.rsu10.mobility.y = 1375 

**.bandwidth= 10MHz 

*.manager.updateInterval = 0.1s 

*.manager.host = "localhost" 

*.manager.port = 9999 

*.manager.moduleType = "org.car2x.veins.nodes.Car" 

*.manager.moduleName = "Vehicle" 

*.manager.moduleDisplayString = "i=device/fcar2;is=vl" 

*.manager.autoShutdown = true 

*.manager.margin = 25 

**.sensitivities = -70.0dBm 
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*.manager.launchConfig = 

xmldoc("E:\\WS1\\veins\\examples\\veins\\simple\\sumotest100.launchd.xml") 

*.connectionManager.pMax = 20mW 

*.connectionManager.sat = -89dBm 

*.connectionManager.carrierFrequency = 5.890e9 Hz 

*.connectionManager.sendDirect = true 

*.**.nic.mac1609_4.useServiceChannel = true 

*.**.nic.mac1609_4.txPower = 20mW 

*.**.nic.phy80211p.sensitivity = -70dBm 

*.**.nic.phy80211p.maxTXPower = 10mW 

*.**.nic.phy80211p.useThermalNoise = true 

*.**.nic.phy80211p.thermalNoise = -110dBm 

*.**.nic.phy80211p.decider = xmldoc("E:\\Model1\\ config.xml") 

*.**.nic.phy80211p.analogueModels = xmldoc("E:\\Model1 \\config.xml") 

*.**.nic.phy80211p.usePropagationDelay = true 

**.radio.sensitivity = -85dBm 

**.radio.TransmissionAntennaGainIndB=27dB 

**.radio.ReceiveAntennaGainIndB=27dB 

**.radio.TransmiterAntennaHigh=2.5m 

**.radio.ReceiverAntennaHigh=2.5m 

**.mac.queueSize = ${queue = 2MiB} 

**.mac.maxBytesPerTti = ${maxBytesPerTti = 3MiB} 

**.mac.macDelay.result-recording-modes = all 

**.mac.macThroughput.result-recording-modes = all 

*.Vehicle[*].applType = "TraCIDemo11p" 

*.Vehicle[*].appl.debug = false 

*.Vehicle[*].appl.headerLength = 256 bit 

*.Vehicle[*].appl.sendBeacons = false 

*.Vehicle[*].appl.dataOnSch = true 

*.Vehicle[*].appl.sendData = true 

*.Vehicle[*].appl.data_time_interval = 1s 

*.Vehicle[*].appl.beaconPriority = 3 

*.Vehicle[*].appl.dataPriority = 2 
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*.Vehicle[*].appl.maxOffset = 0.005s 

*.Vehicle[*].veinsmobilityType = 

"org.car2x.veins.modules.mobility.traci.TraCIMobility" 

*.Vehicle[*].mobilityType = "TraCIMobility" 

*.Vehicle[*].mobilityType.debug = true 

*.Vehicle[*].veinsmobilityType.debug = true 

*.Vehicle[*].veinsmobility.x = 0 

*.Vehicle[*].veinsmobility.y = 0 

*.Vehicle[*].veinsmobility.z = 1.895 

*.Vehicle[*0].veinsmobility.accidentCount = 1 

*.Vehicle[*0].veinsmobility.accidentStart = 5s 

*.Vehicle[*0].veinsmobility.accidentDuration = 30s 

**.cloud.networkLayer.delayer.config = xmldoc("Cloud.xml") 

[Config SDN_Based_Communications] 

**.statplot.Vehicles =100 

**.statplot.RSUs =10 

*.connectionManager.alpha = 1.95 

*.**.nic.mac1609_4.bitrate = 18Mbps 

**.debug = false 

**.coreDebug = false 

*.annotations.draw = true 

*.Vehicle[*].appl.sendBeacons = true 

*.Vehicle[*].appl.dataOnSch = true 

*.Vehicle[*].appl.sendData = true 

*.Vehicle[*].appl.st=2 

*.Vehicle[*].appl.st1=2 

*.Vehicle[*].veinsmobility.st = 2 

*.obstacles.stag =0 

*.rsu*.appl.st1=1 

[Config SDN_Based_Communications_ECIES] 

**.statplot.Vehicles =100 

**.statplot.RSUs =10 

*.connectionManager.alpha = 1.95 
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*.**.nic.mac1609_4.bitrate = 18Mbps 

**.debug = false 

**.coreDebug = false 

*.annotations.draw = true 

*.Vehicle[*].appl.sendBeacons = true 

*.Vehicle[*].appl.dataOnSch = true 

*.Vehicle[*].appl.sendData = true 

*.Vehicle[*].appl.st=2 

*.Vehicle[*].appl.st1=2 

**.ch=2 

*.Vehicle[*].veinsmobility.st = 2 

*.obstacles.stag =0 

*.rsu*.appl.st1=1 

Sumo-launched .py 

<?xml version="1.0"?> 

<launch> 

  <seed value="1234" /> 

  <copy file="net.net.xml" /> 

  <copy file="routes.rou.xml" /> 

  <copy file="sumo.sumo.cfg" type="config" /> 

</launch> 

 

_API_VERSION = 1 

_LAUNCHD_VERSION = 'sumo-launchd.py 1.00' 

_CMD_GET_VERSION = 0x00 

_CMD_FILE_SEND = 0x75 

class UnusedPortLock: 

    lock = thread.allocate_lock() 

    def __init__(self): 

        self.acquired = False 

    def __enter__(self): 

        self.acquire() 

    def __exit__(self): 
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        self.release() 

    def acquire(self): 

        if not self.acquired: 

            logging.debug("Claiming lock on port") 

            UnusedPortLock.lock.acquire() 

            self.acquired = True 

    def release(self): 

        if self.acquired: 

            logging.debug("Releasing lock on port") 

            UnusedPortLock.lock.release() 

            self.acquired = False 

 

def find_unused_port(): 

    """ 

    Return an unused port number. 

    """ 

    sock = socket.socket(socket.AF_INET, socket.SOCK_STREAM, 0) 

    sock.bind(('127.0.0.1', 0)) 

    sock.listen(socket.SOMAXCONN) 

    ipaddr, port = sock.getsockname() 

    sock.close() 

    return port 

def forward_connection(client_socket, server_socket, process): 

    """ 

    Proxy connections until either socket runs out of data or process terminates. 

    """ 

    logging.debug("Starting proxy mode") 

    client_socket.setsockopt(socket.IPPROTO_TCP, socket.TCP_NODELAY, 1) 

    server_socket.setsockopt(socket.IPPROTO_TCP, socket.TCP_NODELAY, 1) 

    do_exit = False 

    while not do_exit: 

        (r, w, e) = select.select([client_socket, server_socket], [], [client_socket, 

server_socket], 1) 
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        if client_socket in e: 

            do_exit = True 

            break 

        if server_socket in e: 

            do_exit = True 

            break 

        if client_socket in r: 

            try: 

                data = client_socket.recv(65535) 

                if data == "": 

                    do_exit = True 

            except: 

                do_exit = True 

            finally: 

                server_socket.send(data) 

        if server_socket in r: 

            try: 

                data = server_socket.recv(65535) 

                if data == "": 

                    do_exit = True 

            except: 

                do_exit = True 

            finally: 

                client_socket.send(data) 

 

        rc = process.poll() 

        if (rc != None): 

            do_exit = True 

            break 

    logging.debug("Done with proxy mode") 

def parse_launch_configuration(launch_xml_string): 

    """ 

    Returns tuple of options set in launch configuration 
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    """ 

    p = xml.dom.minidom.parseString(launch_xml_string) 

    # get root node "launch" 

    launch_node = p.documentElement 

    if (launch_node.tagName != "launch"): 

        raise RuntimeError("launch config root element not <launch>, but <%s>" % 

launch_node.tagName) 

    # get "launch.basedir" 

    basedir = "" 

    basedir_nodes = [x for x in launch_node.getElementsByTagName("basedir") if 

x.parentNode==launch_node] 

    if len(basedir_nodes) > 1: 

        raise RuntimeError('launch config contains %d <basedir> nodes, expected at most 1' 

% (len(basedir_nodes))) 

    elif len(basedir_nodes) == 1: 

        basedir = basedir_nodes[0].getAttribute("path") 

    logging.debug("Base dir is %s" % basedir) 

    # get "launch.seed" 

    seed = 23423 

    seed_nodes = [x for x in launch_node.getElementsByTagName("seed") if 

x.parentNode==launch_node] 

    if len(seed_nodes) > 1: 

        raise RuntimeError('launch config contains %d <seed> nodes, expected at most 1' % 

(len(seed_nodes))) 

    elif len(seed_nodes) == 1: 

        seed = int(seed_nodes[0].getAttribute("value")) 

    logging.debug("Seed is %d" % seed) 

    # get list of "launch.copy" entries 

    copy_nodes = [x for x in launch_node.getElementsByTagName("copy") if 

x.parentNode==launch_node 

    return (basedir, copy_nodes, seed) 

def run_sumo(runpath, sumo_command, shlex, config_file_name, remote_port, seed, 

client_socket, unused_port_lock, keep_temp): 
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    """ 

    Actually run SUMO. 

    "" 

    # create log files 

    sumoLogOut = open(os.path.join(runpath, 'sumo-launchd.out.log'), 'w') 

    sumoLogErr = open(os.path.join(runpath, 'sumo-launchd.err.log'), 'w') 

 

APPENDIX B: ROUTING  

Omnetpp.ini  

[General] 

cmdenv-express-mode = true 

cmdenv-autoflush = true 

cmdenv-status-frequency = 10000000s 

tkenv-image-path = bitmaps 

ned-path = . 

num-rngs = 2 

debug-on-errors = true 

print-undisposed = false 

sim-time-limit = 500s 

**.scalar-recording = true 

**.vector-recording = true 

**.debug = false 

**.coreDebug = false 

*.playgroundSizeX = 2750m 

*.playgroundSizeY = 2250m 

*.playgroundSizeZ = 5m 

*.obstacles.debug = false 

*.rsu*.applType = "TraCIDemoRSU11p" 

*.rsu*.appl.debug = false 

*.rsu*.appl.headerLength = 256 bit 

*.rsu*.appl.sendBeacons = true 
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*.rsu*.appl.dataOnSch = true 

*.rsu*.appl.sendData = true 

*.rsu*.appl.data_time_interval = 5s 

*.rsu*.appl.beaconPriority = 3 

*.rsu*.appl.dataPriority = 2 

*.rsu*.appl.maxOffset = 0.005s 

*.rsu*.mobility.z = 3 

*.rsu1.mobility.x = 1375 

*.rsu1.mobility.y = 1125 

**.bandwidth= 10MHz 

*.manager.updateInterval = 0.1s 

*.manager.host = "localhost" 

*.manager.port = 9999 

*.manager.moduleType = "org.car2x.veins.nodes.Car" 

*.manager.moduleName = "Vehicle" 

*.manager.moduleDisplayString = "i=device/fcar2;is=vl" 

*.manager.autoShutdown = true 

*.manager.margin = 25 

**.sensitivities = -70.0dBm 

*.manager.launchConfig = xmldoc("E:\\Mode2\\sumotest100.launchd.xml") 

*.connectionManager.pMax = 20mW 

*.connectionManager.sat = -89dBm 

*.connectionManager.carrierFrequency = 5.890e9 Hz 

*.connectionManager.sendDirect = true 

*.**.nic.mac1609_4.useServiceChannel = true 

*.**.nic.mac1609_4.txPower = 20mW 

*.**.nic.phy80211p.sensitivity = -70dBm 

*.**.nic.phy80211p.maxTXPower = 10mW 

*.**.nic.phy80211p.useThermalNoise = true 

*.**.nic.phy80211p.thermalNoise = -110dBm 

*.**.nic.phy80211p.decider = xmldoc("E:\\Model2\\config.xml") 

*.**.nic.phy80211p.analogueModels = xmldoc("E:\\Model2\\config.xml") 

*.**.nic.phy80211p.usePropagationDelay = true 
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**.radio.sensitivity = -85dBm 

**.radio.TransmissionAntennaGainIndB=27dB 

**.radio.ReceiveAntennaGainIndB=27dB 

**.radio.TransmiterAntennaHigh=2.5m 

**.radio.ReceiverAntennaHigh=2.5m 

**.mac.queueSize = ${queue = 2MiB} 

**.mac.maxBytesPerTti = ${maxBytesPerTti = 3MiB} 

**.mac.macDelay.result-recording-modes = all 

**.mac.macThroughput.result-recording-modes = all 

*.Vehicle[*].applType = "TraCIDemo11p" 

*.Vehicle[*].appl.debug = false 

*.Vehicle[*].appl.headerLength = 256 bit 

*.Vehicle[*].appl.sendBeacons = false 

*.Vehicle[*].appl.dataOnSch = true 

*.Vehicle[*].appl.sendData = true 

*.Vehicle[*].appl.data_time_interval = 1s 

*.Vehicle[*].appl.beaconPriority = 3 

*.Vehicle[*].appl.dataPriority = 2 

*.Vehicle[*].appl.maxOffset = 0.005s 

*.Vehicle[*].veinsmobilityType = 

"org.car2x.veins.modules.mobility.traci.TraCIMobility" 

*.Vehicle[*].mobilityType = "TraCIMobility" 

*.Vehicle[*].mobilityType.debug = true 

*.Vehicle[*].veinsmobilityType.debug = true 

*.Vehicle[*].veinsmobility.x = 0 

*.Vehicle[*].veinsmobility.y = 0 

*.Vehicle[*].veinsmobility.z = 1.895 

*.Vehicle[*0].veinsmobility.accidentCount = 1 

*.Vehicle[*0].veinsmobility.accidentStart = 5s 

*.Vehicle[*0].veinsmobility.accidentDuration = 30s 

**.statplot.Vehicles =100 

[Config AODV_Routing] 

description ="Route Selection Using AODV" 
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network = AODV_Routing_NW 

**.routingProtocol="aodv" 

*.connectionManager.alpha = 1.95 

*.**.nic.mac1609_4.bitrate = 18Mbps 

**.debug = false 

**.coreDebug = false 

*.annotations.draw = true 

*.Vehicle[*].appl.sendBeacons = true 

*.Vehicle[*].appl.dataOnSch = true 

*.Vehicle[*].appl.sendData = true 

*.Vehicle[*].appl.st=2 

*.Vehicle[*].appl.st1=2 

*.Vehicle[*].veinsmobility.st = 2 

*.obstacles.stag =0 

*.rsu*.appl.st1=1 

[Config OLSR_Routing] 

description ="Route Selection Using OLSR" 

network = OLSR_Routing_NW 

**.statplot.Vehicles =100 

**.statplot.ch = 2 

**.routingProtocol="OLSR" 

*.connectionManager.alpha = 1.95 

*.**.nic.mac1609_4.bitrate = 18Mbps 

**.debug = false 

**.coreDebug = false 

*.annotations.draw = true 

*.Vehicle[*].appl.sendBeacons = true 

*.Vehicle[*].appl.dataOnSch = true 

*.Vehicle[*].appl.sendData = true 

*.Vehicle[*].appl.st=2 

*.Vehicle[*].appl.st1=2 

*.Vehicle[*].veinsmobility.st = 2 

*.obstacles.stag =0 
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*.rsu*.appl.st1=3 

[Config DSDV_Routing] 

description ="Route Selection Using DSDV" 

network = DSDV_Routing_NW 

**.statplot.Vehicles =100 

**.statplot.ch = 3 

**.routingProtocol="DSDV" 

*.connectionManager.alpha = 1.95 

*.**.nic.mac1609_4.bitrate = 18Mbps 

**.debug = false 

**.coreDebug = false 

*.annotations.draw = true 

*.Vehicle[*].appl.sendBeacons = true 

*.Vehicle[*].appl.dataOnSch = true 

*.Vehicle[*].appl.sendData = true 

*.Vehicle[*].appl.st=2 

*.Vehicle[*].appl.st1=2 

*.Vehicle[*].veinsmobility.st = 2 

*.obstacles.stag =0 

*.rsu*.appl.st1=3 


