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ABSTRACT The broadening dependency and reliance that modern societies have on essential services
provided by Critical Infrastructures is increasing the relevance of their trustworthiness. However, Critical
Infrastructures are attractive targets for cyberattacks, due to the potential for considerable impact, not just
at the economic level but also in terms of physical damage and even loss of human life. Complementing
traditional security mechanisms, forensics and compliance audit processes play an important role in ensuring
Critical Infrastructure trustworthiness. Compliance auditing contributes to checking if security measures are
in place and compliant with standards and internal policies. Forensics assist the investigation of past security
incidents. Since these two areas significantly overlap, in terms of data sources, tools and techniques, they can
be merged into unified Forensics and Compliance Auditing (FCA) frameworks. In this paper, we survey the
latest developments, methodologies, challenges, and solutions addressing forensics and compliance auditing
in the scope of Critical Infrastructure Protection. This survey focuses on relevant contributions, capable of
tackling the requirements imposed by massively distributed and complex Industrial Automation and Control
Systems, in terms of handling large volumes of heterogeneous data (that can be noisy, ambiguous, and
redundant) for analytic purposes, with adequate performance and reliability. The achieved results produced
a taxonomy in the field of FCA whose key categories denote the relevant topics in the literature. Also, the
collected knowledge resulted in the establishment of a reference FCA architecture, proposed as a generic
template for a converged platform. These results are intended to guide future research on forensics and
compliance auditing for Critical Infrastructure Protection.

INDEX TERMS Ceritical infrastructure protection, industrial automation and control systems, cybersecurity,
forensics, compliance auditing.

I. INTRODUCTION networks, transportation systems, and manufacturing

Modern societies are increasingly dependent on essential
products and services provided by Critical Infrastructures
(CIs), supported by Industrial Automation and Control
Systems (IACS) such as power plants, energy distribution
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facilities. These IACS are becoming larger and more
complex, due to the increasingly complex physical processes
they manage and the increasing amount of (heterogeneous)
data generated by a growing number of interconnected
control and monitoring devices. These IACS are also
heavily dependent on common IT systems whose security,
management, and compliance must also be considered.
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This evolving scenario requires new strategies to improve
the associated Critical Infrastructure Protection (CIP)
frameworks.

A. THE CHALLENGE OF PROTECTING CRITICAL
INFRASTRUCTURES

Critical Infrastructures (CIs) provide a series of essential
services which are key to ensure the security, societal and
economical activities of a country, thus constituting an
attractive target for cyber-attackers [1], [2]. Smart grids,
water, oil, and gas distribution networks are becoming more
complex due to the growing number of interconnected
distributed devices, sensors, and actuators, often widely
dispersed in the field, as well as the increasing amount
of information exchanged among system components.
Water-to-Wire generation, microgeneration, smart metering,
oil, and gas distribution, or smart water management, among
others, are pushing the boundaries of the classic Industrial
Cyber Physical Systems (CPS) model, fostering a new
generation of TACS and the Industry 4.0 paradigm [3].
Naturally, such developments have an impact on IACS
cybersecurity requirements, due to a substantial increase in
the scale and complexity of the protected infrastructure [4].

This increase in terms of interconnections has a direct
impact in terms of the vulnerable attack surface, exposing
the IACS to both traditional and new threats. For instance,
according to IBM Managed Security Services data [5],
attacks targeting IACS have increased over 110 percent
in 2016. This is linked with the growing connectivity of
industrial systems. Network-based attacks targeting Critical
Infrastructure (CI) are also becoming a greater concern,
as state-sponsored groups have become more active. Their
activities comprise unauthorized access to government and
corporate networks with the main purpose of gathering
information, although they can be potentially disruptive for
CIPs [6]. This trend is already a major concern, and is
expected to further intensify in the future [7], [8].

Other IACS security threats come from their increasingly
distributed nature, regarding both the physical processes
under control, which have also become more widely
dispersed and interconnected, and the associated control
applications, which have also become increasingly
distributed, for sake of scalability, elasticity, adaptability,
resiliency, and fault-tolerance. Overall, this scenario makes
it difficult to understand the nature of incidents and to
assess their progression and threat profile. Moreover,
defending against those threats is becoming increasingly
difficult, requiring orchestrated and collaborative distributed
detection, analysis, and reaction capabilities.

Continuously capturing live data from a running TACS
system, that has an intrinsic volatile nature, presents
important challenges to forensics investigators. For instance,
volatile data in physical memory contains information about
the current state of the system, such as process information,
open network connections and encryption keys.
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Another challenge comes from the amount of data
to be collected, analyzed, and stored for detecting and
profiling cyberattacks. According to IBM [9], the world
produces over 2.5 quintillion bytes of data every day, and
80% of it is unstructured (and not analyzed). To improve
decision making, enterprises are facing new challenges
to collect a large amount of available data, retrieved
from heterogeneous sources (including structured and
unstructured data), and enriching it with the inclusion of
additional contextualized data. In the specific scope of CIP,
to face the tremendous growth of raw data being produced
by sensors and process controllers, a Big Data approach
is required to handle massive amounts of data in intensive
online and offline processing flows. The growth of volume
and heterogeneity of data sources, systems, workloads,
and environment variability contributes to the complexity
of data management. Traditional approaches, such as
Relational Database Management Systems (RDBMS),
might not be able to handle the deluge of industrial data
they are experiencing, especially while addressing the
need for improved performance, reliability, and user
experience [10]. Gaining critical business insights by
querying and analyzing such massive amounts of data is
becoming a vital requirement [11].

B. THE NEED FOR BETTER FORENSICS AND COMPLIANCE
AUDITING

Security incidents trigger a series of reactive activities, such
as blocking access to and quarantining compromised systems,
assessing the impact of the breach, mitigating the damage,
and conducting forensics investigations to identify exploited
vulnerabilities, identify the attackers, and enhance future
defensive actions.

In 2020, it took an average of 207 days to identify a
breach, and 280 days to contain it [12]. Such a scenario results
from the current solutions demanding a multi-step process
where security analysts goes to multiple systems to retrieve
uncorrelated data and then correlate it manually. Moreover,
the complexity, skillset, and costs required to deploy and
operate those solutions present a significant number of
obstacles to their adoption. Therefore, in addition to other
security tools, such as specialized probes, intrusion detection
platforms and firewalls, forensics tools are increasingly
important for security professionals. Such tools provide the
means to extract relevant insights and evidence from large
volumes of heterogeneous data produced from the sources
within the CI, which can be leveraged both for forensics and
security analysis purposes.

Auditing compliance with applicable laws, regulations,
policies, and standards processes also contributes to increase
CI trustworthiness. However, such auditing processes are
complex, since they need to use of a large number of tools,
protocols and standards to correlate and enforce the audit
compliance policies that may help to prevent future incidents.
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Aggregating such tools in a unified platform can reduce the
complexity, effort, and costs associated with investigating and
connecting individual alerts to uncover potential threats. Such
a proactive approach may avoid the disruption of operations
and prevent evidence from being lost or corrupted. Moreover,
it will also help deal with the evolving cyber threats affecting
Cls, preparing the platforms for post-incident forensics
analysis.

Due to the considerable overlap of functionalities
associated with security forensics and compliance audit
processes, it makes sense to consider them as unified
platforms, which in this paper we generically designate as
FCA frameworks — even though many tools are applied only
to one of these areas, they still share most requirements
and technologies. In this work, we highlight the importance
of both forensics and compliance auditing as high-priority
topics for CIP.

C. SCOPE AND CONTRIBUTIONS
This paper surveys the research trends, challenges, and gaps
in the field of FCA for Critical Infrastructures, exploring the
most relevant approaches, methodologies, and technologies.
To the best of our knowledge, this is the first survey
specifically focused on FCA applied to the CIP domain.
Based on the lessons learned from the survey, this paper
also presents:

« a classification taxonomy for the different aspects and
technologies related with FCA systems.

« a reference architecture for converged FCA systems,
identifying their key functional blocks.

o and a discussion of potential future directions for
research on the subject of FCA for CIP.

As illustrated in Figure 1, the rest of the paper is organised
as follows:

e The background of CIP and IACS security are
introduced in Section II.

o The next three sections survey related works: Section III
for forensics, Section IV for compliance auditing, and
Section V for modern analytics applied to FCA, in the
era of Big Data, Al and ML.

o Based on the lessons learned from the survey, the
next two sections are devoted to classification and
architectural models: Section VI proposes a new
taxonomy for FCA systems for CIP, and Section VII
introduces a reference architecture for FCA systems.

o Finally, Section VIII discusses achieved results and
identifies open issues, while Section IX concludes the

paper.

II. CIP AND IACS SECURITY LANDSCAPE

In this section we provide an overview of CIP, with a more
detailed perspective on IACS security — since most Cls are
based on some sort of industrial control frameworks. The role
of this section is to provide the reader with a more detailed
perspective on how such systems are currently managed,
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FIGURE 1. Structure of the paper.

from a security perspective, so that the associated needs,
in terms of forensics and compliance auditing, become more
clear. First, we discuss the role of IACS and Supervisory
Acquisition and Data Control (SCADA) systems in CIP.
Next, we introduce related security frameworks from NIST,
ISO/IEC and other standards development organizations.
Next, we address TACS security, introduce the concept of
Security Information and Event Management (SIEM), and
discuss other security analytics frameworks.

A. THE ROLE OF IACS AND SCADA SYSTEMS IN CIP

As already mentioned, a large number of CIs are based
on large-scale IACS or Industrial Control Systems (ICS)
which, traditionally, use SCADA systems to manage physical
processes such as energy production and distribution, water
and sewage treatment, traffic management and railways.

These SCADA systems can be roughly defined as a set of
systems of command and control networks that control the
operational sequence of the underlying physical processes.
A typical SCADA system controlling ClIs generally includes
a control center and several field sites [13]. These sites are
often distributed over a wide geographical area. Field sites
are equipped with devices such as Program Logic Controllers
(PLC)s or Remote Terminal Units (RTU)s [14], that control
the on-site machines and periodically send information about
the state of the field equipment to the control center. SCADA
communications use a wide range of protocols, such as
DNP3, Modbus, PCOM, ProfiNet, DeviceNet, ControlNet or
Common Industrial Protocol [15].

In the early days, SCADA systems did not incorporate
cyber-security mechanisms, since they were significantly
resource-constrained and designed to run in isolated
networks. They consisted of simple I/O devices transmitting
signals between master and remote terminal units. Currently,
SCADA systems can communicate over Internet Protocol
(IP) networks, enabling its connection to the corporate
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network or even directly to the Internet, to integrate SCADA
data with external systems such as Enterprise Resource
Planning and Business Process Management tools. This
interconnection of SCADA systems with wider networks
brings new threats for which they were not originally
designed, making them much more vulnerable. Moreover,
CIs such as smart grids and water distribution networks
have become increasingly complex due to the number of
interconnected distributed devices, sensors and actuators,
often widely dispersed in the field, and the larger amount of
information exchanged both within the control system and
between the control system and external systems.

As pointed out by Ahmed et al. [13], Cornelius and
Fabro [16], and Eden et al. [17], the different nature of
SCADA systems also raises important challenges in the
application of forensics, when compared to traditional
approaches. Those classic forensics methodologies
potentially interfere with the IACS operation, since they may
introduce latency and cause critical processes to fail. Another
challenge arises from the use of resource-constrained devices
such as RTU and PLC, which often lack the storage and
processing capabilities required by forensics tools. Also,
SCADA logs might be not suitable for forensic investigation,
as they are geared towards process management, not
cybersecurity. Nonetheless, there is still a general lack of
SCADA-specific forensics tools.

To prevent known and unknown attacks, including security
vulnerabilities and threats, organizations are adopting a
common set of defense solutions such as firewalls, antivirus,
Intrusion Detection System (IDS)s, Intrusion Prevention
System (IPS)s, and SIEM [18], [19]. Eden et al. [17]
provided an overall forensic taxonomy of the SCADA system
incident response model and discussed the development
of forensic readiness within SCADA system investigations,
including the challenges faced by the SCADA forensic
investigator and suggested ways in which the process may
be improved. van der Knijff [20] identified possible sources
of evidence in the investigation process in CI. Some of
them include engineering workstations, databases, historian,
Human Machine Interface (HMI), application server, Field
devices like PLC, RTU, Intelligent Electronic Devices (IED),
firewall logs, web proxy cache, and ARP tables.

B. SECURITY FRAMEWORKS

Several security frameworks incorporate a series of
documented processes used to define the policies and
procedures around the implementation and management of
information security controls in an enterprise environment.
These frameworks are a blueprint for building an information
security program to manage risk and reduce vulnerabilities
by applying a function for identifying, protecting, detecting,
and responding to activities. These frameworks can help
information security professionals to define and prioritize
the tasks required to manage their organizations’ security.
Examples of IT security frameworks include Control
Objectives for Information and Related Technology (COBIT)
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[21], ISO 27000 series [22], NIST Special Publications
800-53 [23], 800-171 [24], NIST Cybersecurity Framework
for Improving Critical Infrastructure Cybersecurity [25] and
HITRUST CSFE. The HITRUST CSF represents a certifiable
framework that provides a comprehensive, flexible, and
efficient approach to regulatory/standards compliance and
risk management [26].

NIST SP 800-53 is the standard required by United
States (US) federal agencies but could also be used by any
company to build a technology-specific information security
plan [27]. NIST 800-171 [24] provides federal agencies
with recommended security requirements for protecting the
confidentiality of controlled unclassified information.

The ISO/IEC 27000 series provide key information
security frameworks applicable to any industry [22], [28].
For instance, ISO/IEC 27004:2016 provides guidelines
supporting organizations in assessing security performance
and effectiveness indicators [29] to fulfill the requirements
of ISO/IEC 27001:2013, with ISO/IEC 27005:2018
providing guidelines for information security risk
management. ISO/IEC 27037:2012 provides guidelines
on the handling of digital evidence, including identification,
collection, acquisition, and preservation of potential
digital evidence [30]. ISO/IEC 27038:2014 covers the
techniques for performing digital redaction on digital
documents [31]. ISO/IEC 27042:2015 provides guidance on
the analysis and interpretation of digital evidence keeping
continuity, validity, reproducibility, and repeatability [32].
ISO/TEC 27050 represents a group of standards (27050-1 to
27050-3) addressing the discovery of Electronically Stored
Information, a term coined to refer toforensic evidence in the
form of digital data [33].

Also within the ISO/IEC 27000 series, ISO/IEC
27041:2015 provides guidelines on how to make sure that the
methodologies and processes used to investigate information
security events are suitable [34]. ISO/IEC 27043:2015
includes guidance for common incident investigation
techniques across numerous incident investigation scenarios
utilizing digital evidence, based on idealized models [35].
ISO/IEC 27006:2015 specifies requirements and guidance
providing audit and certification of information security
management systems [36]. ISO/IEC TS 27008:2019
provides guidance for evaluating the implementation
and operation of information security controls, including
their technical assessment, following an organization’s
established information security requirements, including
technical compliance [37]. ISO/IEC 27040:2015 provides
technical recommendations on how organizations can
establish an appropriate level of risk mitigation by using
a tried-and-true approach to data storage security strategy,
design, documentation, and implementation.

Moreover, there are other relevant standards within
the ISO/IEC frameworks, such as ISO 21043-1:2018 that
introduces important terms and definitions in forensic
sciences [38], also providing the requirements for the
forensic process with a focus on the recognition, recording,
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collection, transport, and storage of potential forensic
items [39]. Also, ISO/IEC 30121:2015 is a framework for
helping organizations to be prepared for digital investigation
processes [40].

Regarding forensics education and training, the ASTM
standards are worth mentioning [41]. ASTM E2678
helps promoting computer forensics by developing model
courses that are compatible with other forensic science
programs. ASTM E2917 provides core standards for forensic
science practitioners’ training, continuing education, and
professional development, including training criteria for
competency, training documentation and implementation,
and continual professional development. ASTM E2916 takes
computer forensics, image analysis, video analysis, forensic
audio, and facial identification are just some of the phrases
and definitions that are utilized in the study of digital and
multimedia evidence.

Deciding upon the applicable regulatory or standardisation
frameworks an organization must comply with must
consider several factors such as the type of industry or
country-specific compliance requirements. For example,
US traded companies may start by complying with
Sarbanes-Oxley [42] and COBIT. In case the company
needs information security capabilities the option is ISO
27000 certification. NIST SP 800-53 is the standard
required by US federal agencies but could also be used by
any company to build a technology-specific information
security plan. The HITRUST CSF integrates well with
healthcare software or hardware vendors looking to provide
validation of the security of their products. NIST 800-94
[43], was introduced in 2007 highlighting the challenges
in the detection accuracy, extensive tuning, blindspots, and
performance limits.

C. IACS SECURITY

Although the protection of CI is a topic not necessarily
dependent on technology, this survey is driven by a
technological approach focused on IACS protection. IACS
incorporate Control Systems (CS) designed to manage and
control physical processes, constituting one of the main
targets for CIP activities. These CS can be defined as manual
or automatic mechanisms used to manage dynamic processes
by adjusting or maintaining physical quantities such as
mass, temperature, or speed. CS are classified in two distinct
categories: open- and closed-loop. Open-loop CS generate
their output based on input only, while in a closed-loop
the output is used as a feedback mechanism together with
inputs to generate new output [20]. CS are generally used
for monitoring and controlling industrial and infrastructure
processes and dispersed assets supported by centralized data
acquisition and supervisory control, often constituing a CPS.
In the scope of the so-called essential services, these CPS
are vital, often being highly interconnected and mutually
dependent.
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2010’s Stuxnet [44] and 2015’s BlackEnergy [45],
[46] demonstrated that the so-called security by obscurity
approach is no longer adequate for CIs. Stuxnet was the first
known malware specifically designed to target automation
systems, infecting between 50,000 to 100,000 computers
worldwide. BlackEnergy was directly responsible for power
outages for 250,000 customers in western Ukraine. Since
then, many other attacks targeting IACS were recorded, such
as Gauss, Havex, and Shamoon [47].

This situation has prompted the development of suitable
mitigation mechanisms to deal with cyberthreats against
IACS which may compromise integrity, information/control
confidentiality or availability [48], such as unauthorised
accesses, break-ins, penetration attempts, and other forms
of abuse, to detect and secure the automation infrastructure
perimeter from attacks [49].

Among these mechanisms, IDS provide the means to
monitor the infrastructure, detecting security anomalies
or suspicious behaviour by resorting to signature
(rule-based) [50] or anomaly detection strategies [51].
Due to their nature, IDS often constitute one of the most
relevant data sources for FCA purposes, detecting threats and
recording incident-related valuable evidence for forensics
analysis purposes, helping understand attacks and prevent
them in the future.

While the IDS concept was borrowed from the
Information and Communication Technologies (ICT)
world, its deployment in IACS must obey a specific set of
restrictions calling for the development of domain-specific
approaches [52]. As a result, several proposals for IACS
IDS have been presented over the past years, covering
several levels of the automation infrastructure, from the
field-level, as it is the case for the Shadow Security Unit
(SSU) PLC security monitor [53], to higher levels, as it is
the case for Rosa et al. [3], which presented a distributed
security framework for IACS. IDS systems can be classified
according to their targets, as it is the case for Network
Intrusion Detection System (NIDS) and Host Intrusion
Detection System (HIDS) [54].

IPS are the natural counterpart for IDS, providing
active response capabilities, with Intrusion Detection and
Prevention System (IDPS) combining both detection and
response capabilities [54]. However, it must be said that
automatic reaction mechanisms are often avoided by CI
operators, due to the risk of a knowledgeable attacker abusing
them for its own purposes.

Nevertheless, components such as IDS can not provide
an encompassing level of protection for the infrastructure,
a situation that requires the adoption of a structured approach
capable of providing collection, analysis and storage for
monitoring information coming from the entire IACS
infrastructure. SIEM systems, which will be next presented,
constitute one of the most popular approaches to consolidate
diversified and relevant information, leveraging it for
analytics purposes.
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D. SECURITY INFORMATION EVENT MANAGEMENT

SIEM systems are designed to collect and correlate security
log data (record of events that occurred on a computer
or network device) from a wide variety of sources within
organizations, including security controls, operating systems,
and network infrastructure, systems and applications. Their
data sources include log data and network telemetry data
from flows and packets. Typically, their blocks include source
device, log collection, parsing normalization, rule engine, log
storage, and event monitoring [55]. Once the SIEM has the
log data, data are normalized and further analysis generates
alerts when suspicious activity is detected. Moreover, SIEM
provides reports on the request of administrators. Some
SIEM products can also act to block malicious activity, for
instance by running scripts (e.g. triggering reconfiguration of
firewalls and other security controls). Forensic investigations
will benefit from correlating the collected data with the
information from the context, including assets, users, threats,
and vulnerabilities.

As stated by Gartner [56], SIEM technology provides
Security Information Management, log management,
analytics, compliance reporting, and Security Event
Management. They provide real-time monitoring and
incident management for security-related events from
networks, security devices, systems, and applications.

SIEM technology is typically deployed to support
three primary use cases: advanced threat detection,
basic security monitoring, and forensics and incident
response. Forensics and incident response contributes
with dashboards and visualization capabilities, as well as
workflow and documentation support to enable effective
incident identification, investigation and response. Basic
security monitoring includes log management, compliance
reporting, and basic real-time monitoring of selected
security controls. In the case of advanced threat detection,
it includes real-time monitoring and reporting of user
activity, data access, and application activity, incorporation
of threat intelligence, business context and ad hoc query
capabilities. At the most basic level, a SIEM system can be
supported by rules or employ a statistical correlation engine
between event log entries. Pre-processing may happen at
collectors, with only part of those events being moved to a
centralized management component, reducing, in this way,
the volume of information being communicated and stored.
Notwithstanding, this approach can discard important events
too early [57].

Sun et al. [58] presented an event-linked network model
to query and organize big volumes of data. In this
model, events are primary units in organizing the data,
whereas links represent the association among them.
This model is applied in Cloud or virtual-environment
analysis, as a huge quantity of involved data, such as
the case of the Internet service provider with SIEM
solution having a huge quantity of data at centralized
locations.
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In 2021, Gartner Magic Quadrant for SIEM identified
the following market leaders: Exabeam, IBM, LogRhythm,
Rapid7, Securonix, Splunk, Splunk, HPE, and Intel
Security [56]. A survey of those solutions, including an
analysis of external factors affecting the SIEM landscape
in the mid and long-term, can be found in [55]. Authors
concluded that SIEM systems are slowly converging with
Big Data analytics tools.

E. OTHER SECURITY ANALYTICS PLATFORMS

Active security and forensic capabilities are typically
offered separately by different security systems [59]. While
SIEM have pushed for the development of complementary
approaches for collecting and analyzing event data to identify
and respond to advanced attacks, several operators have
found them to be somehow limited due to reasons such as the
lack of orchestration capabilities, prompting the emergence
of a new generation of security analytic technologies. Next,
we introduce some of those tools and technologies.

Endpoint Detection and Response (EDR) is a
complementary software to SIEM, extending detection
and response capabilities by acting as an additional log
source. According to Gartner [60], EDR is “a SaaS-based,
vendor-specific, security threat detection and incident
response tool that natively integrates multiple security
products into a cohesive security operations system that
unifies all licensed components.” EDR solutions record
and store system-level endpoint behaviors, and include
several data analytics techniques to detect suspicious system
behavior, provide contextual information, block malicious
activity, and provide remediation suggestions to restore
affected systems [61].

While the primary incident response tools for security
teams are EDR platforms, emerging Extended Detection and
Response (XDR) products integrate a set of security products
into a cohesive security incident detection and response
platform. Gartner defines them in a category aggregating
and correlating telemetry from different sources to synthesize
and draw conclusions to enable automated response actions.
In comparison to XDR and SIEM and Security Orchestration,
Automation and Response (SOAR) tools, XDR offers a
higher level of integration of their products at deployment,
with a focus on threat detection and incident response use
cases. Moreover, while a SIEM can be be delivered in a
Software as a Service (SaaS) model, most XDR products are
developed using new cloud-native architectures, making them
an emerging alternative or complement to existing SIEM
tools. Despite such advantages, some of the SIEM use cases,
such as generic log storage or compliance, are not replaced
by XDR solutions [56].

The combination of Elasticsearch, Logstash, and Kibana
from Elastic Stack, OpenSOC, Apache Metron, and other
tools leveraged with or natively using Big Data platforms
like Hadoop offers data collection, management, and
analytics capabilities. Some security analytics platforms
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are available [9], [62], [63], [64], [65], [66], and many
open-source solutions have been developed supporting
a wide spectrum of security-based analysis [67], [68].
OpenSOC, for instance, was one of the open-source platforms
incorporating scalable security analysis tools and providing,
in many cases, an alternative to the expensive commercial
SIEM-frameworks. It provides real-time security analysis
and data analytics. The OpenSOC framework also integrates
a great part of the Apache stack, such as Hadoop [69],
Kibana [70] and Elasticsearch [71] to store, index, and
enrich data sources, including network traffic and application
log data. Apache Metron [68] is another example of
those platforms, and the successor of OpenSOC. It also
provides a full-stack software infrastructure for the analysis
and detection of network intrusions, zero-day attacks, and
advanced persistent threats. IBM QRadar is another security
platform able to scale up in terms of performance and
storage. It is designed to monitor, correlate and store large
volumes of data. It includes searching capabilities over the
indexed data and also provides key capabilities such as risk
management, vulnerability management, incident forensics,
incident response, and application. It also includes incident
forensics to enable visibility to the questions who, what,
when, where, and how a security incident occurred [72].

There are examples of security platforms specifically
designed for CIP, as it is the case for the platform proposed
by Gonzalez-Granadillo et al. [73], where processes’ events
are received from multiple sources affecting a water CI to be
correlated to generate security alarms accordingly, indicating
the presence of a threat or an attack in the monitored
systems. Another example is [52] and [4], which presents an
hierarchical two-level correlation architecture for electricity
grids, which later evolved into a Big Data solution, presented
in [3].

F. SUMMARY

This section was not intended to provide an exhaustive
overview of the field, but rather to provide an encompassing
perspective about the specifics of the CIP and IACS domains
from a security standpoint, providing the reader with broad
knowledge about the problems, limitations and the solutions
being used by CI operators. These concepts are key for
understanding the next two sections, which will be devoted to
discussing the functions and role of forensics and compliance
auditing capabilities.

Ill. FORENSICS

Forensics refers to the application of science and technology
to an investigation process to find out the facts in criminal
or civil litigation. It comprises collecting evidence of the
occurred facts, records and digital trails that can be legally
used for criminal prosecution [74]. Based on this data,
backward tracing can be used to reconstruct the chain of
events that led to an incident, with forward tracing helping
understand the repercussions of that event. Moreover, such
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procedures are often undertaken for reasons other than legal,
such as root cause analysis of system failures or incorrect
procedures, based on operational traces.

This section will start with the definition of what a Forensic
Process 1is, followed by a description of the associated
investigation processes and a definition of digital and network
forensics. Next, a brief survey on digital forensics is provided,
followed by a discussion of the impact of cloud computing on
forensics processes, data privacy aspects, forensics readiness.
Forensic schemas and interoperability formats are also
discussed, together with query and visualization tools. This
section closes with an overview of CPS forensics and the
impact of Internet of Things (IoT) and Industrial Internet of
Things (IIoT) on the forensics domain.

A. WHAT IS A FORENSIC PROCESS?

Overall, the definition of what constitutes a forensic process
is mostly coherent across different literature, regulatory
and/or standardisation sources. For instance, Rani and
Geethakumari [75] defined computer forensics as the science
allowing to identify, extract preserve, and describe the digital
evidence stored in digital devices and networks that can be
legally admissible in court for any cyber-crime or fraudulent
act. The National Institute of Standards and Technology
(NIST) [76] defined digital forensics or computer forensics
as a scientific method to identify, collect, examine and
analyze data, also comprising a systematic investigation
process of crimes in which evidence can be retrieved from
the media contents found in the associated digital device.
Casey [6] defined digital forensic investigation as a complex
and time-consuming activity in response to a cybersecurity
incident or cybercrime that should answer these questions:
what happened, when, where, how, and who is responsible.

Attacks against ICS and SCADA systems, such as
Stuxnet [44], Dragonfly [77] or Flame [78], highlighted
the relevance of forensic investigations for post-mortem
analysis. In many cases, this has prompted operators
to design and implement defense and forensic readiness
strategies, encompassing actions and procedures to provide
the capabilities to diagnose incidents and support the
identification and prosecution of attackers. Such capabilities
can also be helpful to deal with harmful events such as
natural disasters or hardware malfunctions, by providing the
capabilities to analyse the underlying SCADA Information
Technology (IT) system [13]. These approaches gain more
significance as breaches in SCADA systems may cause
dangerous consequences for both human life and the
infrastructure, beyond significant monetary loss or service
disruption [79], [80], [81].

While most cybersecurity tools are focused on detecting
and monitoring, forensic tools are focused on collecting
and recording traffic and events while, at the same time,
providing feedback information to the security actors.
Relevant operational events are monitored and recorded using
a forensic approach akin to a system black box, providing the
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FIGURE 2. Forensic investigation process.

means to investigate and retrieve evidence. Also, it should
be possible to trace the attack, prepare mitigation actions,
adjust countermeasures, apply damage control policies or
even recover from partial or total failure.

B. THE FORENSIC INVESTIGATION PROCESS

According to Hunt [59], the main purpose of intrusion
analysis and collection of forensically sound data is to seek
answers to the following questions:

e« Who is responsible for the incoming intrusion or
outgoing data transfer?

o What kind of equipment and services were involved?

o Were they able to do this because of limitations of
incoming or outgoing security mechanisms?

As illustrated in Figure 2, according to authors such as
Whitman and Mattord [54], the forensic investigation process
follows the basic methodology:

1) Preparation, including the identification of the relevant
items bringing value to evidence.

2) Acquisition of evidence with preservation, without
alteration or damage.

3) Assure at every step the evidence is verifiably authentic
and remains unchanged since the time it was seized.

4) Evidence examination and analysis of the data without
risking modification or unauthorized access.

5) Report the findings to the proper authority and take the
lessons learned.

In this context, evidence may refer to a physical object or
documented information about a past action that may help
disclose the intent of a perpetrator [54], support an alibi [6]
or provide legally admissible proof. It should be checked
whether it was obtained legally as a result of a court order
or by another order of an authorized institution or person.

The forensic investigation process should be able to
capture evidence before processes or services on the
running system overwrite useful volatile data [13]. This
may be justified for a wide array for scenarios such as
disputed transactions, allegations of employee misconduct,
presenting legal and regulatory compliance, negligence
and breach-of-contract charge avoidance, assisting law
enforcement investigations, meeting disclosure requirements
in civil claims, or supporting insurance claims when a loss
occurs.

Digital evidence comprises the data stored or transmitted
using computing means, which may be used for incident
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analysis and/or proof purposes. In the course of a forensic
investigation, it should be assured that all available digital
evidence is not only protected from deletion but also from
modification without appropriate authorization [82], with all
steps being recorded [83]. This is vital for integrity purposes,
also protecting data from anti-forensics activities, which
comprise the techniques aiming at hampering the forensics
process, destroying or modifying any digital evidence [84].

For forensics applications, digital evidence integrity is a
key property as its violation invalidates the admissibility of
data for proof purposes. A cryptographic hash can be used
to assess the integrity of the evidence, as well as the copies
used along with the examinations and analysis results of
compromised systems — this way, an examiner can rely on
data he is working on, confident is exactly the one originally
captured. A hash can be computed in the moment data is
produced and used until the moment integrity is checked,
allowing to detect abnormal situations, for instance, when an
inconsistent data image does not accurately represent the state
of the data acquisition [13].

Data provenance, which provides contextual information
related to the origin of data, can support detailed explanations
on how a specific state was reached, being included in
evidence as a statement from the person carrying out the
extraction. It specifies the source system, the acquired
artifacts to denote the chain of custody as an audit trail of
all activities, and a timestamp of data extraction [85]. Several
approaches have been proposed to implement provenance
tracking (e.g., ES3 [86], PASS [87], SPADE [88], Story
Book [89], TREC [88]). Still in this scope, Zafar et al. [90]
proposed a taxonomy of existing secure provenance schemes.

Data provenance analysis can be used to extract host
events into provenance graphs that represent the entire system
execution and help causal analysis of system actions. Some
of the recent works focused on fidelity [85], [91], [92], [93],
[94], [95], while others focused instead on efficiency [83],
[95], [96], [97], [98], [99], [100], [101]. Data provenance
can also help reducing alert fatigue [102] and identifying
intrusions [103], [104], [105].

The highly volatile nature of digital evidence implies
that a careful integrity safeguarding approach should be
followed. This chain of custody process intends to help
preserving the integrity of the information, providing a
non-repudiable chronological trace [106] detailing how
evidence was acquired, processed/analyzed, handled, stored,
and protected, to be presented as admissible evidence in
court [107]. A chain of custody ensures the collected evidence
is not modified along the investigation process and from
the moment it was collected until it is presented [108].
Prayudi and Sn [109] provided an overview of the state of
the art about challenges in the digital chain of custody. Cosic
and Baca [110] presented a digital evidence management
framework aiming to improve the chain of custody of digital
evidence in all stages of the digital investigation process,
supported by the use of SHA-2 hash function for the digital
fingerprint of evidence.
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C. DIGITAL AND NETWORK FORENSICS

In 2008, the American Academy of Forensic Sciences
(AAFS), one of the most widely recognized professional
organizations for all established forensic disciplines,
recognized forensic computer-related crime investigation as
a legitimate area, for which a new Digital and Multimedia
Sciences section was allocated [6]. This enabled the
development of a common ground for the forensic science
community to share knowledge and address current
challenges [111].

Digital forensics deal with evidence extraction,
preservation, identification, documentation, and analysis
using well-defined law enforcement procedures, establishing
clear lines within the chain of custody. According to
McKemmish [112], digital forensics can be broadly
considered as having four stages, namely: identification,
preservation, analysis, and presentation. Several methods
have been proposed in the literature, aiming to formally
reconstruct the sequence of events executed during the
incident using proven methods [113]. However, the
significant growth in the volume of data and the number
of evidence items coming from a wide range of sources
raises new challenges when conducting digital forensic
investigations.

Imaging, hashing, and carving are among the available
techniques used by digital forensics investigations. Imaging
consists of copying storage media to be examined as
evidence. Such evidence can be compromised by modern
Operating Systems (OS), due to the operations in the
background on the file system, such as indexing or journal
resolution [114].

Cryptographic hashing or signing is used to provide
authenticity and integrity of files and other evidence. For
instance, Afzaal et al. [115] presented an architecture aiming
to overcome the limitations of the classic RSA algorithm
to provide event integrity protection, allowing a group of n
parties to participate in the digital signature process to enforce
authenticity and non-repudiation. As for hashing techniques,
while MD5 hashing was originally adopted by the forensics
community [116], it was later superseeded by SHA-1 as a
NIST federal standard, with a transition timeline towards
SHA-2 or SHA-3 being announced in December 2022.

Carving refers to the forensic tools to scan unused disk
blocks to find and recover deleted data. Carving uses known
header and footer signatures to combine the non-used nodes
into the original deleted files. Mikus [117] conducted an
analysis supported by the use of carving techniques. Recent
advances in carving included recovering capabilities of
fragmented files with more accuracy [118].

Within the digital forensics field, network forensics
is concerned with monitoring network traffic to assess
anomalies and attacks. To investigate such attacks,
several data sources are available, including packet filters,
firewalls, intrusion detection systems, honeypots, sinkholes,
surveillance and vulnerability scanning systems [59].
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Software Defined Networking (SDN) was also leveraged by
Bates et al. [119] to deploy capture points over the network
to have a holistic view of network activity, which can be
used for forensics purposes. Reference [120] also discusses
the challenges of executing network forensics investigations
in virtual networking environments with tunneling and
SDN. Nevertheless, one of the most important challenges in
terms of network forensic has to do with the required data
storage and computing capabilities [121]. For instance, even
a moving window of some hours covering the duration of
relevant real-time traffic may require a significant amount
of storage from a computing cluster, something that may be
aggravated in case of sustained attacks

D. A BRIEF SURVEY ON DIGITAL FORENSICS

There is a considerable corpus of related literature on
digital forensics, whose focus is equally diverse. In this
line, Casino et al. [122] reviewed several works in the field
of digital forensics and identified their main topics and
challenges.

Regarding methodological aspects, Sommer [123] raised
awareness of the challenges involved in gathering, analyzing,
and presenting digital evidence among directors, managers,
and their professional advisers, with Williams [124]
providing direction to those who assist in the investigation
of cyber security incidents and crimes, not just for law
enforcement. van Baar et al. [125] reported benefits and
performance on processing digital forensic investigations on
a particular case involving collaboration between different
actors.

Regarding the subject of digital forensics frameworks
and other architectural developments, Verma et al. [126]
proposed a digital forensic framework that uses case
information, case profile data and expert knowledge for
automation of the digital forensic analysis process supported
by Machine Learning (ML) for finding evidence. Hunt and
Slay [59] advocate the need of a new forensic analysis
approach requiring the implementation of forensic engines,
supported by parallel processing while providing flexibility
on customizing activities for the analysis of evidential
data. Ahmadi-Assalemi et al. [127] presented a federated
Blockchain model that achieves forensic-readiness by
establishing a digital Chain-of-Custody and a collaborative
environment to qualify as digital witness for post-incident
investigations.

Specifically on the CIP scope, Ahmed et al. [128]
highlighted that forensic analysis for ICS is still in its early
development stages, due t