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With the increasing size and complexity of personal information and data Received 28 October 2022
landscapes, there is a need for guidance and support in the appropriate Revised 16 November 2023
management of a deceased person’s postmortem privacy and digital Accepted 15 December 2023
legacy. However, most people engage poorly with existing mechanisms

g R R X KEYWORDS
for specifying and planning for access and suitable usage of their own Digital legacy; post-mortem
data. We report on two studies exploring the ways in which contextual privacy; personal
factors such as the accessor and the data type may affect the appropriate- information management;
ness of personal data flows differently during life and after death. Our group information
findings indicate that suitable data access after death is highly individual management; privacy

and contextual, with differences in appropriateness between during-life and
after-death data flows significantly affected by the accessor and the data
type in question. We identify that ambiguous accessor motivation, failure to
communicate intent, changing temporal context and latent data values
further complicate the act of digital legacy planning. Our findings also
provide further evidence for the existence of a postmortem privacy paradox
in which reported user behaviors do not reflect intent. With this in mind, we
offer design recommendations for the integration of digital legacy planning
functionality within Personal Information Management (PIM) and Group
Information Management (GIM) systems.

1. Introduction

In recent years, the quantity of digital personal information that is generated and stored has become
large, dispersed, and arguably difficult to manage. Through their engagement with different tools
and services, technology users create and must navigate their own complex personal data landscape
(Bowyer et al., 2022). The last decade has seen several high-profile and large-scale data misuses,
including the widespread multi-nation government intrusions on personal data revealed by the 2013
Snowden leaks (Greenwald et al., 2013) and the political interference enabled by improperly accessed
Facebook user data in the Facebook-Cambridge Analytica scandal several years later (Cadwalladr &
Graham-Harrison, 2018). This has led to increased public and political focus on data protection and
privacy. The EU’s General Data Protection Regulation (GDPR) came into force in 2018, aiming to
support individuals’ rights with respect to their personal data and protect them from data misuse
(European Union, 2016). However, such rights and regulations usually relate to living individuals,
not the dead. The access that those who are living have, or should have, to a person’s personal data
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after death (referred to henceforth as post-mortem data) remains a gray area both morally and legally
(Michels et al., 2019; Stokes, 2015). Loved ones tend not to have official permission to access
personal data of a deceased person, but may (or may not) have access through known/shared
passwords. There remains a question of what kinds of data access would the deceased have permitted
if they were able to assess these postmortem circumstances of access for themselves. Prior work in
Human-Computer Interaction (HCI) and related fields has indicated that views on the treatment of
postmortem data vary between individuals, but this has largely been focussed on preferred digital
legacy outcomes (Grimm & Chiasson, 2014; Morse & Birnhack, 2020; Nakagawa & Orita, 2022).
Absent from these preferences is consideration of how individuals would prefer or expect potential
accessors to behave in the absence of defined plans, or how nuanced contextual factors might
influence the appropriateness of postmortem data access under such circumstances. In particular,
we identify a need to understand views on whether the death of an individual renders intrusion on
their data privacy by others more appropriate, and on what basis.

Within Personal Information Management (PIM) systems, we see a need for designs that better
support long-term and postmortem futures of data. These should support users to identify parts of
their own personal data landscape which they would prefer to become accessible and understandable
to others in the future, as well as those parts for which they would prefer reduced access or
destruction. PIM primarily focuses on how information can be stored, organized, and retrieved by
the user themselves, often using a directory structure known only to them (Jones et al., 2001; Lush,
2014). Group Information Management (GIM) focuses on shared data repositories in which infor-
mation is accessed and edited by multiple parties, often at a cost to efficiency and ease of access
(Bergman et al., 2014; Lutters et al.,, 2007; Markus, 2001). We identify a digital legacy context in
which information stored by one user goes on to potentially be perused or retrieved by another
user — a space somewhere between PIM and GIM. However, there also exists a substantial part of
a person’s information landscape that is generated through observations of their technology inter-
actions, derived or estimated about them through data analysis, or collated from other sources
(Bowyer et al., 2022). Whilst these data may exist outside of the awareness of most users, they
nevertheless have the potential to impact digital legacy and postmortem personal privacy.

This paper reports on mixed-methods research exploring the social acceptability of different
forms of postmortem access and the expectations that people have about how their own personal
data is accessed and used after their deaths. Firstly, using a questionnaire (N = 108), we investigated
the extent to which people perceive the appropriateness of unauthorized data access to their own
personal data to change in the event that the access takes place when they are no longer living. In
particular, we sought to understand how contextual factors such as “what” the type of data is and
“who” is accessing might affect such judgments, basing our approach on the Contextual Integrity
model of information privacy (Nissenbaum, 2004, 2009). Secondly, we conducted and analyzed
semi-structured interviews (N =12) to examine individual rationales and motivations that underpin
such judgments of appropriateness, seeking to understand personal evaluations of future data values
and privacy and how they shape expectations around postmortem privacy boundaries. Additionally,
we collected overall privacy and postmortem privacy valuations and protection behaviors in order to
identify any disconnect between intent and behavior, which has previously been identified as
a postmortem extension to the established privacy paradox phenomenon (Norberg et al., 2007), in
which people are seen to display concern about their privacy but fail to act appropriately to protect it
(Holt et al., 2021; Morse & Birnhack, 2020).

Through descriptive and inferential analysis of the questionnaire data and a thematic
analysis of the transcribed interviews, our findings paint postmortem data access values as
highly individual and contextual, with death representing a change in perceived appropriate-
ness for some, but not all, participants. Appropriateness of unauthorized postmortem data
access and willingness to give permission for that access were seen to differ depending on the
type of data and who the accessor would be, indicating a need for integration of context and
data granularity within plans for postmortem data access. Our results also support the
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presence of a postmortem privacy paradox, with participants reporting that they consider
postmortem privacy to be important yet expend little effort to protect it. In this paper, we will
report on our findings to ground an argument that PIM does not yet adequately support the
consideration of postmortem information, suggesting implications for the design of tools and
processes that support the formulation of legacy plans of sufficient granularity and
individuality.

2. Background
2.1. Data values

With the growing prevalence of digital devices and services, it is becoming common for people to
generate, intentionally or otherwise, large sets of data relating to their daily lives. The capture and
usage of this data is a powerful tool for change and a driving factor in the success of today’s largest
online businesses, and as a result of increasing public awareness of past and potential misuses of user
data, recent years have seen a push for clearer data collection and usage policies and user settings.
Human-Data Interaction (HDI) is an interdisciplinary field of study that places humans at the center
of their data, formed around themes of legibility (relating to transparency of collection and usage
policies), agency (relating to the capacity of users to take action within data systems) and negotia-
bility (relating to users’ ability to react to dynamic elements of data access and changing social
norms) (Mortier et al., 2014). Similarly, Acquisti et al. (2015) use three themes to connect privacy
research: uncertainty, in which technology users are unsure to what degree they should be concerned
about privacy (often due to asymmetric information or understanding about how personal data is
collected and used); context-dependence, in which views on privacy fluctuate with context and
according to environmental and social cues; and malleability, in which behavioral and psychological
processes may be used to impact privacy behaviors of users. The GDPR has provided many users
with the legal right to understand what is being collected about them and how it is used, access the
personal data that organizations collect and store about them, request the erasure of their personal
data, and to object to particular personal data processing that is not related to the service in question
(European Union, 2016). Elsewhere, similar regulations have emerged, such as the 2018 California
Consumer Privacy Act (CCPA) (Kessler, 2019). Whilst compliance and effectiveness of these
processes has been limited, many large companies have since introduced tools that allow users to
easily download copies of their personal data (Bowyer et al., 2022).

Alongside the big data interests of major corporations and governments, and the associated power
shifts that have become associated with them (Zuboff, 2015), there is also value and meaning to be
found within individual data trails. Data, digital possessions and shared online spaces can play a role
in the way that people construct and co-construct their sense of self (personal identity) (Belk, 2013),
and social media can be used as a means of constructing alternate digital identities to be presented to
others (Hogan, 2010). Personal informatics is a field of study relating to self-tracking through data,
which is an activity that people may carry out in order to inform behavior change or simply to know
themselves better (Li et al., 2010). Epstein’s model of Lived Informatics describes associated decisions
and behaviors associated with personal informatics, including tool selection, reflection and lapsing of
tracking behaviors (Epstein et al., 2015). The Quantified Self movement represents the cultural
phenomenon of using personal informatics to derive self-knowledge (Lupton, 2016), which can
ultimately result in a personal historical record from which a person - or their loved ones — might
derive value and meaning (Elsden & Kirk, 2014; Elsden et al., 2016). However, some argue for such
technology to support narratives and meaning-making above simply representing the “facts” of
a person’s life (Crete-Nishihata et al., 2012). With respect to health data, the 2022 European Health
Data Space proposal aims to create an ecosystem in which citizens are supported to control their
own data on an individual level whilst also contributing to the use of that data on a wider scale
within research and policy making (European Commission, 2022). An emerging area of development
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with respect to distributed online personal data and informatics is the use of personal data stores
(PDS) as a means of re-imagining data flows between users and services and supporting negotiability
of data access (Fallatah et al., 2023).

We also consider, herein, the potential value of such individual data after death, whether collected
by an individual or a third-party, alongside potentially conflicting privacy expectations and norms.

2.2, Post-mortem privacy

In this paper we will use the term post-mortem privacy, referring broadly to the concept of privacy
after death. As such, we align with Edwards and Harbinja, who speak of “the right of a person to
preserve and control what becomes of his or her reputation, dignity, integrity, secrets or memory
after death” (Edwards & Harbinja, 2013). Our treatment of privacy, more generally, builds on the
concept of Contextual Integrity (Nissenbaum, 2004); we consider privacy not as a static attribute that
can be applied to a particular dataset, but rather in terms of the appropriateness of data flows. For
Nissenbaum, privacy is rooted in the flow of data from one place to another, and a data flow can be
described in terms of contextual factors such as who the subject, sender and recipient are, what the
data are, and under what transmission principle (such as consent) information is sent. In a series of
quantitative works on the subject, Martin and Nissenbaum used factorial vignettes (scenarios that
vary according to a factorial experimental design) to explore how variations in these contextual
factors profoundly impact privacy evaluations of ostensibly “sensitive” information (Martin &
Nissenbaum, 2016), discredit the notion of a dichotomy of public versus private data (Martin &
Nissenbaum, 2017), and reveal location data to be a category of personal data for which privacy
depends a great deal on contexts of access and usage (Martin & Nissenbaum, 2019). Across those
findings, the authors describe commercial uses and mass collection and sale by data brokers to be
among the most contentious, even for data that may already be publicly available. In this work we
consider the vital status of a person (which is to say if they are alive or dead) as a potential part of the
context of a data flow. For example, an individual may consider it appropriate for financial data to be
provided to their executor once they are dead, but not before. Further, we identify that vital status
may be a relevant factor not only in the appropriate access of data, but also its usage. For example,
Bassett (2022) proposes that with advancements in technology, there may come a need for a Digital
Do Not Re-Animate (DDNR) order, so that people may prevent data relating to them being used in
order to falsely represent them posthumously. Similarly, there are calls for an enforceable clause in
wills in support of the dignity and privacy interests of an individual to prevent or otherwise control
acts of digital reincarnation (Harbinja et al., 2023), or to expand legislation to safeguard against
unauthorized digital cloning (Roberts, 2023). Just as the notion of individual privacy may spill over
into wider societal issues such as surveillance capitalism (Zuboff, 2015), we view postmortem privacy
as having the potential to safeguard against other postmortem consequences that may oppose
a person’s interests.

There has been limited research investigating user perspectives on the future of their data and
data privacy. Grimm and Chiasson (2014) examined how 400 participants of various nationalities felt
their digital footprints should be handled after death. They found participants to exhibit a wide range
of opinions on the value of planning for death and for planning for digital legacy specifically. Of the
options given to participants, the three most popular, in order, were deletion, passing to the next of
kin and deciding individually (for each asset/account), all of which were considered preferable to
leaving things as they were, going by the terms of service, or making data public. When asked about
specific accounts, those related to banking, cloud storage, blogging and photography were most
commonly preferred to be transmitted to the next of kin, whilst those relating to social media,
e-mail, chat, entertainment, contributions to collaborative websites, shopping, dating, gambling, and
government were most commonly preferred to be deleted. However, in most cases, each specific
form of account garnered a range of preferences. Qualitative work by Pfister (2017) also indicates
a tendency toward deletion for the majority of a person’s data and accounts. In another survey,
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participants were seen to be split between three broad options: “deny access to all contents”, “allow
access to some of the content” and “allow access to all contents” (Morse & Birnhack, 2020). Across
three main types of content (e-mail, SNS and cloud), their participants differed only slightly, with, in
each case, about one fifth preferring access to “some” content, about one third preferring to deny all
access, and about half preferring to allow all access. Most preferred such access to be granted to their
spouses, if anyone, followed by parents and children as applicable. The reasons for such access, as
reported using open-ended questions, were seemingly focused on providing important information
enabling others to make arrangements, supporting memories and commemoration, and leaving
things of a sentimental nature. When asked why they would deny such access, participants’ main
reasons related to privacy, with some simply considering such things to be irrelevant after death.
A more recent survey by Nakagawa and Orita (2022) placed a particular emphasis on potential
commercial usage. They saw a tendency toward preferences for automatic deletion of internet
services usage data for both real-name and anonymous accounts, and when asked if they would
nominate a particular person to be able to manage or read their personal data from these services,
more than 50% either did not want to nominate somebody or did not have somebody suitable to
nominate, with those who did nominate an individual typically choosing a spouse, child or sibling.
Presenting various forms of postmortem data usage, they found that most were deemed unaccep-
table, even if they or their heirs were to be financially compensated for the usage. Yet, even when
individuals appear to value continued privacy after death, it has been observed that actions tend not
to reflect this - a postmortem extension of the privacy paradox phenomenon (Holt et al., 2021;
Morse & Birnhack, 2020). Morse and Birnhack (2020) describe a posthumous privacy paradox in
terms of three user groups: those for whom the privacy paradox persists posthumously, those who
resolve the paradox by making plans, and those for whom there is an inverted paradox, in which
users wish to share their data posthumously but fail to act in support of that preference.

2.3. Digital legacy

In recent decades, the topic of what we leave behind of our digital lives has been studied across
multiple disciplines. In Law, scholars have sought to unpick the evolving nature of digital assets as
property, and legislate when and how digital entities may be inherited and the extent to which
personal privacy and data protection regulations ought to apply (Birnhack & Morse, 2022; Harbinja,
2022). In some jurisdictions, access to digital assets for fiduciaries where specified in one’s will is
legislated (RUFADAA in most of the United States (Fiduciary Access to Digital Assets Act, Revised,
2015), UADAFA in Canada (Uniform Law Conference of Canada ULCC, 2016), and France’s Law
for a Digital Republic (Gouvernement de la République francaise, 2016), however this is typically
restricted to those who have taken legacy planning actions and does not necessarily simplify the
matter from a technological, privacy or organizational standpoint. Psychologists and sociologists
have observed changing practices of mourning and memorialization with the proliferation of social
media (Brubaker et al, 2013; Kasket, 2012, 2019; Walter, 2015). Within fields also engaging
Engineering and Computer Science, such as HCI and Cybersecurity, a wide range of research has
explored issues involving how users may design, curate or otherwise plan their digital legacies, and
how their legacy may go on to affect others (Chen et al,, 2021; Gulotta et al., 2013, 2017; Maciel,
2013; Maciel & Pereira, 2015; Odom et al., 2012). Digital legacy research also includes explorations of
the postmortem transfer of access to (or destruction of) digital assets (Brucker-Kley et al., 2013;
Grimm & Chiasson, 2014; Holt et al., 2021; Locasto et al., 2011; Pfister, 2017), the responsibilities
and burdens associated with handling the legacies of others (Brubaker et al., 2014; Odom et al,,
2010), and speculative designs and critiques regarding the prolonging or imitation of the personhood
of the deceased through digital means (Meese et al., 2015; Ohman & Floridi, 2018; Pitsillides, 2019;
Wallace et al., 2018). Although the concept can be described using various terms, such as digital
heritage, digital estate planning and digital remains, we will use the term digital legacy in order to
align with the greater part of HCI research. However, where some digital research focusses on new
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forms of deliberative inheritance and remembrance, such as the production and affordances of
“technology heirlooms” (Odom et al., 2012) or social media memorials, our paper targets more
naturally formed data and information legacies and the ways in which these might be directed by
and managed according to user preferences. Massimi et al. (2011) identify four central stakeholder
groups in the area digital legacy: mortals, the dying, the dead, and the bereaved. In this research, we
have chosen to focus primarily on mortals and (indirectly) the dead, in an attempt to better
understand the nature of views on appropriate behaviors toward and about the dead. However,
our findings support a need for improved means of collaboration between these stakeholders —
something identified as a missed opportunity in two recent reviews of HCI research on the topic
(Albers et al., 2023; Doyle & Brubaker, 2023).

As technologies have developed, often focused entirely on their living users, some have called for
the integration of mortality into the design of technology - a concept described by Massimi and
Charise as Thanatosensitivity (Massimi & Charise, 2009). At present, such approaches are rare, but
there are several notable instances of large online services that have developed functionality of this
sort. Facebook, often cited as a service with growing numbers of deceased users (Ohman & Watson,
2019), introduced its legacy contact feature in 2015 (Brubaker & Callison-Burch, 2016; Gibbs, 2015).
By nominating a person to act as their representative in the event of their death, Facebook users can
enable the posthumous transfer of a measure of control over their profile, including the ability to
update their profile picture, write a pinned post, download a copy of what they shared on Facebook
and request the account be removed (Facebook, n.d.b; n.d.a). Facebook is one of the only major
online services that allows for even partial assignment of rights following the death of its users,
however even this is only the case in the event that the user has completed this process (Michels
et al., 2019). Recent research has also indicated that many users who have done so may have
expectations that do not fully align with the limited functionality that is actually offered (Gach &
Brubaker, 2021) and there is limited clarity around how privacy settings go on to affect memor-
ialization (Trevisan et al., 2023). Another relatively well-known design that factors in, if not death
explicitly, at least the future expiry of its users is the Google Inactive Account Manager. Google’s
approach is much more granular, allowing for certain data from a selection of Google’s services to be
sent to certain named recipients (Google, n.d.). Unlike Facebook, there is no associated transfer of
control, and rather than taking place upon notification and proof of the death of the user, the
process will initiate following a defined period of user inactivity and unresponsiveness. Apple take
yet another approach, with assigned legacy contacts requiring an access key generated by the user
when selecting them as a contact (Apple, n.d.). Whilst it is encouraging that processes such as these
have been developed, usage appears to remain low, with a recent poll indicating that as few as 3% of
people in the United Kingdom (UK) have used such tools (STEP, 2022).

A natural disadvantage of built-in digital legacy functionality like that described above is that
people sensitized to privacy after death may use many different services and would be required to
understand and activate a separate legacy tool on each, all of which may differ in purpose and
approach and have different requirements of the various parties involved. Doing so would be time-
consuming, tedious, and cognitively demanding, and likely to create a burden for the individual(s)
expected to navigate those legacy processes in order to carry out their wishes or access important
information. Furthermore, there would be a need for constant review of functionalities and policies
in order to maintain an effective plan, as well as an awareness of the legacy contact’s continued usage
of the service in question. Another approach is to conduct digital legacy planning in a way that cuts
across multiple services and data repositories. One available technology to do so is the password
manager, which, by way of its usual operation, collects information about which services a user visits
and the credentials that are used to access those services. Some popular password managers, such as
LastPass (LastPass, n.d.) and BitWarden (BitWarden, n.d.), offer a means of transferring a copy of
a user’s password vault to a pre-assigned user in the event of an “emergency,” using a dead man’s
switch mechanism that can be initiated by their chosen emergency contact and can be canceled by
themselves within a set period of time if they are living and well. However, the use of passwords to
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control postmortem access in this way is also an imperfect solution, as it sits in a legal gray area
(Michels et al.,, 2019), may allow for identity theft, affords no data granularity within services, and
may become ineffective over time as security methods such as multi-factor authentication become
commonplace and more advanced. Additionally, the use of password managers to transfer passwords
may incur a premium tier subscription, which could become costly over many years, and relies on
the exclusive use and longevity of the password manager service (Holt et al., 2021).

As an alternative to relying on legacy functionality within existing systems, some bespoke services
for digital legacy planning have been produced in an attempt to fill a perceived market gap. These
two approaches to digital legacy systems have been termed Integrated Digital Legacy Management
Systems and Dedicated Digital Legacy Management Systems (Yamauchi et al., 2021). However, the
market for dedicated systems has proven difficult to monetize, with services struggling to survive
long enough to be able to deliver on their aims (Gulotta et al., 2016; Yamauchi et al., 2021). In the
absence of established and widely used systems of either integrated or dedicated design, people who
are interested in planning elements of their digital legacy may choose to implement a plan of their
own design. Options in this regard include manually curated lists of used services and passwords,
creation of hard drives containing important documents and data and deliberative sharing practices
of nonsensitive, but valuable, information (Brucker-Kley et al., 2013; Holt et al., 2021; Kasket, 2019).
In such cases, however, the user is required to be dedicated enough to the endeavor to spend
considerable time and effort designing, implementing, and reviewing their plan. It is our contention
that personal information management systems are well positioned to provide mechanisms for the
enhancement of user agency in this respect.

2.4. Personal information management

Personal Information Management (PIM) tends to treat personal information as that which is
in some way obtained, ordered and kept for future personal use by an individual (Jones et al.,
2001; Lush, 2014), as opposed to the focus on personally identifiable data that is found in
discourse on data privacy and legislation such as the GDPR. A considerable subset of PIM
research can be placed under the label file management, in which the everyday usage of
organizational constructs, particularly folders, is an important factor in how information is
used in practice (Dinneen & Julien, 2020). PIM research has indicated that, despite many
attempts to shift toward systems based on search or tagging functionality, users tend to prefer
this directory-based structure when managing their personal data, and that they do so in ways
that are highly individual (Bergman & Whittaker, 2016). Bergman et al. (2003) proposed a set
of principles collectively named the user subjective approach, in which this individuality is
reinforced by designing PIM systems to promote information according to subjective value,
present information related by topic together, and keep the information within the contexts in
which it was originally accessed. A key principle in traditional information management of this
sort is that the accessor is expected to be the same person who originally organized the
information, and that their primary aim is “keeping found things found” (Jones et al., 2001).
Increasingly, however, this is becoming problematic, as shared spaces are becoming common
and users are engaging in Group Information Management (GIM) environments in which the
finder is not necessarily the organizer (Lutters et al., 2007). Within GIM systems, users are
required to navigate additional data privacy and organizational complications and must
organize and curate data in a way that can be expected to make sense to other users
(Markus, 2001). Early research into GIM systems by Berlin et al. (1993) identified difficulties
caused by differences between personal styles of data management, and detailed analyses of file
retrieval suggest that failure rate and retrieval time are much higher in GIM environments
than PIM environments (Bergman et al., 2014). Furthermore, the quantity of information
generated is becoming difficult to manage manually, and users are turning to newer techno-
logical methods of information retrieval (Bergman et al., 2022). As the quantity and complexity
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of data increases, there is a growing need to consider information longitudinally, including
how users can be supported in decisions to keep or discard data and how to present informa-
tion differently over time (Gulotta et al., 2015; Khan et al., 2018; Vitale et al., 2019, 2020).
Research has suggested that long-term management of personal files is difficult, with users
tending to be overwhelmed by the quantity of files and data and often deferring evaluation due
to an inability to predict their future usefulness (Whittaker & Hirschberg, 2001; Whittaker
et al, 2010). Boardman and Sasse (2004) also outlined the difficulties of managing large
collections, identifying that approaches to the problem differed not only between individuals,
but also that individuals each tended to employ multiple strategies, and that PIM solutions
were required to support that variety of approaches whilst not penalizing those who chose not
to conduct such organization.

We argue that postmortem data access represents a particular context of information manage-
ment in which both curated personal information and data trails of a more passive and opaque
nature have the potential to later become relevant at a group level, depending on the stated
preferences of the individual and actions of their survivors. Failure to account for this context
produces a risk that well-meaning loved ones of deceased users, seeking to act in accordance with
their digital legacy and postmortem privacy wishes by retrieving certain valuable information, will
find themselves operating within unfamiliar personal information environments that they struggle to
navigate appropriately or effectively. In this research, we sought to clarify and evidence the complex-
ity and contextuality of postmortem data access behaviors. By doing so, we hoped to elucidate this
problem and produce implications for the design of digital legacy management systems or integra-
tion of digital legacy functionality.

3. Research design
3.1. Research aims, objectives and approach

We believe that the complexity of the problem of appropriate postmortem data access goes beyond
dichotomies of public against private, or preservation against deletion. Basing our approach loosely
on some of the factors outlined within Contextual Integrity (Nissenbaum, 2004), we aimed to take
a deeper look at how nuances in postmortem data flows might affect judgments of appropriateness.
We wished to consider, given an assumption that no preferences are specified before death, how
different individuals interpret the appropriateness of postmortem data access when the context of
that access is modified. In doing so, we wished to explore the social acceptability, from the point of
view of the data subject, of different forms of postmortem personal privacy intrusion as they may
currently occur.
Our primary objectives for the research follow.

(1) In a systematic way, examine the extent to which contextual factors impact evaluations of
appropriateness of data access during life and after death.

(2) Explore some of the rationales, experiences and emotions associated with such evaluations
and any observed changes in response to context.

(3) Examine the extent to which postmortem privacy and digital legacy planning behaviors
correspond with these responses, in order to further examine the concept of a posthumous
privacy paradox.

In two closely related studies, we employed scenarios to describe different forms of data access
during life and after death, seeking to gauge normative views on these behaviors and demonstrate
the effect of vital status as a contextual factor. Both studies were conducted entirely with residents of
the UK.
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3.2. Study one

In Study 1, conducted in December of 2020, we used an online questionnaire to gather responses
from a sample of the research population to a series of scenarios representing unauthorized data
flows. We also gathered information about their evaluations of the importance of privacy and
postmortem privacy more generally, as well as their engagement with legacy planning behaviors
and tools.

3.2.1. Participants

Participants were recruited using prolific.co, a paid participant recruitment solution, which enabled
us to recruit a sample of UK residents with varied age and suitably balanced gender ratio. A Call for
Participation invited participants to join “a study about privacy preferences” that involved respond-
ing to scenarios that “will require you to think about or imagine things that might happen after you
die.” Participants were paid an hourly rate of £10 per hour, calculated to £2 per participant according
to the median time taken (Approximately 12 minutes). Responses were screened for quality using
several attention check questions throughout the questionnaire. In total, 108 participant responses
were accepted, with an even split between male and female and diverse in age (M =45.12, Mdn =51,
Range = 19-76, SD =15.07).

3.2.2. Method and procedure

In the main task of the questionnaire, participants were asked to respond to a series of 12
scenarios, each of which was near identical but differing across three key contextual factors,
namely who the accessor is, what the data type accessed is, and whether the access is described
as taking place during life or after death. The described usage of the data also varied in order
to be consistent with the data type. An example scenario is as follows (relevant contextual
factors underlined):

After you have died and without your permission, a close friend or family member gains access to your primary
messaging application and reads through conversations you have had with other people.

The scenarios were presented in three blocks, each of which represented one of three types of
data: private messaging, digital files, and location data. The data types were chosen as broad
examples of common data that might elicit different evaluations of privacy, value, and useful-
ness. These blocks made up sections of the questionnaire, and the order of those sections was
randomized. Within each block were four scenarios, varying across two dimensions: the
accessor of the data was described as either a close friend or family member or by a company
or organisation (to approximate a close and distant relationship with the accessor), and access
was described as taking place during everyday life or after you have died (to represent vital
status). The order of these scenarios was randomized within each block.

For each scenario, participants answered six seven-point Likert items, presented in the same order
for each scenario. These examined to what extent the participant agreed with the following:

“The information access described above is appropriate”

“It was easy to decide how appropriate this information access is”

“This type of information access is likely to happen to some people”
“This type of information access is likely to happen to me”

“I would give permission for this information access, if asked in advance”
“It was easy to decide whether I would give permission for this”

The questionnaire also featured a section that asked some more general self-reflection on the value of
privacy and postmortem privacy, and personal behaviors regarding this (shown in Figure 1). This
section was presented either before or after the main task, in order to counter-balance priming



10 J. HOLT ET AL.

Self-reported privacy values
B strongly Disagree O Disagree O Somewhat Disagree O Neither Agree Nor Disagree O Somewhat Agree @ Agree B Strongly Agree
Privacy is important to me
| 2 7% 40% e |
I spend a lot of effort maintaining my privacy

47% 16% 42% 25% 6%
\

I should do more to protect my privacy

4 10% 31% % SO |
My privacy after I have died is important to me
\ B5l 8%  18% 31% 21 [EEE |

I spend a lot of effort making plans to protect my privacy after I have died
| 22% 36% 24% 11:% 53 |
I should make better plans to protect my privacy after I have died
| B%36% 23:% 20% 26% [ 17% | |

Figure 1. Responses to overall evaluations of privacy and postmortem privacy indicate a lack of action relating to postmortem
privacy despite wide agreement that it is important.

effects. Finally, we asked participants to identify their engagement with a selection of legacy planning
behaviors, in order to better understand the prevalence of currently available options. These are
shown in Table 2 and include legal actions, integrated digital legacy management systems and other
available planning behaviors. We also provided a free-text space in order for participants to highlight
techniques or services that we had overlooked.

The Study One data were analyzed using descriptive and inferential statistics. Given that our
response data was not distributed normally, we judged that our data set fails the assumptions of
parametric testing, and in our findings section we report on non-parametric analysis. To do so, we
used the Aligned Rank Transform ANOVA (ART), which is capable of examining interaction effects
within non-parametric datasets (Wobbrock et al., 2011).

3.3. Study two

In Study Two, conducted in November 2021, we sought to gain qualitative insights and individual
reflections on the subject matter explored in Study One. Whilst our questionnaire explored the
effects of contextual factors in a systematic way, Study Two captured individual perspectives more
idiographically, focussing on the reasoning and feelings that were associated with evaluations of
unauthorized postmortem data access. Given the comparative depth of consideration in this study
compared to the first, it was not feasible to address all elements that had been addressed in Study
One. As such, we chose to focus on judgments of appropriateness and limit the scenarios to access by
a friend or family member, which had been the scenarios in which there was a notable difference
between access during life and after death.

3.3.1. Participants

In total, the Study Two data consists of interviews with a new sample of 12 participants, consisting of
five female and seven male and with a mean age of 58 years. All were UK residents, eight from the
Northeast region, and had been recruited via Voice, a community of members of the UK public who
wish to contribute to research and innovation. A new sample was used in order to capture initial
reflections to the questions and scenarios utilized and avoid any priming effects of taking part in the
survey reported in Study One. Participants were selected from a shortlist in order to ensure a spread
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Table 1. Study two sample demographics.

Participant Region Gender Age Ethnicity
Olivia North East England Female 25 White British
Hassan Central Scotland Male 27 Pakistani
Leanne South Wales Female 36 White British
Mark North East England Male 47 White British
Susan South West England Female 58 White British
Michael North East England Male 60 White British
Suresh London Male 61 Indian
Andrea North East England Female 61 White British
Richard North East England Male 68 White European
Robert North East England Male 77 White British
Shirley North East England Female 81 White British
Charles North East England Male 93 White British

Table 2. Self-reported engagement with selected behaviors that may form part of a digital legacy plan.

| don’t know  Prefer not
Yes No N/A what this is to say

| have a will 29.6% 68.5% 0% 0.9% 0.9%
My will contains instructions relating to my digital belongings 0.9% 26.9% 70.4% 0% 1.9%
| have left other instructions relating to my digital belongings 5.6% 82.4% 10.2% 0.9% 0.9%
| have set up Facebook’s Legacy Contact feature 4.6% 64.8% 13.8% 16.7% 0%
| have used Google’s Inactive Account Manager feature 19% 713% 5.6% 20.4% 0.9%
| have put important files onto a USB stick, hard drive, or other form of  19.4% 76.9% 1.9% 1.9% 0%
device so that others can access them in the event of my death
| often write my passwords down somewhere 25.9% 713% 0% 0% 2.8%
| often save my passwords in my web browser 528% 435% 1.9% 0% 2.8%
| use a password manager 269% 704% 0% 0.9% 1.9%
| have set up an Emergency Contact to be able to access my password 83% 41.7% 45.4% 1.9% 2.8%
vault

of ages. Nine participants self-reported as White British. No participants withdrew from the study;
however, we did exclude two additional interviews from the data set prior to analysis due to poor
engagement with the interview (including multitasking, unresponsiveness, repeatedly leaving the
teleconference) and technical difficulties. Based on prior research suggesting that data saturation
typically occurs within the first 12 interviews, we judged the final sample to be appropriate
(Guest et al.,, 2006). All participants were compensated with a £20 shopping voucher, including
those whose interviews were not analyzed. Table 1 shows the participant demographics alongside
their pseudonyms, which were chosen to align with age, gender, and ethnicity.

3.3.2. Method and procedure

Study Two interviews were semi-structured and conducted remotely via Zoom teleconference. Each
interview was preceded by a short online questionnaire, identical to the basic privacy values section
used in Study One; participants were asked at interview to elaborate on their answers to those
questions, before being presented with a small set of data access scenarios selected from those used
in Study One. During this part, the data accessors were always described as “a close friend or family
member,” and the during life scenario was always presented immediately before the after you have
died scenario in order to allow the conversation to naturally focus on any differences between during
life and after death access. Participants were additionally asked to imagine and discuss access to data
in the long-term future, such as by a descendent or historian.

We conducted a Reflexive Thematic Analysis of these interviews, following Braun and Clarke
(Braun & Clarke, 2013). This analysis was primarily carried out by the lead author with the support
of Quirkos, a computer-assisted qualitative data analysis software tool. This process involved
familiarization with the data through repeated reading of the transcripts, before carrying out data-
led coding and iterative grouping and regrouping of those codes. Codes and groups of codes were
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organized into hierarchical structures; for example, “the wishes of the deceased should be acted on”
and “confidence in handling others’ estates is empowering” are codes that were grouped under the
broader code “navigating deaths of others appropriately”. This process involved sense-checking with
the wider research team and resulted in the formation of a small selection of candidate themes,
which we have organized into the findings that are presented in this paper. For example, the codes
given above ultimately formed part of the theme Mutual Responsibility. As the presented findings
represent those sections of the analysis that pertain most directly to the study aims and objectives,
which are theory-led, we characterize our analysis as a combination of inductive and deductive
approaches.

3.4. Ethical review

Both stages of the research were designed to minimize risks to the wellbeing of those involved. We
identified that contemplations of death and dying are potentially distressing to participants and
ensured that all advertisements, consent processes and instructions were explicit about the topic of
the research. Informed consent was gathered for both studies, with additional verbal consent also
confirmed at the beginning of the interviews, and both stages also ended with a clear debrief of the
purpose of the study. All participants were made aware on multiple occasions that they could
withdraw at any point. For Study Two, participants were informed that the interview could also
be paused, in the event that they became upset but preferred not to withdraw. Interviews held over
teleconference were preceded by a check that participants were in a comfortable and private place,
could see and hear well, understood they were to be recorded, and were confident in their use of the
teleconferencing software. All research conducted was designed to meet the ethical and data
collection and processing standards of the lead author’s institution and was formally approved by
their Research Ethics Committee as such with references 8531/2020 (Study One) and 21-022-HOL
(Study Two).

4. Findings
4.1. Study one

4.1.1. Overall privacy and post-mortem privacy evaluations and legacy planning characteristics
Figure 1 shows the distribution of the Likert responses for items relating to overall privacy values, and we
will report medians and interquartile ranges where the Likert responses have been transposed to numbers
from one to seven, and where one represents Strongly Disagree and seven represents Strongly Agree. All
statistical findings presented relate to a sample size of N=108. Almost all (98%) of participants agreed at
least somewhat that privacy is important to them (Mdn=6, IQR=1). Despite 73% of participants
indicating that they already spend a lot of effort maintaining their privacy (Mdn=5, IQR =2), 84%
reported that they should do more to protect their privacy (Mdn = 6, IQR = 2) - a result that we interpret
as reflecting the difficulties associated with maintaining personal privacy. A significantly smaller majority of
67% (as tested using the Wilcoxon Signed Rank Test, Z = 7.387, p < .001) reported that privacy after death is
important (Mdn = 5, IQR = 2), with fewer exhibiting strong agreement and 18% opting for “neither agree
nor disagree,” compared with 0% for the general privacy question. A similar distribution is seen for
responses to whether or not participants should make better plans to protect privacy after death (Mdn =5,
IQR =2), suggesting that those who see importance in postmortem privacy also see their own plans as
lacking. This is supported by the strikingly different response to the self-reported effort spent making plans
to protect postmortem privacy (Mdn = 2, IQR = 1), with a strong majority disagreeing that they spend a lot
of effort doing so. A Wilcoxon Signed Rank Test shows significantly reduced reported effort spent
protecting postmortem privacy compared to lifetime privacy (Z = 8.527, P <.001). These findings support
existing research identifying a postmortem privacy paradox - the phenomenon of individuals expressing
value in postmortem privacy but not acting to protect it (Holt et al., 2021; Morse & Birnhack, 2020).
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Strongly Agree =

Question

Neutral - Importance

Agreement

=== Effort spent to protect

Strongly Disagree -

' '
Privacy during life Privacy after death
Vital Status

Figure 2. Median responses evaluating the importance of privacy and the effort spent protecting that privacy, shown separately
for privacy during life and privacy after death.

Further, they appear to show a more pronounced gap between reported intent and effort spent in the case
of postmortem privacy than for overall privacy, as illustrated in Figure 2.

Table 2 shows the numbers and proportion of participants who reported engaging with the
selected behaviors that may form part of digital legacy planning or be an important factor in the
handling of a digital estate. For this group of questions, there was minimal engagement with any
activity specifically relating to digital legacy planning. At 19.4%, creating a USB stick or other
hardware device with important files was the most commonly used technique for digital legacy
planning. Use of platform-specific digital legacy functionality for Facebook and Google was very low,
at 4.6% and 1.8% respectively.

In addition to these direct questions, an open ended free-text question was offered, in which
participants could report unmentioned techniques that they have personally employed. No partici-
pants reported using a Dedicated Digital Legacy Management System nor any unmentioned legacy
process integrated within a service.

4.1.2. Appropriateness and permission
Figure 3 shows the responses to the Likert item collecting views on appropriateness for each of the
12 scenarios described. There are a number of notable aspects to these results:

(1) There is a clearly visible positive change in the appropriateness of a friend or family
member accessing data without permission when that access takes place after death, and
no corresponding change in appropriateness if the entity accessing the data without
permission is a company/organization. Analysis of Variance of Aligned Rank
Transformed Data shows a significant difference between appropriateness of data access
in life compared with death (F=132.404, P<.001), and a significant interaction in this
effect with the accessor (F=69.528, P<.00I). This finding suggests that for those who
report that postmortem access is appropriate even without permission, this appropriate-
ness remains dependent on who the accessor is. The fact that an overwhelming majority
considers unauthorized postmortem data access by a company or organization to be
inappropriate further implies the existence of social norms that support some degree of
continued respect for privacy after death.

(2) The appropriateness for friend/family members to access data after death is not consistent
across the three types of data presented in the scenarios. For digital files, approximately half
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Scenario Responses: "The access described is appropriate”
B Strongly Disagree O Disagree O Somewhat Disagree O Neither Agree Nor Disagree O Somewhat Agree O Agree B Strongly Agree
A friend/family member accesses digital files without permission

During life | T 2 9% 7f/n 7% (58 |
After death | | 21% 8% 10% 1%  20% 18% [11%) |

A friend/family member accesses location data without permission

puring ife | | ASER TN 12 5 4[4 |

After death | EEEN 5% 1% 15% 19% 7% 6% |

A friend /family member accesses private messages without permission

During life | IS 5% 5%2;I |
After death | TS 13% 6% 9% A |

A company/organisation accesses digital files without permission

During life | S % 2: |
After death | [N e 3 |

A company/organisation accesses location data without permission

ouring fife | | 5%6‘%/-1 7% |
Afterdeath | I o 7% 4l |

A company/organisation acc private without permission

During life | S e 3; |
After death | N 177 ] 32 |

Figure 3. Percentage responses for different strengths of agreement that “the access described is appropriate” for each scenario.

agreed to some extent that the access is appropriate (Mdn =4, IQR =4), compared to only
18% for private messaging (Mdn =2, IQR = 2). There was a significant difference in appro-
priateness according to data type (F=77.320, P <.001), as well as a significant interaction
between data type and vital status (F=25.592, P <.001) and a significant three-way inter-
action between data type, vital status, and accessor (F=23.130, P <.001). These interactions
are illustrated in Figure 4, which shows changes in mean responses between the “during

everyday life” and “after you have died” scenarios across data type.

(3) The change in appropriateness for friend/family members is not exhibited by all partici-
pants, and participants show strong opposing views in the after-death scenarios, particularly
in relation to digital files. Figure 5 shows individual changes in appropriateness for these

scenarios.

As shown in Figure 6, willingness to give permission can also be seen to increase for the after-
death scenarios when the accessor is a family member or friend, but not when the accessor is
a company or organization. We found significant differences in willingness to give permission
according to vital status (F =44.8832, P <.001), data type (F=79.913, P <.001) and accessor (F =
441.867, P <.001). As with appropriateness, we also found significant interactions between all
independent variables (Data Type* Vital Status: F=15.876, P <.005; Data Type* Accessor: F=
41.797, P <.001; Vital Status* Accessor: F = 69.528, P <.001; Data Type * Vital Status * Accessor:
F=7.1402, P<.001). With 70% agreeing that they would give permission for access to digital files
(Mdn =5, IQR =2), this result suggests that a majority of our sample possess at least some form of
digital entity for which they would consider it suitable to arrange postmortem access for their

loved ones.
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Accessed by friend/family member Accessed by company/organisation

Strongly Agree =

Data Type

=== Digital Files
Neutral -
=== |ocation Data

=== Private Messaging

Appropriateness
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Vital Status

Strongly Disagree -
Figure 4. Means of judgments of appropriateness show interaction between vital status, data type and accessor.

Individual changes in appropriateness of access by a friend/family
member after death compared with during life
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Figure 5. Individual changes in appropriateness responses when considering after death data access with the same during life.
E.G. A change from agree to strongly agree would be represented by + 1. For friend/family access scenarios, many participants
scored after death access as more appropriate. However, between 28% and 44% scored before and after death equally.

4.1.3. Ease of answering and scenario likelihood

For questions relating to appropriateness and permission, as described above, we collected Likert
scores for the ease with which those questions were answered. The majority of participants reported
that the tasks of deciding appropriateness and deciding whether or not to give permission were easy
for all 12 scenarios, with the proportion of participants at least somewhat agreeing that judging
appropriateness or permission “was easy” never going below 82% across all 24 of these questions.
When combining this result with the evidence that these participants broadly do not engage well
with the task of digital legacy planning, we see an indication that it may not be the decision-making
element of the process that is likely to be the cause.

For each scenario, participants provided an indication of its likelihood of happening to “some
people” and also to themselves personally. The agreement that the scenarios were likely to happen
to some people was high across all scenarios, with at least 69% agreeing to some extent in all cases.
The most likely scenarios were those in which a friend or family member accesses digital files
(Mdn =6, IQR =2) or private messaging (Mdn =6, IQR=1) after death, at 88%. In most cases,
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Scenario Responses: "I would give permission for this information access, if asked”
B Strongly Disagree O Disagree O Somewhat Disagree O Neither Agree Nor Disagree O Somewhat Agree O Agree B Strongly Agree

A friend /family member to access digital files

)
During life | S 20% 0 7% 16% 21% 12% [8% |
|
After death | % 12% 46%  23% 26% | 21% | |
A friend/family member to access location data
During life | S s 13% 2%  1o% [11% 7% |
After death | S 9% 6% 14% 24% 17% [A1%] |
A friend/family member to access private messages
During life | T o 5 13% El |
After death | ST 24% 7% 10% 12% 7% 0% |

A company/organisation to access digital files

‘

puring ire | ISCER S 7% 6% 6% |
|

After death | ST 13% 62 |
‘

A company/organisation to access location data

During life | I e 1o 12;% 16% 6%@ |
After death | e % 9% 15% 11% § |
;

A company/organisation to access private messages

During fife | IGS A 5 23] |
I
after death | [ 7 5 8 |

Figure 6. Percentage responses for different strengths of agreement that “I would give permission for this information access, if
asked in advance” for each scenario.

likelihood of happening to some people did not vary much between life and death except in the
case of a company or organization accessing location data, which 87% agreed was likely during life
(Mdn =6, IQR =2) and 69% (the lowest across the scenarios) agreed was likely after death (Mdn =
5, IQR = 2). This difference may be a reflection that companies are perceived to have an interest in
current rather than historic location data information.

The perceived likelihood of the scenarios happening to the participants themselves was lower
than the perceived likelihood of happening to others and with a greater incidence of neutral
answers. The most-likely scenario by a clear margin is a friend/family member accessing digital
files after death — at 66% agreement (Mdn =5, IQR = 2), almost twice as many participants view
this scenario as likely compared than the same person accessing location data (Mdn =4, IQR =2)
or private messaging (Mdn=4, IQR=2) after death. However, across all three data types,
a friend or family member accessing after death was seen as more likely than the same person
accessing during life. This finding implies that participants perceive a stronger rationale for
unauthorized access of data by a close friend or family member after death compared with
during everyday life. Figure 7 shows the case of digital files in more detail, with the likelihood of
the friend or family access scenarios happening to others shown alongside that of happening to
themselves.

4.1.4. Study one findings summary
Our findings from this survey can be summarized as follows:
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Scenario Responses: "This scenario is likely to happen...”
B Strongly Disagree B Disagree O Somewhat Disagree O Neither Agree Nor Disagree O Somewhat Agree B Agree B Strongly Agree

"...to some people" - A friend/family member accesses digital files

During life | Bose 8%  23% 39% | |
|
After death | 3 8% 17% 44% s |
"...to me" - A friend /family member accesses digital files
During life | 6% 19% | 12% 31% 18% 7% (7% |
After death | B6% 7%  19% 25% 27% 14% |
g

Figure 7. Participant responses to questions about the likelihood of unauthorised access to digital files.

4.2.

Despite reporting that postmortem privacy is important, participants reported not spending
much effort planning to protect it and largely did not report using any tools for digital legacy
planning.

Appropriateness of unauthorized data access after death is individual and contextual, varying
across participants and depending on the type of data accessed and who is accessing it. It was
widely considered inappropriate for companies or organizations to access postmortem data
without permission, suggesting a continuation of some degree of respect for privacy after death,
although it was unclear if this was perceived to be for the benefit of the deceased or for others.
The proportion who would give permission for the described data access varied across the same
dimensions in a similar fashion. The proportion of participants who said they would give
permission was greater than the proportion who found such access without permission to be
appropriate.

Participants found the given scenarios to be realistic, but weren’t sure they would be affected
personally. However, a majority saw their friends/family attempting to access their digital files
after death to be likely.

Study two

This section provides an overview of our thematic analysis, which we present as four themes:
Projection of Data Values, Conflicts of Self-interest and Altruism, Mutual Responsibility and
Navigating Privacy Boundaries in Good Faith.

4.2.1. Theme 1: Projection of Data Values

With this theme, we describe elements relating to participants’ projections of both the future of their

data and the perceived value of certain data for other people. We present findings that highlight the

ways that changing and unpredictable contexts could impact valuations of data and data privacy.
Across the three types of data (digital files, location data and private messaging), the most natural

and intuitive for participants to associate with value for others was digital files. Photographs are

commonly inherited and often valued items, and this is reflected in Richard’s experience:

When my parents died, quite a number of years ago, we didn’t have the technology of today, we didn’t have,
you know, many thousands of photographs, it was a straight-forward thing. And when they died [...] the
photographs in the album - I've still got them, they’re in the attic. They’re probably stuck together and what
have you. But they thought that they were something they wanted to remember from their life, therefore, you
know, expecting I think that I've kept them. And shortly after their deaths we sat down as a family, and we went
through them. And I've kept them, and I'd like to think that when I go, because most of the photographs there
are of me, that someone will want to have a look at them. — Richard

In Richard’s case, the value of the photos appears to be shared between the deceased and the
inheritor. In recognition of the importance of the photos to his parents, he describes a viewing of
them as a family activity of remembrance - that they represented valued memories of his parents
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seems to add value for him. In turn, their continued value after his own death is shared, with the idea
that others might go on to find value in them itself having value to him. A younger participant,
Olivia, identified her digital photos as her main source of sentimental value:

I am really sentimental. So, yeah, I would probably [...] just give them access to like my hard drive with like all
my millions of photos on them all, and [...] I would want people to be able to look back or remember me by
certain things. — Olivia

For Olivia, any curation activities are left to the discretion of the recipient, which may be a result
of the anticipated quantity of photos. The potential impact of such organizational tasks was
highlighted by Charles, who described family photos as “important and interesting for a time”,
but ultimately concluded that this interest is limited, and “you can only look at X number in any
one day, even if you sit in front of a screen and look at them continuously”. For these reasons,
Charles spoke of information being relevant and valuable within particular temporal contexts, as
in the case of his location whilst working, which he would have been open to sharing at the time
as he “felt other people should know what I'm doing.” Beyond a certain point, he felt that
“treasures” were subject to expiry and that “you have to decide how long they are a treasure”.
For some participants, there was a desire to preserve value. Robert spoke of his experience
digitizing old family photos:

They’re in both [...] physical and digital form because I went through all the old family photographs that
I could find and [...] I digitised them and sent discs to my two daughters, partly as a backup and partly because
they’re genuinely interested [...] And before, before my mother died, I actually got her to go through the
photographs and write on the back who they were and, if relevant, where they were. Because we have some
photographs from our own sort of teens and 20 age band, and we don’t know some of the people on the
photographs. Which is quite frightening, I think. — Robert

Robert’s comments on the importance of identification of the subjects of the photos suggest that they
have value not only as a means of remembering, but also as a source of information. In his case,
those annotations are “not kept together” with the digital photos, suggesting that supporting
information has been filtered out through the digitization process, leaving the photographs as the
core artifacts that are passed digitally to his daughters and potentially onwards to further genera-
tions. In this context, location data, which he otherwise described as “boring”, may have latent value
that becomes evident when used in combination with photos.

In order to explore the perceived future of data on a more long-term scale, participants were
asked to reflect on their feelings about access to and usage of their data many years in the future,
such as by a descendent or social historian. For all participants except Charles and Suresh, this
scenario produced an enthusiastic response, such as from Richard:

Under that scenario, I would be extremely happy, for that. From a historical point of view. Someone looking at
my life after I was dead, that they’d be interested in me, as a living human being to see what I've been doing, no
problem. 50 years down the line, no problem whatsoever for my location data [...] in 50 years’ time, people
won’t really remember, unless they can access things like this, and maybe things like transport infrastructure
and social awareness and everything else, like that would help, never thought about that before, but yeah. —
Richard

Richard’s reaction illustrates the transformation of mundane data when considered from a new
perspective or put to unanticipated use. When presented with the scenario in which someone close
to him hypothetically accessed his location data during life, he had responded that they should “get
a life”, yet access to the same data 50 years or more later appeared to him not only to be acceptable,
but also to be of societal benefit. Likewise, Michael described his own data as uninteresting on an
individual level, but recognized that it could be more mundane elements of life that go on to have
value in the long term:
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People think that history is all about big battles, famous people who built houses, and it’s not, it’s social history
that’s far more, you know, interesting from a local point of view of how everyday lives were led. And I think
you know hundred years’ time I'm sure they’d find it a bit boring, my life, but you know I wouldn’t, from
a social historian point of view, you know, I'd be quite happy for them to, to look at it. - Michael

Michael was not alone in seeing in this hypothetical scenario a reflection of his own interests and
values: Hassan, Leanne, and Shirley also each referred directly to their own interests in genealogy
and social history when prompted to consider the appropriateness of a descendent perusing their
personal data long after their death. Shirley, for example, related to the value that is to be found
when learning of the location of an ancestor when working on her family tree, remarking that
“when I do find out where they were at certain times, I'm, I'm really pleased that there’s information
about them”. Hassan, though largely in favor of postmortem privacy, saw value in the possibility of
using modern technology to see ancestors “properly” and stated that “if a descendent of mine had
an opportunity to look at my life, I think I'd be open to that.” He further described this nature of
postmortem data access in a manner that suggests a transformation of focus; where previously
consideration of these data would have been fixated on him as the data subject, in this scenario it
“might be ok” as the access would be “about seeing life through my eyes”. Susan remarked that she
did not see a loved one perusing her location data as part of their grief process to be “healthy” and
would be “worried about their sanity”, but found that distant-future access “changes the
perspective”:

I wouldn’t have a problem with that, because I think with the passage of time there it changes the perspective so
yeah [...] suddenly that flips over to being for a different completely different purpose, and I think that’s
different. - Susan

In contrast, Charles and Suresh each spoke on this in terms of practical use and questioned excessive
focus on looking back on the dead, with Suresh arguing that “people get so carried away with family
trees and all that, why is that important unless it is for medical reasons?.” Mark, though mostly
optimistic on the matter, had some reservations that the changing nature of societal values may be
problematic with respect to long-term data. He referred to his late father, who he said would have
“been appalled” at the way that he and others shared private details on social media. In reference to
his own historical data, he wondered whether what he has said and done might be misrepresented or
judged out of context by future generations:

It may be about it being judged in a way in the future, which doesn’t reflect the time you lived in. So, what I'm
thinking about here is, you know all this thing about slavery, and that, statues. And people being judged by
today’s values. And it doesn’t make it any more right what they did with slavery, but it was a different time, it’s
missing context. - Mark

Underlying each of these responses is a personal interpretation of the potential consequences of
a postmortem record of the participants’ personal data. In considering their own future data, they
must project the future value, interpretation, and usage of the data, and they do so according to their
own experiences and worldview.

4.2.2. Theme 2: Conflicts of Self-Interest and Altruism
This theme describes the balancing of participants’ own needs and wishes against those of others. We
find that preferences for both privacy and openness are typically expressed in terms of effects on other
people, but still relate to the individual’s own sensibilities.

Despite evaluating data in terms of their own values, some participants (including Olivia, Leanne,
Michael, Richard, Shirley and Charles) dismissed or diminished the notion of postmortem events
affecting them personally, professing instead that any preferences given were for the benefit of their
loved ones or for society more broadly. An inner conflict about the rationality of posthumous self-
interest surfaced frequently in discussions of invasive access to postmortem data, as is seen in the
following extract from Leanne:
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It’s a difficult one, because obviously you're not here anymore are you, so it was a bit like well wouldn’t,
wouldn’t care anyway because I wouldn’t be here. But at the same time, if I was here, I would be concerned if,
you know, like there was a breach of I don’t know some really like medical something you know, medical
information or, you know something quite sensitive, you know that got out. I wouldn’t be happy, you know,
even if I wasn’t here anymore. - Leanne

These participants grappled with contradictory viewpoints, characterizing their future posthumous
selves as disinterested only to later express a preference (often in response to a scenario) for certain
events to take place or not take place after their deaths.

You know, I have a philosophy that when you’re dead you’re dead. Doesn’t matter to you anymore. — Richard
I think that when you die, you want people to look at you in the better light, you know. - Richard

In consideration of her privacy after death, Shirley acknowledged that, when dead, she will not be in
a position to be harmed. However, this did not prevent her from characterizing privacy invasions
after death as negative events.

And I think again it’s, I would consider it erm, I would consider a friend who did this, to whom I hadn’t said,
you know, you can read all my stuff when I'm gone. I would feel if, it wasn’t a good thing that they’ve done, but
I'm dead aren’t I, I can’t have any feelings. — Shirley

A similar stance is assumed by Charles, who questions the appropriateness of these kinds of invasion
without basing his argument directly on the harms suffered by the dead.

Charles: I would be worried, now, that somebody might want to [access my private data]
after 'm dead, but I don’t think I can do much about it.
Interviewer: I see, so, so you do feel that there is still, there is still a privacy issue there?
Charles: Maybe, but to a degree. I have very mixed feelings of how much one should know
about dead people.

In this, Charles suggests a degree of powerlessness about what others might do after his death.
A similar sentiment is expressed by Olivia, who identified a concern with postmortem access mainly
because she wouldn’t want the accessor to be “hurt” or “worried”, and the “uncomfortable” feeling
when imagining them learning private information about her.

I mean it feels uncom- now thinking like, it’s an uncomfortable feeling if I thought like oh imagine if somebody
thought that about me my whole life and then, and then they thought I wasn’t who I was, or I wasn’t quite what
they had in mind. It’s kind of weird, I don’t quite like that, but I guess, I couldn’t do anything about it, could
I? - Olivia

Likewise, Shirley indicated that, hypothetically, she might prefer for certain information to stay
private to protect others from harm even though “it wouldn’t matter to me personally, whether they
knew or didn’t know”. This kind of preference for postmortem privacy for the sake of others was
most evident in the case of Suresh, who was the only participant to argue for increased privacy after
death (although he would later go on to argue for a transparent and controlled process for
postmortem data access).

There will be a change at death and then it’s probably going to be a more stringent requirement after I'm
dead ... only because I want to protect my loved ones. Because, while I'm alive, I can then turn around and say
to my children to my wife actually I don’t have any problem if someone uses that. I don’t know what the
consequence will be after 'm dead, I don’t want to put them through difficulty. - Suresh

His opinion had been instigated by an unpleasant experience in which he had been contacted during
the night by the police, who had mistakenly identified an elderly and confused man for his own late
father — an experience that “generated all kinds of emotion into me because my father had passed
away”. For him, this “planted the seed” that postmortem data should not be retained needlessly after
death so that “something like that doesn’t happen to the people I leave behind when I'm gone”.
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In our interviews, we also found examples of value in postmortem sharing of information, and
likewise with some combination of self-interested and altruistic reasoning. Shirley, a keen writer for
many years, described wanting “to make sure that people have access” to what she had written. She
anticipated that the writing would have value to others, especially those parts that are linked most
strongly with her life and her identity, and so its continued value is contingent on their interest. At
the same time, she identified her own hope that they will be interested in the writing and in her life
stories.

I also hope that they might be interested, I know that, I know that my sons are very interested. You know, in in
all that I write, and, but, and I say to them, sometimes [...] if there’s anything you want to ask me, you know,
ask me. Because I'm always aware that I never asked my mother enough questions. That she would have
answered if I'd asked, she wasn’t keeping them private. She didn’t always realise that the things that she could
say were, were valuable. — Shirley

A similar comment is made by Andrea, who did not expect others to be interested in her own data
yet notes that not asking for such information from her father was one of her “biggest regrets” and
that it is “sad” that a generation can get “forgotten, almost”.

In her case, there is a benefit to the potential recipient of such information, as they are protected
from experiencing the same feelings of regret. There is also an implied benefit to those who might be
prevented from being forgotten. The value of being remembered was also a feature of discussion
with several participants, perhaps most notably Mark, who spoke of his own future legacy in terms of
the fact that he does not yet have children, and may not follow the typical pattern of one’s children
being their primary legacy, or of passing on things of importance to one’s children. Instead, he spoke
of impacting society more broadly, and the value of sharing information not only with immediate
descendants, but with younger generations as a whole.

So, most people pass on the legacy through their children. And it’s the thought that if I don’t do that starting to
dawn on us now. You know, where a lot of people I left school with have had families, some of them are
grandparents and the amount of information [older people] have got. The amount of erm, stories and useful
stuff they’ve got to share with society. Someone needs to like almost encourage them to share it. - Mark

Alongside his desire to leave his own legacy, Mark implies an overall loss for society when it fails
to seek out and learn from the life experiences of older citizens. He can be seen to embrace the
importance of such sharing in practice through the sharing of his father’s writing:

Mark: well [my father] did a lot of what my mate described [...] as haikus. And you know what they’re
perfect for? They’re perfect for a tweet. I've started tweeting some of them out. And I've got some responses
from professional writer people on Twitter, saying oh I like this ... so I think, as much as I've said he
wouldn’t have agreed with us doing everything public, he was always seeking for a way to share his writing. -
Mark

In this example, Mark is acting in the (posthumous) interests of his father, in his own interest in
the sharing and celebration of something that he considers valuable, in recognition of the
importance of leaving a legacy generally, and in the interests of all those who may find value in
his father’s writing.

4.2.3. Theme 3: Mutual responsibility

With many participants reporting experiences of responsibility over the handling of deaths of others,
this theme outlines the perceived responsibility of individuals to leave for their loved ones a tidy state of
affairs and clarity of expectations.

One of the most prevalent rationales for a perceived need to make some form of digital legacy
plan was in order to support the needs of those who would be likely to take on a position of
responsibility in the event of their death. 10 out of 12 participants referred to deaths of others that
had affected their stance on this matter, although not necessarily with reference to the digital
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specifically, and most had played a direct role in handling the deaths of close family members such as
parents, spouses, and children. As a result, they felt a responsibility to ensure that they leave a tidy
state of affairs for others.

The only thing that concerns me today, in life, is that those have the, to sort things out, have the ability to sort
that out in the way that they want to sort it out and not be confronted by lots of red tape — Richard

Younger participants Olivia, Hassan and Leanne seemed to have engaged little with planning for
death in any capacity, whilst others exhibited evidence or intent of traditional estate planning but felt
unprepared with respect to their digital assets.

I've got a file with some things that felt important in life. My memories are in [a] box, but a lot of what is in the
last 10 or 15 years a lot of them are in here [gesturing to computer]. You forget about them, in the ether, and
you just kind of have to, I don’t know. I don’t know. I suppose if it mattered so much we’d do something about
it, wouldn’t we? - Richard

Richard reached a conclusion that failure to act must represent lack of importance, however, he has
not failed to prepare with respect to non-digital items, which suggests that it is difficulties associated
with managing digital information that are truly the cause. An example of such difficulties is given
by Michael, who, citing the needs of an executor, identified an approach that would require
significant changes to his use of e-mail services:

I mean I've been an executor of wills before and, you've got to you know give people, you know, the right tools
to be able to carry out your will. And if they’ve got a super locked email account, then, maybe, maybe, I've
never given it much thought really, but maybe I need like two accounts, one that is sort of the business end of
things, one is like personal emails that don’t get opened, and you know, ever get seen because people don’t
know the password and don’t, you know, look. I've never thought about it really. - Michael

Several participants voiced a need for a simple means of managing their digital estates in order to
make things straight-forward for their loved ones. Mark sought a legal means to identify certain
actions that should take place. Leanne identified that she would use processes similar to Facebook’s
legacy contact or an app that would “take care of all these things”. Robert also indicated a preference
for some form of digital legacy management system:

I would love it to be made as easy as that so that you could just get a package that you could literally say right,
you can’t have that anymore, that’s gone. And, obviously, that would be a legacy issue then for, for my family. -
Robert

One of the most prevalent things that participants felt they could achieve through legacy planning
was the provision of clarity. Susan, Shirley, Leanne, Suresh, Michael, Robert, Olivia, and Andrea
each spoke of the importance of people knowing what their deceased loved ones would have
wanted.

I lost my mother earlier in the year, and it has [...] heightened my awareness of the importance of how you can
actually lighten the load, if things are left in relatively good order and your wishes have clearly been, um
decisions have been made, rather than leaving it open to interpretation. It’s, it’s a lot easier if you've got it laid
out that these are my wishes. - Susan

Some people might like to shut their eyes to the whole thing and say, well, I won’t be here, you can do what you
like, but, when people are told they have to do what they like it means that they’ve got to make the decisions. -
Shirley

However, even assuming that individuals had a sufficient means of forming a workable digital
legacy strategy and the motivation to do so, they still face the problem of identifying future uses
of data, as highlighted in Projections of Data Value. This difficulty was inadvertently demon-
strated by Suresh, who provided an example of someone who should not be able to access
personal data and then corrected himself on discovering a circumstance under which he would
deem their access suitable:
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But then it should be limited to those to whom that message will be applicable it shouldn’t be just openly. For
example, you know, a local council officer accessing my personal data - no [...] I do not see why a councillor,
unless the council is actually trying to see who am I, how can they trace my loved ones, if they’re accessing that
information so that they can find my family my, my loved ones, so that they can actually inform my loved ones
who I am - if it’s being used for that purpose I do not mind. - Suresh

In this example, Suresh initially considered access to this data by the council officer to be outside of
the legitimate needs of their role, before reconsidering and conceding that attempts to discover
personal information could be consistent with carrying out their role in good faith and in support of
his interests. Our fourth and final theme addresses this notion of privacy intrusions undertaken in
good faith.

4.2.4. Theme 4: navigating privacy boundaries in good faith

This theme reflects how the ambiguity of potential legitimate needs may make unauthorised post-
mortem access more acceptable. We suggest that participants’ evaluations largely depended on data
access and usage being conducted in good faith, rather than inherent privacy or openness of data.

In considering unauthorized data access in life, all participants indicated that they would
react negatively if they were to experience such intrusions by trusted friends and family
members, ranging from disappointment to anger. Often, this was not a reaction to particular
risks or secrecy associated with the data in question, but a matter of principle. For example,
Richard remarked that “I'm not a private person, but I think it’s important that if I want to be
private, if I want something to be private that I should have that right”, Leanne felt that the
accessor would have “crossed a boundary”, and Hassan identified an “unwritten rule” that “you
don’t open anyone’s letters, and you don’t go through their messages”. Breaching clearly
established privacy boundaries was often spoken of as inconsistent with friendship.
Furthermore, the closeness of the relationship with the accessor could be seen to affect the
perceived strength of the wrongdoing, as in the case of Leanne, who remarked that she would
“probably feel more angry at a close friend or family member, because I'd know them, you
know”. In the event of such an intrusion, participants indicated that they would require an
explanation, but struggled to see why, in life, the accessor could have good intent and not have
attempted to acquire permission before accessing the information in question. Olivia, in
considering access to location data, found that “it makes you kind of think like, do they trust
you, or like what, why, what’s pushing them to do it.” For Richard, “it’s the fact that they’re
doing it without asking me, that’s the only thing, you know, why are you so interested in what
I've got?”. Mark supposed that the access “could just be to do with being nosy”, but was also
willing to consider the possibility that certain intrusions may be committed for “good” reasons:

I'm turning this scenario around and I'm thinking. Sometimes, it doesn’t feel like it at the time, but a close
friend or a family member could be trying to gain access to your messages because they’re concerned about
you. — Mark

Considering the same access after death, participants held a range of opinions, however typically
those judgments depended on the perceived likelihood of the accessor having a sufficient reason to
access that data. Participants identified some situations in which ideal standards of privacy may need
to be compromised in order to serve a greater need. For example, an accepted data access need for
some participants was for close loved ones to be able to access contacts in order to share important
information. Robert described being uncomfortable with others accessing private messaging after his
death, but concluded that access to such data was legitimately required, and hence acceptable, but
only by certain individuals and for that given purpose:

No, I still don’t particularly like that, I mean, I think. This is where, in my book, privacy extends beyond the
grave [...] having said that they would probably want access to my email contacts, so they could tell people
that they weren’t going to get any more emails from me. But other than that. And you can’t really give one
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without the other. I don’t think you can anyway. Certainly without, you couldn’t without making it difficult. -
Robert

Robert did not indicate that representatives should require explicit permission, only that appropriate
access is limited to what is sincerely needed in order for them to conduct their duties. In contrast,
Susan saw a similar need for access to this data, but still considered explicit permission to be
required in order for that access to be appropriate:

I guess that it would be, if it’s the family members that 've nominated that’s absolutely fine, I've got no issue
with that whatsoever, because they may be wanting they may be needing to do that, to make contact with
certain individuals and it’s quite important to me that, for example, there are people that I want to acknowledge
[...] and I need to give some thought as to how that that’s done and how that there’s access to that because that
that’s, that’s really, that’s really important to me that, that acknowledgement [...] but, the “without your
permission,” that, that changes it again, back to the others — Susan

Susan remarked that, having given such permission, she would “trust their judgment, because I don’t
think I can tie them too tightly, I either have complete trust or I don’t.” Likewise, Robert said he
trusted his representatives to act in his interests:

Ultimately, I have no control over that once, once 'm not no longer there unless I go back and haunt them.
But, they know broadly what I would like, and you know, why wouldn’t they follow it if they can — Robert

For Suresh, postmortem access to data should be conducted in a manner that is accountable to other
living individuals. Having initially spoken of data privacy as needing to become more stringent after
death, he later spoke in favor of a more systematic approach:

Yes, provided ... those individuals are also supervised, that that’s the only reason they accessing that informa-
tion, and they also inform the people who are going to be impacted that this is how they found out, so at least
then they’re doing it transparently. They don’t do it under stealth. They’re not doing it quietly, they’re doing it
transparently, they’re declaring that they’ve done it, and people are okay with that, then I don’t have any
problem with that. So it’s all about governance and assurance, I think. - Suresh

In Suresh’s proposal, there remains a need for certain individuals or institutions that wield decision-
making responsibilities regarding his data - in his words, those who “supervise” the access of private
information. Charles likewise assigned “moral responsibility to decide what should be done” to “the
people who are left with it in their hands.” For Leanne, such a person would serve to limit privacy
intrusions after death:

I think if it was, if I knew the person that was going to be doing it. And I'd agree to it, or even if I hadn’t
agreed to it, but it was just one person. Like my partner, for example, or my best friend or something
like that, then it’s a bit different because it’s just one person. And you possibly know who it’s going to
be. But I think, no, no, you know it’s not like an open invitation for people to go in and have a snoop
around. - Leanne

In her case, privacy is considered to be ongoing, but certain intrusions “for a reason” are
expected. A similar expectation is expressed by Michael, who referred to a precedent for such
necessities in the handling of traditional estates and identified his likely representative as his
executor, who will have a clearly established role that includes discovery and identification of
financial assets. Likewise, Andrea spoke of “whoever you put in your will as your next of kin”
as having responsibility, and remarked that “I think mine would know that I wouldn’t want
photos put on the internet or something like that.” She specified that she would have no
problem with her children accessing her files, but that “brothers and cousins or whatever,
I wouldn’t want them looking through my personal photos.” Typically, participants spoke of
parents, spouses, and children as their likely data stewards were they to die in the near future.
However, from among even this small group of participants, there were those who did not
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necessarily feel that their own situation aligned with this structure, including Charles and
Mark.

This isn’t the first time I've thought about the kind of questions you're asking me, this is constantly with me
and strangely enough, out of four of my friends, three of them are my age, actually five, out of five of them four
are my age, we haven’t got kids, and we’re unmarried. And ... we’re all on the same kinda boat. And I think
there’s more and more people than you think, it used to be the thing. Like my mum and dad’s generation,
where the thing was you did marry. And you did have children and you had a family and then nearly everyone
did that, and now, things have changed - Mark

For people who cannot easily identify natural candidates for the role of identifying and
executing appropriate actions, it may not be sufficient to have faith that others will act on
their behalf after death. For those who wish to plan their postmortem privacy and digital
legacy, but cannot or do not wish to place decision-making responsibility on others, there
remains an additional task of anticipating the future and exerting agency through more
involved planning methods.

4.2.5. Study two findings summary
Key findings relating to each theme are summarized in Table 3.

Table 3. Key qualitative findings, organized by theme.

T1 Projection of Data Values

® Files, especially photographs, were seen as likely to have particular post-mortem value. However, that value can diminish with
time, excessive quantity and in the absence of supporting information.

® Some mundane data could accrue value with the passage of time, meaning that post-mortem access by others is more
understandable and acceptable. However, such values are subjective and not universal, and participants required prompting in
order to identify this value.

® Changing contexts could mean that data could be used or evaluated in ways that would not be pleasing to the individual and
may tarnish their memory.

T2 Conflicts of Self-Interest and Altruism

® Many participants dismissed the notion of being harmed posthumously, yet seemed also to prefer certain post-mortem
outcomes.

® Some held preferences for post-mortem privacy but did not feel they could act on them.

® Participants typically positioned the importance of death planning in terms of the effects on others, but this was used to justify
both privacy and openness.

® Many still wished to promote some of their own values and interests, but they needed to be balanced against the needs of
their survivors.

T3 Mutual Responsibility

® Most participants had experienced the responsibilities of handling deaths of others and felt a mutual responsibility to ease this
burden on their survivors.

® Planning for the digital was perceived as difficult, especially given the difficulties of predicting future needs or uses of digital
content and data.

® |t was considered important to provide clarity of intent as well as information, so that survivors can know they are acting
appropriately.

T4 Navigating Privacy Boundaries in Good Faith

® Participants’ negative reactions to lifetime privacy intrusion scenarios were based on perceived boundaries and unwritten rules.

Post-mortem intrusions were seen to have potential legitimate explanations, which, in some cases, softened reactions.

® Participants, if willing to provide post-mortem access, did not wish to be overly restrictive, instead wanting their representa-
tives to use their own judgment and trusting them to act in good faith.

® However, not everyone has a suitable candidate to act in their interests or who is close enough to fill this role.
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5. Discussion
5.1. Overview

This pair of studies aimed to evaluate how a person’s hypothetical status as living or deceased
impacts their assessments of others’ access to their personal data, using unauthorized access
scenarios to surface sensitivities. Our results suggest that for many people, there can be
a positive change in the perceived appropriateness of such access after death, but
a considerable portion (varying by scenario) see no such change or even a slight negative
change. We further aimed to assess the extent to which contextual factors may play a part in
such evaluations, finding that judgments of appropriateness and willingness to give permission
varied significantly according to the type of data and the accessor. Whilst prior research has
suggested individual differences in preferences for different types of data and online accounts in
terms of whether they should be transmitted or deleted (Grimm & Chiasson, 2014; Massimi &
Baecker, 2010; Morse & Birnhack, 2020; Nakagawa & Orita, 2022), we understand at time of
writing that ours is the first to consider the appropriateness of such access explicitly without
permission or to consider postmortem privacy violations in direct comparison with lifetime
violations. Furthermore, our experimental design allows for examination of particular factors and
exposes the nuance surrounding the matter in greater detail than is possible simply by surveying
preferred digital legacy outcomes. For example, our results suggest that the access of a given set
of postmortem data by commercial entities is fundamentally different to identical access by close
individuals, which is consistent with prior works exploring contextual integrity (Martin &
Nissenbaum, 2016, 2017, 2019) and with findings by Nakagawa and Orita (2022) suggesting
reluctance to engage in commercial uses of postmortem data, even for personal profit. While
there is, at present, little commercialization of postmortem data, our findings are indicative of
a rejection of corporate or governmental loosening of privacy practices after a person’s death.
We argue that, rather than distinguishing between what is kept and what is not, the problem
should be framed around the appropriate transmission of data when such contextual factors are
taken into account. Further to the examined independent variables, our qualitative analysis
suggests that the motivation, defensibility and relatability of the access are also important factors,
which parallels other research around conditional sharing of otherwise private information under
particular mitigating circumstances, such as contributing health data for the purpose of combat-
ting the COVID-19 pandemic (Gerdon et al., 2021; Watson et al., 2021).

We also sought to investigate the presence of a phenomenon in which some people feel and/
or express an interest in their continued privacy after death, but fail to act, which has been
termed the posthumous privacy paradox (Holt et al., 2021; Morse & Birnhack, 2020). Our results
add to the limited evidence supporting the existence of such a phenomenon, with evaluations of
the importance of postmortem privacy strongly opposed by evaluations of effort spent protecting
that privacy. Our scenario-based experimental paradigm further shows a considerable proportion
of respondents treating their postmortem data as private, yet participants widely reported that
they did not use tools that are currently available for supporting that privacy or for planning
their digital legacy. These results are consistent with existing PIM research that has indicated
that users tend to struggle with long-term data management and organization of large personal
archives (Boardman & Sasse, 2004; Whittaker & Hirschberg, 2001; Whittaker et al., 2010). As
such, we suggest that broader PIM problems such as information overload and deferred evalua-
tion may be contributing factors to the observed tendency not to engage with legacy planning
behaviors. The possibility that the problem is at least partly of an organizational nature is further
supported in our findings by the apparent ease with which participants reportedly made judg-
ments of appropriateness and permission for postmortem access. Thus, it may be motivation and
simplification that are required in order to promote this kind of decision-making. However, we
acknowledge that making discrete individual assessments of appropriateness is somewhat distinct
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from the task of approaching one’s legacy as a whole, and consider it likely that users do also
typically avoid the issue as an emotion-focused coping strategy, as has previously been suggested
(Pfister, 2017). Where other approaches to encouraging privacy-focused behaviors often rely on
nudges and other regular engagements with the user (e.g. Jackson & Wang, 2018), the topic of
one’s own death is rather more sensitive and one that we expect most users would prefer not to
regularly be reminded of. However, our participants’ own experiences with the deaths of others
appear to have been instrumental in motivating them to take preparatory actions of a more
traditional nature. As such, we suggest that users may periodically feel motivated to take actions
around their own postmortem data if adequately supported to do so by the systems that they use
to manage their personal data and information.

We organize our discussion around three core issues relating to the problem of appropriate
postmortem data management: a need for improved clarity of the deceased’s intent (as informed by
the individuality and complexity of evaluations of postmortem data flows); a proposal for contex-
tually responsive information retrieval (in order to support those with postmortem roles to act
appropriately and according to the deceased’s intent); and a need for supporting recognition of
potential future data value and uses (in order to prevent the loss of valuable data or information and
protect against future misuses).

5.2. The need for clarity of intent

Our qualitative findings outline the importance of providing a deceased person’s loved ones with the
information and clarity that they need in order to manage their death effectively. We found this to be
the case for those who tended toward postmortem privacy as well as those who tended toward
openness. Several participants noted that they had taken action with respect to their traditional estate
but did not feel equipped to create a plan with respect to their digital estates. We argue that, given
the individual variance in our participants’ evaluations of suitable data access behaviors after death,
seen in both studies, there is a need for a means to provide specific and granular instructions for
those who may find themselves responsible for managing the future of a deceased person’s digital
assets and data.

Our findings place vital status as one of several other contextual factors that might affect
appropriateness of a given data flow. Aligning our approach to privacy with Nissenbaum’s
Contextual Integrity (Nissenbaum, 2004), we do not feel that a dichotomy of Public versus Private
is an appropriately nuanced way to consider postmortem access. We argue that broad questions
around this subject such as “should we continue to honor personal data privacy after death” or “who
by default should get a person’s data when they die” are insufficient, and that a much more granular
approach is required whereby one’s status as living or dead is considered to be one variable of many
that may impact the appropriateness of a given data flow. Within Contextual Integrity theory,
entrenched social norms are an important modifier of such evaluations, and our results imply that
norms are less clear with respect to postmortem data, with the possible exception of unauthorized
access by companies or organizations. This aligns with an apparent lack of encultured practices
identified in prior qualitative work (Pfister, 2017). With time, it may be that privacy norms emerge,
given that people have been shown to align their privacy behaviors with others via imitation or
reciprocity (Acquisti et al,, 2015).

As it stands, users who are unsatisfied with an “all-or-nothing” approach to postmortem privacy
are very unlikely to engage with digital planning or curation behaviors; to our knowledge, there is no
existing infrastructure that is sufficiently capable of capturing the circumstances under which, or
purposes for which, that data might be accessed. For example, it may be appropriate for someone to
access their chosen means of communication in order to contact important people and inform them
of their passing — an activity that is likely to be in the best interests of the deceased and their loved
ones. However, the appropriateness of the access depends on the right person accessing the right
information at the right time and for the right reason, and may be subject to restrictions - such as
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not using the communication platform in a way that impersonates the deceased. This echoes prior
work suggesting that some digital legacy technologies and activities may be considered valuable or
appropriate only when used in the right context (Thomas & Briggs, 2014). This is therefore not just
a problem of enabling access to data that had previously been private (which to some extent is
already achievable, if complex, through legal or technological means) but also providing the new
accessor with clarity and understanding about the information that is available to them and how it
should be used - what has previously been labeled the “role inheritance problem” (Massimi &
Baecker, 2010).

5.3. Contextual information management

Our qualitative findings illuminate how people typically expect a close relation to act as their
representatives and are broadly willing to transfer decision-making responsibilities to them.
However those representatives are expected to navigate increasingly large and complex personal
datasets with little guidance with respect to suitable information-seeking behaviors or any particular
actions that should or should not be taken. This finding is consistent with previous research showing
the deferral of decision-making and consequential potential burden caused by postmortem data
(Brubaker et al., 2014; Doyle & Brubaker, 2023; Gulotta et al., 2013; Odom et al., 2010; Pfister, 2017).

We propose that the traditional folder approach used in PIM, in which files and folders are placed
in one location known to the user (Bergman & Whittaker, 2016), may limit appropriate discovery in
a postmortem context. This is because the accessor, unfamiliar with the layout, may be required to
look in many different locations whilst seeking some particular item. Such difficulties have been
observed in prior research, in which users appear to be impeded by the different strategies used by
others when attempting file retrieval in GIM environments (Bergman et al., 2014; Berlin et al., 1993).
In the case of postmortem access, we suggest that retrieval may be impeded further still, as the
deceased user may not have organized their files and data in a manner intended to be under-
standable to others. That the postmortem accessor might need to manually check much of the file
system in order to find what is needed is not only time-consuming and emotionally burdensome, but
may go against the wishes of the deceased (seeking privacy) and the accessor (seeking to be
respectful). We also suggest that search functionality is not likely to be useful in a postmortem
context, as the searcher will not be guaranteed to know the name or characteristics of what they seek.
Instead, we argue that the organization of the information might be restructured according to the
context of the access (in this case, after death and by a particular accessor). We suggest that in
a more responsive informational environment, the accessor could be presented a sub-collection of
information that is appropriate to their role and relationship and which is structured in a way that
would be intuitive to them. In this way, a contextually sensitive information management system
could build on sophisticated access control mechanisms such as Attribute-Based Access Control
(ABAC), in which various attributes of users, resources and the system environment are used to
dynamically determine access (Hu et al., 2015; Servos & Osborn, 2017). In the case of an assigned
data steward, for example, postmortem access might reveal a concise and orderly set of folders and
files containing relevant data that, for the deceased user, had appeared scattered across many folders
amongst other information. Other loved ones might see a collection of photos, music and biogra-
phical information that could support them in their efforts to remember or memorialize the
deceased. A system that achieved such aims would have satisfied the shared interests of all parties,
in that the data subject’s wishes could be respected, the appropriate range of digital entities could be
preserved and utilized, and the deceased’s loved ones could have clarity about the boundaries and
responsibilities that they need to navigate.

Such a system, we argue, would partially conform to the user-subjective approach suggested by
Bergman et al. (2003), in that information items related to the same subjective topic would be
classified together and the importance of information would determine visual salience. However, it
would differ with respect to the principle in which information should be retrieved and viewed in the
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same context in which it was previously used. This deviation is logical, given that their reasoning for
this principle was based on supporting the recall of the user who had placed the information there,
which in a postmortem context is irrelevant. Doyle and Brubaker (2023) identify a challenge of this
nature around mapping “pre-mortem data to post-mortem purposes.” We thus argue that digital
legacy systems should be able to play the role of what Markus (2001) describes as a knowledge
intermediary - one “who prepares knowledge for reuse by eliciting it, indexing it, summarizing it,
sanitizing it, packaging it, and who performs various roles in dissemination and facilitation.” In
doing so, the system could support the decontextualization and appropriate recontextualization of
information (Ackerman & Halverson, 2004), in which superfluous or confusing contextual elements
are stripped away and explanatory annotations or other supporting data are added in order to
support comprehension by a “dissimilar other” (Lutters et al., 2007; Markus, 2001). Such a system
would further cater to the individual differences and multiple strategies that have been exhibited by
users of file management systems (Boardman & Sasse, 2004). We suggest that GIM systems are well
positioned to integrate such contextually mediated information retrieval and we highlight PDS
ecosystems in particular as an area of high potential for serving as a cross-service knowledge
intermediary in this way.

However, our results also indicate the lack of effort exerted by users toward deliberative
planning for death. Therefore, the question arises of how systems might be provided with the
information required to carry out this role as intermediary. To this, firstly we suggest that legacy
planning be considered an optional use case within a wider information management system. The
ability to arrange for certain data access after death is arguably a small extension to arranging for
data access under any other restriction or condition. Thus, one approach may be to support
functionality that can group items or collections and assign user-defined properties and behaviors
to them (e.g. via tagging), such as which other users have read/write privileges, how long the items
should be retained for, or whether the visual salience of the items should be raised or lowered
under certain conditions. We argue that such functionalities have many applications for user
agency and negotiability beyond digital legacy purposes. A user may then also create, if so inclined
(e.g. in a moment of motivation following a provocative event like a bereavement or diagnosis of
illness), tags and annotations that determine and support postmortem access. This could be
conducted in as much or as little detail as preferred, such as by simply expressing a default case
for access permissions after death, and using the approaches that align with their individual
information management strategies. Crucially, they would be able to do so without seeking and
learning how to use a dedicated tool. An alternative approach to simplifying the task for the user
may be to design an Al tool that is capable of organizing files and data based on written
instructions. In this case, it may be possible to bring the process more in line with traditional will-
writing, with an individual’s intent written in plain language. Unlike traditional wills, however,
such a system would be able to offer the user a preview of their legacy as it would be experienced
by others, and the opportunity to refine it further. In the case of either approach, we suggest that
there is scope for the organizational burden of both digital legacy planning and postmortem data
access to be decreased.

5.4. llluminating latent value in mundane data

We believe that one of the main challenges to digital legacy planning is the identification of data that
has latent value or hidden future uses. This difficulty was identified in work by Gulotta et al. (2013),
which reported that participants found it difficult to see the value in their digital information for
future generations. Likewise, Pfister (2017) reported a challenge of appraising and selecting data to
be passed on. Our interview findings showed that predicted value is located in the expected places -
things that historically have been handed down (photos, writing, stories), which is also consistent
with earlier findings (Doyle & Brubaker, 2023; Gulotta et al., 2014). However, we also found that
many participants, despite having never thought of it before, were excited (or in some cases,
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dismayed) by the thought of more mundane data being used in the distant future to reconstruct their
activities and support social history. Prior research has found that whilst passing on historical
information can be seen to be important, acceptance is modulated somewhat by the intimacy of
the personal information or its application (Thomas & Briggs, 2014), and Gulotta et al. (2014)
identified an opportunity to integrate such information into broader cultural legacies. The unfore-
seen application of personal data is hypothetical; we cannot predict with any confidence that the
ways that data will be used (or the value that people will place in the activities of their forebears)
decades or centuries in the future will resemble what we are accustomed to. That there will be
unforeseen uses of data of some kind, however, is difficult to argue with. In recent years we have
already seen users of technology taken by surprise by the sudden value of seemingly mundane
personal data, with data commonly referred to as the “new oil” and widely held to have disrupted
large-scale power dynamics (Zuboff, 2015). At the time of writing, we are also experiencing major
developments in the power and availability of artificial intelligence and machine learning. Even with
what is available today, it is possible to produce realistic chat agents (Han et al., 2022), images and
videos (Seow et al., 2022), and audio (Wang et al., 2023) that could be used to produce convincing
representations of the dead, given only modest datasets. Voice recordings were identified by Massimi
and Baecker (2010) to be of unexpected value to the bereaved but often created incidentally and not
for remembrance purposes, and it may be that users of increasingly popular voice-activated tech-
nologies unknowingly produce datasets of high potential meaning but which are of ambiguous
privacy status. It is also feasible that, with access to combined data from across a person’s life, data
models could identify and reveal elements of their life that had never been intended to be public.
Unfortunately, the ways that such technologies function are sufficiently complex that even advanced
users are unlikely to recognize the ways that their data could be exploited. A similar conclusion was
reached by Nakagawa and Orita (2022), who found that participants largely would not allow their
personal data to be public and readable after death, but suggested that part of this reluctance may be
due to their participants’ difficulty imagining specific users for their data after death.

We argue that, separate from the need to support postmortem privacy and handling of digital
estates, there is a need for people to be able to better identify potential postmortem uses of their data
and manage their data practices to support/prevent those uses as they see fit — including data that is
observed, derived, or collated by organizations and which typically escapes the notice of most users.
This we term as an HDI problem - supporting legibility and agency about data and its future uses,
under circumstances under which the data subject or owner can no longer be expected to negotiate
their boundaries. We propose that PIM is one research field that has the potential to support users to
make sense of their data, what it says about them, and what it can be used for. To this end, we
identify a need for future design development that supports 1) the identification by the user of
potential combinations of their data and 2) their agency to impact, whether through legal, social, or
technological means, the uses to which their future and postmortem data may acceptably be put.

5.5. Limitations and future work

The research presented in this paper is limited in some key ways. Our Study One quantitative
findings used a sample (N =108) that is too small to be considered generalizable to the population,
nor suitably stratified to make this claim. The sample used for Study Two, while demonstrating
a variety of ages, does skew toward older participants, which may lower their likelihood to engage
with some behaviors associated with sensitive data and files, such as sexting (Galovan et al., 2018).
Further, given the advertisement of the study as relating to death (in order to mitigate ethical risks),
there is the possibility that our sample might be affected by selection bias. Also, the sample
comprised of UK residents, and we would anticipate differences in results with populations from
other countries and/or cultures. Our research aims were not to represent the beliefs of a wider
population, but to demonstrate any differences within subjects according to context. We did not
focus on religion, despite the large effect this might have on beliefs and thought processes with
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respect to death and what happens after. We believe this is an important side of the research that
should be tackled, but we decided in this case that religion should remain implied as a likely factor in
individual differences and not explored experimentally due to likely difficulties being adequately
representative. Similarly, we acknowledge that our choice of data types was limited, representing
only a fraction of the variance and nuance that is truly present within one’s personal information
and data. Within the data types that we chose, there is also considerable room for making inter-
pretations, assumptions, and for relational factors. Furthermore, some of those most likely to prefer
complex digital legacy plans are those who are particularly prolific users of technology and personal
informatics. We suggest that design work with such users is a suitable next step for the development
of PIM systems with adequate postmortem functionality. We also acknowledge that there are
ambiguities within the scenarios and wording used, and that interpretations of the term “appro-
priate” may differ. We feel that this ambiguity allowed us to gather responses that reflected natural
responses to the scenarios without forcing participants to take a firm stance on the issue of
posthumous harm. However, in addition to the suggested areas for design contributions identified
in our discussion, future research expanding more directly on our findings might consider the
development of more robust and validated measures, as well as a more varied and precise selection of
data access flows.

6. Conclusion

In this paper, we have reported on the findings of novel mixed-methods research to examine the
impact of context on appropriateness of postmortem data access and the associated difficulties for
the formation of digital legacy plans. Our quantitative findings illustrate that the appropriateness of
postmortem data flows is highly individual and differs significantly according to contextual factors
such as the data type affected and who the accessor is. Reported effort spent protecting postmortem
privacy interests is disproportionately low compared to the reported importance of those interests,
and usage of existing processes and dedicated tools is uncommon. Our qualitative findings illustrate
that whilst participants mainly identify file-based digital assets in their considerations for legacy
plans, there may be latent value in mundane data that is evident only under particular contexts and
perspectives. Participants spoke of shared interests between the living and the deceased in appro-
priate postmortem access, mutual responsibility in the communication of intent and sharing of data,
and the expectation that postmortem data access and sharing is done in good faith and in accordance
with those shared interests and responsibilities. We identify strategic design opportunities for
information management systems to act as a knowledge intermediary between a deceased user
and living users in order to promote appropriate and effective access whilst clarifying value and
intent.
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