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ABSTRACT 

The purpose of this study is to support fifth generation (5G) wireless network security by 

identifying vulnerabilities in 5G femtocell firmware. It addresses the problem of whether 5G 

femtocells are shipped to customers with firmware that contains vulnerabilities. This is a 

subproblem of supply chain security. The problem is significant because exploitation of latent 

vulnerabilities in the firmware of 5G network access points (such as femtocells) could 

compromise the security of network communications.  

This study employs a design science research methodology consisting of a quasi-

experiment which applies static analysis tools to 5G femtocell firmware samples. It seeks to 

answer the research question “can security vulnerabilities in 5G femtocell firmware be detected 

by static analysis tools?”. The presence of vulnerabilities would imply that the firmware is 

insecure. This question directly supports the purpose of this research. 

 The quasi-experiment applied four commercially available static analysis security tools 

to five 5G femtocell firmware samples harvested from used 5G equipment. The static analysis 

tools were able to identify several known CVEs in each firmware sample. To lessen the chances 

of reporting false positives, each CVE reported by the tools was assigned a “confidence rating” 

corresponding to the number of tools reporting the presence of that CVE. The study found 

several CVEs in each firmware sample with confidence ratings of 1.0 (i.e., every tool in the 

study had reported the presence of that CVE). Further, many of these CVEs were publicly 

documented prior to the deployment of the firmware into the field. Because of these findings, the 

study was able to answer the research question in the affirmative. 
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CHAPTER 1: INTRODUCTION 

From the beginning, wireless communication technologies have been insecure. Earlier 

wireless communication technologies included smoke signals, signal mirrors, semaphore 

flags, and other visual signals. Each of these technologies depended upon the human eye as 

the signal collector. Therefore, a physical line of sight (LOS) from the signal source to the 

recipient was required. A consequence of this requirement was to make the messages 

vulnerable to interception by any adversary who possessed an LOS to the signal source. An 

adversary with the means to intercept messages (and decrypt them if sent encoded) could 

exploit that vulnerability to eavesdrop on the communication. Modern wireless 

communication technologies have overcome the LOS requirement by using electromagnetic 

waves as their means of transmission, with a receiver device as the signal collector. 

Depending upon the wavelengths and modulation scheme used for transmission, signals may 

propagate through obstacles (such as buildings) and far beyond the line of sight (BLOS), thus 

overcoming a limitation of older, LOS-dependent methods (Crabtree & Kern, 2018).  

The first modern wireless communication technology was radio, developed in the late 

1800s. Without the application of security controls (such as encryption) to its messages, radio 

communication is also insecure. The omnidirectional nature of radio transmissions allows any 

receiver located within reception range (and tuned to the proper frequency) to receive the 

message. As the Imperial Russian army discovered at the battle of Tannenberg (1914) their 

practice of sending unencoded messages by radio (a security vulnerability) allowed their 

adversary to eavesdrop on their communications (exploit that vulnerability) with disastrous 

results for the Russians (Guthart, 2021; Jackson, 2002). The deployment of wireless 

communication networks which can route encrypted messages between Internet Protocol (IP) 

addressable devices overcomes some of the security vulnerabilities in radio communications. 

Encryption provides message confidentiality, digital signatures provide message integrity, and 

IP-based routing uses a shortest path first algorithm to minimize the number of network nodes 

that receive the message (thus reducing the number of possible eavesdroppers).  

Like their wired counterparts, the security of wireless networks depends (in part) on 

the security of the devices comprising those networks. These include both end user devices 

which connect to the network, as well as those comprising the network infrastructure. For 
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wireless networks, an infrastructure device that allows end user devices to connect to the 

network is known as a wireless access point (WAP). A wireless router that uses Wi-Fi to 

provide end user devices with Internet connectivity is an example of a WAP. 

To access the fifth generation (5G) wireless network, the user’s device first connects 

to a WAP. From the WAP, communications are transmitted over wired or fiber optic 

connections to the 5G core network. The 5G core network routes the traffic to the recipient’s 

device, which is connected to the network over either a wired or wireless connection (i.e., 

connected to the network via a WAP). A listing of 5G WAP types and their numbers of 

supported users appears in Table 1, which is partially derived from Rodriguez’ Table 3.1 

(Rodriguez, 2015a). 

Table 1: Classes of 5G Wireless Access Points 

WAP Type Deployment Type Number of Connections Supported 

Macrocell Cell tower 2000+ 

Metrocell Urban Areas (additional 

capacity) 

250+ 

Microcell Urban Areas (coverage for 

localized “dead spots”) 

128-2568 

Picocell Large buildings, airports, 

train stations 

64-128 

Femtocell Residential / Enterprise  4-8 (Residential) 16-32 (Enterprise) 

  

As the connection point for user devices, 5G WAPs present an attack surface for cyber 

attackers. An insecure WAP potentially provides an attacker with a vector to compromise not 

only the WAP itself, but by extension, the 5G core network. Therefore, the cybersecurity of 

the aggregate 5G network depends (in part) on the cybersecurity of its WAPs. This study 

concentrated on the cybersecurity of indoor 5G femtocells, the subclass of indoor 5G WAPs 

which provide the fewest connections to the 5G network, as shown in Table 1.  In 5G, the 

term “small cell” refers to several types of WAPs (metrocell, microcell, picocell, femtocell) 

which provide wireless access to a limited number of users in a small geographic area.  A 5G 

femtocell is a low power wireless network access point that is designed to support a small 

number of users, such as in a home or small office. Femtocells are typically the smallest 
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capacity wireless network access points, with residential femtocells supporting 4-8 users and 

enterprise femtocells support 16-32 users (Rodriguez, 2015a). 

WAP services are provided by the firmware loaded onto the WAP device by the 

manufacturer. The term “firmware” is used for the software resident on the WAP.  It may 

consist of a combination of software produced by the WAP manufacturer and third-party 

software. Cyberattacks on WAPs via the air interface seek to leverage vulnerabilities in their 

firmware to compromise the targeted device. The cybersecurity of femtocell firmware is 

related to the number of vulnerabilities it contains, with firmware containing more 

vulnerabilities being viewed as being less secure. Stakeholders seeking to secure the 5G 

network are therefore interested in the identification of 5G WAP firmware vulnerabilities. 

Offensive cybersecurity researchers interested in building exploits targeting 5G WAPs are 

also interested, albeit from a different perspective. For them, the set of vulnerabilities 

identified for a specific WAP forms a group of potential pathways to compromise that device.  

The purpose of this study was to determine if cyber vulnerabilities in the firmware of 

certain 5G wireless network femtocell devices can be detected by automated analysis tools, 

thereby indicating that such devices are insecure. The type of vulnerabilities detected were 

determined by the capabilities of the analysis tools employed but consisted of those caused by 

insecure coding practices, such as input buffer overflows or a lack of array bounds checking. 

Successful exploitation of these types of cyber vulnerabilities could allow an attacker to 

compromise the device. Femtocells fall into two categories: residential femtocells and 

enterprise femtocells. Their small size enables their deployment by end users instead of 

telecommunications providers. When deployed in this manner, they present a set of wireless 

entry points into the 5G network whose physical security and firmware configuration are 

managed by the device owner, instead of the network provider. This method of deployment 

presents security risks for femtocell users. A careless or negligent femtocell owner could 

introduce security vulnerabilities by misconfiguring the device or allowing extant firmware 

vulnerabilities to persist by not applying security patches in a timely manner. Those actions 

would leave the device vulnerable to malicious actors attempting to install malware. A 

malicious femtocell owner could purposely install malware intended to disrupt user 

communications or attack other parts of the 5G network. Regardless of the source of the 

malware installation, a compromised femtocell can be used by the attacker to eavesdrop on 
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the communications of legitimate femtocell users, determine their geolocation (thus violating 

their right to privacy) and force downloads of malware payloads to 5G devices using that 

femtocell for network connectivity. It could also be used for other man-in-the-middle and 

phishing attacks (Ahmad et al., 2019). As a network access point, a compromised femtocell 

could also be used to launch attacks against the 5G network itself, for example by requesting 

more resources from the network than it truly requires. Detection of femtocell firmware 

security vulnerabilities will help to protect the edge of the 5G network, as well as femtocell 

users. 

This introductory chapter begins by introducing the 5G wireless network and describes 

its possible civilian and military applications. It then discusses the significance of the research 

in supporting 5G network security and defines the research problem. That is followed by a 

discussion of the research method proposed for the study, and the significance of this work to 

the cyber research community. The research questions to be answered are presented, along 

with a definition of key terms. The chapter concludes with a summary.  

Background of the Problem 

Wireless network security is a derivation of cyber security. Both types of security seek 

to ensure data confidentiality, integrity, and availability. Both may face similar classes of 

threats: hardware or software vulnerabilities, malicious insiders, etc. However, wireless 

network security must also consider the added complexity of securing multiple network 

access points, and the risks inherent in accepting connections with varying levels of security 

robustness from devices that belong to the Internet of Things (IoT). Such connections 

constitute threats to the wireless network infrastructure. For 5G, infrastructure threats fall into 

three categories: policies and standards, supply chain, and systems architecture (ESF 5G 

Threat Model Working Panel, 2021).  

Security vulnerabilities in 5G femtocell firmware are an instance of the generalized 

threat of insecure 5G infrastructure. Insecure infrastructure may result from a compromised 

supply chain (malicious hardware or firmware deliberately installed in a network device), 

inadequate firmware security (device firmware containing unintentional security 

vulnerabilities), and misconfigured network devices (Hammi, Zeadally, & Nebhen, 2023; 

Morrison, 2013).  Due to its role as a WAP, exploitation of a 5G femtocell’s firmware 
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vulnerabilities could provide an attacker with a vector to further disrupt 5G network 

infrastructure. Malicious cyber actors have successfully attacked previous generations of 

wireless femtocells, resulting in a loss of communications confidentiality. For example, 

compromised third generation wireless (3G) femtocells have been used to clone Code 

Division Multiple Access (CDMA) mobile phones (DePerry, Ritter, & Rahimi, 2013). 

5G is built upon previous generations of wireless network technology. First generation 

wireless (1G) supported analog voice transmissions and used the Advanced Mobile Phone 

System (AMPS) standard. Compared to contemporary mobile phones, these devices were 

large and heavy (e.g., the 1983 Motorola DynaTAC was a 1G device). Second generation 

(2G) supported digital voice, messaging, and data services, using a standard known as Global 

System for Mobile Communications (GSM). The 1999 Nokia 3210 is an example of a 2G 

device. Third generation added support for multimedia applications. Apple’s 2008 iPhone 3G 

is an example of a 3G device. Fourth generation (4G) replaced circuit switched service with 

IP packet switched networking (Penttinen, 2019). It was defined by the Third Generation 

Partnership Project (3GPP) in Release 8 and Release 9 (3GPP, 2014a, 2014b). Current 4G 

service is known as 4G Long Term Evolution (4G LTE).  Samsung’s 2015 Galaxy S6 is an 

example of a 4G LTE device. 5G builds upon this foundation to offer several advantages over 

4G LTE by adding support for ultra-reliable low latency communications (URLLC) massive 

input / massive output (MIMO) and network function virtualization (NFV). When fully 

deployed, 5G will support use cases for military and civilian communications, massive IoT 

communications, vehicle to vehicle (V2V) and vehicle to everything (V2X) among others 

(Bhardwaj, 2020; Penttinen, 2019; Pruitt, 2020). 5G promises to deliver 10 times higher 

connection density, 10 times lower latency and 100 times higher traffic capacity than existing 

4G LTE networks (Pruitt, 2020).  

Telecommunications operators are deploying 5G networks worldwide. While the 

infrastructure build required for ubiquitous 5G connectivity may require several years to 

achieve, the GSM Association estimates that by 2025, 50 percent of non-IoT wireless 

connections in the US will use 5G (GSMA Intelligence, 2020). For South Korea and Japan, 

the figures are 59 percent and 48 percent, respectively (Brake, 2020). The number of 5G 

WAPs will exceed those required for the current 4G LTE network, as the propagation 

characteristics of 5G radio spectra necessitate a higher density of WAPs to provide adequate 
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signal coverage and quality (Medin & Louie, 2019). These two factors (WAP density and 

number of connected devices) present malicious cyber actors with a broad attack surface. Due 

to the role as WAPs, 5G femtocells form part of that attack surface. 

As noted previously, securing 5G femtocells presents some challenges that are not 

encountered when securing other types of 5G small cell WAPs. While attacks via the air 

interface may be attempted against any WAP, the deployment of 5G femtocells in homes and 

offices may provide an attacker with physical access to the device. If physical access can be 

obtained, then the attacker may be able to alter the femtocell’s operation via an open physical 

interface (such as maintenance port). If the device’s case can be opened, the attacker may 

modify the firmware (or replace the hardware with a malicious substitute). This physical 

attack vector is less likely to be exploited against other 5G small cell types, as they are 

secured by the network operator, and are mounted in locations that are not easily accessible to 

an attacker (such as mounted at the top of a light pole). Regardless of the attack vector used, 

the result is a compromised 5G femtocell, which may be used maliciously against any devices 

connected to that femtocell, or against the underlying 5G network itself (Osterhage, 2018). 

This research focuses on the detection of firmware vulnerabilities that could be exploited via 

the air interface, such as a buffer overflow. Detection of attacker modified firmware or 

hardware (i.e., from a physical attack) is outside the scope of this study. 

National governments, 5G network device manufacturers, 5G network operators, 

public utilities, the US Department of Defense (DoD) and individual users are stakeholders in 

securing the 5G network. When fully deployed, the 5G network will enable a variety of use 

cases across several domains, such as a smart power grid, autonomous vehicles, and IoT 

device communications (Ericsson, 2021a) . Various devices comprising the Internet of Things 

will also use 5G for their wireless communication technology to support their requirements 

for data capacity and low-latency transmission. Statista estimates that by 2025, 30.9 billion 

IoT devices will be deployed globally (Statista, 2016). The 5G network forms part of critical 

national infrastructure (CNI), and the White House has issued a national strategy for ensuring 

its security (Trump, 2020). In the 2020 CISA 5G Strategy, former CISA Director Christopher 

Krebs stated: 

“From my perspective, 5G is the single biggest critical infrastructure build 

that the globe has seen in the last 25 years and, coupled with the growth of 
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cloud computing, automation, and future of artificial intelligence, demands 

focused attention today to secure tomorrow.” (CISA, 2020)  

According to Brigadier General Leleux (et. al.) securing 5G is a “whole of nation” issue, and 

the U.S. Government is encouraged to coordinate its efforts with industry, the DoD, and 

foreign coalition partners (Leleux, Woodruff, Perry, & Bergesen, 2021). DoD deems it a 

“critical strategic technology” (Secretary of Defense, 2020). NIST’s National Cybersecurity 

Center of Excellence has begun development of NIST SP 1800-33 “5G Cybersecurity” 

(NIST, 2022) intended as a cybersecurity guide for consumers and operators of 5G network 

equipment. This document was in the Preliminary Draft stage at the time this study was 

conducted. This research endeavored to enable each of these stakeholders to improve their 

defenses against vulnerable 5G network equipment.  

5G offers several benefits for military combat applications. For example, 5G’s use of 

directional antennae and beamforming make transmissions harder to intercept. Unlike 

traditional wireless transmissions that radiate an omnidirectional signal, these technologies 

concentrate their signal in a narrow beam directed toward the recipient (Lumenci Team, 

2021). This greatly reduces the area from which an eavesdropper could receive the 

transmission, as their receiver would have to be located along the transmission beam. 5G’s 

high bandwidth and low latency support the distribution of intelligence, surveillance, and 

reconnaissance (ISR) data in an actionable timeframe. DoD’s 5G use cases go beyond human 

communications to include machine to machine, and sensor to network. (Bhardwaj, 2020).  

Military applications of 5G are not limited to the battlefield. 5G-enabled sensors could 

be used at military bases for biometric access controls or inventory monitoring (Bhardwaj, 

2020). DoD is experimenting with 5G at Tyndall AFB, Florida as an enabling technology for 

constructing “smart bases” (AT&T, 2019). The fidelity of future military training and 

simulation systems (e.g., flight simulators) may benefit from 5G’s low latency and high data 

rates.  

This research is not only applicable to cyber defense. The broad potential attack 

surface presented by 5G offers DoD an opportunity to achieve non-kinetic effects through 

offensive cyber operations (OCO). The difficulties inherent in the attribution of OCO (Goel & 

Nussbaum, 2021) can be leveraged to support mission objectives where stealth is required 

(such as Special Operations missions). Once identified, cybersecurity vulnerabilities in the 5G 
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network may be exploited to deceive an adversary, or to disrupt, deny, or degrade their 5G 

network capabilities, furthering DoD’s capability to dominate the Cyber warfare domain. By 

examining 5G femtocell firmware, this research contributes to the identification of such 

vulnerabilities. 

Statement of the Problem 

5G network security relies upon the cybersecurity of the underlying network 

infrastructure, and of the devices that connect to it. Deployed 5G network infrastructure that 

contains hardware or firmware security vulnerabilities presents a type of supply chain 

infrastructure threat. In 5G, WAPs form a heterogeneous combination of devices designed to 

support differing numbers of users. The 5G WAPs deployed by Mobile Network Operators 

(MNOs) are sourced from 5G telecommunication equipment vendors (e.g., Nokia). Therefore, 

the cybersecurity of each MNO’s 5G network is dependent upon the cybersecurity of the 

WAP firmware provided by their equipment vendors. Note that the cybersecurity of this 

firmware is not determined exclusively by the security of the vendors’ own firmware, but also 

by the cybersecurity of third-party firmware sourced from the vendors’ supply chain. 

 The problem addressed by this study was to determine if 5G femtocells are shipped to 

customers containing firmware vulnerabilities. This is a subproblem of supply chain security.  

The problem is significant because exploitation of such firmware vulnerabilities could 

compromise the security of network communications. This research sought to answer that 

question by means of quasi-experimental analysis of 5G femtocell firmware. The quasi-

experiment applied static analysis security tools (SAST) to the firmware of various 5G 

femtocell devices to identify existing cyber vulnerabilities. These tools examined the 

firmware instructions statically, that is, without executing them. This type of analysis can 

detect security vulnerabilities such as potential buffer overflows, unchecked array bounds, and 

the use of unsafe library routines. This research included the results obtained by applying a 

minimum of two different static analysis tools to the firmware of each 5G femtocell under 

study and comparing the reported cyber vulnerabilities (if any). Resource constraints limited 

the number of 5G femtocell firmware samples studied, with emphasis given to 5G femtocells 

manufactured by Huawei and ZTE, due to their designation as threats to national security 

(115th U.S. Congress, 2018; FCC, 2020a, 2020b).  
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Femtocells with firmware susceptible to comprise not only present an attacker with a 

vector for malicious action against devices communicating with that cell but may also present 

opportunities for further exploitation of the network. Previous generations of wireless 

femtocells (e.g. 3G femtocells) have been compromised by researchers (DePerry et al., 2013). 

It is precisely the security threat presented by insecure devices prompted the Federal 

Government to designate the networking equipment of Huawei and ZTE (both Chinese 

manufacturers) as a national security threat, with the FCC mandating a “rip and replace” order 

to telecommunication carriers (115th U.S. Congress, 2018; FCC, 2020a). Vulnerabilities 

identified by this research could be reported to the appropriate entity. They could also be 

leveraged by DoD for either defensive or offensive purposes. Used defensively, the findings 

may indicate which 5G network devices contain vulnerabilities and thus need firmware 

updates (or replacement of the femtocell with a more secure device). When used offensively, 

the results may provide DoD researchers opportunities to develop exploits for the compromise 

of an adversary’s 5G network (ESF 5G Threat Model Working Panel, 2021). 

Telecommunications providers and consumers could also use the research results to avoid 

purchasing vulnerable devices. 

Objectives of the Dissertation 

The purpose of this design science study was to support 5G network security by 

identifying vulnerabilities in femtocell firmware. This study employed Design Science as its 

research methodology. The research design consisted of examining the firmware from a set of 

5G network devices. Each device’s firmware was subjected to analysis by multiple SAST 

tools to identify vulnerabilities. The use of SAST was chosen over other experimental 

methods for two reasons. First, the analysis provided by the tools would likely require less 

time and effort than manual analysis of the firmware. Secondly, the tools provided a higher 

degree of code coverage than a single researcher could cover by manual analysis. The study 

produced artifacts consisting of scan reports of 5G femtocells produced by the tools that were 

used for their analysis, and the vulnerabilities identified. Where possible, identified 

vulnerabilities were mapped to their corresponding Common Vulnerabilities and Exposures 

(CVE) identifiers as maintained by MITRE Corporation (MITRE Corporation, 2021). 

Findings were documented for remediation by the appropriate device manufacturer or further 
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examination by researchers. Firmware vulnerabilities are a direct consequence of 

vulnerabilities in the source code (Hou, Li, & Chang, 2017). Therefore, identification of 

vulnerabilities requires that the firmware be subjected to some type of analysis. Design 

Science was an appropriate research method to study this problem because it allows 

development of experiments to analyze the set of instructions comprising the firmware, and 

their sequence of execution. Unlike qualitative studies that may provide data with differing 

degrees of confidence (e.g., “agree”, “mostly agree”), the question of a vulnerability’s 

existence in the firmware of given femtocell requires a binary response. That is, the 

vulnerability either exists in said firmware, or it does not. Further, the subject of this study 

(femtocell firmware) is inanimate, and therefore unable to respond to surveys such as those 

used in qualitative studies (Creswell & Creswell, 2017). Qualitative and mixed qualitative-

quantitative methods were therefore inappropriate choices for this study’s design 

methodology. However, both qualitative and quantitative methods were used to conduct 

impact analysis, enabling mitigation efforts to be prioritized.     

The variables identified for this research include: the set of devices selected for study; 

the firmware versions tested (Have vulnerabilities in a previous firmware revision now been 

fixed? Has the new firmware introduced new vulnerabilities?); and the software tools used for 

firmware vulnerability analysis. The initial set of static analysis tools proposed for this study 

were the firmware tools listed by NIST (NIST, 2021), the Finite State Platform® (Finite State, 

2022) Synopsys Black Duck Binary Analysis® (Synopsys, 2023) BlackBerry Jarvis® 

(Blackberry, 2023), and Grammatech Code Sentry® (Grammatech, 2023). 

The devices included in this study were limited by project timeline and budget. The 

study originally anticipated that firmware samples from at least 10 devices would be 

examined. The device types were to include 5G femtocells from multiple manufacturers. 

Significance of the Study 

The threat presented by using untrusted network devices in the 5G supply chain 

impacts the security of the 5G network (ESF 5G Threat Model Working Panel, 2021). The 

security of the 5G network is a national security issue (Trump, 2019, 2020). Cyber 

vulnerabilities in 5G network device firmware are a type of supply chain threat. This study 

sought to identify vulnerabilities in the firmware of a particular class of 5G network devices 
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(femtocells) to support the efforts of device manufacturers and cybersecurity researchers to 

improve the security of 5G network infrastructure (and by extension, support national 

security). Identification of such vulnerabilities allows device manufacturers to remediate 

them, and network operators to take mitigating actions. Remediation could take the form of 

issuing patches for a vulnerable device’s firmware or withdrawing the device from the 

market. Mitigation might require network operators to apply firmware patches in the field or 

to remove vulnerable devices and replace them with more secure equipment. 

 Preliminary static vulnerability analysis of firmware has been performed by others. 

However, due to the relatively short time that 5G infrastructure devices have been available, 

they have been subjected to only limited study. The 3GPP’s 5G New Radio (NR) standard 

was issued relatively recently, and 5G standards continue to evolve, with the latest being 

Release 17 (3GPP, 2023). This study differs from previous research efforts in the type of 

device firmware (i.e., 5G femtocell) under study. For example, Finite State took a similar 

approach when researching the security of Huawei 5G network device firmware, but their 

study concentrated on Huawei’s enterprise devices and in some cases did not study the latest 

firmware versions for those devices (Finite State, 2019a). Huawei objected to the conclusions 

of the study (Huawei, 2019a) but Finite State stood by their report (Finite State, 2019b). 

Unlike Finite State’s efforts, this research will be undertaken using current 5G devices, 

specifically targeting the firmware of 5G femtocells. Redini (among others) has performed 

static analysis of device firmware, but his study targeted IoT device firmware, not 5G 

femtocells (Redini, 2020).  

This research supports the objectives of the National Strategy to Secure 5G, the CISA 

5G Strategy, and the Department of Defense (DoD) 5G strategy. The DoD considers 5G to be 

a “critical strategic technology” (Secretary of Defense, 2020) and has recognized the strategic 

benefit to the United States of deploying a secure 5G network before adversaries such as 

Russia and China (Leleux et al., 2021). The uniqueness of this study is determined by the 

recency of the device firmware being examined. The 5G network is currently being deployed, 

and new 5G infrastructure devices are coming to market. Future IoT devices and driverless 

vehicles will depend on 5G communications, with the security of the underlying network 

affecting data privacy and vehicle safety (Osibo, Zhang, Xia, Zhao, & Jin, 2021). By 

examining the firmware of recent 5G devices that have not undergone extensive security 
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analysis, this study increased the level of knowledge about the state of 5G infrastructure 

security. That is of importance to 5G network device manufacturers, network operators, 

commercial 5G end users, and governments of nations where 5G is being deployed. 

Nature of the Study 

This research performed a design science quasi-experiment to determine if cyber 

vulnerabilities in 5G femtocell firmware could be detected by static analysis tools. The quasi-

experiment applied static analysis tools to 5G network device firmware to discover the 

presence of security vulnerabilities. Where possible, the firmware samples were to be  

downloaded directly from the manufacturers. Otherwise, the firmware samples were extracted 

from physical devices by interfacing with the device hardware. That was done by reading the 

firmware from a programming port on the device, or failing that, de-soldering the component 

containing the firmware. The firmware could then be read from that component by using a 

chip programming device. Each firmware sample was analyzed by the same set of tools (set 

“S”). For each device, the results from each tool’s analysis were compared to identify areas of 

convergence and divergence. Convergence is defined to be all tools in the experiment (all 

tools in set S) finding a particular vulnerability in a given firmware sample. Divergence is 

defined to be at least one (but not all) tools in the experiment reporting a particular 

vulnerability in the firmware sample. If the experimental results for a given firmware sample 

are convergent, there is a high probability that sample truly contains that vulnerability, and 

that a femtocell with that firmware is insecure. If the results are divergent, there is less 

confidence that the vulnerability is present in the sample (i.e., one or more tools may be 

reporting a false positive). It should be noted that it is possible for convergent results to be 

produced if all tools in S report false positive results. However, the size of set S (denoted “T”) 

was chosen to reduce the likelihood of this occurrence to be sufficiently small so that this 

study’s statistical power will still be at an acceptable level. The minimum value of T was 

computed using the G*Power tool (Faul, Erdfelder, Buchner, & Lang, 2009), using a Type I 

(false positive) error rate of 5% (denoted as “α”) and a Type II (false negative) error rate of 

10% denoted as “β”). Creswell suggests “commonly accepted” α and β values of 0.05 and 

0.20, respectively (Creswell & Creswell, 2017), but this study attempted to achieve a lower β 

value (0.10) and a statistical power >= 0.90. In instances where no tool in the experiment 
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reported the presence of a vulnerability for a given sample, the firmware still cannot be 

assumed to be free of that vulnerability with 100% confidence, as the possibility exists that 

the entire set of tools could be reporting false negative results. The value of β was chosen to 

limit the possibility of that occurrence. A discussion of the power analysis values used to 

determine the sample size is provided in Chapter 3. 

The analysis results for each firmware sample were then summarized by comparing 

the number of tools reporting a given vulnerability (V) to the number of tools (T) in set S. The 

confidence (𝐶) that a firmware sample contains a reported vulnerability is given by the 

formula below. Note that the probability of all tools reporting a false negative (𝜖) is small but 

not zero (0 <  𝜖 < (
1

𝑇
)) and decreases as T increases. 

𝐶 =  {
𝑉/𝑇     𝑖𝑓 𝑉 ≥ 1
𝜖          𝑖𝑓 𝑉 = 0

 

The subject population of this study was the set of firmware samples themselves. The 

results are a set of a numeric confidence ratings (each sample will have one instance of 𝐶 per 

identified vulnerability). The tools in set S are the values of the experiment’s independent 

variable, with 𝐶 being a dependent variable. The nature of the research question (a closed 

question) and the binary nature of the experimental results (firmware sample X [contains | 

does not contain] vulnerability Y) resulted in the use of Design Science methodology for the 

experiment (Wieringa, 2014). 

The use of a design science methodology was chosen over quantitative, qualitative, or 

mixed quantitative/qualitative approaches, as this research does not involve human subjects, 

nor do its experiments produce results with a subjective range of values (experimental results 

are not of the form: firmware sample X “always | usually | sometimes contains” vulnerability 

Y). For those reasons, neither a qualitative nor mixed method approach is suitable. 

This research sought to answer the question: can cyber vulnerabilities in 5G femtocell 

firmware be detected by static analysis tools? It intended to examine this question by 

repeating its experiment on the firmware of 5G devices from several manufacturers. 

Vulnerabilities thus identified were used to answer the research question.  
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Hypothesis of Research Questions 

This study sought to answer only a single central research question and one sub-

question. The central research question was “can security vulnerabilities in 5G femtocell 

firmware be detected by static analysis tools?”. The presence of vulnerabilities would imply 

that the firmware is insecure. This question directly supports the purpose of this research. If 

vulnerabilities are found, the implication is that the associated 5G femtocells are insecure, 

enabling manufacturers to take steps to remediate the vulnerabilities, thereby contributing to 

the solution of the research problem of 5G device supply chain security. The sub-question 

posited that if a 5G femtocell firmware sample contains a vulnerability, at least one of the 

analysis tools in set S would detect it. To improve the accuracy of the research, the tools 

comprising S were chosen with emphasis on selecting those which have been recognized by 

industry or used in peer-reviewed research. 

Two hypotheses flow from these research questions, both of which were tested in this 

study. First, the null hypotheses (H0), which states that there are no detectable vulnerabilities 

in the 5G femtocell firmware samples. This hypothesis could be supported by having all the 

tools in S fail to find vulnerabilities in any of the firmware samples. While this would be a 

necessary condition for H0, it would not be a sufficient condition. Note that if the results of 

this study had supported H0, the answer to the research sub-question would be indeterminant. 

The second hypothesis (H1) states that a significant amount of 5G femtocell firmware contains 

vulnerabilities and is therefore exploitable. That is, multiple firmware samples in the 

population studied will have at least one vulnerability. Based on the Finite State’s previous 

work on Huawei enterprise 5G firmware (Finite State, 2019a) and Redini’s work on IoT 

firmware (Redini, 2020) this research was anticipated to satisfy the postulation of H1 (at least 

for Huawei products). As such, H1 can be classified as a directional hypothesis, because it 

anticipates the research results (Creswell & Creswell, 2017). Further note that verification of 

H1 is sufficient to affirmatively answer the research sub-question. 
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Conceptual / Theoretical Framework 

In quantitative research, independent variables determine the research outcomes. 

Variables modeling those outcomes are known as dependent variables (Creswell & Creswell, 

2017). This study utilized one independent and one dependent variable. These were: 

X: (independent variable) 5G femtocell firmware’s manufacturer (e.g. Huawei) 

Y: (dependent variable) sample contains at least one vulnerability (is insecure) 

Each firmware sample has an associated manufacturer. The manufacturer’s internal 

firmware development practices (such as enforcement of secure coding) can reduce firmware 

vulnerabilities, such as those noted by Yao and Zimmer (Yao & Zimmer, 2020). This research 

sought to find a correlation between the firmware sample manufacturer (X) and the presence 

of vulnerabilities in their firmware samples (Y). A correlation found for certain manufacturers 

(e.g., X = Huawei) but not for others (e.g., X = Nokia) may imply that device manufacturer → 

H1. If no vulnerabilities are found in any of the firmware samples, H0 is implied (and H1 

disproven). The expected outcomes of this study were that H1 will be found to be true (at least 

for X = Huawei, and possibly for other manufacturers), and H0 found to be false.  

These outcomes are projected by generalizing previous research by Finite State, Inc. 

(Finite State, 2019a) and the United Kingdom’s Huawei Cyber Security Evaluation Centre 

Oversight Board (HCSEC, 2019). Finite State examined almost 10,000 firmware samples 

from over 500 Huawei enterprise networking products. They found several known 

vulnerabilities in the Huawei products, with over 1400 vulnerabilities being found in the 

firmware of a single device. Finite State traced many of these vulnerabilities to Huawei’s use 

of third-party and open-source libraries. Other reported vulnerabilities were functions that 

were susceptible to buffer overflow attacks, and possible backdoor access. Over 60 firmware 

samples contained host key files (Finite State, 2019a). Huawei disputed the contents of the 

report, stating that “None of the Huawei products tested by Finite State will be deployed for 

5G RAN or Core in telecommunications networks.” Huawei also raised other objections to 

the report, claiming that Finite State had not tested the latest versions of their software 

(implying that Huawei may have already patched the reported vulnerabilities) and complained 

that Finite State had not given Huawei an opportunity to review the report findings prior to 

publication (Huawei, 2019a; Huawei PSIRT, 2019b). This drama continued with Finite State 

issuing a reply to Huawei’s response to Finite State’s report. The reply reiterated the report’s 
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assertion that Huawei’s firmware security had worsened over time and accused Huawei of 

engaging in ad hominem attacks against Finite State. For example, according to that reply, 

Huawei accused Finite State of lacking “maturity and competence” and that “Huawei would 

be happy to teach Finite State the basics of imbedded [sic] systems and global 

telecommunications operations that cover the globe” (Finite State, 2019b; Huawei PSIRT, 

2019b). 

Since 2014, the United Kingdom’s Huawei Cyber Security Evaluation Centre 

Oversight Board (UK HCSEC) has sought to mitigate the potential cyber risk arising from the 

use of Huawei products in the UK’s critical infrastructure. The HCSEC “provides security 

evaluation for a range of products used in the UK telecommunications market” (HCSEC, 

2019). Its 2019 annual report (dated March 2019) raised concerns about Huawei’s software 

development practices, expressed concern about the security risks posed by Huawei 

equipment already in use in the UK, and noted the lack of progress made by Huawei in 

addressing the defects listed in the previous year’s (2018) HCSEC report (HCSEC, 2019).  

The above-cited research indicates that Huawei’s networking products have firmware 

vulnerabilities and exposes Huawei’s sensitivity to having them publicly reported. The 

HCSEC report also indicates that Huawei’s software development practices do not ensure 

secure firmware, and that Huawei is slow to remediate vulnerabilities that are reported. Given 

these observations, this research anticipated that Huawei’s 5G femtocell firmware would 

suffer from the same type of unpatched security vulnerabilities reported for its enterprise 

network equipment, and that such vulnerabilities would be revealed by static analysis tools. 

Therefore, it predicted that for Huawei H1 will be proven, and H0 disproven. No prediction is 

made for the provability of H1 and H0 for other manufacturers included in this study. 

Definitions / Key Terms 

1G: First Generation wireless network. Limited to analog voice communications  

(Penttinen, 2019). 

2G: Second Generation wireless network. Digital voice, messaging, and data services  

(Penttinen, 2019). 

3G: Third Generation wireless network. Digital voice, messaging, data, and 

multimedia support  (Penttinen, 2019). 
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3GPP: Third Generation Partnership Project. A group of organizations which define 

standards for wireless communications  (Penttinen, 2019). 

4G: Fourth Generation wireless network. Offers digital communications of 3G, but 

replaces circuit switched service with IP packet switched networking (Penttinen, 2019).  

4G LTE: Fourth Generation wireless network with Long Term Evolution. An 

implementation of 4G specified in the 3GPP Release 8 specification. Sometimes referred to as 

“3.9G” (Penttinen, 2019) . 

5G: Fifth Generation wireless network. Expands the capabilities of 4G by adding 

support for ultra-reliable low latency communications, massive input / massive output WAPs, 

and increased data rates. Defined in 3GPP Release 16 specification (3GPP, 2021).  

5G Core: Core functionality of 5G backhaul network. Defined in 3GPP Release 16 

specification (3GPP, 2021).  

5G RAN: 5G fronthaul Radio Access Network (RAN). Defined in 3GPP Release 16 

specification (3GPP, 2021).  

CDMA: Code Division Multiple Access. A radio network used by MNOs to allow 

calls and data from multiple users to share a radio channel. CDMA encodes each call’s data 

with a unique key. Then all calls are transmitted at once, with receivers “dividing” the 

combined signal back into individual calls (Verizon, 2020). 

CNI: Critical National Infrastructure. “There are 16 critical infrastructure sectors 

whose assets, systems, and networks, whether physical or virtual, are considered so vital to 

the United States that their incapacitation or destruction would have a debilitating effect on 

security, national economic security, national public health or safety, or any combination 

thereof” (CISA, 2020b). 

Convergence:  Occurs when all tools in the experiment (that is, all tools in set S) find 

a particular vulnerability in the same firmware sample.  

Dependent variable: In quantitative research “dependent variables are those that 

depend on the independent variables; they are the outcomes or results of the influence of the 

independent variables” (Creswell & Creswell, 2017). 

Directional Hypothesis:  A hypothesis where “the investigator makes a prediction 

about the expected outcome, basing this prediction on prior literature and studies on the topic 

that suggest a potential outcome” (Creswell & Creswell, 2017). 
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Divergence: Occurs when at least one (but not all) tools in the set S report a particular 

vulnerability in a particular firmware sample. 

Femtocell: The smallest capacity WAPs. Residential femtocells typically support 4-8 

users, while enterprise femtocells support 16-32 users (Rodriguez, 2015a). 

Firmware: The lowest layer of software, functioning between the operating system or 

hypervisor layer and the hardware itself (Yao & Zimmer, 2020). 

Independent variable: In quantitative research, “independent variables are those that 

influence, or affect outcomes in experimental studies” (Creswell & Creswell, 2017). 

MIMO: Multiple Input / Multiple Output. A technique for providing increased data 

transmission rates by using multiple antennae concurrently. Due to the benefits offered by 

antenna beamforming in 5G, this is sometimes called “massive MIMO” (Stepanets, Fokin, & 

Müller, 2019).  

NFV: Network Function Virtualization. Network functions are performed virtual 

devices (i.e. software) instead of by dedicated hardware. NFV is “a principle of separating 

network functions from the hardware they run on by using virtual hardware abstraction” 

(Penttinen, 2019). 

Pseudo-stratification: The practice of selecting a sample of research subjects whose 

characteristics may not be representative of the population. This is in contrast to stratified 

sampling, which selects samples that represent the characteristics under study in proportion to 

their occurrence in the population.  

Quasi-experiment: A research design method where the “assignment of a treatment to 

objects of study is not random. This means that the sample is not selected randomly from the 

population, and/or treatments are not allocated randomly to elements of the sample” 

.(Wieringa, 2014) 

Reproducibility: “The measurement can be obtained with stated precision by a 

different team using the same measurement procedure, the same measuring system, under the 

same operating conditions, in the same or a different location on multiple trials. For 

computational experiments, this means that an independent group can obtain the same result 

using the author’s own artifacts” (ACM, 2020). 

Replicability: “The measurement can be obtained with stated precision by a different 

team, a different measuring system, in a different location on multiple trials. For 
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computational experiments, this means that an independent group can obtain the same result 

using artifacts which they develop completely independently” (ACM, 2020). 

Static Analysis Security Tool (SAST): An automated tool that can scan 

software/firmware to identify vulnerabilities. Certain SAST tools operate only on source code, 

while others can scan binary object code as well.   

URLLC: Ultra Reliable Low Latency Communications is a “new service category in 

5G to accommodate emerging services and applications having stringent latency and 

reliability requirements” (Ji et al., 2017). 

WAP: Wireless network access point. A network node which permits users to connect 

to the network via a radio interface. 

Assumptions 

The success of this research depended upon the following assumptions. First, that the 

requisite number and type of static analysis tools would be available. The G*Power tool 

indicated that 13 samples are required to meet the minimally acceptable β of 0.2 and statistical 

power of 0.80 suggested by Creswell (Creswell & Creswell, 2017). At least 16 samples are 

required to achieve a more desirable statistical power of 0.90. The availability of 5G femtocell 

firmware samples was also assumed. The United States was currently experiencing supply 

chain issues due to the global Covid-19 pandemic, and the ready availability of Chinese-

produced (Huawei and ZTE) products was not assured. Second, it was assumed that the 

firmware of the femtocells under study could be extracted for analysis or downloaded from 

the manufacturer’s website. The study also recognized the possibility that the devices might 

have security controls which inhibit the exfiltration of their firmware, and the firmware may 

not be available for download. Should both situations have occurred for certain 5G femtocells, 

other 5G femtocell devices will be substituted. Third, the analysis tools selected for set S must 

be able to analyze the firmware. If they had been incompatible with the firmware, other 

analysis tools would have been substituted. Finally, the analysis tools selected for inclusion in 

set S must report accurate results. That is, they must not report any false negative or false 

positive results. The list of firmware analysis tools specified by NIST (NIST, 2021) and 

commercial Static Analysis Security Tools (SAST) were anticipated to satisfy this condition. 
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Scope, Limitations, Delimitations 

The scope of this study consisted of firmware samples from the top global 

manufacturers of 5G femtocell devices. These devices were selected as representative of their 

5G femtocell product lines. Firmware from Huawei and ZTE devices was given preference 

for study over firmware from other manufacturers.  That was because previous research has 

shown that Huawei 5G products contained vulnerabilities (Finite State, 2019a; HCSEC, 2019) 

and both ZTE and Huawei have been designated as national security threats (115th U.S. 

Congress, 2018; FCC, 2020a). The scope of this study excluded femtocells from wireless 

networking generations other than 5G. The reasons for restricting the scope to 5G was due to 

the criticality of 5G security to DoD and the Nation (Leleux et al., 2021; Trump, 2020). This 

research only examined indoor 5G femtocell firmware. Firmware from other types of 5G 

small cells (micro cell, picocell, etc.) was outside the scope. By identifying vulnerabilities in 

5G femtocell firmware, a topic not yet extensively studied in scholarly literature, this study 

aimed to expand the body of knowledge in the offensive cyber research community. 

Terrel states that “Limitations are constraints outside of the control of the researcher 

and inherent to the actual study that could affect the generalizability of the results” (Terrell, 

2015). This research was limited by the type of devices selected for study (5G femtocells), the 

size of the set of devices studied, and the decision to restrict the firmware samples to those 

from those with larger worldwide 5G market share. Each of these factors was impacted by the 

availability of resources (time and budget). The decision to limit the study to 5G femtocells 

(instead of multiple types of 5G small cells) was driven by budget considerations. The 

generalizability of the results of this research on 5G femtocell devices from other 

manufacturers is yet to be determined. The decision to limit the number of studied firmware 

samples was driven by time and budget constraints. It was impossible to include all 5G 

femtocell firmware in this study within the time and budget available to the researcher. Even 

if sufficient time and budget had been available, certain manufacturers’ devices might be 

unobtainable, due to import restrictions, supply chain problems, or excessive demand. The 

possibility exists that while the size of the population of firmware samples selected for this 

research may limit the generalizability of the study, it still may, at the very least, provide a 

foundation for the work of future researchers. This study was limited to testing products from 

the five manufacturers having the largest share of the global 5G networking market, as 
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research budget limitations make it impractical to test samples from every possible 

manufacturer. This impacted the generalization of the results to the 5G femtocells of other 

manufacturers, but it also presents an opportunity for future research. Due to the threat 

presented to national security (115th U.S. Congress, 2018), Huawei and ZTE 5G femtocells 

were given precedence in selection of the research sample. However, they were difficult to 

obtain, due to the FCC ban on the use of their products in US networks (FCC, 2023). Should 

they prove to be unobtainable, the study had planned to compensate for their absence by 

increasing the representation of other manufacturers’ 5G femtocells in the sample. The 

selection of 5G femtocells available for this study was anticipated to be constrained by the 

supply chain issues caused by the Covid-19 pandemic. As a result, firmware samples from 

other 5G femtocell devices were to have been to be substituted for some of the planned 

research population. This had a negative effect on the generalization of the research results. 

The set of commercial SAST tools to be included in set S is limited by the availability of such 

tools to the researcher. A preliminary list of commercial SAST tools to be used is given in 

Table 2, and a preliminary list of 5G femtocell devices to be tested is provided in Table 3. 

Table 2: Commercial SAST Tools 

Commercial SAST Tool Version 

Blackberry Jarvis® 2.0 

Finite State Platform® August 2023 

Grammatech Code Sentry® 5.0.0 

Synopsys Black Duck Binary Analysis® 2023.7.0 

 

Table 3: 5G devices to be tested (preliminary) 

Manufacturer Device 

Ericsson BB6648 

ZTE VSWc2 

ZTE VSWd1 NVMe 

ZTE VSWd1 eUSB 

ZTE VSWd2 
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Terrel defines delimitations as “further limitations actively put into place by the 

researcher in order to control for factors that might affect the results, or to focus more 

specifically on a problem” (Terrell, 2015). This research was also limited by the capabilities 

of the set of firmware analysis tools (set S) used to evaluate the firmware samples. It was 

possible that one or more firmware samples could contain vulnerabilities which escaped 

detection by each tool (every tool gives a false negative result). While the probability of this 

occurrence was believed to decline as the size of S was increased, it could not be reduced to 

zero. Therefore, it should be noted that firmware samples evaluated to contain no 

vulnerabilities might contain one or more vulnerabilities which are undetectable by the set of 

tools selected for this research. This research is further delimited by only considering 

firmware vulnerabilities that may be exploited via a femtocell’s air interface. The presence of 

vulnerabilities introduced by malicious actors having physical access to the device was not 

studied. 

 Removed of those constraints, this research could be extended for by examining 

different 5G devices than those contained in this study, by using different static analysis tools, 

by adding dynamic analysis of firmware behavior, or by performing analysis on open-source 

5G software, such as O-RAN.  

Chapter Summary 

This chapter introduced the topic of this study. It described the project background, 

relating the research to the broader topic of wireless network security. It classified insecure 

5G femtocell firmware as an instance of a supply chain type of 5G infrastructure threat. It 

briefly summarized the evolution of wireless communications from 1G to 5G. It discussed the 

projected effect of the deployment of 5G, for both civilian and military users. It presented the 

topic’s importance to the cybersecurity research community and to national security. The 

applicability of this research to offensive cyber operations is also noted. 

The problem and plan for the associated research was presented. A problem statement 

was defined, showing the relationship between the larger problem of wireless network 

security, the threat posed by insecure WAPs connected to the 5G network, and 5G femtocells 

containing insecure firmware. That was followed by the study’s purpose statement that relates 

its goals to the broader objective of ensuring 5G network security. The design methodology 
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and research question were introduced. The importance of this study, and its significance 

among related research in the field, was described.  

The nature of the design science research quasi-experiment was presented, describing 

the research methodology used to design the experiment, its parameters, research variables, 

and the criteria used to evaluate the results. The research questions to be answered are noted, 

along with a null hypothesis and a directional hypothesis. The theoretical framework of the 

study was discussed and compared with similar studies in the research area. That was  

followed by a list of pertinent terms and their definitions. The research assumptions and their 

rationale were described, with mitigation plans for assumptions that might prove to be 

incorrect. The chapter concluded by describing the scope, limitations and delimitations 

underlying this research. 

Chapter 2 will present a review of the pertinent literature reviewed for this study. It 

covers topic areas such as the current state of the US domestic 5G network, efforts by the US 

Government to secure 5G, the threat presented by insecure 5G WAPs, firmware vulnerability 

analysis, and previous vulnerability analysis of other Huawei and IoT devices. 
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CHAPTER 2: LITERATURE REVIEW 

This chapter surveys the recent literature pertinent to the topic of this study. We begin 

laying a foundation by describing the current state of the 5G network in the United States 

(Summer, 2023). Then we will discuss US Government and DoD efforts to secure the 

domestic and military 5G networks. This is followed by a summary of 5G network security 

architecture. This chapter concludes with a discussion of related research in wireless network 

device security vulnerabilities, with emphasis on those pertaining to 5G network device 

firmware. 

Current State of US Domestic 5G Network 

In the US, AT&T, Verizon, and the recently merged Sprint/T-Mobile USA are each 

building out their domestic 5G networks (Pruitt, 2020). Deployment of the commercial 5G 

network is coordinated by the National Economic Council (NEC) (GAO, 2020b). In this 

initial phase of 5G deployment, the service being fielded is known as “non-standalone” 

(NSA) mode. NSA mode uses a 5G radio access network (RAN) coupled with a 4G evolved 

packet core (EPC) network on the back end. One characteristic of this design is that all control 

plane (network control and administration) traffic is routed through the 4G network (LTE 

radio interface and EPC). While user equipment (UE) connects to an NSA 5G network over a 

5G RAN, only user plane data (user communications) flow over the 5G radio interface. 

Control plane functions (such as network authentication) are still supplied to the UE over the 

4G LTE radio interface. As 5G infrastructure build-out continues, the 4G EPC will be 

replaced by the 5G core network (5GC). When the 5G RAN is used with the 5GC, the 

resulting network is said to be in “standalone” (SA) mode. In SA mode, the UE does not 

connect to the 4G LTE RAN. Rather, it connects to the 5G RAN for service of both user plane 

and control plane communications (Figure 1). 
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Figure 1: Non-standalone and Standalone 5G 

Domestic carriers have selected two primary frequency bands for 5G deployment. The 

first consists of sections of the 2.5GHz-6.0GHz band (at 2.5GHz, 3.5GHz, and 3.7GHz). 

These frequency ranges are known as the “mid” or “sub-6” bands. The second consists of 

frequencies above 24.0Ghz, known as the “millimeter wave” (mmWave) band (GAO, 2020a) 

. In addition to these primary bands, T-Mobile USA offers a “low-band” (600MHz) 5G 
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service targeted at rural areas (T-Mobile USA, 2020) while AT&T’s low-band service 

operates at 850MHz. Although these low-band deployments are unable to support 5G’s high 

data rates, they are used to provide adequate signal coverage over sparsely populated (i.e., 

rural) areas. 

Selection of RF spectra presents 5G carriers with a trade-off between coverage and 

available bandwidth. The RF transmissibility characteristics of the mid-band spectra differ 

from those of mmWave. The sub-6 band offers better signal propagation than mmWave. Its 

longer wavelength provides better obstacle penetration than mmWave (the latter can be 

blocked by walls or trees). Conversely, by virtue of its shorter wavelength, mmWave signals 

form a narrower beam than sub-6 transmissions, making them more difficult to intercept. The 

longer range of the sub-6 band (as compared to mmWave) allows sub-6 base stations to be 

deployed more sparsely than mmWave base stations, thereby lowering the deployment cost of 

providing coverage to a given geographic area. To realize the high data transfer rates 

promised by 5G, up to five contiguous 100MHz channels can be combined. In the US, 

adequate contiguous spectrum exists in the mmWave band (especially above 28.0GHz) to 

support these 500MHz channels. However, among those nations deploying 5G, the US faces a 

unique challenge. The domestic sub-6 band is fragmented between several current users, 

making it difficult to assign carriers large amounts of contiguous bandwidth. Much of the sub-

6 band is owned by the US Government and is in active use. Although migration of some 

current users to other frequency bands is possible, it will take considerable time and 

investment to achieve (Medin & Louie, 2019).  

Sub-6 band user migration is further complicated by an administrative division within 

the US Government. The Communications Act of 1934 (47 USC) specifies that the Federal 

Communications Commission (FCC) manages non-Federal users of the RF spectrum, while 

the National Telecommunications and Information Administration (NTIA) performs the same 

role for Federal users. The NTIA’s strategy is given in their National Spectrum Strategy, 

while the FCC’s is described in the Facilitate America’s Superiority in 5G Technology Plan 

(GAO, 2020b). Note that these two arms of government manage sets of RF spectrum users, 

and not ranges of the spectrum itself. Thus, moving Federal users from parts of the sub-6 

spectrum to free those frequency ranges for use by non-Federal 5G users necessarily requires 

coordination of both the NTIA and FCC (Nebbia, 2010).  
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Domestic carriers are deploying 5G on a mix of sub-6 and mmWave bands. For 

example, T-Mobile USA is deploying 5G on mmWave in densely populated urban areas and 

on sub-6 bands in suburban areas. It is also deploying on the 600MHz band in rural areas, 

benefiting from the better propagation of the longer wavelength signal (but at a sacrifice in 

data rate). AT&T is also deploying 5G across mmWave, sub-6 and low-band (850MHz) 

frequencies. Verizon has no low band offering, instead deploying broadband 5G on the 

mmWave (28.0GHz) band (Pruitt, 2020). 

The DoD and domestic 5G providers face interoperability challenges with the global 

5G network. For example, while the sub-6 band is desirable for 5G communications (due to 

its signal propagation characteristics), its availability in the US is limited due to competing 

uses. Thus, mmWave band network and user equipment will dominate the US 5G network. 

However, several nations are actively deploying 5G network services. Outside the US, the 

sub-6 spectrum is not similarly constrained, so sub-6 band 5G network infrastructure and UE 

will prevail there. This limits the usefulness of 5G network equipment designed for the US 

market. Likewise, such equipment designed for the foreign market may not operate in the US. 

This has supply chain implications, as the domestic 5G market is smaller than the non-US 

market. 5G network device manufacturers may be inclined to serve the larger, non-US 

market, limiting the choice of vendors for domestic 5G network infrastructure. These 

differences also pose a challenge for DoD as their missions are primarily conducted outside 

the US, where they could be required to use host nation 5G infrastructure, which may not be 

interoperable with their systems (Pruitt, 2020). 

US Regulatory Efforts to Secure 5G 

The Federal Government has undertaken several steps to secure the nation’s cyber 

infrastructure, including the domestic 5G network. President Trump approved the National 

Cyber Strategy in September 2018 (Trump, 2018), designating that the Department of 

Homeland Security (DHS) is responsible for securing Federal department and agency 

networks. National security systems or intelligence community networks remain secured by 

the National Security Telecommunications and Information Systems Security Committee 

under National Security Directive 42 (United States White House Office, 1990). The National 

Cyber Strategy identified 5G as a target for malicious cyber actors, advocating that the 
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Federal Government work with the private sector to secure information and communications 

technology (ICT), viewing ICT providers as cyber enablers. 

 On May 15, 2019, Trump issued Executive Order (E.O.) 13873, which declared a 

national emergency regarding the exploitation of ICT vulnerabilities by foreign adversaries:  

“I further find that the unrestricted acquisition or use in the United States 

of information and communications technology or services designed, 

developed, manufactured, or supplied by persons owned by, controlled by, 

or subject to the jurisdiction or direction of foreign adversaries augments 

the ability of foreign adversaries to create and exploit vulnerabilities in 

information and communications technology or services, with potentially 

catastrophic effects, and thereby constitutes an unusual and extraordinary 

threat to the national security, foreign policy, and economy of the United 

States.” (Trump, 2019) 

There are five major vendors of 5G core network hardware in the global marketplace 

(Brake, 2020; Finite State, 2019a). None of them are headquartered in the United States. Two 

of the five having the largest share of the global market, Huawei and ZTE, are Chinese firms. 

The others are Nokia (base in Finland), Ericsson (Sweden) and Samsung (South Korea). 

Huawei alone controls 29 percent of the global telecommunications market (Center for a New 

American Security, 2020). Executive Order 13873 excludes the two largest 5G equipment 

suppliers from the US market (Trump, 2019). While the security concerns raised in E.O. 

13783 give compelling reasons to do so, a side effect of that action is to limit competition in 

the US market, which may increase the cost of domestic deployment of 5G network 

infrastructure. Limited competition also exists in the manufacture of commercial 5G New 

Radio (NR) devices, where Qualcomm is the only domestic supplier  (Pruitt, 2020). 

Twelve days prior to the release of E.O. 13783 (i.e., May 3, 2019) the Prague 5G 

Security Conference issued a set of proposals (“The Prague Proposals”) for securing the 

global 5G network. This conference included representatives from 32 countries, including the 

United States (GAO, 2020b). The proposals included an affirmation of the rights of each 

participant nation to “set their own national security and law enforcement requirements” 

while maintaining compliance with international law. The proposals also recommended that 
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vulnerability assessments and risk mitigation be performed for all “components and network 

systems” (Prague 5G Security Conference, 2019).  

The 116th Congress passed the Secure 5G and Beyond Act of 2020, which was signed 

into law on March 23, 2020. This law mandated that the President develop a strategy to secure 

next generation wireless systems and infrastructure (GAO, 2020b). It further required the 

development of an implementation plan for that strategy. Both the strategy and associated 

implementation plan were to be delivered to Congress within 180 days of the law being 

adopted. The law also prohibited the strategy from advocating the nationalization of the 

domestic 5G network or any future wireless networks (120th U.S. Congress, 2020). 

Elements of The Prague Proposals and National Cyber Strategy were incorporated 

into the National Strategy to Secure 5G (released on March 23, 2020 – the same day PL 116-

129 was adopted). This document emphasized deployment of the domestic 5G network, 

assessment of risks and security principles in the 5GC, and management of the economic and 

national security risks resulting from use of 5G. It recognized that the 5G network would 

likely be a target of cyber criminals and foreign adversaries for financial gain and intelligence 

collection (Trump, 2020).  

NTIA released the corresponding implementation plan on behalf of the President on 

January 6, 2021. The National Strategy to Secure 5G Implementation Plan expanded on the 

four “lines of effort” listed in the National Strategy to Secure 5G. It emphasized the 

importance of supply chain security to ensuring security of 5G infrastructure. It also 

highlighted the importance of assessing risks to national security (and to the US economy) 

that may result from the global deployment of 5G and called for the Government to encourage 

industry to mitigate known 5G security vulnerabilities by using a combination of incentives 

and policy decisions. It recognized the importance of international standards to ensuring the 

security of the global 5G network and advocated that the US play a leadership role in creating 

those standards (NTIA, 2021). However, given the closure of the US market to major 5G 

network device manufacturers (Huawei, ZTE) and the foreign vs. domestic 5G 

interoperability issues mentioned above, the US may find that its ability to influence global 

5G standards is limited. Development of domestic 5G standards is overseen by the 3GPP 

(Pruitt, 2020). 
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The Department of Homeland Security’s Cybersecurity and Infrastructure Security 

Agency (CISA) is responsible for the cybersecurity of the US critical national infrastructure 

(CNI). CISA collaborates with 5G standards bodies, working groups, and national 

laboratories to discover security vulnerabilities in 5G network components. The agency 

released its CISA 5G Strategy on August 24, 2020. That document recognized that 5G 

infrastructure will present a broad attack surface for malicious cyber actors. CISA proposes to 

mitigate that threat by working in conjunction with national laboratories and academia to test 

5G network equipment and identify vulnerabilities. CISA also proposes to collaborate with 

other Federal agencies in 5G research and development (R&D) activities such as Open RAN 

(CISA, 2020). Their support of open 5G standards (e.g. Open RAN) is in agreement with 

DoD’s advocacy of the same through the Office of the Undersecretary of Defense (Stacey, 

2019).  

The Department of Defense has recognized 5G as a “critical strategic technology” 

(Secretary of Defense, 2020) and is evaluating it for applicability to their missions. DoD is 

testing five use cases for 5G technology Augmented/Virtual Reality, Smart Warehousing 

(transshipment), Smart Warehousing (vehicle storage and maintenance), Distributed 

Command and Control, and Dynamic Spectrum Utilization as described in (DoD, 2020a). 

These test sites realize one of the Defense Science Board’s recommended 5G strategy actions 

(Defense Science Board, 2019).  On May 2, 2020, DoD released the Department of Defense 

(DoD) 5G Strategy. The strategy states that DoD requires “resilient and protected 5G 

capabilities and spectrum” and commits DoD to supporting the furthering of US and partner 

nation 5G capabilities. DoD’s interest in 5G spectra includes both sub-6 and mmWave bands. 

Defensively, DoD is to support the development of technologies to protect 5G infrastructure 

and identify national security risks resulting from 5G. The identification of security 

vulnerabilities and possible mitigation strategies is a consistent concern (Defense Science 

Board, 2019; Secretary of Defense, 2020; Trump, 2020). DoD also seeks to cooperate with 

industry, Federal agencies, Congress, and partner nations to mitigate 5G security 

vulnerabilities. Of these, industry is viewed as being the only partner who can satisfy DoD’s 

5G requirements, due to the commercial sector’s greater 5G R&D resources (Secretary of 

Defense, 2020). 
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The strategy was followed by the release of the Department of Defense 5G Strategy 

Implementation Plan on December 15, 2020. The Implementation Plan stressed collaboration 

with industry for promoting open architectures and open-source software for the 5G RAN and 

5GC. By avoiding proprietary architectures and closed-source software, DoD hopes to 

encourage innovation and reduce cybersecurity vulnerabilities (DoD, 2020). 

In contrast to domestic 5G users, DoD’s mission requires it to operate outside the US. 

DoD anticipates leveraging the 5G networks of host nations in support of mission needs. 

However, firms with ties to the Chinese government (Huawei and ZTE) supply a significant 

portion of the 5G network infrastructure equipment outside US borders. The US government 

has recognized both Huawei and ZTE as national security threats (115th U.S. Congress, 2018; 

FCC, 2020a), while the UK government has identified inadequate cybersecurity controls in 

Huawei’s software security engineering practices (HCSEC, 2019). Western 5G hardware 

suppliers face a competitive disadvantage against these companies, as the China-based firms 

enjoy subsidies from the Chinese government, and undercut their competition on price, 

allowing them to grow and maintain their global 5G infrastructure market share. The use of 

foreign 5G infrastructure containing Huawei or ZTE components presents DoD with security 

risks. These risks may originate from malicious hardware (backdoor or trojan) or vulnerable 

device firmware (whether created unknowingly or deliberately). DoD must also overcome 

vulnerabilities inherent in 5G network services (e.g., NFV, edge computing) APIs, or from 

5G-connected IoT devices having inadequate security controls. The Implementation Plan 

advocates conducting security assessments to identify, assess, and alleviate these risks. These 

assessments are not limited to the RAN but include the 5GC (DoD, 2020). 

On May 12, 2021, President Biden issued E.O. 14028 Improving the Nation’s 

Cybersecurity, which advocated that the Government update its cybersecurity approach, 

moving from securing standalone systems to a zero-trust architecture utilizing secure cloud 

services (SaaS, IaaS, PaaS). It also reaffirmed the position that the Government and industry 

must work together to ensure the nation’s cybersecurity, calling for the sharing of cyber threat 

intelligence between government agencies, information technology providers, and operational 

technology providers. While emphasizing the cybersecurity partnership between government 

and industry, it highlighted the latter’s shared responsibility in achieving the objective: 
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“The Federal Government must also carefully examine what occurred 

during any major cyber incident and apply lessons learned. But 

cybersecurity requires more than government action. Protecting our Nation 

from malicious cyber actors requires the Federal Government to partner 

with the private sector. The private sector must adapt to the continuously 

changing threat environment, ensure its products are built and operate 

securely, and partner with the Federal Government to foster a more secure 

cyberspace.” (Biden, 2021) 

E.O. 14028 also addressed supply chain security, directing the Secretary of Commerce 

to create secure software engineering guidance for vendors selling software systems to the 

Government. These guidelines are to pertain to secure software development practices and 

maintaining auditable records of the vendor’s software development effort. They also request 

the vendor to supply a software bill of material (SBOM) for the system being procured. 

On November 25, 2022 the FCC adopted a Notice of Proposed Rulemaking (FCC 22-

84), titled Protecting Against National Security Threats to the Communications Supply Chain 

Through the Equipment Authorization Program. The corresponding rule went into effect on 

February 6, 2023 (FCC, 2023). This rule banned the importation of telecommunication 

network products produced by Huawei, ZTE, and certain other manufacturers for the purposes 

of resale or for use in US telecommunication networks. However, FCC 22-84 only prohibits 

the importation of complete devices (such as a femtocell’s remote radio unit or baseband 

unit). The importation of components (such as a circuit board loaded with 5G firmware from a 

femtocell’s baseband unit) for research purposes is not prohibited (Tannahill, 2023).  

Threat Landscape 

The threat landscape of the 5G network overlaps with that of its predecessor wireless 

telecommunication networks (3G, 4G). Like previous generations of wireless technology, 

both the UE devices and the 5G WAPs could be attacked over their air interface.  If left 

unattended, they could also be subject to physical tampering. However, there are some 

important differences in the consequences of an attacker’s successful exploitation of a 

vulnerability in the 5G network versus earlier generations. These are caused by some of the 
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use cases for which 5G has been designed, such as support of the massive Internet of Things 

(MIoT) and network slicing. 

The coming MIoT devices will use the 5G network to communicate. This will open a 

wireless attack vector that did not exist under 4G. The sheer number of such devices that will 

be connected to the 5G network constitutes a broad attack surface. Successful exploitation of 

vulnerable MIoT devices presents an opportunity for a DDoS attack on the 5G network (5G 

Americas, 2019). Perhaps more concerning, MIoT devices may have limited computing 

power and battery capacity due to form factor constraints. These limitations may preclude the 

use of strong encryption algorithms for communication with the 5G network, potentially 

making such devices less secure. 

A compromised 5G WAP offers an attacker the ability to strike at both UEs connected 

to that WAP, and at the 5G Core network. Both could be achieved by leveraging features of 

the 5G network. For example, 5G overcomes one of the security vulnerabilities of 4G by 

never sending its subscriber information (Subscriber Permanent Identifier – SUPI) over the air 

unencrypted. Instead, it uses public key encryption to send an encrypted version of the SUPI, 

known as a Subscriber Concealed Identifier (SUCI). When a UE attempts to authenticate to 

the 5G network, it must authenticate to its home network (HN) by sending its SUCI through 

the serving network (SN) to its HN. If the HN authenticates the UE, it notifies the SN, and the 

device is permitted to connect to the network. This is an important difference from 4G 

authentication, which sent the subscriber’s identity to the SN in the clear and did not require 

the UE to authenticate to the HN (Bhardwaj, 2020). Song, et al provide an overview of the 

differences between 4G and 5G authentication (Song, Xu, Tian, Chen, & Zhi, 2019). 

Graphical representations of 4G LTE and 5G authentication are presented in Figure 2 and 

Figure 3, respectively. For 5G authentication, the SUPI is encrypted into a SUCI using the 

public key of the subscriber’s home network.  This public key is installed on the UE by the 

home network provider, residing on an embedded universal integrated circuit card (eUICC). 

5G key management provides that the HN have the capability to push an updated public key 

to the UE. In the case of a UE connected to a compromised 5G WAP, the WAP (such as a 5G 

small cell or femtocell) could push a malicious public key to the UE, preventing from 

authenticating to its HN, or permitting it to authenticate to a 5G “HN” controlled by the 

attacker. Previous research has shown that a malicious 5G WAP could also take advantage of 
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elements in the 5G authentication protocol to mislead a UE into revealing its SUPI (Jover & 

Marojevic, 2019).  

 

Figure 2: 4G LTE Authentication (Dhanasekaran, 2023) 

 

Figure 3: 5G Authentication (Dhanasekaran, 2023) 
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A malicious 5G WAP may be used to exploit vulnerabilities in the 5G Authentication 

and Key Agreement (AKA) protocol. Researchers have analyzed the 5G authentication and 

key agreement methods specified in the 3GPP 5G standard and have identified security 

vulnerabilities in the 5G AKA (Hu et al., 2019) and the Extensible Authentication protocol 

(EAP) AKA (called EAP-AKA’) (Edris, Aiash, & Loo, 2022). These protocols are used for 

mutual authentication between the UE and the HN, and for setting up encryption. Because the 

UE and SN execute a portion of these protocols over the air interface prior to encryption of 

that connection, their transmissions could be subject to eavesdropping (passive attackers) and 

alteration (active attackers). 

Attackers may also leverage a compromised 5G WAP to attack the 5G network itself. 

One of the features of 5G is “network slicing” (Zhang, 2019). This allows the network to be 

subdivided into “slices” offering different network services, latency, and bandwidth. While 

each slice may contain its own copy of a particular service, some services and resources are 

shared by all slices. A malicious WAP could be used to consume excessive resources in the 

slice it serviced, effectively causing a DoS attack for the user of that slice (Olimid & 

Nencioni, 2020). Alternatively, it could consume an excessive amount of the common 

resources, thus impacting other network slices (5G Americas, 2019).  
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CHAPTER 3: SYSTEM DESIGN (RESEARCH METHODOLOGY) 

Introduction 

The purpose of this design science study was to support 5G network security by 

identifying vulnerabilities in femtocell firmware. It sought to achieve that objective by using 

static firmware analysis tools to search for vulnerabilities in firmware samples obtained from 

5G femtocells. The strategy to fulfill the goals of this study was to construct and execute a 

research experiment following a Design Science methodology. This chapter presents the 

tactical details of how that was planned to be accomplished.  

This chapter opens by describing the proposed research method and discusses the 

appropriateness of this method to the research problem. It then describes the structure of the 

research experiment as it was to be performed. The population of firmware samples is given, 

along with the rationale for their selection. The data collection procedures are presented, 

along with a justification for their selection, and their appropriateness for the chosen research 

method. The choice of research instrument (i.e., the experiment) is defended, and its 

applicability to the research problem is shown. The reliability of the research instrument is 

reviewed, including its internal and external validity.  

The review of instrument validity is followed by a description of the data analysis 

techniques to be used. The basis for selection of particular techniques over alternative 

approaches, and their utility for the research method is presented. Topics pertaining to 

informed consent and Internal Review Board (IRB) issues do not appear, as this study does 

not involve human subjects. The chapter concludes with a summary. 

Research Methods and Design Appropriateness 

Four research methods were considered as candidates for this study’s research 

methodology. These were qualitative, quantitative, mixed methods, and design science. Each 

of these methodologies has its own strengths and weaknesses. Because of this, all four 

methodologies may not be equally beneficial to the problem under study. When selecting a 

research methodology, it is imperative that the researcher consider the appropriateness of each 

method with respect to the type of study being conducted (Creswell & Creswell, 2017). 



37 

Qualitative research methods are appropriate for studies in the social sciences. Data 

for qualitative studies is often collected in surveys involving human subjects. The survey 

responses can be subjective (e.g., “mostly agree”) leaving the researcher with the challenge of 

drawing generalizations from the set of survey responses (Creswell & Creswell, 2017).  

Generalizations are used within cases to infer characteristics of those particular cases (Goertz 

& Mahoney, 2012) which may not hold over the entire population. Study data may also be 

gathered from review of written documentation, visual media,  audio recordings, and other 

sources which document human interactions with others (Saldana, 2011).  

Quantitative research methods analyze the relationship between variables in the 

problem domain to test a theory. Unlike qualitative research methods which may yield 

subjective data, quantitative methods rely on objective values of the variables under 

consideration. These values are measured empirically, resulting in numeric data which can be 

manipulated by the application of statistical methods (Creswell & Creswell, 2017). In 

comparison to qualitative research methods, quantitative methods are used to analyze data 

across different cases to infer characteristics of study populations (Goertz & Mahoney, 2012). 

Mixed Methods research employs a combination of quantitative and qualitative 

methods to collect the study data. By integrating both quantitative and qualitative data, the 

researcher may be presented with insights beyond those offered by exclusive use of either 

method (Creswell & Creswell, 2017). While the use of mixed qualitative and quantitative 

research methods may be viewed as combining different philosophies of data collection and 

interpretation (the subjective approach of qualitative methods versus the objective approach of 

qualitative methods). Some scholars disagree, viewing the differences between these two 

methodologies as the result of different underlying mathematical foundations (Goertz & 

Mahoney, 2012). 

Design Science research is appropriate for the study of problems by means of 

evaluating an artifact in context by means of an experiment. The experiment evaluates the 

behavior of the artifact in the specified context. The design science methodology is applicable 

to two type of research questions, those being design problems (evaluation of proposed 

designs versus stakeholder goals) and knowledge questions (evaluation of observed behavior 

to answer questions about the research subject). The experiment is designed according to the 

type of design problem the researcher wishes to answer (Wieringa, 2014).  
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Both qualitative and mixed qualitative-quantitative research methods were considered 

for this study but discarded due to their dependence on human subjects to provide qualitative 

responses to surveys (e.g., “somewhat agree”, “strongly disagree”). While qualitative methods 

are used in social science research (Creswell & Creswell, 2017) they are difficult to apply to 

studies where the subject population consists of inanimate objects. Because the study subjects 

are object code, and not source code, attempts to perform the analysis by human inspection of 

the firmware would be prohibitively time-consuming. While decompilers such as Ghidra 

(Eagle & Nance, 2020) exist, and human analysis of the resulting source code could be 

attempted, the fidelity of the results would still be dependent upon the (arbitrary) skill level of 

the researcher. For these reasons, humans shall not be used to inspect the firmware samples 

for vulnerabilities. As this research does not use human subjects nor does it utilize human 

researchers to perform manual analysis on the subject population, the use of survey-based 

methods, such as qualitative (or mixed qualitative-quantitative) methods is not feasible. 

As discussed in Chapter 1, the nature of the study (detection of vulnerabilities) implies 

that the analysis method maximizes code coverage to improve the fidelity of the results. This 

suggests that the firmware samples be analyzed by automated tools instead of by human 

researchers, as the analysis by manual means (e.g., human inspection of the firmware) would 

be prohibitively time-consuming. The use of automated analysis tools can be orchestrated by 

designing an experiment targeting their use with the subject population of firmware samples. 

Design Science was proposed as the research method for this study because it allows 

development of experiments to analyze the set of instructions comprising the firmware, and 

their sequence of execution. Performing research by an experiment uniquely designed to 

prove or disprove a hypothesis for the study’s subject population further indicates Design 

Science as an appropriate research methodology.  

Of the two types of Design Science research problems (design problems and 

knowledge questions) this study sought to answer a knowledge question. The study postulates 

a directional hypothesis, intending to prove H1 and disprove H0. As such, it lent itself to a 

design science research methodology consisting of an experiment (Wieringa, 2014). To 

identify security vulnerabilities in femtocell firmware, the firmware must be analyzed, either 

by examining the corresponding source code, or at a lower level. As noted by Hou, firmware 

vulnerabilities are a direct consequence of vulnerabilities in the source code used to produce 
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that firmware (Hou et al., 2017). Automated source code vulnerability analysis tools are 

available to the research community. Although not exhaustive, the National Institute of 

Standards and Technology (NIST) maintains a list of such tools online (NIST, 2021). Despite 

the availability of these tools, they are not applicable to this study, as their use would require 

access to the source code used to generate the particular femtocell firmware samples being 

examined. However, this study anticipated that the required source code will be unavailable to 

the researcher. For this reason, the research was conducted by analyzing the firmware samples 

at the object code level. 

The research design consisted of examining firmware samples from a set of 5G 

femtocell devices. Each device’s firmware was subjected to analysis by multiple static 

analysis tools to identify vulnerabilities. Vulnerabilities thus identified were assigned a 

confidence rating based upon the number of analysis tools reporting the same occurrences. 

The potential for one or more tools to report false positive and/or false negative results does 

exist. However, the likelihood of these occurrences was minimized by using analysis tools 

proven by the research community and correlating their results to generate confidence ratings 

for identified vulnerabilities. Vulnerabilities reported on a manufacturer’s femtocell firmware 

with a high degree of confidence would be supporting evidence for proof of H1 and would 

disprove H0 for that manufacturer.  This “high degree of confidence” will be reinforced by the 

statistical power analysis provided by the G*Power tool (see Chapter 3). Conversely, if no 

such vulnerabilities had been found (or only found with low confidence ratings) H1 would 

remain unproven (for that manufacturer), while the results would support H0 (but would not 

prove it, due to the small sample size in this study). 

Population 

The population for this study was projected to be the set of 5G femtocells offered by 

Huawei, ZTE, Ericsson, Nokia, and Fujitsu. These manufacturers were selected because they 

possess the six largest shares of the global 5G equipment market (see Table 3). Larger 5G 

small cells, such as picocells, are excluded. 5G femtocells provide access to the 5G network 

by using a 5G radio interface and an IP-based backhaul connection (over the Internet) to the 

5G network provider’s 5G core network (Rodriguez, 2015a). They serve as a 5G WAPs for 

small numbers of users (residential femtocell: 4-8 users; enterprise femtocell: 16-32 users). 
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They are typically deployed in homes and buildings, to provide 5G coverage to indoor areas 

where signal strength from outdoor 5G WAPs would be attenuated by the building’s walls 

and windows.  As such, they are physically accessible to a malicious femtocell owner or other 

attacker. Recent estimates suggest that by 2021, approximately 70-80 percent of mobile data 

would be generated indoors (Cisco, 2020; Ericsson, 2021b). This implies that femtocells are 

likely to be ubiquitous in the deployed 5G network. For these reasons (ease of attacker access 

and ubiquitous deployment) femtocells present a broad 5G network attack surface.  

Global suppliers of 5G femtocells are presented in Table 4. Note that none are based 

in the US. While time and budget constraints make it impractical to analyze the firmware of 

every 5G femtocell, this study examines the firmware from a cross-section of that population, 

to provide an indication of the vulnerabilities present. The current versions of each 

manufacturer’s 5G femtocell products was determined by reviewing their corporate website, 

or by contacting their salespeople. 

Table 4. 5G Network Equipment Manufacturers, in Order of Global Market Share 

Manufacturer Country of Origin 

Huawei China 

Nokia Finland 

Ericsson Sweden 

ZTE China 

Samsung South Korea 

Fujitsu Japan 

Sampling 

The methodology used to select research subjects from a population is referred to as 

the sampling design.  A sampling design may be single stage or multistage. In single stage 

sampling design, the identities of all members of the subject population are known to the 

researcher prior to the experiment. When that condition cannot be satisfied, the researcher 

may employ multistage sampling design. In multistage sampling, the researcher first partitions 
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the population into groups, and selects a subset of those groups. For each group in the subset, 

the researcher determines the identity of each of its members, and creates a sampling from 

each group to serve as the research subjects (Creswell & Creswell, 2017). Multistage 

sampling is appropriate for populations whose membership is infeasible to identify 

completely (such as when the population of interest is very large). Multistage sampling is also 

called cluster sampling, due to the process of dividing the population into groups (clusters) in 

the first sampling stage (Babbie, 2020).  

Both sampling designs may be implemented using one of three sampling types. If each 

member of the population has the same likelihood of being selected, the sampling process 

yields a systematic random sample. If the population has an ordering (such as an alphabetical 

ordering of names) a “precision-equivalent random sampling” may be generated by selecting 

an initial element of the population at random, and then selecting every Nth element from the 

ordered population. If neither form of random sampling can be generated, subjects may be 

selected simply because they are available while others are not. This is known as a 

“convenience sample” (Creswell & Creswell, 2017). 

This study was anticipated to employ multistage sampling. In the first sampling stage, 

the 5G femtocell population was to be partitioned into clusters. The devices were to be 

clustered by manufacturer, as this forms a natural partitioning of the population. In the second 

sampling stage, a subset of the clusters was to be selected. That process was to be initiated by 

choosing a target number of research subjects (i.e., the 5G femtocell firmware samples) for 

the study. This number was anticipated to be in the range of 10-20. Then, starting with the 

Huawei cluster, clusters were to be selected one at a time, until the total number of members 

in all selected clusters met (or exceeded) the desired number of research subjects. The cluster 

selection order was to be Huawei, ZTE, Ericsson, Nokia, Samsung, and Fujitsu. Huawei and 

ZTE were to lead this ordering because their equipment has been determined to present 

national security risks (115th U.S. Congress, 2018; FCC, 2020a). The remaining manufacturer 

clusters were to be selected in decreasing order of their share of the global 5G device market. 

Ordering by global (instead of US) market share gives selection precedence to manufacturers 

whose 5G femtocells US cyber operators would be most likely to encounter overseas. 

Once the group of clusters had been chosen, individual research subjects (i.e., 

femtocell firmware samples) would be selected from their members. The size of the Huawei 
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and ZTE clusters was limited due to restrictions on their deployment in the US. 

Notwithstanding that, the availability of devices for all clusters could have been limited by 

supply chain problems caused by the ongoing Covid-19 pandemic. Because of these 

uncertainties, it was anticipated that there may be fewer candidate research subjects than 

desired. Therefore, research subjects were to be selected from the clusters using a 

convenience sampling strategy (the elements comprising the sample will be chosen simply 

because they are available). However, should the total number of candidate research subjects 

in the selected clusters exceed the desired number of research subjects, they were to be 

selected in preference order. Put another way, if there were more candidate research subjects 

than needed for the study, the subjects were to be chosen in the order specified above. In that 

instance, all members of a given cluster (all firmware samples from a given manufacturer) 

were to be chosen before selecting any from the next cluster. The selections were to start from 

the Huawei cluster and continue through the clusters in order of decreasing precedence, using 

the same order used for cluster selection. Once all the Huawei samples have been added to the 

study, all the Nokia samples were to be added, then all the Ericsson samples, etc. until the 

desired number of research subjects had been included. 

A target population may be sampled by random sampling (research subjects are 

selected randomly, with each element having the same probability of being selected), or by 

stratified sampling. To stratify a target population, a characteristic of its members is used to 

segment the population into strata. The study sample is then chosen by selecting members 

from each stratum of the population. In a truly stratified sampling, the size of each stratum in 

the selected sample is proportional to the size of that stratum in the target population. This 

sampling method provides a sample that more closely resembles the target population in the 

characteristic(s) of interest (those characteristics used to stratify the target population) than 

would result from a random sampling (Fowler, 2014). Conversely, if all characteristics of the 

target population were of equal interest, a random sampling method would be appropriate 

(Ernest, Geraldine, & Viktor, 2015).  

To illustrate the concept of stratified sampling, suppose that a stratified sample was to 

be chosen from the set of integers that had been stratified by the property of being divisible by 

three. The set of integers and the resulting sample would each consist of two strata (those 

integers divisible by three, and those that are not). To create a truly stratified sample, exactly 
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twice as many integers would have to be selected from the “not divisible by three” stratum as 

those selected from the “divisible by three” stratum. The resulting sample would contain the 

same two strata as the target population, with the ratio of their cardinalities exactly mirroring 

the ratio of the corresponding strata in the target population.  

A consequence of the proposed selection strategy was that the sample population 

would be pseudo-stratified by device manufacturer.  The sampling algorithm gave precedence 

to manufacturers (i.e., strata) in order of their global 5G device market share (Fig. 1). Their 

market share serves as a rough approximation of their proportion of the target population. 

However, the ratios of the cardinalities of the resulting sample strata were unlikely to match 

their respective ratios in the target population. That phenomenon was caused by this study’s 

device availability, time, and budget constraints. A summary of the pseudo-stratified selection 

algorithm is given below. 

Lists of available firmware samples from: Huawei (H); Nokia (N); 

Ericsson (E); ZTE (Z); Samsung (S); and Fujitsu (F). 

N = Desired size of pseudo-stratified sample 

P = List of firmware samples to be included in pseudo-stratified 

sample population 

A = List of available firmware sample lists, ordered by Huawei and 

ZTE first, then in order of manufacturer market share 

 

BEGIN 

A = List( H, Z, N, E, S, F ) 

P = () /* empty list */, i = 0 

WHILE ( P.size() < N ) AND ( i < A.size() ) DO { 

    j = 0 

    MFG = Ai 

    WHILE ( P.size() < N ) AND ( j < MFG.size() ) DO { 

        P.append( MFGj ) 

        j = j + 1 

    } 

    i = i + 1 

} 

END 

Those same constraints were material to determining this study’s sample size. While a 

large sample size may improve the accuracy of a study  (Creswell & Creswell, 2017), this 
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study’s constraints made it impractical to select a large sample from the target population. The 

limited availability of 5G femtocells in the marketplace necessarily constrained this research 

to sample only from those devices which could be obtained by the researcher. A preliminary 

online survey of new 5G femtocells indicated costs of approximately $500 per device. As this 

research was funded solely by the personal funds of the researcher, the available budget 

restricted the upper limit of the sample size to 10 devices. If external funding had been  

obtained, that limit could be increased, however the maximum sample size would have still 

been constrained by the time available for the study. As this study was the work of an 

individual researcher, it is doubtful that even if funding to purchase additional devices became 

available, no more than 20 devices could be studied in a reasonable time. The possibility of 

extending this research by examining 5G femtocell devices not included in its selected sample 

will remain a challenge for future researchers. 

Data Collection Procedures 

Each member of the research sample was be subjected to evaluation by each tool in 

the toolset S. Ideally, the number of tools (T) would be as large as possible, as the probability 

of all tools in S reporting a false negative, 𝜖, varies inversely with T. However, time 

constraints limited the value of T to no more than 20. 

The Finite State Platform is a vulnerability analysis engine that is targeted to firmware 

analysis. It not only identifies vulnerabilities in firmware written by the device manufacturer, 

but it also detects vulnerabilities in the third-party components that are used. It can analyze 

compiled binaries and claims support for all instruction set architectures.  Of importance to 

this study, it reports a list of all vulnerabilities (CVEs) identified, along with the software 

components in which they were found (Finite State, 2021). It has previously been used to 

analyze Huawei firmware (Finite State, 2019a). However, through email correspondence in 

January, 2022, Finite State declined to participate in this research, citing concerns regarding 

reproducibility and peer review of their proprietary algorithms (Wyckhouse, 2022). 

Each tool in S was used to analyze all elements of the research sample which are of a 

type supported by that tool. It was unlikely that all tools in S would support the same set of 

firmware samples, but the members of S were chosen such that every element of the research 

sample is supported by at least one tool. For each run of a given tool Q, against an element F 
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of the research sample a record was to be kept of the results reported by Q. This record was to 

have included, at a minimum, the fields indicated in Figure 4. The results for each run were to 

have been recorded in a Microsoft Excel spreadsheet, using one spreadsheet row per run, 

regardless of the number of vulnerabilities reported for that run. Each vulnerability reported 

by a given run was to appear in its own column on the row used to record that run. 

 

 

Figure 4: Sample Results Spreadsheet 

Validity 

Creswell notes two types of threats to the validity of experimental studies, internal and 

external. Internal threats are those which mislead the researcher into using the results of the 

experiment to reach incorrect conclusions regarding the target population. External validity 

threats are those which mislead the researcher into using the results to reach incorrect 

conclusions about populations other than the target population from which the sample was 

drawn. Creswell lists 10 types of internal validity threats and three types of external validity 

threats (Creswell & Creswell, 2017). 

Of the internal threat types listed by Creswell (Creswell & Creswell, 2017), eight 

regard changes in behavior or attitudes among human subjects, which was not a concern for 

this study, as femtocell firmware is inanimate. The remaining two (selection” and 

“instrumentation”) were mitigated as follows. The selection internal threat is realized when 

the selection algorithm yields a research sample which is biased towards producing certain 

results. Admittedly, the convenience sampling algorithm described above is suboptimal for 

avoiding this threat. However, even if the selection algorithm resulted in a research sample 

whose level of vulnerabilities were not representative of the target population, the study 

results would still be valid. Those firmware samples with reported vulnerabilities are still  

considered to have them with a confidence rating of C.  Those firmware samples with no 

reported vulnerabilities are still to be considered free of vulnerabilities with a confidence 
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rating of 𝜖. The instrumentation internal threat is realized when the study instrument changes 

during the study. This threat was to be mitigated by using only one version of each tool in S 

for the lifetime of the study. 

Creswell presents three types of external validity threats (Creswell & Creswell, 2017). 

They are mitigated as follows. The interaction of selection and treatment external threat is 

realized when the characteristics of the research sample are insufficiently broad, preventing 

generalization to populations with broader characteristics. The mitigation for this threat was 

accomplished by the selection algorithm, which gives selection precedence to those femtocell 

samples from manufacturers with higher global 5G market share. Further mitigation could be 

performed by repeating the experiment on other (not previously selected) femtocell firmware, 

or on other 5G device firmware (such as 5G mobile phones). The interaction of setting and 

treatment external threat is realized when the nature of the research setting prevents 

generalization of the results to other settings. This threat was mitigated by the fact that the 

research subjects are firmware samples, not live entities, and as such are oblivious to changes 

in the research setting. The interaction of history and treatment external threat is realized 

when the nature of the study prevents its results from being valid at any time other than when 

the study was conducted. This threat was mitigated by the time-independent nature of the 

results, and the deterministic nature of software execution.  

The National Academy of Sciences notes that the definitions of a study’s 

reproducibility and replicability vary across research disciplines (National Academies of 

Sciences & Medicine, 2019). This study has adopted the definitions proposed by the 

Association of Computing Machinery (ACM) (ACM, 2020). This study was anticipated to be 

reproducible under these definitions. That is, other researchers repeating this study (possibly 

at a different location) using the same tools and tool versions in S with the same femtocell 

firmware samples as used in the original study can be expected to produce the same results. 

Should the same results not be found, some possible causes of the discrepancies include 

changes to the analysis algorithms used by the tools, and classification of new CVEs by 

MITRE since the tools were last executed on the sample population. 

However, attempts to repeat this study varying the tools in S (or different versions of 

the same tools found in S), or varying the femtocell firmware samples or versions used in the 

original study may yield different results. Therefore, this study might not be replicable, 
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meaning that the results of the study are dependent upon the particular tools, tool versions, 

and datasets used to conduct the study. 

A further validity threat may be found in the constraints on the researcher conducting 

the study. In academia, researchers are sometimes under employment-related pressure to 

produce a certain volume of scholarly literature. This “pressure to publish” can lead some 

researchers to compromise the reproducibility and replicability of their studies in an effort to 

accelerate completion and achieve a higher annual publication rate. The author of this study 

was not employed by any organization which requires publications in academic literature, 

mitigating the potential threat to the reproducibility and replicability of this study. 

Data Analysis 

Data analysis is the process of examining the results of the study (the data) to produce 

useful information. The data from this study supported the generation of a set of metrics for 

the research sample, calculated as follows. Most Vulnerable Firmware (M1): the sample with 

the highest number of reported CVEs. Most Likely Exploitable Firmware (M2): the sample 

having the CVE with the highest value of C, calculated by the formula given in Chapter 1. 

Most Insecure Manufacturer (M3): the manufacturer (stratum) having the highest percentage 

of samples for which at least one CVE has been found. Most Common CVE (M4): the CVE 

with the highest number of occurrences across all firmware samples. These metrics were 

selected to support decision making by 5G femtocell stakeholders, cyber defense 

professionals, and offensive cyber operations planners. This set of metrics was not closed. 

The inclusion of additional metrics was considered prior to completion of the study. The 

assignment of new tools to set S might also have supported the creation of additional metrics. 

This initial set of metrics was chosen over statistical measures due to the limited size of the 

research sample. Given a sample size of 20 or fewer elements, statistical measurements such 

as arithmetic mean or variance are unlikely to be meaningful.  

Chapter Summary 

This chapter discussed the research method selected, describing this study as a design 

science quasi-experiment intending to prove a directional hypothesis. The target population of 
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the study and the pseudo-stratified research sample selection algorithm were presented. The 

inapplicability of informed consent to this study was noted. Data collection methods and tools 

were described. The use of a quasi-experiment was then justified, along with a discussion of 

its reliability. That was followed by the topics of internal and external validity threats and 

their mitigation. This chapter closes by presenting the data analysis artifacts that were to be 

constructed from the study results, and their method of computation. The study results 

themselves, and the computed values of the metrics, are presented in Chapter 4.  
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CHAPTER 4: RESULTS 

Introduction 

This study intended to determine if 5G femtocell firmware from Huawei, ZTE, and 

other major manufacturers of 5G networking equipment contained vulnerabilities. It 

determined the presence of vulnerabilities by scanning the firmware with multiple SAST 

tools. Difficulties encountered in procurement of firmware samples and access to SAST tools 

resulted in the study being executed differently than planned. Despite these obstacles, the 

study was completed, and the research objective was achieved.  

Firmware Procurement 

The procurement of firmware samples proved to be much more difficult than 

anticipated. The anticipated availability of 5G femtocell firmware freely downloadable from 

manufacturer websites proved to be a fallacy. During this study, attempts were made to obtain 

firmware from Huawei, ZTE, and Nokia websites. None of these made firmware downloads  

accessible to parties who were not MNOs and did not have an existing relationship with the 

manufacturer. An attempt was made to obtain Huawei firmware via a “friend of a friend” 

contact at an MNO (Viva-MTS) located in  a foreign nation where the use of Huawei 

equipment had not been prohibited. That effort was unsuccessful, due to a language barrier 

and logistical considerations. The inability to obtain firmware samples via download 

threatened the viability of this study. To overcome this obstacle, it was decided to obtain the 

firmware indirectly, by procuring 5G femtocell hardware, and then copying its firmware 

directly from its onboard storage. That approach presented its own set of challenges. 

Several vendors of 5G small cell products were contacted to purchase 5G femtocells.  

Each of these efforts was unfruitful. The reasons for this lack of success varied from vendor to 

vendor but fell into three general categories. First, some vendors did not offer a 5G femtocell 

product. This sometimes occurred even with vendors whose websites claimed that they 

offered such a product. Their sales representatives would state that the femtocell product in 

question was still under development or was still awaiting FCC approval. Second, some 

vendors refused to sell their products to an individual. They limited their sales to MNOs only. 
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This limitation was also encountered when inquiring directly with major manufacturers (e.g., 

Nokia).  Examples of vendor replies are quoted below. They are representative of the type of 

vendor responses received. The full text of these messages is shown in Appendix B (Figure 16 

through Figure 21). 

CommScope does not offer a 5G femtocell, and even if they did, they would only sell 

it to their partners and MNOs. 

“Hi Charles, sorry for the delayed response.  For clarification CommScope 

does not offer a femto product.   Our OneCell product is a small cell cloud 

RAN product designed for the Enterprise market with a connection capacity 

of 1024 users.  In addition, our OneCell product is only purchased by our 

certified partners or directly by the MNO.  Our contractual agreement(s) 

with the Operator(s) require us to offer our small cell only through these 

channels to ensure the Operators licensed 4G and 5G spectrum is deployed 

accordingly. Unfortunately, we are not able to offer you our OneCell small 

cell product for your effort.” (Sbisa, 2022)  

Crown Castle did not offer a 5G femtocell, but still wanted to know if there was a 

possibility of selling enough units to provide 5G coverage for the DSU campus. 

“We do not have these devices. Are you interested in improving the cell 

coverage on the campus or are you just doing some research?” (Thompson, 

2022) 

Citing supply chain limitations, Accuver was unwilling to sell only a single unit. 

“My apologies fot [sic] the delay in response. Unfortunately, I received 

word from our HQ that they are unable to sell just one small cell. We don’t 

have a stock here in the US and our HQ is focusing on large scale 

opportunities based on meeting a certain MoQ with our factory.” (Ostien, 

2022) 

The third reason for being unable to purchase these products was the stated intention 

to use them for university cyber research. When conversing with some sales representatives, 

when the term “research” was mentioned, the tone of the conversation cooled. Even offering 
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to sign an NDA and anonymize their product in the research results failed to facilitate a 

purchase. The vendor staff who were contacted appeared to be interested exclusively in sales 

of multiple units. The advancement of knowledge in the field of cybersecurity was 

insufficient motivation for them to loan out a unit even temporarily for research (that appeal 

was made, but to no avail). A sampling of purchase attempts and their reasons for failure are 

given in Table 5. 

Table 5: 5G Femtocell Purchase Attempts 

Vendor Reason for not completing sale 

Actiontec Only sells to MNOs. 

Accuver Would not sell just one unit. 

BTI Wireless 5G Femtocell not FCC certified yet. 

Airspan 

Communications 

Only sells to MNOs. 

Askey Computer 

Corp. 

Emails to vendor unanswered. Calls to the 

US sales office in California and to 

company headquarters in Taipei, Taiwan 

were not answered. 

Commscope No femtocell product. Only sells to MNOs. 

Crown Castle No femtocell product. 

Ericsson Only sells to MNOs 

Mavenir 

Systems 

Only sells to MNOs 

Nokia Only sells to MNOs 

SerComm Would not sell to a researcher. 

Sterlite 

Technologies 

Would not sell just one unit. 

 

A further difficulty was caused by the restrictions placed on the researcher, due to the 

nature of his employment. These restrictions prohibited the researcher from making direct 

contact with Huawei and ZTE, due to their designation as national security threats. As the 5G 

femtocell products of these two manufacturers were primary targets of this research, these 
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restrictions negatively impacted the ability to obtain information from Huawei and ZTE. This 

inability to obtain detailed information on the Huawei Lampsite and ZTE Qcell 5G indoor 

small cell products initially led the researcher to expend part of the research budget on the 

purchase of Huawei and ZTE remote radio units (RRUs) for these products. The RRUs were 

not purchased directly from Huawei or ZTE due to the restrictions noted above. Instead, they 

had been purchased on Alibaba.com through Dakota State University (to obscure the identity 

of the researcher).  

During attempts to extract firmware from these units, it was discovered that they did 

not contain the firmware which controlled the femtocell. Rather, they were to download their 

firmware from a connected baseband unit (BBU). As the RRUs were new devices which had 

not been previously connected to a BBU, their firmware had not yet been downloaded. Given 

the restrictions on the researcher mentioned previously, contacting Huawei or ZTE in China 

was not possible. Therefore, the researcher contacted Huawei North America (in Texas) using 

a ”burner” mobile phone and an assumed name. To identify the proper firmware version for 

the Huawei RRUs, the Huawei North America representative requested their serial numbers. 

When this information was provided, the representative refused to provide any support 

information, citing the fact that they had not been purchased directly from Huawei. 

Contacting ZTE’s North American support site (again with the burner phone and assumed 

name) also failed to obtain the required firmware. In the ZTE case, the serial number of the 

RRU indicated that it was a “China only” unit and was not to have been exported. The 

representative became agitated upon discovery of this fact and refused to provide further 

assistance. Without firmware, the RRUs were of no value to the research effort. They were 

donated to Dakota State University. 

The quest to obtain 5G femtocell hardware from which firmware could be extracted 

now concentrated on purchasing Huawei and ZTE BBUs. Leveraging lessons learned from 

the RRU procurement,  used BBUs were targeted for purchase as they would already have 

been loaded with firmware. While these could be purchased online from websites such as 

Alibaba.com, there was uncertainty surrounding their ability to be imported. At that time 

(January 2023) FCC Rule 22-84 had been proposed but had not yet taken effect. It was still 

possible that the Rule might be revised to further restrict importation. To mitigate the risk of 

being unable to import the BBUs, the possibility of importing them into Canada, extracting 
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the firmware samples on Canadian territory, and then bringing only the samples into the US 

was considered. However, consultation with the Canadian Innovation, Science, and Economic 

Development office (Desmaris, 2023) revealed that importation of Huawei and ZTE 

equipment into Canada would not be possible, due to a ban by the Canadian Government 

(Sevastopulo & Kerr, 2022). 

Successful importation of Huawei and ZTE BBUs into the US depended upon the 

details of FCC Rule 22-84 when it reached its final form. The initial attempt to obtain a 

clarification of Rule 22-84 from the FCC was unsuccessful. However, less than 48 hours after 

enlisting the assistance of US Senator Marco Rubio’s office, the FCC provided a 

knowledgeable person (Mr. George Tannahill, of the FCC Office of Engineering and 

Technology Laboratory) who was able to clarify the provisions of Rule 22-84 as it pertained 

to this research (Repasi, 2023).  Per the explanation of Rule 22-84 provided by Mr. Tannahill, 

the importation of complete units (such as an entire BBU) would be prohibited, but the 

importation of components (such as a BBU baseband board or switching board) would still be 

permitted. An excerpt from Mr. Tannahill’s email message is provided below. The full text 

appears in Appendix B (Figure 19). The FCC’s letter documenting their provision of this 

assistance appears in Appendix B (Figure 20). 

“The FCC released FCC 22-84 on November 25, 2022 related to 

prohibiting equipment authorization of specific devices produced by entities 

identified on a covered list that are deemed to pose an unacceptable risk to 

the national security of the United States or the security and safety of 

United States persons. When the rules become effective upon publication in 

the Federal Register, FCC 22-84 will prohibit new equipment 

authorizations for specific equipment produced by entities named on the 

covered list. Huawei and ZTE are both entities named on the covered list.” 

(Tannahill, 2023)  

The 5G firmware analyzed in this study was extracted from used BBU components 

obtained from Alibaba.com (https://www.alibaba.com) and from a professional contact, Mr. 

Earl Lum (https://www.ejlwireless.com). A total of nine used BBU boards were purchased 

from Alibaba.com. While the various equipment resellers were able to provide used hardware 

https://www.fcc.gov/document/fcc-amends-equipment-authorization-program
https://www.fcc.gov/supplychain/coveredlist
https://www.alibaba.com/
https://www.ejlwireless.com/
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(containing the 5G firmware) they were not able to sell Huawei or ZTE software/firmware by 

itself, citing Huawei’s “restrictions” on export of their software, as shown in Figure 5. 

  

Figure 5: Huawei restricts export of software. 

The Alibaba.com purchases were made by creating an account on that website 

(https://www.alibaba.com) and posting RFQs for the type and quantity of equipment needed. 

Replies from several China-based suppliers were received within 24 hours of an RFQ being 

posted. Costs for each board ranged from $373 to $717, including shipping from China to 

Florida, USA. Sales were arranged via the website. Vendor communication was initiated via 

the website but was occasionally followed by email communications. These interactions 

sometimes gave insight into the business ethics of particular Alibaba.com suppliers. For 

example, the quotation below is from an Alibaba.com supplier who was willing to 

disassemble and “white label” a Huawei 5900 BBU to circumvent the restrictions of FCC 

Rule 22-84. The full text of the email appears in Appendix B (Figure 21). 

“Yes, we can split to some parts and send to you. In addition, change the 

brand name is also possible. What is your quantity? Do you only want the 

second hand?” (Hebei Shencheng, 2023) 

A total of nine used BBU boards were purchased through Alibaba.com. Of these nine, 

four were Huawei 5900 BBU components, four were ZTE ZXRAN V9200 BBU components 

(ZTE, 2020), and one was a Nokia AirScale BBU component (Nokia, 2019). Each board had 

previously been loaded with Huawei 5G RAN, ZTE ZXRAN, or Nokia 5G RAN firmware. 

The total cost for these boards was approximately $4000. The boards sourced from 

Alibaba.com appear in Table 6. A representative board (ZTE VSWd1) is shown in Figure 6. 

 

 

https://www.alibaba.com/
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Table 6: 5G BBU boards sourced from Alibaba.com. 

Manufacturer Model Type 

Huawei UBBPg2a1 5G baseband board 

Huawei UBBPg3 5G baseband board 

Huawei UMPTe3 5G BBU controller board 

Huawei UMPTg3 5G BBU controller board 

Nokia 5G Flexi ABIA 473906A 5G baseband board 

ZTE VBPd0b 5G baseband board 

ZTE VSWc2 5G BBU controller board 

ZTE VSWd1 5G BBU controller board 

ZTE VSWd2 5G BBU controller board 

 

 

Figure 6: ZTE VSWd1 BBU controller board from Alibaba.com. 

Three additional boards were provided on loan from a professional  contact, Mr. Earl 

Lum. Mr. Lum is a researcher and published author on small cell technology and 

communication hardware components (Lum, 2023). Of these three boards, only one was 

selected for inclusion in this study. The selected board was the memory module of an 

Ericsson BB6648 baseband board, loaded with Ericsson 5G RAN firmware (Figure 7). 
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Figure 7: Memory Module from Ericsson BB6648 

Firmware Extraction 

Once the BBU boards were received, the next challenge that faced the study was the 

problem of how to extract copies of the firmware. While this study’s author does have some 

hardware experience, the specialized knowledge required to perform the firmware extraction 

exceeded his level of expertise. An Internet search located Mr. Xiaodong Zou (Figure 8) a 

resident of Toronto, Canada. Mr. Zou had performed reverse engineering on similar hardware 

(Huawei 4G BBUs). He was contacted via email, and recommended desoldering individual 

chips from the BBU boards, and reading them with a chip programmer. The tools and 

expertise necessary for such an approach were not available for this study.  

 

Figure 8: Xiaodong Zou 

Dakota State University does not currently have an Electrical Engineering department, 

necessitating seeking firmware extraction resources from external sources. The required 

expertise was located at a local research university, the University of South Florida (USF). 

The USF main campus is approximately 27 miles from the location where this study was 
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conducted, allowing for convenient delivery of the BBU boards. The USF Electrical 

Engineering department offered the services of Dr. Alex Otten (Otten, 2023). Dr. Otten 

successfully extracted the firmware from five memory modules on the BBU boards. Two of 

these (eUSB and NVMe drive firmware) were taken from the ZTE VSWd1 (Figure 9), and 

one from each of the ZTE VSWc2 (Figure 10), ZTE VSWd2 (Figure 11), and Ericsson 

BB6648 BBU (Figure 7) boards. 

 

Figure 9: ZTE VSWd1 controller board. 

 

 

Figure 10: ZTE VSWc2 controller board 
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Figure 11: ZTE VSWd2 controller board 

Firmware extraction from the Huawei boards proved to be problematic. Per Xiaodong 

Zou’s suggestion, the memory modules were to be desoldered from the boards. This proved 

impossible for the Huawei UMPTg3 BBU controller, as its memory modules were potted to 

the board with epoxy (Figure 12). Whether this was done by Huawei or by the Alibaba.com 

supplier in an effort to thwart reverse-engineering of the board is not known. In either case, 

the part numbers of the memory modules had been etched off, making them unidentifiable. 

The memory modules of the remaining Huawei boards and the Nokia Flexi ABIA board were 

successfully desoldered, but the firmware could not be read.  

 

Figure 12: Huawei UMPTg3 with epoxied memory modules 
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The five firmware samples captured by the extraction effort were used as the sample 

population for this study. While this small sample size was below the goal of 16 samples 

outlined in Chapter 3, time and budget constraints prevented the acquisition of additional 5G 

femtocell hardware. 

SAST Tool Selection and Scan Procedure 

As noted in Chapter 1, open-source tools were initially considered for this study. 

However, as the study progressed, it became clear that they did not have the capacity to scan 

the samples and report vulnerabilities at the level desired for this study. In particular, the 

CPPcheck (Sourceforge.io, 2023) and Joern (Joern.io, 2023) tools were considered for use but 

rejected. The primary reasons for their rejection were their lack of ability to process firmware 

samples of the sizes needed for this study, and their insufficiently detailed reporting capability 

for CVEs identified in those samples. Therefore, the decision was made to eschew the use of 

open-source tools and perform the study by using commercial SAST tools (CSTs). 

Chapter 1 presented the four CSTs used for this study, and their version identifiers 

(Table 2). In keeping with the intention to use NIST-recognized tools as stated in Chapter 1, 

note that Grammatech Code Sentry® is on the NIST list of source code security analyzers and 

Synopsys Black Duck Binary Analysis® incorporates their Coverity® tool, which appears on 

the same NIST list. Blackberry Jarvis® is included in the NIST list of binary code scanners. 

The Finite State Platform is not currently on either NIST list.  

The online versions of each tool were used to perform vulnerability scans. All scans 

were performed using each tool’s default configuration. Each of the five firmware samples 

were uploaded to each tool for analysis. To decrease the upload time, each sample was 

compressed into a zip file prior to uploading. The tools unzipped each file before performing 

their scans. The unzipped samples were scanned “in the cloud” with scan time varying 

between a few minutes and 24 hours (for the largest sample). Each scan generated several 

reports for each firmware sample. The reports were downloaded and form the set of artifacts 

for this study. While the presentation format of the findings varied between tools, at a 

minimum all tools created a software bill of materials (SBOM) and a list of CVEs for each 

component found in the sample. 
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Firmware Scan Results 

This section describes the salient scan results reported by the CSTs. The sheer volume 

of results made full inclusion of the scan reports impractical. For example, one tool produced 

14 individual reports, varying in length from a single page to over 500 pages. Another 

produced only five reports, but the summary scan report was a PDF file over 1200 pages in 

length. Summaries of each scan are presented here, with a discussion of the results for each 

sample. The complete results from each scan are available for Committee review at a URL 

provided by DSU. Each firmware sample was assigned an arbitrary identifier to obscure the 

provenance of the samples from the CST vendors, to eliminate the chance of such information 

biasing the scan results. The list of firmware samples, their sizes, and identifiers is given in 

Table 7. 

Table 7: Firmware samples, sizes, and identifiers. 

Sample 

Identifier 

Firmware Size Zipped 

(upload) Size 

C1 ZTE VSWd1 NVMe drive 5.54GB 3.60GB 

C2 ZTE VSWc2 NVMe and TuffDrive drives 2.59GB 1.13GB 

C3 ZTE VSWd2 NVMe and TuffDrive drives 6.51GB 4.19GB 

C4 ZTE VSWd1 eUSB drive 455MB 305MB 

C5 Ericsson BB6648 entire drive 7.6GB 65MB 

C1 Scan Results 

All four CSTs in set S successfully produced scan reports for firmware sample C1. 

The scan results appear in Appendix C. Due to space limitations, only excerpts of the full 

reports are presented. The full reports are accessible to the Committee at a URL provided by 

DSU. The full list of all CVEs identified in sample C1 are given on the “C1” sheet the 

statistics.xlsx file, which is available to the Committee at a URL provided by DSU. 

The Black Duck scan reports (Figure 23 through Figure 32) identified the presence of 

67,458 CVEs, of which 1,831 were unique. The Code Sentry scan reports (Figure 33 through 

Figure 35) identified the presence of 2,045 CVEs, of which 1,962 were unique. The Jarvis 

scan reports (Figure 36 through Figure 44) identified the presence of 1,182 CVEs, of which 

586 were unique. The Finite State Platform scan reports (Figure 45 through Figure 48) 
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identified the presence of 147 CVEs, of which 49 were unique. When the resulting 4,428 

unique CVEs which were identified by at least one CST were examined, 3,524 of those were 

found to be unique.  

C2 Scan Results 

Three of the four CSTs in set S successfully produced scan reports for firmware 

sample C2. The Code Sentry tool produced only a partial scan report. The scan results appear 

in Appendix D. Due to space limitations, only excerpts of the full reports are presented. The 

full reports are accessible to the Committee at a URL provided by DSU. The full list of all 

CVEs identified in sample C2 are given on the “C2” sheet the statistics.xlsx file, which is 

available to the Committee at a URL provided by DSU. 

The Black Duck scan reports (Figure 49 through Figure 59) identified the presence of 

20,633 CVEs, of which 2,159 were unique. The Code Sentry scan reports (Figure 60 through 

Figure 62) failed to produce a report containing CVE details. The Jarvis scan reports (Figure 

63 though Figure 70) identified the presence of 1,352 CVEs, of which 845 were unique. The 

Finite State Platform scan reports (Figure 71 through Figure 74) identified the presence of 130 

CVEs, of which 61 were unique. When the resulting 3,065 unique CVEs which were 

identified by at least one CST were examined, 2,389 of those were found to be unique.  

C3 Scan Results 

All four CSTs in set S successfully produced scan reports for firmware sample C3. 

The scan results appear in Appendix E. Due to space limitations, only excerpts of the full 

reports are presented. The full reports are accessible to the Committee at a URL provided by 

DSU. The full list of all CVEs identified in sample C3 are given on the “C3” sheet the 

statistics.xlsx file, which is available to the Committee at a URL provided by DSU. 

The Black Duck scan reports (Figure 75 through Figure 85) identified the presence of 

76,561 CVEs, of which 1,814 were unique. The Code Sentry scan reports (Figure 86 through 

Figure 89) identified the presence of 2,302 CVEs, of which 2,216 were unique. The Jarvis 

scan reports (Figure 90 through Figure 98) identified the presence of 1,776 CVEs, of which 

1,246 were unique. The Finite State Platform scan reports (Figure 99 through Figure 102) 

identified the presence of 147 CVEs, of which 49 were unique. When the resulting 5,325 
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unique CVEs which were identified by at least one CST were examined, 3,759 of those were 

found to be unique. Interestingly, the Finite State Platform reported exactly the same set of 

CVEs (and the same set of unique CVEs) for sample C3 as it did for sample C1. This occurred 

even though sample C1 consisted of the contents of an NVMe drive alone, while sample C3 

included the contents of both an NVMe drive and a TuffDrive. All other CSTs reported 

differences in the CVEs reported for samples C1 and C3. The cause of the Finite State 

Platform’s reporting identical CVEs for samples C1 and C3 could not be determined and 

remains a question for future researchers. 

C4 Scan Results 

All four CSTs in set S successfully produced scan reports for firmware sample C4. 

The scan results appear in Appendix F. Due to space limitations, only excerpts of the full 

reports are presented. The full reports are accessible to the Committee at a URL provided by 

DSU. The full list of all CVEs identified in sample C4 are given on the “C4” sheet the 

statistics.xlsx file, which is available to the Committee at a URL provided by DSU. 

The Black Duck scan reports (Figure 103 through Figure 113) identified the presence 

of 9,725 CVEs, of which 1,918 were unique. The Code Sentry scan reports (Figure 114 

through Figure 117) identified the presence of 1,990 CVEs, of which 1,329 were unique. The 

Jarvis scan reports (Figure 118 through Figure 126) identified the presence of 1,030 CVEs, of 

which 967 were unique. The Finite State Platform scan reports (Figure 127 through Figure 

130) identified the presence of 70 CVEs, of which 49 were unique. When the resulting 4,263 

unique CVEs which were identified by at least one CST were examined, 3,130 of those were 

found to be unique.  

C5 Scan Results 

Two of the four CSTs in set S successfully produced scan reports for firmware sample 

C2. The uncompressed size of sample C5 (7.6GB) exceeded Code Sentry’s maximum sample 

size, causing the scan to fail. The Finite State Platform’s scan never completed and required 

manual intervention to terminate. The scan results for Black Duck and Jarvis appear in 

Appendix G. Due to space limitations, only excerpts of the full reports are presented. The full 

reports are accessible to the Committee at a URL provided by DSU. The full list of all CVEs 
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identified in sample C5 are given on the “C5” sheet the statistics.xlsx file, which is available 

to the Committee at a URL provided by DSU. 

The Black Duck scan reports (Figure 131 through Figure 141) identified the presence 

of 1,015 CVEs, of which 733 were unique. The Code Sentry scan reports (Figure 142 through 

Figure 145) failed to produce a report containing CVE details. The Jarvis scan reports (Figure 

146 through Figure 154) identified the presence of 1,071 CVEs, of which 1,065 were unique. 

The Finite State Platform failed to produce a scan report. When the resulting 1,798 unique 

CVEs which were identified by at least one CST were examined, 1,377 of those were found to 

be unique.  

Confidence Measurements and M1-M4 metrics 

The four CSTs successfully detected multiple CVEs in samples C1-C5. The count of 

unique CVEs reported by each CST is given in Table 8.  This data is sufficient to disprove H0 

(by counterexample) but is only implicative evidence (i.e., it is not sufficient to prove) H1.  

There were only four tools in set S (T = 4). This was significantly fewer than the number of 

tools anticipated to be available for the study. The small size of T may have reduced the 

reliability of the confidence rating, C. The number of unique CVEs identified in each sample, 

ordered by C, are given in Table 9. 

Table 8: Number of Unique CVEs Identified in each Sample 

Sample Number of Unique CVEs 

Identified in Sample 

C1 3524 

C2 2389 

C3 3759 

C4 3130 

C5 1377 
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Table 9: CVE findings C values 

#CVEs 

with C:  

C1 C2 C3 C4 C5 

1.00 6  5 1  

0.75 148 16 377 258  

0.50 590 644 797 614 421 

0.25 2780 1729 2580 2257 954 

 

The study results were also impacted by two of the CSTs being unable to provide 

results for certain members of the sample population. Specifically, Code Sentry successfully 

completed its scan of C2, but crashed when attempting to produce its scan report (a PDF file) 

due to the number of generated pages exceeding an undefined threshold. Code Sentry also 

failed to scan sample C5, due to the size of C5 (7.8GB unzipped) exceeding Code Sentry’s 

maximum sample size (7GB). The Finite State Platform’s attempt to scan sample C5 resulted 

in an infinite loop. No results were produced. These scan failures impacted the statistics for 

C2 and C5, as they were computed with smaller values of T (T = 3 and T = 2, respectively) 

than C1, C3, and C4 (T = 4 for each). 

Chapter 3 introduces four metrics (M1-M4) to be determined by the study. These 

metrics were computed as follows. The metric M1 was found by determining the study sample 

for which the highest number of CVEs were identified. From Table 8, we find that M1 = C3. 

Metric M2 was determined by selecting the sample with the highest number of CVEs having a 

C value of 1.0. M2 = C1, as shown in Table 10. The metric M3 was not meaningful, as 

difficulty in firmware extraction prevented harvesting samples from the Huawei and Nokia 

hardware which had been purchased for this study. Thus, the number of manufacturers 

represented in the sample population was reduced to two. The M4 metric (the CVEs most 

identified by the set of CSTs) represented a set of 454 CVEs which were identified by at least 

one tool in every one of the samples (C1-C5).  A full listing of all the CVEs detected, unique 

CVEs detected, the CVEs comprising M4, the C values, as well as supporting evidence for the 

calculation of the other metrics can be viewed in the file statistics.xlsx at a URL provided by 

DSU. 
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Table 10: Number of CVEs per sample having C = 1.0 

Sample Number of CVEs 

having C = 1.0 

C1 6 

C2 0 

C3 5 

C4 1 

C5 0 

Common Vulnerabilities Detected Across All Firmware Samples 

Metric M4 represented a set of 454 CVEs which were common across all firmware 

samples. This may indicate the use of common libraries and/or operating system versions 

across samples C1-C5. While some commonality might be expected in samples from the same 

manufacturer (samples C1-C4 were taken from ZTE products) that cannot explain the 

presence of the same 454 CVEs in sample C5 (an Ericsson sample). Analysis of the CVEs as 

described in NIST’s National Vulnerability Database (NVD) partitioned the 454 common 

CVEs into 25 groups (Table 11). An explanation of the groupings follows. 

AMD CPU: CVEs specific to the behavior of certain AMD CPUs (e.g., CVE-2021-

26341).   

Android kernel: Some CSTs reported CVEs related to the Android kernel (e.g., CVE-

2021-0605). This is a surprising result, as all the femtocells in this study used versions of the 

Linux operating system. These CVEs may be false positives. 

ARM microprocessor: CVEs specific to the behavior of certain ARM microprocessors 

(e.g., CVE-2022-33744).  

Bluetooth: CVEs related to Bluetooth support (e.g., CVE-2020-26555). Whether the 

femtocells actually support a Bluetooth interface is unknown. 

BusyBox: CVEs present in the versions of BusyBox included in the firmware (e.g., 

CVE-2018-1000500).  

bzip2: CVEs present in the versions of bzip2 included in the firmware (e.g., CVE-

2016-3189).  
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curl: CVEs present in the versions of curl included in the firmware (e.g., CVE-2020-

8177).  

E2fsprogs: CVEs present in the versions of e2fsprogs included in the firmware (e.g., 

CVE-2022-1304). 

Expat (libexpat): CVEs present in the versions of libexpat included in the firmware 

(e.g., CVE-2022-22822). 

False positives: These CVEs were identified in the CST scans, but their entries in the 

NVD indicate that they are not true vulnerabilities (e.g., CVE-2022-23816). Therefore, the 

CVEs in this group are all false positives. Further, it indicates that the CSTs will report CVEs 

whose entries have a status of “REJECTED” in the NVD (i.e., they are false positives). 

glibc: CVEs present in the versions of glibc included in the firmware (e.g., CVE-

2022-23218). 

Intel driver: CVEs present in the versions of the Intel device drivers included in the 

firmware (e.g., CVE-2019-0136). 

Intel CPU: CVEs specific to the behavior of certain Intel CPUs (e.g., CVE-2019-

0154). 

Linux kernel: CVEs present in the versions of the Linux operating system used by the 

firmware (e.g., CVE-2019-0136). This category alone accounted for 47.6% of the 454 

common CVEs. 

Ncurses: CVEs present in the versions of ncurses included in the firmware (e.g., CVE-

2018-19211). 

NETGEAR: CVEs related to NETGEAR devices (e.g., CVE-2020-15436). The reason 

for the presence of NETGEAR-related files in the firmware samples is unknown. CST 

reported CVEs in this category may be false positives. 

OpenSSH: CVEs present in the versions of OpenSSH included in the firmware (e.g., 

CVE-2020-15778). 

OpenSSL: CVEs present in the versions of OpenSSL included in the firmware (e.g., 

CVE-2020-1971). 

Other: A set of eight CVEs which were not included in any other category. These 

CVEs were: CVE-2014-2524, CVE-2019-9503, CVE-2019-18276, CVE-2019-20795, CVE-

2020-4788, CVE-2020-25656, CVE-2022-1271, CVE-2022-3715. 
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PCRE (libpcre): CVEs present in the versions of libpcre (regular expression 

processing) included in the firmware (e.g., CVE-2017-11164). 

Shadow: CVEs present in the versions of shadow included in the firmware (e.g., CVE-

2023-29383). 

Wi-Fi: CVEs present in the code providing Wi-Fi Protected Access features (e.g., 

CVE-2020-24586). Whether the femtocells actually support a Wi-Fi interface is unknown. 

Windows 10 driver: CVEs present in ALFA Windows 10 driver 6.1316.1209 included 

in the firmware (e.g., CVE-2020-26140). 

Xen: CVEs present in the versions of Xen included in the firmware (e.g., CVE-2020-

29568). 

Zlib: CVEs present in the versions of zlib included in the firmware (e.g., CVE-2018-

225032). 

Table 11: 454 Common CVEs by Group 

CVE Group #CVEs CVE Group #CVEs 

AMD CPU 3 Linux kernel 216 

Android kernel 28 ncurses 7 

ARM microprocessor 2 NETGEAR 2 

Bluetooth 3 OpenSSH 8 

BusyBox 16 OpenSSL 25 

bzip2 2 Other 8 

curl 35 PCRE (libpcre) 6 

E2fsprogs 2 Shadow 3 

expat (libexpat) 21 Wi-Fi 4 

False positives 7 Windows 10 driver 2 

glibc 34 Xen 2 

Intel driver 2 zlib 2 

Intel CPU 14   
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Factors Affecting Study Repeatability 

There are two factors which may prevent this study from being repeatable. First, NIST 

continues to document new CVEs as they are identified by the cyber research community. 

The NVD added over 22,600 CVEs during the first 10 months of 2023 (NIST, 2023). The 

CSTs used in this study reference the NVD for CVE identification. Attempts to replicate this 

study by scanning firmware samples C1-C5 with the same CSTs and versions shown in Table 

2 may result in additional CVEs being reported by the scans, due to the NVD containing 

CVEs which were added subsequent to the completion of this study. Secondly, each CST uses 

its own proprietary vulnerability detection algorithm. The CST vendors may change these 

algorithms over time. As a result, researchers attempting to replicate this study may notice 

differences in the CVEs identified in the CST scan reports even if the contents of the NVD 

remained constant between replication attempts. 

Chapter Summary 

This chapter discussed the execution of the study. It described the process of obtaining 

the firmware samples, scanning them with CSTs, and examining the scan results. The study 

(as performed) varied significantly from its roadmap as described in Chapter 3. This chapter 

has attempted to explain why difficulties encountered in obtaining the sample population and 

access to CSTs required deviations from the original plan. The responsibility for those 

deviations, and the justifications provided in this chapter belong solely to the author. 
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CHAPTER 5: CONCLUSIONS 

Analysis of Objective 

The objective of this study was to identify vulnerabilities in 5G femtocell firmware 

using static analysis tools. It intended to determine if commercial SAST tools could be used to 

detect vulnerabilities in 5G femtocell firmware. To achieve this purpose, five samples of 5G 

femtocell firmware were analyzed by four CSTs. Each firmware sample was uploaded to 

online versions of each CST “in the blind.” That is, no information about the provenance, 

contents, or function of the firmware sample were presented to the CST tool vendors, to 

preclude any possible biasing of the tool scan results. 

Two hypotheses were to be tested by this study. H0, the hypothesis which states that 

there are no detectable vulnerabilities in 5G femtocell firmware samples, was to be disproven 

by the successful detection of at least one vulnerability in any of the samples. The hypothesis 

H1, which states that a significant amount of 5G femtocell firmware contains vulnerabilities 

(and is therefore exploitable) would be supported (but not proved) by the CST scans 

successfully detecting vulnerabilities in multiple 5G femtocell firmware samples. From 

analysis of H1, the study was to determine if there was a correlation between 5G device  

manufacturers and the presence of vulnerabilities (device manufacturer → H1). 

Four metrics (Mx) were to be computed from the study results. The sample with the 

highest number of reported CVEs, the sample having the CVE with the highest confidence 

value, the manufacturer having the highest percentage of samples for which at least one CVE 

has been found, and the CVE with the highest number of occurrences across all firmware 

samples (M1-M4 respectively).  

The deliverables for this study were the determination of truth values for hypotheses 

H0 and H1, the computation of metrics M1-M4, and a resolution of the question of whether 

CSTs could be used to detect vulnerabilities in 5G femtocell firmware. All deliverables were 

dependent upon the CST scan results, which in turn were dependent upon the particular set of 

CSTs and firmware samples available to the researcher. 
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Findings 

Determination of Truth Values for H0 and H1 

The null hypothesis H0 proposed that there were no vulnerabilities in 5G femtocell 

firmware which would be detectable by SAST tools. The CST scan results showed that 

multiple vulnerabilities were detected in each sample (C1-C5). While this data presents 

counterexamples to H0, the confidence ratings of the detected vulnerabilities must also be 

considered before H0 can be considered disproven. In particular, the possibility that all 

detected vulnerabilities are false positives must be considered.  

As shown in Chapter 4 (Table 9) three of the five firmware samples (C1, C3, C4) had 

at least one reported vulnerability with a confidence rating of C = 1.0. Multiple vulnerabilities 

were reported by the scans of C2 and C5, but neither sample contained a vulnerability which 

could be assigned a confidence value of 1.0. That was because some of the CSTs in S failed to 

complete their scans of those samples. These CST scan failures are identified on the C2 and 

C5 tabs of the statistics.xlsx, available to the Committee at a URL provided by DSU. The 

causes for these scan failures were due to errors in the tools themselves (scan crashed or 

entered an infinite loop) or by the size of the sample exceeding the maximum supported by 

the tool (sample C5 was 7.8GB when unzipped). Because the scan data for samples C2 and 

C5 is incomplete, this study cannot rule out the possibility that all reported vulnerabilities for 

those two samples were in fact false positives. For the other three samples in the study 

population, the confidence rating of C = 1.0 reduces the probability of all the reported 

vulnerabilities in those samples being false positives to 𝜖 (a small nonzero value). 

Hypotheses H1 postulated that a significant amount of 5G femtocell firmware contains 

vulnerabilities. As previously noted, the CST scans identified multiple vulnerabilities in all 

samples. These results provide supporting evidence for H1 but are insufficient for proof. The 

confidence in this supporting evidence is diminished by incomplete scan data for the C2 and 

C5 samples.  

This study was unable to determine a correlation between 5G device  manufacturers 

and the presence of vulnerabilities. This was due to the number of firmware samples (5) being 

less than the minimum number needed for statistical significance (16) and that only two 

manufacturers (ZTE and Ericsson) were represented in the study population.  
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Set of Reported Vulnerabilities Varies by Tool 

For each firmware sample, the set of reported vulnerabilities varied by tool. While a 

subset of the vulnerabilities in a particular sample were reported by more than one tool, this 

subset was always considerably smaller than the number of vulnerabilities for that sample 

reported by only one CST (Table 12). The low confidence rating  (C = 0.25) assigned to the 

vulnerabilities reported only by a single CST suggests that they may be false positives.  

Table 12: Ratio of CVEs Reported by Multiple CSTs / Single CST 

Sample Number of CVEs 

Reported by Multiple 

CSTs (C > 0.25) 

Number of CVEs 

Reported by a Single 

CST (C = 0.25) 

Ratio of CVEs 

Reported (Multiple 

CSTs / Single CST) 

C1 744 2780 0.2676 

C2 660 1729 0.3817 

C3 779 2580 0.3019 

C4 873 2257 0.3868 

C5 421 954 0.4413 

Report Terminology May Increase False Positives 

The terminology used for reporting vulnerabilities varied between CSTs. This could 

sometimes lead to benign information being classified as findings. For example, all CSTs 

classified passwords found in the firmware as “information leaks”. Upon further investigation, 

it appears that the CST algorithms could not distinguish between plain text passwords and 

encrypted passwords. Reporting encrypted passwords as findings is misleading. 

Another area where report terminology was not consistent across all CSTs was found 

in classifying the CVEs by severity. Severity classification terminology (Critical, High, 

Medium, Low, None/Unknown) is not necessarily interchangeable between different CSTs. 

While the classification algorithms were not made available for this study, it appears that the 

NIST CVSS score is used to determine CVE severity. However, care must be taken when 

reviewing the resulting severity classifications to verify which CVSS score (CVSS 2.0 or 3.0) 

was used by the CST creating the scan report. Some CSTs explicitly identify the CVSS 

version used, but others do not. 
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CST Sample Size Limitations 

Some CSTs cannot scan samples larger than a certain size. The firmware samples used 

in this study varied in size from 455MB to 7.6GB (see Table 6). While all five CSTs in S were 

able to process the smaller samples, two CSTs failed to process the 7.6GB sample. Of those, 

one has a published maximum sample size limit of 7.0GB, the other has no such published 

maximum (it simply crashed during the scan).  

CST ability to effectively scan firmware samples is also limited by the duration of the 

sample upload process. The scans for this study were performed by the online (i.e. “cloud”) 

versions of the CSTs. This was necessary due to the researcher’s computing resource 

constraints (absence of servers to run the CSTs locally) and constraints on the tools 

themselves (one of the CSTs only offers a cloud version). These CSTs require the firmware 

samples to be uploaded for analysis. The scans are performed in the cloud, with the scan 

reports available for subsequent download. Unlike the maximum sample size, which is 

determined by the size of the firmware sample, CST upload limitations are determined by the 

amount of time it takes for the upload to complete. For example, one of the CSTs terminated 

the upload process (without presenting an error message) after 30 minutes had expired, 

regardless of the amount of data uploaded. The firmware samples used for this study were 

uploaded using a consumer-grade residential broadband connection, which had insufficient 

speed to complete the upload within the required time limit. Therefore, each sample was 

zipped prior to uploading. The upload of each zipped sample was completed successfully. 

However, the zipped file sizes of the small number of samples available for study cannot 

encompass the entire range of zipped file sizes for all 5G femtocell firmware. Other firmware 

samples may be larger, and upload times longer. These factors may limit the utility of the 

cloud versions of certain CSTs.  

Each Firmware Sample Contained Multiple Vulnerabilities 

Each sample contained multiple unique CVEs (see Table 7). While the potential for 

false positives exists, the probability that all reported CVEs are false positives is very low 

(especially for those CVEs reported with C >= 0.75). This indicates that an attacker who gains 

access to one of the femtocells included in this study should be presented with multiple 

possible exploits.  
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Commercial SAST Tools Are “Works in Progress” 

All CSTs used in this study were commercially available during the summer of 2023. 

Their capabilities continue to be updated with new releases. One CST vendor is using their 

scan failures on samples C2 and C5 to improve their product and increase their maximum 

supported sample size. The vendor anticipates fixes for those failed scans to be included in the 

next release of their product (Alvino, 2023).  

Eash CST uses its own proprietary algorithm for detection of CVEs. As previously 

seen, these algorithms differ in the set of CVEs detected on a given sample. Further, at least 

one vendor (Finite State) continued to modify their vulnerability detection algorithm while 

this study was being conducted. To illustrate the impact of algorithmic changes, consider 

Figure 155 and Figure 156 (Appendix H). Figure 155 shows scan results for sample C2 

(submitted for analysis under the label “Sample 6”). Figure 156 shows scan results for sample 

C2 (submitted for analysis under the label "Sample C2”). The scan in Figure 155 was 

performed prior to the algorithm modification. The scan in Figure 156 was performed after 

the algorithm changes had been implemented. Note that the dates which appear in the figures 

(September 1, 2023, and August 31, 2023) are the dates that the reports were downloaded, not 

the dates that the scans were performed (the scan dates were June 16, 2023, and August 31, 

2023, respectively). 

From these two figures, it is evident that the vulnerabilities reported by a CST may 

differ, depending upon the particular algorithm in use at the time that the scan was performed. 

In the instance described above, Finite State stated that their algorithm was modified to reduce 

the number of false positives being reported, as shown in Figure 13 (in the “Emily” chat box). 

Regarding the scans of sample C2, the number of vulnerabilities reported actually increased 

from 3,492 to 10,207 after the algorithmic changes were implemented, so whether this 

objective was achieved remains an open question. 
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Figure 13: Finite State Algorithm Changed to Reduce False Positives. 

Some 5G Firmware Deployed with Known CVEs 

All firmware samples used in this study were harvested from 5G hardware which had 

been deployed in the field during 2020-2022. The CST scans reported CVEs which were 

dated between 1999 and 2023. These CVEs fall into two categories, those which were 

documented by NIST prior to removal of the 5G hardware from the field (e.g., CVE-2014-

8502, detected in sample C1) and those documented only after the hardware had been 

removed from the field (e.g., CVE-2023-3220, detected in sample C1).  The CVEs in the 

latter group might reasonably be expected to be detected, as they had not yet been identified 

in public CVE databases prior to the removal of the hardware devices from service. However, 

the presence of CVEs in the former group implies that the firmware was initially deployed 
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containing CVEs already known to the cybersecurity community. It also indicates that those 

CVEs had not been mitigated by patches applied while the hardware was in service. 

Metric M1: Sample with the Highest Number of Unique CVEs 

Each of the five samples had over 1300 unique CVEs detected by the CST scans. 

Sample C3 had the highest number of unique CVEs detected at 3759. Of those, five had a 

confidence rating of C = 1.0.  

Metric M2: Sample with the Highest Number of Unique CVEs having C = 1.0 

The CST scans detected unique CVEs with confidence ratings of C = 1.0 in only three 

of the five samples (C1, C3, C4). The absence of detected unique CVEs with C = 1.0 in the 

other two samples (C2, C5) should not be taken as evidence that none exist in those samples. 

Samples C2 and C5 were exactly those samples for which one or more of the CST scans 

failed. Had all CST scans of those samples been completed successfully, one or more unique 

CVEs with confidence ratings of C = 1.0 may have been detected in each sample. 

Metric M3: 5G Manufacturer’s Firmware Most Likely to Contain CVEs 

No meaningful value could be computed for M3, as the sample population was limited 

to four ZTE samples and one Ericsson sample. The CST scans identified 1377 unique CVEs 

in the Ericsson sample, while the average number of unique CVEs in the ZTE samples was 

3200.5 (see Table 7). Interestingly, the average number of unique CVEs detected in the ZTE 

samples (C1-C4) with a confidence rating of C = 1.0 was 3. The number of unique CVEs 

detected in the Ericsson sample (C5) with a confidence rating of C = 1.0 was zero. 

Metric M4: The Unique CVE Most Commonly Detected in the Sample Population 

There was no single unique CVE which was most commonly found in the sample 

population. Rather, a set of 454 unique CVEs were detected in each of the five samples. The 

list of these unique CVEs is presented in Appendix A. Note that several of these CVEs (the 

2009 through 2018 CVEs) were known to the cybersecurity community prior to the 5G 

firmware being deployed in the field.  
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Assessment of Significance of the Findings 

Vulnerabilities are Present in 5G Femtocell Firmware, and Detectable by SAST Tools 

The study results are sufficient to disprove H0 and are supporting evidence for H1. At a 

minimum, the CSTs used in this study are capable of detecting vulnerabilities in 5G femtocell 

firmware from multiple manufacturers. These CSTs could be employed by offensive cyber 

researchers wishing to compromise 5G femtocells from ZTE and Ericsson. The study results 

do not preclude these CSTs from being used to identify vulnerabilities in 5G femtocell 

firmware from other manufacturers. However, this study has shown vulnerability detection 

only on ZTE and Ericsson firmware. 

Reported Vulnerabilities Vary by CST 

For each firmware sample, each CST reported a different set of vulnerabilities. While 

there was some overlap between the members of each set (i.e., those CVEs with C > 0.25) 

most vulnerabilities were reported by only one CST (see Table 10). One implication for cyber 

researchers is that the failure of any particular CST to detect a given CVE in a firmware 

sample is not sufficient evidence to prove that that CVE is not present in the sample. Another 

is that the successful detection of a given CVE in a firmware sample by any particular CST is 

insufficient evidence to prove that that CVE is present in the sample, due to the potential for 

false positives. 

Reported Information Leaks Might be False Positives 

Offensive security researchers may be interested in leveraging information leaked 

from the firmware (such as plaintext passwords, IP addresses, email addresses, etc.) to design 

attacks upon it. Care must be taken when using the “information leaks” reported by CSTs, as 

some of these were not true information leaks, and may lead an offensive security researcher 

into wasting time and resources attempting to exploit them. While the CSTs in this study did 

report some information leaks of interest (such as IP addresses and email addresses), others 

(e.g., the encrypted passwords noted earlier) do not supply exploitable information. 

In certain cases, the CST algorithms missed detection of leaked information which 

may be of interest from an offensive perspective. For example, examination of a configuration 
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file found in one of the ZTE samples revealed the geocoordinates of where the unit had been 

installed. This information was located without reference to the CST scan results. Rather, it 

was discovered by manually walking the firmware’s directory tree and using the Linux utility 

grep. The leaked location information is shown in Figure 14, with the corresponding location 

mapped in Figure 15. 

 

Figure 14: Geocoordinates of ZTE VSWd2 BBU. 

 

Figure 15: Corresponding Location of ZTE VSWd2 BBU, SW of Nanjing, China. 
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CST Limitations 

Although all the CSTs used in this study were cloud-based applications, the previously 

noted maximum supported sample size is a limiting factor. It is possible that other 5G 

femtocell firmware samples may be larger than those tested in this study. Such samples might 

exceed the maximum supported sample sizes of some CSTs, and therefore not be scannable 

by them. Security researchers must ensure that the uncompressed size of their firmware 

sample does not exceed the maximum for the tool to be used for scanning. Three of the four 

CSTs used in this study are also available in “on-premises” versions. The fourth tool vendor 

(Finite State) anticipates offering an on-premises version in the autumn of 2023. These locally 

hosted versions may lessen the impact of the upload time limits, while also making the tools 

accessible from inside air-gapped environments. 

Certain CST vendors have chosen to limit the duration of the firmware sample upload 

process. This may limit the utility of those tools in areas with slow Internet upload speeds. 

While compressing a firmware sample prior to upload will reduce the upload time, even that 

tactic may be insufficient for very large firmware samples. In that case, it is advisable to split 

the sample into multiple sub-samples (if possible). The question of whether the combined 

scan results for the resulting sub-samples would be equivalent to those generated by scanning 

the sample as a single monolithic entity was beyond the scope of this study. 

5G Firmware May be Exploitable 

The number of CVEs identified by the CST scans coupled with their confidence 

ratings imply that the device firmware may be exploitable by offensive researchers. Physical 

access to the devices would not be required. If they can be attacked via the air interface, the 

attacker will be presented with a rich landscape of known CVEs which can be exploited. Even 

if we view the confidence ratings conservatively, considering only those firmware samples 

with C = 1.0 to be exploitable, three of the five samples tested meet this criterion (all are ZTE 

samples). 

Scan Results May Not be Repeatable 

Scanning a given firmware sample multiple times with the same CST may not yield 

identical results for each run. The reasons for this are twofold. First, new CVEs are constantly 
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being identified by the research community. Thus, repeating a firmware scan at a later date 

may detect new CVEs which were documented since the previous scan. Second, the CST 

vendor may have modified the CVE detection algorithm during the period between the scans 

(as seen with the Finite State Platform in Figures 151-153). The validity of scan results is 

therefore dependent upon the date that the scan was performed, and the CST version used. 

The possibility exists that false negatives from earlier scans may be reported as CVEs in later 

scans of the same firmware sample. 

Latent Vulnerabilities Exist in Fielded 5G Femtocells 

 The detection of known CVEs which predate deployment of the firmware samples  

implies that (for ZTE at least) 5G firmware is being installed in the field with known 

vulnerabilities. Whether this is being done intentionally or merely out of negligence is beyond 

the scope of this study. Regardless of the cause, the result is that some deployed 5G 

femtocells contain vulnerabilities that could be exploited. 

 Correlation of Manufacturer to Presence of CVEs 

With only two 5G manufacturers in the sample population, efforts to determine a 

correlation between 5G device manufacturer and the presence of vulnerabilities were 

inconclusive. Although the average number of CVEs found in the four ZTE samples was 

higher than that found in the single Ericsson sample, that is insufficient evidence to conclude 

that 5G femtocell firmware from ZTE was more likely to contain vulnerabilities than that 

provided by Ericsson. 

Significance of Metrics M1-M4 

Of the five firmware samples in the study population, sample C3 (ZTE VSWd2 BBU 

controller board) had the highest number of unique CVEs detected (M1). Offensive cyber 

researchers seeking a “target rich environment” for the design of exploits should direct their 

efforts to this firmware. Sample C1 had the highest number of CVEs with a confidence rating 

of C = 1.0 (M2). Researchers interested in building exploits for the firmware sample which is 

most likely to contain true positive CVEs should target sample C1. Sample C3 may also be 

considered as a research target, as its number of CVEs with a confidence rating of C = 1.0 

(five such CVEs) was only one less than that of sample C1 (six CVEs). The small size of the 
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study population precluded obtainment of a meaningful value for M3. Therefore, that part of 

the research objective was not achieved.  

Of the 14,180 CVEs detected in the study population, 4,658 were unique. Of those 

unique CVEs, 454 were detected in every member of the population (see Table 11). Offensive 

researchers interested in exploiting vulnerabilities most commonly found in the firmware 

under study should target the CVEs listed in Table 11. The remaining 4,204 unique CVEs all 

have confidence ratings of C < 1.0, indicating a higher probability of their being false 

positives. 

Areas for Further Study 

The outcomes of this study present several possible avenues for further research. The 

5G network continues to be deployed worldwide. 5G femtocells have begun to be deployed, 

but many more will need to be fielded to realize the promise of ubiquitous indoor 5G signal 

coverage. As new 5G femtocells enter the marketplace, they could form the sample 

population for a new study. The population for the current study was limited by the 

availability of firmware samples. Researchers able to directly contact major 5G infrastructure 

providers (such as Huawei) might be able to obtain a wider variety of firmware samples, 

enabling them to increase the study population size to the minimum needed for statistical 

significance (16 samples) and beyond. 

Another research recommendation concerns the tools chosen for set S. The confidence 

ratings for this study were limited by the fact that the number of CSTs in S was small (T = 4). 

As noted in Chapter 1, the size of the error factor ( 𝜖 ) varies inversely with T. Executing this 

study with more tools in set S would increase the quality of the confidence ratings and 

decrease the possibility of reporting CVEs which were false positives. One way to increase 

the size of S would be to extend its membership beyond CSTs to include open-source SAST 

tools. The opportunity to compare the scan results from CSTs and open-source scans of the 

same firmware samples may offer another avenue of investigation. 

Finally, the set of 454 common CVEs listed in Table 11 present questions for future 

researchers. Why were these CVEs seen across all samples, given that the samples came from 

two different manufacturers? Are there common libraries or operating system files that are 

used across multiple manufacturers’ 5G femtocell products? If so, would an exploit created to 
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leverage one of these CVEs be successful against multiple manufacturers’ 5G femtocell 

firmware? Taking this to an extreme, is it possible for an offensive researcher to build an 

exploit that would be effective against the 5G femtocell firmware of all manufacturers? 

Summary 

This study showed that CSTs could be used successfully to detect vulnerabilities in 5G 

femtocell firmware. The set of reported CVEs is dependent upon the CST which performs the 

scan, and the version of that tool, as the underlying CVE detection algorithms are subject to 

change over time. Divergence of reported CVEs between CSTs scanning the same firmware 

sample is more common than convergence. Of the 4658 unique CVEs identified by the CSTs 

in this study, only 454 (9.75%) were identified by every tool. Of the 14180 CVEs reported in 

the scans of the study population, 10300 (72.64%) were identified by only one CST (which 

may indicate that they are false positives). The study faced obstacles in obtaining the desired 

firmware samples, due to import restrictions and the inability (or unwillingness?) of certain 

5G femtocell vendors to support cyber research on their products. These limitations were 

partially overcome by obtaining used 5G hardware which had already been loaded with the 

desired firmware.  

The study results show that certain 5G femtocell firmware contains known CVEs 

when first deployed. While such vulnerabilities might be expected to be removed by 

subsequent firmware updates, the study uncovered no evidence of such vulnerability 

mitigation. Whether this was due to a failure to apply firmware patches after product 

installation, or manufacturer decisions not to mitigate these vulnerabilities could not be 

determined.  

The study found that there is little consensus on CVE detection between CSTs. The 

scan results were divergent, which lessens confidence in the accuracy of the CVE reports. The 

observation that 72.64% of CVEs found in the scan reports were reported by one CST but not 

the others, means that the tools in this study reported several false positives or that three of the 

four tools reported false negatives. Regardless of the cause, this performance should be of 

concern to the tool vendors, and a reminder to the cyber research community to be cautious in 

interpreting CST scan results.  
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This study contributes to the body of knowledge in the field of offensive cybersecurity 

by determining that the firmware of certain 5G femtocell products contains vulnerabilities 

which are detectable by CSTs. These results should serve as a call for 5G telecommunication 

infrastructure providers to improve the cybersecurity of their firmware, and as a caution to 

entities responsible for the deployment and cybersecurity of 5G networks. For offensive cyber 

researchers, the study results indicate the utility of CSTs for identifying vulnerabilities in 5G 

femtocell firmware.   
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APPENDICES 

APPENDIX A: 454 COMMON VULNERABILITIES 

A set of 454 common vulnerabilities were identified in every firmware sample (C1-

C5). These are presented in Table 13. Seven CVEs known to be false positives are indicated 

with an asterisk (*). 

Table 13: The 454 Unique CVEs Detected in Every Sample C1-C5 

CVE-2009-5155 CVE-2019-18805 CVE-2020-27066 CVE-2021-38604 CVE-2022-26490 

CVE-2013-0340 CVE-2019-19126 CVE-2020-27068 CVE-2021-3864 CVE-2022-27666 

CVE-2013-4235 CVE-2019-19252 CVE-2020-27618 CVE-2021-39537 CVE-2022-27774 

CVE-2014-2524 CVE-2019-19319 CVE-2020-27675 CVE-2021-39633 CVE-2022-27776 

CVE-2015-0569 CVE-2019-19527 CVE-2020-27777 CVE-2021-39634 CVE-2022-27781 

CVE-2015-0570 CVE-2019-19537 CVE-2020-27780 CVE-2021-39686 CVE-2022-27782 

CVE-2015-0571 CVE-2019-19767 CVE-2020-28097 CVE-2021-3995 CVE-2022-28321 

CVE-2015-2877 CVE-2019-19768 CVE-2020-28974 CVE-2021-3996 CVE-2022-28356 

CVE-2015-7312 CVE-2019-19769 CVE-2020-29368 CVE-2021-3998 CVE-2022-28391 

CVE-2015-8553 CVE-2019-19770 CVE-2020-29370 CVE-2021-3999 CVE-2022-29458 

CVE-2016-10228 CVE-2019-19814 CVE-2020-29373 CVE-2021-4002 CVE-2022-2961 

CVE-2016-10739 CVE-2019-19922 CVE-2020-29562 CVE-2021-40439 CVE-2022-2978 

CVE-2016-2853 CVE-2019-1999 CVE-2020-29568 CVE-2021-40490 CVE-2022-29900 

CVE-2016-2854 CVE-2019-20054 CVE-2020-29573 CVE-2021-4083 CVE-2022-29901 

CVE-2016-3189 CVE-2019-20096 CVE-2020-29660 CVE-2021-4157 CVE-2022-2991 

CVE-2017-11164 CVE-2019-20794 CVE-2020-29661 CVE-2021-4160 CVE-2022-30065 

CVE-2017-7244 CVE-2019-20795 CVE-2020-35501 CVE-2021-41617 CVE-2022-3028 

CVE-2017-7246 CVE-2019-20812 CVE-2020-35508 CVE-2021-4197 CVE-2022-30594 

CVE-2018-1000500 CVE-2019-20838 CVE-2020-36312 CVE-2021-4203 CVE-2022-32206 

CVE-2018-12126 CVE-2019-2181 CVE-2020-36322 CVE-2021-4204 CVE-2022-32208 

CVE-2018-12127 CVE-2019-2213 CVE-2020-36394 CVE-2021-42327 CVE-2022-32221 

CVE-2018-12130 CVE-2019-25013 CVE-2020-36516 CVE-2021-42374 CVE-2022-32250 

CVE-2018-12207 CVE-2019-3874 CVE-2020-36557 CVE-2021-42376 CVE-2022-3238 

CVE-2018-16862 CVE-2019-5188 CVE-2020-36558 CVE-2021-42378 CVE-2022-32981 

CVE-2018-18397 CVE-2019-5489 CVE-2020-4788 CVE-2021-42379 CVE-2022-33744 

CVE-2018-19211 CVE-2019-5747 CVE-2020-6096 CVE-2021-42380 CVE-2022-3522* 

CVE-2018-19217 CVE-2019-6109 CVE-2020-8177 CVE-2021-42381 CVE-2022-35252 

CVE-2018-19591 CVE-2019-6488 CVE-2020-8231 CVE-2021-42382 CVE-2022-3534 

CVE-2018-19824 CVE-2019-6974 CVE-2020-8284 CVE-2021-42384 CVE-2022-3643 

CVE-2018-20679 CVE-2019-7308 CVE-2020-8285 CVE-2021-42385 CVE-2022-3715 

CVE-2018-20685 CVE-2019-7309 CVE-2020-8286 CVE-2021-42386 CVE-2022-37434 
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CVE-2018-20796 CVE-2019-8956 CVE-2020-8647 CVE-2021-43396 CVE-2022-39046 

CVE-2018-20843 CVE-2019-9169 CVE-2020-8648 CVE-2021-45485 CVE-2022-39188 

CVE-2018-25032 CVE-2019-9192 CVE-2020-8649 CVE-2021-45486 CVE-2022-39842 

CVE-2018-5407 CVE-2019-9445 CVE-2020-8992 CVE-2021-45960 CVE-2022-40476 

CVE-2018-7169 CVE-2019-9453 CVE-2021-0605 CVE-2021-46143 CVE-2022-40540 

CVE-2018-9445 CVE-2019-9503 CVE-2021-0707 CVE-2022-0330 CVE-2022-40674 

CVE-2019-0136 CVE-2019-9506 CVE-2021-0929 CVE-2022-0400 CVE-2022-42703 

CVE-2019-0148 CVE-2020-0009 CVE-2021-1048 CVE-2022-0480 CVE-2022-4304 

CVE-2019-0154 CVE-2020-0067 CVE-2021-20317 CVE-2022-0492 CVE-2022-43552 

CVE-2019-1010022 CVE-2020-0427 CVE-2021-20320 CVE-2022-0494 CVE-2022-43680 

CVE-2019-1010023 CVE-2020-0431 CVE-2021-20321 CVE-2022-0563 CVE-2022-43750 

CVE-2019-1010024 CVE-2020-0432 CVE-2021-20322 CVE-2022-0778 CVE-2022-4450 

CVE-2019-1010025 CVE-2020-0444 CVE-2021-22555 CVE-2022-0850 CVE-2022-4543 

CVE-2019-10207 CVE-2020-0543 CVE-2021-22876 CVE-2022-0854 CVE-2022-45919 

CVE-2019-10220 CVE-2020-10029 CVE-2021-22898 CVE-2022-1011 CVE-2022-4662 

CVE-2019-10638 CVE-2020-10135 CVE-2021-22922 CVE-2022-1016 CVE-2022-48502 

CVE-2019-10639 CVE-2020-10711 CVE-2021-22923 CVE-2022-1199 CVE-2023-0030 

CVE-2019-11091 CVE-2020-10720 CVE-2021-22924 CVE-2022-1204 CVE-2023-0047* 

CVE-2019-1125 CVE-2020-10751 CVE-2021-22925 CVE-2022-1205 CVE-2023-0215 

CVE-2019-11477 CVE-2020-10766 CVE-2021-22926 CVE-2022-1247 CVE-2023-0266 

CVE-2019-11478 CVE-2020-10767 CVE-2021-22946 CVE-2022-1271 CVE-2023-0286 

CVE-2019-11479 CVE-2020-10768 CVE-2021-22947 CVE-2022-1292 CVE-2023-0394 

CVE-2019-11486 CVE-2020-10773 CVE-2021-23840 CVE-2022-1304 CVE-2023-0458 

CVE-2019-11487 CVE-2020-11565 CVE-2021-23841 CVE-2022-1353 CVE-2023-0464 

CVE-2019-11599 CVE-2020-11669 CVE-2021-26341 CVE-2022-1508 CVE-2023-0465 

CVE-2019-11833 CVE-2020-12062 CVE-2021-26401 CVE-2022-20141 CVE-2023-0466 

CVE-2019-12381 CVE-2020-12114 CVE-2021-27645 CVE-2022-20148 CVE-2023-0687 

CVE-2019-12614 CVE-2020-12464 CVE-2021-28660 CVE-2022-20158 CVE-2023-1206 

CVE-2019-12615 CVE-2020-12656 CVE-2021-28831 CVE-2022-20166 CVE-2023-2007 

CVE-2019-12819 CVE-2020-12770 CVE-2021-28951 CVE-2022-20424* CVE-2023-2248* 

CVE-2019-12900 CVE-2020-12826 CVE-2021-28972 CVE-2022-20566 CVE-2023-23916 

CVE-2019-13272 CVE-2020-13143 CVE-2021-29265 CVE-2022-20568 CVE-2023-2513 

CVE-2019-13648 CVE-2020-13974 CVE-2021-29650 CVE-2022-20572 CVE-2023-25139 

CVE-2019-14615 CVE-2020-14145 CVE-2021-31829 CVE-2022-2068 CVE-2023-2602 

CVE-2019-14821 CVE-2020-14155 CVE-2021-32078 CVE-2022-2097 CVE-2023-2603 

CVE-2019-15117 CVE-2020-14314 CVE-2021-33033 CVE-2022-21123 CVE-2023-2650 

CVE-2019-15118 CVE-2020-14331 CVE-2021-3326 CVE-2022-21125 CVE-2023-26545 

CVE-2019-15212 CVE-2020-14351 CVE-2021-3347 CVE-2022-21166 CVE-2023-27533 

CVE-2019-15214 CVE-2020-14381 CVE-2021-33574 CVE-2022-21385 CVE-2023-27534 

CVE-2019-1543 CVE-2020-14386 CVE-2021-33656 CVE-2022-22576 CVE-2023-27535 

CVE-2019-1547 CVE-2020-15436 CVE-2021-33909 CVE-2022-22822 CVE-2023-27536 
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CVE-2019-1551 CVE-2020-15437 CVE-2021-3428 CVE-2022-22823 CVE-2023-27538 

CVE-2019-1552 CVE-2020-15778 CVE-2021-3449 CVE-2022-22824 CVE-2023-28319 

CVE-2019-1563 CVE-2020-16120 CVE-2021-34556 CVE-2022-22825 CVE-2023-28320 

CVE-2019-15666 CVE-2020-1749 CVE-2021-35477 CVE-2022-22826 CVE-2023-28321 

CVE-2019-15903 CVE-2020-1751 CVE-2021-35942 CVE-2022-22827 CVE-2023-28322 

CVE-2019-15916 CVE-2020-1752 CVE-2021-36368 CVE-2022-23218 CVE-2023-29383 

CVE-2019-15927 CVE-2020-1971 CVE-2021-3655 CVE-2022-23219 CVE-2023-29491 

CVE-2019-16905 CVE-2020-24586 CVE-2021-3711 CVE-2022-23816* CVE-2023-32269 

CVE-2019-16994 CVE-2020-24587 CVE-2021-3712 CVE-2022-23852 CVE-2023-34255* 

CVE-2019-17052 CVE-2020-25211 CVE-2021-3714 CVE-2022-23960 CVE-2023-34256 

CVE-2019-17055 CVE-2020-25212 CVE-2021-3732 CVE-2022-23990 CVE-2023-35001 

CVE-2019-17075 CVE-2020-25285 CVE-2021-3753 CVE-2022-24448 CVE-2023-3640 

CVE-2019-17133 CVE-2020-25656 CVE-2021-37576 CVE-2022-24958 CVE-2023-37453 

CVE-2019-17351 CVE-2020-25704 CVE-2021-37600 CVE-2022-25235 CVE-2023-3772 

CVE-2019-17594 CVE-2020-26140 CVE-2021-3772 CVE-2022-25236 CVE-2023-3817 

CVE-2019-17595 CVE-2020-26141 CVE-2021-38160 CVE-2022-25265 CVE-2023-38408 

CVE-2019-18276 CVE-2020-26144 CVE-2021-38205 CVE-2022-25313 CVE-2023-4010 

CVE-2019-18282 CVE-2020-26145 CVE-2021-38300 CVE-2022-25314 CVE-2023-4205* 

CVE-2019-18683 CVE-2020-26555 CVE-2021-3847 CVE-2022-25315 
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APPENDIX B: E-MAIL CORESPONDENCE 

E-mail messages pertinent to this study appear in Figure 16 through Figure 19. 

 

Figure 16: CommScope Response (Sbisa, 2022) 

 

Figure 17: Crown Castle Response (Thompson, 2022) 

 

Figure 18: Accuver Response (Ostien, 2022) 
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Figure 19: FCC Clarification of Rule 22-84 

 

Figure 20: Letter documenting FCC's quick response to inquiry on Rule 22-84 
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Figure 21: Offer to "white label" a Huawei BBU 
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APPENDIX C: CST SCAN REPORT EXCERPTS FOR SAMPLE C1 

Sample C1 Black Duck Scan Report Excerpts 

 

Figure 22: C1 Scan Overview (Black Duck) 
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Figure 23: C1 Scan found 4763 Vulnerabilities (Black Duck) 

 

Figure 24: C1 Information leaks (Black Duck) 
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Figure 25: C1 Asymmetric keys (Black Duck)  

 

Figure 26: Symmetric keys (Black Duck) 

 

Figure 27: C1 Infoleak email addresses (Black Duck) 
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Figure 28: C1 Infoleak IP addresses (Black Duck) 
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Figure 29: C1 Infoleak MAC addresses (Black Duck) 

 

Figure 30: C1 Infoleak passwords (Black Duck) 
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Figure 31: C1 Infoleak URLs (Black Duck)  

 

Figure 32: C1 CVEs (Black Duck) 
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Sample C1 Code Sentry Scan Report Excerpts 

 

Figure 33: C1 Scan Overview (Code Sentry) 

 

 

Figure 34: C1 N-day findings (Code Sentry) 
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Figure 35: C1 Vulnerabilities (mapped to CVEs in the report) (Code Sentry) 
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Sample C1 Jarvis Scan Report Excerpts 

 

Figure 36: C1 Scan Overview (Jarvis) 
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Figure 37: C1 Information Leakage  (Jarvis) 

 

Figure 38: CVSS Severity Report (Jarvis) 

 

Figure 39: CVE Summary by Severity (Jarvis) 
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Figure 40: C1 Certificates report (Jarvis) 

 

Figure 41: C1 CVEs (Jarvis) 

 

Figure 42: C1 email addresses (Jarvis) 
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Figure 43: C1 Password File Analysis (Jarvis) 

 

Figure 44: C1 Infoleak URL report (Jarvis) 
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Sample C1 Finite State Platform Scan Report Excerpts 

 

Figure 45; C1 Scan Overview (Finite State Platform) 
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Figure 46: C1 Scan Findings (Finite State Platform) 
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Figure 47: C1 Findings Categories (Finite State Platform) 
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Figure 48: C1 CVE Exploitability (Finite State Platform) 
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APPENDIX D: CST SCAN REPORT EXCERPTS FOR SAMPLE C2 

Sample C2 Black Duck Scan Report Excerpts 

 

Figure 49: C2 Scan Overview (Black Duck) 
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Figure 50: C2 Scan found 4585 Vulnerabilities  (Black Duck) 

 

Figure 51: C2 Information leaks (Black Duck) 
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Figure 52: C2 Asymmetric keys (Black Duck) 

 

Figure 53: C2 Symmetric keys (Black Duck) 
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Figure 54: C2 Infoleak email addresses (Black Duck) 
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Figure 55: C2 Infoleak IP addresses (Black Duck) 
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Figure 56: C2 Infoleak MAC addresses (Black Duck) 

 

Figure 57: C2 Infoleak password (Black Duck) 
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Figure 58: C2 Infoleak URLs (Black Duck) 

 

Figure 59: C2 CVEs (Black Duck) 
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Sample C2 Code Sentry Scan Report Excerpts 

 

Figure 60: C2 Scan Overview (Code Sentry) 
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Figure 61: C2 N-day findings (Code Sentry) 
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Figure 62: C2 Vulnerabilities (mapped to CVEs in the report) (Code Sentry) 
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Sample C2 Jarvis Scan Report Excerpts 

 

Figure 63: C2 Scan Overview (Jarvis) 
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Figure 64: C2 Information Leakage (Jarvis) 

 

Figure 65: C2 CVSS Severity Report (Jarvis) 

 

Figure 66: C2 CVE Summary by Severity (Jarvis) 
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Figure 67: C2 Certificates report (Jarvis) 

 

Figure 68: C2 CVEs (Jarvis) 
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Figure 69: C2 email addresses (Jarvis) 

 

Figure 70: C2 URL Report (Jarvis) 
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Sample C2 Finite State Platform Scan Report Excerpts 

 

Figure 71: C2 Scan Overview (Finite State Platform) 
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Figure 72: C2 Findings (Finite State Platform) 
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Figure 73: C2 Findings Categories (Finite State Platform) 

 

Figure 74: C2 CVE Exploitability (Finite State Platform) 
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APPENDIX E: CST SCAN REPORT EXCERPTS FOR SAMPLE C3 

Sample C3 Black Duck Scan Report Excerpts 

 

Figure 75: C3 Scan Overview (Black Duck) 
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Figure 76: C3 Scan found 4742 Vulnerabilities (Black Duck) 

 

 

Figure 77: C3 Information leaks (Black Duck) 
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Figure 78: C3 Asymmetric keys (Black Duck) 

 

Figure 79: C3 Symmetric keys (Black Duck) 

 

Figure 80: C3 Infoleak email addresses (Black Duck) 
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Figure 81: Infoleak IP addresses (Black Duck) 

 

Figure 82: C3 Infoleak MAC addresses (Black Duck) 
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Figure 83; C3 Infoleak passwords (Black Duck) 

 

Figure 84: C3 Infoleak URLS (Black Duck) 
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Figure 85: C3 CVEs (Black Duck) 

Sample C3 Code Sentry Scan Report Excerpts 

 

Figure 86: C3 Scan Overview (Code Sentry) 
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Figure 87: C3 N-day findings (Code Sentry) 
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Figure 88: C3 Vulnerabilities (mapped to CVEs in the report) (Code Sentry) 
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Figure 89: C3 Zero-day findings (Code Sentry) 
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Sample C3 Jarvis Scan Report Excerpts 

 

Figure 90: C3 Scan Overview (Jarvis) 
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Figure 91: C3 Information Leakage (Jarvis) 

 

Figure 92: C3 CVSS Severity Report (Jarvis) 

 

Figure 93: C3 CVE Summary by Severity (Jarvis) 

 

Figure 94: C3 Certificates Report (Jarvis) 
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Figure 95: C3 CVEs (Jarvis) 

 

Figure 96: C3 email addresses (Jarvis) 

 

Figure 97: C3 Password File Analysis (Jarvis) 
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Figure 98: C3 Infoleak URL Report (Jarvis) 

Sample C3 Finite State Platform Scan Report Excerpts 

 

Figure 99: C3 Scan Overview (Finite State Platform) 
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Figure 100: C3 Findings (Finite State Platform) 
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Figure 101: C3 Findings Categories (Finite State Platform) 
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Figure 102: C3 CVE Exploitability (Finite State Platform) 
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APPENDIX F: CST SCAN REPORT EXCERPTS FOR SAMPLE C4 

Sample C4 Black Duck Scan Report Excerpts 

 

Figure 103: C4 Scan Overview (Black Duck) 
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Figure 104: C4 Scan found 2568 Vulnerabilities (Black Duck) 

 

Figure 105: C4 Scan Overview (Black Duck) 
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Figure 106: C4 Asymmetric keys (Black Duck) 

 

Figure 107: C4 Symmetric keys (Black Duck) 

 

Figure 108: Infoleak email addresses (Black Duck) 
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Figure 109: C4 Infoleak IP addresses (Black Duck) 

 

Figure 110: C4 Infoleak MAC addresses (Black Duck) 
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Figure 111: C4 Infoleak passwords (Black Duck) 

 

Figure 112: C4 Infoleak URLs (Black Duck) 

 

Figure 113: C4 CVEs (Black Duck) 
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Sample C4 Code Sentry Scan Report Excerpts 

 

Figure 114: C4 Scan Overview (Code Sentry) 

 

Figure 115: C4 N-day findings (Code Sentry) 
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Figure 116: C4 Vulnerabilities (mapped to CVEs in the report) (Code Sentry) 
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Figure 117: C4 Zero-day findings (Code Sentry) 
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Sample C4 Jarvis Scan Report Excerpts 

 

Figure 118: C4 Scan Overview (Jarvis) 
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Figure 119: C4 Information leakage (Jarvis) 

 

Figure 120: CVSS Severity Report (Jarvis) 

 

Figure 121: C4 CVE Summary by Severity (Jarvis) 

 

Figure 122: C4 Certificates Report (Jarvis) 
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Figure 123: C4 CVEs (Jarvis) 

 

Figure 124: C4 email addresses (Jarvis) 

 

Figure 125: C4 Password File Analysis (Jarvis) 

 

Figure 126: C4 Infoleak URL Report (Jarvis) 
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Sample C4 Finite State Platform Scan Report Excerpts 

 

Figure 127: C4 Scan Overview (Finite State Platform) 



155 

 

Figure 128: C4 Findings (Finite State Platform) 
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Figure 129: C4 Findings Categories (Finite State Platform) 
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Figure 130: C4 CVE Exploitability (Finite State Platform) 
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APPENDIX G: CST SCAN REPORT EXCERPTS FOR SAMPLE C5 

Sample C5 Black Duck Scan Report Excerpts 

 

Figure 131: C5 Scan Overview (Black Duck) 
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Figure 132: C5 Scan found 784 Vulnerabilities (Black Duck) 

 

Figure 133: C5 Information leaks (Black Duck) 
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Figure 134: C5 Asymmetric keys (Black Duck) 

 

Figure 135: C5 Symmetric keys (Black Duck) 

 

Figure 136: C5 Infoleak email addresses (Black Duck) 
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 Figure 137: C5 Infoleak IP addresses (Black Duck) 

 

Figure 138: C5 Infoleak MAC addresses (Black Duck) 
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Figure 139: C5 Infoleak passwords (Black Duck) 

 

Figure 140: C5 Infoleak URLs (Black Duck) 
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Figure 141: C5 CVEs (Black Duck) 

Sample C5 Code Sentry Scan Report Excerpts 

 

Figure 142: C5 Scan Overview (Code Sentry) 

 

Figure 143: C5 N-day findings (Code Sentry) 
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Figure 144: C5 Vulnerabilities (Code Sentry) 

 

Figure 145: C5 Zero-day findings (Code Sentry) 
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Sample C5 Jarvis Scan Report Excerpts 

 

Figure 146: C5 Scan Overview (Jarvis) 
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Figure 147: C5 Information leakage (Jarvis) 

 

Figure 148: CVSS Severity Report (Jarvis) 

 

Figure 149: C5 CVE Summary by Severity (Jarvis) 

 

Figure 150: C5 Certificates Report (Jarvis) 
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Figure 151: C5 CVEs (Jarvis)  

 

Figure 152: C5 email addresses (Jarvis) 

 

Figure 153: C5 Password File Analysis (Jarvis) 
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Figure 154: C5 Infoleak URL Report (Jarvis) 
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APPENDIX H: EFFECT OF ALGORITHM CHANGES 

 

Figure 155: Scan of C2 Prior to Algorithm Changes. 
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Figure 156: Scan of C2 Following Algorithm Changes. 
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