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Abstract. Information security is important in the era of evolving communications. Security 

methods are needed to protect data. Strong cryptographic algorithms, such as Blowfish, developed 

by Bruce Schneier in 1993, offer fast and reliable encryption. Blowfish uses 64 bit blocks and key 

lengths between 32 and 443 bits. This algorithm is famous for its robustness and encryption speed, 

with a Feistel Network structure and 16 rounds. This research implements Blowfish with Python 

and integrates it with steganography to insert secret data in digital images. Evaluation involves 

metrics such as Mean Squared Error (MSE), Peak-Signal-to-Noise Ratio (PSNR), Average Visibility 

(AVA), Uniform Average Change Intensity (UACI), and Percentage Pixel Change Value (NPCR) 

to measure quality and reliability encryption and decryption process by Blowfish. 
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1.  Introduction  

Information security plays a very important role in the current era of communication media 

development. In an era where data moves rapidly over digital networks, the challenge of protecting data 

confidentiality and integrity is increasingly complex. Security threats, such as hacking and theft of 

confidential information, are becoming increasingly serious. In fact, several high-profile security 

incidents have revealed inherent vulnerabilities in existing systems and protocols. Therefore, alternative 

security methods are needed to maintain data confidentiality and integrity [1]. Strong cryptographic 

algorithms are needed so that only authorized parties can access and understand the information [2]. 

One cryptographic algorithm that has been widely used and proven to be effective is Blowfish [3]. 

Blowfish was developed in 1993 by Bruce Schneier as an open-source encryption alternative that 

does not require a license. Its advantages in terms of compatibility and efficiency have been widely 

recognized, making it a fast and reliable encryption algorithm [4]. Blowfish is a cryptographic block 

cipher with a fixed block length of 64 bits and a key length that can vary between 32 to 443 bits [5]. 

Apart from being renowned for its resistance to attacks, Blowfish also stands out for its optimal speed 

of data encryption and decryption, both on hardware and various software platforms [6]. 

In this research, we aim to implement the Blowfish algorithm using the Python programming 

language. In addition, we will integrate the Blowfish algorithm with steganography, a technique that 
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allows us to embed secret data into digital images. We will also evaluate this research by measuring the 

quality and reliability of the encryption and decryption process using the Blowfish algorithm. Some of 

the evaluation metrics that will be used include Mean Squared Error (MSE), Peak-Signal-to-Noise Ratio 

(PSNR), Average Visibility (AVA), Uniform Average Change Intensity (UACI), and Percentage Pixel 

Change Value (NPCR) [7]. 

2.  Methods 

2.1.  Blowfish Algorithm  

Blowfish is a block cipher algorithm that uses blocks of the same 64-bit size during the encryption and 

decryption process. In this process, the message to be encrypted is divided into blocks of k bits of a fixed 

size, namely 64-bit [5]. The encryption process in the blowfish algorithm is carried out on data blocks 

with a fixed length of 8 bytes, although the key length can vary. Addition of bits (padding) will be done 

if there is a message size that is not a multiple of 8 bytes, so that the size of each block is the same so 

that with a uniform size Blowfish can encrypt data effectively [7]. 

Blowfish is a block cipher algorithm that has two main processes, namely key expansion and data 

encryption. In the key expansion process, the initial key with a maximum length of 448 bits is converted 

into several subkeys which are stored in an array with a total size of 4168 bytes. Meanwhile, the data 

encryption process consists of 16 iterations of a simple function that operates the data repeatedly with 

the resulting sub-keys. 
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Figure 3. Blowfish Scheme 

 
In the key expansion stage, the initial key with a maximum length of 448 bits will be converted into 

several subkeys. These subkeys will be stored in an array with a total size of approximately 4168 bytes. The 

data encryption process itself consists of 16 iterations of a simple function that operates on the data with the 

resulting subkeys. 

The Blowfish encryption process begins by dividing the data to be encrypted (X) into two parts, 

namely XL and XR, each consisting of 32 bits [8]. Next, a series of steps are carried out as follows: 
1. Iterate 16 times, starting from i = 1 to 16. 

2. At each iteration, XL is XORed with the Pi subkey. Then XR is XORed with the result of the function 

F(XL) and XORed with the previous XR. 

3. After that, the XL and XR values are swapped. 

4. After the 16th iteration, a final exchange is carried out between XL and XR. 

5. Next, XR is XORed with subkey P17, and XL is XORed with subkey P18. 

6. Finally, XL and XR are combined again to get the ciphertext. 

This process uses addition and XOR operations on 32-bit variables. With these steps, data can be 

encrypted using the Blowfish algorithm 

2.2.  Data Embedding with Steganography 

In this research, steganography is used for the purpose of hiding the existence of important information 

by inserting messages into objects or media that look harmless. This aims to make this information 

difficult for unauthorized third parties to detect, so that the data can be better protected. By using 

steganography, secret messages can be effectively hidden in objects or media that do not appear 

suspicious [9]. 

In the steganography process, two files are needed, namely the container file and the important data 

[10]. Container files are media where important data will be inserted. The types of media that can be 

used as container files vary, such as text, images, audio, or video. In this study, specifically, we use 

images as container files. By using an image as a container file, important data will be inserted into the 

pixels of the image without being visible, so that the desired information can be hidden properly. 

 

 
Figure 2. Encryption Scheme 

 

This process involves implementing the Blowfish algorithm described previously. Once the ciphertext 

is encrypted, it is saved and then inserted into an image selected by the user. This hiding process aims 

to protect data by inserting it invisible in the image. 

3.  Results and Discussion 

In this stage, testing is carried out on the system, which looks at the quality of the storage media, whether it 

experiences changes during the data insertion process. We here use 3 media containers in the form of images. 
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Table 1. List of Dataset 

Container Media  File Name 

 

Image1 

 

Image2 

 

Image3 

 

The image quality resulting from this process can be measured using MSE, AVA and PSNR. MSE is a 

measure of the average square error between the original image and the image containing a hidden 

message. PSNR is the comparison of pixel values between the image (original and stego image) 

produced [9]. A cryptographic algorithm will fulfill the avalanche effect if every change in one input bit 

causes half of all output bits to change [11]. 
 

The formula for calculating MSE is as follows: Information : 

𝑀𝑆𝐸𝐴𝑉𝐺 =
𝑀𝑆𝐸𝑅+𝑀𝑆𝐸𝐵+ 𝑀𝑆𝐸𝐺

X.Y
      [12] 

Information : 
MSE : Mean Square Error Value of the Image 

XY : Dimensions of the image 

 

The formula for calculating PSNR is as follows: 

𝑃𝑆𝑁𝑅 = 20 ∗   log 10   (
255

√𝑀𝑆𝐸
)      [10] 

Information : 

PSNR :Image PSNR value 

MSE : MSE value 

 

After calculating the MSE and PSNR, it was found that the MSE did not change much, the highest PSNR 

value was 86.54 and the highest AVA value was 35.85. And also obtained an average MSE value of 

0.00, Ava 34.87 and meanwhile the average PSNR value obtained was 79.22. From these results, a low 

MSE value means the better the quality of data insertion. On the other hand, a high PSNR value indicates 

that the resulting image quality is getting better. We also evaluated the image using the 3 existing 

images. Testing uses UACI and NCPCR where we try to encrypt images with different message length 

variants. 
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Table 2. MSE dan PSNR Test Result 

Image Messsage Size (byte) MSE PSNR AVA 

 

13.716 0,00 80,94 35,85 

89.154 0,00 74,36 34,10 

185.166 0,00 71,36 34,66 

 

13.716 0,00 86,04 35,85 

89.154 0,00 79,68 34,10 

185.166 0,00 76,59 34,66 

 

13.716 0,00 86,54 35,85 

89.154 0,00 80,26 34,10 

185.166 0,00 77,27 36,66 

 

Table 3. UACI and NPCR Test Result 

Image Messsage Size (byte) UACI NPCR 

 

13.716 36,75 99,9 

89.154 36,76 99,56 

185.166 36,78 99,12 

 

13.716 33,77 99,97 

89.154 33,77 99,88 

185.166 33,77 99,76 

 

13.716 20,55 99,98 

89.154 20,55 99.89 

185.166 20,56 99,79 

 

Judging from these results, the UACI results can be seen that when the message inserted is longer, the 

UACI value increases, whereas, conversely, the longer the message inserted, the lower the NCPCR 

value, which shows that the image changes when the message is inserted. Overall, the average UACI 

was 30.36 and NCPCR was 99.76. To see in more detail the changes in the image before the message is 

inserted with the image that has been inserted in the message. In Figure 3, where Image1 has not had a 

message inserted, it can be seen in the histogram that there are many spikes compared to Figure 4, where 

Image1 has had a message inserted, which has a different spike than Figure 3. This shows the change in 

the image when a message is inserted. 
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Figure 3. Plain Image1 Figure 4. Cipher Image1 

 

In Figure 5, the plain Image2 histogram which can be seen from the Image2 plain histogram has spikes. 

It can be compared with Figure 6, the Image2 image after getting the hidden message, the spikes shown 

in the histogram have changed. 

 

  
 

Figure 5. Plain Image2 Figure 6. Cipher Image2 

 

In Figure 7, it can be seen that the histogram of the original Image3 image shows a spike in the histogram 

value. However, if we compare it with Figure 8, which is an Image3 cipher image that has received a 

hidden message, we can see that the previously visible spikes in the histogram have undergone changes. 

 

  
 

Figure 7. Plain Image3 Figure 8. Cipher Image3 
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Based on tests carried out on the system using 3 image storage media, it was found that the image quality 

resulting from data insertion could be measured using the MSE, PSNR, UACI and NCPCR methods. 

The test results show that the lower the MSE value, the better the data embedding quality, while the 

higher the PSNR value, the better the resulting image quality. In addition, it was also found that the 

UACI value increased along with increasing the length of the inserted message, while the NCPCR value 

tended to decrease. This shows that the image changes when the message is inserted. Evaluation using 

the histogram also indicates a change in the histogram spike after the message insertion process. 

4.  Conclusion 

From the results of this research, it can be concluded that the cryptographic method using the Blowfish 

algorithm which is used to insert data into images produces good image quality. This evaluation test 

using MSE, PSNR, AVA, UACI, NCPCR shows that this method is able to maintain image quality with 

a low MSE value, namely with an average of 0.00, and an average PSNR value of 79.22. This indicates 

that the changes that occur in the image as a result of data insertion are relatively small and not visually 

significant. In addition, the UACI and NCPCR test results show that the data insertion system has the 

desired avalanche effect where changing one input bit causes half of all output bits to change. This 

shows that the cryptographic system used is safe and can maintain the confidentiality of the inserted 

message. 
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