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ABSTRACT

Corporations and SMEs are facing ‘new’ external and internal pressures, which
frequently result in modifications to their corporate governance structures and
accounting/reporting systems. Because of the digital transformation, the environment — be it real
or virtual — in which these companies operate has experienced significant changes. Business
operations are a key and important component of human development all over the world — not
only financially — and their influence on societal and environmental conditions as well as their
necessary preservation are essentially undeniable. However, these operations increasingly
undergo cyber-attacks that dramatically represent true causes of disruptions and breakdowns,
eluding international governments’ inspection and sophisticated corporate control systems. The
concepts of governance, internal control and accountability are critical for the protection of
sustainable business activities from cyber-attacks, and their effectiveness is arguably dependent
on corporations’ ability to govern themselves well and demonstrate accountability to their many
stakeholders (across their entire value chain) also in relation to cyber dynamics. This should be
accomplished by implementing well-accepted governance system standards that are globally
harmonized with ‘Environment, Social and Governance’ (ESG) reporting and performance

measurement tools capable of strategically assessing and evaluating risk exposure and providing
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forward-looking information on a multiple level. Few studies have adequately explored these
issues in this defining setting, and due to the contrasting evidence arising from the extant
literature, there is still no undisputed identification of effective measurement, reporting and
disclosure systems for cyber risk and crime anticipation and/or neutralization.

Keywords: Cybersecurity; ESG; Risk Disclosure; SLNA; Digitalization; Internal

Control; Literature Review

1. INTRODUCTION

The digital transformation has revolutionized the way organizations do business in terms
of evolving relationship with their customers, which is increasingly shifting towards a digital
environment, with the consequent extension in the range of services provided through digital
platforms and apps. Moreover, it has affected how the ‘internal’ management of various business
processes has been currently conceived and implemented in a context strictly automated. In this,
cybersecurity, accounting and corporate governance are evidently interconnected since the
strategic role of the boards in managing cyber risks is, by now, undisputed (Florackis et al.,
2023). The issue in analysis is not only relevant in private and corporate settings, but also in the
public arena. For instance, several administrations worldwide have considered proposals for
strategic policies so to implement and control the national cloud, realizing national strategic
poles to migrate data and strategic services of the public administration (Bansal and Axelton,
2023).

A direct consequence of this ongoing transition is the inevitable creation, storage and
sharing of a large amount of data. While this data is extremely valuable to companies, it is so

also to those who intend to steal, manipulate and exploit it for malicious purposes, with
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potentially disruptive consequences for the entire organization (Frank et al., 2021). Hence, cyber
risk management and insurance has been placed at the top of the agendas across the globe,
accompanied by a growing awareness that this is a problem involving the overall business
operations through the value chain, no longer just the information technology (IT) department
(Wang et al., 2021; Van der Kleij et al., 2023). In fact, technology will exacerbate inequalities
while risks from cybersecurity will remain a constant concern (World Economic Forum — WEF,
2023). Historically, severe fines for data loss are also helping change the cost-benefit assessment
around investment in cybersecurity measures, but questions remain around the individual rights
to action, damage and compensation in cases of breach. It is, therefore, incumbent on
organization to consider the ethics of data collection and usage to minimize reputational
considerations beyond regulatory compliance (Arena et al., 2022). Moreover, spurred by both
increased cyberattacks and tighter data laws, the voluntary disposal and destruction of personal
data may become a stronger priority — with potential environmental co-benefits of minimizing
data storage needs. Finally, governments should also develop more appropriate and sophisticated
emergency plan to respond to data breaches and violation of privacy to minimize follow-on
repercussions. In short, widespread cybercrime and cyber insecurity are ranked among the ten
most severe global risks over the short and long term (World Economic Forum — WEF, 2023).
From a regulatory perspective, to support the implementation of appropriate cyber
governance systems, there is a multitude of norms and legal frameworks to risk management
whose efficacy, however, is yet to be determined (Jiang et al., 2022; Arena et al., 2022). For
instance, several national norms and the EU Directive 1148/2016, i.e. Network and Information
Security (NIS) Directive, provide a well-defined catalogue of indications to companies about the

adoption of technical/organizational measures aimed at preventing and minimizing the impact of
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cyber incidents. The application of the NIS Directive is not mandatory for all enterprises (but
only for those that perform essential functions in our country); yet, it does play the role of key
reference point to look at in order to take care of and assess the adequacy of the organizational
set-up in this respect. In addition to this, some relevant international best practices are worth
mentioning, which are all converging to identify who, what and how cyber risks should be
managed (cf. ISO/IEC 27001, NIST, ENISA, National Cyber Security Framework, ISO 22301,
etc.), as well as the necessary compliance with EU Regulation 679/2016 (GDPR), which are
increasingly leading to an ‘integrated’ compliance (Wang et al., 2021; Lam and Seifert, 2023).
More internationally, CSA Multilateral Staff Notice 51-347 and the SEC’s Commission
Statement and Guidance on Public Company Cybersecurity Disclosures (2023) are also worth
mentioning since they provided lists of items of interest that might allow for a more effective
cybersecurity disclosure assessment (Smith et al., 2018; Fortin and Héroux, 2020; Frank et al.,
2023; Lam and Seifert, 2023).

Having said that, the main objective of a corporate risk governance model — and, in
particular, of a cyber risk management one — is to provide the board and the supporting C-level
executives with a complete, clear and real-time understanding of the state of risk and the
measures put in place to protect the organization as well as all the useful information for making
strategic decisions to minimize risk and improve the company financial and sustainable
performance overall. Hence, the starting point for building this model is represented by the
business organization as a whole: through process mapping, all internal processes are identified
and analyzed, identifying the strategic ones, the supporting ones and focusing especially on the
‘core’ or critical ones, i.e., those that drive the operational survival of the organization. In short,

the choice and decisions taken by a board of directors to devote the maximum effort to build
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appropriate governance systems for cybersecurity to protect the company is not only necessary
from a compliance perspective, but it can also be considered an actual strategic and sustainable
competitive advantage toward their stakeholders, customers, and the market in response to the
challenges today arising from technological change. Yet, several studies reported that
cybersecurity information as it is currently produced remains of limited usefulness. Regulators
are, therefore, challenged to revisit their disclosure requirements (Fortin and Héroux, 2022). In
short, results show that cybersecurity disclosure levels are low (Fortin and Héroux, 2020;
Hashemi and Ray, 2023), claiming that, in general, information provided is often not company-
specific. Moreover, not all firms provide informative or quality disclosures following a
cybersecurity breach event. Yet, in an international context where firms are subject to rising
cybersecurity risks, the only way these firms can communicate cybersecurity uncertainty and
reduce information asymmetry with external stakeholders is still through cybersecurity risk
disclosure (Jiang et al., 2022). That said, ineffective disclosure guidance, as it has been deemed
SEC one (Lam and Seifert, 2023), may unintentionally encourage firms to disclose cybersecurity
risks regardless of the level of risks. Moreover, from a financial standpoint, disclosing companies
generally experience significant negative stock market price effects on account of making new
disclosures; hence, rather than viewing disclosure as a positive signal of management
attentiveness, investors appear to view it as a cautionary sign (Knechel, 2021).

This systematic literature network analysis (SLNA) is focused on this thorny and timely
issue with the objective of viewing at the phenomenon in analysis from an ‘ESG’-oriented
perspective. To the best of our knowledge, no literature reviews have focused on the role of
accounting, risk measurement and disclosure activities relating to cyber threats and security, and

their effect on, and interrelationships with, the going concern of companies undergoing the
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digital transition. As a result, the purpose of this paper is to assess the state of the art of previous
literature on the ability of existing accounting, measurement and disclosure systems to prevent,
anticipate, or at least control for future cyber risk disruptions, with the underlying rationale of
providing ‘forward-looking’ information and effectively managing cyber risks as a whole.
Furthermore, it intends to recommend future study directions. Indeed, it is now time for
businesses to step up their efforts to include and hold responsible for digitally-oriented practices
in their strategy, management style, and governance supervision.

This research is organized as follows. First, the material and research technique utilized
to perform the suggested literature review are presented, including evidence from the SLNA,
CSA, and keyword analysis. The subsequent subsections describe additional methodological
procedures and outcomes from the research strategy’s first, second and third stages. Following
that, the key findings are synthesized, and recommendations for further studies are shown. The

study concludes with closing observations for the ongoing debate on cyber governance

2. METHODOLOGY
The SLNA is based on the collection of data deriving from chosen citation databases such
as Web of Science, Google Scholar, Scopus and so forth. For the purpose of this study, Scopus
was chosen as, due to its comparative largeness, scholarly reliability and document consistency,
it represents the most commonly preferred database for these analyses (Strozzi et al., 2017).
Moreover, the adoption of the SLNA is also justified by the growing interest of accounting and
public policy studies on this specific protocol (Comoli et al., 2023). In Fig. 1, the SLNA

methodology has been visualized so to give a depiction of the entire research strategy as per the
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three steps involved. Specifically, Fig. 1 presents each specific analysis conducted and provides

a summarized reference of the study so to make the overall discussion more accessible.

SLNA (SYSTEMATIC LITERATURE NETWORK ANALYSIS)
[THREE-STEP METHODOLOGY]

/

SLR (SYSTEMATIC LITERATURE REVIEW) Static LR
Scope of the analysis (§ 3.1)
Locating study (§ 3.2)
Study selection and evaluation (§ 3.3)
Final sample: 319 academic papers

BNA (BIBLIOGRAPHIC NETWORK ANALYSIS)
- CNA - Citation Network Analysis (§ 4.1)
- Main Path Analysis ((§ 4.2)

AAT (ADDITIONAL ANALYSIS TECHNIQUES)
- CSA - Citation Score Analysis (§ 5.1)
- KNA—Keyword Network Analysis (§ 5.2)

\ Dynamic LR

I NEW RESEARCH DIRECTION IDENTIFICATION I

Figure 1. SLNA three-step methodology protocol.

The combined use of the presented methodological tools allows us to avoid the
limitations and subjectivity that reside in each of them taken singularly. For instance, a
consideration of findings generated solely by citations of papers might be biased since studies
that are not cited could be indeed relevant. Conversely, the most cited papers may not necessarily
represent those of the highest quality and/or relevance (Strozzi et al., 2017). To conclude this
first section, references to the several software applications are deemed crucial. In fact, in order
to perform this SLNA — concerning the role of accounting for cyber risks and related disclosure
from a governance perspective — the following five Al tools were applied, i.e. VOSviewer,

Pajek, Sci2 Tool, GIMP and Scopus analytics.
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In the following sections, we will go through the proposed steps again by means of the

various Al tools applied and the described protocol as well.

3. FIRST STEP OF SLNA APPLICATION: SLR

3.1. LOCATING STUDY

The concurrent (i.e. ‘“AND’ function) components of the Scopus search string chosen to
run the SLNA are (a) [‘cyber risk’ OR ‘cyberrisk” OR ‘cybersecurity’ OR ‘cyber security’ OR
‘cybercrime’ OR ‘cyber crime’ OR ‘cyber incident’ OR ‘cyberincident’] and (b) [‘disclosure’].
Each of them was found using the function ‘article title, abstract, and keywords’ (also known as
the ‘TITLE-ABS-KEY”). The proposed search string is regarded as optimum since fewer things
would have resulted in an extremely big database, but the addition of just one element would
have resulted in a significant decrease in the number of articles picked. This option also includes
a suitable SLNA based on a sufficient number of publications (Strozzi et al., 2017), highlighting
major issues and trends in the research field under examination.
3.2. STUDY SELECTION AND EVALUATION

The article search was carried out in March 2023, spanning almost twenty years. Other
Scopus features, such as include or omitting scientific articles from the final dataset, were used
to include just the research items deemed relevant and suitable for the scholarship evaluation. As
a consequence, 319 scholarly papers were included in the final sample. This collection of papers
acts as the SLNA’s basis. The most noteworthy research will be identified and then evaluated in

the sections and processes that follow.
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4. SECOND STEP OF SLNA APPLICATION: BNA

4.1. SAMPLE DESCRIPTION AND STATIC ANALYSIS

In this section, the extracted sample shall be presented as well as the methodological
features of the citation network analysis (CNA). At the end of this section, the main results
stemming from this specific analysis are offered, leading to the identification of the ‘main path’.
That said, two perspectives can be mentioned when it comes to analyzing a citation network:

1. Static perspective: analyzing the network as it simply is — some results of which are
presented below;

2. Dynamic perspective: conducting, over the identified network, to the main path
analysis — this perspective will be investigated in depth in the following paragraph (Par. 4.2).

As far as the static analysis is concerned, Fig. 2 shows that, based on the publishing year,
the number of published studies on the topic under investigation increased over the period 2003—

2022.

2003 2005 2007 2009 2011 2013 2015 2017 2019 2021

Figure 2. Distribution of 319 scientific studies published in the 2003-2022 time span.
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Hence, it may be maintained that this specific research area is in expansion. Though the
sample and the analyses carried out include data concerning 2023, this latter year was excluded
(i.e. 25 publications) from the depiction since it has not ended yet. Nevertheless, studies
published in 2023 will be presented in following sections. In short, the depiction in analysis
shows an increasing consideration that the topic under investigation is receiving from
researchers, hence justifying this study and its aim of organizing and synthesizing what has been
achieved so far in academia, so as to determine possible research avenues and to legitimize
deeper investigation in the future.

4.2. DYNAMIC ANALYSIS, MAIN PATH IDENTIFICATION AND STUDY
DISCUSSION

The main path, in details, is selected using the Pajek software (Strozzi et al., 2017;
Comoli et al., 2023). The main path of the largest identified connected nodes is composed of 23
papers.

The extrapolated papers date from 2018 to 2022, and the most researched topic,
pertaining originally to data threat, breach notification, severity assessment and firm response
behavior, remains the most researched topic today. Overall, 87% of the linked publications are
empirical, relying on both qualitative (e.g., semi-structured interviews, case studies, and content
analyses) and quantitative (e.g., longitudinal assessments and bivariate/multivariate non-
parametric statistics) research approaches. Only two of these are literature reviews (the most
recent was published in 2021), and none of them used bibliometric tools. One study is just a

dataset that provides information related to data breaches.
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In more detail, the topics — based on the content analysis conducted over it — within the
research domain concerning accounting and disclosure for cyber risks and security activities and
that constitute the main path are:

a. Cyber risk disclosure and accounting practices: private vs public and voluntary vs
mandatory;

b. Data threat, breach notification, severity assessment and firms’ response behavior;

c. 10-K disclosure analysis, regulators and market/investment assessment;

d. Audit and assurance role in cyber security, monitoring costs and risk management
models;

e. Board of directors’ disclosure determinants, IT governance and CIO characteristics;

f. Information sharing and internal auditing/control systems.

S. THIRD STEP OF SLNA APPLICATION: AAT
5.1. CITATION SCORE ANALYSIS (CSA)

One limitation of the main path analysis is that, despite their relevance, certain
publications may be left out of the citation network due to a lack of citation links with other
research. In other words, the ‘main’ path ignores publications that are not related to its nodes. As
a result, critical material information in the field of cybersecurity disclosure and data governance
may be lost. The CNA and GCS’s opposite limits are decreased when they are combined.

Due to the multidisciplinary nature of this study, the titles and journals in the tables may
appear not to exactly suit accounting research themes (e.g. reporting, disclosure, assurance, etc.).
Yet, they all provide evidence pertaining to cyber risks and security from an information sharing

and economic/business perspective. Moreover, as per the aforementioned ‘pulverization’ of
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literature on the issue under investigation, only four publications have already been evaluated
inside the ‘main path’ analysis, while the rest of the papers have not.

Overall, a few more topical issues emerge crossing the other extrapolated papers via the
computations of GCS, 2019-2023 GLCS, and INCEX, starting from the topics listed before,
where the research areas within the domain of data and cyber governance and disclosure
pertaining to the main path were indicated. In fact, in addition to, and partially compensating for
the previously mentioned study subjects (see Par. 4.2), cyber governance researchers have also
investigated the following issues (from 2005 to 2022):

a. Cyber and adversarial attacks, ransomware spread detection and authentication
protocol in the medical sector;

b. Vulnerability disclosure and reports: timing and signaling information asymmetry;

c. Cybersecurity information sharing, disclosure alliances and politicization in global
Internet governance;

d. Cybersecurity economic challenges, financial damage and network data;

e. Internet of Things (IoT) development and security schemes/systems;

f. Human factors, lifestyle routine activities and cyberbullying on social networking sites
(SNS);

g. Cyber-insurance policies and risk measurement modelling.

5.2. KEYWORD NETWORK ANALYSIS (KNA)
5.2.1. Co-Occurrence Analysis Of Authors’ Keywords

The previous section’s GCS analysis findings can be improved by using the authors’

keywords network of the collection of articles extracted using SLR approaches, which contains

not only the biggest and most linked components, but also the isolated nodes.
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The fundamental assumption underlying co-occurrence analysis is that the authors’

keywords should serve as a proxy for the substance of the selected articles (Lee and Zhou, 2022).

risk man@ggement

audit and@ssurance

cybersecurity@isk disclosure

corporate governance

faceook
time gffect
socialnedia

datalbreach cybercrimeand risk
encryption

Cybersecurlty" artificial intelligence
“ machinglearning
disclosure information sharing internet@f things
critical infeastructure
policy
privacy software

. authengication
%, VOSviewer

Figure 3. Co-occurrence author keyword network analysis in thematic clusters.

Fig. 3 depicts the results of the test on the keywords used by the Scopus researchers. The
VOSviewer software identified 32 keywords and classified them into four major groups. The
network nodes correspond to the most commonly used keywords, and the weights of their
connections show how many times they appear in the articles. The larger the circle (or node), the
more common (and, hence, relevant) the term should be among the research being considered.
Furthermore, the different colors visually identify keywords pertaining to one sub-cluster from
those related to others, and the size of each node shows the overall connection strength.

5.2.2. Kleinberg’s Burst Detection Algorithm
Our final analysis uses the burst detection technique implementation. We found a variety

of bursts which signals that something is going on within the research area and that the research
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field in analysis is not static. Furthermore, the exact themes investigated by scholars within the
research field are changing and evolving in a more structured way. According to the findings of
this investigation, early bursts are associated with externalities, anonymity, instant messaging
and response when dealing with cybersecurity: this reflects a predominance of the economic,
individual or atomic aspects while discussing cyber issues.

For quite a long time (almost 10 years), this tendency characterized research. Bearing this
in mind, researchers’ focus, then, shifted to more sophisticated topics and problems (such as the
social impacts of cyberattacks, vulnerabilities in systems and accessibility) and their related
implication at the corporate level beginning in 2015, with a particular emphasis on online
spreading, cybercrimes and privacy concerns, emphasizing the importance of developing and
implementing appropriate managerial theories to practice as well as appropriate and effective
integrated systems and classification. Furthermore, in the context of cyber risks disclosure, the
focus has more recently shifted from the atomic idea of cyber issues relegated to the Al
department to a more strategic and comprehensive view of the topic under investigation which is
now starting to be taken into consideration at corporate governance level due to the critical role
of information asymmetry in decision making and the emergence of relevant data breach along
the entire value chain. The most recent topical research studies, hence, now attempt to highlight
the strategic role at governance level of cyber risks disclosure and security systems implemented.

6. IDENTIFYING NEW RESEARCH DIRECTIONS

Previous tests (such as the ‘main path’ network, citation scores, and keyword analysis)
enabled us to examine the study domain’s dynamic evolution, indicating new research trends.

A growing number of studies on cyber security disclosure and data governance have been

published, and it is worth noting that academics’ emphasis has shifted from general concepts
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primarily pertaining to externalities, accessibility issues and response behavior in a broader
sense, to more specific, strategic and diverse issues ranging from data breaches and cybercrimes,
integrated systems and information sharing, insurance and assurance aspects, ESG implications
to corporate governance at large.

All of these are instances of contemporary issues pertaining to the cyber and Al
vulnerability world that we must all deal with both at the individual and at the corporate level.
More efforts are required to improve cyber risks and security disclosure and eradicate (or, at
least, contain) bad practices, unawareness and lack of expertise, and misconduct on multiple
levels, as well as to transform cyber risk reporting practices into a forward-looking and
anticipatory tool for strategic management and decision making (Walton et al., 2021; Arena et
al., 2022; Chen et al., 2022; Comoli et al., 2023; Bansal and Axelton, 2023; Frank et al., 2023).
Academic research could, indeed, help reporting and disclosure activities discover the best
solutions to the difficulties stated above, determining a definitive paradigm to a distinctive
phenomenon characterizing cyber security reporting: on the one hand, data sharing and
disclosure reduce information asymmetry; yet, it generally leads to higher chances of corporate
data breach and other failures. Hence, more investigation is required. As a result of our tests, the
authors believe it is especially important to investigate the following topics:

a. Data management: data value, data threat, breach notification, severity assessment,
supply-chain attacks, ransomware, business email compromise and funds transfer fraud (FTF)
and firm’s response behavior;

b. Role of external parties: audit and assurance role in cyber security disclosure,

monitoring costs and risk management model determination; insurance premium determination;
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c. Recommendations to board of directors: These look for disclosure determinants, IT
governance and important CIO/CISO characteristics;

d. Managing challenges of distributed systems: Internet of Things (IoT) development
and vulnerability disclosure, big data and blockchain security systems;

e. Meeting financial authorities’ requirements: E.g., SEC and ESMA requirements for
cyber disclosure require the monetary quantification of financial damage, remediation and
protection costs, stakeholder compensation, reputation and competitiveness damage; and

f. Developing methods for ESG implications: these shall lead to good cyber and data
governance practices and social aspects in cyber security.

Beyond our own analysis, these topics have received multiple calls for more research,
and their impact is relevant on a worldwide scale (Lam and Seifert, 2023; Aguerri et al., 2023;
Comoli et al., 2023; Frank et al., 2023; Bansal and Axelton, 2023). Furthermore, from a
methodological standpoint, many academics advocate qualitative and quantitative investigations,
highlighting the importance of results that are more accurate as a consequence of interviews,
case studies, action research, and experimental designs. However, there is also a shortage of
quantitative and empirical investigations in this field of study, analyzing cross-national,
longitudinal studies using regression techniques, or even more robust and complex methodology
which allow for more sophisticated analysis. To the best of our knowledge, very few studies
within the field of cyber security disclosure and data governance have used methodologies such
as ‘Partial Least Squares — Structural Equation Modelling” (PLS-SEM), Gap and Gephi analysis,
‘Causal Mediation’ analysis (CMA), scoring grid methodology applications and propensity score
matching analysis, and cross-field research among business, management and IT departments,

which might result in intriguing theoretical conclusions to adopt in practice as well as in the
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actual construction of a solid theoretical framework, beneficial both for theory and real-world
processes and activities.
7. DISCUSSION AND CONCLUSIONS

Corporate governance is, once again, increasingly becoming indispensable since the twin
(green and digital) transition requires corporations to fundamentally change their mindset,
strategies, and objectives (Lankton et al., 2021; Jiang et al., 2022). Society has indeed become
increasingly dependent on IT infrastructure and services. Under this new paradigm, businesses
should transition from shareholder primacy to stakeholder capitalism, emphasizing less on short-
term economic gains and prioritizing shared value. In so doing, they must be able, on the one
hand, to produce big data so to effectively confront financial, climate, energy and societal
concerns and, on the other hand, to protect their data from cyber-attacks of any kind. This
requires aligning corporate initiatives with sustainable development objectives and the most
advanced Al tools, deliverable via a transformative corporate governance model. While there is a
general agreement on the necessity of an update of corporate governance systems, there is little
to no understanding of how such effective corporate governance frameworks could be
developed. This systematic literature network analysis (SLNA) tried to address this gap in
scholarship by conducting in-depth analyses on extant literature so to further explore, in
particular, the state of the art in relation to cyber security disclosure so to, more broadly, provide
insights on how businesses can integrate appropriate values of Industry 5.0 pillars (such as big
data, cybersecurity, cloud systems and augmented reality) into their corporate strategies and
develop measurable indices to assess their progress toward those values as well as protocols to
prevent information leakage threats (Smith et al., 2021; Bansal and Axelton, 2023; Frank et al.,

2023).
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Twin transition is, in fact, the main concern of the European (and, tendentially,
international) authorities, and the new watchword that reshapes the activity of companies, but
also of other categories of stakeholders considering both the need to protect the environment and
promote the low carbon economy, and to take advantage of the opportunities offered by
digitalization. The European Union (EU) countries have set well-marked targets for these
transitions, driven by the need to manage the challenges posed by climate change and cyber-
attacks. Through its efforts to regulate the transition process, the EU is an international leader in
a world where the connections generated by globalization are increasingly intense and the need
for sustainable restoration is pressing in the new geopolitical context.

In short, the overarching purpose of this literature review is to give a comprehensive
assessment of the most recent state of knowledge on cyber risks and security disclosure with an
emphasis on practical and policy implications. Furthermore, several prospective future research
areas have been indicated. The overall findings show that, despite an increase in the number of
research papers published over time, the specific issues pertaining to the cyber disclosure study
domain remain important and leave room for future investigation, albeit with a shift in focus to
other criticalities (in comparison to the initial related studies). Future research should provide
empirically comparable studies across time, settings, and sectors, as well as take into account the
realities of small and medium-sized businesses along the entire value chain, with a focus on a
qualitative methodological approach (via top management interviews and action research) and a
quantitative approach -primarily involving regression techniques and, potentially, SEM-PLS
designs. These studies should also consider new data sources, such as annual and online reports,
which would allow for triangulation of results, as well as other forms of analysis, particularly

qualitative forms, such as case studies, interviews, and surveys, because these methodologies
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may provide more robust evidence for practice (Comoli et al., 2023). Furthermore, the impact of
the COVID-19 pandemic, climate change, and the energy industry crisis caused by the ongoing
Russo-Ukrainian War on the overall prospects of implementing sustainable development
practices throughout the value chain, the implementation of the so-called ‘twin transition’ and,
hence, the digital transformation should be examined. The increased dependency of modern
society in digital services has, in fact, led organizations in significant investments for
administrative and technical countermeasures to prevent accidental or malicious cyber security
incidents. That said, the realization of modern cyberattacks and cyber security incidents that
result in severe impacts have made evident that organizational cyber security management
cannot rely solely on risk mitigation measures. Based on these assumptions, additional research
should focus on data governance dynamics, risk disclosure assessment and provision of forward-
looking information, effective auditing and assurance protocols — all topics that should make the
quality of cyber disclosure more robust and reliable, enhancing the likelihood of success of cyber
insurance mechanisms (Frank et al., 2021; Frank et al., 2023; Bansal and Axelton, 2023).

Finally, significant contributions are made by this work. First, it broadens understanding
of cyber risks disclosure and governance in the accounting research domain, with a focus on the
most recent research trends (such as first COVID-19 pandemic impacts, ESG implications,
Internet of Things (IoT) and breach notification). Second, by providing a clear approach and set
of criteria, the implementation of a novel strategy (i.e. SLNA techniques) to complete the
literature analysis lowers subjectivity (Comoli et al., 2023). To the best of our knowledge, no
previous full-scale deployments of SLNA techniques in the domain of cyber security disclosure
have been completed, with the presentation of the topical scoping keyword review (TSKR)

protocol, ideal for making emerge to what extent some specific issues have (and have not) been
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considered by the academic community in a wider research domain. Third, our article suggests
how the field of study could evolve in the future. Fourth, it displays the SLNA’s ability to
perform dynamic studies on a study issue, particularly in a changing environment like cyber
security.

To conclude, information and cyber security management is widely accepted as a risk-
based process. Following a risk assessment, companies can decide how to manage risks by
choosing amongst four strategies: risk modification, risk retention, risk avoidance and risk
sharing. In this strategic and governance decision making process, reliability, robustness and
quality of disclosure is the necessary (but not sufficient) condition so to take more informed and
educated choices at corporate level; yet, organizations are increasingly called upon to
compromise, in a continuous asymmetry information pendulum, between the provision of
appropriate and effective data for this purposes and the general increase in cyber threat and
crimes likelihood. The optimal solution is for future research to be substantiated.
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