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ABSTRACT  

In August 2022, Kyle Rittenhouse's vigilantism in Kenosha, Wisconsin, resulted in two fatalities 

and one injury, sparking heightened public security concerns and eliciting intense moral 

reactions. These moral impulses tend to contribute to extreme judgments of right or wrong, 

thereby fostering polarization on social media. The phenomenon of polarization, recognized as a 

component of social cybersecurity, has recently gained attention. This study explores the impact 

of five Moral Foundations on polarization following vigilantism, utilizing moral foundation 

theory and vector autoregression (VAR) in the analysis of social media discourse. Our findings 

reveal that these Moral Foundations significantly influence polarization dynamics. This insight 

holds implications for both research and the development of practical strategies for managing the 

societal consequences of polarization on social media. 

Keywords: social cybersecurity, social media discourse, polarization, vigilantism, econometrics 

INTRODUCTION 

In August 2022, Kyle Rittenhouse, in an incident of vigilantism, fatally shot two men and 

wounded the third in Kenosha, Wisconsin. Such vigilantism incidents heighten security alerts in 

public and can spark a lot of debates on social media. Vigilantism, defined as a violation of 
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established socio-political order, can provoke extreme judgments, that may also result in 

increasing polarization where attitudes of users and their discussions are increasingly 

concentrated at opposing extremes. Such extreme judgements or attitude of right or wrong 

challenge the social cohesion in modern civil societies (Rapp 2016). 

Highly polarized citizens may dismiss flaws of their own views and merits of the 

opponents (Heltzel and Laurin 2020). They would articulate their views in social media 

discourse. The resulting discourse results in what social cybersecurity literature refers to as “echo 

chamber” environments, where existing attitudes are continuously reinforced and can lead to 

increased polarization (Carley 2020). Social cybersecurity  is a field that studies how to preserve 

internet as ‘a free and open space for exchange of information’ (Carley et al. 2018). It is 

particularly interested in how social media messages impact polarization (Carley 2020). Such 

polarization can lead to a fragmented society (Adamic and Glance 2005; Taber and Lodge 2006), 

which may initiate violence (Pearlman and Cunningham 2012).  

Following (Garrett and Bankert 2020), we suggest that Moral foundations influence 

polarization in the online context. Moral Foundations are the innate (but modifiable) 

psychological mechanisms built on virtues, vices and moral values (Haidt and Graham 2007). 

Moral values correlate with psychological arousal in an individual, that would induce polarizing 

judgements (DeScioli and Kurzban 2009; Hetherington and Weiler 2009). These moral values 

are central to people’s sense of identity and their perception of justice (Clayton and Opotow 

2003; Miller 2001). People affirm their sense of self by possessing moral values when they 

identify themselves as part of a collective. i.e., the overall sense of justice in that collective is 

more important than one’s individual perception (Clayton and Opotow 2003).  
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There are several research gaps in the extant literature on polarization. Much of the 

polarization literature has not considered morality as an issue. We argue that understanding of 

polarization is incomplete without accounting for morality because moral foundations can 

predict attitudes on social issues (Koleva et al. 2012; Stolerman and Lagnado 2020). Incidents of 

vigilantism provoke discourses related to moral values and may induce polarizing judgements on 

social media (Haas 2010). Examining the research on influence of moral foundations can help 

explain people’s attitude toward vigilantism. Typically, vigilantism incidents result in the 

violation of social orders. This represents an insult to the integrity of various communities and 

can provoke the urge to punish the vigilante (Miller 2001). Harming a community member 

(victim) can arouse strong moralistic and punitive impulses (Miller 2001). Moreover, the 

literature on polarization which has dealt with morality has considered it to be a single construct 

(Garrett and Bankert 2020). We suggest that different Moral Foundations need to be treated 

separately. The five moral foundations can affect attitudes differently, thereby influencing what 

users write on social media (Day et al. 2014). Additionally, social media is updated at a high 

velocity, therefore an analysis of finer granularity would be critical. Moral foundations entail 

automatic gut-reactions of like and dislike when certain patterns are perceived in the social 

world, which in turn guide judgments expressed on social media (Koleva et al. 2012). The social 

world with news reports, trials proceedings on vigilantism has been changing rapidly, thereby 

influencing the Moral Foundation expressions on social media. Hence, it is important to 

understand how the relationship varies over time to reveal the temporal effect of the Moral 

Foundations on polarization. 

This paper specifically poses the following research questions. 1. How do Moral Foundations 

influence polarization? 2. Do the different Moral Foundations influence polarization in the same 
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way? 3. Does the relationship between Moral Foundations and polarization differ over time? To 

examine these research questions, we propose to use Moral Foundations (MF)Theory from the 

social psychological literature (Graham et al. 2013, 2018; Haidt et al. 2009). We focus on a 

vigilantism incident regarding ‘Rittenhouse’. Data was collected from the X platform (formerly 

known as Twitter) streaming API with developer accounts. The data was collected from the day 

the trials started through three days after the jury announced the verdict. We conducted human 

coding on a sample of random tweets to examine if the tweets expressed in favor or against 

vigilantism. We then used machine learning to predict the values of the remaining tweets. We 

identified MFs for the tweets using Linguistic Inquiry and Word Count (LIWC) and the 

polarization score was computed across all the tweets over time. We used time series analysis 

i.e., vector autoregression (VAR), which will help us to analyze the relationship of Moral 

Foundations and polarization at hourly frequency. This will provide an understanding of short-

term and long-term impact of Moral Foundations on polarization.  

This paper makes several important contributions. First, this study extends the social 

cyber-security literature by focusing on how and when (short-term and long-term impact) each of 

the Moral Foundations influence polarization after a vigilantism incident (Carley 2020). Second, 

our study helps to advance the polarization literature and provides implications to policy makers 

who wish to tackle the important issue of security in the digital age to those dealing with threat 

posed by polarization in the context of vigilantism. 

RESEARCH BACKGROUND  

Social cybersecurity 

Social cybersecurity  is defined as a ‘multidisciplinary and multimethodological field that 

studies how to preserve internet as a free and open space for exchange of information’ (Carley et 
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al. 2018; Uyheng et al. 2020). While cybersecurity is focused on machines, social cybersecurity 

is focused on humans. Social cybersecurity research involves to identify, counter, and measure 

the impact of communications (Carley 2020), specifically, focusing on understanding social 

communications. Social cybersecurity is focused on humans situated in society and how digital 

environment alters the community. For instance, some social media posts may manipulate group 

dynamics. i.e., they can isolate two groups because their beliefs clash with each other, creating 

polarization. Various incidents such as vigilantism can provoke social media expressions of 

moral foundations, which can influence expressions of extreme right or wrong judgements, 

thereby influencing polarization. This literature has largely neglected the context of vigilantism. 

Vigilantism 

Social media users have expressed their opinions in the context of extreme events such as 

Egyptian revolution (Venkatesan et al. 2021), Gaza conflict (Kwon et al. 2012), mass shooting 

(Demszky et al. 2019) and vigilantism (Kurumathur et al. 2022). Vigilantism is defined as “acts 

or threats of coercion in violation of the formal boundaries of an established sociopolitical order 

which, however, are intended by the violators to defend that order from some form of 

subversion” (Rosenbaum and Sederberg 1974). The vigilante may be a private agent who is not 

affiliated with law enforcement/government, or someone affiliated to law enforcement/ 

government. For any act to be one of ‘vigilantism’, there needs to be some planning or pre-

meditation by those engaging in it (Johnston 1996). 

The vigilantism incidents may lead concerned social media users to react to the changed 

environment because it is an insult to the integrity of the entire community (Miller 2001). When 

a community member (victim) is harmed, it can arouse strong moralistic and punitive impulses 
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in a social media user (Miller 2001). Thus, supporting the victim becomes a defense of honor to 

the public (Miller 2001). Such moralistic impulses can lead to polarization. 

Polarization 

Polarization is “a process whereby the normal multiplicity of differences in a society 

increasingly align along a single dimension, cross-cutting differences become instead 

reinforcing, and people increasingly perceive and describe politics and society in terms of “Us” 

versus “Them” (McCoy et al. 2018). Polarization has been studied in both political and non-

political issues. It is found that there is greater polarization on political issues than non-political 

issues (Barberá et al. 2015). Researchers also suggest that the polarization on social media is due 

to echo chambers, where a person only encounters information or opinions that reflect and 

reinforce their own (Del Vicario et al. 2016).  

Moral Foundations theory 

In this paper, we argue that the polarization literature needs to give attention to the role of 

Moral Foundations after vigilantism incidents. Moral Foundations Theory is one of the popular 

theories in providing common language in the moral domain and has been used in different 

contexts such as same-sex marriage (Ball 1996), climate change (Landrum et al. 2016), U.S 

immigration policy debate (Grover et al. 2019). Moral Foundations is closely related to human 

rights principles, especially social security and equality (Stolerman and Lagnado 2020). 

According to moral foundations theory, all cultures build mainly on five universally available 

moral foundations (Haidt and Graham 2007). Each of the five moral foundations is theorized in 

terms of: Care, Fairness, Loyalty, Authority, and Sanctity. The theory claims that these moral 

foundations drive users instinctively and immediately react to any stimuli. 



Kurumathur et al. Influence of moral foundations on polarization 

 

Proceedings of the 18th Pre-ICIS Workshop on Information Security and Privacy, Hyderabad India, December 10, 2023. 7 

Care Moral Foundation 

The Care Foundation evolved from the adaptive challenges faced due to the need to care 

for vulnerable, weak offspring for relatively long periods in relationships such as the mother-

child relationship. (Graham et al. 2013). From such relationships, people eventually learned to 

care for others. The feeling of care for defenseless beings can transform into feelings of 

compassion for victims and anger at preparators of vigilantism. Similarly, care can be expressed 

towards the vigilante and anger towards the situation that made the vigilante to fight the victim.  

Social media discourses with high Care Moral Foundation express dislike after observing 

victims harmed by vigilantes. The social media content may convey anger towards an aggressor 

or vigilante, leading to an extreme attitude. Due to the tendency to feel for vulnerable victims, 

we argue that social media discourse expressing Care Moral Foundation will exhibit polarization 

either containing attitudes of extreme anger or extreme sympathy.  

There is also a possibility that social media discourse with high Care Moral Foundation 

can express dislike after seeing vigilantes being a victim of different circumstances. The social 

media content may convey anger towards different situations and care towards vigilantes (who 

are victims of circumstances), leading to an extreme attitude. Such extreme attitudes lead to 

polarization in social media discourse. 

Fairness Moral Foundation 

In a discourse, fairness, justice, and trustworthiness are the virtue words associated with 

this moral foundation (Graham et al. 2013). This Foundation is concerned with treating 

individuals fairly. For example, users may think that it is fair to preserve the rights of 

victim/aggressor after the recent vigilantism.  
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A social media discourse with high Fairness Moral Foundation will likely evaluate 

vigilantism incidents based on facts. Hence, the textual content will be neutral and unbiased in 

attitude. Thus, the social media discourses expressing Fairness Moral Foundation will not 

contain content expressions of extreme attitude. Thus, content with high Fairness Moral 

Foundation will not be polarized. 

Loyalty Moral Foundation 

Discourses prioritizing this foundation show the appreciation of the virtues of loyalty to 

the group an individual belongs to (Graham et al. 2013), for example, belonging to a particular 

race, religious group, political party. That is, loyalty to one’s group is more important than one’s 

individual concerns in a discourse. For instance, if a victim who is African American is injured, 

expressions of social media users of African American origin may convey texts of loyalty to the 

group. The group loyalty in the discourses would lead the expressions of social media user to 

have extreme attitudes. In other words, a social media user will convey either loyalty (towards 

one’s group) or disloyalty discourses (towards other groups) regarding the Victim/aggressor 

depending on whether he/she is from the same group. Thus, expressions of Loyalty Moral 

Foundation lead to polarization in social media discourse. 

Authority Moral Foundation 

This foundation evolved in response to concerns related to social order and the 

obligations of hierarchical relationships, and relates to acts of obedience/ disobedience, 

respect/disrespect, and submission/rebellion, concerning legitimate authority (Graham et al. 

2013). It makes individuals sensitive to symbols of authority and also makes them aware of 

whether others are following the social order according to law and order (Graham et al. 2013). 

This foundation is about commanding authority to fulfil its role of leading to maintain social 
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order as well as commending others’ behavior of obeying the authority accordingly (Koleva et 

al. 2012).  

A social media discourse with Authority Moral Foundation would display respect to the 

State. In the context of vigilantism, social media discourses may convey that the vigilante needs 

to follow the State and expect vigilantes to follow the established social order to maintain the 

same. A social media expression with high Authority Moral Foundation may convey extreme 

anger towards the vigilante for not following social order.  

Sanctity Moral Foundation 

This foundation largely results in feelings of disgust. For example, repulsion against 

homosexuals (Haidt et al. 2009) can be based on the sanctity moral foundation. This foundation 

is shaped by the psychology of disgust and contamination.  

The sanctity foundation makes social media discourses avoid anything that is not 

traditional in nature and concerns order. For example, in the context of vigilantism, social media 

discourses have often suggested that life is sacred and should not be sacrificed by policies such 

as gun control laws. Because vigilantism destabilizes the sanctity of the social structure, social 

media discourses with high sanctity Moral Foundation will display expressions of extreme 

attitude on vigilantism incidents. Thus, expressions of Sanctity Moral Foundation will lead to 

polarization in social media discourse. 

DATA COLLECTION AND ANALYSIS 

We analyzed tweets collected from the X platform (formerly known as Twitter) 

streaming API with developer accounts. The data was collected using the Twitter streaming API 

with the help of  Tweepy python library using keywords about Kyle Rittenhouse and hashtags 

associated with Kyle Rittenhouse trial such as #kylerittenhouse, #RittenhouseTrial, 
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#RittenhouseVerdict, #Kenosha. The tweets were gathered from the trial commencement on 

11/1/2021 to three days post the verdict announcement (11/22/2021), capturing a period of 

heightened public attention. This timeframe minimizes memory bias, ensuring more accurate 

responses immediately following the Rittenhouse incident. After deleting the non-English tweets, 

we got a total of 132,313 tweets. We aggregated these tweets by hour level to have 528 

observations in the time series model. 

Measures 

Polarization 

We examine polarization based on the prior research of polarization of public opinion on 

social media (Samantray and Pin 2019), using ideological divergence at the tweet level for each 

hour, known as ideological divergence of emotion-adjusted measure of belief (EAB).The EAB 

combines two aspects: expressed opinion in the message, and emotional content in a tweet. 

 A tweet carries an opinion, denoted by op and a sentiment denoted by s. Opinion (op) signifies 

whether a tweet is in favor or against vigilantism. We encode op as 1 if the message in the tweet 

is against the vigilantism statement and as −1 if the message is in favor of vigilantism. For this, 

we followed content coding. The content analysis was carried out in two stages. The first stage 

involved pilot coding with a sample of 100 tweets of three rounds. The second stage consisted of 

coding of 1500 tweets. For the remaining tweets, we used the Linear Support Vector Machine 

(SVM) classifier, which is the most dominant classification algorithms used in supervised 

learning (Vapnik 1991; Vapnik and Vapnik 1998).  

Irrespective of the opinion, the sentiment (s) can be positive or negative depending on the 

way the message is communicated. We extract the sentiment (s) using VADER (Hutto and 



Kurumathur et al. Influence of moral foundations on polarization 

 

Proceedings of the 18th Pre-ICIS Workshop on Information Security and Privacy, Hyderabad India, December 10, 2023. 11 

Gilbert 2014) which is designed to conduct sentiment classification of short texts like tweets. For 

each tweet, a score is obtained on the scale −1 (most negative) to +1 (most positive). 

As discussed earlier, an emotion-adjusted measure of belief called EAB combines these two 

aspects: expressed opinion in the message, and emotional content in the message. For a given 

tweet with attributes op and s, EAB is defined as the product of opinion and absolute value of 

sentiment, i.e., op⋅|s|, (Samantray and Pin 2019). To calculate the polarization, we use the 

measure of ideological divergence, which involves characterizing polarization based on kurtosis 

and skewness across all the tweets in a specific time period, in our case an hour. The polarization 

of EAB is defined as: 

 

Where s is the skewness, k is the kurtosis of EAB. The variable, n is the sample size of the 

tweets that displayed the particular hour of the day. The value of 1 suggests that EAB is perfectly 

bimodal and value 0 signifies that the EAB is perfectly unimodal. Any value greater than 0.56, 

suggests that there is a tendency towards polarization (Lelkes 2016).  

Moral Foundation 

To code for moral foundations, we analyzed the tweets using Linguistic Inquiry and 

Word Count (LIWC). LIWC calculates the percentage of words in a sample of text belonging to 

several predefined categories (Boyd et al. 2022). LIWC has been used extensively across 

Information systems and social science research, including in research on Moral Foundations 

(Grover et al. 2019). We used the Moral Foundations Dictionary 2 (MFD2), which is an 

extension to the base LIWC dictionary that adds additional word categories for each of the above 

mentioned five moral foundations (Frimer 2020). The MFD dictionary categories are used as all 
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other built-in LIWC categories, where an overall percentage rate score is calculated from a 

sample of text. The updated Moral Foundations Dictionary 2 has enhanced psychometric 

properties compared to Moral Foundations Dictionary 1 (Frimer 2020). We got the score of each 

of the Moral Foundations of the tweets using these dictionaries. Further, the mean score of Moral 

Foundations was computed across tweets in an hour. 

Control variables 

Using tweets as the unit of analysis had its own limitations. The tweets can vary in length 

dramatically. Some social media users may express themselves a lot more compared to others on 

social media. Greater number of words in a message strongly relates to persuasion (Tan et al. 

2016), which may influence polarization. Similarly, number of likes amplifies viewpoints of 

specific tweets, thereby leading to polarization (Masrani et al. 2023). Hence, word count and 

number of likes was considered as a control variable. 

Missing values were imputed using structural model and Kalman Smoothing with the 

help of imputeTS package in R. Research suggests that Kalman smoothing provides best results 

for time series data (Moritz and Bartz-Beielstein 2017).  

RESULTS 

We used time series technique called vector autoregression (VAR) to model the dynamic 

interaction between Moral Foundations and polarization (Lütkepohl 2005). Compared to other 

models, VAR has an advantage in addressing biases such as endogeneity and autocorrelations 

(Lütkepohl 2005). 

The basic VAR model assumes a stationary time series process. Hence, we conducted 

Augmented Dickey Fuller test and Phillips Peron Unit Root test on all the variables to confirm 

that the time series data is stationary. Both the Augmented Dickey Fuller test and Phillips Peron 
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Unit Root test confirmed that the time series is stationary. Before performing VAR model, it is 

important to perform optimal lag selection test. The optimal lag for the model based on AIC was 

10 hours. We found that Care Moral Foundation third lag, sixth lag and ninth lag are statistically 

significant but with different signs. The Care Moral Foundation third and sixth lag is positive 

whereas the ninth lag is negative. This also suggest an overreaction pattern. The Fairness Moral 

Foundation first and seventh lag are statistically significant and negative. The Loyalty Moral 

Foundation sixth lag is statistically significant and positive. The Authority Moral Foundation 

fourth and seventh lag is statistically significant and positive. The Sanctity Moral Foundation 

first lag is statistically significant and positive. The results are shown in Table1. The granger 

causality results (chi-square = 24.809, p < 0.001) also show that Moral Foundations have 

significant influence on Polarization at the hourly rate frequency.  

Table 1. Coefficient Estimates: The Effect of Moral Foundations on Polarization 
Impulse Response:  

Polarization 
Impulse Response:  

Polarization 
Care Moral 
Foundation 

 Authority Moral 
Foundation 

 

Lag1 0.0091 Lag1 -0.041 
Lag2 0.0096 Lag2 0.0102 
Lag3 0.0235* Lag3 0.0091 
Lag4 -0.0078 Lag4 0.0511* 
Lag5 0.0127 Lag5 0.0201 
Lag6 0.0283* Lag6 0.0008 
Lag7 -0.00561 Lag7 0.0421* 
Lag8 0.0077 Lag8 0.0002 
Lag9 -0.0295* Lag9 -0.0193 
Lag10 0.0131 Lag10 -0.0207 
Fairness Moral 
Foundation 

 Sanctity Moral 
Foundation 

 

Lag1 -0.0443* Lag1 0.0461** 
Lag2 -0.0022 Lag2 -0.0068 
Lag3 -0.0116 Lag3 -0.0036 
Lag4 0.0205 Lag4 0.0139 
Lag5 -0.0146 Lag5 -0.0264 
Lag6 0.0197 Lag6 -0.0171 
Lag7 -0.0434* Lag7 -0.0161 
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Lag8 0.0162 Lag8 0.0021 
Lag9 -0.0111 Lag9 -0.0234 
Lag10 -0.0051 Lag10 0.0267 
Loyalty Moral 
Foundation 

   

Lag1 0.0023   
Lag2 0.0099   
Lag3 0.0088   
Lag4 0.0106   
Lag5 0.0052   
Lag6 0.0620*   
Lag7 0.0019   
Lag8 0.0248   
Lag9 -0.0329   
Lag10 -0.0504   
*p < 0.05, ** p < 0.01, *** p < 0.0001 

DISCUSSION 

Through this work, we uncovered how social media messages of different Moral 

Foundations can impact polarization in social cybersecurity literature. We find that Loyalty 

Moral Foundation, Authority Moral Foundation and Sanctity Moral Foundation influences 

polarization positively. It is important because increased polarization on social media has 

translated to the ground level, manifested through attacks on minorities (Rafee 2020). We 

recommend that policy makers implement soft moderation on social media platforms to counter 

polarization (Singhal et al. 2023). For example, users can be informed about potential 

polarization in the content by adding a warning label (Zannettou 2021). Social media platforms 

such as X can have a strike system, where users can be discouraged to post information with high 

Loyalty, Authority and Sanctity Moral Foundations (Singhal et al. 2023). Fairness Moral 

Foundations negatively influences polarization because it is more based on facts and figures. 

Social media can modify their algorithm to prioritize content that foster Fairness Moral 

Foundation and reduce visibility of other MFT to create more balanced online environment 

(Cinus et al. 2023). The Care Moral Foundations suggest an overreaction pattern, where its short-
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term influence is positive and long-term influence is negative on polarization. The initial positive 

influence of Care Moral Foundation on polarization may be driven by a sense of shared concern 

or collective empathy because of initial surge in sentiments related to caring for the well-being of 

individuals affected by the incident. However, differing perspectives, emerging details because 

of media coverage or societal responses may contribute to observed shift in the relationship with 

polarization.  

CONCLUSION 

In summary, the purpose of the study is to investigate what, how and when Moral 

Foundations messages influence polarization in the context of vigilantism. Social cybersecurity 

is particularly interested in how social media messages impact polarization (Carley 2020). We 

find that the Loyalty Moral Foundation, Authority Moral Foundation and Sanctity Moral 

Foundation influences polarization positively whereas Fairness Moral Foundation influences 

polarization negatively. Thus, Fairness Moral Foundation can douse polarization.  

The study makes important contributions, yet it has some potential limitations. First, we 

have identified key aspects only using X platform. In future studies we plan to use data from 

multiple social media platforms. Second, we only chose one vigilantism incident in America and 

did not consider other incidents or those outside America. We plan to replicate the study in other 

countries as well.  
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