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ABSTRACT

The widespread adoption of digital interfaces, amplified by
the worldwide drive for digital inclusion, presents unique
challenges, especially for older adults navigating the online
realm. This research investigates aging populations'
pronounced susceptibility to phishing schemes—a
sophisticated digital threat with significant financial and
societal implications. This study seeks to explore human-
computer interaction (HCI) security for older adults,
examining the interplay of heuristic and deliberate
decision-making processes while accounting for age-
related cognitive changes, behavioural attributes, and
experiential factors. A comprehensive 2x2x2 factorial
experimental design is proposed, which integrates
variances in message themes (health and finance), gain-
loss framing, and age disparities. The research harnesses
Neuro Information Systems (NeurolS) techniques,
including EEG and eye-tracking, combined with
questionnaires, to capture users' dynamic perceptions
during phishing encounters. The anticipated findings aspire
to shape HCI guidelines tailored for aging populations
while contributing to developing user-centric security
awareness programs and digital interfaces, mitigating
cyber threat repercussions.

Keywords

Phishing susceptibility, digital interfaces, older adults, dual
process theories, cognitive aging, HCI security.

INTRODUCTION

Internet expansion and rapid technological developments
over the past decade have made computers integral to
people's everyday lives. Alongside their myriad benefits,
these developments have also escalated intricate IT threats
and misuse, often termed the "dark sides of IT" (Boroon et
al., 2021). Phishing, a sophisticated social engineering
tactic, mirrors legitimate messages to exploit human
behaviour and cognitive biases, extract information, bypass
security measures, and capitalize on inherent
vulnerabilities in human-computer interaction (HCI)
(Goel, 2017). Despite the older adult population's
pronounced vulnerability to online threats, research
focusing on their unique HCI challenges remains limited
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(Shang et al., 2022). The amplified exposure of older adults
to digital services, especially post-pandemic, combined
with an often-prevalent lack of security awareness, risks
their well-being, optimal aging, and independence (Burton
etal., 2022).

Research on decision-making changes related to aging
presents mixed findings (Bruine de Bruin et al., 2012),
which extends to the domains of phishing susceptibility
and technology adeptness (Sarno et al., 2023). Natural
aging accompanies cognitive and functional declines,
affecting older adults’ information processing and risk
responses (Hassandoust et al.,, 2020). While fluid
intelligence (e.g., reasoning) naturally wanes with age, the
experiential knowledge (i.e., crystalized intelligence) and
potential protective attributes gained over time may
counterbalance this decline, reflected in decision-making
within the digital realm (Shang et al., 2022). Although
older adults exhibit adaptive cognitive and experiential
capabilities, these mechanisms might not always translate
seamlessly to ICT competencies. The current digital divide
emphasizes this, showing older adults’ general lag in IT
engagement, which influences their IT norms recognition
and online vulnerability (Choudrie, 2021; Lu et al., 2022).

While anti-phishing automated tools often falter against
sophisticated threats, the burden shifts to user judgments,
highlighting the importance of delving into human-centric
factors influencing phishing interactions (Jaeger and
Eckhardt, 2021). This study adopts a multifaceted lens to
investigate decision-making determinants and antecedents
in phishing susceptibility across various age groups. We
propose a model investigating key individual-static,
contextual-dynamic, and message characteristics that
influence phishing susceptibility while considering age,
experience, and HCI dynamics. This approach offers a
holistic view of the "why" and "how" aspects, addressing
the research questions noted below.

1.Why do older and younger adults succumb to online
phishing schemes?

2.How do individual, contextual, and message attributes
differentially influence decision-making processes and
phishing susceptibility across older and younger adults?

Recognizing the importance of users’ perceptions of a risky
situation and interface experiences in responding to online
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threats, this proposed study emphasizes the need for HCI-
focused solutions tailored to the unique needs of older
adults. Such an approach is essential for effective strategy
formulation against online threats, aiming to bridge the
digital divide in an increasingly digital world.

THEORETICAL DEVELOPMENT

This study adopts a multi-theoretical approach, blending
cognitive, behavioural, and aging insights. We focus on
phishing within the HCI and information security
framework, emphasizing intuitive and bounded rational
decision-making. Central to our study is the Heuristic-
Systematic Model (HSM) (Dennis and Minas, 2018),
which highlights an interplay between deliberate and
heuristic processing, resonating with dual-process theories
(Evans, 2008). These theories underscore how System 1's
rapid, intuitive processing often predominates due to the
principle of least effort in decision-making, while System
2 is activated in more deliberate thought processes. This
framework is particularly relevant for examining how
aging influences cognitive effort and susceptibility
thresholds in phishing exposures. While System 1 often
leads to susceptibility due to biases in quick reactions to
deceptive cues, analytical processing may still be swayed
by heuristic biases (Hassandoust et al., 2020). Aging
factors shift reliance towards heuristic and affective
processes, impacting phishing vulnerability due to the
primary focus on superficial message elements (Morgan et
al., 2019). This underscores the significance of tailoring
HCI designs, particularly for older users, to accommodate
the cognitive shifts and enhance security decision-making.

Integrating the Truth-Default Theory (TDT) (Levine,
2014), we examine how age amplifies truth-biased
thinking, increasing phishing susceptibility. Combining
TDT with dual-process theory reveals that humans initially
view messages as truthful, increasing vulnerability to
heuristic biases. Prospect Theory (PT) (Kahneman and
Tversky 1979) is also incorporated to understand the role
of loss and gain perceptions in decision-making. PT
deviates from normative decision models to highlight
subjective interpretations, including the framing effect:
individuals lean towards risk aversion when confronted
with potential gains and risk-seeking with potential losses,
affecting heuristic thinking (Dennis and Minas, 2018).
Age-related studies link PT to heightened susceptibility to
cognitive biases and overestimating unlikely events in
older adults (Hess, 2015). We also employ Selective
Engagement Theory (Hess, 2006) to explain how older
adults effectively allocate mental resources based on task
relevance, compensating for the effects of cognitive
decline.

RESEARCH MODEL AND HYPOTHESES

The research model, depicted in Figure 1, investigates
phishing susceptibility by examining key individual,
contextual, and behavioural attributes. The following
sections outline the model and present our hypotheses.

Investigating Age-Related Factors in Phishing Susceptibility

Individual Static Characteristics

As a crucial factor in problem-solving, fluid intelligence
influences phishing susceptibility. Age-related cognitive
decline and amplified reliance on truth-biased heuristics
might impair older individual’s ability to detect phishing
(Morgan et al., 2019). Thus, we propose:

e H1: Fluid cognitive ability is negatively related to
phishing susceptibility

« H1b: The negative effect of fluid cognitive ability on
phishing susceptibility would be stronger for older adults
than younger adults

Security training and phishing victimization experience
can influence phishing perception and response (Moody et
al., 2017). Such experiences can shift truth bias and
promote protective behaviour, mainly through System 2
processing (Hassandoust et al., 2020). This process might
be moderated by age, especially considering age-related
cognitive decline, challenges older adults face in applying
learned rules, their reliance on past experiences in
decision-making, and discrepancies in transferring
crystallized intelligence to HCI (Shang et al., 2022).
Although some studies suggest that experience could lead
to overconfidence in phishing detection across ages (Wang
et al., 2016), others indicate older adults’ improved
performance in confidence-related tasks (Bruine de Bruin
et al., 2012). Thus, we hypothesize:

« H2: Prior cyber victimization experience is negatively
related to phishing susceptibility

» H2b: The negative effect of prior cyber victimization
experience on phishing susceptibility would be stronger
for older adults than younger adults

» H3: Prior security training experience is negatively
related to phishing susceptibility

» H3b: The negative effect of prior security training
experience on phishing susceptibility would be stronger
for younger adults than older adults

Contextual Dynamic Characteristics

Cognitive engagement, allocating mental resources to
comprehend a situation, influences behaviour in phishing
scenarios (Ayaburi and Baidoo, 2023). Higher cognitive
engagement is associated with thorough analysis and
context-aware behaviour (Vance et al., 2022). Such
engagement can be amplified by fear appeals in persuasive
phishing content, moving users from a truth bias to a more
analytical mindset, drawing attention to suspicious cues,
and reducing phishing susceptibility. Older adults might
display different engagement levels due to their unique
decision-making sensitivities and cognitive resource
allocation (Liu et al., 2021). Hence, we propose:

» H4: Higher cognitive engagement is negatively related
to phishing susceptibility

« H4b: The negative effect of higher cognitive engagement
on phishing susceptibility would be stronger for older
adults than younger adults
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In phishing scenarios, users' initial trust evolves to caution,
affecting their susceptibility to phishing (Abbasi et al.,
2021). Perceived risk, a cognitive judgment distinct from
emotional responses, is a key predictor of security
behaviour (Vance et al., 2014). Although users' initial
threat responses are automatic, increased risk perceptions
trigger analytical thinking, enhancing cue detection and
reducing phishing susceptibility. Characterized by cautious
behaviour and crystallized intelligence, older adults may
perceive and evaluate risks uniquely, sometimes
overestimating unlikely events, affecting their decision-
making (Hess et al., 2015). Nonetheless, their consistent
risk evaluations could mitigate phishing risks (Bruine de
Bruin et al., 2012). Thus, we hypothesize:

« H5: Perceived risk is negatively related to phishing
susceptibility

» H5h: The negative effect of perceived risk on phishing
susceptibility would be stronger for older adults than
younger adults

Message Characteristics

Task context and relevance influence human behaviour,
with message framing exploiting cognitive vulnerabilities
to influence reasoning and phishing responses (Wright and
Jensen, 2014). Personalized messages, particularly about
group-related concerns, can manipulate users' motivations,
leading to a reliance on heuristics. The associated
emotional connection can often override deliberate
processing, thus elevating phishing success rates. We aim
to focus on health and finance-related messages, given
their high stakes and growing phishing incidences in these
areas, especially among aging individuals. Drawing from
PT, aging and health and financial vulnerabilities might
lead to riskier behaviour in the face of potential losses
(Hess, 2015). As older adults increasingly engage with
online banking and electronic health platforms, they might
become more susceptible to phishing attacks on concerns
like retirement and health. Also, older adults may engage
in less intensive cognitive processing but exhibit a
heightened sensitivity to personal relevance, possibly
leading to more thorough evaluations and balancing out
age-related information-processing constraints (Liu et al.,
2021). Older adults' potential financial stability and
proneness to health concerns make them prime targets for
cyberattacks (Gavett et al., 2017). Thus, we hypothesize:

» H6: Messages in the financial and health contexts are
positively related to phishing susceptibility compared to
messages in a less critical context

» H6b: The positive effect of messages in financial and
health contexts on phishing susceptibility is stronger for
older adults than younger adults

Framing significantly influences individual behaviour,
often to seemingly irrational extents (Dennis and Minas,
2018). Content that invokes motivational drives of
acquisition (e.g., gains propelled by hope) and defense
(e.g., avoiding loss spurred by fear) can distort judgment,
intensify heuristics usage, raising phishing susceptibility,

Investigating Age-Related Factors in Phishing Susceptibility

especially for loss frames that promote risk-seeking (Goel
et al., 2017). This effect is accentuated among older adults
due to their loss-aversion tendencies and cognitive status,
affecting their ability to resist framing (Bruine de Bruin et
al., 2012). Thus, we hypothesize:

e H7: Messages with loss frames are more likely to
increase phishing susceptibility than messages with gain
frames.

» H7b: The effect of message framing on phishing
susceptibility is moderated by age, indicating differential
susceptibility to gain and loss-framed messages across
age groups

Moderator Contextual dynamic:
Younger versus Older adult " Cognitive |
Individual static: Engagement
‘ Fluid Intelligence & Perceived Risk
Cyber Victimization| 120§~ Message:
Experlence ;—* Phishing Susceptibility S
2 Context
Security Training ~Health
Experience - Finance
Framing
- Loss-framed
- Gain-framed

Figure 1. Overview of the proposed research model

METHODOLOGY

A lab experiment will be conducted to examine factors
influencing email phishing susceptibility. The experiment
will follow a 2x2x2 factorial design, where the initial factor
manipulates message content tiers (health versus finance),
the subsequent factor manipulates message framing (gain
versus loss), and the last factor differentiates between age
demographics (older versus younger adults, with 65 years
as the age threshold). To ensure content validity, we will
employ measurement scales primarily derived from
existing literature and tailored to this study. Fluid cognitive
ability will be gauged using the shortened Raven's
Progressive Matrices, focusing on problem-solving and
intellectual capacity (Raven et al., 2003). Perceived risk
will be evaluated using threat severity and risk perception
questionnaires (Johnston and Warkentin, 2010), while
cognitive engagement will be determined via perceptional
questionnaires on mental resource utilization (Guinea et
al., 2014). Self-reports will assess experience factors.

Furthermore, a multi-method experimental approach will
be adopted, employing Neuro Information Systems
(NeurolS) techniques with neurophysiological equipment
to capture additional objective measures of users' dynamic
states, discerning cognitive engagement, and perceived
risks during phishing encounters. Experimental activities
will occur at the McMaster Digital Transformation
Research Centre (MDTRC), employing eye tracking and
electroencephalography. EEG will be utilized in an Event-
Related Potential (ERP) scenario, focusing on fixation-
related ERPs, allowing for the measurement of brain
responses to specific stimuli related to threat identification
(Vance et al., 2014). Eye tracking with measurements of
eye movements, fixation patterns, and blink rates will
quantify cognitive engagement (Anderson et al., 2016;
Ranti et al., 2020). By triangulating neurophysiological
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measures with self-reports, the study will overcome
potential weaknesses and biases associated with
behavioural questionnaires and produce a more holistic
understanding of subconscious reactions during phishing
attempts (Dimoka et al., 2012). The MDTRC provides
access to the Mobile User Experience Lab (MUXL),
facilitating an inclusive sampling approach by reaching a
wider demographic with diverse mobility levels.

A power analysis for this controlled experiment indicates a
requirement of 128 participants for a medium effect size
(f=0.25) and a power of 0.8. Accounting for potential data
loss, we aim to recruit approximately 144 participants (i.e.,
72 older and 72 younger adults, 18 per cell). Participants
will initially complete consent forms outlining the study's
procedure and instructions. They will then fill out surveys
to assess individual static factors and demographics. They
will be presented with phishing and legitimate emails on a
computer interface and instructed to interact with the
messages to identify phishing. The emails will include
message framing and context variations, containing
attachments, multimedia elements, URLs, and visible
sender addresses to simulate a real-world scenario.
Phishing susceptibility will be assessed with a
dichotomous, action-oriented behavioural assessment
monitoring users’ activities such as opening attachments,
interacting with multimedia, replying to emails, and any
misidentifications made (Wang, 2016).
Neurophysiological data will be collected during phishing
exposures. Subsequently, participants will complete
additional surveys to assess dynamic factors, including
cognitive engagement. A subset of participants will be
interviewed at the end of the session to obtain richer
insights into user perceptions.

ANTICIPATED CONTRIBUTIONS

Rooted in a multi-method perspective, this research aims
to make substantive contributions to the academic and
practitioner audiences. Our investigation addresses gaps in
information security, aging, and dark IT. Responding to the
mandate for a deeper delve into decision-making processes
in the IS realm, this study provides crucial insights into an
under-researched population and topic, extending the
notions of aging-related decision-making changes to the
HCI security context and offering insights into these
factors that influence phishing susceptibility. The
anticipated theoretical contributions will assist academics
across domains, including aging, 1S, HCI, and psychology,
thus paving the way for further research on older adults’
technology interactions and vulnerability to online fraud.

Furthermore, this study will aid practitioner audiences,
including policymakers, educators, and media, by
informing the design of personalized security measures and
educational programs tailored to the unique needs of older
adults. By enhancing their understanding of security risks
and promoting safer online behaviour, especially in high-
risk contexts, this research aims to mitigate the financial,
social, emotional, and health consequences of phishing,
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thus promoting optimal aging, social connectedness, and
independence. The outcomes will assist in enhancing
strategies in place and developing novel interventions that
encourage older adults' safe technology use, thus helping
to bridge the digital divide. Ultimately, this could improve
the life quality of aging populations by enabling them to
use technology in various domains with greater assurance.
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