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Abstract. The General Data Protection Regulation (GDPR) is a European Union
law that came into force in May 2018 and aims to ensure the protection of EU
citizens’ personal data. The GDPR sets out a number of obligations for organiza-
tions processing personal data, including obtaining data subjects’ explicit consent
to process their data, ensuring that data is only used for specific purposes and
implementing appropriate security measures to protect data. The regulation also
gives data subjects the right to request access to, correct or delete their personal
data, as well as the right to object to the processing of their data and data porta-
bility. The GDPR applies to all organizations that process personal data of EU
citizens, regardless of their location, and has significant global reach, affecting
businesses around the world that handle personal data of individuals in the EU.
In this context, this study focused more specifically on the area covered by the
Intermunicipal Community of Douro (CimDouro) in order to assess the state of
implementation of the GDPR in Local Public Administration, particularly in the
municipalities that constitute this Cim.
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1 Introduction

The General Data Protection Regulation (GDPR) as previously mentioned, applies to
all organizations, including Portuguese municipalities. As municipalities process a large
amount of personal data, including information about public services, voters and munic-
ipal employees, it is important that they follow the rules of the GDPR to ensure data
privacy and security.

Portuguese municipalities must comply with the provisions of the GDPR, which
include obtaining data subjects’ consent to process their personal information, ensuring
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data accuracy, protecting data, and notifying authorities and data subjects in case of a
data breach.

To ensure compliance with the GDPR, Portuguese municipalities must appoint a data
protection officer, conduct data protection impact assessments, establish data protection
policies and provide regular training for employees handling personal data.

Municipalities must also ensure that their data protection policies comply with EU
and Portuguese data protection laws and regulations. Failure to comply with the GDPR
can result in significant fines, so it is important that municipalities are aware of their
obligations and strictly comply with them.

Thus our study focuses on Portuguese municipalities, although to avoid the study
becoming excessively long, we have chosen to limit our analysis to the nineteen
municipalities that make up the CIMDouro, rather than covering all 308 Portuguese
municipalities. However, our aim is to eventually study all CIM’s to achieve a wider
universe.

The current work follows a structure composed of an introduction, a documentary
review on the General Data Protection Regulation and its implementation, on the other
hand, we explain the basic precautions that Information Systems Professionals should
take into account when implementing the GDPR, a section dedicated to the research
methodology, in which the target population and the structure of the questionnaire are
identified. The results of the research are discussed in Sect. 5, followed by the conclusions
that were drawn. Finally, we identify the limitations of this research study and suggest
possible topics for future research.

2 General Regulation on Data Protection

Directive 95/46/EC, (1995) of the European Parliament and of the Council of 24 October
was repealed with the entry into force of Regulation (EU) 2016/679, (2016a) on 27 April
by the European Parliament (2016) on the protection of natural persons with regard to
the processing of personal data and on the free movement of such data being mirrored
in Art:

1. This Regulation lays down the rules relating to the protection of individuals with
regard to the processing of personal data and on the free movement of such data.

2. This Regulation protects the fundamental rights and freedoms of natural persons and
in particular their right to the protection of personal data.

3. The free movement of personal data within the Union shall neither be restricted nor
prohibited for reasons connected with the protection of natural persons with regard
to the processing of personal data” [1].

Thus the GDPR brings several important innovations compared to previous data
protection laws, Thus, data protection in Europe in this new digital age must comply
with:

– Data processing subject to consent;
– Restricted use of automated data processing for decision-making, such as “profiling”;
– Right to rectify and delete data, including the. “right to be forgotten” for data collected

during childhood;
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– Right to notification of compromised data;
– More and better information on data processing;
– Right to transfer data from one service provider to another;
– Easier access to personal data;
– Stronger safeguards on the transfer of personal data outside the EU [2].

On the other hand as an Information Systems Professional, there are several basic pre-
cautions you should take into account when implementing the General Data Protection
Regulation (GDPR). Here are some important steps you can follow:

1. understand the requirements of the GDPR: The first step is to understand the require-
ments of the GDPR and how they apply to your organisation. Read the regulation
carefully and make sure you understand your obligations and responsibilities.

2. Conduct a data audit: Identify all the personal data your organisation collects, pro-
cesses and stores. Document what data, where it is located and how it is being used.
This will help identify areas where changes may need to be made to comply with the
GDPR.

3. Obtain consent: Make sure you obtain valid, informed consent from individuals before
collecting and processing their personal data. This means providing clear and concise
information about how their data will be used and giving them the opportunity to opt
out if they wish.

4. Implement appropriate security measures: Ensure that appropriate security measures
are in place to protect personal data from unauthorized access, disclosure or loss.
This includes implementing organizational measures and techniques, such as access
controls, encryption and regular security assessments.

5. Respond to data subject requests: The GDPR gives individuals the right to access,
rectify and delete their personal data. You should have procedures in place to respond
to these requests and provide individuals with the information they need.

6. Undertake regular training: Train all staff who handle personal data about the GDPR
and their responsibilities. This will help ensure that everyone in your organization
understands their obligations and can help protect personal data.

7. Keep up to date with changes: Finally, keep up to date with changes to the RGPD
and any relevant guidance from data protection authorities. This will help ensure that
your organization remains compliant with the latest requirements.

3 Research Methodology

It is important that the Public Administration is aware of the need to implement the
GDPR in its entirety. To ensure the security and protection of personal data, the Public
Administration must comply with technical and organizational measures to protect that
data. It is possible to outsource an external organization to assist in this process, but it
is important that it complies with the standards set out in the GDPR [3].

Given the nature of the problem under analysis and since no generalizations of results
are sought, an approach of an interpretative and exploratory nature was chosen by taking
by design, the case study. The purpose of this strategy is the understanding of the study
of a specific case and not that of other similar cases or to formulate generalizations.
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Thus “almost anything can be a “case” - an individual, a character, a small group,
an organization, a community - where the aim is to understand “the case as a whole
and in its uniqueness” [3], on the other hand, “a case study is an empirical enquiry that
investigates a phenomenon (the ‘case’) in depth and within its real-world context” [4].

Thus, given that our study does not aim to understand other cases, but its own case,
we reinforce that the objectives of this research are in line with the objectives guiding
case studies, namely: to explore, describe, explain, evaluate and/or transform [5].

In order to meet the objectives, set out in this study, we then use a mixed analysis
methodology that integrates quantitative and qualitative analysis. The sample will be
composed of all the municipalities belonging to CimDouro.

While conducting the study, we used two instruments to collect data: a question-
naire and document review. The questionnaire aimed to provide an overview of the
municipalities in relation to the RGPD, allowing to obtain a more comprehensive and
contextualized picture of their reality.

The questionnaire was available between 1 August 2022 and 30 September 2022,
totaling a period of two months. Fifteen responses were obtained, which represents a
response rate of approximately 78.94%.

4 Results

Since the GDPR came into force, there has been a significant effort by businesses and
organizations to adapt to the new rules and requirements of the GDPR. Many organiza-
tions have reviewed and updated their data privacy and security policies and procedures
to ensure they are compliant with the GDPR

Regarding the study of the implementation of the RGPD in Public Administration,
the results may vary depending on the context of each municipality and its adaptation to
the requirements of the RGPD. However, it is essential that the Public Administration
is in compliance with the regulation to ensure the protection of citizens’ personal data
and avoid possible fines or sanctions.

The municipalities surveyed in the CIM-Douro, out of the total of 19 municipalities,
4 did not respond, 10 have not yet implemented the RGPD and only 5 have proceeded
to its implementation, which corresponds to only 26% (see Fig. 1).

In this question, the same five answers were obtained, of which 5% of the muni-
cipalities answered that they used external entities, 21% of the municipalities were
responsible for the implementation themselves (see Fig. 2).

As for the question of how long ago the regulation was implemented, in the formula-
tion of the question, the answer was immediately defined in three time periods, in which
its beginning corresponds to the entry into force of the RGPD.

From the resulting analysis of the graph, we can see that 16% of the municipalities
implemented the RGPD in the period between 2020 and 2021, 11% of which in the
period between 2018 and 2019. One of the municipalities did not provide any response
(see Fig. 3).

The following three graphs focus on the municipalities that have not yet implemented
the RGPD, so in CIM-Douro it is the majority. The implementation of the RGPD has been
a legal imperative since 25 May 2018, both in the private and public sector, so it should



364 P. M. I. Ribeiro and I. Lopes

Fig. 1. Implementation of the RGPD

Fig. 2. Who implemented it?

already be implemented in all municipalities, in the case under study we found that of
all the municipalities that answered the questionnaire and have not yet implemented the
RGPD all of them are aware of it, as evidenced by the Fig. 4.

Of the municipalities that have not yet implemented the RGPD half of them are in
the process of implementation as we can see in Fig. 5, a frankly deficient result.
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Fig. 3. How long ago have you adopted the measures contained in the RGPD?

Fig. 4. Are you aware of the GDPR?

Finally, and in order to confirm their awareness of the implications of not imple-
menting the RGPD, all respondents are fully aware of the penalties they incur, as shown
in Fig. 6.
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Fig. 5. Is it in the process of implementation?

Fig. 6. Are you aware of the fines applied for non-compliance with the GDPR?
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5 Conclusions

It is important that the Public Administration is aware of the need to implement the
GDPR in its entirety. To ensure the security and protection of personal data, the Public
Administration must comply with technical and organizational measures to protect that
data. It is possible to outsource an external organization to assist in this process, but it
is important that it complies with the standards set out in the GDPR [1].

The vast majority of personal data processed by Local Public Administration is nec-
essary to carry out its functions in relation to citizens. This enables objective decision-
making and the determination of necessary measures adapted to the context. However,
the implementation of RGPD requires effort and adaptation on the part of Municipal-
ities, and it is the responsibility of the Public Administration to help and assist Local
Administration in this process [6].

RGPD has brought greater legal uniformity and new rights for the data subject,
such as the right to forget and portability. We conclude that most of the CIM-Douro
municipalities have not yet implemented the RGPD, although there are still some that
have already done so.

With regard to the limitations of this study, it is important to mention the limited
number of questionnaires conducted, as well as the intrinsic limitations of the instruments
used and the possibility of there being subjectivity in data interpretation.

In short, it is important that the public administration continues to raise awareness
about the need to implement the GDPR in its entirety and comply with its legal obligations
to protect citizens’ personal data.
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