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Abstract 

Banks have always served as the chief custodians of financial data and in this role, they regulate 

the activities between customers, technology, and merchants. The worldwide consumer demands 

have added pressure to financial institutions to adopt more streamlined methods when it comes to 

accessing financial data. This comes at a time when the financial services industry sits on the verge 

of pending reforms through digitisation and crossborder transactions.  

 

Open banking is one such change which is predicted to shake up the traditional banking model and 

is expected to bring a plethora of benefits to both customers and the financial industry. Canada 

would join an exclusive list of countries who have already established open banking structures 

through the implementation of laws and regulations geared at promoting open banking, with the 

intention to migrate to open finance, which is an expanded structure.  

 

Open banking provides access to consumer banking, transactions, and other financial information 

to third party providers (TPPs) via application programming interfaces (APIs). Open banking has 

the possibility of expanding to include user consent-based movement of information for 

investments, insurance, telecommunications, utilities and more. This ability to share financial data 

through APIs could promote faster, easier, and more secure payments, particularly crossborder 

transactions. While open banking is a vehicle that could make crossborder payment services 

cheaper, faster and better for all parties involved, the impacts of such a move could be dramatic, 

increasing competition among financial service providers and creating new risk implications. 
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Banks employ diverse data formats and protocols, resulting in challenges when trying to develop 

cohesive and interoperable solutions. This obstacle has the potential to significantly impede the 

development and realization of open banking. Despite all the challenges present in order to achieve 

global interoperability, the push is to develop open banking on a global scale that could allow 

Canadian-based entities to offer services to customers beyond their borders with less hassle.  

 

There are three major challenges with open banking that this research intends to cover. The first is 

that open banking introduces a consumer data portability feature at a time when there is no existing 

right under the current law. The second is that open banking is a consent-based system that will 

require a higher standard of consent from a privacy law perspective especially in relation to 

crossborder transactions. The third is that open banking exacerbates existing cybersecurity risks 

while creating new ones which may require additional protections through either the financial or 

privacy law regimes. In addressing these three considerations, it is useful to explore that each 

country imposes separate regulatory limits on what personal data can be transferred or stored in 

their markets and whether there can ultimately be interoperability of these structures for 

crossborder transactions.  

 

Open banking raises concern that it may become a dangerous route for criminals to trick naïve 

consumers into disclosing secret information, allowing illegal access to their personal data. As a 

result, it is critical that all organizations who intend to engage in offering services for open banking, 

should use the greatest tools at their disposal, such as behavioural biometrics and other real-time 

threat detection technologies, to prevent assaults from occurring. Notwithstanding this desired 



   

 

  iv 
 

result, there is no room for error in rolling out open banking as a model, as its failure could result 

in harsh economic impacts across the financial sector.  
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Preface 

 

This thesis is the original, unpublished, independent work by the author, Francois A. McKnight. 
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Chapter 1 - Overview 

1.1 Introduction 

 

Open banking in Canada is right around the corner. For open banking to work effectively, data 

must be transferred within and outside of Canada’s borders. As with every innovation in the digital 

age, there are unique challenges, especially when it comes to privacy and data security, notably, 

data breach and reporting obligations. Establishing open banking requires a balancing act of 

increased competition and innovation in the financial services industry with legal safeguards that 

protect privacy, cybersecurity, and the stability and integrity of the financial system. Increased 

data sharing in open banking activates two primary threats which are financial fraud if systems are 

compromised and non-consensual use of personal information by unauthorized parties.  

 

This thesis focuses primarily on three key dimensions of privacy and cybersecurity implications 

of crossborder data flows of open banking. They are i) a consumer data portability right, ii) 

meaningful consent requirements and iii) cybersecurity risk management protocols. Much of the 

discourse below is framed from the Personal Information Protection and Electronic Documents 

Act (PIPEDA)1and its readiness for a launch of open banking which is discussed in greater detail 

in Chapter 3. I conclude that open banking intersects these three key areas that are needed for open 

banking’s effective functioning under Canada’s existing privacy laws and its interoperability with 

systems between provinces and in other jurisdictions. 

 

 
1 Personal Information Protection and Electronic Documents Act SC 2000, c 5 
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It is important to understand the role of data as a “digital thread” of constant connectivity for the 

purposes of these discussions.2 Unlike tangible goods or services, data does not exhibit scarcity 

characteristics3 and it is sharable, reusable, and non-depletable. Organizations can gather, store, 

process, retrieve, and transmit vast amounts of data at minimal cost and the global nature of the 

digital economy means that “crossborder data flows are now intrinsic to commerce.”4 It has 

become apparent that a robust privacy and cybersecurity framework is required to facilitate an 

environment of trust to enable global commerce.5 This revolution of the value of data has reshaped 

vital elements of our lives and is responsible for a fundamental shift in the areas of trade, 

commerce, and money management.6 

 

Canada is in the early stages of developing an open banking structure that is being shaped by 

several influential forces, including the establishment of application program interface (API) 

standards, the promotion of interoperability, and effective risk management systems. The digital 

economy is propelled by the movement of data, which serves as a catalyst for both economic 

expansion and societal integration. To fully harness the capabilities of the digital economy and 

open banking, data needs to traverse interprovincial and international borders. In a move towards 

 
2 Francesca Casalini & Javier López González, “Trade and Cross-Border Data Flows” (23 January 2019), OECD 

Trade Policy Paper No 220, online: <https://www.oecd-ilibrary.org/trade/trade-and-crossborder-data-

flows_b2023a47-en>   at 31.  
3 James Heskett, “What Happens When the Economics of Scarcity Meets the Economics of Abundance?” Working 

Knowledge Harvard Business School (4 Aug 2006) online: <https://hbswk.hbs.edu/item/ what-happens-when-the-

economics-of-scarcity-meets-the-economics-of-abundance.>.  
4 Joshua Meltzer, “The Internet, Cross-Border Data Flows and International Trade” (February 2013) Center for 

Technology Innovation at Brookings, Issues in Technology Innovation No 22, online (pdf): 

<https://www.brookings.edu/wp-content/uploads/2016/06/internet-data-and-trade-meltzer.pdf>  at 1.  
5 Mira Burri, “How Should the WTO Respond to the Data-driven Economy (4 May 2020), online: 

<https://www.cigionline.org/articles/how-should-wto-respond-data-driven-economy>.  
6 Christopher Kuner, “Regulation of Transborder Data Flows under Data Protection and Privacy Law: Past, Present 

and Future”, (2013) OECD Digital Economy Paper No 187; Susan A. Aaronson, “Why Trade Agreements Are Not 

Setting Information Free: The Lost History and Reinvigorated Debate over Cross-Border Data Flows, Human Rights 

and National Security”, (2015) World Trade Rev 14 at 671–700, 672 and 680–685. 

https://www.oecd-ilibrary.org/trade/trade-and-crossborder-data-flows_b2023a47-en
https://www.oecd-ilibrary.org/trade/trade-and-crossborder-data-flows_b2023a47-en
https://hbswk.hbs.edu/item/%20what-happens-when-the-economics-of-scarcity-meets-the-economics-of-abundance.
https://hbswk.hbs.edu/item/%20what-happens-when-the-economics-of-scarcity-meets-the-economics-of-abundance.
https://www.brookings.edu/wp-content/uploads/2016/06/internet-data-and-trade-meltzer.pdf
https://www.cigionline.org/articles/how-should-wto-respond-data-driven-economy
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greater digitization, Department of Finance Canada established an Advisory Committee on Open 

Banking (Advisory Committee) which prepared and released a Final Report in April 20217 (Final 

Report) outlining the federal government’s plan to introduce this system “to enhance the welfare 

of Canadian consumers and businesses and support innovation and economic growth in Canada 

without compromising the safety and stability of Canada’s strong financial system.”8 

 

The term open banking lacks a universally recognized legal definition and will be examined in 

greater detail in Chapter 2.9 The legislative instruments that establish and govern open banking in 

Australia10 and the United Kingdom (UK),11 as well as the legislative instrument of its creation in 

the European Union (EU),12 and the texts that form its foundation, do not provide a clear definition. 

Australia and the UK are discussed throughout this thesis because their open banking structures 

are regulated by governments consisting of legal rights, responsibilities and relationships that are 

created under legislation or regulation rather than being the result of voluntary participation or 

individually negotiated contracts. The EU is discussed in relation to its privacy law regime and is 

used as a comparator for the Canadian privacy law throughout this thesis. The legislative 

instruments from these jurisdictions do not provide a precise definition for open banking and 

 
7 Canada, Advisory Committee on Open Banking, Final Report: Advisory Committee on Open Banking (Ottawa: 

Department of Finance Canada, 2021) at 3-4, online: <https://www.canada.ca/en/department-

finance/programs/consultations/2021/final-report-advisory-committee-open-banking.html>  [Final Report] 
8 Ibid. 
9 See generally: Nydia Remolina, “Open Banking: Regulatory Challenges for a New Form of Financial Intermediation 

in a Data-Driven World” (2019) SMU Centre for AI & Data Governance Research Paper No 2019/5 at 9, online (pdf): 

<https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3475019>; Alessandro Palmieri & Blerina Nazeraj, “Open 

Banking and Competition: An Intricate Relationship” (Paper delivered at the International Jean Monnet Module 

Conference of EU and Comparative Law Issues and Challenges Series 5, Osijek, 13 May 2021), (2021) 6 EU & 

Comparative L Issues & Challenges Series 217 at 218. 
10 Competition and Consumer (Consumer Data Right) Rules 2020 (Commonwealth), 2020/3 [CDR Rules]; 

Competition and Consumer Act 2010 (Commonwealth), 1974/51 [CCA Australia]. 
11 Payment Services Regulations 2017 (UK), SI 2017/752  
12 EC, Commission Directive (EC) 2015/2366 of the European Parliament and of the Council of 25 November 2015 

on Payment Services in The Internal Market, Amending Directives 2002/65/EC, 2009/110/EC, and 2013/36/EU and 

Regulation (EU) No 1093/2010, and Repealing Directive 2007/64/EC, [2015] OJ, L 337/35 [PSD2]. 

https://www.canada.ca/en/department-finance/programs/consultations/2021/final-report-advisory-committee-open-banking.html
https://www.canada.ca/en/department-finance/programs/consultations/2021/final-report-advisory-committee-open-banking.html
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3475019
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instead, they describe the aim or function of open banking. The Advisory Committee provides a 

definition of open banking as “a mechanism that enables individuals to transfer their financial 

information securely and effectively between financial institutions and authorized third-party 

service providers.”13 For the purposes of this thesis, the Advisory Committee’s definition of open 

banking will be used.  

 

Open banking provides customers with the opportunity to view a more comprehensive picture of 

their creditworthiness through bank account activities. For example, retail consumers with credit 

issues may be able to obtain credit that they would not be able to obtain based only on their credit 

bureau file alone. This is one of the instances where open banking could improve the credit check 

process, which will be highlighted in Use Cases discussed in Chapter 2. For businesses, open 

banking could improve the lending process by allowing a bank to observe their cash inflows and 

outflows at other institutions. This process provides the bank with a more detailed picture of a a 

business’ finances, which it could use to make a loan decision. 

 

Although there are notable benefits, open banking is the perfect storm for privacy and 

cybersecurity issues.14 At one end, established banks must secure financial data due to 

confidentiality clauses in account opening documents, while giving customers greater control over 

their financial affairs. At the other end, there are smaller TPPs with financial intelligence but 

limited or no security capability or resources that are rushing new API products to market at a time 

when there are no rules or regulations for APIs especially within the financial services.15  

 
13 Final Report, supra note 7 at 29. 
14 Kevin Townsend, “Open Banking: A perfect Storm for Security and Privacy?” (3 May 2023), online (blog): 

Security Week <https://www.securityweek.com/open-banking-a-perfect-storm-for-security-and-privacy/>.  
15 Ibid. 

https://www.securityweek.com/open-banking-a-perfect-storm-for-security-and-privacy/
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A single open banking transaction can trigger dozens to hundreds of separate API calls to complete 

a single transaction and that transaction can involve multiple parties.16 Unfortunately, open 

banking is also a great example of why APIs are an attractive target for bad actors due to the highly 

lucrative financial data that APIs transport in open banking transactions. According to Verizon’s 

2022 Data Breaches Investigations Report, 82% of data breaches involved a human element.17 

This human element includes making a mistake that enables cyber criminals to access the 

organisation’s systems18 which is particularly concerning for open banking because open banking 

will also require human resources in its operation. If the APIs of TPPs do not meet security criteria, 

or if there is a likelihood of human error, data breaches may occur, harming both the consumer 

and the bank. Vulnerabilities in a TPP’s web or mobile application could allow hackers to enter 

and engage in fraudulent activities, such as requesting fictitious payments or posing as a single 

user.19 

 

The Government of Canada reneged on its electoral pledge to enact a first iteration of open banking 

by early 2023, a timeframe endorsed by the Final Report.20 This thesis is written up to October 31, 

2023, and at the time of writing, there are no legislative instruments or further guidance issued for 

open banking by the Government of Canada.21 The Advisory Committee’s goal for open banking 

 
16 Ibid. 
17 Verizon, Data Breach Investigations Report (California: Verizon Communications Inc., 2022), online (pdf):  

<https://www.verizon.com/business/resources/reports/dbir/2022-data-breach-investigations-report-dbir.pdf>.   
18 Ibid. 
19 Canadian Broadcasting Corporation, “Apple security flaw allows hackers to fully control iPhones, iPads and 

Macs” (19 August 2022), online < https://www.cbc.ca/news/business/apple-security-flaw-full-control-1.6556039>  
20 Kelsey Rolee, “Canadian Fintech Companies Launch Open Banking Public Action Campaign as Delays Continue” 

(3 October 2023), online (blog) Canadian Start Up News & Tech Innovation < https://betakit.com/canadian-fintech-

companies-launch-open-banking-public-action-campaign-as-delays-

continue/#:~:text=Earlier%20this%20year%2C%20the%20federal,by%20the%20advisory%20committee%20report.>.  
21 Since the submission of this thesis, Bill C-365, An Act respecting the implementation of a consumer-led banking 

system for Canadians, 1st Sess, Parl, 2023 (first reading 9 November 2023) was introduced. Bill C-365 imposes certain 

obligations on the Minister of Finance in relation to the implementation of open banking in Canada. Bill C-365 does 

 

https://www.verizon.com/business/resources/reports/dbir/2022-data-breach-investigations-report-dbir.pdf
https://www.cbc.ca/news/business/apple-security-flaw-full-control-1.6556039
https://betakit.com/canadian-fintech-companies-launch-open-banking-public-action-campaign-as-delays-continue/#:~:text=Earlier%20this%20year%2C%20the%20federal,by%20the%20advisory%20committee%20report
https://betakit.com/canadian-fintech-companies-launch-open-banking-public-action-campaign-as-delays-continue/#:~:text=Earlier%20this%20year%2C%20the%20federal,by%20the%20advisory%20committee%20report
https://betakit.com/canadian-fintech-companies-launch-open-banking-public-action-campaign-as-delays-continue/#:~:text=Earlier%20this%20year%2C%20the%20federal,by%20the%20advisory%20committee%20report
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is its interoperability of the system with those other jurisdictions.22 In order for that to happen, 

financial data will need to cross through borders or in other words, what is called a transborder 

data transfer or crossborder transfer (both terms of “crossborder” and “transborder” are used 

interchangeably throughout this document, similarly, the term “data flow” and “data transfer” are 

also used interchangeably). One study shows that by 2023, crossborder business-to-business (B2B) 

commerce could account for two-thirds of digital trade ($1.78 trillion USD),23 which is a strong 

motivator for the public and private sectors to capitalize on introducing an effective open banking 

system. Crossborder data transfers play a significant role in the advancement of digitalization and 

enables the seamless transfer of data across national boundaries.24  

 

Recent investigations have shown a surge in data volume and our reliance on it. In fact, global data 

traffic reached 230 exabytes, or 230 billion gigabytes, per month in 2020 and is expected to more 

than triple to 780 exabytes per month by 2026.25 This has led to a greater push by governments 

and regulators to localize data inside their boundaries.26 When taken to their logical conclusion, 

many data localization schemes could result in the stoppage or cessation of crossborder data 

transfers, causing significant harm to individuals and society in the process. There is a balancing 

act that needs to take place because while it is true that increased data protection and localization 

 
not propose a plan for open banking, rather, it requires that the Minister of Finance tables a plan to implement open 

banking within 30 days of the legislation passing. 
22 Final Report, supra note 7 at 9. 
23 Daniel S. Hamilton and Joseph P. Quinlan, “The Transatlantic Economy 2022: Annual Survey of Jobs, Trade and 

Investment between the United States and Europe”, 2022, online (pdf): Trans Atlantic Creations < 

https://transatlanticrelations.org/publications/transatlantic-economy-2022/> 
24 OECD, Digital Trade and Market Openness, Trade Policy Paper No. 217, (2018). 
25 United Nations Conference on Trade and Development, “Digital Economy Report 2021: Cross-Border Data Flows 

and Development: For Whom the Data Flow”, 2021, online: https://unctad.org/webflyer/digital-economy-report-2021. 
26 United States International Trade Commission, Digital Trade in the US and Global Economies, Part 1, Investigation 

No 332-531 (Washington, DC: USITC, 2013); United States International Trade Commission, Digital Trade in the 

US and Global Economies, Part 2, Investigation No 332-540 (Washington, DC: USITC, 2014).  

https://transatlanticrelations.org/publications/transatlantic-economy-2022/
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requirements may hinder crossborder flows, each nation has a right to protect their citizens’ 

fundamental rights, public interests, and values.  

 

One primary factor to be considered when sharing financial data with TPPs is the potential 

vulnerability of the data during its transmission, storage, or utilization. The issue becomes 

particularly worrisome in the context of crossborder data transfers, as organizations and TPPs may 

implement their own security measures and assume the duty of safeguarding any financial or 

personal account data that is transferred with them during the processing. If adequate controls are 

not implemented, there is a possibility of fraudulent financial activities occurring, which might 

result in reputational harm for the organizations involved and undermine the credibility of the 

entire open banking system. With such a diverse set of fraud targets and strategies available against 

open banking systems, no single defence mechanism will be sufficient to keep hackers at bay.  

 

It is widely acknowledged that the primary objective of open banking is to foster competition and 

enhance consumer choice.27 Nevertheless, in its roll out, the system should cover fundamental 

issues, such as what data to include in open banking, how to implement open banking, and how to 

protect consumers.28 Reports and consultations of the Advisory Committee, as well as other 

government bodies and agencies, show that these are complicated matters with competing interests 

 
27 Paypal Canada, “The Merits of Open Banking in Canada” Comments Submitted to The Advisory Committee to the 

Open Banking Review (undated), online (pdf):  

<https://www.canada.ca/content/dam/fin/consultations/2019/ob-bo/ob-bo-59.pdf>  
28 Final Report supra note 7; Christopher C. Nicholls, “Open Banking and the Rise of FinTech: Innovative Finance 

and Functional Regulation” (2019) 35:1 BFLR 121 at 135-40). 

https://www.canada.ca/content/dam/fin/consultations/2019/ob-bo/ob-bo-59.pdf
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and views.29 Valuable lessons can be learned from the successes and shortcomings in the design 

of open banking elsewhere.30  

 

The existing Canadian privacy law landscape is not entirely suited to effectively address all the 

complexities of crossborder data transfers in open banking. However, there is a satisfactory 

foundation upon which further improvements might be made since open banking is likely to be 

introduced in a phased approach.31 Without the inclusion of such specific information, it is not 

possible to fully predict the comprehensive range of potential privacy and cybersecurity concerns 

in open banking. 

 

1.2 Thesis Statement, Research Questions and Research Perimeter 

 

The central thesis statement of this research is that Canada’s proposed open banking system poses 

numerous privacy and cybersecurity risks, such as consumer data portability, consent 

requirements, and security risk management systems which are not adequately addressed by 

PIPEDA, specifically in relation to the crossborder transactions. I conclude that despite those 

limitations, there are adequate safeguards in PIPEDA which serve as a good starting point for an 

open banking system to build on.  

 

 
29 Final Report, supra note 7 at p. 12: “Unlocking consumer-directed finance will not be straightforward. There are a 

number of complex policy questions to be answered; collaboration with provinces and territories that is required, and 

a need for multi-sector engagement and leadership from all partners.”  
30 Nicholls, supra note 28 at 126-34. 
31 Final Report, supra note 7 at 4. 
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This study examines Canada’s federal privacy law framework through PIPEDA and evaluates its 

suitability for implementing an open banking system, specifically in relation to the security of 

crossborder movement of financial data.  

 

The primary focus of this research is a doctrinal examination of current and evolving privacy and 

cybersecurity laws in Canada as they would apply to open banking in relation to crossborder 

transactions. The objective is to assess the strengths and weaknesses of these laws, including any 

gaps in the law, to regulate the privacy and cybersecurity risks of open banking. 

 

This primary research focus is aided by the following subsidiary research questions:  

i. What are the current privacy and cybersecurity laws that would potentially apply to 

open banking and what is the relationship between data protection and open banking? 

ii. Is there a need for a data portability right within Canada having regard to the potential 

implementation of open banking? 

iii. What are the rules of crossborder data transfers and consent in relation to open 

banking? 

iv. Are there data sharing practices and data sharing protocols that would take place in 

open banking?  

v. What are the current risk management measures in place for financial institutions and 

how can they apply to open banking.  

 

The central problem that this research explores is that open banking will increase the security risks 

for banks and TPPs solely from a privacy and cybersecurity perspective. It does not seek to address 
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other issues relating to banking or data such as general issues relating to data protection, 

competition law or an evaluation of open banking systems from an operational standpoint. It also 

does not seek to discuss any open banking systems other than those in the UK and Australia, 

although references are made to the EU from a privacy law perspective to provide context for the 

UK’s approach. Canada is currently exploring reforms for privacy laws which may have a likely 

impact on open banking, which is discussed in greater detail in Chapter 3 below.   

 

The scope of this research was chosen with consideration for prospective advancements in open 

banking and its regulation, as well as the importance of privacy and cybersecurity concerns ahead 

of a potential open banking rollout. Although there is a large body of academic work in the areas 

of financial regulation, data protection and trade, the privacy and cybersecurity of open banking 

under existing laws has not been thoroughly addressed. This is understandable considering the 

early phases of open banking development. Despite the recognised value of customer data, little 

academic legal analysis has been conducted to determine whether the structure of open banking 

can ensure that privacy and cybersecurity safeguards are used effectively and safely use financial 

data in crossborder transactions.  

 

1.3 Methodology 

 

a) Interdisciplinary methodology  

 

The thesis involves an interdisciplinary approach which reviewed materials from the areas of i) 

privacy and cybersecurity law, ii) information security and iii) information communications 
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technology. This research explores the intersection among all three areas in order to set the context 

and provide for discussions within the legal landscape aided by technical insight. In addition to 

these three areas, there are aspects of this research that will briefly touch on international trade law 

banking services. For the areas that rely on technical insights, explanations are provided.  

 

b) Doctrinal research  

 

This research will examine primary sources such as legislation, international treaties, general 

principles of law, and relevant caselaw from Canada and international countries. The core of this 

research relies on PIPEDA and banking legislation as well as various guidance from the Office of 

the Privacy Commissioner Canada (OPC), that provides advice and information about protecting 

personal information through reports of investigations, guidance notes and commentaries. This 

research is also supplemented by scholarly works such as journal articles, commentary and 

opinions concerning the research topic, texts, policy papers, working papers, and blog 

commentaries on the area were also relied on to frame the discussion of the primary sources. 

Aspects of this research also rely on various press releases and news articles due to the 

everchanging landscape of open banking’s development.  

 

In identifying and addressing the subsidiary research questions, I consider features of open banking 

in the UK and Australia, which are two countries with established open banking systems and 

evaluates the structure to discuss in the context of Canada’s proposal in the Final Report. The 

limited comparison ascertains key similarities and differences in both approaches and highlights 

that the purpose for open banking in both, ultimately function differently. The UK and Australia 
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are selected because they both have regulated open banking systems which have been operational 

for a few years. Additionally, they were selected because there is a commonality in their banking 

laws, which is similar to Canada, there is a similarity in participation and standardisation in their 

open banking frameworks, and there are differences in the legal foundation of those open banking 

systems. This research also looks at the EU’s privacy laws for issues of crossborder data transfers. 

Looking at these jurisdictions enables meaningful analysis of the differences in their legal features 

conducted in this research. 

 

1.4 Thesis Structure and Narrative Description  

 

This research is divided into five major sections and a conclusion with the aim of creating a 

chronological narrative with the necessary blend of legal and technical sources.  

 

Chapter 1 sets the stage for the nature of the research by providing the necessary background and 

overview of the scope of the research along with the methodology of how the research was 

conducted. It introduces key concepts of open banking which is the central theme throughout the 

research and briefly gives some context of the importance of the topic. Chapter 1 also has the task 

of setting out the thesis statement, broad research questions and the methodology used in 

assembling this research product. 

 

Chapter 2 provides an overview of the structure of open banking in very broad terms while looking 

at the Advisory Committee’s Final Report which sets out the goals and aspirations of open 

banking. This Chapter explains open banking in relation to the global practices of the system, with 
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specific focus on Australia and the UK. There is a brief review of the regulatory framework for 

financial services in Canada which flows into a potential structure for open banking, crossborder 

payments and the technical specifications of how APIs function in open banking. Chapter 2 also 

has the important task of setting up a series of five Use Cases which are referred to through the 

remainder of the thesis.  

 

Data protection, privacy and cybersecurity underscore Chapter 3 with a focus on the sensitivity 

nature of financial personal information. This Chapter provides a general overview of the need for 

data protection regimes before looking specifically at the Canadian framework under PIPEDA. 

There is a comparison of the EU’s privacy framework as well as the potential reforms that may 

make their way into PIPEDA in light of two major bills which are still not passed. Chapter 3 

discusses a data portability right in Canada as well as consent in open banking and what standards 

would apply for financial personal information under PIPEDA.   

 

Chapter 4 considers crossborder data transfers as a general principle before discussing specific 

obligations under PIPEDA and how these would be treated. Specific guidance is mentioned from 

the OPC along with the challenges that have arisen specifically in relation to crossborder data 

flows in the last few years. This Chapter also looks at how EU treats crossborder data transfers 

under current laws with a focus on a key decision affecting the EU-US privacy shield. This Chapter 

also looks at how privacy and cybersecurity issues have made their way into trade agreements as 

well as how countries have used data localization as a mechanism to protect data within borders. 

Chapter 4 notes the importance of data transfers in open banking before leading into the safeguards 

to consider in Chapter 5.   
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Chapter 5 forms a critical part of this work as it highlights the data security issues and risks that 

are likely to arise once the open banking framework is rolled out. It also addresses security risk 

management in the context of existing guidelines that govern financial institutions. The Chapter 5 

winds down the remainder of the research with recommendations in light of two key findings from 

the OPC. 

 

Chapter 6 reviews the key points from the previous chapters and reiterates the research in the 

context of the thesis statement and the research questions.  
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CHAPTER 2 – Open Banking and Crossborder banking  

 

2.1 Understanding Open Banking  

 

Open banking is an “evolving trend” in several jurisdictions32 and this comes at a time when 

traditional banking services are being disrupted by new initiatives and offerings.33 Although open 

banking is operational in jurisdictions such as the UK,34 the EU35 and Australia,36 there are no 

definitions provided in the legislative instruments that enact open banking systems. For the 

purposes of this thesis, the definition in the Final Report will be used which defined open banking 

as a mechanism that enables individuals to transfer their financial information securely and 

effectively between financial institutions and authorized TPPs.37 This definition allows us to 

understand open banking through its purpose as a global initiative aimed at creating a level playing 

field for banks by allowing them to share customer data and integrate their services through APIs. 

In other words, customers are allowed to securely share their data with TPPs to access a broader 

range of financial services and lower costs.38  

 

 
32 Bank for International Settlements, Report on Open Banking and Application Programming Interfaces (Basel: Bank 

for International Settlements, 2019) 4, online: <https://www.bis.org/bcbs/publ/d486.htm [Bank for International 

Settlements, Report] 
33 Ahmet Aysan, Zhamal Nanaeva & Nasim Shah Shirazi, “Open Banking from EU’s Payment Services Directive to 

Practice: The Cases of Solarisbank and Insha” (2021), online <https://ssrn.com/abstract=3967612>  
34 Retail Banking Market Investigation Order 2017 (UK) ('CMA Order'); Payment Services Regulation 2017 (UK) 

[PSR]. 
35 PSD2, supra note 11. 
36 Competition and Consumer (Consumer Data Right) Rules 2020 ('CDR Rules'); Treasury Laws Amendment 

(Consumer Data Right) Act 2019 (Cth) ('CDR Act'). 
37 Final Report, supra note 7 at 13. 
38 Open Data Institute and Fingleton, Open Banking, Preparing for Lift Off  (London: Open Data Institute and 

Fingleton 2019) 4, online: <https://fingleton.com/insights/open-banking-report-published-by-the-obie/>.  

https://www.bis.org/bcbs/publ/d486.htm
https://ssrn.com/abstract=3967612
https://fingleton.com/insights/open-banking-report-published-by-the-obie/
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It is necessary to distinguish between open banking, traditional banking and internet banking, 

which are already prevalent. In the traditional banking approach, a customer had to go to the bank 

to complete the transaction.39 The customer would request the service in front of a bank 

representative who would provide confirmation of the service to the customer. This model had a 

time constraint because the bank had set operating hours and this limited flexibility to complete a 

transaction.40 Internet banking on the other hand, provides a unique combination of real-time 

processing as well as the convenience of time and place.41 Typical transactions used in internet 

banking are bill payments, mobile recharge services and transfer funds between accounts.42 Simple 

online banking tools, have enabled convenient operations at any time anywhere banking43 and 

many banks now offer a majority serve their customers fully online, eliminating the need for 

physical branch offices.  

 

Banking tasks for traditional banking and internet banking take place within a closed system of 

the specific banks that a customer has registered to and each banking entity's proprietary 

information limits service optimization and personalization, as well as information consolidation. 

Open banking allows for customers to step outside of the traditional limitations that traditional and 

internet banking cannot achieve. Open banking promotes the opportunity to work with and 

 
39 Kartikeya Bolar and Saad Alflayyeh, “Information Integrity, Security and Online Banking Utility” (2020) IJMR, 

11(9) at 91-100, online: <https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3708811>.  
40 Ibid at 92. 
41 Ibid at 93. 
42 Financial Consumer Agency of Canada, News Release, “Online banking: know your rights and responsibilities” (4 

January 2023), online: < https://www.canada.ca/en/financial-consumer-agency/services/rights-responsibilities/rights-

banking/online-banking.html>.  
43 Seena Mary Mathew, Shanimon Saleem & S. Sunil, “Does COVID-19 a Compelling Force for the Growth of Digital 

Banking in India?” (16 February 2022), online: <https://ssrn.com/abstract=4036279>.  

https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3708811
https://www.canada.ca/en/financial-consumer-agency/services/rights-responsibilities/rights-banking/online-banking.html
https://www.canada.ca/en/financial-consumer-agency/services/rights-responsibilities/rights-banking/online-banking.html
https://ssrn.com/abstract=4036279


   

 

  17 
 

integrate with service providers such as FinTechs to launch innovative products and adopt ways 

to enhance customer experience and loyalty.44  

 

With a broader available set of services in open banking, customers can personalize their finances 

with more suitable, balanced, and cost-effective products. For example, a customer could choose 

one bank’s savings account service, another bank’s checking account service, another bank’s credit 

card facility, and another bank’s mortgage product. Open banking facilitates seamless use of funds 

through all these services. This means that customers would be able to access all their financial 

information in one location, regardless of which banking institution they use.45  

 

The discussion below frames open banking as customer-permissioned data transfers between 

organizations. Open banking is organized around four main steps, including (i) signing up and 

initiating a service, (ii) authenticating identity, (iii) authorizing data sharing, and (iv) the provision 

of the product or service to the customer.46 This opening and sharing of data forces banks to make 

proprietary data available to any entity with the customer’s permission to access it.47   

 

The Government of Canada is on a mission to implement open banking and a comprehensive 

procedure of consultation and deliberation on open banking led to the establishment of the Open 

 
44 Stan Cole, “How can banks respond to the open banking revolution?” (30 March 2021), online (blog) World Finance 

<https://www.worldfinance.com/contributors/how-can-banks-respond-to-the-open-banking-revolution.>  
45 Lauren Jones, “Is regional interoperability important for open banking?” (19 September 2023), online (blog) Trade 

Finance Global <https://www.tradefinanceglobal.com/posts/is-regional-interoperability-important-for-open-

banking/#:~:text=Absolutely.,as%20part%20of%20these%20programs>.  
46 Future of Privacy Forum, “FPF releases infographic to explore implications of open banking data flows and security 

for individuals” (22 March 2023), online (blog): Future of Privacy Forum <https://fpf.org/blog/fpf-releases-

infographic-to-explore-implications-of-open-banking-data-flows-and-security-for-individuals/>.  
47 Cybersecurity Considerations for Open Banking Technology and Emerging Standards, National Institute of 

Standards and Technology (3 January 2022), online (pdf): <https://csrc.nist.gov/pubs/ir/8389/ipd>  

https://www.worldfinance.com/contributors/how-can-banks-respond-to-the-open-banking-revolution
https://www.tradefinanceglobal.com/posts/is-regional-interoperability-important-for-open-banking/#:~:text=Absolutely.,as%20part%20of%20these%20programs
https://www.tradefinanceglobal.com/posts/is-regional-interoperability-important-for-open-banking/#:~:text=Absolutely.,as%20part%20of%20these%20programs
https://fpf.org/blog/fpf-releases-infographic-to-explore-implications-of-open-banking-data-flows-and-security-for-individuals/
https://fpf.org/blog/fpf-releases-infographic-to-explore-implications-of-open-banking-data-flows-and-security-for-individuals/
https://csrc.nist.gov/pubs/ir/8389/ipd
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Banking Advisory Committee (Advisory Committee).48 The Advisory Committee was tasked with 

considering whether open banking would provide meaningful benefits to Canadians and to deliver 

a report assessing the potential merits of open banking for Canada. The Advisory Committee is 

supported by a Secretariat within the Department of Finance.49 On August 4, 2021, the Advisory 

Committee released its conclusive report about open banking, encompassing proposals pertaining 

to the conceptualization, extent, and administration of an open banking framework.50  

 

The Final Report prepared by the Advisory Committee indicates a January 2023 launch for open 

banking. Open banking has not yet been implemented in Canada at the conclusion and presentation 

of this research. The Final Report notes that the initial scope of an open banking system must be 

broad enough to provide Canadians with access to a wide range of useful, competitive, and 

consumer friendly financial services.51 The Final Report also indicates that appropriately 

addressing privacy issues is foundational to establish an open banking system that is rooted in 

consumer trust.52 The Advisory Committee acknowledges that data protection and consumer 

control over data are essential outcomes that must influence the system’s design. In addition, 

common standards should be established to address privacy management and data security, 

particularly in the areas of consent management, privacy management, and operational and 

 
48 Department of Finance Canada, News Release, “Minister Morneau Launches Advisory Committee on Open 

Banking” (26 September 2018), online: <https://www.canada.ca/en/department-finance/news/2018/09/minister-

morneau-launches-advisory-committee-on-open-banking.html>; Senate, Open Banking: What It Means for You: 

Report of the Standing Senate Committee on Banking, Trade and Commerce (19 June 2019) (Chair: Doug Black) at 

15, online (pdf):  

<https://sencanada.ca/content/sen/committee/421/BANC/reports/BANC_SS-11_Report_Final_E.pdf>;  

Markos Zachariadis, “Data-Sharing Frameworks in Financial Services: Discussing Open Banking Regulation for 

Canada” (25 August 2020), online (pdf): Global Risk Institute <https://globalriskinstitute.org/publications/data-

sharing-frameworks-in-financial-services> at 12). 
49 Canada, Press Release, “Consumer-directed finance: the future of financial services” (modified 5 June 2023), online: 

<https://www.canada.ca/en/department-finance/programs/consultations/2019/open-banking/report.html>.  
50 Final Report at supra note 7. 
51 Ibid at 9. 
52 Ibid at 17. 

https://www.canada.ca/en/department-finance/news/2018/09/minister-morneau-launches-advisory-committee-on-open-banking.html
https://www.canada.ca/en/department-finance/news/2018/09/minister-morneau-launches-advisory-committee-on-open-banking.html
https://sencanada.ca/content/sen/committee/421/BANC/reports/BANC_SS-11_Report_Final_E.pdf
https://globalriskinstitute.org/publications/data-sharing-frameworks-in-financial-services
https://globalriskinstitute.org/publications/data-sharing-frameworks-in-financial-services
https://www.canada.ca/en/department-finance/programs/consultations/2019/open-banking/report.html
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systemic risk. It does not however, provide a comprehensive outline of what the potential 

framework should look like or the major privacy and cybersecurity concerns that are likely to 

unfold.  

 

Approaches to open banking in other countries are typically categorized as either regulatory-

driven53, market-driven54 or a hybrid approach with legislative and regulatory obligations driving 

some features of open banking and market forces driving others.55 The Final Report recommends 

that the Government of Canada adopts a hybrid, “made-in-Canada open banking system”56 which 

will consist of the following core foundational elements: 

i. Common rules for open banking industry participants in the areas of liability, privacy and 

security to ensure consumers are protected and liability rests with the party at fault; 

ii. An accreditation framework and process to allow third party service providers to enter an 

open banking system; and 

iii. Technical specifications that allow for safe and efficient data transfer and serve the 

established policy objectives. 

 

 
53 The UK and Australia are examples of regulatory-driven open banking economies. In a regulatory-driven approach, 

regulators have identified a competition problem in the banking sector and they resort to regulation to open up the 

market. There is usually a legal mandate to share some financial data. TPPs usually can access accountholder’s data 

stored in their banks with the users’ consent. See generally Pymnts. “Open banking series: Market-driven vs. 

regulatory-driven”, (22 December 2021), online: PYMNTS.com <https://www.pymnts.com/news/digital-

banking/2021/open-banking-series-market-driven-vs-regulatory-driven/&gt>.   
54 The US is a prime example of how innovation and technology outrun legislation, while countries such as India, 

Japan, and Singapore lack a formal open banking regime or have regulations that fall short of enforcing full data 

exchange. In a market-driven model, TPPs and banks must normally participate in extended talks to gain access to the 

data, and the breadth of that data may vary from negotiation to negotiation. Even if the government supports these 

discussions, it does not interfere with or require such access; Ibid. 
55 Stephen Ley et al, “Open Banking around the world:  Towards a cross-industry data sharing ecosystem,” (2018), 

online <https://www2.deloitte.com/global/en/pages/financial-services/articles/open-banking-1018 around-the-

world.html.>.  
56 Final Report, supra note 7 at 4. 

https://www.pymnts.com/news/digital-banking/2021/open-banking-series-market-driven-vs-regulatory-driven/&gt
https://www.pymnts.com/news/digital-banking/2021/open-banking-series-market-driven-vs-regulatory-driven/&gt
https://www2.deloitte.com/global/en/pages/financial-services/articles/open-banking-1018%20around-the-world.html
https://www2.deloitte.com/global/en/pages/financial-services/articles/open-banking-1018%20around-the-world.html
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The Final Report does not provide a definition for common rules, rather, it recommends that the 

appointed Open Banking Lead define these rules in consultation with the industry.57 On March 22, 

2022, the Hon. Randy Boissonnault, Minister of Tourism and Associate Minister of Finance, 

named Abraham Tachjian as Canada’s Open Banking Lead.58 The Final Report notes that the Open 

Bank Lead could be either internal or external to government and understand the financial and 

technology sectors and will be responsible for developing common rules and an accreditation 

framework through consultation with industry, government regulators and consumer 

representatives.59 Mr. Tachjian’s term has been extended to the end of on December 22, 2023.60  

 

The principal analysis and research of this thesis concerns the privacy and cybersecurity aspects 

of these common rules based on the Final Report. The Final Report recommends that the Open 

Banking Lead should be supported through working groups and a steering committee.61 While 

there are key aspects in relation to accreditation and technical specifications that are explored, that 

is done in a very limited context to aid the understanding of the primary focus of this research. The 

 
57 At the time of writing, those consultations are ongoing; See VIXIO Regulatory Intelligence, ed. “Canadian 

FINTECHS push government for renewed commitment as Open Banking Development wanes” (23 August 2023), 

online: VIXIO Regulatory Intelligence <https://www.vixio.com/insights/pc-canadian-fintechs-push-government-

renewed-commitment-open-banking&gt>   
58 Department of Finance Canada, News Release, “Government moves forward with open banking and names a lead” 

(22 March 2022), online: <https://www.canada.ca/en/department-finance/news/2022/03/government-moves-forward-

with-open-banking-and-names-a-lead.html> [Department of Finance Canada March 2022 News Release] 
59 Final Report, supra note 7 at 13. 
60 Open Banking Expo, News Release, “Abraham Tachjian to continue as Canada’s Open Banking lead”, (3 October 

2023), online: <https://www.openbankingexpo.com/news/abraham-tachjian-to-continue-as-canadas-open-banking-

lead/> [Open Banking Expo] 
61 Working groups have a different scope than the Steering Committee. The working groups serve as forums for 

specific members to support the open banking lead in the development of accreditation and common rules 

requirements. Rather than making decisions, the Steering Committee consults. The Steering Committee provides a 

forum for more extensive discussion with all members of the working groups on topics like general updates, progress 

made in a particular working group, or any other topic the lead deems fit; Department of Finance Canada March 2022 

News Release at supra note 55. 

 

https://www.vixio.com/insights/pc-canadian-fintechs-push-government-renewed-commitment-open-banking&gt
https://www.vixio.com/insights/pc-canadian-fintechs-push-government-renewed-commitment-open-banking&gt
https://www.canada.ca/en/department-finance/news/2022/03/government-moves-forward-with-open-banking-and-names-a-lead.html
https://www.canada.ca/en/department-finance/news/2022/03/government-moves-forward-with-open-banking-and-names-a-lead.html
https://www.openbankingexpo.com/news/abraham-tachjian-to-continue-as-canadas-open-banking-lead/
https://www.openbankingexpo.com/news/abraham-tachjian-to-continue-as-canadas-open-banking-lead/
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primary focus, which takes place later in this chapter will be geared at the privacy and security 

working groups.  

 

The issues of privacy and cybersecurity are critical to the successful implementation of open 

banking, particularly in the areas of crossborder data transfers between different banks facilitated 

by APIs and TPPs in multiple jurisdictions. This is important because for open banking to work 

effectively, data will travel within and across the borders of Canada. This is two-fold, on one hand, 

open banking systems and APIs will need to communicate with each other, making them 

interoperable locally and abroad. On the other hand, the privacy and cybersecurity laws across 

different jurisdictions will require some level of compatibility or reciprocity to a certain degree to 

facilitate crossborder data flows. Open banking interoperability, means that different financial 

institutions and certified financial technology companies, commonly referred to as FinTechs62 

exchange data with one another using a common standard. FinTechs use data and technology to 

digitalize particular services and are not encumbered by costly outdated infrastructure and 

processes, nor are they obligated to provide a comprehensive range of financial services. 

 

Although most customers do not have multiple accounts around the world, there are specific use 

cases outlined by the National Institute of Standards and Technology (NIST)63 for crossborder 

payments and remittances which illustrate how open banking could potentially operate. The use 

 
62 See generally Clement Ancri, “Fintech Innovation: An Overview, Presentation of Board of Governors of the Federal 

Reserve System to the World Bank” Paper presented to the World Bank by the Federal Reserve Board of Governors, 

October 19, 2016, (2016) online (pdf): <https://pubdocs.worldbank.org/en/767751477065124612/11-Fintech.pdf> ; 

The Board of Governors of the Federal Reserve, in the report defined fintech as “companies that use technology to 

make financial systems and the delivery of financial services more efficient.” [Ancri, Fintech Innovation]. 
63 Jeffrey Voas, at al. “Cybersecurity Considerations for Open Banking Technoligy and Emerging Standards” (2022) 

National Institute of Standards and Technology, NIST Internal Report (IR) 8389, at 5-6, online: 

<https://csrc.nist.gov/pubs/ir/8389/ipd>.  

https://pubdocs.worldbank.org/en/767751477065124612/11-Fintech.pdf
https://csrc.nist.gov/pubs/ir/8389/ipd
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cases below demonstrate that the true value will most likely be found in the business and corporate 

sectors and will be referred to throughout the discussions in this thesis:  

 

“Use Case 1, Recurring Payments:  

 

Members of a household juggle multiple recurring payments for their mortgage, four credit 

cards, car insurance (insurance agency X), home insurance (insurance agency Y), life 

insurance (insurance agency Z), healthcare (exchange Q), property and income taxes, 

utilities, and much more. The household income (from three sources) appears as direct 

deposits into two banks. One member of the household is responsible for managing the 

finances. This member is finding it difficult to keep track of all of the sources of funds and 

has occasionally incurred costly penalties for missed and late payments and overdrafts. 

Open banking would allow the sources of income from different sources and all of the 

recurring expenses to be displayed on one or more dashboards that provide statuses, alerts 

for payment, and seamless access to funds from any source, including consolidated account 

overdraft protection. Aggregating this information also allows for the optimization of 

payment scheduling (to reduce interest charges) and the movement of money between 

revenue-generating accounts. Artificial intelligence can provide additional insights to 

optimize cashflow, minimize lateness, and lead to a higher credit rating for members of the 

household.  

 

Use Case 2, Multiple Accounts:  

 

An individual has checking accounts at two different banks and a credit card financed 

through a third bank. The individual wishes to make large purchases that exceed the funds 

in any checking account or credit card limit. However, the open banking allows the 

individual to seamlessly combine these sources into an available balance that is sufficient 

to make a large purchase, as well as covering shortfalls on any account as needed via 

direct transfers between accounts. Once the consumer makes a purchase, the checking 

accounts and credit card are debited accordingly.  
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Use Case 3, Linking Payments:  

 

A certain large banking entity no longer offers personal lines of credit but supports open 

banking. An individual customer wishes to continue everyday business with the large bank 

but obtains a personal line of credit through a different banking entity that supports. 

Through open banking, more seamless payment of bills from a day-to-day operational 

perspective is possible. For example, direct credit transfer can be used to pay the principal 

and interest on the line, link to the savings and checking accounts for overdraft protection 

on the line of credit, and transfer between accounts. These open banking experiences all 

occur as if all accounts were held by one large bank.  

 

Use Case 4, Auto Purchase:  

 

An individual wishes to purchase a new car from a dealer. The individual selects the 

particular model and options and negotiates with the dealer on the purchase price. Using 

open banking, the auto dealer conducts a rapid credit check on the buyer, sends financial 

information to various loan agencies, and receives multiple loan offers and terms from 

various finance sources. The buyer selects the preferred loan, and the purchase down 

payment is directly paid to the dealer from a selected banking entity serving the customer. 

The payment plan is set up with a loan agency, and overdraft protection is set up by linking 

regular load payment sources (e.g., checking account) to other secondary financial sources 

(e.g., savings, investment accounts). The complete set of financial transactions takes only 

a few minutes.  

 

Use Case 5, Small Business Loan Origination:  

 

A small and medium enterprise (SME) owner wishes to obtain a loan to purchase new 

equipment for their expanding business. The owner has been unable to get a loan from 

traditional banks, including their regular bank. Part of the difficulty in obtaining the loan 

has been the effort required to collect all of the financial information needed for the loan 

application while simultaneously trying to run the business. Using an open banking 



   

 

  24 
 

application, however, the business owner can more easily gather the information needed 

for the loan applications, shop more loan sources, and select from several options in order 

to get the most favorable loan terms.” 

[Emphasis added] 

 

These Use Cases demonstrate the efficiencies of open banking working in an ideal way for 

customer satisfaction. They show that the most complex types of financial transactions can be 

resolved once data is allowed to move between entities and across borders. On the back end, these 

examples do not address the risk of financial data being handled by multiple entities. Before 

exploring these concerns, it is worthwhile to consider the structure of open banking as a system 

that could potentially roll out in Canada in due course.  

 

Additionally, the Use Cases above should be read within the context of an open banking ecosystem 

which will comprise four primary participants, including (i) the organizations that possess access 

to consumer financial data, (ii) the TPP entities that receive consumer financial data, with the 

consumer’s consent, in order to offer services, (iii) consumers which include individuals, small 

and medium-sized businesses and the (iv) government. Their various roles will be explored in 

greater detail further in this chapter but in order to do so in a cohesive manner, I discuss the 

structure of open banking in the next section.   
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2.2 The Structure of Open Banking 

 

The Department of Finance Canada has oversight of the country’s open banking development and 

initiative.64 The Department of Finance Canada also has the crucial role of assisting the 

Government of Canada to formulate and execute policies and regulations pertaining to the financial 

industry.65 The Advisory Committee’s Final Report recommends the scope, governance, 

accreditation, technical specifications, and standards for open banking.66 Perhaps one of the most 

notable recommendations is that a new governance entity be created for the administrative 

functions of open banking, rather than being subject to the existing Office of the Superintendent 

of Financial Institutions (OSFI) which assumes the responsibility of regulating and overseeing all 

federally regulated financial institutions, such as banks.  

 

The Canadian banking sector is subject to federal jurisdiction,67 meaning that the legislative power 

over matters such as banking68, incorporation of banks, and the issuance of paper money resides 

with the Parliament of Canada.69 The Bank Act70 and its accompanying regulations serve as the 

principal legislative framework governing the banking sector. Banks would automatically be 

subject to the requirements under the new open banking system, while provincially regulated 

 
64 Department of Finance Canada March 2022 News Release at supra note 58. 
65 Canada, Department of Finance Canada, Financial Sector Policy (Ottawa: Communication Group, 2019), online: 

<https://www.canada.ca/en/department-finance/programs/financial-sector-policy.html>.  
66 Final Report, supra note 7 at 4. 
67 Constitution Act, 1982, being Schedule B to the Canada Act 1982 (UK), 1982, c 11 [Constitution Act 1982], confers 

authority on Parliament to enact laws in relation to “the regulation of trade and commerce” (section 91(2)) while 

conferring authority upon the provinces to legislate with respect to “property and civil rights in the province” (section 

92(13)). 
68 Ibid, s. 91(15) 
69 The Court's ruling in General Motors of Canada Ltd v City National Leasing, [1989] 1 SCR 641 established that 

Parliament has the authority to regulate transactions, including those occurring inside a province, provided the law 

pertains to the regulation of “general trade and commerce.” 
70 The Bank Act, SC 1991, c 46. [Bank Act] 

https://www.canada.ca/en/department-finance/programs/financial-sector-policy.html
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financial institutions may join on a voluntary basis. The mandatory requirement for these banks 

could possibly be viewed as an attempt to maximize the accessibility of open banking to a wide 

range of customers. The voluntary participation of provincially regulated financial institutions 

could also be viewed as a strategic move since such a mandatory system applying to all financial 

institutions could have potential drawbacks. One of the major drawbacks being the regulatory and 

compliance costs that it could create for either smaller banks or provincially regulated financial 

institutions such as credit unions as well as the supervisory burden that would be placed on 

provincial governments.71  

 

The infrastructure of banks that facilitate banking and payments is a feature of the modern 

economy and payment systems on a whole, are entwined from a legal and operational perspective72 

and usually are mentioned collectively to refer to legislative, regulatory, and contractual 

frameworks. Payment systems can be defined as the institutional arrangements that facilitate the 

transfer of funds from debtors (payors) to creditors (payees) in satisfaction of financial 

obligations.73  

 

The legal rights and regulatory framework surrounding banking and payment systems are 

particularly relevant to the design of an open banking system because open banking will utilize 

 
71 Patrick Barr, “Open Banking: Designing the Future of Finance” (Toronto: Canadian Credit Union Association, 

2021), online: <https://ccua.com/app/uploads/2021/03/Open-Banking-Designing-the-Future-of-Finance-4.pdf>  
72 Dan Awrey and Kristin van Zwieten, 'The Shadow Payment System' (2017-2018) 43 J. Corp. L 775, 776, online: 

<https://papers.ssrn.com/sol3/papers.cfm?abstract_id=2843772>.  
73 Ibid; For other definitions of payment systems or payments through the banking system see generally Benjamin 

Geva, The Payment Order of Antiquity and the Middle Ages: A Legal History (Hart Publishing, 2011) 2; Victoria 

Dixon (ed.), Goode on Payment Obligations in Commercial and Financial Transactions (Sweet & Maxwell, 4th ed, 

2020) 191; Ewan McKendrick, Goode and McKendrick on Commercial Law (LexisNexis, 6th ed, 2020) ch 18.  

https://ccua.com/app/uploads/2021/03/Open-Banking-Designing-the-Future-of-Finance-4.pdf
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=2843772
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payment systems.74 The fact that open banking is in its the early stages of operation in other parts 

of the world means it is still emerging and there is a basis to research legal design of banking 

payment systems in encouraging efficiency and managing risk. 

 

The extent to which open banking would permit the sharing of customer data is critical to the 

efficacy of this system in promoting the four foundational elements and the Final Report notes that 

the scope “must be sufficiently broad to provide Canadians with access to a vast array of 

competitive, consumer-friendly, and useful financial services.”75  

 

The Advisory Committee recommends that open banking should be introduced in two phases 

based on the Final Report.76 Phase one titled as System Design and Implementation which will 

take 18 months for the Open Banking Lead to advance the design and early implementation of the 

system.  

 

The Final Report ambitiously provided that the Open Banking Lead should complete the system 

design within 9 months of appointment. The Final Report recommends that the Government of 

Canada should consider formal direction or codification of this framework in legislation or 

regulation.77 After these foundational elements of open banking at established within the first 9 

months, the following 9 months will be a period for TPPs to seek accreditation while the data 

 
74 See generally: Andreas Kokkinis & Andrea Miglionico, “Open Banking and Libra: A New Frontier of Financial 

Inclusion for Payment Systems?” (2020) SJLS at 601–629, online: 

 <https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3766655> . 
75 Final Report, supra note 7 at 3. 
76 Ibid. at 13. 
77 Ibid.  

https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3766655
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transfer mechanism can be tested and refined.78 By the end of Phase One, it is expected that 

customer will have access to open banking services.79 

 

Phase Two is titled as the Ongoing Administration of the System and is expected to commence 

after the period of 18 months once phase one is concluded.80 During this phase, it is advised that 

the Government set the mandate and objectives of the entity established to oversee open banking. 

It is hoped that the transition between Phase One and Phase Two are as seamless as possible to 

ensure that no momentum is lost.81   

 

The Minister of Finance has also established a steering committee82 and four open banking 

working groups to help build four critical parts of Canada's open banking framework: 

accreditation, liability, privacy, and security.83 The accreditation working group will focus on the 

criteria, which organizations must follow in order to participate in open banking, and the process 

for proving adherence to these criteria. The liability working group will focus on who is 

responsible for when something goes wrong and how consumers access redress. The privacy 

working group will focus on key elements of the consumer experience, including how consumers 

provide and revoke consent to share their data, and how consumer data can be used pursuant to the 

 
78 Ibid.  
79 Ibid. 
80 Ibid. 
81 Final Report, page 14. 
82 See explanation provided for the distinction between Working groups and the Steering Committee above at supra 

note 58. 
83 Canada, Open banking implementation (October 2022), online: <https://www.canada.ca/en/department-

finance/programs/financial-sector-policy/open-banking-implementation.html>   [Government of Canada, Open 

banking implementation]. 

 

https://www.canada.ca/en/department-finance/programs/financial-sector-policy/open-banking-implementation.html
https://www.canada.ca/en/department-finance/programs/financial-sector-policy/open-banking-implementation.html
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consent provided. The security working group will focus on the baseline security requirements that 

participants must adhere to in order to participate in the open banking system. 

 

Representatives from consumer groups, banks, and other potential open banking participants make 

up the working groups. Each working group met numerous times in 2022 and will continue to meet 

on a regular basis until the conclusion of their term on September 29, 2023.84 Additionally, a 

steering committee will meet on an as-needed basis, as assessed by the open banking lead, to 

discuss progress as well as issues outside the remit of the working groups. 

 

The privacy working group had its first meeting on July 8, 202285 and have had five subsequent 

meetings until April 17, 2023. The focus of this working group has targeted the essentials of 

consent under PIPEDA by establishing and the fundamental elements of valid customer consent 

in open banking as well as consent standardization and an effective consent management process. 

Consent under PIPEDA and its applicability to open banking are discussed below in Chapter 3.  

 

The security workgroup had its first meeting on July 6, 202286 and have had five subsequent 

meetings until April 16, 2023. The security working group discussed the need to establish baseline 

security requirements as a minimum to serve as entry into an open banking system. The main 

discussion points surrounded data security, cybersecurity and operational risks stemming from 

 
84 Canada, Terms of reference for the open banking working groups and steering committee (July 2022), online: 

<https://www.canada.ca/en/department-finance/programs/financial-sector-policy/open-banking-

implementation/terms-of-reference.html>.  
85 Canada, Privacy working group meeting 1 – July 8, 2022 (July 2022), online: 

<https://www.canada.ca/en/department-finance/programs/financial-sector-policy/open-banking-

implementation/privacy-working-group-meeting-1-july-8-2022.html>.  
86 Canada, Security working group meeting 1 – July 6, 2022 (July 2022), online: 

<https://www.canada.ca/en/department-finance/programs/financial-sector-policy/open-banking-

implementation/security-working-group-meeting-1-july-6-2022.html>.  

https://www.canada.ca/en/department-finance/programs/financial-sector-policy/open-banking-implementation/terms-of-reference.html
https://www.canada.ca/en/department-finance/programs/financial-sector-policy/open-banking-implementation/terms-of-reference.html
https://www.canada.ca/en/department-finance/programs/financial-sector-policy/open-banking-implementation/privacy-working-group-meeting-1-july-8-2022.html
https://www.canada.ca/en/department-finance/programs/financial-sector-policy/open-banking-implementation/privacy-working-group-meeting-1-july-8-2022.html
https://www.canada.ca/en/department-finance/programs/financial-sector-policy/open-banking-implementation/security-working-group-meeting-1-july-6-2022.html
https://www.canada.ca/en/department-finance/programs/financial-sector-policy/open-banking-implementation/security-working-group-meeting-1-july-6-2022.html
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open banking and the need to adopt a risk-based approach and setting baseline requirements. These 

risks are further explored in greater detail in Chapter 5.  

 

The accreditation working group was the last to conclude its committee meetings which took place 

on May 6, 2023.87 The Department of Finance Canada planned to provide a report on open banking 

in September 2023, but has yet to provide an update on the country's open banking situation.88 As 

a result, the open banking system is unlikely to be available in Canada sometime in 2024. In the 

interim, while further updates are expected in the foreseeable future such as a proposed bill which 

will be subject to debates and revisions, it is critical that due consideration be given to the privacy 

and cybersecurity concerns presented with the proposed open banking framework.  

 

In the meantime, while a structure for open banking continues to undergo further development, it 

is useful to delve into the technical features of how open banking would work as a system.   

 

  

 
87 Canada, Accreditation working group meeting 6 – May 1, 2023 (May 2022), online: 

<https://www.canada.ca/en/department-finance/programs/financial-sector-policy/open-banking-

implementation/accreditation-working-group-meeting-6-may-1-2023.html>.  
88 Open Banking Expo at supra note 60. 

https://www.canada.ca/en/department-finance/programs/financial-sector-policy/open-banking-implementation/accreditation-working-group-meeting-6-may-1-2023.html
https://www.canada.ca/en/department-finance/programs/financial-sector-policy/open-banking-implementation/accreditation-working-group-meeting-6-may-1-2023.html
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2.3 Technical specifications and APIs of Open Banking 

 

Technical specifications are listed as one of the core foundational elements in the Final Report. 

They refer to a detailed of instructions that facilitate the secure and efficient transmission and 

reception of financial data among participants within an open banking system.89 The Final Report 

lacks insight on the technical specifications, and I assume that the prospective technical 

specifications for open banking in Canada will target consent-permissioned data sharing through 

APIs by customers and access control by organizations such as banks and TPPs. I anticipate that 

based on the limited information on the area that a consumer's interaction and continuous 

engagement with open banking will be shaped by how well these technical specifications are 

established, operated and maintained.  

 

For open banking to work, it relies on standardized technology in the form of APIs that are 

interoperable with each other. APIs are considered as the backbone of open banking.90 The use of 

APIs91 enable the data portability, autonomy, and accountability parts of open banking. Professor 

Markos Zachariadis describes APIs as technology or a set of instructions that allows two systems 

or computers to communicate with each other over a network using a common data standard.92 In 

 
89 Final Report, supra note 7 at 22. 
90 Oscar Borgogno & Giuseppe Colangelo, “Data Sharing and Interoperability Through APIs: Insights from European 

Regulatory Strategy” (2019) Stanford-Vienna European Union Law, Working Paper No. 38 at 4-5, 8, online: 

<https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3288460> ; For a detailed discussion on the various approaches 

and definitions to APIs as well as their use in open banking see Markos Zachariadis and Pinar Ozcan, “The API 

Economy and Digital Transformation in Financial Services: The Case of Open Banking” (2017) SWIFT Institute, 

Working Paper No. 2016-001. [Borgogno & Colangelo, Data Sharing and Interoperability]. 
91 Giuseppe Colangelo & Oscar Borgogno, “Data, Innovation and Competition in Finance: The Case of the Access to 

Account Rule” (2020) 31(4) EBLR 573. 
92 Global Risk Institute, Data-sharing frameworks in financial services: Discussing open banking regulation for 

Canada (Toronto: Global Risk Institute, 2020) at 3, online: <https://globalriskinstitute.org/publication/data-sharing-

frameworks-in-financial-services-discussing-open-banking-regulation-for-canada/>  [Global Risk Institute, Data 

Sharing Frameworks]. 

https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3288460
https://globalriskinstitute.org/publication/data-sharing-frameworks-in-financial-services-discussing-open-banking-regulation-for-canada/
https://globalriskinstitute.org/publication/data-sharing-frameworks-in-financial-services-discussing-open-banking-regulation-for-canada/
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other words, APIs are a set of rules and protocols that determine how different software 

components should interact - they effectively allow different apps to connect with one another. 

They serve as the means through which financial data is exchanged between two parties within the 

context of open banking.93 APIs are widely regarded as the most dependable technology 

underpinning open banking, and they are critical to open banking's customer protection goals.94 

As a result, the adoption of standardised APIs is considered “a fundamental aspect of contemporary 

open banking projects and “necessary to maintain acceptable levels of interoperability for open 

banking to succeed.”95  

 

There is no legislation or rules that regulate the development and maintenance of APIs across 

industries in Canada. Rather, the Government of Canada published a Guide for API Gateways that 

serves as a baseline set of considerations for technical practitioners when implementing API-

centric solutions.96 This Guide for API Gateways does not address API architecture, which does 

not make it a useful tool for any analysis on open banking because an API gateway serves a 

different purpose. An API gateway is a software pattern that sits in front API to facilitate requests 

and delivery of data and services.97 Its primary role is to act as a single-entry point and standardized 

process for interactions between an organization's apps, data and services and internal and external 

customers.98   

 
93 Final Report, supra note 7 at 29. 
94 Borgogno & Colangelo, Data Sharing and Interoperability supra note 90 at 20. 
95 See generally Johannes Ehrentraud et al, Policy responses To Fintech: A Cross- Country Overview” (Basel: 

Financial Stability Institute, 2020) at 33, online (pdf): <https://www.bis.org/fsi/publ/insights23.pdf>; Bank for 

International Settlements, Report at supra note 32 at 6. 
96 Canada, “Guidance for Application Programming Interface (API) Gateways” (modified August 2021), online: 

<https://www.canada.ca/en/government/system/digital-government/digital-government-innovations/enabling-

interoperability/api-guidance/gateways.html>.  
97 James Montgomery, “API gateway” (March 2021), Tech Target, online (blog) Tech Target: 

<https://www.techtarget.com/whatis/definition/API-gateway-application-programming-interface-gateway>. 
98 Ibid.  

https://www.bis.org/fsi/publ/insights23.pdf
https://www.canada.ca/en/government/system/digital-government/digital-government-innovations/enabling-interoperability/api-guidance/gateways.html
https://www.canada.ca/en/government/system/digital-government/digital-government-innovations/enabling-interoperability/api-guidance/gateways.html
https://www.techtarget.com/whatis/definition/API-gateway-application-programming-interface-gateway
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It is important to consider the open banking’s API architecture as framed by the discussion on 

crossborder payments. The API provides a secure link between two different technology systems 

or applications. The most common scenario is a link between a FinTech99 service and a bank. For 

example, imagine that a FinTech company wants to create a budgeting application for customers 

with accounts in multiple jurisdictions. The application would require access the user’s bank 

account details and transactions to provide more tailored and accurate budgeting 

recommendations. This is information that the customer’s bank would have stored in its own 

systems. The open banking API provides the link needed for these two systems to work together, 

using the open banking network system. Data is only provided with permission provided by the 

customer, who authorises the third-party app to access their banking data. 

 

Open banking data transfers will likely look like this:  

i. Bank X opens its core banking system to a third party FinTech player. For instance, 

FinTech Y.  

ii. FinTech Y integrates with Bank X’s API. This allows both entities to connect to Bank X’s 

core banking system. 

iii. FinTech Y makes API calls or requests to the Bank X’s server to execute financial 

functions or fetch information. 

iv. The data is sent back to FinTech Y usually once Bank X checks consent requirements for 

the customer account.  

v. Businesses A, B and C use the single FinTech Y API to access multiple banking APIs. 

 

 
99 Ancri, Fintech Innovation, supra note 62 provided a definition for FinTechs.  
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APIs are not just limited to one jurisdiction or one sector of banking. APIs are enabling crossborder 

transactions in internet and open banking, such as India's UPI and Singapore's PayNow, and is 

being considered by many as an alternative to SWIFT routes.100 For users in India and Singapore, 

the UPI-PayNow connection between their digital payment systems enables quicker and more 

economical crossborder remittance options. Those are just two of the many examples of how APIs 

have been integrated successfully into the financial services domain.  

  

APIs play a pivotal role in expanding the accessibility of banking systems by offering novel 

services, including the consolidation of banking operations and balances from diverse financial 

institutions, the ability to query a customer's bank in real-time prior to facilitating payments, and 

enabling instantaneous transfers between various banks and accounts. Perhaps the better approach 

comes from the UK where APIs must conform with the Open Banking LTD (formerly Open 

Banking Implementation Entity) which is a body that creates open API standards that enable 

entities throughout the EU to meet their relevant obligations for the provision of open banking 

services. The standards include creating TPP Operational Guidelines which expand upon existing 

data privacy checklists, data breaches and the rights of data subjects (a term used under the 

GDPR).101  

 

Additional layers of authorisation will ensure that financial information is safe from bad actors, 

which limits the chances of fraud or leaks. If properly managed, APIs can be very powerful tool 

 
100 By Sneha Kulkarni, “UPI-PayNow launched: Who can use, daily limit, how will it benefit you” (22 February 2023), 

online: The Economic Times <https://economictimes.indiatimes.com/wealth/save/upi-paynow-launched-who-can-

use-daily-limit-how-it-will-benefit-you-explained/articleshow/98114399.cms>.  
101 Open Banking Implementation Entity, Submission to European Data Protection Board on Guidelines 06/2020 on 

the Interplay of PSD2 and GDPR” (undated), online (pdf): 

<https://edpb.europa.eu/sites/default/files/webform/public_consultation_reply/obie_submission_to_edpb_on_guid

elines_06.2020_on_the_interplay_of_psd2_and_gdpr.pdf>.  

https://economictimes.indiatimes.com/wealth/save/upi-paynow-launched-who-can-use-daily-limit-how-it-will-benefit-you-explained/articleshow/98114399.cms
https://economictimes.indiatimes.com/wealth/save/upi-paynow-launched-who-can-use-daily-limit-how-it-will-benefit-you-explained/articleshow/98114399.cms
https://edpb.europa.eu/sites/default/files/webform/public_consultation_reply/obie_submission_to_edpb_on_guidelines_06.2020_on_the_interplay_of_psd2_and_gdpr.pdf
https://edpb.europa.eu/sites/default/files/webform/public_consultation_reply/obie_submission_to_edpb_on_guidelines_06.2020_on_the_interplay_of_psd2_and_gdpr.pdf
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for banks, but with little to no regulation from the federal level, it means that the onus will remain 

on the entities sharing the data ensure that APIs rise to the required standards. There are also 

potential issues of API compliance in the marketplace, or unsafe data sharing practices.  

 

Data sharing practices and screen scraping  

 

Before APIs were introduced into financial services, TPPs could only access bank account data 

through screen scraping, which greatly increased the risk of harm to a user’s privacy and security. 

Screen scraping102 is the predominant method employed by FinTech103 companies to obtain access 

to data. Screen scraping has long been considered a useful strategy for addressing severe 

information asymmetry in finance and driving competition.104 Banks have traditionally treated 

client data as their own, capturing and storing it on their systems and guarding it on the premise of 

customer confidentiality. This posed significant challenges for new market entrants who required 

the data to properly develop their product and service portfolios and drive their businesses. Screen 

scraping has helped to remove the hurdles that banks were hiding behind, allowing FinTechs to 

compete more effectively.105 

 

 
102 The terms “screen scraping” and “web crawling” are sometimes used interchangeably; Seppe vanden Broucke & 

Bart Baesens, Practical Web Scrapping for Data Science (New York: Springer Science+Business Media, 2018).  
103 Brian Hurh et. al, “Consumer Financial Data Aggregation and the Potential for Regulatory Intervention” (2017) 71 

Consumer Fin. L.Q. REP. 20, 21. 
104 Illion, Submission to the Treasury, Parliament of Australia, Inquiry into Future Directions for the Consumer Data 

Right (11 May 2020) 4, online (pdf):  

<https://treasury.gov.au/sites/default/files/2020-03/200305_issues_paper.pdf>.  
105 Senate Select Committee on Financial Technology and Regulatory Technology, Parliament of Australia, 

Interim Report (September 2020) cited in Natalia Jevglevskaja & Ross P Buckley, “Screen Scraping in Australian 

Finance” (2023) UNSWLRS 3 at 2, online (pdf): <https://www.austlii.edu.au/au/journals/UNSWLRS/2023/3.pdf> 

[Jevglevskaja & Buckley, Screen Scraping in Australian Finance]. 

https://treasury.gov.au/sites/default/files/2020-03/200305_issues_paper.pdf
https://www.austlii.edu.au/au/journals/UNSWLRS/2023/3.pdf
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To access customer data, a TPP having a customer's account credentials does not need to enter into 

contractual arrangements with the account-holding institution.106 Without account credentials, a 

TPP must negotiate data access through structured data feeds, which is time-consuming and 

expensive. When API connections are unavailable, the client's service cannot be given and the 

customer is lost.107 Even a minor API glitch, if unaddressed, can have a dramatic impact on time. 

For example, the five-hour shutdown of Amazon’s API in 2015 resulted in thousands of websites 

going offline.108 

 

There are numerous arguments against screen scraping. The first is that handing over user 

credentials is an inherently risky online action that contradicts good security practises and the 

explicit security advice supplied to consumers by governments and most enterprises.109 Screen 

scraping cannot give the same degree of safety that open banking can. A TPP obtains close to 

unlimited control over the customer's account once a user’s credentials are obtained. A TPP can 

then access data that it is not authorised to access, execute financial transactions without the 

customer's permission, and even change the customer's authentication credentials, and locking 

them out of their own.110 

 

 
106 Amanda Cliffe, “To What Extent Does European Law Ensure a Level Playing Field for Fintechs in the Payment 

Services Sector?” (2022) 18(1) European Competition Journal 168, 174. 
107 Don Cardinal and Nick Thomas, Data Access Technology Standards in Linda Jeng (ed), Open Banking (Oxford 

University Press, 2022) at 93. 
108 Kirillova, Victoria. “Open banking API monitoring: What it is and why it matters”, (20 October 2021), online 

(blog): Relevant Software <https://relevant.software/blog/open-banking-api-monitoring/>.  
109 Evidence to Select Committee on Financial Technology and Regulatory Technology, Senate, Parliament of 

Australia, Melbourne, 30 January 2020, 33 (Xavier Shay) cited in Jevglevskaja & Buckley, Screen Scraping in 

Australian Finance at supra note 105 at 293; Evidence to Select Committee on Financial Technology and 

Regulatory Technology, Senate, Parliament of Australia, Melbourne, 30 January 2020, 13 (Lisa Schutz) cited in 

Jevglevskaja & Buckley, Screen Scraping in Australian Finance at supra note 105 at 293. 
110 Bank for International Settlements, Report at supra note 32 at 9. 

https://relevant.software/blog/open-banking-api-monitoring/
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Another argument against screen scraping is that data security systems and mechanisms for TPPs 

are often times not comparable to the systems used by longstanding banks hosting the accounts 

and supplying the user credentials.111 In the realm of banking, there exist additional considerations 

pertaining to cybersecurity due to the sensitivity of financial information, data breaches, and the 

assignment of culpability for illegal activities, particularly in situations where login credentials are 

provided to facilitate the extraction of account information.112 Banks and large financial 

institutions, from which screen scrapers have traditionally harvested data, have raised concerns 

about this practice and pushed for it to be abandoned.113 Screen scraping could potentially breach 

the terms and conditions that customers enter into when opening accounts once the login details 

are shared with a third party. There is a valid concern that this practice undermines the measures 

put in place by banks aimed at preventing fraudulent activities.  

 

Apart from the security issues, the primary distinction between screen scraping and open banking’s 

API driven approach is in the aspect of consent. In open banking, it is possible for customers to 

use their right to withdraw consent for the access of their personal data at any given point in time. 

In screen scraping, it is necessary for customers to modify their login credentials in order to 

enhance the security of their accounts. The implementation of open banking enhances security 

measures and empowers consumers with increased autonomy over their personal data. 

 

 
111 Jane Winn, Benjamin Wright & Wolters Kluwer, The Law of Electronic Commerce (at 4th ed, Supp 2020–1) at 7–

130.  
112 Australian Securities & Investments Commission, “Consultation Paper 20 Account aggregation in the financial 

services sector” Australian Securities & Investments Commission, Consultation Paper (2001), online (pdf):  

<https://asic.gov.au/regulatory-resources/find-a-document/consultation-papers/cp-20-account-aggregation-in-

the-financial-services-sector/>  at 46; Han-Wei Liu, “Two Decades of Laws and Practice Around Screen Scraping 

in the Common Law World and its Open Banking Watershed Moment” (2020) WILJ 28.   
113 Global Risk Institute, Data Sharing Frameworks, supra note 92 at 7.  

https://asic.gov.au/regulatory-resources/find-a-document/consultation-papers/cp-20-account-aggregation-in-the-financial-services-sector/
https://asic.gov.au/regulatory-resources/find-a-document/consultation-papers/cp-20-account-aggregation-in-the-financial-services-sector/
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The use of APIs as a replacement for screen scraping and the lack of established open banking 

standards will need to be introduced gradually in stages. This means that it would facilitate the 

implementation of a contingency plan in case the open banking APIs encounter reliability issues. 

Reliability issues often arise from errors that occur during API interactions because it will take 

time for banks to be able to build trusted and reliable APIs.114 Because there is no universal identity 

management framework, businesses must rely on their developers to design their own management 

systems. Without sufficient documentation or style guides, different teams of developers inside 

the business may develop varying standards for how APIs are built and used, resulting in 

integration and management challenges. Additionally, screen scraping allows open banking 

connectivity in countries that have no open banking regulation.115 

 

FinTechs, TPPs, and data platforms who benefit from this practice continue to defend their position 

by showcasing the use of encryption and other security measures while also blaming banks for 

delaying or refusing to share data through APIs.116 Even amid these discussions, it is clear that in 

order for data to work the way it needs to through open banking, APIs are the best mechanism to 

do so, especially for crossborder transactions, which are discussed below.  

 

 

 

 

 
114 Nydia Remolina, “Open banking: Regulatory challenges for a new form of financial intermediation in a data-driven 

world” SMU Centre for AI & Data Governance Research Paper No. 2019/05, online (pdf): 

<https://ink.library.smu.edu.sg/cgi/viewcontent.cgi?article=1006&context=caidg>.  
115 Roland Mesters, “Can we please stop using screen scraping for bank connectivity?)” (14 December 2021), online 

(blog): Fin Extra <https://www.finextra.com/blogposting/21403/can-we-please-stop-using-screen-scraping-for-bank-

connectivity>.  
116 Global Risk Institute, Data Sharing Framework, supra note 92 at 8. 

https://ink.library.smu.edu.sg/cgi/viewcontent.cgi?article=1006&context=caidg
https://www.finextra.com/blogposting/21403/can-we-please-stop-using-screen-scraping-for-bank-connectivity
https://www.finextra.com/blogposting/21403/can-we-please-stop-using-screen-scraping-for-bank-connectivity
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2.4 Crossborder transactions in open banking  

 

There is no doubt that open banking will create a demand for more crossborder transactions This 

section discusses what crossborder transactions in open banking may look like. As mentioned up 

to this point, APIs are at the heart of open banking, and they allow systems to communicate with 

each other. These systems can either be within or outside of Canada. Despite their location, there 

is a need for smooth integration of technology systems, and this is driving a movement towards 

interoperability. The goal of open banking in Canada is for the system to eventually work with and 

in other countries. 

 

A crossborder payment which is a popular feature of the international monetary system.117 These 

types of payments enable the exchange of goods and services between nations, the settlement of 

financial contracts between individuals and corporations across borders and the channeling of 

international aid.118 A typical crossborder transaction will involve one or several correspondent 

banking links, as well as payments made through the domestic payment and settlement systems.119 

This demonstrates the importance of the push for digitization through open banking and the need 

for effective mechanisms for data to be transferred across borders.   

 

Let us briefly revisit Use Case 3, Linking Payments that was mentioned above. In that example, 

a customer conducts day-to-day banking with one entity but has loan and other credit facilities 

 
117 Hector Perez Saiz, Longmei Zhang, & Iyer, Roshan, “Currency Usage for Cross Border Payments” (2023) 

International Monetary Fund, Working Paper No. 2023/072, online: <https://ssrn.com/abstract=4410555>. 
118 Ibid. 
119 Borja Clavero, “Custodians of Cash: An Integrated View of Money, Banking, Custody, and Funds and Securities 

Settlements (unpublished), (2023) online: <https://papers.ssrn.com/sol3/papers.cfm?abstract_id=4366541>. 

https://ssrn.com/abstract=4410555
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=4366541


   

 

  40 
 

with another entity. The applicability of open banking for crossborder transactions could see a 

direct credit transfer from a bank in Canada being used to pay the principal and interest on a credit 

card or loan domiciled at a bank in Australia. This would have APIs connecting to each other to 

facilitate the transactions in a way that makes it appear that all accounts were held by one large 

bank. Currently, under traditional and internet banking, a customer who intends to perform such a 

transaction only has the option of using a wire transfer payment, which can be costly and time 

consuming.   

  

Governments will have to grapple with how to promote both the benefits of open banking and the 

safeguards of data protection while enabling crossborder trade and capital flows.120 Based on the 

example above in Use Case 3, Linking Payments, the way to achieve this is to ensure that the 

systems are interoperable and that they can communicate with each other.  

 

Up to this point, the discussion on open banking has been general, however, it is useful to consider 

the approaches in Australia and the UK where open banking has been operational for a few years.  

 

2.5 International approaches to Open Banking 

 

The adoption of open banking in several international markets has undoubtedly yielded valuable 

insights that Canada should closely consider. This section briefly looks at the operation of open 

banking in the UK and Australia which are well advanced with their systems. I provide an 

 
120 See generally Open ID, Open Banking and Open Data: Ready to Cross Borders? (California: The Open ID 

Foundation, 2023), online (pdf): <https://openid.net/wordpress-content/uploads/2023/01/OIDF-Whitepaper_Open-

Banking-and-Open-Data-Ready-to-Cross-Borders_Final.pdf>. 

https://openid.net/wordpress-content/uploads/2023/01/OIDF-Whitepaper_Open-Banking-and-Open-Data-Ready-to-Cross-Borders_Final.pdf
https://openid.net/wordpress-content/uploads/2023/01/OIDF-Whitepaper_Open-Banking-and-Open-Data-Ready-to-Cross-Borders_Final.pdf
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overview of how these systems work and whether there are any aspects which could potentially 

apply to Canada’s potential roll out of open banking.  

 

Australia  

Open banking in Australia falls under the Consumer Data Right (CDR) which allows consumers 

to safely share the data that businesses hold about them and proves them with the option to compare 

products and services to find offers that best match their needs.121 The CDR is established under 

the Treasury Laws (Consumer Data Right) Act122 and comprises of three key elements which are 

that:  

(i) customers having greater access to and control over their banking data;  

(ii) banks are required to share product and customer data with customers; and,  

(iii) with the consent of the customer, banks being required to share product and 

customer data with accredited third parties.  

 

The interesting feature in Australia is that TPPs require accreditation in order to operate under the 

open banking system. Accreditation is addressed at Part 5 of the Competition and Consumer 

(Consumer Data Right) Rules 2020123 by the Australian Competition and Consumer Commission, 

as the lead regulator for open banking. TPPs must adhere to strict accreditation criteria to be 

eligible to offer services in open banking which include i) demonstrating that it is a fit and proper 

organization to manage the CDR right, ii) it has taken steps to adequately protect data from misuse, 

 
121 The Australian Competition and Customer Commission, “The Consumer Data Right” (online), pdf: 

https://www.accc.gov.au/by-industry/banking-and-finance/the-consumer-data-

right#:~:text=The%20Consumer%20Data%20Right%20allows,with%20other%20sectors%20to%20follow.  
122 Treasury Laws Amendment (Consumer Data Right) Act 2019 (Cth) ('CDR Act'). 
123 Competition and Consumer (Consumer Data Right) Rules 2020, Compilation No. 3 (23 December 2020). 

https://www.accc.gov.au/by-industry/banking-and-finance/the-consumer-data-right#:~:text=The%20Consumer%20Data%20Right%20allows,with%20other%20sectors%20to%20follow
https://www.accc.gov.au/by-industry/banking-and-finance/the-consumer-data-right#:~:text=The%20Consumer%20Data%20Right%20allows,with%20other%20sectors%20to%20follow
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interference, loss, unauthorised access, modification or disclosure, and iii) have adequate insurance 

to compensate CDR customers from any loss that might occur from a breach.124 The regulator has 

recently released updated guidelines on the CDR accreditation process to reflect the latest CDR 

Rules. 

 

The CDR Rules established on this legislative foundation oblige data holders to release CDR data 

in response to valid consumer data requests made by CDR consumers. There are three types of 

requests that can be made to a data holder to disclose CDR data: (i) product data requests made by 

any person; (ii) consumer data requests and (iii) consumer data requests made on behalf of CDR 

consumers by accredited persons.  

 

In Australia, open banking is used to help businesses to offer lower service charges by providing 

alternative payment methods such as eWay, ANZ eGate, Square.125 Open banking services have 

also simplified the credit risk evaluation process for customers and have also contributed to higher 

conversion rates for foreign exchange services.126 The experience in Australia demonstrate that 

optimal combination of regulatory supervision and collaborative efforts, can promote the 

widespread acceptance and implementation of open banking, which is an important lesson for 

Canada.127  

 
124 Ibid, s. 5.12 
125 KMS Solutions, “How Open Banking APIs are Revolutionizing the Australian Financial Services Industry” 

(August 24 2023), online: Medium <https://medium.com/@KMSSolutions/how-open-banking-apis-are-

revolutionizing-the-australian-financial-services-industry-

3b07ce14902c#:~:text=Open%20banking%20APIs%20have%20emerged,way%20financial%20services%20are

%20delivered.>. 
126 Ibid.  
127 Robert Lewis, “Navigating Open Banking: Canada’s Journey Toward Implementation and the Road to a Hybrid 

Model” (23 August 2023), online (blog): Fintech Canada <https://www.fintech.ca/2023/08/29/navigating-open-

banking-in-canada/>.  

https://medium.com/@KMSSolutions/how-open-banking-apis-are-revolutionizing-the-australian-financial-services-industry-3b07ce14902c#:~:text=Open%20banking%20APIs%20have%20emerged,way%20financial%20services%20are%20delivered
https://medium.com/@KMSSolutions/how-open-banking-apis-are-revolutionizing-the-australian-financial-services-industry-3b07ce14902c#:~:text=Open%20banking%20APIs%20have%20emerged,way%20financial%20services%20are%20delivered
https://medium.com/@KMSSolutions/how-open-banking-apis-are-revolutionizing-the-australian-financial-services-industry-3b07ce14902c#:~:text=Open%20banking%20APIs%20have%20emerged,way%20financial%20services%20are%20delivered
https://medium.com/@KMSSolutions/how-open-banking-apis-are-revolutionizing-the-australian-financial-services-industry-3b07ce14902c#:~:text=Open%20banking%20APIs%20have%20emerged,way%20financial%20services%20are%20delivered
https://www.fintech.ca/2023/08/29/navigating-open-banking-in-canada/
https://www.fintech.ca/2023/08/29/navigating-open-banking-in-canada/
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The UK 

The UK has also provided valuable insights into the potential benefits of implementing an open 

banking system based on its robust regulatory oversight and the adoption of established processes. 

Open banking in the UK is established under the Retail Banking Market Investigation Order, 

2017128 which made under the Enterprise Act129 and is also governed by the Payment Services 

Regulation130 (‘PSR’).131 Open banking’s development in the UK has been influenced by the EU’s 

Second Payment Services Directive (PSD2)132 on payment services in the internal market. 

 

The UK requires that participating APIs are certified by the financial regulator and added to a 

whitelist of services before they are allowed to operate on the market is partially responsible for 

open banking's security success.133 This may be a worthwhile practice for Canada to consider, 

which could potentially limit the potential for data breaches. 

 

According to recent data, the number of open banking payments processed in the UK increased to 

68.2 million in 2022, up from 25.2 million the previous year, thanks to additional payment options 

and merchant acceptance.134 According to Open Banking Limited, the month-on-month growth 

 
128 Retail Banking Market Investigation Order, 2017 (UK), online (pdf): 

<https://assets.publishing.service.gov.uk/media/5a759cc7ed915d506ee80283/retail-banking-market-

investigation-order-2017.pdf>.  
129 Enterprise Act 2002 (UK), ch 40, online: <https://www.legislation.gov.uk/ukpga/2002/40/contents>.  
130 Payment Services Regulation 2017 No. 752 (UK), online: 

<https://www.legislation.gov.uk/uksi/2017/752/introduction/made>.  
131 Ibid. 
132 PSD2, supra note 11. 
133 12 Open Banking Ltd, “Open Banking: Guidelines for read/write participants” (May 2018), online (pdf): 

<https://www.openbanking.org.uk/wp-content/uploads/Guidelines-for-Read-Write-Participants.pdf>  
134 Ellie Duncan, “UK sees growth in Open Banking payments in 2022 as use cases proliferate” (31 March 2023) 

online: < https://www.openbankingexpo.com/news/uk-sees-growth-in-open-banking-payments-in-2022-as-use-

case-proliferate/>.  

https://assets.publishing.service.gov.uk/media/5a759cc7ed915d506ee80283/retail-banking-market-investigation-order-2017.pdf
https://assets.publishing.service.gov.uk/media/5a759cc7ed915d506ee80283/retail-banking-market-investigation-order-2017.pdf
https://www.legislation.gov.uk/ukpga/2002/40/contents
https://www.legislation.gov.uk/uksi/2017/752/introduction/made
https://www.openbanking.org.uk/wp-content/uploads/Guidelines-for-Read-Write-Participants.pdf
https://www.openbankingexpo.com/news/uk-sees-growth-in-open-banking-payments-in-2022-as-use-case-proliferate/
https://www.openbankingexpo.com/news/uk-sees-growth-in-open-banking-payments-in-2022-as-use-case-proliferate/
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rate of open banking payments is roughly 10%. This shows the potential for open banking’s growth 

in a short manner of time.135  

 

The motivations for open banking in Canada may differ from Australia and the UK’s approaches. 

For the UK open banking movement was primarily motivated by a desire to give consumers more 

control over their data and to increase market competitiveness. Australia’s implementation 

introduced its universal CDR framework which is expected to be useful in other industries outside 

of financial services such as telecommunications and energy.  

 

In this chapter, we have explored the foundations of open banking having regard to the aims and 

objectives put forward by the Advisory Committee to understand how open banking is likely to 

operate. The five Use Cases mentioned provide a limited snapshot of just how open banking can 

work, once established. There are many technical considerations associated with the reliance on 

APIs rather than screen scraping. API, however, pose certain security risks which, if not managed 

properly, could have detrimental effects on customers as well as the potential open banking system. 

Any open banking model in Canada would have to be premised on a regulated standard which 

allows for checks and balances in keeping with the current privacy and cybersecurity laws, which 

are discussed extensively in the next chapter.   

 
135 Ibid. 
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Chapter 3 - Data Protection and Financial Data 

 

In most jurisdictions where open banking is operational, general privacy and cybersecurity laws 

apply because banks and TPPs deal with financial data during transactions. This chapter focuses 

on existing Canadian privacy laws while trying to ascertain whether the current legislative 

framework allows for a data portability right and how customer consent for open banking should 

be understood. Both data portability and consent are big ticket items for open banking to work 

smoothly. To aid the discussions, the prospective reforms to PIPEDA are discussed and how those 

reforms may play a part in the set-up of open banking.  

 

3.1 Purpose of Data Protection Regimes 

 

Data protection laws are generally focused on the collection, use and disclosure of personal 

information for a commercial purpose. These provisions require organizations to take reasonable 

technical, physical and administrative measures to protect personal information against loss or 

theft, unauthorized access, disclosure, copying, use, modification or destruction.136 PIPEDA’s 

preamble describes it as “an Act to support and promote electronic commerce by protecting 

personal information that is collected, used or disclosed in certain circumstances, by providing for 

the use of electronic means to communicate or record information or transactions…” This 

demonstrates from the start that data protection laws have the task of balancing commercial interest 

with the protection of personal information. 

 
136 Jan Tscheke and Vincenzo Spiezia, “International agreements on cross-border data flows and international trade: 

a statistical analysis” (2020) OECD Science, Technology and Industry, Working Paper 2020/09 p16, online (pdf):  

<https://www.oecd-ilibrary.org/deliver/b9be6cbf-en.pdf?itemId=/content/paper/b9be6cbf-en&mimeType=pdf>.  

https://www.oecd-ilibrary.org/deliver/b9be6cbf-en.pdf?itemId=/content/paper/b9be6cbf-en&mimeType=pdf
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The relationship between crossborder data flows, privacy policies and economic outcomes is a 

complicated one since there are times where commercial interests may have to give way for a more 

stringent data protection system. In many countries, the lack of empirical evidence on this trade-

off has led to a polarized debate about the economic costs and benefits of crossborder data 

policy.137 Open banking must carefully navigate the line between becoming a commercially viable 

system that makes Canada the financial choice for various transactions, while ensuring that there 

are structures in place to safeguard personal information moving within and outside of Canada.  

 

I mentioned earlier that the OPC provides advice and information about protecting personal 

information.138 The OPC does this to check compliance with PIPEDA and the Privacy Act.139 The 

former Privacy Commissioner, Daniel Therrien said the following in relation to the National 

Digital and Data Consultations140 where he noted that:  

The digital revolution is causing us to examine some of the most fundamental questions of 

our time…It is not an exaggeration to say that the digitization of so much of our lives is 

reshaping humanity. There are lofty ambitions for the power of digital technologies and 

big data, and its anticipated ability to drive productivity, growth and competitiveness, and 

improve our lives in various ways. Yet, at the same time, we have reached a critical tipping 

point upon which privacy rights and democratic values are at stake.141  

 
137 Ibid. 
138 Section 1.3(a). 
139 RSC 1985, c P-21. 
140 These consultations were announced on June 19, 2018 as the next step in Canada’s Innovation and Skills Plan; 

Canada, New Release, “Government of Canada launches national consultations on digital and data transformation” 

(19 June 2018), online:  <https://www.canada.ca/en/innovation-science-economic-

development/news/2018/06/government-of-canada-launches-national-consultations-on-digital-and-data-

transformation.html>.  
141 Office of the Privacy Commissioner of Canada, “Submission to Innovation, Science and Economic Development 

Canada”, 23 November 2018, online: <https://www.priv.gc.ca/en/opc-actions-and-decisions/submissions-to-

consultations/sub_ised_181123/?wbdisable=true>.  

https://www.canada.ca/en/innovation-science-economic-development/news/2018/06/government-of-canada-launches-national-consultations-on-digital-and-data-transformation.html
https://www.canada.ca/en/innovation-science-economic-development/news/2018/06/government-of-canada-launches-national-consultations-on-digital-and-data-transformation.html
https://www.canada.ca/en/innovation-science-economic-development/news/2018/06/government-of-canada-launches-national-consultations-on-digital-and-data-transformation.html
https://www.priv.gc.ca/en/opc-actions-and-decisions/submissions-to-consultations/sub_ised_181123/?wbdisable=true
https://www.priv.gc.ca/en/opc-actions-and-decisions/submissions-to-consultations/sub_ised_181123/?wbdisable=true
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The National Digital and Data Consultations arose in 2018 as part of the Government of Canada’s 

overall strategy to position the country as a global leader in an increasingly fast-paced digital and 

data-driven economy.142 The goal of these consultations was to develop a national strategy for 

Canada’s data economy based on three pillars of business innovation, skills development, and trust 

and privacy.143 While these consultations did not specifically lead to the Advisory Committee’s 

work on open banking, which was already in progress, both may be understood as the desire for 

industries to use digital technologies and data to better understand customer needs.  

 

Data protection regimes serve an important function in relation to the protection of personal 

information and is crucial to help prevent cybercrimes by ensuring details and contact information 

are protected to prevent fraud.144 There is a delicate balance that will need to be struck between 

the access to financial data that comes with open banking and ensuring that data is protected. The 

OPC will have a very important role as open banking continues its development. The OPC’s 

position and views on open banking form the basis of discussions in the section below.  

  

 
142 Ibid. 
143 Business Council of Canada, “National data and digital consultations roundtable report with Hon. Navdeep Bains” 

(24 September 2018), online (blog): The Business Council of Canada 

<https://thebusinesscouncil.ca/report/national-data-and-digital-consultations-roundtable-report/>.  
144 The University of Queensland, “Why information protection is important” (undated), online (blog): Data at UQ  

<https://data.uq.edu.au/data-and-information-essentials/why-information-protection-important>.  

https://thebusinesscouncil.ca/report/national-data-and-digital-consultations-roundtable-report/
https://data.uq.edu.au/data-and-information-essentials/why-information-protection-important
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3.2 The OPC’s position on open banking  

 

In terms of open banking, the OPC, made Submissions to the Department of Finance Canada called 

the Review into the Merits of Open Banking.145 These comments predate the Advisory 

Committee’s Final Report and the OPC has not made any further comments on open banking since 

the passage of the Final Report. In its Review into the Merits of Open Banking, the OPC expressed 

ongoing apprehension regarding the responsible implementation of financial sector innovations. 

The OPC emphasizes the necessity of concurrent legislative actions in privacy legislation to 

guarantee sufficient safeguarding of individuals' personal information.146 The involvement and 

scope of automated algorithms in open banking give rise to privacy concerns related to 

transparency and accountability, among other issues. These concerns can provide obstacles for 

individuals seeking to access their information and contest compliance.147 

 

The OPC’s Review into the Merits of Open Banking notes that in order to enhance consumer trust, 

confidence, and engagement in the digital economy, there exists a necessity for bolstered data 

protection measures and regulatory frameworks.148 The OPC proposes amendments to PIPEDA in 

order to grant enhanced enforcement capabilities, such as the authority to issue orders and levy 

penalties for violations of the legislation. These reforms and proposals in Canadian privacy and 

cybersecurity are explored in greater detail below.149 The OPC notes the benefits associated with 

 
145 Office of the Privacy Commissioner of Canada, “Review into the Merits of Open Banking, Submission to the 

Department of Finance Canada”, (11 February 2019), online: <https://www.priv.gc.ca/en/opc-actions-and-

decisions/submissions-to-consultations/sub_fc_190211/> [OPC Review into the Merits of Open Banking]. 
146 Ibid at para 13. 
147 Ibid at para 14. 
148 Ibid at para 15. 
149 Ibid. 

https://www.priv.gc.ca/en/opc-actions-and-decisions/submissions-to-consultations/sub_fc_190211/
https://www.priv.gc.ca/en/opc-actions-and-decisions/submissions-to-consultations/sub_fc_190211/
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open banking and cautions against risks as part of open banking’s design.150 The OPC notes in a 

sentence that “The best way for Canada to position itself as a digital innovation leader is to 

demonstrate how we can establish a framework for innovation that also successfully protects 

Canadian values and rights, including privacy, human and democratic rights.”151 This is a 

disappointing stance to take, especially given the limitations of PIPEDA and the numerous reforms 

that are on the way, which are discussed later in this chapter. It may just be that the OPC has 

deliberately not chosen to stick its head in the race yet and may do so once the development of 

open banking is further along.  

 

The OPC’s Review into the Merits of Open Banking also did not explore the extent to which data 

transfers take place across borders, but there are many rules about how to protect data transfers 

across borders. This element is discussed in greater detail in Chapter 4. The Organisation for 

Economic Co-operation and Development (OECD) published a policy toolkit to help get national 

privacy and data security rules to work better with each other across borders, which can serve as 

useful guidance for the purposes of open banking.152 The OECD calls for interoperability of 

privacy and data protection frameworks.153 However, despite these efforts, the methods to 

protecting data are still mostly disjointed, not standardized, and ineffective.154 It is worthwhile to 

review the rules of privacy and data protection generally and assess their applicability to financial 

data in the context of open banking and crossborder data transfers.  

 
150 Ibid at para 46. 
151 Ibid at para 47. 
152 Lisa Robinson, Kosuke Kizawa & Elettra Ronchi, “Interoperability of privacy and data protection frameworks,” 

Going Digital Toolkit Note No. 21 (OECD, 8 Dec 2021), online (pdf):  

<http://goingdigital.oecd.org/data/notes/No21_ToolkitNote_ PrivacyDataInteroperability.pdf.>. 
153 Ibid at 4. 
154 Gregory Voss, “Obstacles to Transatlantic Harmonization of Data Privacy Law in Context” (2019) U. Ill. J.L. Tech. 

& Pol'y 405-463 (“Harmonization could possibly obviate such difficulties, and there is a window of opportunity 

to achieve this with discussion in the United States of a potential federal data privacy law.”). 

http://goingdigital.oecd.org/data/notes/No21_ToolkitNote_%20PrivacyDataInteroperability.pdf.
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The OPC’s position can be described as somewhat neutral. This is rather surprising given the 

implications that open banking are likely to have on data flows once it is fully operational. The 

Review into the Merits of Open Banking, however notes that the OPC is unclear of communication 

protocols that will be developed and approved in open banking, the players who are involved as 

well as the identification and authentication protocols that will be implemented.155 This means that 

the OPC could weigh in at a later date once the Department of Finance Canada provides an update 

on the structure of open banking. In the meantime, it is useful to explore the current privacy laws 

that would apply to open banking.  

 

3.3 Privacy and Data Protection in Canada 

 

The privacy and cybersecurity obligations for banks are set down in two legislative frameworks: 

i) privacy and cybersecurity, and ii) financial services and banking. Although the terms “data 

protection” and “privacy” are similar, there are differences.156 That distinction is beyond the 

intended scope of this research,157 but I use both terms throughout interchangeably, to avoid 

confusion.    

 

 
155 Review into the Merits of Open Banking at supra note 145 at para 43. 
156 See generally Lee A. Bygrave, Data Privacy Law an International Perspective (Oxford: Oxford University Press, 

2014) (“Data privacy (or data protection) is also not fully commensurate with privacy, at least if the latter is defined 

in terms of non-interference, limited accessibility, or information control” (citation omitted)).  Some, however, see 

the term “data protection” as overly technical and concentrating on the data rather than the person as the object of 

protection.” at 11. 
157 Graham Greenleaf, Asian Data Privacy Laws: Trade & Human Rights Perspectives (Exford: Oxford University 

Press, 2014) (Professor Graham Greenleaf comments as follows about certain differences: the concept of “data 

protection” (or “data privacy,” which is the term used in this book) is now relatively well defined as a set of “data 

protection principles,” which include an internationally accepted set of minimum principles plus additional 

principles which are evolving continually through national laws and international agreements. “Privacy” also 

encompasses aspects of physical privacy which are not part of data privacy.  In addition, “data privacy” laws only 

apply to data processing that occurs outside the sphere of family and personal affairs, where “privacy protection” 

is not so restricted.) 
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On one hand, there is a privacy and cybersecurity regime158 and on the other, there is financial 

services and banking regime.159 This means that both sets of legislation may apply as there are 

provisions affecting personal information in banking law.160 For example, the Bank Act has 

provisions regulating the use and disclosure of personal financial information by banks which is 

regulated by the Office of the Superintendent of Financial Institution’s (OSFI). 

 

There are two federal privacy laws: (1) the Privacy Act, which covers how the federal government 

handles personal information and (2) PIPEDA, which covers how private sector entities handle 

personal information. Personal information means “information that on its own or combined with 

other pieces of data, can identify you as an individual.”161 The OPC has listed financial information 

as a type of personal information.162 

 

Alberta, British Columbia and Québec have their own private-sector privacy laws which have been 

deemed substantially similar to the PIPEDA: 

i. Alberta: Personal Information Protection Act,163 (“Alberta PIPA”). 

 
158 Emily B. Laidlaw, “Privacy and Cybersecurity in Digital Trade: The Challenge of Cross Border Data Flows” (2021) 

Global Affairs Canada, Research Paper, at 5 online: 

<https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3790936> [Laidlaw]; Professor Laidlaw distinguishes 

between privacy and cybersecurity. She notes that “Some scholars, such as Jeff Kosseff, view privacy and 

cybersecurity as separate but intersecting areas of the law. He frames cybersecurity as safeguarding data from 

unlawful access, and privacy law as restricting uses of data… In Canada, privacy and cybersecurity are not as 

siloed in law and policy. For example, our private sector privacy law, the Personal Information Protection and 

Electronic Documents Act (PIPEDA) is the vehicle through which many company cybersecurity standards are set. 

The privacy tort (intrusion on seclusion) has been the basis for class actions for data breaches, although there has 

been no merits decision so far. Arguably, privacy and cybersecurity are now converging.”) 
159 Discussed above at 2.1.  
160 For example, the obligations of directors to establish and oversee policies protecting confidentiality, remain in the 

Bank Act, supra note 22, s 157(2)(c). 
161 PIPEDA, section 2 
162 Office of the Privacy Commissioner of Canada, ‘‘Summary of Privacy Laws in Canada” (January2018), online: 

<www.priv.gc.ca/en/privacy-topics/ privacy-laws-in-canada/02_05_d_15/>[OPC Summary]. 
163 Personal Information Protection Act SA 2003, c P-6.5 

https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3790936
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ii. British Columbia: Personal Information Protection Act,164 (“BC PIPA”). 

iii. Québec: Act Respecting the Protection of Personal Information in the Private Sector,165 

(“Québec Act”). 

 

Organisations that collect, use or disclose personal information from within these provinces are 

generally exempt from the PIPEDA.166  However, PIPEDA is applicable to organisations that 

transfer personal information outside of these provinces (including to other provinces).167  

 

PIPEDA applies to: (i) private-sector entities across Canada that collect, use or disclose personal 

information in the course of a commercial activity,168 (ii) personal information of employees of 

federally regulated businesses, including banks, airlines and telecommunications companies,169 

and (iii) where personal information is transferred, in the course of commercial activities, across 

the provincial, territorial and national borders of Canada.170  It is important to bear in mind that 

PIPEDA is in relation to a commercial activity in which personal information is collected, used, 

or disclosed by an organization.171 

 

 
164 Personal Information Protection Act SBC 2003, c 63. 
165 Act Respecting the Protection of Personal Information in the Private Sector CQLR c P-39.1 
166 Office of the Privacy Commissioner of Canada, “Provincial laws that may apply instead of PIPEDA” (May 

2020), online: <https://www.priv.gc.ca/en/privacy-topics/privacy-laws-in-canada/the-personal-information-

protection-and-electronic-documents-act-PIPEDA/r_o_p/prov-PIPEDA/>  
167 Ibid. 
168 PIPEDA, supra note 1, s. 2(1); “commercial activity” means any particular transaction, act or conduct or any 

regular course of conduct that is of a commercial character, including the selling, bartering or leasing of donor, 

membership or other fundraising lists. 
169 Ibid. 
170 See Office of the Privacy Commissioner of Canada, “Summary of privacy laws in Canada” (January 2018), online: 

<https://www.priv.gc.ca/en/privacy-topics/privacy-laws-in-canada/02_05_d_15/#heading-0-04>   [OPC Summary of 

Privacy Laws]. 
171 PIPEDA, supra note 1, s. 2. 

https://www.priv.gc.ca/en/privacy-topics/privacy-laws-in-canada/the-personal-information-protection-and-electronic-documents-act-pipeda/r_o_p/prov-pipeda/
https://www.priv.gc.ca/en/privacy-topics/privacy-laws-in-canada/the-personal-information-protection-and-electronic-documents-act-pipeda/r_o_p/prov-pipeda/
https://www.priv.gc.ca/en/privacy-topics/privacy-laws-in-canada/02_05_d_15/#heading-0-04
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PIPEDA requires organisations to comply with a set of legal obligations that are based on what 

are described as ten guiding principles172 that ought to be complied with when there is a collection, 

use or discourse of personal information. I will briefly explain the principles below and how they 

could apply to an open banking system.  

1. Principle 1: accountability173 

The accountability principle ensures that an organization is held responsible for protecting 

individual privacy rights. PIPEDA Principle 4.1.3 states that an organization is responsible 

for personal information in its possession or custody, including information that has been 

transferred to a third-party for processing. In open banking this means that the entities 

involved in a transaction such as banks and TPPs will bear the responsibility of ensuring 

that the handling of personal information complies for the principles set out in Schedule 1 

of PIPEDA. 

2. Principle 2: identifying purposes174 

This principle means that a customer to an open banking transaction would have to 

understand how their collected personal information will be used or disclosed by a bank or 

TPP.  

3. Principle 3: consent175 

This principle requires knowledge and consent of the individual for the collection, use or 

disclosure of personal information, however, organizations can collect, use and disclose 

personal information without consent in certain cases, such as when the information is 

 
172 PIPEDA, supra note 1, Schedule 1. 
173 PIPEDA, supra note 1, Schedule 1, 4.10. 
174 PIPEDA, supra note 1, Schedule 1,4.2. 
175 PIPEDA, supra note 1, Schedule 1,4.3. 
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publicly available.176 Consent under PIPEDA means that there had to be an informed and 

voluntary agreement by the individual of the organization’s handling of personal 

information. This principle is explored later on in this chapter.  

4. Principle 4: limiting collection177 

This principle’s purpose is to ensure that banks and TPPs only gathered the personal 

information that was relevant for a customer in order to perform a specific transaction. 

Open banking may create further complexities since data is transmitted across multiple 

TPPs for the extent of a single transaction which poses potential risks.   

5. Principle 5: limiting use, disclosure, and retention178 

This principle similarly to Principles 3 and 4, acts as a safeguard to ensure that personal 

information is not used or disclosed for purposes other than those for which it was collected 

or retained beyond a period after the information has fulfilled its purpose. In open banking, 

it is evident that there may be cases where the use purpose of the data changes. This 

principle means that once a transaction has been completed, there is no reason for personal 

information to be retained although one may argue that banks in this case, act as the 

custodians of the customer’s financial profile and will most likely have personal 

information beyond each transaction.  

6. Principle 6: accuracy179 

This principle places an onus on banks and TPPs to ensure that a customer’s personal 

information is accurate, complete and up to date for the purposes of a transaction.  

 
176 Barbara McIsaac, Rick Shields & Kris Klein, The Law of Privacy in Canada Vol 1 (Toronto: Thomson Reuters, 

2016) ch.4 at 4-7. 
177 PIPEDA, supra note 1, Schedule 1,4.3. 
178 PIPEDA, supra note 1, Schedule 1,4.5. 
179 PIPEDA, supra note 1, Schedule 1,4.6. 
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7. Principle 7: safeguards180 

This is perhaps one of the more relevant principles when considering open banking and 

requires banks and TPPs to protect personal information by security safeguards appropriate 

to the sensitivity of the information.  

8. Principle 8: openness181 

This principle requires banks and TPPs to detail personal management practices that are 

clear, easy to understand and readily available. This is discussed further Chapter 5.  

9. Principle 9: individual access182 

This principle allows individuals the ability to access and request information form an 

organization and must be informed of the existence, use and disclosure. This would allow 

for a customer to challenge the accuracy and completeness of information that a bank or 

TPP has in store and the customer could request for such information to be amended.  

10. challenging compliance183 

This principle provides a customer with the opportunity to challenge a bank or TPP’s 

compliance with fair information principles. This means that individuals can use to 

challenge an organization's compliance with the other nine principles outlined above.  

 

Organizations engaged in open banking will be subject to these sets of legal obligations. It is 

noteworthy that the principles of accountability, consent, safeguards, and individual access stand 

out as some of the more prominent obligations that will likely be frequently discussed concerning 

 
180 PIPEDA, supra note 1, Schedule 1,4.7. 
181 PIPEDA, supra note 1, Schedule 1,4.8. 
182 PIPEDA, supra note 1, Schedule 1,4.9. 
183 PIPEDA, supra note 1, Schedule 1, 4.10. 
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open banking, with safeguards and consent being the two most pressing obligations, which are 

later explored in this thesis.  

 

It is expected that the OPC will continue to play a vital and complementary role in the way it 

currently does for financial institutions that fall under OSFI jurisdiction. It is interesting that OSFI 

has not yet made any public statement on the impact of open banking on the banks or whether 

there are applicable rules that are worth mentioning. This could, however, be a deliberate action 

on OSFI’s part to leave privacy and cybersecurity issues concerning the potential open banking 

roll out within the remit of the OPC. In the meantime, it is useful to consider the currently privacy 

structure under PIPEDA and whether its objectives can protect financial information travelling 

outside of Canada because as open banking develops and ultimately expands, the protection of this 

information will become critical.  

 

The sensitivity of Financial Information  

 

PIPEDA requires organizations to protect it with safeguards appropriate to sensitivity based on 

fair information principle 7, discussed above. The term “sensitive personal data” does not appear 

in PIPEDA or any Canadian privacy legislation however, the concept of sensitive personal 

information is mentioned in a few provisions.184 Sensitivity is determined on a case-by-case basis 

under PIPEDA.  

 

 
184 PIPEDA, supra note 1, Principle 4.3.4 – Form of Consent Required, Principle 4.7 – Security Safeguards, 

Subsection 7.2(1)(a) – Prospective Business Transactions and Subsection 10.1(8) – Factors to Assess Real Risk of 

Significant Harm. 
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As a result of this, the OPC has published an Interpretation Bulletin on the topic of sensitive 

personal information and its treatment under PIPEDA which includes a person's health and 

financial information, ethnic and racial origins, political opinions, genetic and biometric data, 

sexual orientation or sex life, and religious or philosophical beliefs.185 Financial information is 

extremely sensitive in general, but it must be evaluated in the “context of related financial 

information already in the public domain, the purpose served by making the related information 

public, and the nature of the relationship between the parties and directly affected third parties.”186 

There is no doubt that financial information which will be the main type of personal information 

handled in the open banking area, requires increased precautions to prevent data breaches.  

 

The OPC provided an update in a May 2022 Interpretation Bulletin187 reiterating the extremely 

sensitive nature of financial information. The challenge however, of relying on the OPC’s 

Interpretation Bulletins is that they are not intended to act as a binding legal interpretation, but 

rather a summary and guide for compliance with PIPEDA. There may be calls for a specific 

legislative provision that expressly refers to financial data as being sensitive, thereby requiring 

additional safeguards. 

 

Overall, this section highlights PIPEDA’s aim to strike a balance between the requirement for 

organizations to collect, use, and disclose personal information for purposes that a reasonable 

person would deem proper in the circumstances. Up to this point, it has been established that open 

 
185 Office of the Privacy Commissioner of Canada, “OPC updates guidance regarding sensitive information” (13 

August 2021), online: <https://www.priv.gc.ca/en/opc-news/news-and-announcements/2021/an_210813/>. 
186 RBC v Trang, 2016 SCC 50 at para 36. 
187 Office of the Privacy Commissioner of Canada, “Interpretation Bulletin: Sensitive Information” (May 2022), 

online: <https://www.priv.gc.ca/en/privacy-topics/privacy-laws-in-canada/the-personal-information-protection-and-

electronic-documents-act-PIPEDA/PIPEDA-compliance-help/PIPEDA-interpretation-

bulletins/interpretations_10_sensible/>.  

https://www.priv.gc.ca/en/opc-news/news-and-announcements/2021/an_210813/
https://www.priv.gc.ca/en/privacy-topics/privacy-laws-in-canada/the-personal-information-protection-and-electronic-documents-act-pipeda/pipeda-compliance-help/pipeda-interpretation-bulletins/interpretations_10_sensible/
https://www.priv.gc.ca/en/privacy-topics/privacy-laws-in-canada/the-personal-information-protection-and-electronic-documents-act-pipeda/pipeda-compliance-help/pipeda-interpretation-bulletins/interpretations_10_sensible/
https://www.priv.gc.ca/en/privacy-topics/privacy-laws-in-canada/the-personal-information-protection-and-electronic-documents-act-pipeda/pipeda-compliance-help/pipeda-interpretation-bulletins/interpretations_10_sensible/
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banking will certainly treat with sensitive financial information which will pass between banks 

and TPPs. This brings more responsibilities for these entities to comply with PIPEDA’s fair 

information principles, which all will have impacts on the operation of open banking. The 

foreseeable challenge is balancing privacy protections with commercial interest of open banking 

which aims to give customers more control over their financial information such as data portability, 

which is discussed in the next section.  

 

3.4 Consumer Data Portability  

 

The Final Report notes that a core objective is to realise customers’ right to data portability and 

move to secure, efficient customer-permissioned data sharing in open banking.188 Open banking 

illustrates data portability in action with the possibility for customers to be in full control of their 

financial data. This financial data can be used more extensively for a wider range of reasons in 

open banking than in traditional banking, and this can result in considerable benefits since 

customers would not be limited to a specific bank that houses accounts.189 This section discusses 

data portability along the lines of its scope, its benefits for open banking as well as its drawbacks. 

It also looks at how data portability rights are treated in Australia and the EU based on recent 

developments of a data portability right.  

 

Data portability is not a traditional aspect of data protection; it primarily serves the interests of 

consumer protection and competition law. It is, nevertheless, tied to data protection via the concept 

 
188 Final Report, supra note 7 at 23 
189 OECD (2023), "Data portability in open banking: Privacy and other cross-cutting issues", OECD Digital Economy 

Papers, No. 348, OECD Publishing, Paris, online: >https://doi.org/10.1787/6c872949-en>,  15. 
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of individual control over personal information.190 A data portability right allows an individual to 

move their data to the new entrant. A more equal playing field creates competition that is beneficial 

to individuals while also serving the larger public interest by increasing competition.191 

 

There is no data portability right under PIPEDA and while the absence of one does not act as an 

outright prohibition, this could lead to different interpretations of what the scope of a data 

portability right should be. Canada intends to overhaul its comprehensive privacy law by 

eliminating the current comprehensive privacy law, PIPEDA, and by enacting Bill C-27192, the 

Digital Implementation Act to enact the Consumer Privacy Protection Act (CPPA), Personal 

Information and Data Protection Tribunal Act, and Artificial Intelligence and Data Act.  

 

Section 72 of the CPPA incorporates the concept of data portability by allowing two organizations 

to disclose personal information between them under a data mobility framework. Section 72 of the 

CPPA states that:  

“Subject to the regulations, on the request of an individual, an organization must as soon 

as feasible disclose the personal information that it has collected from the individual to an 

organization designated by the individual, if both organizations are subject to a data 

mobility framework provided under the regulations.” 

[Emphasis added] 

 
190 Teresa Scaassa, “Data Mobility (Portability) in Canada's Bill C-11” (12 January 2021), online (blog) Teresa 

Scassa < https://www.teresascassa.ca/index.php?option=com_k2&view=item&id=338:data-mobility-portability-in-

canadas-bill-c-11&Itemid=80>. 
191 Ibid. 
192 Bill C-27, An Act to enact the Consumer Privacy Protection Act, the Personal Information and Data Protection 

Tribunal Act and the Artificial Intelligence and Data Act and to make consequential and related amendments to other 

Acts, 1st Sess, 44th Parl, 2022, (second reading 24 April 2023), online: <https://www.parl.ca/legisinfo/en/bill/44-1/c-

27> [Bill C-27]. 

https://www.parl.ca/legisinfo/en/bill/44-1/c-27
https://www.parl.ca/legisinfo/en/bill/44-1/c-27
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This proposed section of the CPPA provides a type of data portability where data is transferred 

between organizations and not from organizations to individuals. Data portability is a legal 

entitlement in the EU, which is discussed below but it is worthwhile to note initially that under the 

General Data Protection Regulation (GDPR),193  data can be transferred from an organization to 

an individual. In Québec, the reforms made to its Law 25194 go a bit further, and individuals have 

the right to obtain a copy of the personal information they have provided to an organization in a 

“structured, commonly used, and technological format”, and to have the information transferred 

to any person or body authorized by law to collect such information, subject to certain exceptions. 

This right applies only to computerized personal information that is collected from the individual, 

which means that it excludes information that has been created or inferred using personal 

information.195 

 

Open banking enables data exchange, which is a type of data portability.196 Data portability in 

open banking refers to a consumer's right to direct the sharing of their personal financial 

information with another business and will likely be Canada’s first experiment with a data 

portability right197. While this appears to be a simple concept in theory, it poses difficulties for the 

entity sharing the data (usually the bank).  

 

 
193 EC, General Data Protection Regulation, [2016] OJ, L 119/2016 [GDPR]. 
194 Act respecting the protection of personal information in the private sector, P-39.1. 
195 Québec Private Sector Act, s. 27. 
196 Paul De Hert et al, “The Right to Data Portability in the GDPR: Towards User-Centric Interoperability of Digital 

Services” (2018) 34:2 Computer L & Security Rev 193 at 201-02. 
197 Teresa Scassa, “Data Mobility (Portability) in Canada's Bill C-11” (12 Janaury 2021), online (blog) Teresa 

Scassa <https://www.teresascassa.ca/index.php?option=com_k2&view=item&id=338:data-mobility-portability-in-

canadas-bill-c-11&Itemid=80>.  

https://www.teresascassa.ca/index.php?option=com_k2&view=item&id=338:data-mobility-portability-in-canadas-bill-c-11&Itemid=80
https://www.teresascassa.ca/index.php?option=com_k2&view=item&id=338:data-mobility-portability-in-canadas-bill-c-11&Itemid=80
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Let us revisit Use Case 4, Auto Purchase mentioned earlier. In that scenario, the customer is 

desirous of purchasing a new car. The dealer conducts the credit check and a payment plan in set 

up with a loan agency and overdraft protection from a particular bank.  With a data portability 

feature, this customer could switch out the bank that provides the overdraft feature, through the 

use of APIs and a TPP.  

 

Data portability can be used to improve interoperability across multiple online platforms, provide 

consumers more control over their data, increase competition and innovation, and lower switching 

costs and lock-in effects.198 This means that the customer in Use Case 4, Auto Purchase could see 

reduced switching costs to switch providers.  

 

Let us also take a closer look at Use Case 1, Recurring Payments mentioned earlier. In that 

scenario, open banking facilitated various members of a household with different income sources 

to seamlessly access funds from any source to pay expenses, through account aggregation. What 

if one member from the household decides to exercise the data portability right and move to a TPP 

with less secured APIs? This is a less than ideal situation because based on how open banking is 

structured, once a bad actor gains access through an API or TPP, then it puts all the other members 

in a challenging situation. There are two perspectives worth noting; the first, is that data portability 

is framed as data ownership which gives customers the ability to move data in any way that they 

deem fit, whether or not it leads to an unfavourable outcome and the second, not all APIs or TPPs 

will be the same. Customers will have more control over how to engage with service providers.  

 
198 Gennie Gebhart, Bennet Cyphers, & Kurt Opsahl, “What We Mean When We Say "Data Portability”, (13 

September 2018), online (blog): Elec. Frontier Found <https://www.eff.org/deeplinks/2018/09/what-we-mean-when-

we-say-dataportability.>.  

https://www.eff.org/deeplinks/2018/09/what-we-mean-when-we-say-dataportability
https://www.eff.org/deeplinks/2018/09/what-we-mean-when-we-say-dataportability
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A discussion on a data portability right is best aided by a comparison with current data portability 

laws and regulations under the EU’s GDPR199. Article 20(1) of the GDPR provides that a data 

subject has the right to receive their personal data provided to a data controller (a term used for an 

organization that collect, use and disclose personal information) in a structured, generally used, 

and machine-readable manner, and to transfer the data to another controller without hindrance 

from the controller once there is consent or if processes is carried out by automated means.  One 

of the challenges with Article 20(1) of the GDPR is that the scope of the portable data is not clearly 

defined and that the entitlement to data portability is not readily transferable from one service 

provider to another.  

 

In fact, under Article 20 (2) of the GDPR, data controllers are not required to create or adopt 

interoperable formats, or to keep technically compatible systems in place200 and this right exists 

only where “technically feasible”. This means that a data controller may port its data but is not 

required to ensure that other systems can read it. But the technical problems go beyond data 

interoperability. For data to be truly portable, it has to be interoperable between systems. Data 

controllers in the EU should, but are not required, to make the data interoperable. A major 

difference between the GDPR and PIPEDA is that Canada’s private sector privacy legislation 

frames privacy as data protection and not as a fundamental human right. On paper, the GDPR 

model appears to be more beneficial to consumers. The idea is that by making it easier for fintech 

firms to compete with banks, open banking rules provide borrowers with more and better 

 
199 GDPR, supra note 188 at art. 20, online: <https://gdpr-info.eu/art-20-gdpr/>.  
200 Such as using APIs and developing industry-standards for data formats and interfaces for enabling data 

interoperability. 

https://gdpr-info.eu/art-20-gdpr/
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options.201 Notwithstanding this, the GDPR has been criticized for the lack of accompanying 

security standards.202  

 

There is no indication that the proposed CPPA in Canada intends to go this far, but it does not need 

to because a portability right can be sector specific and rolled out through regulations that provide 

for complete infrastructure, security safeguards and standards.203 This means that a portability right 

does not have to be introduced as a broad privacy right at first, but changes are open banking will 

be the true test of the functionality of a proposed portability right in Canadian privacy law.  

 

While there are benefits for wanting a data portability right, there are two dangers I think are 

associated with such a right in open banking: (1) practical concerns that individuals using data 

portability would either overuse or under use what data that is needed, and (2) security concerns 

about unauthorized data access.  

 

For this and other reasons, academics have critiqued data portability for this inherent contradiction 

with the rights of data security.204 This is because while the right to data portability is an important 

step towards financial autonomy, it should not be viewed as a substitute for legitimate and 

 
201 Susie Allen, “Why Making Banking Data Portable Isn’t Always good for borrowers” (29 July 2022), online 

(blog): Yale Insights <https://insights.som.yale.edu/insights/why-making-banking-data-portable-isnt-always-

good-for-borrowers>.  
202 Martin Brinnen and Daniel Westman, “What’s wrong with the GDPR? Description of the challenges for business 

and some proposals for improvement: (December 2019), online (pdf):  

     < https://www.svensktnaringsliv.se/material/skrivelser/xf8sub_whats-wrong-with-the-gdpr-

webbpdf_1005076.html/What%27s+wrong+with+the+GDPR+Webb.pdf>.  
203 Teresa Scassa, “Replacing Canada’s 20-Year-Old Data Protection Law” (23 December 2020), online (blog): 

Centre for International Governance Innovation <https://www.cigionline.org/articles/replacing-canadas-20-year-

old-data-protection-law/>.  
204 Peter Swire & Yianni Lagos, “Why the Right to Data Portability Likely Reduces Consumer Welfare: Antitrust and 

Privacy Critique” (2013) 72 MD. L. REV. 335, online:  

< https://papers.ssrn.com/sol3/papers.cfm?abstract_id=2159157>.  

https://insights.som.yale.edu/insights/why-making-banking-data-portable-isnt-always-good-for-borrowers
https://insights.som.yale.edu/insights/why-making-banking-data-portable-isnt-always-good-for-borrowers
https://www.svensktnaringsliv.se/material/skrivelser/xf8sub_whats-wrong-with-the-gdpr-webbpdf_1005076.html/What%27s+wrong+with+the+GDPR+Webb.pdf
https://www.svensktnaringsliv.se/material/skrivelser/xf8sub_whats-wrong-with-the-gdpr-webbpdf_1005076.html/What%27s+wrong+with+the+GDPR+Webb.pdf
https://www.cigionline.org/articles/replacing-canadas-20-year-old-data-protection-law/
https://www.cigionline.org/articles/replacing-canadas-20-year-old-data-protection-law/
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=2159157


   

 

  64 
 

comprehensive privacy protections. This research highlights that the open banking ecosystem is 

fraught with risk and that data portability cannot be a freewheeling right but should be more secure. 

For example, data sharing via portability and interoperability may increase the risk of data 

breaches, and data sharing among many parties may create privacy concerns. These include data 

leakage, hacking and financial fraud. Concerns about data portability are becoming increasingly 

pressing as more enterprises move substantial volumes of data to the cloud. Many cloud service 

providers store data in a proprietary format that requires specific software to read. At a time when 

governments around the world are requiring organizations to raise their privacy standards for 

personal data, it is ironic that these companies are also required to make personal data easily 

accessible for download and porting elsewhere.205  

 

However, while data portability is fantastic in theory, it can only be put into practice if the market 

for open banking offers meaningful choice and competition. The implementation of a data 

portability right could require financial institutions to consider redesigning their data processing 

systems to ensure consumer data may be transferred in a frequently used format, while separating 

out data that is irrelevant or proprietary to the financial institution.  

 

Clear rules for data accountability, liability and data protection solutions need to be in place to 

safeguard customer data especially with a data portability right. This feature puts the customer’s 

financial information in their hands while placing more responsibilities on banks and TPPs to 

ensure that customers are safeguarded. In order to strike a balance between the customer’s freedom 

and the obligations at play, it is critical for entities on the open banking space to get consent 

 
205 Ibid. 
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management correctly. The issue of consent centres appropriately with open banking, since a 

customer’s data can only be shared with their permission. The likely issues to arise with consent 

in open banking are discussed in the section below.  

 

3.5 Meaningful consent in open banking 

 

Open banking empowers individuals to actively participate in the sharing and re-use of their 

financial data across digital services, online platforms, industries, and countries. This section 

explores the consent requirement under PIPEDA for organizations that will collect, use and 

disclose personal information. It also looks at the OPC’s trajectory between May 2018 and April 

2019, and the evolution of consent requirements. The discussion below is centred on the 

appropriate standards under PIPEDA for meaningful consent in open banking.  

 

The gathering or use of financial data in open banking requires customer approval, which makes 

consent management a critical component for securing a customer’s financial data. Consent is one 

of the ten PIPEDA fair information principles206 governing the privacy practices for organizations 

which must be followed to avoid non-compliance fines. PIPEDA provides that an individual’s 

knowledge and consent are required for the collection, use, or disclosure of personal 

information,207 and also that “consent is only valid if it is reasonable to expect that an individual 

to whom the organization’s activities are directed would understand the nature, purpose and 

consequences of the collection, use or disclosure of the personal information to which they are 

 
206 Mentioned above at section 3.2. 
207 PIPEDA, supra note 1, principle 4.3. 
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consenting.”208 In other words, consent is a voluntary agreement of an individual and their full 

understanding of how their personal information is collected, used and disclosed by an 

organization. Examples of ways in which individuals can give consent can include application 

forms, on checkoff boxes, over the telephone, at the time of use, all of which imply that the consent 

is given at the time of collection and before use.209  

 

PIPEDA includes a list of exclusions at principles 7.2 and 7.3 in which consent is not necessary 

for data collection, use, or disclosure. Some of the main exceptions which could apply to open 

banking are:  

i) if the collection and use are obviously in the individual's best interests and consent 

cannot be obtained promptly; 

ii) if disclosure is required to comply with a subpoena, warrant, court order, or court 

regulations governing record production;  

iii) if the disclosure is made to another organization and is reasonable for the purposes of 

detecting or suppressing fraud or preventing fraud that is likely to occur, and it is 

reasonable to expect that the disclosure with the individual's knowledge or consent 

would jeopardize the ability to prevent, detect, or suppress the fraud; and  

iv) if the law requires it. 

 

 
208 PIPEDA, supra note 1, principle 6.1. 
209 Englander v. Telus Communications Inc., 2004 FCA 387 at para. 60. 
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In May 2018, the OPC issued its Guidelines for Obtaining Meaningful Consent (revised August 

13, 2021).210 This specific interpretation bulletin came into effect on January 1, 2019, instructs 

organizations on how to comply with PIPEDA. It contains a mandatory requirement that in order 

to satisfy meaningful consent, an individual who is consenting must have a solid understanding of 

what, why, how, when and where their personal information will be collected, used and disclosed. 

This means that banks and TPPs have to advise customers of (a) what personal information is 

being collected, (b) which personal information is being shared, (c) the purpose for which personal 

information is collected, used or disclosed, and (d) the potential risk of harm and other 

consequences from the collection, use or disclosure, among other things. However, the Guidelines 

for Obtaining Meaningful Consent do not give a blueprint for a one-size-fits-all, gold-standard 

consent process, but provide guiding principles for meaningful consent. 

 

In April 2019, the OPC was busy with two high profile matters released just a few weeks apart. 

They are i) PIPEDA Report of Findings #2019-001 Investigation into Equifax Inc. and Equifax 

Canada Co.’s compliance with PIPEDA in light of the 2017 breach of personal information211 

(Equifax) and ii) PIPEDA Report of Findings #2019-002 Joint investigation of Facebook, Inc. by 

the Privacy Commissioner of Canada and the Information and Privacy Commissioner for British 

Columbia212 (Facebook/Cambridge Analytica) which held that if an organization relies on a third 

 
210 Office of the Privacy Commissioner of Canada, “Guidelines for obtaining meaningful consent” (May 2018) 

online: <https://www.priv.gc.ca/en/privacy-topics/collecting-personal-information/consent/gl_omc_201805/> 

[Guidelines for obtaining meaningful consent]. 
211 PIPEDA Report of Findings #2019-001, Investigation into Equifax Inc. and Equifax Canada Co.’s compliance 

with PIPEDA in light of the 2017 breach of personal information, (9 April 2019), online: 

<https://www.priv.gc.ca/en/opc-actions-and-decisions/investigations/investigations-into-businesses/2019/PIPEDA-

2019-001/> [Equifax]. 
212 PIPEDA Report of Findings #2019-002, Joint investigation of Facebook, Inc. by the Privacy Commissioner of 

Canada and the Information and Privacy Commissioner for British Columbia, (25 April 2019), online: 

<https://www.priv.gc.ca/en/opc-actions-and-decisions/investigations/investigations-into-businesses/2019/PIPEDA-

2019-002/> [Facebook/Cambridge Analytica]. 

https://www.priv.gc.ca/en/privacy-topics/collecting-personal-information/consent/gl_omc_201805/
https://www.priv.gc.ca/en/opc-actions-and-decisions/investigations/investigations-into-businesses/2019/pipeda-2019-001/
https://www.priv.gc.ca/en/opc-actions-and-decisions/investigations/investigations-into-businesses/2019/pipeda-2019-001/
https://www.priv.gc.ca/en/opc-actions-and-decisions/investigations/investigations-into-businesses/2019/pipeda-2019-002/
https://www.priv.gc.ca/en/opc-actions-and-decisions/investigations/investigations-into-businesses/2019/pipeda-2019-002/
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party to get this consent, it must take reasonable steps to ensure that the third party is receiving 

meaningful consent. Facebook/Cambridge Analytica is discussed below in this section and 

Equifax is explored in further detail in Chapter 4. However, for the purposes of this section, 

Equifax demonstrates that consent requires an individual to be provided with sufficient information 

to understand the nature, purpose, and implications of the collection, use, or disclosure of their 

personal information in order to consent to such collection, use, or disclosure. Due to the sensitive 

nature of the information in Equifax, it was found that, express consent was required.213  

 

After establishing meaningful consent, organizations also have to ensure than this consent is either 

expressed or implied consent based on the nature of the personal information. PIPEDA Principle 

4.3.6 states that “the way in which an organization seeks consent may vary, depending on the 

circumstances and the type of information collected.” The appropriate form of consent is often 

judged based on the sensitivity of the personal information collected and the reasonable 

expectations of the data subject. An organization should generally seek express consent when the 

information is likely to be considered sensitive. Implied consent would generally be appropriate 

when the information is less sensitive.214 It has been stated above that financial data falls into the 

categories of sensitive personal information and as such, explicit consent would apply for open 

banking.  

 

 
213 Equifax, supra note 211 at para 107. 
214 Office of the Privacy Commissioner of Canada, “Interpretation Bulletin: Form of Consent” (March 2014), online: 

<https://www.priv.gc.ca/en/privacy-topics/privacy-laws-in-canada/the-personal-information-protection-and-

electronic-documents-act-PIPEDA/PIPEDA-compliance-help/PIPEDA-interpretation-

bulletins/interpretations_07_consent/>.  

https://www.priv.gc.ca/en/privacy-topics/privacy-laws-in-canada/the-personal-information-protection-and-electronic-documents-act-pipeda/pipeda-compliance-help/pipeda-interpretation-bulletins/interpretations_07_consent/
https://www.priv.gc.ca/en/privacy-topics/privacy-laws-in-canada/the-personal-information-protection-and-electronic-documents-act-pipeda/pipeda-compliance-help/pipeda-interpretation-bulletins/interpretations_07_consent/
https://www.priv.gc.ca/en/privacy-topics/privacy-laws-in-canada/the-personal-information-protection-and-electronic-documents-act-pipeda/pipeda-compliance-help/pipeda-interpretation-bulletins/interpretations_07_consent/


   

 

  69 
 

Let us briefly revisit Use Case 5, Small Business Loan Origination where a small and medium 

enterprise owner wishes to obtain a loan to purchase new equipment for their expanding business. 

Open banking is used here to quickly gather the information needed for the loan applications and 

shared through multiple entities in order for the customer to get the most favorable loan terms. The 

principles from the OPC’s Guidance on Meaningful Consent demonstrate that banks and TPPs 

should not share the business owner’s information without their knowledge and agreement. Each 

organisation involved in Use Case 5, Small Business Loan Origination would be subject to this 

requirement for meaningful consent. This means that before the information is shared, the bank 

processing the loan is required to obtain consent for the collection, use and disclosure of the 

business owner’s financial information before it is passed along to the TPP.  

 

The TPP also has a duty to ensure that consent is obtained for the collection, use and disclosure of 

the financial information. This financial information is likely to pass to another organization such 

as a second or third bank in order to compare rates and loan terms. Those organizations similarly 

will have the same requirements in respect for consent.  This process of course, may be hard for 

an open banking system especially since TPPs may change on a regular basis or are too numerous 

to list. In Use Case 5, Small Business Loan Origination for example, the business owner’s bank 

may engage with multiple TPPs during a single transaction in order to access more providers for 

loan services.  

 

The business owner in this case seeking the loan should also be informed about all of the purposes 

for which information is collected, used, or disclosed and must be made fully aware of any risks 

of harm. This obligation means that banks and TPPs will have to assess the risks of harm carefully 
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and to include reasonably foreseeable harms produced by bad actors or others in addition to harms 

arising directly from the activity. Open banking will require data to be transferred to TPPs and it 

is useful to discuss Facebook’s obligations concerning third-party applications in the Cambridge 

Analytica matter.  

 

Facebook/Cambridge Analytica 

The OPC in Facebook/Cambridge Analytica conducted a joint investigation with the Information 

and Privacy Commissioner for British Columbia received by the OPC in March 2018. The facts 

involved a complaint that Facebook disclosed information to a third-party application, 

“thisisyourdigitallife” (“TYDL”), without obtaining meaningful consent from users. TYDL was 

an application launched by Dr. Aleksandr Kogan on the Facebook platform that allowed users to 

fill in a “personality quiz” about themselves and their friends. TYDL was given access to Facebook 

profile information of everyone who installed the app as well as information about their Facebook 

friends. 

 

The OPC and Information and Privacy Commissioner for British Columbia Report of Findings on 

April 25, 2019 concluded that Facebook failed to obtain valid and meaningful consent from app 

users and their Facebook friends when exchanging information with TYDL. It also discovered that 

Facebook did not effectively protect user information. The TYDL's data was then sold to third 

parties, most notably Cambridge Analytica, a consultancy business most known for its role in 

targeted messaging during US political campaigns. According to Facebook, the 272 TYDL 

installations resulted in the possible exposure of personal information for over 600,000 Canadians. 

Facebook breached Clause 4.3 of PIPEDA and section 10 of BC PIPA which both knowledge and 
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consent as well as clause 4.3.2 of PIPEDA which stipulated that organizations shall make a 

reasonable effort to ensure that the individual is advised for the purposes for which the information 

be used. Facebook also did not have adequate safeguards to protect personal information of users 

from unauthorised access which breached clauses 4.7 and 4.7.1 of schedule 1 of PIPEDA and 

section 34 of BC PIPA. Facebook did not implement policies and practices to give effect to the 

principles, contrary to Clause 4.1.4(a) in Schedule 1 of PIPEDA, and subsection 4(2) of BC PIPA. 

Facebook also failed to comply with section 6.1 of PIPEDA. 

 

Under PIPEDA, the OPC does not have order-making power and is unable to issue penalties and 

therefore the OPC applied for a de novo hearing before the Federal Court of Canada. The two legal 

issues before the Federal Court were i) whether Facebook obtained valid consent from its users 

and their friends before personal information was shared to a third party and ii) whether Facebook 

adequately protected user information. The Federal Court215 held that Facebook obtained 

meaningful consent for the collection of personal information.216 Facebook was able to rely on the 

consent of a third party, once it took reasonable steps to ensure that the third party obtains valid 

consent. They were in an "evidentiary vacuum," according to the Federal Court and that the OPC 

had not met the legal burden on this issue.217 

 

Moreover, in discussing whether meaningful consent was obtained, Justice Manson asked 

“whether Facebook made reasonable efforts to ensure users and users’ Facebook friends were 

advised of the purposes for which their information would be used by third-party applications.”218 

 
215 Canada (Privacy Commissioner) v. Facebook, Inc., 2023 FC 533. 
216 Ibid at para 79. 
217 Ibid at para 71. 
218 Ibid at para 63. 
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He went on to state that the lack of evidence made it difficult to assess the reasonableness of 

meaningful consent in “an area where the standard for reasonableness and user expectations may 

be especially context dependent and are ever-evolving.”219 This comment has implications for 

interpretation of the requirement to obtain meaningful consent under PIPEDA because privacy has 

always been context-sensitive. It implies that as technology changes, individuals’ rights to data 

protection may change, which is an interesting development ahead of open banking’s launch. In 

other words, it means that reasonableness and user expectations are moving targets, and 

complexity of info flows of open banking mean always at risk. There are proposed reforms to 

PIPEDA discussed below which shed light on the impact of the OPC’s ruling in 

Facebook/Cambridge Analytica.  

 

Many of Canada’s trading partners such as the UK, Australia, Singapore, Korea, Japan, Argentina, 

Brazil and Mexico have spent the last decade building robust privacy and data protection 

regimes.220 Some of these changes included defining privacy as a human right, providing rule 

making and order making authority to the regulator of data protection, introducing a private right 

action as well as administrative monetary penalties.221  In the EU for example, the GDPR requires 

explicit consent222 from data subjects, who must be informed of a request for consent in a manner 

which is clearly distinguishable from other matters, in an intelligible and easily accessible form, 

using clear and plain language.223 This means that in order for open banking to work effectively, 

consent management is very important element.  

 
219 Ibid at para 71. 
220 Daniel Therrien, “The Value of Data, the Values of Privacy” (2 September 2020), online (blog): HillTimes  

<https://www.hilltimes.com/story/2020/09/02/the-value-of-data-the-values-of-privacy/267740/>.  
221 Ibid. 
222 Explicit consent is not defined in the GDPR, but it is not likely to be very different from the usual high standard of 

consent. 
223GDPR, supra note 188 at art 4(11). 

https://www.hilltimes.com/story/2020/09/02/the-value-of-data-the-values-of-privacy/267740/
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This section illustrates that organizations must obtain meaningful consent for the collection, use, 

and disclosure of personal information under PIPEDA. The Facebook/Cambridge Analytica OPC 

finding confirmed that the organization remains responsible for protecting the information 

transferred to the third party, which is a crucial reminder for open banking. The prospective 

reforms to PIPEDA will impact open banking, specifically the prospective consumer portability 

right as well as the standard of meaning consent. While PIPEDA is sufficient in this respect, there 

will be practical challenges for banks and TPPs who engaged in providing services for open 

banking, especially if there are no existing privacy and cybersecurity mechanisms in place. Both 

data portability and consent are areas contained in the new Bill C-27, which bring possible 

substantive and administrative reforms, which are discussed in the next section.  

 

3.6 Reform and developments in Canadian Privacy Law 

 

PIPEDA is currently undergoing significant substantive and administrative overhauls that are 

likely to impact organizations that process personal information. It is expected that these changes 

will bring forth a new enforcement regime that will impose stricter privacy regulations and 

empower not only the Privacy Commissioner of Canada with new powers, but also a new tribunal 

geared to resolving privacy complaints. This thesis is not intended to be a critical discussion on 

the entire scope of reforms that are currently in Bill C-27, rather, I discuss key aspects of Bill C-

27, while focusing on the amendments that could likely have an impact on open banking. Aspects 

of Bill C-26224 will also be discussed as it pertains to cybersecurity issues that impact federal banks.  

 
224 Bill C-26, An Act respecting cybersecurity, amending the Telecommunications Act and making consequential 

amendments to other Acts, 1st Sess, 44th Parl, 2021 (second reading 27 March 2023), online: 

<https://www.parl.ca/legisinfo/en/bill/44-1/c-26> [Bill C-26]. 

https://www.parl.ca/legisinfo/en/bill/44-1/c-26
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There are five legislative initiatives (only two of which will be extensively discussed), varying in 

their adoption stage, indicate trends in the reform of privacy laws in Canada:  

 

i) Québec’s Law 25 (formerly Bill 64)225, which amends the An Act respecting the 

protection of personal information in the private sector, was passed on September 22, 

2021. It is scheduled to gradually go into effect on September 22, 2022, 2023, and 

2024;  

ii) Bill C-27 (formerly Bill C-11226, An Act to Implement the Digital Charter Act 2020, 

was introduced on November 17, 2020); 

iii) Bill C-26 an Act respecting cybersecurity, amending the Telecommunications Act and 

making consequential amendments to other Acts; 

iv) The Ontario White Paper on Modernizing Privacy in Ontario227, which serves as a 

public consultation tool for the province’s private sector privacy law; and  

v) The British Columbia Legislative Assembly Special Committee to Review the 

Personal Information Protection Act228 was released on December 6, 2021, with no 

updated at the time of writing this thesis.  

 

 
225 An Act to modernize legislative provisions as regards the protection of personal information, 1st Sess, 42nd Leg, 

Québec, 2020 (assented to September 22, 2021), SQ 2021, c 25. 
226 Bill C-11, Act to enact the Consumer Privacy Protection Act and the Personal Information and Data Protection 

Tribunal Act, 2nd Sess, 43rd Parl, 2020, (first reading November 17 2020).  
227 Government of Ontario, “Modernizing Privacy in Ontario, Empowering Ontarians and Enabling the Digital 

Economy” (17 June 2021), Whitepaper online (pdf):  

< https://www.ontariocanada.com/registry/showAttachment.do?postingId=37468&attachmentId=49462>.  
228 SBC 2003, c. 63. 

https://www.ontariocanada.com/registry/showAttachment.do?postingId=37468&attachmentId=49462
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There are common features captured across these different instruments. Some of the general ones 

that would apply to open banking are:  

 

i. Strengthened transparency requirements to ensure simple, clear and accessible privacy 

policies, inherent to ensuring meaningful consent; 

ii. Additional individual rights, such as the right to disposal or right to be forgotten and the 

right to portability; and 

iii. Mandatory breach notification where there is a risk of significant harm. 

 

One key difference between these initiatives is that while other proposed legislation requires 

notification to the individual, Québec’s Law 25229 requires transfers of personal information 

outside of the province to undergo a privacy impact assessment to ensure that the destination 

jurisdiction offers sufficient protection. This is also the case under the GDPR where it is referred 

to as a data protection impact assessment.230 The discussion below focuses on proposed reforms 

in privacy and cybersecurity which ultimately may impact open banking.  

 

On May 21, 2019, the federal government issued its discussion paper, “Strengthening Privacy for 

the Digital Age” (Discussion Paper)231 on PIPEDA reform describing different recommendations 

to change Canada's federal private sector privacy legislation. The Discussion Paper focused on 

four ways to update PIPEDA. The first is to give people more control over their personal 

information which would include the right to move and delete their personal information. The 

 
229 Law 25, supra note 189 at s. 27. 
230 GDPR, Art 35. 
231 Innovation, Science and Economic Development Canada, Strengthening Privacy in the Digital Age, (2019), online: 

<https://www.ic.gc.ca/eic/site/062.nsf/eng/h_00107.html>.  

https://www.ic.gc.ca/eic/site/062.nsf/eng/h_00107.html
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second is to encourage innovation, an example being to use data trusts as a way to find a balance 

between data use and innovation. The third is to improve the OPC’s ability to implement the law 

by giving it the power to make orders to stop and keep records, as well as possibly increasing the 

amount and type of fines it can give out under PIPEDA. The final step is clarifying PIPEDA to 

cover other types of data collection that are not for profit.  

 

The government has also said that it plans to update and explain PIPEDA's application, including 

how it handles transborder data transfers. With the intended vision of open banking, these proposed 

updates would allow PIPEDA to share more similarities with the GDPR, which is the standard that 

most jurisdictions have adopted for data protection.  

 

Bill C-27 

There are key changes in the proposed CPPA that would likely have an impact on open banking. 

The first is that the CPPA proposes to recognize a fundamental right to privacy.232 This brings the 

privacy right closer to a quasi-constitutional nature. In practical terms, this means that if there is a 

conflict between privacy rights of a customer and rights afforded to a bank or TPP under the CPPA, 

then the individual rights would take precedence by virtue of constitutional supremacy.233  

   

The second amendment of the CPPA concerns the role of the Privacy Commissioner of Canada, 

which has now moved towards a more regulator type model with broad audit and order-making 

powers.234 The Privacy Commissioner will also be given expanded authority to conduct 

 
232 Bill C-27, supra note 192, Preamble. 
233 Constitution Act 1982 at supra note 67, S. 52(1). 
234 Bill C-27, supra note 192, s. 81 and 94. 
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investigations and issue compliance orders.235 Let us revisit Use Case 1, Recurring Payments 

where the members of a household have multiple recurring payments for their monthly expenses 

such as mortgage, credit cards, car insurance, home insurance, life insurance, healthcare, property 

and income taxes, utilities, and much more. In that household, open banking allows for the 

financial information to be aggregated. In order for that to happen, which has been said before, the 

information will likely cross paths with numerous TPPs through the use of standardized APIs. In 

the event that there is a non-compliant bank or TPP in the midst of the transaction, the OPC, with 

its order-making power could potentially issue sanctions against a non-complying bank or TPP 

without the need to go through the courts. PIPEDA’s standards would be better enforced with new 

enforcement powers, and the fines might fund additional investigations into wrongdoings. 

 

The third major amendment establishes limited private right to individuals who have been 

‘affected’ by a violation the ability to initiate legal proceedings against the organization.236 This 

private right of action, which does not currently exist under PIPEDA allows individuals to seek 

compensation for any losses or injuries they have incurred as a direct consequence of the 

violation.237 This could mean that customers are able to go directly after banks and TPPs who 

breach PIPEDA in the processing of personal information. Currently, a customer would have to 

apply under section 14(1) of PIPEDA to the Federal Court for a hearing after receiving the 

Commissioner's report (or being notified by the OPC that the investigation of the complaint has 

been discontinued), in respect of any matter in respect of which the complaint was made or that is 

 
235 Office of the Privacy Commissioner of Canada, “Trust but Verify: Rebuilding Trust in the Digital Economy through 

Effective, Independent Oversight” (2018) at 32 [2017–18 Annual OPC Report]. 

7 2018–19 Annual OPC Report, supra note 172.  
236 Bill C-27, supra note 192 at s 107. 
237 In the event that an organization is found to have violated the CPPA by either the Privacy Commissioner or the 

Tribunal, the affected person would have the legal right to initiate a lawsuit for the infringement of their privacy. 
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referred to in the Commissioner's report, provided the matter is referred to in the list of clauses 

that are enumerated. The Court may issue an order and/or award damages to the complainant, 

including damages for any humiliation incurred. However, under this clause, class lawsuits are 

permitted, and even modest damages awards can be considerable in the aggregate. 

 

Under the proposed reform, customers may file a civil claim under the CPPA in one of two 

methods. The first is provided for in section 106(1), which provides a person with a private right 

of action for damages for loss or injury suffered as a result of an organization's violation of the 

CPPA. The individual must be "affected by" the organization's act or omission, which indicates 

that the right does not apply only to the complainant in an investigation. Under this clause of the 

statute, a representative plaintiff other than the complainant, for example, could file a class action.  

Section 106(1)(a) further restricts the timing of the cause of action until the Commission has made 

a conclusion in an inquiry that the organization has violated the CPPA. Section 106(1) also makes 

it clear that the ruling must not have been appealed (and the appeal period must have expired) or 

the Tribunal must have issued a final decision on an appeal. 

 

The second way an individual may begin a claim is set out in section 106(2), which allows an 

individual to file a claim against an organization that has been convicted of a CPPA listed offence 

(such as failing to report a breach, failing to maintain records, or failing to retain personal 

information). This brings stringent implications for banks and TPPs who will face exposure for 

possible private right actions if there is a breach of PIPEDA.   
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It is important to note that Section 62 of the CPPA238 provides that to fulfil openness and 

transparency obligations, organizations must disclose if they carry out crossborder data transfers 

or disclosures “that may have reasonably foreseeable privacy implications”. The CPPA is more 

indirect in its approach than the GDPR. If an organization must make available in plain language 

“whether or not the organization carries out any international or interprovincial transfer or 

disclosure of personal information that may have reasonably foreseeable privacy implications,”239 

it must first assess the privacy implications of any of its crossborder data transfers. With open 

banking, data will cross borders and it will be important for customers to know whether 

transactions will require their financial information to leave outside of Canada.  

 

Bill C-26 

Canada has not yet passed a federal law concerning cybersecurity and critical infrastructure 

breaches. PIPEDA does however, impose reasonable security standards, and obligations for 

handling of data breaches, which are discussed in Chapter 5. There are various national security 

laws that address a component of cybersecurity as well as criminal law sanctions which are beyond 

the scope of this thesis.  Bill C-26 would enable designated operators of vital services and systems, 

as well as their relevant regulators to impose penalties or issue summary convictions to ensure 

governance and compliance. Bill C-26 amends the Telecommunications Act240 and enacts a new 

Act: The Critical Cyber Systems Protection Act, establishing a new cybersecurity compliance 

regime for federally regulated private industries.  

 

 
238 Section 62 of the CPPA reflects the content of Principle 8 set out in Schedule 1 of PIPEDA concerning openness. 
239 CPPA, s 62(2)(d). 
240 Telecommunications Act, S.C. 1993, c. 38. 
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The Critical Cyber Systems Protection Act introduces a new cybersecurity compliance regime for 

designated operators of critical cyber systems related to vital services and systems.241 A designated 

operator includes individuals, partnerships, and unincorporated organizations that belong to a 

category of sectors including banking and payment systems. This means that in open banking, a 

designated operator could be a bank as well as a TPP (although this may not be the case since the 

section makes no reference to third parties and TPPs are not considered financial service providers) 

engaged to provide services in the banking sector. A critical cyber system is defined under section 

2 of the Critical Cyber Systems Protection Act as “a cyber system that, if its confidentiality, 

integrity or availability were compromised, could affect the continuity or security of a vital service 

or vital system.”   

 

A cybersecurity event is described in the same section as any act, omission or circumstance that 

interferes or may interfere with the continuity, security, confidentiality, integrity or availability of 

a critical cyber system. The Canadian telecommunications system, financial systems, and other 

federally regulated businesses, such as energy and transportation, are currently on the list of critical 

services and systems. For financial services, the regulator is the OSFI.  

 

Under the Critical Cyber Systems Protection Act, Designated Operators must:242 

i. establish a cybersecurity program; 

 
241 Sections 6 and 7 respectively of the CCSPA empower the Governor in Council to order the addition of federally 

regulated “vital services and vital systems” to Schedule 1 of the CCSPA and to add designated operators and 

regulators of these vital services and systems to Schedule 2 of the CCSPA. Schedule 1 identifies six vital services 

and systems: telecommunications services, interprovincial or international pipeline and power line systems, nuclear 

energy systems, transportation systems that are within the legislative authority of Parliament, banking systems, and 

clearing and settlement systems. Being identified as a “designated operator” of a vital service or system under 

Schedule 2 creates a range of obligations, first and foremost the obligation to establish a cybersecurity program 

within 90 days after becoming a member of a class of operators under Schedule 2. 
242 Bill C-26, supra note 224 at s. 9(1). 
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ii. implement and maintain a cybersecurity program, as well as annually review it; 

iii. mitigate cybersecurity threats arising from their supply chains, or products and services 

offered by third parties; 

iv. share their cybersecurity programs and notify appropriate regulators (OSFI for financial 

services) of material changes related to the business and their cybersecurity programs; 

v. report cybersecurity incidents to the Canadian Security Establishment; 

vi. comply with and maintain the confidentiality of directions from the Governor-in-Council; 

and 

vii. keep records related to the above. 

 

Many organizations such as banks that this measure would identify as designated operators 

currently engage in most of the activities that this law would mandate. The concern arises for TPPs 

who may be new to the industry. Three things will likely change if Bill C-26 passes into law as it 

currently stands: incident reporting, supply chain requirements, and the level of direct government 

supervision over the implementation of cybersecurity measures which are all relevant to open 

banking and the financial sector generally.  

 

Should Bill C-26 pass, Canada's telecommunications, energy, supply chain, and banking industries 

will be subject to massive new restrictions especially with the designated operator status. Bill C-

26 will dramatically alter the nature of cybersecurity by mandating critical industry to report events 

to the government and establish risk mitigation methods to deter cyber threats. Bill C-27’s passage 

would also alter the nature of user data collecting by instituting new privacy safeguards and laws 

to protect Canadians' personal information and will introduce penalties for non-compliance, a 
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private right of action, rules regarding depersonalization and anonymization of information, 

algorithmic transparency and security measures.  

 

If these legislations are passed, non-compliance will result in significant monetary penalties for 

both Canada’s technology sector and the businesses deemed vital by the Canadian government. 

organization owners should plan ahead of time to address these requirements and prevent fines 

and legal penalties that can hurt your bottom line and jeopardize the nature of your organization. 

Understanding the important reporting requirements for Bill C-26 and Bill C-27 places further 

obligations on organizations offering open banking services. Regulatory non-compliance can 

result in significant legal and financial fines.  

 

This Chapter had the important task of setting up the balance that data protection legislations seek 

to achieve between protection of personal information as well as economic and trade interests. For 

now, PIPEDA remains the standard for privacy and data protection for most organizations in 

Canada and this includes banks and TPPs, as prospective service providers for open banking 

services. There is currently no data portability right and its design is necessary to ensure that there 

is an appropriate scope for open banking to function in the most effective way.  The EU’s GDPR 

is a useful guide for how privacy operates as a fundamental individual right, especially at a time 

when potential reforms may make their way into Canadian privacy law. PIPEDA’s treatment of 

meaningful consent and its requirement for express consent when dealing with extremely sensitive 

personal information serve as adequate benchmarks to ensure that open banking is in fact a 

customer-permissioned system. Consent is also an important element for data to be transferred 

outside of Canada, a position that has led to some confusion based on conflicting stances from the 
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OPC. The next Chapter sets up the issue of crossborder data flows and the appropriate standards 

that apply in those circumstances.  
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CHAPTER 4 – Crossborder financial data flows 

 

The previous Chapter looked at data protection law and the potential reforms with a focus on data 

portability and consent in open banking. It is necessary to look at crossborder data flows as they 

will form a critical aspect of open banking in order for it to work. This Chapter sets out the general 

framework of crossborder data treatment in Canada and the EU having regard to the appropriate 

standards. Some countries have relied on data localization rules to control how personal 

information flows outside of their borders. The OPC has made matters confusing with different 

positions in a short matter of time. Overall, the scope of this Chapter should be read in relation to 

the hurdles that banks and TPPs will likely need to satisfy in order to comply with PIPEDA.   

 

4.1 Crossborder data flows generally 

 

In order to design an effective open banking system, it is critical that it works with the current 

mechanisms and rules in place for crossborder data flows. There is a challenge that arises however, 

once a customer has the option to move their data in any way that they see fit. Let us return to Use 

Case 2, Multiple Accounts where that customer has checking accounts at two different banks and 

a credit card financed through a third bank. The fact that this customer is in control of how to move 

around their financial data gives the benefit and flexibility of data portability. While this customer 

moves around the financial data, the APIs are operating in the background with each other. It is 

likely that such a simple transaction will cross borders a few times before the customer achieves 

the desired result because data flows through the US and banks also are located in different 

jurisdictions.  



   

 

  85 
 

In the context of open banking, crossborder data transfers contemplate the movement of financial 

data across borders, between multiple servers. This movement of data can sometimes occur 

without the knowledge of customers. Consumers must be adequately informed about any instances 

of data sharing well in advance, prior to their engagement in open banking activities.  

 

In most instances, data crosses through an Internet Exchange Point IXP243 which serves as a central 

location where autonomous networks may establish direct connections with one other, facilitating 

efficient and cost-effective high-bandwidth and low-latency access compared to conventional 

transit methods. Currently, several Canadian internet service providers utilize north-to-south 

transit pipes for the transmission of data, relying on hubs located in the United States244, prior to 

the data being sent back to Canada. The majority of internet data originating from Canada is routed 

through three primary US cities which are New York City, Chicago, and Seattle245 and experts 

have estimated that up to ninety per cent of Canadian internet traffic is regularly routed through 

the US.246 These locations serve as crucial hubs for Canadian carriers to exchange data with other 

carriers, facilitating its subsequent transmission back to Canada.  

 

  

 
243 An IXP is defined as a shared interconnection facility and a key internet governance arena for players with a myriad 

of goals and functions to mesh in interlaced technical and political dynamics; Fernanda R Rosa, “Internet 

Interconnection Infrastructure: Lessons from the Global South” (2021) Internet Policy Review, online: 

<https://ssrn.com/abstract=3970096>  
244 Ryan Patrick, “Canada’s Internet data “intimately linked” to U.S. networks: why you should be concerned” (16 

December 2015), online: <https://www.itworldcanada.com/article/canadas-internet-data-intimately-linked-to-u-s-

networks-why-you-should-be-concerned/379417> (Canada’s Internet infrastructure is “intimately linked” to U.S. data 

networks — and when Canadians visit their favourite websites, the data traffic more often than not flows south of the 

border, researchers say). 
245 Laura Tribe, “Canadian Internet traffic is travelling through the U.S. – making Canadians even more vulnerable to 

NSA surveillance” (16 December 2015), online: <https://openmedia.org/article/item/your-canadian-internet-traffic-

travelling-through-us-making-you-more-vulnerable-nsa-surveillance> 
246 Matthew Held, “How Weakened Privacy Laws in America Affects Canadians” (12 April 2017 updated 13 April 

2017), online: <http://www.huffingtonpost.ca/matthew-held/online-privacy-laws-canada_b_15940254.html>  

https://ssrn.com/abstract=3970096
https://www.itworldcanada.com/article/canadas-internet-data-intimately-linked-to-u-s-networks-why-you-should-be-concerned/379417
https://www.itworldcanada.com/article/canadas-internet-data-intimately-linked-to-u-s-networks-why-you-should-be-concerned/379417
https://openmedia.org/article/item/your-canadian-internet-traffic-travelling-through-us-making-you-more-vulnerable-nsa-surveillance
https://openmedia.org/article/item/your-canadian-internet-traffic-travelling-through-us-making-you-more-vulnerable-nsa-surveillance
http://www.huffingtonpost.ca/matthew-held/online-privacy-laws-canada_b_15940254.html
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4.2 Canadian crossborder data transfers 

 

Canadian privacy laws permit the domestic or international transfer of personal information247, 

provided that the organisation utilises contractual or other mechanisms to assure a comparable 

degree of protection for the processing of personal information in the other country. PIPEDA 

contains no particular rules regarding crossborder data flows, despite the fact that data outsourcing 

for processing was a common practice at the time. Although PIPEDA makes no explicit mention 

of crossborder data transfers, it does include a paragraph in Schedule 1 that deals with transfers of 

data "to a third party for processing." Clause 4.1.3, under the heading "Accountability," states as 

follows:  

An organization is responsible for personal information in its possession or custody, 

including information that has been transferred to a third party for processing. The 

organization shall use contractual or other means to provide a comparable level of 

protection while the information is being processed by a third party. 

[Emphasis added] 

The clause specifies that transfers are permitted, and that the transferring organization is 

responsible for the personal data once it has been transferred to the entity to which it has been 

transferred. Comparable level of protection means that the TPP must provide protection 

comparable to what the personal information would have received if it had not been moved. This 

does not imply that all protections must be the identical, but that they should be broadly equal. 

 
247 Office of the Privacy Commissioner of Canada, “Guidelines for processing personal data across borders” 

(January 2009), online: <https://www.priv.gc.ca/en/privacy-topics/airports-andborders/gl_dab_090127/>. [2009 

OPC Guidelines]. 

https://www.priv.gc.ca/en/privacy-topics/airports-andborders/gl_dab_090127/
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That means that the bank and TPP in Use Case 2, Multiple Accounts will have to ensure that 

privacy protected at the same level. 

 

The OPC has weighed in extensively on crossborder data flows in guidelines and investigations, 

but this has resulted in further uncertainty. For this part, it is worthwhile to explore the OPC’s 

treatment of crossborder data flows since 2009. 

 

2009 OPC Guidelines 

 

The 2009 OPC Guidelines is an interpretation bulletin of what organizations must do to ensure 

PIPEDA compliance when data they collect, use and disclose crosses borders. 

 

The 2009 OPC Guidelines require that organizations provide notice to individuals that conduct 

crossborder transfers for the purposes of processing data. Such notices are recommended to include 

(i) that personal information may be transferred to foreign jurisdictions for processing and (ii) that 

in such jurisdictions personal information may be accessed by the courts, law enforcement and 

national security authorities.  

 

According to these 2009 OPC Guidelines, the act of transferring personal information for 

processing, which may involve crossing national borders, is considered a “use” of the personal 

information rather than a “disclosure”. Personal data is processed when it is lawful collected under 

PIPEDA. Obtaining consent from an individual is one of the possible lawful bases for processing 

personal data.  
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The 2009 OPC Guidelines set out two major principles:  

i. The first is that a transfer of data is considered “use” by the organization. It is not the same 

as a “disclosure”. When an organisation sends personal information for processing, the 

information can only be used for the purposes for which it was gathered. One simple 

example in open banking requires revising Use Case 3, Linking Payments where a 

customer continued everyday business with the large bank but obtained a personal line of 

credit through a different entity. The bank in this scenario may transfer personal 

information to a TPP with the consent of the customer to ensure that the payment is 

received or to a customer care business processing outsourcing unit. Organisations are 

increasingly outsourcing processes to TPPs in banking, some of which, conduct operations 

outside of Canada. With open banking, personal information pass through non-banks which 

can access data from their customer’s bank account in order to provide account insights or 

initiate payments via an app or website. Open banking allows non-banks to access data 

from their customers' bank accounts in order to provide account insights or initiate 

payments via an app or website.  

 

ii. The second is that the accountability principle applies to transborder (or crossborder) 

transfers for processing. PIPEDA248 expressly recognises the transmission of personal 

information to third parties for processing. The original bank or organization that collects 

the customer’s data is accountable for any transfers for processing. It remains to be seen 

whether any legislative instrument requires banks to ensure that TPPs provide the same 

level of protection to safeguard customer data.  

 
248 Principle 4.1.3 of Schedule 1. 
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Regardless of whether the information is processed in Canada or overseas, the organisation must 

take all reasonable precautions to secure it against unauthorised uses and disclosures while it is in 

the hands of the third-party processor.249 The organisation must be confident that the TPP has 

policies and procedures in place, including personnel training and adequate security measures, to 

guarantee that the information is in its care is securely safeguarded.250 It should also have the right 

to audit and check how the third party handles and stores personal information, and it should be 

able to do so when necessary.251  

 

These 2009 OPC Guidelines were the subject of controversy after the findings in Equifax252 

(discussed below) where the OPC departed from its previous position that a transfer of personal 

information is to be considered as a “use” and not a “disclosure” and consent was not required for 

the “disclosure”. In Equifax the OPC found that the transfer of personal information between 

affiliated organizations or to a third party for processing should be considered a “disclosure” rather 

than “use” of information and that, consequently, such disclosures would now require consent.  

 

Then, on June 11, 2019, the OPC announced that it had reframed its consultation253 on transfers 

for processing, including transborder data flows which was originally launched on April 9, 2019, 

following the release of Equifax. The OPC acknowledged that its interpretation of existing 

legislation in Equifax differed from earlier advice. The OPC reframed consultation highlighted 

that its rules for transfers of personal information had not changed, and hence there were no new 

 
249 2009 OPC Guidelines, at supra note 247. 
250 Ibid. 
251 Ibid. 
252 Equifax, supra note 211. 
253 Office of the Privacy Commissioner of Canada, “Consultation on transfers for processing – Reframed discussion 

document” (11 June 2019), online: <https://www.priv.gc.ca/en/about-the-opc/what-we-do/consultations/completed-

consultations/consultation-on-transfers-for-processing/>.  

https://www.priv.gc.ca/en/about-the-opc/what-we-do/consultations/completed-consultations/consultation-on-transfers-for-processing/
https://www.priv.gc.ca/en/about-the-opc/what-we-do/consultations/completed-consultations/consultation-on-transfers-for-processing/
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obligations for organizations involved in transfers of personal information to other jurisdictions 

for processing. Under the new document, individuals must provide permission for the transfer of 

personal information for processing, including if it crosses borders. People would also have to be 

told about their choices if they do not want their personal information shared outside of Canada. 

This reframed position was the OPC’s way of ensuring that the status quo was maintained from its 

2009 OPC Guidelines.  

 

For open banking this means that organizations will have to advise customers when their personal 

information is crosses borders. The 2009 OPC Guidelines demonstrate the standard that open 

banking will have to meet when data is transferred outside of Canada either through banks or TPPs 

who offer the service. This would have enormous implications for e-commerce and data flows, 

with many organizations forced to rethink well-established data practices and compliance policies. 

It is important to discuss Equifax in order to understand the OPC’s position and Equifax still 

provides key guidance on where the rule might evolve in the future. 

 

Equifax 

 

Equifax Inc. (a registered company in the US and the parent company for these purposes) made a 

public statement on September 7, 2017, in which it disclosed that attackers gained access to the 

personal data of over 143 million persons. The attackers had access to personal information 

personal information (credit files) from specific Canadian customers who either purchased or 

received direct-to-consumer goods or fraud alerts from Equifax Canada Co. (Equifax Canada) 

which is a subsidiary of Equifax Inc. The attack had an impact on an estimated 19,000 individuals 
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residing in Canada. Most of the information contained in credit files of Canadians are stated by 

Equifax Canada on servers located in Canada, which was separate from how information was 

stored in the US by Equifax Inc. Equifax Canada’s security policies, direction and oversight were 

managed by Equifax Inc and during the process of delivering direct-to-customer products, 

information from Canadian credit files were transferred from Equifax Canada to the US-based 

Equifax Inc.254  

 

The OPC identified six issues in relation to its investigation, four of which were in respect of 

Equifax Canada and the remaining two were in respect of Equifax Inc. For this part of the 

discussion on crossborder data flows only two of the issues concerning Equifax Canada will be 

explored. They are:  

i. whether Equifax Canada demonstrated adequate accountability for protecting personal 

information of Canadians collected by Equifax Inc. and disclosed by Equifax Canada 

to Equifax Inc., as required under PIPEDA Principle 4.1. 

ii. whether there was adequate consent by Canadians for the collection of their personal 

information by Equifax Inc., and for the disclosure of their personal information to 

Equifax Inc. by Equifax Canada, as required under PIPEDA Principle 4.3. 

 

In respect of the first issue, the OPC analysed the relationship between Equifax Inc and Equifax 

Canada and concluded that Equifax Inc was a third party for the purposes of information handling, 

despite its corporate structure.255 In arriving at this view, the OPC took into account the fact that 

both entities are separate and are located in separate jurisdictions. Additionally, Equifax Canada 

 
254 Equifax, supra note 211 at para 7. 
255 Ibid, para 58. 
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designated its Chief Privacy Officer as the individual accountable for handling personal 

information.256  

 

The OPC’s conclusion on the second issue led to controversial aspect of this decision when the 

OPC asserted that transfers for processing from Equifax Canada to Equifax Inc constituted 

disclosures of personal information under PIPEDA Sections 7(3) and 4.3.257 The OPC stated at 

paragraph 111 that:  

 

We acknowledge that in previous guidance our Office has characterized transfers for 

processing as a ‘use’ of personal information rather than a disclosure of personal 

information. Our guidance has also previously indicated that such transfers did not, in and 

of themselves, require consent. In this context, we determined that Equifax Canada was 

acting in good faith in not seeking express consent for these disclosures. 

[Emphasis added] 

 

The OPC recommended that Equifax Canada seek valid, express consent from any current 

customers for future disclosures of their information by Equifax Inc258 and stated its new stance 

that transfers of personal information by a Canadian business to a connected entity in the US for 

processing constituted “disclosure” of personal information under PIPEDA rather than simple 

“use” of personal information by the Canadian entity, as specified in the 2009 OPC Guidelines. 

The OPC had previously held the stance that organizations are not obligated to seek consent from 

 
256 Ibid. 
257 Ibid, para 101. 
258 Ibid, at para 112 
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individuals in order to transfer their personal information for processing, irrespective of the 

jurisdiction of the third party involved.  

 

The OPC found that Equifax Inc. obtained the personal information from specific Canadian 

customers who either purchased or received direct-to-consumer goods or fraud alerts from Equifax 

Canada.259 The security architecture of Equifax Canada, which was the subsidiary, was closely 

connected with that of Equifax Inc based in the US and in considering whether Equifax Inc was a 

third party with respect to Equifax Canada, it was found that both entities were separately 

incorporated in different jurisdictions.260  

 

This means that for the purposes of personal information processing under PIPEDA, Equifax Inc 

was a third party and the entities indicated to the OPC that they informed individuals about the 

transfer of their personal information outside of Canada through the following statement in the 

Equifax Canada Privacy Policy: “In the event that we transfer your personal information to a third 

party in Canada or across borders for processing, we contractually require such third party to 

protect your personal information in a manner consistent with our privacy safeguarding measures, 

subject to the law of the third party jurisdiction.”261  

 

The investigation reached the conclusion that both Equifax Inc. and Equifax Canada violated the 

PIPEDA in several ways. Based on several factors, including the fact that Equifax Canada 

portrayed itself as a distinct organization in its online Privacy Policy and Terms of Use available 

 
259 Ibid, at para 71. 
260 Ibid, at para 58. 
261 Ibid, at para 105. 
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at the time of the incident, the OPC decided that Equifax Inc. constituted a third party with regard 

to Equifax Canada.262 Notably, a key point from Equifax is that when personal information is 

disclosed to a third party for processing, a company does not relinquish the control of the 

information. Furthermore, the OPC concluded in the Report that, while the transfer should be 

considered a “disclosure” under PIPEDA, the Canadian entity remained accountable and was 

required to have controls in place to ensure that the transferred personal information received a 

comparable level of protection while it was being processed.  

 

Even though the OPC’s ruling in Equifax focused on the transfer of data from Canada to the US, 

it will affect all crossborder transfers of information, whether to third parties or within the company 

organizational structure. When requesting consent, organizations would need to provide 

individuals with plain information about disclosures to third parties, including recipients outside 

of Canada, and the associated risks of such disclosures. In addition, organizations will need to 

inform individuals of any alternative options that may be available to them if they choose not to 

consent. Organizations would not be required to provide an alternative option where the 

crossborder transfer is integral to the delivery of a service. Professor Laidlaw further notes that the 

effect of the OPC’s position will raise the bar for “meaningful consent”263 in the context of 

crossborder data flows.264 This is a very important consideration for the potential open banking 

system which will operate on a consent-based API-centric system. The fact is that banks and TPPs 

will have to ensure that they remain accountable and have the necessary controls in place prior to 

the transfer of data outside of Canada.  

 
262 Ibid at paras 58, 99. 
263 Office of the Privacy Commissioner of Canada, “Guidelines for obtaining meaningful consent” (May 2018), online:  

<https://www.priv.gc.ca/en/privacy-topics/collecting-personal-information/consent/gl_omc_201805/.> . 
264 Laidlaw, supra note 158. 

https://www.priv.gc.ca/en/privacy-topics/collecting-personal-information/consent/gl_omc_201805/
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Equifax also serves as a reminder that even where all affiliates are located in Canada, for example 

in open banking where the services to be provided by a company will require data processing by a 

different legal entity, this transfer will be a factor in assessing the level of disclosure and consent 

required. This is because individuals may not reasonably expect their information to be transferred 

to another country to provide services they have purchased from a Canadian company. 

 

Despite the OPC’s 2019 reframed consultations in the aftermath of Equifax, there was further 

confusion about the status of the 2009 OPC guidance in a 2020 investigation concerning TD 

Canada Trust where aspects of the 2009 OPC Guidance resurfaced, particularly centered around 

accountability and openness.  

 

TD Canada Trust  

 

The OPC published the PIPEDA Report of Findings #2020-001 Bank ensures openness and 

comparable protection for personal information transferred to third party265 (TD Report) on 

August 4, 2020, and it found that TD Canada Trust (TD) had complied with its responsibilities 

under the PIPEDA in relation to outsourcing some of its fraud claims processing services to a 

third-party service provider based in India. Importantly, the OPC upheld its initial policy position 

on crossborder transfers of personal information by concluding that TD did not need to get consent 

from its consumers before transferring personal information to its service provider. 

 

 
265 PIPEDA Findings #2020-001, Bank ensures openness and comparable protection for personal information 

transferred to third party (4 August 2020), online: <https://www.priv.gc.ca/en/opc-actions-and-

decisions/investigations/investigations-into-businesses/2020/PIPEDA-2020-001/>.  

https://www.priv.gc.ca/en/opc-actions-and-decisions/investigations/investigations-into-businesses/2020/pipeda-2020-001/
https://www.priv.gc.ca/en/opc-actions-and-decisions/investigations/investigations-into-businesses/2020/pipeda-2020-001/
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The OPC emphasized that the accountability principle holds organizations accountable for 

providing a ‘comparable level of protection’266 for personal information provided to a service 

provider.267 Furthermore, the measures necessary to guarantee that protection must be 

proportionate to the sensitivity of the personal information and will vary depending on the 

circumstances.268 The OPC also examined TD's services agreement with the third-party service 

provider as well as its outsourcing processes and discovered that TD had adopted a number of 

contractual and other safeguards to protect personal information transferred to third party service 

providers.269  

 

It is expected that the same principles will apply to TPPs in the open banking system, which will 

include completing risk assessments, requiring these TPPs to implement employee monitoring, 

employee training, work environment controls, and access and other cybersecurity controls, and 

monitoring and enforcing the contractual responsibilities of its service providers. In the TD Report 

the OPC found that contractual and other protections were appropriate under the circumstances, 

and there was no or insufficient evidence to conclude that TD contravened PIPEDA.  

 

The OPC’s finding provides essential guidance for organizations that outsource business functions 

to third parties, including concrete examples of how an organization can meet its accountability 

obligations under PIPEDA when transferring personal information to a third-party service provider 

which is relevant to how open banking will operate with TPPs. The also means that the 

 
266 Under Principle 4.1.3 of PIPEDA, an organization is responsible for personal information in its possession or 

custody, including information that has been transferred to a third party for processing. The organization shall use 

contractual or other means to provide a comparable level of protection while the information is being processed by a 

third party. 
267 Ibid, paragraphs 47 and 48. 
268 Ibid, paragraph 55 citing PIPEDA principle 4.7.2. 
269 Ibid, paragraph 40. 
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responsibility of safeguarding personal data, including information that has been transferred to 

TPPs, remains on the financial institution. TPPs will have their own responsibilities in their 

treatment of data. However, financial institutions will have the additional onus to ensure that a 

TPP is handling the information in a manner prescribed by law.  

 

As mentioned earlier, the OPC embarked on a consultation on transborder data flows under 

PIPEDA which ended on September 23, 2019.270 The OPC concluded that its guidelines for 

crossborder processing of personal data will remain unchanged under current law and stated that:  

 

We remind businesses of the legal requirement to be transparent about personal 

information handling practises. Organisations should tell customers that their personal 

information may be transmitted to another jurisdiction for processing and that the 

information may be accessed by courts, law enforcement, and national security authorities 

while it is in another jurisdiction.271 

 

In the aftermath of Equifax there is no doubt that the decision and the OPC’s position will have a 

significant impact on data flows of personal information for processing especially on open 

banking. The TD Report should be read as the OPC’s refocused approach on accountability 

requirements through contacts, technology limitations and controls. Québec’s Law 25 affects 

organizations transferring data outside of the province by requiring organizations to conduct a 

Privacy Impact Assessment when acquiring developing or overhauling an information system or 

 
270 The Office of the Privacy Commissioner of Canada, “Commissioner concludes consultation on transfers for 

processing” (23 November 2019), online: <https://www.priv.gc.ca/en/opc-news/news-and-

announcements/2019/an_190923/>.  
271 Ibid. 

https://www.priv.gc.ca/en/opc-news/news-and-announcements/2019/an_190923/
https://www.priv.gc.ca/en/opc-news/news-and-announcements/2019/an_190923/
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electronic service delivery system that involves the collection, use, release, keeping, or destruction 

of personal information.272 This position is more restrictive than PIPEDA in its current form or 

any of the proposed reforms.  

 

For open banking, this means that for intercompany transfers, regardless of the corporate structure, 

the data transfer will be assessed as a disclosure and require explicit consent. This interpretation 

of PIPEDA brings in closely in line with the EU’s treatment of data flows, which is discussed in 

the next section.  

 

4.3 EU Crossborder data flows  

 

The EU might legitimately claim to be the “cradle of open banking”273 and can provide needed 

guidance in the areas of privacy and the transfer of financial data from within and outside of the 

EU. The GDPR is complex, but it is also very clear about how personal data can be collected, 

processed, used, and managed. The GDPR offers a broader scope and more stringent measures 

than PIPEDA and it is for this reason that it can adequately serve as an appropriate measuring stick 

in relation to crossborder data flows. 

 

Articles 44 to 50 of the GDPR pertain to crossborder data flows. Article 44 provides that the 

transfer of personal data, which is now being processed or is planned to be processed in a third 

 
272 Law 25, supra note 195 at s. 17. 
273 EMEA Center for Regulatory Strategy, “Open Banking around the world 

Towards a cross-industry data sharing ecosystem” (undated) online (blog) Deloitte 

<https://www2.deloitte.com/tw/en/pages/financial-services/articles/open-banking-around-the-world.html>.  

https://www2.deloitte.com/tw/en/pages/financial-services/articles/open-banking-around-the-world.html
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country, can only occur if certain conditions outlined in the GDPR are satisfied by both the data 

controller and the data processor.  

 

There are two primary ways that data is transferred under the GDPR, through the adequacy 

framework or Standard Contractual Clauses (SCCs). Adequacy can be described as a passport that 

allows personal data to travel across relevant borders under the GDPR framework while SCCs 

provide a comprehensive data protection framework that has been developed to ensure continuity 

of protection in case of data transfers to data importers that are not subject to the GDPR.274 SCC 

commitments usually require parties to adhere to core principles of various international data 

protection and privacy laws.275 In this way existing laws can act as a form of unofficial 

standardization for crossborder data transfer agreements.  

 

Article 45 of the GDPR allows crossborder transfers of data for processing when it has determined 

that the country (or a specific territory or sector within that country) provides a sufficient level of 

protection. In the absence of the adequacy regime, Articles 46 to 49 of the GDPR provides for 

alternatives. Article 49 of the GDPR for example, states that if an adequacy decision or sufficient 

safeguards are not in place, a transfer may still take place provided it fits the standards for 

derogations. 

 

There are instances where two different countries with different data protection laws are involved 

within the same transaction. In such cases, at a principal level, there is a degree of commonality 

 
274 See generally: Canada, “The European Union's General Data Protection Regulation” (modified 11 September, 

2023), online: <https://www.tradecommissioner.gc.ca/guides/gdpr-eu-rgpd.aspx?lang=eng>  
275 Ibid.  

https://www.tradecommissioner.gc.ca/guides/gdpr-eu-rgpd.aspx?lang=eng
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between the data protection laws and that those laws meet at a standard to make them interoperable. 

This strategy, however, has inherent challenges because it necessitates case-by-case study and 

bilateral agreements. As the number of nations participating in the process grows, governments 

should strive for adequacy in terms of a basic standard of data protection and privacy. This may 

act as a hindrance for crossborder open banking if other jurisdictions are unable to satisfy these 

GDPR requirements.  

 

One of the landmark decisions on transborder data flows between the EU and the US is Data 

Protection Commissioner v. Facebook Ireland Limited and Maximillian Schrems (Schrems II).276 

By way of background, until 2015, the Safe Harbour Agreement was an EU-US data transfer 

agreement between the US Department of Commerce and the European Union that controlled 

cross-Atlantic data transfer and was believed to provide adequate protection. Max Schrems, an 

Austrian privacy rights activist, contested the legitimacy of this agreement, especially the transfer 

of his personal data (and the personal data of other EU residents) by Facebook to servers in the 

US, before the Irish Data Protection Commission in 2013. Following the rejection of his original 

lawsuit, he appealed to the country's High Court. In turn, the High Court sent the case to the 

European Court of Justice (ECJ). In 2015, the ECJ the ruled that the safe harbour principles were 

insufficient to safeguard EU citizens' data in light of the Snowden surveillance disclosures (in a 

case known as Schrems I).  

 

The focus of this thesis is Schrems II where the ECJ ruled that the EU-US Privacy Shield 

Framework (“the Framework”), which permitted the transfers of personal data of EU data subjects 

 
276 Data Protection Commissioner v. Facebook Ireland Limited and Maximillian Schrems (Schrems II), C-311/18, 

Data [2020] ECLI EU:C 2020:559. 



   

 

  101 
 

to the United States, was invalid. The ECJ’s finding that the US law was insufficient to adequately 

protect the fundamental privacy rights of its data subjects because the existence of mass 

surveillance programs was not sufficiently accountable for potential data breaches.277 The ECJ 

also called into question, the adequacy of EU-US data transfers based on the primary alternative 

data transfer mechanism, SCCs.278 

 

While striking down the EU-US Privacy Shield for lack of “adequate protection” under EU law, 

the Court held that ECJ’s assessment of US law must be taken into account for any transfers of 

personal data to the US, irrespective of the transfer mechanism used.279 Even though the validity 

of SCCs was upheld, the ECJ noted that companies and regulators have to determine whether 

foreign protections concerning government access to data transferred meet EU standards.280 The 

Schrems II ruling demonstrates that any future framework for data flows would likely have to 

survive judicial review by the ECJ and the benchmarks under the GDPR. The Court has said 

unequivocally that because the domestic legislation and surveillance programs in the US do not 

fulfill the proportionality test, its data protection regime is not “essentially equivalent” to the 

EU's.281 

 

Additionally, it is of particular significance from a Canadian standpoint as the ECJ rendered two 

overarching conclusions on the utilization of SCCs. The Court determined that SCC conditions are 

legally enforceable, even in cases where they do not impose obligations on the authorities of the 

 
277 Ibid at para 179. 
278 Ibid at para 68. 
279 Ibid at para 123. 
280 Ibid. 
281 Ibid at para 105. 
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recipient nation to whom the data is being transferred. Nevertheless, the Court's decision stipulated 

that in the event of a breach of SCCs or the inability to uphold them, the transfer of data must be 

halted or disallowed. This is important in the context of open banking as the Schrems II ruling 

underscores the significance of conducting a thorough adequacy review in relation to engagements 

with the EU. This assessment significantly enhances the facilitation of crossborder data flows 

between the EU and other countries.  

 

The CPPA does not follow the GDPR standards for sufficiency or formalities such as the inclusion 

of contractual terms before transfers can be legally effective. However, it achieves the intended 

goal of maintaining adequate standards of protection through more practical and flexible 

requirements that the service provider provide the level of protection that the transferring 

organization is required to provide and by explicitly subjecting the service provider to the 

potentially extra-territorial security safeguards provisions of the CPPA. 

 

Banks may be subject to privacy and cybersecurity scrutiny by a privacy commissioner for two 

primary reasons: payment processing or data disclosure. The majority of these hazards are 

unrelated to fraudulent intent. Rather, they are frequently the result of careless disclosure of 

information or granting access to the incorrect individuals, which is a likely risk under open 

banking which poses an increased risk than banking.  

 

Thus far, I have discussed crossborder data flows are an essential component of the modern world 

economy282 and we have looked at crossborder data transfers in Canada and the EU. A key issue 

 
282 Ibid. 
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to consider as open banking rolls out is data localization because more countries have been using 

it as a tool to restrict the sharing of personal information which acts as a barrier.  

 

4.4 Data Localization  

 

Financial services tend to be high priority in terms of cyber-attacks and a major reason for this 

happens to be the expansion of digital services offered and the increasingly complex technology 

systems which are becoming harder to secure.283 Canada’s consideration of open banking is 

happening at a time when a growing number of countries are imposing data localization 

requirements284 on organizations that process personal information.285  

 

This section looks at data localization control mechanism to keep data within borders. I will look 

at current state of the law before moving into the second part of the discussion which recognizes 

the role of trade agreements in the realm of data protection. I finally touch on a few limitations as 

to how data localization requirements would impede open banking’s development.   

 

Data localization is implemented through national laws286 and can be understood in two ways. 

Firstly, it refers to the storage requirements of personal information within the jurisdiction in which 

 
283 Jen Miller-Osborn, “3 Reasons Cyberattacks Target Financial Services and How to Fight Back” (31 August 2021), 

online: <https://www.paloaltonetworks.com/blog/2021/08/financial-services-cyberattacks/> 
284 Sean Stephenson & Paul M. Lalonde, “The Limits of Data Localization Laws: Trade, Investment, and Data”, (9 

August 2019), online:  

<http://www.dentonsdata.com/the-limits-of-data-localization-laws-trade-investment-and-data/>.  
285 Benjamin Wong, ‘Data Localization and ASEAN Economic Community” (2020) 10 AJIL 158, online:  < 

https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3538943> .  
286 Matthias Bauer, et al, The Costs of Data Localization: Friendly Fire on Economic Recovery, (2014) ECIPE 

Occasion Paper No 3/2014, online (pdf): <https://ecipe.org/wp-content/uploads/2014/12/OCC32014__1.pdf> [Bauer, 

et al]. 

https://www.paloaltonetworks.com/blog/2021/08/financial-services-cyberattacks/
http://www.dentonsdata.com/the-limits-of-data-localization-laws-trade-investment-and-data/
https://ssrn.com/abstract=3538943
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3538943
https://ecipe.org/wp-content/uploads/2014/12/OCC32014__1.pdf
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it is collected.287 Secondly, it could take the form of data protection laws that create barriers for 

crossborder data flows.288 Both instances prevent the transfer of data across international borders 

and these types of provisions are increasingly common in privacy and cybersecurity legislation289 

and the thinking might be that retaining personal information from leaving a country will limit 

breaches or prevent surveillance. Matthias Bauer, et al290 challenge this position as a flawed 

approach and contend that information security is not a function of where data is physically stored 

or processed since threats are often domestic. The authors also take the view that storing 

information in one physical location increase vulnerability.291 

 

This would be true for open banking, if data is not allowed to cross borders, but at this time, 

PIPEDA has no data localization requirements. The previous sections of this Chapter have set up 

just how important crossborder data transfers are in open banking. This means that localization 

data limitations would have an impact on open banking ability to access foreign markers through 

trade liberalization and globalized supply chains because international financial services depend 

on well-designed data frameworks that are growing292 especially in the era of increase crossborder 

payments and trading. Data localization issues are increasingly being addressed in trade 

agreements.293 For crossborder ecommerce retailers, trade agreements can provide greater access 

 
287 Ibid. 
288 Ibid. 
289 Courtney Bowman, “A Primer on Russia’s New Data Localization Law” (27 August 2015), online (blog):  

<https://privacylaw.proskauer.com/2015/08/articles/international/a-primer-on-russias-new-data-localizationlaw/>  
290 Bauer, et al, supra note 273 at 3. 
291 Ibid. 
292 Daniel Castro and Alan Mcquinn “Cross-Border Data Flows Enable Growth in All Industries” (2015) Information 

Technology and innovation Foundation, online (pdf): <http://www2.itif.org/2015-cross-border-data-flows.pdf>  
293 López González, J., F. Casalini and J. Porras (2022), "A Preliminary Mapping of Data Localisation Measures", 

OECD Trade Policy Papers, No. 262, OECD Publishing, Paris, https://doi.org/10.1787/c5ca3fed-en. 

https://privacylaw.proskauer.com/2015/08/articles/international/a-primer-on-russias-new-data-localizationlaw/
http://www2.itif.org/2015-cross-border-data-flows.pdf


   

 

  105 
 

to markets in partner countries, allowing them to expand their customer base and increase their 

sales.  

 

The Canada-United States-Mexico Agreement294 (CUSMA) is a relevant trade agreement that 

addresses data localization. CUSMA supersedes the North American Free Trade Agreement 

(NAFTA)295 and it includes a comprehensive set of digital trade provisions. CUSMA’s digital 

provisions must balance various data protection regimes between Canada, Mexico and the US with 

the economic realities. There are two key provisions in the digital trade chapter296 that relate to 

open banking.  

 

The first is that Article 19 explicitly states that no party involved shall impose any prohibition or 

limitation on the crossborder transmission of information, including personal data, using electronic 

means, as long as such activity is conducted for the commercial operations of a party covered by 

the agreement.297 The second is that it prohibits data localization, stating that no party can impose 

a need for a covered individual to utilize or establish computer facilities inside the territory of that 

party as a prerequisite for engaging in economic activities within that territory.298 Article 19.2 

overall notes the scope and general applicability of the trade chapter and notes that the Parties 

recognize the economic growth and opportunities provided by digital trade and the importance of 

 
294 North American Free Trade Agreement, 17 December 1992, Can TS 1994 No. 2 (Canada, Mexico and US) 

[NAFTA] as amended by Canada-United States-Mexico Agreement as amended by Protocol of Amendment to the 

Agreement between Canada, the United States and the united Mexican States 10 December 2019, Can TS 2020 No 6 

[CUSMA]; Canada-United States-Mexico Agreement Implementation Act. Canada-United States-Mexico Agreement 

Implementation Act, SC 2020, c 1. 
295 Ibid. 
296 Ibid, art. 19. 
297 Ibid, art. 19.11. 
298 Ibid, art. 19.12. 
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frameworks that promote consumer confidence in digital trade and of avoiding unnecessary 

barriers to its use and development. 

 

Perhaps it is prudent for trade agreements to address some of these issues because aggressive and 

intentional data localization strategies can lead to unforeseen outcomes, such as increased barriers 

for international investment and disadvantages for nearby countries.299 The international trade 

rules of the World Trade Organization, GATS300 sets standards on data localization initiatives.301 

This includes the Most Favored Nation treatment which means that data localization laws may not 

be imposed selectively on nationals of any given country.302  

 

As noted earlier, data localization requirements may have “potentially significant trade 

implications.”303 The European Centre for International Political Economy completed a study in 

which it noted that the proposed or implemented economy-wide data localization requirements 

would lead to a negative impact on Gross Domestic Product in several countries (Brazil -0.8%, 

India -0.8% Republic of Korea -1.1% and Indonesia -0.7%) where such requirements have been 

considered.304  

 

 
299 Ikigai Law, “The Data Localization Debate in International Trade Law” (22 June 2020), online (blog):  

<https://www.ikigailaw.com/the-data-localization-debate-in-international-trade-law/#_ftn15>.  
300 General Agreement on Trade in Services, art 1, (Mode 1, where the service is provided from the territory of one 

country into the territory of another, is of particular relevance here, because these are the services that are the most 

likely to be affected by data localization requirements. Mode 2, where the service is provided in the territory of one 

country to the consumer of another country, may also be implicated.) 
301 For more comprehensive analyses on how the GATS applies to data localization, see generally Diane MacDonald 

and Christine M Streafeild, “Personal Data Privacy and the WTO” (2014) 36 HJIL 625. 
302 Ibid. 
303 UNCTAD, ‘Data protection regulations and international data flows: Implications for trade and development” 

(United Nations, 2016), online (pdf):  <https://unctad.org/system/files/official-document/dtlstict2016d1_en.pdf>  
304 European Centre for International Political Economy (ECIPE), The Costs of Data Localisation: Friendly Fire on 

Economic Recovery (2014), http://www.ecipe.org/app/uploads/2014/12/OCC32014__1.pdf. 

https://www.ikigailaw.com/the-data-localization-debate-in-international-trade-law/#_ftn15
https://unctad.org/system/files/official-document/dtlstict2016d1_en.pdf
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The imposition of limits on crossborder data flows by a nation has a considerable impact on its 

own exports, which generally outweigh the consequences of a partner's actions, i.e. data 

localisation is a tax on a country's exports.305 The “export tax” effect of data localization in the UK 

is consistent with the reported effect of trade restrictions on export activity in general.306 In this 

situation, data localisation puts costs on domestic data intensive industries, both in terms of 

compliance costs and higher input costs. Increased costs can also boost the height of entry barriers 

in some industries.307  

 

More stringent data localization laws are a bad idea in Canada, because this would inhibit open 

banking. Based on the statistics provided above, there is likely to be trade implications for Canada 

if data localization makes its way into the federal privacy laws.  

 

The worldwide movement of data gives rise to valid worries, notably over security and access, a 

concern that is heightened when TPPs are thrown into the mix of open banking. The imposition of 

data localisation may result in an escalation of administrative costs associated with compliance, 

affecting both governmental entities and the commercial sector.  

 

The problem is that there are not yet international agreements outside of trade agreements 

governing privacy and data protection, on the one hand, and cybersecurity, on the other.308 The 

 
305 Fronteir Econonics, The Extent and Impact of Data Localisation Report prepared for DCMS, (2022) (London: 

Fronteir Econonics), online (pdf): 

<https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1125805/Frontie

r_Economics_-_data_localisation_report_-_June_2022.pdf>.  
306 Ibid. 
307 Ibid. 
308 Carnegie Endowment for International Peace, “The Korean Way With Data’ (17 August 2021), online: 

<https://carnegieendowment.org/2021/08/17/korean-approach-to-data-localization-pub-85165>.  

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1125805/Frontier_Economics_-_data_localisation_report_-_June_2022.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1125805/Frontier_Economics_-_data_localisation_report_-_June_2022.pdf
https://carnegieendowment.org/2021/08/17/korean-approach-to-data-localization-pub-85165
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objective of data policy should be to provide a reliable and authorized data transfer, supported by 

robust economic and legal structures that guarantee safety, security, and equitable access 

opportunities. If data localization concerns continue to loom large, it may affect the efficiency with 

which open banking is integrated into the Canadian financial sector as a catalyst to promote its 

push towards global open banking. This is limiting for banks and TPPs from conducting certain 

transactions, thereby limiting the reach and scope of open banking.  

 

More recent trade agreements such as CUSMA at Article 19 address data localization directly, 

including limitations on the practice, save in cases where express exceptions apply. Legitimate 

privacy-related data transfer controls are likely to fall under the exceptions, albeit the exact aim of 

the legislation, as well as the overall trade law framework in force, must be evaluated. These mega-

regional agreements are defining openness criteria that must be considered when legislating and 

regulating data localization and against which data localization may be tested.  

 

Chapter 4 looked at crossborder data transfers as a basic premise before examining PIPEDA’s 

treatment having regard to the OPC guidance. Up to this point, we have discussed how crossborder 

data transfers are treated in both Canada and the EU which, for the time being, would likely be the 

same standards for open banking. We also covered how trade agreements address privacy and 

cybersecurity issues and how governments have used data localization to secure data, which would 

prove catastrophic for open banking. Chapter 4 emphasizes data flows in open banking ahead of 

exploring the security safeguards for open banking in Chapter 5.   
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CHAPTER 5 – Data Security Risks 

Open banking comes at a time when cybersecurity data breaches are at an all-time high,309 and the 

concept of sharing financial data is understandably daunting. The relationship between banks and 

TPPs adds new security considerations. In this increasingly interconnected world, bad actors have 

a plethora of attack vectors at their disposal to exploit system, protocol, or network weaknesses. 

The increased sharing of sensitive financial data through APIs raises the risk of data breaches in 

two ways. First, unauthorised API access or insufficient security measures may expose customer 

information, resulting in identity theft, fraud, and financial loss. Second, cyber criminals may 

attempt to impersonate customers or even banks and TPPs to deceive and manipulate unsuspecting 

users into revealing sensitive information.  

 

This chapter briefly looks at the governing legal principles surrounding cybersecurity and the risk 

management obligations placed on banks. For the purposes of this thesis, and in the absence of 

any governing framework specific to open banking, it is my view that the current regime through 

PIPEDA and the OSFI that applies to federally regulated banks, will also apply to entities engaged 

in open banking. 

 

5.1 Analysing data security issues and risk management in open banking 

According to the 2016 Financial Industry Cybersecurity Report310, cybercrime is the second 

highest source of economic offenses in global financial institutions.311 Banks have been victims of 

 
309 Identity Theft Resource Center, “Identity Theft Resource Center’s 2021 Annual Data Breach Report Sets New 

Record for Number of Compromises” (24 January 2022), online: Identity Theft Resource Center 

<https://www.idtheftcenter.org/post/identity-theft-resource-center-2021-annual-data-breach-report-sets-new-record-

for-number-of-compromises/>. 
310 SecurityScoreboard. Financial Industry Cybersecurity Report (New York: SecurityScoreboard. 2016) 
311 M.H Uddin, M.H. Ali & and M.K. Hassan, “Cybersecurity hazards and financial system vulnerability: a synthesis 

of literature” (2020) Risk Manag 22, 239–309, online:  <https://doi.org/10.1057/s41283-020-00063-2>.  

https://www.idtheftcenter.org/post/identity-theft-resource-center-2021-annual-data-breach-report-sets-new-record-for-number-of-compromises/
https://www.idtheftcenter.org/post/identity-theft-resource-center-2021-annual-data-breach-report-sets-new-record-for-number-of-compromises/
https://doi.org/10.1057/s41283-020-00063-2


   

 

  110 
 

high-profile cyber-attacks and have frequently faced privacy class actions due to data breaches.312 

The establishment of a robust cybersecurity internal governance programs necessary in order to 

enhance customer confidence in the digital economy.  One of the primary issues about exchanging 

consumer data with TPPs is that it may become compromised while in transit, at rest (storage), or 

in use.  

 

Professionals in the field have tried to figure out what is causing more cybersecurity breaches in 

the banking sector and what could be done to lessen the effects of these breaches.313 The OPC in 

its Review into the Merits of Open Banking314 acknowledged the potential hazards linked to cyber-

attacks and the prospective privacy concerns for persons who opt to engage in open banking. Banks 

will have to implement safeguards that are appropriate to protect the personal data involved. 

PIPEDA requires the implementation of security safeguards commensurate to the sensitivity of the 

information.315 Accordingly, open banking participants should expect strict data protection 

requirements in order to minimise any potential data risks.  

 

PIPEDA 

A breach of security safeguards is defined as the loss, unauthorized access to, or disclosure of 

personal information as a result of a breach of the security safeguards referred to in clause 4.7 of 

Schedule 1 of PIPEDA, or the failure to create those measures.316 The precautions provided include 

mechanisms such as passwords, encryption, and security that can prevent unauthorized access, 

 
312 See: Mallette v. Bank of Montreal, 2021 ONSC 2924; Bannister v. Canadian Imperial Bank of Commerce, 2021 

ONSC 2927. (The Ontario Superior Court approved the settlement of both class actions arising from a data breach 

that occurred at BMO and CIBC in May 2018.) 
313 Uddin et at, supra note 311. 
314 Review into the Merits of Open Banking, supra note 145. 
315 PIPEDA, supra note 1 at Principle 4.7. 
316 Ibid. 
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disclosure, copying, use, or modification. The obligatory breach provisions within PIPEDA, 

although not full proof, will assist organizations in bolstering their security measures.  

 

The Breach of Security Safeguards Regulations317 (BSSR) went into effect on November 1, 

2018.318 Organizations subject to PIPEDA must notify any violation of security protections and 

retain a record of all breaches, according to BSSR. PIPEDA now requires organizations to report 

any breach of security safeguards involving personal information under their control if it is 

reasonable to think that the breach of security safeguards poses a real risk of substantial harm to 

an individual. Organizations that experience a data breach need to determine whether the access 

or loss of personal information can cause a risk of significant harm to individuals.319 PIPEDA has 

strict requirements through its fair information principles to use reasonable security measures. The 

OPC issued a guidance document, What you need to know about mandatory reporting of breaches 

of security safeguards (the OPC Breach Guidance) on October 29, 2018 to provide an overview 

of what organizations need to know about these new obligations, some of which are mentioned in 

the paragraph below.320  

 

PIPEDA’s data breach notification requirements321 require organizations to provide notice to 

individuals and the OPC.322 Banks and TPPs would also fall under the requirement and would bear 

the responsibility to: 

 
317 Breach of Security Safeguards Regulations: SOR/2018-64 
318 The Digital Privacy Act (also known as Bill S-4) amended PIPEDA in a number of areas. A key change was the 

establishment of mandatory data breach reporting requirements. 
319 The new provisions were approved back in 2015 as part of S-4, the Digital Privacy Act S.C. 2015, c. 32. 
320 Office of the Privacy Commissioner of Canada, “PIPEDA Fair Information Principle 7 – Safeguards” (modified 

13 August 2021), online: <https://www.priv.gc.ca/en/privacy-topics/privacy-laws-in-canada/the-personal-

information-protection-and-electronic-documents-act-PIPEDA/p_principle/principles/p_safeguards/>  
321 PIPEDA, supra note 1, at s. 10 and s. 11 
322 Breach of Security Safeguards Regulations, SOR/2018-64 

https://www.priv.gc.ca/en/privacy-topics/privacy-laws-in-canada/the-personal-information-protection-and-electronic-documents-act-pipeda/p_principle/principles/p_safeguards/
https://www.priv.gc.ca/en/privacy-topics/privacy-laws-in-canada/the-personal-information-protection-and-electronic-documents-act-pipeda/p_principle/principles/p_safeguards/
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i. Report breaches of security safeguards to the OPC involving personal information that pose 

a real risk of significant harm to customers; 

ii. Notify affected customers about those breaches as quickly as feasible; 

iii. Notify any other organization that may be able to mitigate harm to affected individuals; 

iv. Track and keep records of all breaches for at least 24 months following the date it 

determined that a breach occurred; 

v. An organization must also notify any government institutions or organizations that it 

believes can reduce the risk of harm that could result from the breach or mitigate the harm. 

 

It is not surprising that many banks would already have most of these mechanisms in place. The 

challenge for open banking is that TPPs have this same obligation automatically from the moment 

that they process with personal information. The reality is that most TPPs will not have the 

resources or structure of a federally regulated bank, and this poses a challenge for security reasons. 

It is not, however, a reason for security safeguards in PIPEDA and breach notification obligations 

to be overlooked. This places a tremendous weight on new TPPs interested in offering services for 

open banking.   

 

OSFI Guidelines 

There are currently no discussions in either the Final Report of a risk management framework for 

open banking and it is likely that, at least for the time being, the July 2022 Guidelines on 

Technology and Cyber Risk Management from the OSFI, as the regulator for banks under the Bank 

Act323 will apply (OSFI Guidelines). The OSFI Guidelines establish expectations related to 

 
323 Office of the Supervisor of Financial Institutions, “Technology and Cyber Risk Management” (July 2022), online: 

https://www.osfi-bsif.gc.ca/Eng/fi-if/rg-ro/gdn-ort/gl-ld/Pages/b13.aspx.  

https://www.osfi-bsif.gc.ca/Eng/fi-if/rg-ro/gdn-ort/gl-ld/Pages/b13.aspx
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technology and cyber risk management and applies to all FRFI with the aim to support these 

financial institutions in developing greater resilience to technology and cyber risks.324 The OSFI 

Guidelines note that: 325   

 

There is no one-size-fits-all approach for managing technology and cyber risks given the 

unique risks and vulnerabilities that vary with a FRFIs’ size, the nature, scope, and 

complexity of its operations, and risk profile. This Guideline should be read, and 

implemented, from a risk-based perspective that allows FRFIs to compete effectively and 

take full advantage of digital innovation, while maintaining sound technology risk 

management. 

 

The OSFI Guidelines consist of three domains which set out key components of sound technology 

and cyber risk management. Under each domain, there are principles which are linked to the 

OSFI’s overall expectations. The three domains are:   

 

i. Governance and Risk Management. 

ii. Technology Operations and Resilience. 

iii. Cybersecurity. 

 

There are 17 principles which apply broadly to a potential open banking roll out that are subsumed 

under the three previously mentioned domains. For these purposes, only a few principles will be 

mentioned and discussed based on their applicability in the context of open banking.  

 
324 Ibid, preamble. 
325 Ibid, preamble. 
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Principle 4 of the OSFI Guidelines provides that FRFIs should implement a technology 

architecture framework, with supporting processes to ensure solutions are built in line with 

business, technology, and security requirements. This demonstrates that the technical 

specifications are critical in open banking’s development as the same rules would likely apply 

since open banking relies on standardized API technology. The OSFI further provides that the 

scope of architecture principles should be comprehensive (e.g., considers infrastructure, 

applications, emerging technologies and relevant data).326 

 

Principle 10 of the OSFI Guidelines provides that FRFIs should effectively detect, log, manage, 

resolve, monitor and report on technology incidents and minimize their impacts. This means that 

FRFIs should define standards and implement processes for incident and problem management. 

There is no doubt that this would be important to the open banking framework due to the potential 

vulnerabilities. This also overlaps with the general ethos and standards issued by the PIPEDA 

reporting obligations mentioned above.  

 

Principle 14 states that FRFIs should maintain a range of practices, capabilities, processes and 

tools to identify and assess cybersecurity for weaknesses that could be exploited by external and 

insider threat actors. Under this principle, the OSFI encourages FRFIs to set defined triggers, and 

minimum frequencies, for intelligence-led threat assessments to test cybersecurity processes and 

controls. There are also regular testing exercises which are encouraged to identify vulnerabilities 

 
326 Ibid, Principle 4, S. 2.1.2. 
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or control gaps in its cybersecurity programs (for example penetration testing and red teaming) 

using an intelligence-led approach. 

 

Principle 17 provides that FRFIs should respond to, contain, recover and learn from cybersecurity 

incidents impacting their technology assets, including incidents originating at TPPs. This principle 

brings great weight in any discussion on open banking. This principle encourages FRFIs to conduct 

a forensic investigation for incidents where technology assets may have been materially exposed. 

For high-severity incidents, the FRFI should conduct a detailed post-incident assessment of direct 

and indirect impacts (financial and/or non-financial), including a root cause analysis to identify 

remediation actions, address the root cause and respond to lessons learned. Open banking will rely 

on TPPs to a larger extent than most traditional financial institutions. This increases the level of 

risk and security concerns.  

 

These principles contained in the OSFI Guidelines are aspirational and to a great extent, overlap 

with existing guidance from the OPC. The current challenge is the enforceability of risk 

management approaches. Until open banking is fully operational, the extent to which these and 

any other guidelines will apply, remain unclear.  

  

In addition to PIPEDA and the Bank Act, financial services providers must comply with a number 

of other critical cybersecurity standards and obligations. These are some examples not addressed 

above: 
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i. The NIST Cybersecurity Framework (or NIST CSF) 2.0327 has achieved widespread 

acceptance in minimizing cybersecurity vulnerabilities since its initial publication in 2014. 

The NIST CSF offers businesses with a roadmap for assessing their present cybersecurity 

policies, identifying gaps, and implementing effective security measures. There are five 

fundamental functions of the NIST CSF which are to: Identify, Protect, Detect, Respond, 

and Recover. Each function encompasses a set of categories and subcategories that 

organizations can tailor to their specific needs. Organizations may develop a strong security 

foundation that addresses the particular issues and dangers they face by aligning their 

cybersecurity policies with the NIST CSF. Several organizations in Canada have adopted 

or used this paradigm in generating their own cybersecurity recommendations. Although 

these standards are not law, they could be used as basis for tort lawsuit, which has been 

case in the US.328  

 

ii. Digital trade and cybersecurity provisions in CUSMA can have a widespread impact even 

beyond the obvious industries (internet platforms, e-commerce firms, online financial and 

payment services, computer services, and logistics firms).'329 There are growing concerns 

about cybersecurity and the perceived risks posed by foreign technology and foreign 

control over data create pressures for more trade-restrictive arrangements.330 CUSMA’s 

 
327 National Institute of Standards and Technology, “Updating the NIST Cybersecurity Framework – Journey To 

CSF 2.0” (26 May 2022), online: <https://www.nist.gov/cyberframework/updating-nist-cybersecurity-framework-

journey-csf-20>.  
328 National Institute of Standards and Technology, “Supreme Court Cites NIST Mobile Forensics Guide in Ruling 

on Cell Phone Searches” (1 July 2014), online:< https://www.nist.gov/news-events/news/2014/07/supreme-court-

cites-nist-mobile-forensics-guide-ruling-cell-phone-searches>.  

 
329 Ibid. 
330 Chimene I. Keitner and Harry Clark, “Cybersecurity Provisions and Trade Agreements” (2019) 10 Harv. Bus. L. 

Rev 1, online: <https://repository.uchastings.edu/faculty_scholarship/1762>.  

https://www.nist.gov/cyberframework/updating-nist-cybersecurity-framework-journey-csf-20
https://www.nist.gov/cyberframework/updating-nist-cybersecurity-framework-journey-csf-20
https://www.nist.gov/news-events/news/2014/07/supreme-court-cites-nist-mobile-forensics-guide-ruling-cell-phone-searches
https://www.nist.gov/news-events/news/2014/07/supreme-court-cites-nist-mobile-forensics-guide-ruling-cell-phone-searches
https://repository.uchastings.edu/faculty_scholarship/1762
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provisions contemplate use of those mechanisms to address cybersecurity incidents, as well 

as the sharing of information for awareness and best practices. CUSMA's digital trade 

provisions implement a “risk-based” approach to cybersecurity that may provide a way 

ahead. To identify and guard against cybersecurity risks, as well as detect, respond to, and 

recover from cybersecurity events, this strategy would rely on consensus-based standards 

and risk management best practices, which is where PIPEDA may be helpful. 

 

This demonstrates that in addition to the data security requirements under PIPEDA, the OSFI has 

jurisdiction on ensuring that banks have effective and up to date cybersecurity measures. Trade 

agreements have become an important avenue for privacy and cybersecurity standards between 

countries, as demonstrated by CUSMA. With these structures in place, I think that there is an 

acceptable mechanism in place for banks to commence offering services in open banking. These 

measures are assisted by standards such as the NIST CSF that sets the standard of care if a company 

adopts its use. Notwithstanding that, it is important to assess a few recommendations that may be 

helpful for open banking, which are discussed below.  

 

5.2 Security risk management recommendations  

 

Cybersecurity risks are managed having regard to the relevant security controls, solutions, tools, 

and techniques to protect technology assets against compromises.331 It is clear that there is now a 

 
331 Canadian Center for Cybersecurity, “IT security risk management in the Government of Canada (ITSE.10.033)”, 

(July 2016), online: <https://www.cyber.gc.ca/en/guidance/it-security-risk-management-government-canada-

itse10033>.  

https://www.cyber.gc.ca/en/guidance/it-security-risk-management-government-canada-itse10033
https://www.cyber.gc.ca/en/guidance/it-security-risk-management-government-canada-itse10033
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greater push for data-driven risk management systems as they can be employed to minimise risks 

of fraud and to make the process of exchanging data more secure.332  

 

While applicable requirements for third-party risk management and governance differ by 

organisation, and regulatory interest in third-party risk management continues to develop, it is the 

organization's responsibility to manage its TPP risk. The discussion below highlights that 

organisations who intend to offer open banking services must develop a set of policies, processes, 

tools, and enablers to help detect and mitigate TPP risks. I will demonstrate this by looking at two 

investigations from the OPC.   

 

BMO Finding 

PIPEDA Findings #2021-003 Security deficiencies at BMO lead to large-scale breach333 provide 

some useful direction in respect of security breaches and mechanisms to put in place to overcome 

those risks. The OPC’s investigation revealed that BMO's online banking platform had substantial 

flaws in its technological protections, allowing the attackers to execute a large-scale compromise 

affecting about 113,000 accounts. The unauthorized third parties accessed BMO’s in-house online 

banking application between June 2017 and January 2018 where they were able to gain control of 

individual online accounts and collect the personal information attached to those accounts.334 The 

types of personal information included: Name, Contact information (addresses, email, phone 

 
332 Sheri Markose, “Systemic risk analytics: A data-driven multi-agent financial network (MAFN) approach” (2013) 

J Bank Regul 14, 285–305, online: <https://doi.org/10.1057/jbr.2013.10>. 
333 PIPEDA Findings #2021-003, Security deficiencies at BMO lead to large-scale breach (2021) online:  

<https://www.priv.gc.ca/en/opc-actions-and-decisions/investigations/investigations-into-businesses/2021/PIPEDA-

2021-003/>  [OPC-BMO Finding]. 
334 Ibid, at para 3 

https://doi.org/10.1057/jbr.2013.10
https://www.priv.gc.ca/en/opc-actions-and-decisions/investigations/investigations-into-businesses/2021/pipeda-2021-003/
https://www.priv.gc.ca/en/opc-actions-and-decisions/investigations/investigations-into-businesses/2021/pipeda-2021-003/
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numbers), DOB, SIN, Security Questions and Answers, Account Passwords, Bank Account 

Numbers, Account Balances and Transaction history.  

 

These third parties sought a ransom payment which BMO refused to pay335 and instead, 

commenced mitigation measures on December 23, 2017 by blocking certain IP addresses linked 

to the attack.336 

 

BMO determined that the vulnerability exploited by the attackers was successfully addressed on 

January 27, 2017, yet the vulnerability was re-opened for 24 hours on February 4, 2018, before 

being patched again. BMO recruited a third-party cybersecurity firm in June 2018 to perform a 

complete audit and investigation of its systems, and a second cybersecurity firm to do further 

security testing to identify any other possible vulnerabilities. BMO applied a complete patch on 

June 6, 2018 that permanently corrected the issue.337 

 

The first issue that the OPC considered was whether BMO implemented appropriate safeguards to 

adequately protect personal information under its control. The OPC took the view that based on 

requirement of Principle 4.7 to protect personal information by security safeguards appropriate for 

the sensitivity of the information, BMO did not implement adequate safeguards to protect 

customer’ personal information.  

 

The OPC noted relevant safeguards that BMO had in place at the time of the attack as follows: 338  

 
335 Ibid, at para 5 
336 Ibid, at para 13 
337 Ibid, at para 26-27 
338 Ibid, at para 34. 
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i. Developer Security testing and Evaluation – to develop and implement secure software 

solutions; 

ii. Vulnerability Management – to identify, evaluate and remediate software vulnerabilities 

post deployment; 

iii. Oversight and Monitoring – to detect suspicious activity, and assess and mitigate 

cyberattacks; and 

iv. Organizational Policies and Procedures – to set out protocols and procedures for handling 

cyberattacks. 

 

The OPC stated that it identified a number of significant gaps in BMO’s safeguards although BMO 

had “a wide variety of directives, policies and procedures in place for the protection of personal 

information, as we would expect from a major financial institution…” which the OPC described 

as “meaningful.”339 With this, the OPC concluded that the matter was well-founded and resolved340 

having regard to the significant improvements that BMO undertook in respect of its security 

protocols, systems, testing and operations after the breach.  

 

Open banking relies heavily on technological and online systems in order to operate. The BMO 

Finding is a reminder that once those systems are established, the onus remains on those 

organizations to ensure that those systems are secured to avoid possible data breaches. This serves 

as a great roadmap for institutions considering rolling out open banking and both banks and TPPs 

will need to be keen on the relevant safeguards. These entities engaged in open banking will handle 

 
339 Ibid, at para 70. 
340 This means that the institution contravened a provision of the Act but has since taken corrective measures to 

resolve the issue to the satisfaction of the OPC. Office of the Privacy Commissioner, “Types of dispositions”, 

(modified 22 April 2020), online: <https://www.priv.gc.ca/en/opc-actions-and-decisions/investigations/def-cf/>.  

https://www.priv.gc.ca/en/opc-actions-and-decisions/investigations/def-cf/
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financial data similar to the one breached in the BMO Finding. As a result, the safeguards are an 

effective starting point to secure a potential breach of open banking systems.  

 

Equifax 

 

The OPC’s decision in Equifax, which was discussed above in greater detail on the issue of 

crossborder data transfers, is also a cautionary tale of all the pitfalls that should be avoided in an 

open banking system. The OPC examined the security safeguards in place at Equifax Canada and 

Equifax Inc. at the time of the breach, noting four main areas of concern. The OPC’s security 

analysis gives essential comprehensive recommendations on the systems that would be adequate 

to meet the PIPEDA Safeguards Principle 4.7.341  

 

Some of the safeguards that Equifax lacked at the time were its vulnerability management, network 

segregation’ implementation of basic information security practices, and oversight. With one 

exception, the OPC ruled that Equifax Canada and Equifax Inc. had unacceptable shortcomings in 

each of these areas. In terms of Equifax Canada's supervision processes, the OPC focused on two 

important areas: internal and external security assessments, and internal and external penetration 

testing, concluding in both cases that the systems in place were insufficient. These weaknesses 

were deemed to constitute failures to implement appropriate security safeguards given the volume 

and sensitivity of the personal information held by Equifax.342  

 

 
341 Equifax, supra note 211 para 113. 
342 Equifax, supra note 211 paras 45 and 46. 
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It is expected that many TPPs may have parent companies in other jurisdictions where information 

is transferred. Many banks who will offer open banking services will also have parent companies 

or subsidiaries outside of Canada. In the further context of crossborder data transfers in open 

banking, there must be an assessment of whether PIPEDA and other privacy regimes can evoke 

confidence to customers to consent for their financial data to leave Canada.  

 

The Final Report343 by the Advisory Committee calls for minimum data security measures for all 

open banking participants, including authentication, authorization, encryption, and audit trails. On 

the operational side, the Final Report also calls for enhanced IT security infrastructure, incident 

response monitoring, and penetration testing, among other measures. With this in mind, there is 

also a need to ensure that cybersecurity policies and plans go beyond just technology issues and 

also include potential threats, mitigation measures and action plans. For that to successfully 

happen, it is appropriate to consider the position outside of Canada.  

 

The Canadian Internet Registration Authority, a not-for-profit organization that helps build a 

trusted internet for all Canadians, published a survey stating that only very few organizations have 

cybersecurity governance structures in place.344 The survey for 2022 found that 82 per cent of 

organizations have a plan in place to respond to a cyber-attack.345 The importance of having a 

strategy cannot be overstated, as constructing one during an assault is less than ideal, and six out 

 
343 Final Report, supra note 7. 
344 Canadian Internet Registration Authority, 2022 CIRA Cybersecurity Survey (2022) (Totonto: Canadian Internet 

Registration Authority ), online: 

<https://www.cira.ca/uploads/2023/01/CIRA20202220Cybersecurity20Report20Aug2031-2.pdf>.  
345 Ibid. 

https://www.cira.ca/uploads/2023/01/CIRA20202220Cybersecurity20Report20Aug2031-2.pdf
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of ten Canadian companies have been obliged to deploy their response plan in the face of an active 

threat. 

 

The UK has adopted a standard authentication protocol known as OAuth 2.0 is the leading security 

standard for delegated authorization used across industries such as open banking. This is an 

industry-recognized standard that is frequently used approach for securely confirming digital 

identities.346 Furthermore, it establishes a formal framework for collecting and securely 

transferring consumer permission between companies. For authentication purposes, OAuth 2.0 

employs the concept of tokens, which can be passed between parties during a transaction. These 

tokens must be maintained safe since they serve as entry points for the authentication procedure 

for an open banking transaction. Tokens are useful however, their “pass key” nature makes them 

an especially appealing target for cyber attackers.347 If a token does not have a built-in expiry date 

or is not individually distinct to a given transaction, it may be compromised. Attackers may be 

able to use the same token in several transactions and time periods to get unauthorised access to 

account information.348 However, there are a few viable countermeasures. Unwanted scenarios can 

be avoided by employing transaction-specific tokens, limited expiration periods, and a mutual 

authentication mechanism. Mutual authentication necessitates the authentication of both parties 

involved in a secure information transmission. Canada could consider this approach in as open 

banking is formalized.  

 

 
346 C, Sekar and Brindha, M., “Secure App Login Authorization for IoT Devices Using OAuth 2.0” (22 March 

2019). International Journal of Computational Intelligence & IoT, Vol. 2, No. 3, 2019, online: 

<https://ssrn.com/abstract=3358376>.  
347 Ibid. 
348 Duarte Mortágua, André Zúquete & Paulo Salvador, “Enhancing 802.1x Authentication with Identity Providers: 

Introducing Eap-Oauth for Secure and Flexible Network Access.” (25 June 2023), online: 

<https://ssrn.com/abstract=4548732>.  

https://ssrn.com/abstract=3358376
https://ssrn.com/abstract=4548732
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Within the realm of crossborder transfers of personal information, there exists a notable level of 

public apprehension over the sharing of personal data, along with the inherent risks associated with 

such exchanges. In relation to the rights and obligations of individual stakeholders, it may be 

argued that in most instances, the onus of responsibility for privacy breaches perpetrated by data 

importers should rest with the data exporters.  

 

Open banking has the ability to completely revolutionize the financial sector by allowing for 

increased competition, innovation, and customer-centric services. However, security and privacy 

problems must be addressed before open banking can succeed. To secure client data and build trust 

in open financial systems, strong security measures, privacy-enhancing practices, and compliance 

with relevant legislation are essential. 

 

This Chapter demonstrates that financial institutions, TPPs, and regulators may work together to 

solve these security concerns and realize the full potential of open banking for the benefit of clients 

and the industry as a whole by focusing on security and privacy. Open banking has very little value 

if the security measures are not in place for the system to work. So far, it can only be assumed that 

open banking will be required to follow similar standards and requirements under both PIPEDA 

and the OSFI’s guidance. The challenge is whether TPPs will have to operate at the same standard 

as banks. The short answer is, yes. When Chapters 3 and 4 are looked at closely, once personal 

information is processed in accordance with PIPEDA, the same threshold will apply. Security 

measures for the time being, ought to apply for both banks and TPPs, if not, it means that bad 

actors could easily target TPPs and take advance of weaker security measures. PIPEDA outlines 

the breach notifications for organizations and the OPC has put forth useful recommendations from 
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the BMO Finding such as developer security testing and evaluation, vulnerability management, 

oversight and monitoring organizational policies and procedures which all are applicable to open 

banking.  
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Chapter 6 - Conclusion 

 

Banks have always served as the chief custodians of financial data and in this role, they regulate 

the activities between customers, technology, and merchants. The worldwide consumer demands 

have added pressure for banks to adopt more streamlined methods when it comes to accessing 

financial data. This comes at a time when the banking industry sits on the verge of pending reforms 

through digitisation and even more avenues for crossborder transactions.  Open banking is one 

such change which is predicted to shake up the traditional banking model and is touted to bring a 

plethora of benefits to both customers and the industry as a while.  

 

The central theme of this thesis is an examination of privacy and cybersecurity laws in relation to 

crossborder transactions and the specific privacy and cybersecurity risks inherent in open banking. 

Over the course of four substantive chapters, this research discussed various issues in relation to 

the organization of open banking, and critically, the issues to consider from a data protection and 

cybersecurity standpoint. Open banking’s system is best facilitated through consent-based data 

portability, and it would allow consumers to access financial information and services within the 

limitations of traditional or online banking. Early on in this research, open banking was 

distinguished as a system that allows for the utmost flexibility between service providers. The 

mission to embark on the course for open banking took serious strides in August 2021 when the 

Advisory Committee assembled by the Department of Finance Canada, released its Final Report 

containing proposals and recommendations about an open banking system. The Final Report set 

up very ambitious targets for a potential launch, which have been further delayed. There is some 
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bit of traction, however, as the Open Banking Lead has been working with various workgroups to 

ascertain the structure for open banking.  

 

This thesis investigated the strength and weaknesses of the current and evolving privacy and 

cybersecurity laws that would apply to open banking in Canada. This research focus can only be 

resolved after a careful consideration of Chapters 2,3,4, and 5. Open banking is powered by 

standardized APIs which are the foundation that can either make or break an open banking system. 

In order for it to work, data is transferred between banks and TPPs through APIs in order to acquire 

access to consumer data and sensitive financial records. The use of APIs is seen as a safer 

alternative to screen scraping which is how banks currently share customer data with third parties. 

APIs however, are not invincible and as more APIs are developed and data is shared, cybersecurity 

risks increase.  

 

The entire process of data transfer in open banking opens up both the customer as well as the 

entities offering the service, to risks. These risks are central to unwanted access by an authorized 

party. If APIs are not managed properly, they have the potential to become one of the most 

appealing access points for cybercriminals for a variety of reasons. APIs can be weaponised to 

perpetrate financial fraud by giving access to unauthorised users. Firstly, APIs can access massive 

volumes of sensitive data and if used incorrectly, could operate as a gateway to the internal 

database. Secondly, the volume of APIs controlled by enterprises has increased dramatically in 

recent years, with many being built by development teams with no understanding or oversight 

from security. Thirdly, the vulnerabilities that hackers can use to exploit APIs are increasing. 
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The potential for fraud and financial harm is severe and in order to overcome these challenges, 

effective security measures have to be put in place. The conclusion of this research found that the 

same mechanisms used by banks currently will likely function adequately in the initial stages of 

open banking. There is, however, a great risk with the security protocols for TPPs who may not 

have the rigid structures in place as a federally regulated bank.  

 

This then invites consideration of the subsidiary research questions, one of this sought to ascertain 

the current privacy and cybersecurity laws that would potentially apply to open banking. While 

PIPEDA is not a perfect privacy and cybersecurity regime, it had never made itself out to be that. 

PIPEDA has the difficult task of balancing commercial and economic interests with the protection 

of personal information. Open banking checks all the boxes for PIPEDA’s applicability since the 

transactions are commercial activities which involve organizations who collect, use and disclose 

personal information. PIPEDA sets up ten principles which should be complied with, especially 

when dealing with sensitive personal information, such as financial data.  

 

The privacy and cybersecurity concerns explored in this research are discussed around three major 

issues of the consumer portability right, meaningful consent and security risks, which all engage 

with PIPEDA’s applicability.  

 

For starters, there is no data portability right in PIPEDA. However, PIPEDA is currently in the 

process of reform as Bill C-27 continues to make its way up the legislative alley. Bill C-27 bring 

some exciting news for open banking with the introduction of a data portability right as well as 

recognizing privacy as a fundamental right.  
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A data portability right centres around the key feature of open banking that financial organizations 

recognize and confirm that customers have the legal right to view, use, and share their personal 

information in any way they want. This poses a potential concern since a data portability right 

could create chaos if the scope is not established of what is portable and how that said data can 

moved from one entity to the next in a secure way.  

 

Consent is an important factor for open banking to function and PIPEDA underscores the need to 

protect customer interests. Consent in open banking must be meaningful consent due to the 

sensitivity of financial information that is processed. Furthermore, that consent also must be 

expressed. This sharing, however, does not imply that clients give up control. In fact, the inverse 

is true. Banks and TPPs can only access data that clients have expressly agreed to give. This is 

consistent with the direction of PIPEDA and the OPC concerning crossborder data transfers, which 

are a big part of any open banking system.  

 

To overcome some of the challenges with crossborder data flows, some governments have strict 

data localization rules for domestic financial activities. Open banking rules might not be able to 

integrate and make sense of crossborder financial actions if there are limits on how data can be 

used in different countries. The reality is that these measures have the potential of inhibiting the 

growth of open banking once it is set up. From a risk-based perspective, banks and TPPs planning 

to engage in open banking services do not have to wait to be instructed how to secure customer 

data. Instead, they should look to established standards and implement governance, risk, and 

compliance controls to ensure data security is built into their products from the beginning. The 

implementation of open banking is expected to facilitate the emergence of novel services that will 
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bring advantages to customers and stimulate innovation within the banking sector. This will be 

achieved through the establishment of standardized protocols for data exchange, the promotion of 

interoperability, and the enhancement of competitive dynamics. The transformation of the 

financial services sector and the enhancement of the client experience through the evolution of 

open banking present an exciting area of observation.  

 

Customers' evolving needs are causing financial institutions to modernise their products and 

services. As more financial institutions contemplate open banking, laws are being implemented 

globally to encourage innovation while maintaining solid risk management and governance 

principles. Integrating strong security, data, privacy, and third-party risk management principles 

into financial institutions' innovation strategies can help them reap the benefits of change. 

 

The concept of open banking possesses transformative potential to revolutionize the existing 

banking system. The success of open banking will depend on the adoption of API standards that 

allow banks and TPPs to communicate and exchange data securely. Open banking has the ability 

to completely revolutionise the financial sector by allowing for increased competition, innovation, 

and customer-centric services. However, security and privacy concerns are obstacles that must be 

overcome for open banking to thrive. Secure client data and build trust in open financial systems, 

strong security measures, privacy-enhancing practises, and compliance with relevant legislation 

are essential. Financial institutions, TPPs, and regulators may work together to solve these 

concerns and realise the full potential of open banking for the benefit of clients and the industry as 

a whole by focusing on security and privacy. 
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