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Abstract

The rapid adoption of digital technologies has revolutionized business operations and introduced emerging concepts such
as Digital Twin (DT) technology, which has the potential to predict system responses before they occur, making it an attrac-
tive option for smart and sustainable tourism. However, implementing DT software systems poses significant challenges,
including compliance with regulations and effective communication among stakeholders, and concerns surrounding security,
privacy, and trust with the use of big data. To address these challenges, this paper proposes a documentation framework
for architectural decisions (DFAD) that applies the concept of big data governance to the digital system. The framework
aims to ensure accountability, transparency, and trustworthiness while adhering to rules and regulations. To demonstrate
its applicability, a case study and three case scenarios on the potential use of Mobile Positioning Data (MPD) in Indonesia
for DT technology in smart and sustainable tourism were examined. The paper highlights the benefits of DFAD in shaping
stakeholder communication and human-machine interactions while leveraging the potential of MPD to measure tourism
statistics by Statistics Indonesia since 2016. Not only the documentation framework promotes compliance with regulations,
but it also facilitates effective communication among stakeholders and enhances trust and transparency in the use of big data
in DT technology for smart and sustainable tourism. This paper emphasizes the importance of effective big data governance
and its potential to promote sustainable tourism practices. The multidisciplinarity approach on political science, software
engineering, tourism, and official statistics provides an opportunity for academic contribution and decision-making processes.

Keywords Digital twin - Big data governance - Software architecture - Architecture decisions - Architectural viewpoints -
Smart tourism - Sustainable tourism

Introduction

The rapid growth of digital technologies has brought about
a new era in the tourism industry, with big data emerging as
a key driver for innovation and progress. This has led to a
range of opportunities and challenges for industry stakehold-
ers (Ardito et al., 2019). Technological advancements in big
data have stimulated innovation and progress in the sector,
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including toward sustainable practices (Bulchand-Gidumal,
2021; Rahmadian et al., 2022). Leveraging big data can pro-
vide valuable insights to stakeholders in tourism, enabling
them to achieve various objectives such as predicting travel
demand, making informed decisions, managing knowledge
flow and customer interactions, and providing efficient and
effective services (Buhalis & Leung, 2018). It also offers a
range of benefits, such as increased productivity, improved
customer satisfaction, personalized marketing campaigns,
and streamlined operations. Additionally, big data supports
decision-making and enables services based on various
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data sources (Loureiro, 2018; Zhang et al., 2019). In order
to facilitate decision-making, this data source is further
integrated into artificial intelligence-based technology and
the Internet of Things (IoT) (Nguyen et al., 2017; Lisi &
Esposito, 2015). For example, mobile applications for smart
tourism can utilize big data analytics to provide information
about visitors, enabling analysis of travel routes and their
impact on the environment (Kim et al., 2019). Another illus-
tration is IoT-based systems for personalized navigation in
smart museums, improving the visitor’s cultural experience
(Del Fiore et al., 2016).

The emerging concept of Digital Twin (DT) technology
relies on artificial intelligence (Al), machine learning (ML),
and the IoT. It is generally described as a comprehensive,
all-encompassing simulation of a system, like a machine,
that incorporates various physics, scales, and probabili-
ties. This simulation mirrors the entire lifecycle of its twin
by leveraging the most accurate physical model, real-time
sensor data, historical records, and other relevant informa-
tion (Glaessgen & Stargel, 2012). A DT also functions as a
virtual image that defines the comprehensive physical and
functional characteristics of the entire product life cycle,
and it can transmit and receive product information. One
of the primary functions of DT is to predict system reac-
tions before they occur by matching the system’s current
analysis and current response with behavioral predictions
(Schleich et al., 2017). The accuracy of such predictions is
contingent o the completeness of data collection, its ability
to be shared, and its simulation. DT has been implemented
in many sectors and industries, including smart cities (Farsi
et al., 2020). The rapid growth of new ICT and IoT applica-
tions in tourism would have made the implementation of DT
an important milestone for smart and sustainable tourism.
With the development of cyber-physical systems and IoT,
data is increasingly becoming a key asset and competitive
advantage that can be utilized for multiple purposes, includ-
ing DT applications.

As the importance of data as a strategic asset in various
industries, including tourism, continues to grow rapidly,
effective data management has become a key concern for
organizations. To address this, a suitable big data govern-
ance framework must be established, which refers to man-
aging big data in an organization and its use for decision-
making through various analytical tools. Governance is
crucial in this digital realm to create legitimacy, balance
of power among stakeholders, and ensure compliance with
complex laws and regulations, particularly those related to
privacy and security (Khatri & Brown, 2010). Therefore, a
big data governance framework is essential to ensure that
DT technology as a software architecture can be effectively
used as a potential tool to solve the problem of sustainable
tourism based on big data, Al, and IoT. The primary objec-
tive of the framework is to facilitate seamless data access

@ Springer

for optimal machine learning performance while ensuring
lawful and ethical handling, storage, and processing of both
supplier and user data in accordance with applicable regula-
tory guidelines (Al-Badi et al., 2018).

Furthermore, in recent years, the issue of effective
knowledge management in software architecture has also
received increasing attention (Tang et al., 2010). To address
this issue, the documentation of architectural decisions
(ADs) has emerged as a promising approach (Van Heesch
et al., 2012). These decisions establish the system’s overall
structure, behaviour, and quality. In this study, we aimed
to address practical applicability and validate our previous
research on the use of decision framework for architectural
decisions (DFAD) by combining the academic approach
with practical constraints in the industrial realm, specifically
the government sector, through a case study on the use of DT
for smart and sustainable tourism by the public sector which
involved big data collection mechanism and communication
among multistakeholder. Through stakeholder engagement,
feedback collection, and the case study, we refined our pro-
posed DFAD, taking into account the insights and feedback
we gathered during our study. We also aimed to demonstrate
the use of DFAD to support the role of data governance on
digital technology to support smart and sustainable tourism
and contribute to the research gap on knowledge manage-
ment in software architecture.

This paper is structured to provide a comprehensive over-
view of the conceptual decision documentation framework
and DT technology for smart and sustainable tourism and
to promote the use of DFAD on supporting big data govern-
ance in the field. In Section “Background and related work”,
we present the background and related work on the DFAD
and DT technology. In Section “Methodology”, we describe
our case study’s design, including the research questions,
topic selection, data collection, and analysis. In Section
“Results”, we present the study results, highlighting the
effectiveness of the DFAD in supporting big data govern-
ance toward smartness and sustainability. Finally, in Section
“Conclusion”, we conclude our research by discussing its
implications for practitioners and researchers and sugges-
tions for future research.

Background and related work

This section discusses the importance of big data govern-
ance and its framework in ensuring sustainability in the use
of digital technology. To implement big data governance in
digital technology systems, we propose the use of a DFAD
with its benefits. Additionally, we present our previous
research that proposed the potential use of DT technology
for smart and sustainable tourism. Given that DT technol-
ogy employs big data, Al, and IoT, incorporating big data
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governance is necessary to ensure its success. Therefore,
the proposed DFAD framework can be used as a solution to
address the challenges associated with the governance of big
data in DT technology for sustainability.

Big data governance

Effective data management is a critical aspect of organiza-
tional governance (Hong et al., 2019). However, it requires
more than just collecting and storing data, as unmanaged
data can lead to low data quality and higher business trans-
action costs (Manjunath,Ravindra and Ravikumar, 2010).
Therefore, a comprehensive approach is necessary to guide
organizations in establishing and improving their data gov-
ernance practices (Cohn, 2015). Data governance encom-
passes a combination of individuals, methodologies, pro-
tocols, and technological tools that empower organizations
to harness data as valuable digital assets (Khatri & Brown,
2010). It establishes a unified structure to oversee and pre-
serve data quality, security, accessibility, relevance, and
integrity. Additionally, it guarantees the responsible utili-
zation of actual data to define business objectives, uphold
operational procedures, and make crucial decisions. The
primary goal of implementing data governance is to ensure
the sustainable use of data in achieving an organization’s
business objectives (Tallon, 2013).

Data governance is crucial in ensuring high-quality data
and providing organizations with a consistent and reliable
track record (Fu et al., 2011). This quality data can bring
significant benefits, including faster and improved decision-
making (Al Nuaimi et al., 2015). Additionally, data govern-
ance is concerned with determining the roles and respon-
sibilities for decision-making about an organization’s data
assets (Liaw et al., 2014). Data governance goes beyond
data storage, cleaning, and integration; it encompasses a
framework of policies, practices, and business rules for col-
lecting, protecting, and utilizing data to support business
objectives (Almeida & Calistru, 2013). This process is con-
tinuous and repeatable, aiming to ensure proper data man-
agement while minimizing potential risks (Mahanti, 2021).
Big data governance is an emerging field that involves a set
of processes, methods, technologies, and practices to effi-
ciently and securely discover, collect, process, and store vast
amounts of structured and unstructured data (Malik, 2013).
The definition is further expanded by Feki and Boughzala
(2016), who emphasize the comprehensive approach of big
data governance, focusing on management and analysis
across the entire data lifecycle while prioritizing security,
data protection, and cost-effectiveness for sustainable data
creation. Central to big data governance is decision-making
rights and responsibilities, given the extensive data pro-
cessing within and outside organizations. However, Yang
et al. (2019) warn that using big data, coupled with business

disruption, increases the risk of data breaches and requires
effective management of data quality, security, and ethical
data processing. Therefore, Zwitter (2015) advocated for the
implementation of a governance system to mitigate potential
risks associated with the use of big data.

Big data governance is important for organizations to
achieve their objectives. Grover et al. (2018) and Al Nuaimi
et al. (2015) emphasize the importance of big data govern-
ance in ensuring efficient and secure data management while
maximizing return on investment. However, using big data
can also pose security risks if proper security controls are
not in place (Cuzzocrea, 2014). As the amount of collected
data increases, so do the scale and cost of risks, necessi-
tating adequate security controls for data at rest, in transit,
and when it leaves the network (Cumbley & Church, 2013).
Ensuring proper access control is essential to data security,
which involves restricting data access, monitoring analysis
activities, and limiting access (Sabelfeld & Myers, 2003).
Additionally, big data governance must adhere to four types
of regulations: data protection, data classification, compli-
ance, security and privacy rules, and process (business) rules
(Ghavami, 2020).

A big data governance framework encompasses a com-
prehensive set of policies, guidelines, and procedures that
enable organizations to effectively manage and maintain
large amounts of structured and unstructured data (Hong
et al., 2019). The framework includes various components
such as people, processes, tools, and technology to enable
efficient and secure data discovery, collection, processing,
analysis, and storage as illustrated in Fig. 1 (Al-Badi et al.,
2018). In addition, it establishes data quality, security, pri-
vacy, and ethical standards for data management and analy-
sis, as well as defines the roles and responsibilities of stake-
holders throughout the data lifecycle. The framework also
outlines decision-making rights and responsibilities related
to data management, establishes security controls for data
protection, and defines business rules for data management
and analysis.

The implementation of a big data governance frame-
work can provide numerous benefits to organizations. First,
improve data quality by maintaining accuracy, consistency,
and completeness, leading to more informed decision-mak-
ing and insights (Nisar et al., 2021). Second, enhance data
security by safeguarding against unauthorized access and
adhering to relevant data protection regulations (Demchenko
et al., 2014). Third, increase efficiency by streamlining data
management processes and reducing redundancies, freeing
up resources for other business activities (Hankuk University
of Foreign Studies, South Korea, Yeong Kim, Suh Cho, &
Hankuk University of Foreign Studies, South Korea, 2018).
Fourth, aid better risk management by identifying and
mitigating potential risks associated with big data, such as
data breaches or quality issues (Al-Badi et al., 2018). Fifth,
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foster collaboration and promote communication between
various departments and stakeholders (Hankuk University
of Foreign Studies, South Korea et al., 2018). Overall, a
big data governance framework empowers organizations to
efficiently manage their valuable data assets, comply with
relevant regulations, and mitigate potential risks, resulting
in better utilization of data for business success.

Ethics and digital technologies

Ethics has gained significant prominence in the realm of
software engineering. It encompasses a collection of moral
values and principles designed to direct ethical behav-
ior (Walsh, 2015). Regarding software engineering, eth-
ics entails a set of guidelines and regulations that enable
software specialists to prioritize the well-being, justice,
and safety of users and societies (Gotterbarn, 2002). The
incorporation of ethical concerns significantly influences
the development of software-intensive systems, given their
widespread presence and integration into societies. These
software systems exert significant influence over people’s
lives, social interactions (including actions and decisions),
equality (including opportunities and rights), and justice,
making ethical aspects an indispensable component of
system building (Alidoosti et al., 2022). Software systems
have the potential to give rise to ethical concerns, impact-
ing stakeholders by challenging their values and presenting
ethical dilemmas. For instance, certain applications have led
to privacy and data security violations by exposing users’
identities and locations. Moreover, in the context of big data
utilization, four notable ethical issues arise: privacy, group
privacy, propensity, and research ethics (Zwitter, 2014).
Dealing with these matters and incorporating ethical
considerations into software systems is a complex task. It
requires a comprehensive understanding of the ethical chal-
lenges that may harm individuals and societies, the affected
parties, their concerns, the essential ethical values (which
can be inherently ambiguous), and the methods to integrate
them into software architecting. Given the extensive influ-
ence of software architecture design on a system, as well as
people and society at large, it becomes a crucial realm for

@ Springer

addressing significant ethical decisions, aligning to specified
quality requirements.

Decision documentation framework

To govern such a system or technology, we have developed
several documentation templates based on the Decentraliza-
tion Network Governance (DNG) concept and documenta-
tion framework for architecture decisions (ISO/IEC/IEEE
Systems and software engineering - Architecture descrip-
tion, n.d.);(Zwitter & Hazenberg, 2020). In establishing a
clear decision-making process, our proposed documentation
templates based on the DNG concept and documentation
framework for architecture decisions aim to define decision-
making roles, responsibilities, and procedures. This not only
enables effective monitoring and evaluation but also iden-
tifies areas for improvement, ensuring the system remains
aligned with organizational goals and objectives. Further-
more, it ensures compliance with relevant laws and regula-
tions, providing a more transparent and accountable system
or technology governance structure.

To this end, we propose the following encompassing
procedures:

1. Identification of stakeholders
Identification of laws and regulations

3. Documentation frameworks for architecture decisions
(DFAD)

Step 1-Identification of stakeholders

Successful software engineering projects are dependent
on stakeholder involvement throughout the various stages of
the project. Stakeholders should be aware of potential issues
and feel that their ideas, opinions, and contributions are
valued to ensure the project’s success. Involving stakehold-
ers in the decision-making process is critical, as it assists
in aligning project goals with the organization’s strategic
objectives (McManus, 2004). Additionally, it enables bet-
ter communication between stakeholders and development
teams, reducing the likelihood of misunderstandings and
increasing the likelihood of successful project outcomes.
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Therefore, effective stakeholder management is essential for
the success of software engineering projects. To identify the
stakeholders and their roles and contributions to this project,
we need to understand the conceptual model of the architec-
ture framework (Fig. 2) and project life cycle.
Constitution

Step 2- Identification of laws and regulations

Moving forward, the identification of stakeholders is fol-
lowed by the identification of rules and regulations that
are to be implemented in the software engineering project.
The rules and regulations are classified into two categories,
namely technological and non-technological. It is important
to note that the level of the law should be understood in
advance, as it determines the authority and scope of each
level, starting from the constitution. This classification of
rules and regulations provides a framework for the decision-
making process and helps ensure that the software engineer-
ing project complies with all relevant laws and regulations.
Figure 3 shows a general principle hierarchy of law in most
countries. It specifies how different levels of law are applied
in practice. Zwitter in 2020 identified laws and regulations
to govern digital technology as shown in Table 1 (Zwitter &
Hazenberg, 2020).

Step 3-Documentation framework for architecture
decisions

Finally, we present a DFAD that comprises a collection of
documentation templates to govern smart and sustainable
tourism digital technology. Our objective is to provide a
comprehensive view of the decision-making process that
involves each stakeholder at different stages of the project,

Statutes/Legislation

Regulations

Procedures and Code of Conduct

Fig.3 Hierarchy of law

Table 1 Laws and regulations for digital technology

Non-technological Technological

(Traditional governance regulation) (Cyber-govern-

ance regula-

tion)
Law Term of use
Contracts Code
Enforcement Bot

defines the governing system of each stakeholder based on
their roles and responsibilities, ensures adherence to secu-
rity requirements, and aligns with relevant regulations. The

@ Springer
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Fig.4 Decision relationship viewpoint

proposed framework aims to facilitate a structured decision-
making process that supports the efficient and secure man-
agement of digital technology, while addressing the diverse
needs of all stakeholders involved in the project.

To that end, we propose the tools as follows:

(1) documentation framework for architecture decisions
that is modified from the conventions of ISO/IEC/IEEE
42010- the international standard for the description of
system and software architectures (ISO/IEC/IEEE Sys-
tems and software engineering - Architecture descrip-
tion, n.d.). This documentation framework consists of a
decision details viewpoint (Table 2) and a relationship
viewpoint (Fig. 4).

(2) standard operating procedure (SOP) (Fig. 5), modified
from the Statistics Office’s SOP.

The first part of the documentation framework is a deci-
sion details viewpoint (Table 2). It gives detailed infor-
mation about single architecture decisions that consists of
major information in architecture (e.g., decision outcome,
options, and arguments), and minor but useful informa-
tion (e.g., issue, state, related decisions, and actors) We
modified the existing template by selecting the elements
and added a governing system as an important element to
manage the interaction of each actor. We also added activi-
ties on digital technology and Generic Statistical Business
Process Model (GSBPM) to give a comprehensive over-
view of the decisions.

The second part of the documentation framework is a
decision relationship viewpoint (Fig. 4), which shows the
current state of architecture decisions, and how they relate
to other decisions. This template enables transparency and
makes the relationships between architectural design deci-
sions explicit and traceable. The final part of the docu-
mentation framework we use is the SOP (Fig. 5), adapted
and modified from the SOP of BPS-Statistics Indonesia.
This template allows the project to be more systematic

Actors Actor 1 Actor 2 Actor 3
Process involved Activity 1 —> Activity 2 —>» Activity 3
Information
required (law and Information A Information B Information C
regulation)

Fig.5 Standard operating procedure

Table 2 Decision details
viewpoint

Information

Detail

Name

Activities on GSBPM
Activities on DT
Problem/Issue
Decision

Alternatives
Arguments

Related decisions
Governing system

Decision-makes/actors

A short name of the decision

A state of the decision on GSBPM

A state of the decision on the digital technology framework
The issue addressed by the decision

The outcome of the decision or solution

The alternative solutions considered when making a decision
The reason behind the decision

All decisions that have a relationship to the decision

Laws and regulations governing the actors, both technologi-
cal and non-technological

The actors involved in the decision-making process

@ Springer
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and cohesive by showing detailed procedures and flows
of each activity.

Digital Twin technology for smart and sustainable
tourism

Smart tourism is an emerging phenomenon that involves
the integration of information technologies into the tour-
ism industry, providing new opportunities for tourism busi-
nesses, destinations, and tourists (Katsoni & Segarra-Ofia,
2019). This marks a substantial transition towards increased
intelligence within the tourism industry as it converges the
physical and governance aspects of tourism into the digital
domain. (Boes et al., 2016). The smart tourism ecosystem
consists of three key elements: customers (tourists), busi-
nesses or enterprises, and destinations. For the customer,
the emphasis is on delivering personalized, smart assistance
through real-time and extensive insights into the tourist
experience. For the business, it revolves around accessing
shared data to foster collaboration and resource sharing
among tourism enterprises (Xiang & Fesenmaier, 2017).
At the destination level, the implementation of smart tour-
ism aims to boost competitiveness and enhance the over-
all quality of life for all stakeholders, encompassing both
residents and visitors (Boes et al., 2016). The integration
of big data has evolved as a fundamental element of the
information technology infrastructure in smart destinations.
This inclusion empowers more advanced decision-making
processes, which demand robust technologies and cutting-
edge algorithms(Oussous et al., 2018). Moreover, the pro-
motion of sustainability practices within the tourism sector
has gained considerable importance (Rahmadian et al., 2022;
Xu et al., 2020). Sustainable tourism refers to the notion of
not only fulfilling economic objectives but also considering
the environmental and social dimensions of a destination,
with a focus on minimizing or rectifying the adverse impacts
on the economy, society, and environment (Vazquez et al.,
2019). Promoting effective collaboration for sustainable
tourism development presents a dual challenge, comprising
both optimism and critical awareness. The critical aspect
emphasizes that the tourism industry holds responsibilities
not only towards itself as an industry but also towards its
stakeholders, customers, governance bodies, and the com-
munities it impacts(Liburd and Edwards, 2018).

The concept of smart tourism shares a strong connec-
tion with the idea of a smart city, wherein the integration of
intelligence in various aspects, such as mobility, living, peo-
ple, governance, economy, and environment, plays a pivotal
role (Giffinger & Haindl, 2009). A smart city is a city that
utilizes advanced information technology, combined with
various urban systems and disciplines, to enhance societal
and economic outcomes (Bibri & Krogstie, 2017). As cities
strive to become smarter, the concept of smart tourism has

emerged as an integral part of this endeavor. Destinations
seek to attract visitors by offering unique and innovative
services that leverage technology, sustainability, and acces-
sibility to enhance the overall tourist experience. This con-
vergence of domains in smart tourism represents a paradigm
shift in the approach to tourism development. By utilizing
advanced technologies and data analytics, smart tourism
has the potential to unlock new opportunities for tourism
stakeholders, including governments, businesses, and tour-
ists themselves. This presents an exciting avenue for further
research and investigation into the potential implications and
benefits of smart tourism in the broader context of smart city
development (Katsoni & Segarra-Oiia, 2019).

This paper proposes that the integration of DT technol-
ogy could serve as a valuable tool in the development of
smart and sustainable tourism initiatives within the context
of smart cities. DT is an emerging field within the realm of
artificial intelligence, machine learning, and the IoT. It can
be defined as a digital representation of a physical entity.
Through the utilization of big data and other supporting
resources, stakeholders can create virtual models of regions
by analyzing the flow of tourist activities and assessing their
impact on the environment. These insights can be applied to
various aspects of policy, such as infrastructure and facility
provision, over-tourism mitigation, tourism risk reduction,
and destination strategies, including marketing, branding,
and competitiveness. Demunter (2017) suggests that the
potential sources of big data for tourism include communi-
cations system, websites, business process-generated data,
sensors, and weather information. By leveraging DT tech-
nology, stakeholders can make informed decisions that ben-
efit both the tourism industry and the broader community.

In light of these considerations, we present a conceptual
framework for designing and implementing a DT in the con-
text of smart and sustainable tourism and a DT architectural
synthesis. Hence, we outline the processes and architectural
elements required to implement a successful DT, assist us
in understanding the software, and then ensure its sustain-
ability. The conceptual framework of DT implementation
on smart and sustainable tourism was inspired by Wan et al.
(2019) and depicted in Fig. 6. The framework comprises four
key steps: identification of big data sources, data manage-
ment, sensemaking, and decision-making. A robust informa-
tion management framework guides the design of the DT’s
data architecture. The framework’s first step involves iden-
tifying the big data sources necessary for the system. There
are several potential big data sources for DT on smart and
sustainable tourism. For this study, we propose the use of
MPD as the potential data source. Other potential big data
sources are: geo-location data set, user generated content
(UGC), google mobility, sensors, and other information such
as temperature, humidity, and air quality. The next step is
data management, which is crucial for efficient and secure
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Fig.6 Conceptual framework of Digital Twin on smart sustainable tourism

data collection, storage, and utilization. Thirdly, sensemak-
ing is necessary to determine where big data analysis will
be deployed, including modeling and data mining. The
final step is decision-making, where the DT is employed to
enhance smart and sustainable tourism. An important aspect
of this framework is the establishment of a feedback loop
that includes a post-implementation evaluation to inform
data-driven decision-making processes.

@ Springer

Overall, this framework serves as a comprehensive guide
for the successful implementation of a Digital Twin (DT)
within the context of smart and sustainable tourism, and
in our case study, we deploy the use of MPD as the big
data source for the digital system in the level of big data
for sustainable tourism as shown in Fig. 6. In conjunction
with the DT architectural synthesis, as depicted in Fig. 7,
and the DFAD, we expect to achieve software sustainability.
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Within the realm of software, there are two perspectives or
viewpoints regarding software sustainability: sustainable
software and software engineering for sustainability. The
first viewpoint focuses on the principles, practices, and
procedures that promote the longevity of software, often
referred to as technical sustainability. While the second
viewpoint emphasizes the utilization of software systems
to support one or more sustainability dimensions, with a
focus on concerns beyond the software systems themselves
(Penzenstadler, 2013). According to Lago et al. (2015), dis-
cussing sustainability of a specific software system should
address the four dimensions of sustainability: economic,
social, environmental, and technical. Through the framework
we proposed, we aim to accommodate these dimensions of
software sustainability and align with the implementation of
big data governance.

Methodology

The purpose of a decision architect is to provide a deci-
sion documentation tool that meets the industry’s expecta-
tions and can be easily adopted by architects in their daily
work. To determine the level of interest among software
architects in using this tool, three factors are considered:
usefulness, ease-of-use, and contextual factors. Accord-
ing to Davis (1989), both usefulness and ease-of-use are
essential in predicting an individual’s willingness to use
new technology. Nonetheless, contextual factors, including
an individual’s background, social influence, and facilitat-
ing conditions, significantly influence the adoption of new
tools (Venkatesh & Maruping, 2008). To better understand
the benefits of DFAD, the study formulates the following
research questions: "How to apply big data governance on

DT technology for smart and sustainable tourism, "How do
stakeholders perceive the usefulness of decision architects,
and how can it be improved to provide a better user expe-
rience?". The study aims to validate and improve a previ-
ously proposed decision framework, known as DFAD, in the
context of decision architects and software architecture. By
addressing these research questions, the study can provide
insights into the potential benefits and challenges of using
decision architects in software architecture and improve the
user experience of the tool.

To better understand the practical application of the
developed decision documentation tool, we conducted a
qualitative research case study. This approach allowed us
to evaluate the tool in a realistic context, providing valuable
insights into the intent of software architects to use it in
industrial software projects. As Yin (2009) highlighted, the
case study method is particularly useful in situations where
there is limited control over variables.

The steps of the case study are as follows: first step, as the
scenarios, we choose three decisions strongly related to the
goal of architecting digital twin for smart and sustainable
tourism. These initial steps in architecting the system are
crucial for organizations, but they often go unnoticed, and
more emphasis is placed on software creation. Following
this, we created the documentation framework on architec-
ture decisions for these three decisions based on our initial
project. We then conducted a semi-structured interview, a
verbal interchange where the interviewer attempts to get
information from another person through a list of prede-
termined questions (Clifford & Doody, 2018). Conduct-
ing these interviews allows for a thorough examination of
respondents’ perceptions, events, and experiences. Further-
more, their opinions and statements can be cross-referenced
and elucidated, leading to a deeper and more comprehensive
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understanding (Kvale, 2007). We created an interview topic
guide and utilized a narrative approach that allowed for
open-ended discussions of unanticipated themes. During the
interview, we presented the DFAD and its applications on
the three selected scenarios with several stakeholders. The
participants of the interviews were: business analyst, analyst,
technical experts and data scientist. Based on their input, we
refined our framework to improve its quality for future use.
Additionally, we attended an MPD meeting (online) among
the stakeholders to gain further insights into how decisions
are made and documented in practice. Overall, this case
study provides valuable insights into the practical applica-
tion of the decision documentation tool we developed.

The interviews took place at the Statistics Indonesia head-
quarters office in Jakarta from June to July 2022. We tar-
geted the stakeholders related to the decision documentation
(n=4). All the interviews were conducted by one research
team member with training and experience in interviewing
techniques. Each interview covered all topics of the guide-
line and lasted between 30-40 min, depending on interviews
were saturated. The interviews were audio-recorded with the
consent of the respondents. All recordings were transcribed
and coded by the first author and checked by the third author.
The first and third authors also determined the three archi-
tectural decisions applied for the study. The second author
has role in assessing the research protocol and result find-
ings. The complete study design protocol received ethical
approval from the faculty.

Results

The successful implementation of smart and sustainable
tourism through the use of innovative technologies, par-
ticularly by governmental agencies, necessitates careful
planning and management, particularly when dealing with
sensitive big data. It is also important to address the techni-
cal dimension of sustainability to ensure the durability of
the system. Despite the potential benefits of leveraging big
data to enhance decision-making processes, big data govern-
ance remains a relatively underexplored area among deci-
sion-makers. The adoption of new technologies introduces
a range of risks, including concerns regarding data security,
communication, data quality, and regulatory compliance.
Addressing these risks requires a comprehensive framework
that accounts for the full spectrum of data governance con-
siderations. Effective governance of big data is essential to
ensuring that the potential benefits of innovative technolo-
gies are realized while minimizing the potential risks.

In this section, we present the result of our study that
aim to fill this gap. To answer the first research question,
we apply the DFAD to DT technology for smart and sus-
tainable tourism and incorporate the DFAD with the big
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data governance framework that we developed in our previ-
ous study as shown in Fig. 8. We anticipate that our pro-
posed framework will prove valuable to statistics offices,
facilitating the organization, management, and governance
of big data as a source for official statistical products. The
framework’s ability to support effective decision-making,
transparency, accountability, and compliance with legal and
ethical standards could enhance the quality and reliability of
official statistical products, thus contributing to the overall
goals of smart and sustainable tourism.

This framework also emphasizes the importance of select-
ing and partnering with stakeholders to ensure the project’s
success. The DFAD could play a supportive role in mapping
the stakeholders directly affected or involved in the project.
For example, in this case study, we can identify these stake-
holders based on their institutions and roles as outlined in
the standard operating procedure. Additionally, stakeholder
identification is also specified in the decision details view-
point. Beyond mapping the stakeholders directly affected,
the big data governance framework extends to mapping
indirectly impacted stakeholders, including international
organizations, the general public, researchers, media, and
other governmental bodies.

DFAD to benefit big data governance

In addition to validating the DFAD, this study enabled us
to apply and validate our proposed big data governance
framework as a potentially valuable tool for modernizing and
enhancing decision-making in statistical processes related to
the use of big data, AI, ML, and IoT. To achieve this objec-
tive, we followed these steps:

First step, we proposed the use of MPD as a potential
data source for DT technology, which could serve as a pilot
project for applying DFAD.

Based on our analysis, implementation of DFAD for this
case study has several advantages on supporting the Big
Data governance framework, namely:

(1) address almost all the dimensions of the big data gov-
ernance framework,

(2) support transparency and accountability for each archi-
tecture decisions,

(3) encourage the organization to follow the process of
GSBPM that applied for new innovation for official
statistics,

(4) mitigate any potential risks by documenting the deci-
sions and their alternatives, since the very first step,

(5) enable quality control for each step,

(6) ensure regulation compliance on digital system and the
use of big data, especially related to sensitive data,

(7) assist on mapping the stakeholders, ensure they are
being heard, and help the task division within the
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Big Data Governance Framework
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and
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Fig.8 Big data governance framework for official statistics

organization and define proper communication tools
or mechanism.

(8) ensure the components of IT/big data infrastructure,
human resource, and institution for the digital system,

The relationship or benefits of DFAD to the big data govern-
ance framework are presented in Fig. 9.

DFAD on DT technology for smart and sustainable
tourism

Second step, to identify the stakeholders and their roles
and contributions to this project, we need to understand the
conceptual model of the DT architecture framework(Fig. 6)
and project life cycle based on GSBPM in Fig. 10. We then
incorporate our information about the stakeholders, their
roles, and how they communicate/coordinate through the
decision details viewpoint and standard operating procedure.

Third step, we identified the list of laws and regulations
applied for this project, as shown in Table 3.

Fourth step, we decided three key selected issues regard-
ing this topic: decision 1, decision 2, and decision 3.

In Decision 1, we explored the feasibility of using MPD
as a potential data source for digital technology (DT) soft-
ware systems. We argue that MPD could be effectively com-
bined with other sources such as ML, Al, and IoT to support
DT applications. In addition to MPD, we also considered
other potential data sources, such as Google Mobility or
User Generated Content (UGC).

Decision 2 focused on improving the existing data script.
This step was crucial to rectify any errors in the script and
improve data accuracy, quality, and reliability, given that
the current script had been in use for several years. As an
alternative, we also considered the possibility of continuing
to use the previous script due to the obligation to release
official tourism statistics on a monthly basis.

In Decision 3, we explored two options for testing the
data script. The primary option was to test it in the mobile
network operator (MNO) environment, given that MPD
can only be processed in this environment. Alternatively,
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Fig. 10 Generic Statistical Business Process Model (UN Fundamental Principles, 2014)

we considered testing the script using alternative data (1)
sources, such as web scraping (Google Mobility) in the  (2)
data lake of the Statistic Office (BPS). This decision was 3)

critical to ensure that the data script was functioning cor-
rectly and delivering accurate results.

Fifth step, we developed architecture decisions for three
key selected issues, consists of:
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Decision detail viewpoints: Tables 4, 5, 6,
Relationship viewpoints: Fig. 11, and
Standard operating procedures for these three decisions:
Figs. 12 and 13, 14,
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Table 3 Laws and regulations for Digital Twin technology

Non-technological

(Traditional governance regulation)

Technological

(Cyber-governance regulation)

National Code of Good Practice on Official Statistics: United Nations Statistics Division Term of use

Indonesia Law of Statistics: Act 16/ 1997
General Data Protection Regulation (GDPR)

Personal data privacy regulations in Indonesia: Act 19/2016 on the amendment of
Act 11/2008 on Information and Electronic Transactions (ITE), and Act 27/2022 on

Personal Data Protection

Code
Digital Twin architecture framework

Architecture viewpoint (model kinds, correspond-
ence rules, modeling method, analysis technique,
language, notations)

Regulation of The Minister of Communication and Information Republic of Indonesia,

Number 5 the Year 2020: Electronic System Operator Private Scope
MoU between BPS and Ministry of Tourism and Data provider
The contract between BPS and technical expert
Project/program life cycle management
Standard operating procedures

Table 4 Decision details viewpoint: Scenario 1. The use of MPD as potential data source ¢

Information Detail

Name
Activities on GSBPM
Activities on DT

Specify needs
Data source

Dec—1.0. Use of MPD on smart and sustainable tourismn

There are several critical issues should be addressed during the step of ‘specify needs’, namely: identify the stakehold-

ers, identify the risks towards the whole proces, identify administrative obstacles on procurement of the MPD, identify
outputs and outcomes of the process, identify and harmonize the regulations in which need to comply during the

To use other potential data source to support smart and sustainable tourism, such as: google mobility or User Generated

Problem/Issue
statistical process

Decision To continue the use of MPD for tourism statistics, to support smart and sustainable tourism, and other purposes,
namely: mobility statistics, metropolitan statistical area, and SDGs

Alternatives
Contents (UGC)

Arguments

The use of MPD has been useful since 2016. In Statistics Indonesia, this data has been utilized not only for tourism sta-

tistics, but also other purposes such as: mobility statistics, SDGs and metropolitan statistical area. Data provision by
MPD is useful for Indonesian Government to monitor the progress of tourism sector as one of the National Priorities
as stated in the National Mid-term Development Plan, and also has a potential to be used as big data source on smart
and sustainable tourism (digital twin technology)

Related decision
Governing system link

Dec—1.1 Use other potential data source: google mobility or UGC

Decision-makes/actors Data analyst, data scientist, business analyst, managers

intending to apply the concept of big data governance,
address the sustainability dimensions, and achieve the objec-
tives of software system or digital technology.

In the decision details viewpoint (Tables 4, 5, 6), we
provide detailed information about single architecture deci-
sions. This viewpoint addresses transparency, legal compli-
ance, communication, ethical concerns, and risk identifica-
tion through its comprehensive approach to analyzing each
architecture decision. For instance, addressing technical
aspects, privacy, cyber-security, administrative procedure,
and regulation issues in the decisions.

In the relationship viewpoint (Fig. 11), we show how
each decision is related to one and each other, which further

promotes transparency, elucidating and enabling traceabil-
ity in the relationships among architectural decisions. For
instance, decision 2.0 (improve MPD script) is related to
decision 1.0 (use of MPD as data source) and decision 3.0
(test the script in the sandbox of MNO). There is also an
alternative for decision 2.0 which is decision 2.1 (use the
former MPD script).

And the final part of the documentation framework
is the SOP (Figs. 12, 13, 14), which allows the project
more systematic and cohesive by showing detailed pro-
cedures, actors/stakeholders involved, tasks and flows of
each activity. For instance, in SOP 1 (Figs. 12), there
are eight involved actors, each assigned specific tasks.
The process commences with the subject matter experts
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Table 5 Decision details viewpoint: Scenario 2. Improve the MPD script

Information Detail

Name Dec—2.0: Improve the script and algorithm of MPD

Activities on GSBPM  Design

Activities on DT Sense-making

Problem/Issue There are several errors on the previous MPD data script that should be corrected

Decision Testing of script changes for data collection to replace the data script by the former technical expert with data script by
Statistics Indonesia

Alternatives Data script by the former technical expert will be used for temporary purposes until the data script by Statistics Indone-
sia firm to use

Arguments To correct the errors contained on the previous data script is crucial to improve data accuracy, quality and reliability. It

is also beneficial for further modelling and analysis

Related decision
Dec—2.1. Use the former MPD script

Dec—3.0. Test the script in the sandbox of MNO

Governing system link

Decision-makes/actors  Data scientist, data analyst

Dec—1.0. Use MPD on smart and sustainable tourism

Table 6 Decision details viewpoint: Scenario 3. Test the script

Information Detail

Name Dec - 3.0: Test the script in the sandbox of MNO

Activities on GSBPM Build

Activities on DT Sense-making

Problem/Issue MPD can not be processed outside the MNO environment

Decision To test the script in the MNO sandbox environment

Alternatives To test alternative data source in the BPS data lake system

Arguments Due to data privacy, security and confidentiality, MPD data is only allowed to be

processed inside the MNO environment. To check the accuracy and validity of the
script, firstly, it will be tested in the sandbox for quality assurance

Related decision

Dec - 2.0.Improve MPD script

Dec - 3.1. Test alternative data source in the data lake of BPS

Dec - 3.5. Test on the running script in the software located in the sandbox of MNO

Governing system link
Decision-makes/actors

Data scientist, data analyst (Statistics Indonesia, MNO)

(analysts), who are tourism experts from Statistics Indo-
nesia, responsible for identifying data needs and defining
variables concerning the use of MPD. Subsequently, they
engage in discussions with business analysts and super-
visors. Moving forward, data engineers are consulted to
analyze aspects related to cybersecurity, data access, and
privacy. The legal team then reviews this analysis before
the supervisor initiates the project plan. Once these cru-
cial steps are secured, the process proceeds with commu-
nication, negotiation, and further deliberations involving
relevant stakeholders, such as the Ministry of tourism
(data user) and the MNO (data provider).
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DFAD to benefit stakeholders to comply with data
governance and ethics

Incorporating ethical considerations into software archi-
tecture design demands that architects comprehend and
account for ethical aspects. These may entail: (i) develop-
ing ethical awareness among architects; (ii) recognizing
relevant stakeholders (e.g., those who the system might
negatively impact) and categorizing a spectrum of ethi-
cal concerns; (iii) identifying stakeholders’ ethical values
and understanding the interconnections among them; (iv)
identifying ethical challenges that architects encounter
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Fig. 11 Relationship viewpoint

during the design process, comprehending their origins
and characteristics; and (v) quantifying and validating eth-
ical values (Alidoosti et al., 2022). The use of DFAD will
benefit and assist the stakeholders such as software archi-
tects and engineers, data scientists, data analysts, supervi-
sors or project managers, business analysts, legal persons
or departments, quality management assessors, and the
auditor board. The implementation of DFAD fosters trans-
parency in every architectural decision. In practice, by lev-
eraging the decision details viewpoint, all stakeholders
gain access to the rationale behind decisions, the available
alternatives, identified problems and detailed issues-both
technical and non-technical (including privacy, security,
and ethics)-and a clear understanding of the responsible or

involved stakeholders. For instance, in Table 6, the deci-
sion was made by assessing the importance of addressing
data privacy, security and confidentiality to choose the
best environment for testing the script of MPD.

Additionally, the decision flow and related activities can
be evaluated using the relationship viewpoint and stand-
ard operating procedure. These tools collectively enhance
transparency, accountability, and trustworthiness in archi-
tectural decisions within a public sector organization like
Statistics Indonesia. This not only benefits project stake-
holders but also extends to external auditors tasked with
assessing institutional project accountability, as well as
the general public.
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Fig. 12 SOP 1

Stakeholders’perspectives and reflection on the role
of data governance for a digital technology

To address the second research question, we presented the
developed frameworks to the participants and solicited their
feedback and opinions. All respondents unanimously recog-
nized the usefulness of these frameworks in facilitating deci-
sion tracking and supporting big data governance from the
early stages. Currently, Statistics Indonesia has no specific
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documentation system for architectural decisions or other
decisions related to big data analysis. It leads to some chal-
lenges in tracking the flow of the decisions, the rationale
behind decisions, and the relationship between each deci-
sion. Also, the absence of such a documentation system has
caused some challenges during the annual auditing process
conducted by the national auditor board. The auditing pro-
cess not only evaluates the financial procedure and correct-
ness of each statistical activity, but also the quality, law and
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Fig. 14 SOP 3
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regulation compliance, and rationale behind statistical deci-
sions. Therefore, DFAD has benefits to assist the documen-
tation level, which is very important internally for producing
official statistics products, as well as externally to provide
transparency and accountability. DFAD allow the stakehold-
ers to provide a complete picture of each decision that helps
to overcome the challenges above.

However, they also provided valuable input that the deci-
sion details viewpoint needed to be more concise and less
complicated, prompting us to make improvements by elimi-
nating unnecessary information. Considering this framework
is new information for the stakeholders, it took an effort to
give detailed information and explanation about the potential
use of DFAD.

Nevertheless, it is clear that DFAD provides essential
structure, consistency, and quality to the process of making
critical architectural choices. By reducing risks, enabling
informed decision-making, and promoting alignment with
business objectives and regulations, it plays a pivotal role in
the success of software and system development projects.
First, the framework supports efficiency by offering a clear
structure and step-by-step process for decision-making,
streamlining the entire process. Second, transparency is
ensured as the framework provides all relevant information
to stakeholders, such as the reasons and arguments behind
each decision, the involved actors, and the flow or relation
among each decision, aligning each aspect with the organi-
zation’s goals and strategic objectives. Third, the framework
helps in risk reduction by identifying potential issues, risks,
and benefits in advance, empowering decision-makers to
anticipate and plan accordingly. Moreover, the framework
facilitates conflict resolution by offering a systematic way
to address competing concerns or alternatives, leading to
more informed and effective decisions. Fourth, it emphasizes
documentation and communication, ensuring comprehensive
records and the rationale behind decisions. This documen-
tation proves valuable for quality management assessment,
auditing, and maintaining effective communication with
stakeholders. Lastly, the framework supports enhancing
overall quality and continuous improvement. Decision-mak-
ers can learn from past decisions and strategize for future
developments, fostering growth and progress.

In addition to highlighting the benefits, it is essential to
acknowledge the weaknesses of the DFAD from various
stakeholders’ perspectives. First, the complexity of some
decision frameworks can discourage the adoption of DFAD,
particularly for teams with limited resources or knowledge.
This may impede its practicality and applicability in cer-
tain situations. Second, architecture decisions can still be
influenced by subjective factors, which may potentially
compromise the objectivity of the decision-making process.
Third, the introduction of a new framework may encounter
resistance from stakeholders, requiring significant time and

effort to convince them of its value and achieve widespread
adoption. Lastly, it is crucial to involve legal experts and
business analysts, considering that framework implementa-
tion requires in-depth knowledge and expertise, particularly
in addressing legal compliance issues.

Despite the identified weaknesses, DFAD still offers more
advantages for the stakeholders. However, it is crucial to
take these limitations into account and tailor the framework
to suit the specific needs and context of the project or organi-
zation. Furthermore, complementing the decision framework
with expert judgment and experience can effectively mitigate
some of these weaknesses. A fundamental aspect of success-
ful data governance policies is ensuring they are concise,
easy to understand, and in alignment with the organization’s
overall objectives, including the incorporation of a DFAD
framework. To facilitate the implementation of such poli-
cies, designating data stewards or data custodians as points
of contact for stakeholders is vital. These data stewards
can assist stakeholders with data-related inquiries, ensure
compliance, and streamline data governance processes for
continuous operations. In addition to that, implementing a
feedback mechanism and maintaining proactive communica-
tion with stakeholders is also recommended.

Building upon the insights gained from the interviews, we
improved the quality of each viewpoint compared to our pre-
vious work. This included refining the decisions, the qual-
ity of arguments, the coherence among decisions, and the
task details, which also aimed to address our third research
question. We further refined the frameworks by shortening
certain items to enhance their ease of understanding and
applicability. This feedback was crucial in improving the
usability of the frameworks and ensuring that they meet the
needs and expectations of the industry. The iterative refine-
ment process allowed us to incorporate valuable input from
the participants and make necessary adjustments, resulting
in more effective and practical frameworks.

Conclusion

This paper proposes the use of the documentation frame-
work for architecture decisions (DFAD) as an integral part
of big data governance in the context of digital technology
for achieving smartness and sustainability. DFAD provides
organizations with a comprehensive governance framework
for big data, which ensures successful implementation of
digital systems. DFAD supports critical aspects of big data
governance, including transparency, security, accountability,
communication and coordination, quality control, and ethi-
cal and legal compliance. Future research could extend this
study’s findings by incorporating DFAD into all architecture
decisions to optimize its potential benefits. However, the
study recognizes the limitations caused by the COVID-19
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pandemic, which restricted the sample size. Therefore, cau-
tion is necessary when interpreting the study’s results, and
further research should explore DFAD’s potential as a tool
for enhancing big data governance in digital technology.

Additionally, the study findings demonstrate that prac-
titioners perceive DFAD as a valuable tool for decision-
making. DFAD facilitates the tracking of decisions from
the early stages of the decision-making process, enables
the identification of stakeholders for each step, and helps
mitigate potential risks. Documentation in official statistics
products is very important, and DFAD provides benefits for
that purpose. It also supports communication and coordina-
tion among stakeholders and assists in identifying laws and
regulations that are relevant to the technology. However,
feedback suggests that DFAD could benefit from enhanced
usability and reduced complexity. A clear understanding of
the DFAD is critical for its adoption, and stakeholders may
be hesitant to use it without sufficient clarity. We acknowl-
edge that creating DFAD may require considerable effort
and time, and stakeholders may not accept it if it proves too
burdensome. Hence, we propose the active function of data
steward and business analyst in order to support the appli-
cability of DFAD and data governance in the organization.
Nonetheless, the study results indicate that DFAD holds the
potential to enhance effective decision-making in the context
of big data governance. The use of DFAD assists stakehold-
ers in understanding architectural decisions in projects, and
these assessments provide valuable insights for refining the
framework in the future.

In conclusion, this study provides a valuable contribution
to the understanding of DFAD’s effectiveness as a govern-
ance tool for digital systems. The research findings offer
insights that can inform the development of future tools
by providing a better understanding of the constraints and
requirements of software architects regarding decision docu-
mentation. Finally, this study supports the advancement of
effective decision-making processes in digital systems and
contributes to the sustainable development of modern tech-
nologies. The implications of this study may guide future
research, policymakers, and practitioners in the design and
implementation of governance frameworks for digital sys-
tems, with the aim of achieving smartness and sustainability
by addressing a multidisciplinarity approach.
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