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Abstract

This paper presents an exhaustive review of research within the field of image encryption
techniques. It commences with a general introduction to image encryption, providing an
overview of the fundamentals. Subsequently, it explores a comprehensive exploration of
chaos-based image encryption, encompassing various methods and approaches within this
domain. These methods include full encryption techniques as well as selective encryption
strategies, offering insights into their principles and applications. The authors place sig-
nificant emphasis on surveying prior research contributions, shedding light on noteworthy
developments within the field. Additionally, the paper addresses emerging challenges and
issues that have arisen as a consequence of these advancements.

Keywords Image Encryption Methods - Chaos-Based Image Encryption - Full Encryption
Methods - Selective Encryption - Cryptanalysis

1 Introduction

Image encryption, fundamentally defined as the process of transforming a plain image
into a coded form that can only be deciphered by its intended recipient [1], has gained
increasing importance in response to the growing prevalence of image applications and
the transmission of images over the internet and open networks. The critical information
embedded within these images necessitates secure protection, making image encryption
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a vital tool in various domains, including military communications, medical imaging,
multimedia systems, and internet communications [2].

While text encryption methods can theoretically be applied to image encryption,
practical considerations come into play due to the unique characteristics of images.
Images are typically larger in size compared to text, leading to longer encryption and
decryption times. Additionally, unlike text, the decrypted image need not be identical to
the original, introducing flexibility in image encryption.

The history of cryptography dates back thousands of years, evolving from classical
cryptography methods that often involved pen-and-paper techniques to more sophis-
ticated approaches. The development of mechanical and electromechanical devices,
such as the Enigma rotor machine in the early twentieth century, marked a significant
advancement in cryptography. The subsequent electronic and computational revolutions
led to increasingly complex encryption methods. However, these advances in cryptogra-
phy have paralleled the evolution of cryptanalysis techniques, and methods employed to
break encrypted media.

This paper provides an extensive overview of image encryption techniques, focusing on
the realm of chaos-based image encryption, which leverages mathematical chaos theory for
enhanced security. Chaos-based encryption is particularly well-suited for securing images
during transmission over the internet and open networks. It encompasses two primary strat-
egies: full encryption and selective encryption. Within this domain, various techniques and
approaches are explored, harnessing the power of chaos theory to strengthen encryption
algorithms and enhance key security.

Furthermore, this paper delves into the spatial and frequency domain implementations
of chaotic-based image encryption methods, offering a comprehensive understanding of
their advantages and applications. Throughout the paper, we highlight key image encryp-
tion techniques and their contributions to the field.

The structure of this paper is as follows: Sect. 2 provides essential background informa-
tion to aid in the comprehension of image encryption concepts, along with a review of rel-
evant studies in the field. Section 3 delves into previous studies on image encryption tech-
niques, including a comparative analysis of these approaches. Finally, Sect. 4 presents the
overall conclusions drawn from this paper’s exploration of image encryption techniques.

2 Background

Multimedia files such as text, audio, image, or video can be protected by security systems
and these security systems can be divided into cryptography and information hiding. Cryp-
tography is used to code the information while information hiding is the concealing of
information files inside cover files and there are two main types of data hiding which are
water marking and steganography. The main difference between these security systems is
the applications they design for them. Figure 1 illustrates these security systems.

2.1 Cryptography domains

Implementation of a cryptosystem can be done in different domains such as spatial, fre-
quency and hybrid domains. Each of these domains can be explained as follows.
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Fig. 1 General classifications for security systems

2.1.1 Spatial domain

In the spatial domain, the pixel information in terms of the pixel value and location in the
plain image will be considered to perform the encryption procedure directly on this pixel.
The image encryption function can be expressed as shown in Eq. 1.

E(xy) = f[I(xy)] (1)

where(x, y) is the output encrypted image, I(x, y) is the input plain image, fis the encryp-
tion function which is applied on the plain image over (x,y) neighbourhood.

The spatial domain is the original image space in which any changes in scene S will
directly cause equal changes in the captured image /. Distance in S (in any distance unit) is
represented by pixels inside 1.

2.1.2 Frequency domain

In frequency domain image analyzed mathematically to series of frequencies, each of these
frequencies has two main components which are the amplitude and the phase shift. Any
changes in spatial domain image produce an indirect change in its frequency domain repre-
sentation. The information of the frequency domain is divided into two main components,
and these components are high frequency components which represent sharp edges and
noise of the plain image while the low frequency component corresponds to the smooth
area.
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2.2 Chaos-based image encryption

Chaos-based or chaotic image encryption is an implementation of image encryption
depending on mathematical chaos theory. This encryption technique is very safe to encrypt
images before the transferring over internet and open networks. The cryptography research-
ers made great efforts to obtain a secure and efficient random number generator to encrypt
the messages. Chaos theory was discovered in 1969 by Edward N. Lorenz. By 1970, chaos
theory has established in many research areas such as physics, mathematic, biology, engi-
neering, philosophy, and economics. Because there is no common acceptable mathematical
definition for chaos, it can be said the dynamical system is chaotic if it has the following
properties:

e It must be topologically mixed.
e It must be very sensitive to initial conditions and control parameters.
e The periodic orbit of the dynamical chaotic system must be dense.

The topologically mixing property is to ensure the chaotic map ergodicity; this means
if the state space is partitioned into regions with finite numbers, all map orbits will pass
through all of these regions. The sensitivity to the initial conditions and control parameters
means any light changes in these inputs should produce output with significant differences.

Since the 1990s, researchers in the cryptography field have noticed that there is a close
relationship between cryptography and chaos. The difference between chaos and cryptog-
raphy is chaos is useful in a continuous field while a cryptosystem is implemented in a
finite system. Although the cryptosystem and chaos are closely related, many chaos proper-
ties such as sensitivity to initial conditions and mixing, actually match with the cryptogra-
phy properties. Table 1 illustrates the coincide between chaos and cryptography.

2.3 Confusion and diffusion

Shannon [3] suggested a process of diffusion and confusion to achieve an ideal security
system in his famous paper entitled (communication theory of secrecy systems). The main
aim of this suggestion is to deter statistical attacks. In image encryption, the meaning of
diffusion process is the changing of image pixel values in the proper way to diffuse the
frequencies of these image pixels of the plain image over several pixel values of the cipher
image, to achieve cipher image free of statistical features such as histogram or informa-
tion entropy, to make the meaningful statistical attack much more cipher images is needed.
While in the confusion process, the image pixels’ location will be changed to cancel the
relationship between the plain and cipher image. By implementing the confusion process

Table 1 Properties coincide

between chaos and cryptography Chaotic system Cryptography algorithms
Phase space: set of real numbers Phase space: finite set of integers
Sensitive to initial conditions and  Diffusion
parameters
Parameters Key
Iterations Rounds

@ Springer



Multimedia Tools and Applications

the key seems to be not related simply to the cipher image and each pixel in the cipher
image should depend on part of the key.

2.4 Image encryption techniques

Recently there have been two main strategies for image encryption which are full encryp-
tion and selective encryption. Considering the chaotic encryption which will improve the
encryption algorithm by multifaceted encryption techniques in addition to the secret key.
Also, there are many chaotic-based image encryption methods implemented in the spatial
space while there is another implemented in the frequency domain.

2.4.1 Full encryption methods

Information protection is the most important issue in the image encryption field. The trade-
off between the secrecy of the encrypted image and the time cost has occupied the mind of
image encryption researchers. These issues have been distinguished between many tech-
niques implemented in spatial, frequency and hybrid domains in a full image encryption
framework. In full encryption, the used techniques implement the encryption for all image
pixels, and there is no priority between the parts of these images for the encryption pro-
cess. Also, the cipher image has equivalent criteria for all image parts or segments.

Spatial domain The key cryptosystem is introduced by Habutsu et al. [4] and uses a cha-
otic-map method. The tent map is proposed in plain text with suggested parameters. Also,
this proposed method detects in advance the statistical attacks as described in Chi-square
test. Further, the mapping of text needs to be larger than 73 with the conditions of key and
plain text sizes where they must be greater than 20 digits. The encryption of text is con-
verted with 2n and is forwarded to the destination. The destination can easily achieve plain
text for the encrypted text with the support of an important key [4].

The encryption of images has been done with the support of scrambling techniques as
discussed by Schwartz. There are different points marked in the original images using an
irregular number generator along with seeds. Seed is the private key which draws some
graphical dots or lines in the images sequentially. For instance, the white pixels of the
images are converted to dark and vice versa. In the reverse of drawing on the encrypted
images, retrieve the original shape of the image [5].

The 2-D method is introduced for encryption of images as described by Bourbakis and
Alexopoulos [6]. This suggested method is comprised of a 1-D list, which uses different
letters of the SCAN language for converting images. The SCAN is the combination of let-
ters and compositions which generates a string of SCAN language as output. Due to this
advanced encryption of images technique, none of the users can obtain the original image.
This method does not use the clamping method for image encryption, but it consumes more
resources for the systems by using such a method in [6].

The distortion of images for encryption purposes was developed by Kuo [7]. This
method, adds the phase spectra technique to disorder the plain images by using different
key sizes for images. Furthermore, the phase spectra are beneficial for image encryption
which is not understandable for attackers. The drawback of this proposed framework does
not have compression for images [7].

The pressure and encryption techniques have been used for image encryption with the
support of quadtree and SCAN ling, respectively, described by Chang and Liou [8]. The
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quadtree scrambles the images into different layers which cannot protect the encrypted
images from the attacks of jigsaw conundrum strike and neighbor ambush et cetera [8].
Moreover, 2-D scrambling techniques are used to reduce the lighting of images with the
support of fractals as discussed by Alexopoulos et al. [9].

The encryption of images and contrasting deciphering strategy material has been used
with security checks as described in Yang and Kim [10]. The proposed method badly
reduces the security of the encrypted image which is seen in 3-D form and shows out-
put being as impedance between two waves which have transmitted with fundamental ID
image and a reference image filling in as used as encryption keys. The suggested technique
conveys a bona fide regarded for the encoded image that supports card creation.

The encryption algorithm balances certain invertible untidy two- dimensional maps to
build new symmetric square encryption plans as stated in Fridrich [11]. This plan is espe-
cially profitable for encryption of a significant measure of information, for example, com-
puterized images. In 1998, Baptista [12] proposed a look in light of riotous square figures.

The unravelling Algorithm-based encryption of images using the structure of VLSI
as stated in Yen and Guo [13]. The turbulent paired grouping is used with shaded light
to encrypt a pixel with the support of exclusive OR or NOR gates along with two fated
keys. The detail working with Lorenz scientific has been used to encrypt images, secure
databases and email with the support of FPGA [14]. The disorderly Algorithm is used for
encrypting substances and images. Different orders of disorganized encryption systems are
suggested such as tumultuous structures which scatter data of image due to orbital flimsi-
ness and positive Lyapunov. When these features are properly used, disorganized encryp-
tion systems ought to provide maximum security. In any case, by far most of the current
secure correspondence systems use disarray which is not providing sufficient security. For
instance, secure correspondence, and traditions concentrated on the synchronization of
disorder oblige strength by providing important data to aggressors. The encryption sys-
tems centred on prompt utilizations of turbulent maps which are a little against direct and
differential cryptanalysis. There is another tumultuous encryption system proposed for
vanquishing the inconveniences up to certain levels as stated in Masuda and Aihara [15].
The encryption system is engaged to use for a discretization guide of the skew tent. Their
proposed manners show a rate of the appealing features which are used in the dynamical
qualities. These features to figure content abnormality might be related to the security of
crypto-logical. The new encryption system uses one phase to relate the hypothesis of gen-
erally utilized cryptosystems and the dynamical framework hypothesis [15]. The conspire
to utilize two riotous frameworks in view of the likelihood of higher mystery of the multi-
framework proposed by Xiao and Zang [16]. One of the disorderly frameworks is utilized
to deliver a confused succession. By then, this clamorous arrangement was changed into
a twofold stream by an edge work. The other riotous framework was utilized to develop
a change lattice. The pixel estimations of the original image are balanced arbitrarily and
are utilizing the twofold stream as a key stream. Furthermore, the inverted image is again
scrambled by stage network. The piecewise direct-disorderly guide (PWLCM) is pro-
posed in the turbulent cryptosystem by Rhouma et al. [17]. The proposed PWLCM uses
three vectors to the change image into shading. These vectors change the whole number
of images in the stage space with the support of a skew tent. The stage space uses a width
sub-interval of 256 comparisons for accurate and compatible security of the encrypted
images and the provided information is sufficient to readers. The provided key length is
1093 which is minimum in size and achieves maximum protection against attacks that are
NPCR and UACI. Also, the randomness of information is using 7.9551 which indicates of
minimum disclose of encrypted information.
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Abugharsa et al. [18] have proposed a strategy for image encryption that depends on
filtering lines and segments of the image. The moving table is developed using the hash
technique which classifies the image into 3*3 pixels of squares. With this classification,
the image is categorized into different lines and sections for encryption as described in
[18] such as the estimated coefficient requires -0.0078 areas of pixels. This output performs
better but with low consistency of an image scrambling. Then again, in light of the high
entropy esteem accomplished, it is assumed that the proposed solution in [11] is against the
insecurity of the differential. Classification is a vital issue in transmitting propelled images
using open frameworks, for example, the web. Image encryption is a useful response to
achieving privacy. Among existing encryption arranges the perplexity-based strategy has
suggested brisk, productive, and exceptionally secure Algorithms. Starting late a produc-
tive image encryption framework in view of confusion and permutation— diffusion basic
arranging is prescribed in [19]. The affect ability of the plain messages has been shown
by the makers without satisfaction and need to re- design the hash values to achieve better
satisfaction against differential assault. Along these lines, the scattering execution is essen-
tially redesigned and the generalized security of encryption of image is being achieved.
The various research and machine generations show that the existing proposed Algorithms
provide high security which is more appropriate for the common image [20].

Zhang and Xiao [21] proposed a novel image encryption arrangement centred on a rota-
tion grid bit-level change and square dispersion. The plain image is separated and uses
8*8 pixels obstruct along with an arbitrary lattice. Later, each square of the pixels is con-
verted into 3-D pixels using dimensions 8*8*8, which has six bearings by and large as a
shape. The stage is performed by copying the 3-D framework by the turn grid that relies
on upon plain image according to assorted headings. Besides, use piece dispersion to fur-
ther change the quantifiable characteristics of the image after disarray. Examination results
and investigation exhibit that the arrangement can achieve an alluring security execution.
Also, the parallel mode and the vigour are more suitable to protect the image from scram-
bling. Choi et al., [22] propose a novel ARX model-based image encryption Framework,
by the using of addition, rotation and XOR to achieve confusion and diffusion for the plain
image to replace S-box and permutation as in SP networks. In the proposed framework the
confusion-diffusion process is done by implementing the rotation and XOR operation with
chaotic sequences which are generated by the using of two logistic maps. The research pro-
poses an ARX (modular addition, bitwise rotation and XOR operator) to encrypt the plain
image.

A new image encryption framework was proposed by Bashir et al. [23]. In this frame-
work a 4-D chaotic image encryption technique based on a mechanism of dynamic state
variables to increase the security and effectiveness of the chaos-based image encryption
methods. The proposed method uses a random number generator based on a dynamic
state variables selection mechanism (DSVSM) and the pixel swapping is used to confuse
plain images while a time-varying delay is used to achieve the diffusion process. A new
image encryption algorithm is proposed by Kulsoom et al., [24]. The proposed algorithm
is based on stream cryptography and it uses DNA complementary rules in addition to one
dimensional chaotic map. A piecewise linear chaotic map (PWLCM) is used in the image
scrambling phase after that a decomposition into the most significant bit (MSB) and least
significant bit (LSB). The scrambled MSB and LSB is XORed separately with the random
key generated by the using of a logistic map. Finally, the MSB and LSB parts are com-
bined together to form the ciphered image. 128-bits MD5 hash for the plain image is used
to generate the logistic map and to select different DNA rules which used to encrypt and
decrypt image parts. Kar et al., [25] proposed a bit-plane image encryption method for
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chaotic, cubic and quadratic maps. The proposed method is based on permutation, diffu-
sion and pixel randomization process. at first the proposed method generates chaotic two
sequences by using the quadratic and the cubic map, and then the generated two sequences
will be used to shuffle the plain image. the shuffled image will be decomposed into its
bit-plain components to be encrypted later by the using of confusion and diffusion pro-
cess. Gu et al., [26] proposed a chaotic-cipher-based packet body encryption algorithm for
JPEG2000 images. The proposed method suggests the use of bitwise XOR and cyclic rota-
tion operation for a 2-byte block encryption process also the repeating of the encryption
process is adopted to avoid an unwanted encryption marker code. The repeating encryption
process can neglect unnecessary computations. Therefore the 2-byte block encryption for
the proposed method will be repeated until the produced cipher image being without any
marker code. Enayatifar et al., [27] proposed image encryption method based on chaotic
map and deoxyribonucleic acid (DNA). The process is started by convert two dimensional
plain image into one dimensional array, then the process of pixel permutation is imple-
mented by the using of chaotic map and deoxyribonucleic acid (DNA) while the diffusion
is implemented by the using of DNA sequence and DNA operator both of permutation
and diffusion of image pixels are done at the same time to reduce the sending time. In this
research a 3-D chaotic map is used DNA sequence and DNA operator are used to permute
and diffuse plain image pixels simultaneously to reduce the encryption time needed.

Frequency domain The dim scaling is the proposed methodology for image encryption
which is used with 3-D jigsaw change as discussed in Sinha and Singh [28]. The image is
divided into different planes of bits and each bit of the plane is further divided into minor
squares. Each piece is changed in a way that shows 3-D square with the support of the frag-
mentary Fourier changes (FRFT). The FRFT repeats the encoded piece with scrambling
which provides sufficient security in terms of protecting information from attackers.

The colour space rotations are used as expressions in assisting of encryption of images
as stated in [29]. The image is changed by using shading of RGB space and then RGB
changes the features of the encoded image into RGB supplement space. This changing of
image protects from the Mellin change on unmistakable fragmentary solicitations. In the
end, the encoded images are scrambled with three dimensions and provide high security.
It has been noticed that the length of the key can comprise the encoded image by attackers.

The proposed framework kept secure shading of images with the support of the Arnold
change using the gyrator transformation domain as stated in Abuturab [29]. The shading
of images is associated with colour combinations R, G, and B individually, which con-
verts images in encryption using irregular stage cover with the support of the Arnold and
whirligig techniques. The irregular stage is achieved using a gyroscope change plane with
the same support of techniques as mentioned. Further, [29] is an updated system with the
support of Arnold change and the spinner change for making the lengthy key in encryption
and decryption which provides strong security against attackers. The proposed framework
is based on the single channel using the shading image technique as stated in [30]. This
framework is based on orthogonal using composite grinding and twofold with irregular
stage. A similar process of division of colours is used in this technique as used in Abu-
turab [29] for balancing composite grinding in images. Further, the image is scrambled
using wound composite grinding which reduces multi-types of attack with the cheapest
encryption process. The Algorithm of the image encryption is achieved through a shading
technique which uses comparative (relative) changes with the support of whirligig changes
as stated in [31]. In the beginning, the relative change makes an association using RGB
with the support of shading and the genuine image. The same individual R, G, and B pixels
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have been used for image scrambling with an arbitrary edge technique as aforementioned
in Abuturab [29]. Later, the whirligig change and blended technique are used for subse-
quent changes in the image and achieve high security.

The centred around-iterative partial Fourier change and two-coupled strategic guide are
proposed for the encryption of images using singular channel concepts. The image is cate-
gorized into three channels using a dim-scale method for encryption. Moreover, the tumul-
tuous sets are used with the support of a two-coupled Algorithm guide. In this guide, the
stage image is disintegrated into three sections afresh. Moreover, the initial two sections
are encoded into a lone one centred on iterative fragmentary Fourier change. Basically,
the interval and the third part of an image are encoded into the contents of the last dim
scale along with fixed repetitive sound, which protects it up to some degree. The current
representation of the image and encryption, the turbulent stage makes the following image
nonlinear and scatter both in spatial space and recurrence area and the proposed iterative
fragmentary Fourier change Algorithm has a snappier joined rate. Moreover, the encrypted
image creates a lengthy key for the encryption system. The proposed method provides a
high security without comprising of information [32]. One of kind intuitive media applica-
tions, simply the locals with semantic information need to be provided with satisfactory
security. Regardless, by far most of the present media suggest bits and pixels rather than
semantic information in the encryption for security reasons. With these developments, crea-
tors have designed a lightweight-based edging technique for the encryption of images using
tumult and the tumult is based on the reversible covered-change and various demanded
discrete- partial cosine-change. An image is initially finished using edging-based acknowl-
edgement which is focused on the centered around and creates CNN structure with adapt-
able points of confinement to study data centrality in the image. The disclosure is achieved
using a twofold technique where "1" means distinguished pixel and "0" is inverse. The
used distinguished image techniques and the first image are isolated with the non-covering
pixel hinders similarly, independently. Regardless of whether every piece is mixed or not
depends on the importance judged by the looking at recognized square. The critical piece
is performed by the reversible concealed change which is used later with various request
discrete partial cosine- change parameters. Further, the requested two changes are handled
with the support of two-dimensional cross confused guide. The investigation comes about
shows the noteworthy shape tricks of an image that have been for the most part concealed
and encrypted the half pixels of the images in a conventional way. The suggested lengths
of the keys are not suitable due to the sensitivity of the data and the proposed solutions can
contradict clamour assault to some degree [33].

The securing of encrypted and decrypted images from various attacks are challeng-
ing issue. The RGB based image securing and unscrambling have used two-stage random
techniques with matrix affine, which are associated with discrete wavelet transformation
as stated in [34]. However, the existing developed techniques for encryption and decryp-
tion of images discuss the length of the keys. Hence, we propose a technique with different
keys which are based R- MAC parameters and this MAC is depended on the game plan.
Also, the existing techniques use lengthy keys to scramble the RGB image encryption and
decryption. The simulation results of our proposed framework perform better as compared
to the existing frameworks and found that the developed methodology can be used for high
security to keep the information hide and safe from hackers [34].

Hybrid domain The wavelet change and disordered guide have been proposed for image

encryption as stated in [35]. The image is changed utilizing wavelet decay for preparing
to guide all basic data which consists of a low recurrence sub-band. Thus, an amazing
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turbulent encryption is grasped for scrambling the low recurrence with the wavelet coef-
ficients. Meanwhile, XOR is used for the high recurrence band which takes a shot of the
image. Moreover, the wavelet amusement is grasped for disseminating the encrypted data
using a low recurrence band. The Arnold scrambling technique has been used for the out-
put of the repeated wavelet image which is later diffused with encryption technique. How-
ever, the execution time of the system for encryption of images requires 0.266 s to the
provided key length is 2,128.

The mix of the direct input move enlists (LFSR) and tumultuous frameworks in half
and half spaces, is proposed by El-Latif et al. [36]. To begin with, change is done using
an info image pixel which is positioned in light of 2-D clamorous guide in the recurrence
area. Secondly, the output of the image is minimized using dim light and applies the primi-
tive operations of the cryptographic with the support of the LFSR and disorderly guide. As
evidence showed in [30], their techniques might be invulnerable because of beast constrain
assaults. Also, the length of the 2,256 is used for encryption and the amount of time is
0.023 s is required. This proposed technique is suitable for fixed types of applications. The
entropy estimation of 7.999 s is required to secure the image information which is not suf-
ficiently provided in it.

The existing approaches to scramble images in light of compressive detecting as a rule
regard the entire estimation lattice as key. It retrieves the key which is bigger in size to cir-
culate and remember or store. To tackle this issue, another image compression—encryption
half and half Algorithm is proposed to acknowledge pressure and encryption at the same
time, where the key is effortlessly disseminated, put away or retained. The info image is
isolated into four pieces to pack and scramble, and then the pixels of the two neighbouring
squares are traded arbitrarily by irregular frameworks. The estimation grids in the detection
of compressive are built and use the circulant lattices to control the first line vectors of the
circulant frameworks based on the strategic guide. In addition, arbitrary grids are employed
for irregular pixels of images trading with the support of estimation lattices.

The experimental results based on simulation depict that the security of the sug-
gested Algorithm is sufficient for pressure execution [37]. The Remote-based detection of
the innovation assumes the novel solution used in the fields of military and mechanical.
Remote-detecting-based image encryption is the fundamental method to collect data using
satellites. It dependably contains important secrets in data. The half-breed spaces Algo-
rithm technique is proposed to safely transmit and store data using remote-based detection
of images. This Algorithm, it utilizes the upside encryption of the image using the spa-
tial space and change area. The low-pass sub-band coefficients are used for image discrete
wavelet transform (DWT) decay which is arranged with the support of the framework of
PWLCM in the change area. Later, the image is encrypted by using dim-scale light with
the support of 2-D logistic guide as well as XOP in the spatial area. The analysis of Algo-
rithm experiments shows that the Algorithm uses the lengthy size of the key which can
oppose animal constraints and factual and differential assaults. In the interim, the proposed
Algorithm has the attractive encryption proficiency to fulfil the necessities by and by [38].

2.4.2 Selective encryption
They completely layered the technique of images, scrambling using the procedures of the

standard image and video content which is based on the protection plans. The specified
encryption is the procedure for encoding a piece of an object into the bitstream. It includes
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encoding only a subset of the information. In this manner, specific encryption is every so
often called halfway encryption. A basic feature of the specified encryption is the encryp-
tion of information about an object that is converted into a bitstream that can decode the
encrypted objects using standard decoders. Both scrambled and decoded bits of the lay-
ered bitstream may be exactly decoded and appear. Consequently, particular encryption is
furthermore suggested as design reliable encryption. With the limit specified encryption,
various objectives can be proficient. The specified encryption framework not at all like the
full encryption methodology, encodes simply significant districts in the provided image.
The principle estimation of the particular/ specified encryption procedure provides compu-
tational and other security necessities without tradeoffs [39]. The positive conditions about
the specified encryption technique are essentially continuous applications-based, which
protect the basic and colossal measure of information turns out to be perhaps the most vital
element.

The incomplete image encryption methods are resolved from the way toward isolating
the information into perceptually sensitive and obtuse information centred on acknowl-
edgement. Here, we exhibit writing works that tended to the focal essential of an incom-
plete encryption arrangement, which is that the scrambled district must be free of the
decoded ranges. In this way, the proposed plots in the written work will be investigated in
the subsequent exchanges that will explore the preface of their proposed approaches. Some-
thing else, the proposed procedures of the existing works will be done which is biased on
the introduction of the associations between the scrambled and decoded pixels [40]. The
incomplete encryption plans show various existing work tries in this characterization to
wrap all spaces to be particular, spatial, recurrence, and half-breed. In the following ranges,
we will investigate different existing systems from the state-of-the-art studies that are based
on the spaces and encryption approaches used. For example, piece and stream Figure.

Spatial domain The specific encryption of image techniques has been suggested by van
Droogenbroeck and Benedett [41] for compacted (JPEG) and uncompressed (raster) images
[41]. Based on these two proposed works, there are no less than 4—5 minimum huge bit-
planes that ought to be encoded to accomplish the palatable visual corruption of the image.

There is a specific encryption-based Algorithm is proposed for the uncompressed
images as stated by Podesser et al. [42]. This proposed work is the opposite of the van
Droogenbroeck and Benedett [41]. The raster-based images have an 8-bit plane which is
encoded with a bug number of bit planes [42]. However, the AES method has been used
for this hidden encryption system without minimization of simplification and every snappy
user can adopt it. There is a multi-level-based ROI image encryption proposed by Wong
and Bishop [43] for the generalized design of the auxiliary and authentication of biometric.
The ROI and RC have been employed for encryption of the raster image in their proposed
work and this encryption idea is based on the affirmed watcher with the support of locales.
However, there are different ROIs used which will take the decision to scramble the image
at three levels and based on the Algorithm of coordinating. It has been investigated from
this study that the proposed framework secures the image properties, but due to its lengthy
key size, i.e. (2,128) reduce to the performance which need to change in mystery key.
The security of RC has been improved with the support of the specific image procedure
against assaults as stated in Kumar and Pateriya [44]. The decision of critical image one
and scrambling the specific part of the images have been used which are based on the spe-
cific image encryption method. At the start of the determination approach, one might need
minimum levels of security for the minimum time. In such cases, the security of the image
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can be disclosed due to minimized services used. There is another method which joins
a couple to secure the Algorithms which are Blowfish, RC6, AES, and Serpent as pro-
posed by Rad et al. [45]. The technique which encodes the delicate squares and unfeeling
pieces will be rescanning utilizing four unmistakable example sorts. Every piece is named
noteworthy or immaterial square by method for edge acknowledgement procedure. In the
encryption stage, the mix technique was used to guarantee that distinctive security levels
are accomplished in the introduction of the vitality of the piece. Their frameworks give dif-
ferent security levels for squares of fluctuating essentialness in demand to minimize com-
putational resources. This procedure provides a little level of consistency where the aggres-
sor finds it difficult to break the figure image.

Frequency domain The stream figuring of the AES utilises variable length coding (VLC)
of Huffman’s vector as stated in Rodrigues et al. [46]. At the start, the info image is divided
into 8 * 8 pixels of pieces. Secondly, every square is changed in the spatial space in the
recurrence area to utilize discrete cosine change (DCT). Thirdly, the AES encryption tech-
nique is applied for image scrambling that is the zigzag sweep framework which is based
on the association of quantization with the resultant images. The advantage watched for
the strategy [47] is to recognize the couple locales for each square which consists of 8 *
8 pixels. This information comes from AES, which uses them as a piece of the CFB (Fig-
ure criticism square) with an association over each square. It has been observed from ROI
characterization that a square of 8*8 pixels can be a default image of JPEG format. How-
ever, the provided key space is about 2,128 which secure the framework of the proposed
work with little in the mystery key.

The DCT change and adaptable lightweight encryption system are developed by Yek-
kala et al. [48], to encrypt chose hinders containing edges. The basic idea of this proposed
work is the determination approach for encoding the chosen hinders with essential data
which breaks the point values at a specific range, having a place with different extents are
decoded. The PSNR regard of 14.46 db will be gotten, which interprets that a gatecrasher
or assailant can’t disentangle the mystery key used for the encryption. The novelty-based
development of the specific encryption of the image plane uses JPEG2000 as stated by
Brahimi et al. [49]. It encodes just the code squares compared to some unpretentious land-
scape. The change of pieces of code chosen in the chose region is used to upgrade the
security. Moreover, the CFB mode is used with AES to encode the traded code pieces. The
measurement of information is handled in the encryption very minimum due to changes
and particular encryption. This Algorithm works with any standard figures and requires
minimum computational cost. The scrambled domain is around 11.64% with little scope of
the unique image. Further, it requires minimum time for encryption and provides satisfac-
tory security when the encoded image will be autonomous to the first image on the grounds
that PSNR has little esteem, around 6.74 db with trouble to recoup the first image without
knowing the mystery key.

Younis et al. [50], proposed another encryption procedure; a basic piece of image which
is comprised of two sub-bands for utilizing fluffy c-implies (FCM), a propelled innovation
for bunching examination consolidated with the stage figure. The first-time scrambling of
information about the images with maximum lessening is 6.25% to 25%. The encryption
Algorithm consists of the quantization using FCM, wavelet parcel change, stage figure and
number-crunching coding to level two sub- band images. However, this proposed technique
is secure and speedy but it is incomplete. For ordinary security of images can be adopted
wavelet view of vector quantization and stage. In fact, the PSNR of the remade image is
sweeping. In any case, when the amount of bunches increments, the PSNR and execution
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time are incremental. It has been noticed lengthy key size ought to diminish risk by build-
ing the invulnerability from an aggressor. The fast-halfway image encryption plot utilizing
Rc4 stream figure and discrete wavelet change (DWT) has been proposed by Sasidharan
and Philip [51]. In this suggested system, the encryption is completed and no lessened
recurrence band utilizing the stream figure. Their fundamental thought about the stream
figure was to hold all the image data. In any case, utilizing the stream figures devours addi-
tional time, since it normally scrambles one byte at any given moment. The bitwise selec-
tive OR (XOR) will be used to join between the key stream and unique image while the
past is created by irregular numbers. Exactly when edges are experienced, a rearranging
Algorithm is used. The encryption time is diminished by encoding just the most negligible
recurrence band of the image and keeps up an irregular condition of security by rearrang-
ing the straggling leftovers of the image utilizing the rearranging Algorithm. The required
broad key space estimation is around 2,256. Moreover, the result of the encoded image of
the entropy required estimated key length is 4.7807 which provides a more freed stage for
an interloper to interpret the mystery key used to scramble the image. In the meantime, it
is solid against the factual assault on the grounds that PSNR has high regard, and needs an
estimated key length is 20.7056 db. Arnold Cat delineates on low recurrence sub-band of
the DCT changed image for encryption was used [52]. Their principle thought of choosing
the low recurrence sub-band of the DCT changed image is ascribed to the way where the
human visual framework (HVS) is more attracted to data at the lower frequencies than the
higher recurrence data. Essential data, for example, questions, shapes, etc. are exhibited
in low-recurrence sub-groups. On the other hand, the definite data are contained in higher
recurrence sub-groups. Our derivation is that, since just the DCT coefficient of the low
recurrence sub-groups is scrambled, the probability of foreseeing the encoded data is less-
ened. The proposed method [33] is best against commotion, but it is not the best choice for
unscrambled images due to some nearness of clamour.

Hybrid domain The halfway encryption schedules are reasonable for images com-
pacted with quadtree pressure and wavelet pressure Algorithms in view of zero trees,
as stated in Yen and Guo [13]. The joining of spatial and recurrence areas for best
encryption practices is the Taneja et al. [53]. The spatial wavelet has been used to
utilize hug subgroups with the support of Arnold Cat. They in particular encoded the
critical bit of the image in spatial space and later the inconsequential parts would be
halfway scrambled in the wavelet-based recurrence area. The preparation of the recur-
rence with the support Prewitt edge marker is used to evacuate edges in the image and
indicates the huge bit of the image. The security examination of the proposed method
means that the developed methodology securely needs minimum computational time
for encoding the image. It is presumed that the encoded image obtained in the half
and the half-space utilizing the technique is free of the first image which is difficult to
change.

Parameshachari et al. [54] have proposed a novel idea which is the stage control and
sign encryption in the fractional image encryption framework. The encryption comprises
two processes. The first stage utilizes info of an image which resolves to utilize the quick
Fourier transform (FFT). Later, the stage segment of the image is blended with the previ-
ous converse quick Fourier change (IFFT) in demand for achieving the balanced adaptation
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of the image. In the second stage, the changed image is in the part of scrambling which is
utilized with sign encryption. The sign encryption is obtained by extricating the sign bits
of the changed image in the in-part encoded image. It could be reasoned that the proposed
system is brisk and of low security for the encoded information.

It is evident that the encoded image is an autonomous part of the first image which will
create trouble for an interloper to know the mystery key provided the medium estimation of
the entropy and more hazards inclined finished. The incomplete image encryption framework
using Color-SPIHT pressure has been proposed by Karl Martin et al. [55]. Image scrambling
is accomplished by using individual bits of wavelet coefficients for k cycles of the C-SPIHT
Algorithm. Fluctuating k changing overhead and level of mystery is achieved [55].

2.5 Cryptanalysis

Cryptanalysis can be defined as a technique used by attackers or hackers to break coded
data without prior knowledge about the used key. Cryptanalysis is derived from the Greek
word krypt6és which means “hidden” and the word analyein which means “to untie” or “to
loose”. It is used to decrypt the cipher information by analysing the flow in the used algo-
rithm to understand the hidden aspect included in the system.

Friedrich Kasiski is considered the first one who broke the Vigenere cipher during
World War 1. Before that, the Vigenere cipher was used for about two centuries to commu-
nicate securely. To hander the cryptanalysis attacks asymmetric cipher was introduced in
the last decades. In this type of cryptography, there are two keys (private and public keys)
and the key increased dramatically as in 1980 the key space was 150 digits then early in the
twenty-first century the key space increased to 700 digits. After the end of the world war,
all governments had their own agency or cryptographer team that was responsible for the
decoding of cipher messages by implementing the cryptanalysis methods.

2.6 Random key generating

The main issue in the random function is the key, which reflects how to start generating
random numbers from the beginning without repetition. The random key is considered
the first step to start generating other numbers in the series. A key is used to encrypt and
decrypt whatever data is being encrypted /decrypted. A program used to generate keys is
called a key generator.

The secret key is mandatory for encryption algorithms and the success of encryption
depends on it, even though it is considered more important than the encryption algo-
rithm itself, this is because of three reasons which are: The encrypted message cannot be
decrypted without knowing the correct secret key, brute-force can be hander by increasing
the key space size, and encryption with strong key is difficult to be attack and vice versa.
The used keys should be absolutely independent of the content of the plain text and the
using of different keys lead to producing different cipher text for the same plain text. This
can be achieved only by using the correct key. The secret key is divided into a public key
algorithm and a private key algorithm. The public key algorithm or asymmetric encryption
algorithm uses one key for the encryption process which is called the public key while the
second key is used for the decryption process. The public key will be distributed to all net-
work users while the decryption key or private key is only owned by the related recipient.
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In a symmetric key encryption algorithm, the key used in the encryption process is the
same key used in the decryption process. Therefore, it is known only by the sender and
receiver and it should be maintained. The sensitive issue for the symmetric key is that
it should be always secret. Thus, it should be highly protected and shared securely. The
implementation of a symmetric key is broadly used in the image encryption field. Figure 2
explains the encryption and decryption process in symmetric and asymmetric encryption
algorithms. The public key algorithms need more complex computations; therefore, it is
not preferred in the field of multimedia protection.

The key generating methods can be described by the traditional encryption algorithms
such as AES, RC4, and RCS.

Random number generation is the generation of a sequence of numbers or symbols that
cannot be reasonably predicted better than by a random chance, usually through a random-
number generator. The distribution of random keys reflects the behaviour of the generated
random numbers. The chaotic maps are unpredictable sequences of real numbers which
can be normalized to be between 0 and 1. A distribution of values cluster around an aver-
age (referred to as the “mean”) is known as a “normal” distribution or it can also be called
the Gaussian distribution.

In terms of entropy, the quality of image encryption is commonly measured by the
information entropy over the cipher text image. The expression of the degree of uncer-
tainty in a system can be measured by the information entropy parameter [3]. Sometimes
entropy is defined as the degree of randomness or disorder in the system, therefore infor-
mation entropy is suitable for use in the evaluation of image encryption systems. Informa-
tion entropy indicates the distribution of colors in an image and a good ciphered image
is an image with an equal distribution of color values or gray values in grayscale images.
According to Stoyanov and Kordov [56] they consider the following assumptions:

“Let us consider that there are 256 values of the information source in red, green,
blue, and grey colors of the image with the same probability. We can get the perfect
entropy H(X) = 8, corresponding to a truly random sample”.

The differential analysis is another issue in the field of image encryption. In differential
analysis, the cryptanalysis may make a slight change (e.g., modify only one pixel) of the
encrypted image, and then observe the change in the result. In this way, he may be able to
find out a meaningful relationship between the plain- image and the cipher-image. If one
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minor change in the plain-image can cause a significant change in the cipher-image, with
respect to diffusion and confusion, then this differential attack would become very ineffi-
cient and practically useless.

2.6.1 Random key generating in AES algorithm

Advance Encryption Standard (AES) is a block symmetric cipher designed to be used
instead of Data Encryption Standard (DES) and it is adopted for encrypting data in
many applications. It has a variable key length of 128,192 or 256 bits and the size of the
encrypted data block is 128 bits, the encryption process is within 10, 12, or 14 rounds
which depends on the key size. AES encryption algorithm is flexible and fast for the block
cipher, it can be implemented in various models such as; CBC, ECB, OFB, CFB and CTR.
They work in certain operation modes as a stream cipher. In AES algorithm the key used
for encryption is the same used for decryption, and it only accepts block size of 128 bits,
therefore AES is considered a symmetric block cipher. There are three versions of the AES
algorithm (AES-128, AES-192 and AES 256) each one of these versions has its own name
which is driven from the used key size. In addition, the number of needed rounds to imple-
ment this encryption algorithm depends on the key size i.e. if the key size is 128 the num-
ber of rounds is 10 while for key sizes 192 and 256 the rounds number is 12 and 14 respec-
tively. Figure 3 demonstrates the operation of AES encryption algorithm.

A new image encryption method was introduced by Rad et al. [45] by integrating sev-
eral encryption methods including AES, Blowfish, RC6 and Serpent, the sensitive blocks
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Fig. 3 General flowchart of AES encryption algorithm [57]
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are encrypted in this method while four different patterns are used to rescan the insensi-
tive blocks. Based on the importance, and by using edge detection technique each block is
classified into significant or insignificant classes. To reduce the computational cost and to
maximize the protection for sensitive information this algorithm applies different security
levels for each block class. The small predictability level will prevent the attacker from
snapping off any information about the cipher image.

2.6.2 Secret key of RC5 and RC6 algorithms

RCS is considered a parameterized encryption algorithm, RCS5 is flexible in both security
level and performance characteristics, because in this encryption algorithm, all of the num-
ber of rounds, block size, and key size are variables. Simplicity is the most important fea-
ture of RCS5 and the encryption process is based on three operations: addition, exclusive-or
and rotation. Simplicity in design and simplicity in analysis is provided by the RCS design.
In addition, heavy use of the rotations of data-dependent is another characteristic feature
in the encryption, and this is very useful in the hindering of linear and differential attacks.
Rivest [58] is the official name of the RC5 stream cipher, it is more efficient and more use-
able in real-time fields and based on random permutation implementations. According to a
different analysis, the period number of the cipher is more than 100. Due to their absolute
performance RC4 and RCS5 become a member of the cryptographic community. The basic
flow process of RC5 is shown in Fig. 4.

A partial and fast image encryption technique was proposed by Sasidharan and Philip
[51] this technique is based on DWT and RC4 stream cipher. In this technique, the image
is converted into a frequency domain using DWT and the approximation matrix (low fre-
quency band) was used to protect the critical image information by implementing RC4
algorithm, the rest image information is shuffled by the using of shuffle algorithm. An
XOR operator is implemented between the low-frequency band component and the RC4
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Fig.4 General block diagram for RC5 algorithm [59]
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key stream. Two issues were achieved by implementing this technique, which are reducing
the required time by encrypting part of the image and increasing the security by shuffling
the rest image.

Faragallah [60] use RC5 to encrypt the images by extracting the image header and
dividing the image data into 16-bit blocks. RCS5 is performed on all 16-bit blocks sequen-
tially until the end of the bit stream of image data. The secret key is developed as n random
binary word sequence which consists of three simple algorithms (initialization, mixing
and conversion). Table 2 shows a summary of the key space size for AES, RC4 and RC5
encryption Algorithms.

Other researchers suggest their own random generators such as Jallouli et al., [61] pro-
posed a new pseudo-random number generator based on three chaotic maps Skewtent,
Piece Wise Linear Chaotic (PWLCM) and Logistic maps, these maps are weakly coupled
and implemented with a finite precision. A chaotic multiplexing technique is also included.
The proposed pseudo-random number generator is achieved by iterating three chaotic maps
which are Skewtent, PWLCM and Logistic maps by coupling them weakly with a coupling
matrix. Also, a technique of chaotic multiplexing is used. The proposed pseudo-random
number generator uses three initial conditions (one for each map) also the control param-
eters for the used maps and coupling matrix must be specified. All of the initial conditions
and control parameters are initiated by the use of the Linux kernel.

New pseudo-random number generator algorithm proposed by Hanis et al., [62] the new
key is generated by using a novel modified convolution and chaotic mapping technique.
First of all, the initial condition and control parameters for the logistic map are specified to
generate two random sequences, after that a convolution process is implemented on these
two generated sequences to produce a new random sequence. The convolution is done on
the binary sequences; therefore, it can be said the process is a binary convolution.

The distribution of random keys reflects the behaviour of the generated random num-
bers. The chaotic maps are unpredictable sequences of real numbers which can be normal-
ized to be between 0 and 1. A distribution of values cluster around an average (referred to
as the “mean”) is known as a “normal” distribution or it can also be called the Gaussian
distribution.

2.7 Some of the techniques used in image encryption

Two chaotic maps are used in some works. The chaotic logistic map is modified to be more
suitable to the proposed method. Sensitive Logistic Maps (SLM) and Hénon Maps in addi-
tion to additive white Gaussian noise are used in the proposed confusion method while in
the diffusion method, the Bernoulli map is modified to Extended Bernoulli Map (EBM)
and Tinkerbell, Burger, Ricker maps are used to obtain random sequences with better cri-
teria. The following sections explain the chaotic maps and additive white Gaussian noise
used in the proposed framework.

Table2 Summary of key space

size f traditional encryption Traditional algorithm Key space size
algorithm AES 128

RC4 Variable

RC5 Variable & > 100
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2.7.1 Chaotic logistic map

Chaos can be defined as a ubiquitous phenomenon existing in deterministic nonlinear sys-
tems that exhibit high sensitivity to initial conditions and have random behaviour. It was
discovered by Edward N. Lorenz in 1963 (Chakraborty et al., 2016). The logistic map is
a second-degree polynomial and it is a kind of one-dimensional map. The first descrip-
tion for a logistic map was in May 1976, after that, it was widely used in image encryption
because it is a simple mathematical model with very complicated dynamics (Liu & Miao,
2016). A logistic chaotic map can be described by Eq. 2.

Xn+1 =an(1 _Xn) (2)
where r is the control parameter of the logistic map and r € (0,4), n=1,2, 3,..... and X1 are
the initial conditions or seed value and its value is (0<X1 < 1). To turn the logistic map
into a chaotic map r must be arranged between 3.5699 and 4 (Liu and Miao, 2016). Fig-
ure 5 shows the behaviour of a logistic map where r=3.99 and X1=0.5.

The cobweb diagram of a logistic map illustrates the dynamical behavior of the chaotic
logistic map [63] and can be seen in Fig. 6.

The cobweb diagram is a visual tool used in mathematics to study the behaviour of
dynamical systems and one-dimensional iterated systems such as chaotic maps.
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2.7.2 Hénon map

The Hénon map was introduced by Michel Hénon as a simplified model of the Lorenz
model [64], and due to the good chaotic behaviour and specifications of the Hénon map,
especially its high sensitivity to initial conditions [65] it is considered one of the best
dynamical systems. This is demonstrated by Eqgs. (3) and (4).

Xpp1 = 1-aX? +Y 3)

Yy = 0X, “

where X and Y are the Initial conditions, a and b are the control parameters. The system
achieves strong chaotic behaviour when a=1.4 and b=0.3. The Hénon map response to
initial conditions with control parameters (a= 1.4, b=0.3) is shown in Fig. 7.

The Hénon map converges to a strange attractor. This attractor can be visualized by con-
sidering arbitrary initial conditions using computer code. The plotting between Xn and Yn
used to obtain the attractor is shown in Fig. 8.

2.7.3 Additive white gaussian noise (AWGN)

The goal of this study is to design image encryption systems with high criteria, and to
achieve this goal various issues must be considered. The removal of the statistical
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properties of the cipher image is very important and correlation is one of the most impor-
tant of these statistical properties. To dissolve the correlation between adjacent pixels of the
plain image, and because whole image encryption is fully controlled by a random key, the
random number generator must have a minimum correlation. Thus, additive white Gauss-
ian noise was used to achieve this objective, because there is a zero correlation between the
values of this type of noise [66].

Noise is undesirable, and inevitable, and corrupts the visual quality of the acquired
images [67]. There are several types of noise such as salt and pepper, Gaussian, Shot, and
anisotropic noise. Gaussian noise is one of the most important noise types and it is defined
as a statistical noise with probability density functions similar to normal distribution [68].
Sometimes Gaussian noise is defined as a noise with a distribution of Gaussian amplitude.
The Gaussian noise distribution function is explained by Eq. (5).

1 (-2
flx) = __e 2? ®)
o221

where o and p are the standard deviation and the average of the noise, respectively.
When p is equal to zero will produce AWGN, which is considered a special type of Gauss-
ian noise. The effect of AWGN on a sine wave is shown in Fig. 9.

As shown in Fig. 9, the average AWGN is equal to zero and there is no correla-
tion between these values. All image pixel values will deviate from their original val-
ues when AWGN is implemented for this image. Equation 6 shows the process of such
implementation.

1(xy) = Ip(x,y) + N(x, y) (6)
where Io is the original image, N is the AWGN and I is the resulting image at location (x,
y):
2.7.4 Bernoullimap

For all dynamical systems, Bernoulli maps transform inputs as an output value for use as
new input values for the next iteration. Famously known as dyadic transformation, dou-
bling map, or saw tooth map and it can be written as seen in Eq. (7). The response of

Fig.9 The effect of AWGN on a 15
sine wave

05

amplitude
(=]

-05

@ Springer



Multimedia Tools and Applications

Fig. 10 Bernoulli map response
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Eq. (7) is shown as in Fig. 10, and the behaviour of the successive iteration (cobweb dia-
gram) is seen in Fig. 11.

X, = (2 * Xn_l)modl (7)

The response of Eq. (7) is shown in Fig. 10.

As seen in Eq. (7), Bernoulli maps use one secret key as an input for the random number
generator, which is considered a relatively short key and is easy to attack by brute force. To
avoid such weakness an amendment was proposed in this study.

2.7.5 Tinkerbell map

A Tinkerbell Map is a discrete two-dimensional system that is generated by implementing
Egs. (8) and (9) [69, 70].
X

n

b =X =Y +aX +bY 8)

Y, i1 =2XnYn+cXn+dYn 9)

Both the response and the behaviour of successive iterations of Egs. (8) and (9) are
shown in Figs. 12 and 13, respectively.

The origin name of Tinkerbell is unknown but the behavioral drawing of successive
iterations shown in Fig. 13 is similar to the movement of Tinker Bell over Cinderella castle
in the famous Disney cartoon. Equations (8) and (9) were studied as a special case in detail
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Fig. 12 The response of tinker- 0 Tinkerbell map

bell map

12 . . . .
0 20 40 60 80 100
Fig. 13 Behavior of successive ’ Tinkerbell map
iteration of tinkerbell map
o5}
ol
05}
s
15F
-2 . . .
A5 - 05 0 05

by Nusse and Yorke [71] and they found that 64 periods, 10 unstable periodic orbits, and
one strange attractor when the parameters of both above mentioned equations are a=0.9,
b=-0.6,c=2,d=0.5[72].

2.7.6 Burgers map

A Burgers Map is produced by the discretization of a pair of coupled differential equations.
It is used to explain the importance of bifurcation in hydrodynamic flow [73]. Equations 10
and 11 are Burgers map equations and there are two control parameters that control the
behavior of this map.

X(n + 1) = (a*Xn) — (Yn)*2 (10)

Y(n+ 1) =(b*Yn) — (Xn*Yn) (11)

These two equations exhibit chaotic behaviour when a=0.75 and b=1.75. The chaotic
behavior is seen clearly in the response plot shown in Fig. 14 and the plot of successive
iteration behavior is shown in Fig. 15.
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2.7.7 Ricker map

There is a long history of using Ricker models to study the dynamics of single-species
populations [74]. W. E. Ricker was an important founder of fisheries science. He proposed
the Ricker model in 1954 to predict the number of fish that will be present in a fishery and
this model is expressed in Eq. 12.

X, =x¢07) (12)

where r and k are control parameters (controlling growth rate and carrying capacity, respec-
tively). The behaviour of Eq. 12 becomes unstable when (r>2) and the dynamics of the
Ricker model become oscillatory in the second period. Sufficiently increasing the growth
control parameter (r) leads to unpredictable dynamics (chaotic). The response and behav-
iour of successive iterations of the Ricker map are shown in Figs. 16 and 17, respectively.
Image encryption process mostly contain of two main stages which are confusion and
diffusion, with proposed method one more stage added to main framework. For the first
stage of confusion involved two sub-process, previously random generators suffer from
weaknesses in randomness and size of key space, with proposed method random function
become strong and unpredictable especially in terms of key space size to make solving like
this function almost impossible. Same meaning with confusion process, and correlation of
adjust pixels also improved with proposed method not like literature studies. With refer-
ence to diffusion stage same as previous stage when considering strong random function in
additional to improve by adding Internal Interaction between Image Pixels. Most important
different with previous studies is one extra stage to improve image encryption. This stage
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Fig. 16 Response of ricker map _Rickers mep

Fig. 17 Behavior of successive
iterations of ricker map

Rickers map

includes idealize the histogram to be in alignment for tackle the attacker and increase the
entropy value till reach 8 value which is considered the top best value. Kaur et al. [75] pre-
sent a color image encryption system using a combination of robust chaos and chaotic order
fractional Hartley transformation. The paper introduces a robust color image encryption
system that leverages real fractional Hartley transformation with chaotic transform orders.
This multi-layered approach encompasses the circular blending of color components using
piecewise linear chaotic maps (PWLCMs), followed by nonlinear processing via piecewise
nonlinear chaotic maps (PWNCA) in the spatial domain. Subsequently, a multiple chaotic
order fractional Hartley transformation is applied to generate the encrypted image. The
secret keys for chaotic mapping at each stage enhance security. This scheme effectively
addresses linearity limitations and information leakage vulnerabilities, offering a larger key
space through multilayer security. Comprehensive results and analysis affirm its robustness
and sensitivity, demonstrating superior performance compared to existing methods.

Ye et al. [76] present a double image encryption algorithm based on compressive sens-
ing and elliptic curve which introduces a novel three-dimensional continuous chaotic sys-
tem called "ImproBsys" capable of transitioning from ordinary chaotic behavior to hyper-
chaotic behavior. Leveraging this system, the paper presents a double-image encryption
algorithm that incorporates compressive sensing and public key elliptic curve cryptogra-
phy. In the algorithm, two plain images undergo discrete wavelet transformation, followed
by thresholding of the wavelet coefficients. Compressive sensing reduces data transmis-
sion for both images, and ImproBsys controls the measurement matrix. Notably, the initial
values for ImproBsys depend on the information entropy of the plain image, enhancing
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security. The algorithm is detailed and combines various cryptographic techniques effec-
tively, making it a valuable contribution to image encryption.

Bahaddad et al. [77] introduce the "Bald Eagle Search Optimal Pixel Selection with
Chaotic Encryption" (BESOPS-CE) image steganography technique, merging encryption
and steganography for heightened data security. BESOPS-CE effectively conceals a secret
image within an encrypted cover image, utilizing the Bald Eagle Search (BES) algorithm
for pixel selection and chaotic encryption. Comprehensive simulations underscore the
BESOPS-CE model’s superior performance compared to contemporary methods, posi-
tioning it as a robust solution for digital data security through steganography. In contrast,
Su et al. [78] propose a novel Three-Dimensional (3D) Space Permutation and Diffusion
Technique for chaotic image encryption, incorporating a Merkel Tree-based key processing
method. This method leverages 3D space to enhance encryption efficacy and introduces
DNA coding for diffusion, achieving strong key sensitivity and maintaining overall secu-
rity. The paper also suggests the exploration of diverse 3D diffusion methods for future
research, offering promising directions in the realm of image encryption.

3 The previous studies on image encryption techniques

While we acknowledge that there have been previous reviews on image encryption tech-
niques, it’s important to note that our paper takes a unique and innovative approach to this
subject matter. In addition to referencing and building upon the existing works presented
in [79, 80], and [81], our study stands out by introducing a novel classification framework.
We categorize the reviewed papers based on several critical factors, including the domain,
methodology, dataset utilized, performance metrics, and the valuable insights and remarks
provided by the original authors. This approach allows us to provide a comprehensive and
differentiated perspective on the state of image encryption techniques. Several traditional
image encryption techniques will be summarized in this section, this discussion will focus
on the full image encryption frameworks. As mentioned earlier full image encryption
type divided into spatial, frequency and hybrid domains and in Table 3 will be summa-
rized to show brief explanation for Rhouma et al. [17], Huang and Nie [82], Kamali et al.
[83], Rodriguez- Sahagun et al. [84], Wei et al. [85], Zhu and Li [86], Mastan et al. [87],
Abugharsa and Almangush [18], Patidar et al. [88], Wang and Wang [89], Yadav et al. [90],
Zhou et al. [91], Tong et al. [92], and Bora et al. [93] which represent the spatial domain
techniques, while frequency domain for Abuturab [29], Zhou et al. [94], Chen et al. [31],
and Sinha and Singh [28] are summarized. Finally, Yu et al. [35] and El-Latif et al. [36] are
summarized as hybrid techniques.

The inclusion of a dataset is crucial to assess the performance and quality of the
ciphered images accurately. To this end, we have selected the SIPI (Standard Image Pro-
cessing Image) dataset, which is widely recognized as a suitable resource for evaluating
image encryption techniques.

The SIPI dataset offers a diverse range of image specifications, including different pixel
sizes such as 64 X 64, 128 x 128, 256 X256, 512x 512, and 1024 x 1024, as well as variations
in colour, with options for both grayscale and RGB images. This diversity aligns with our
research goals and ensures that the evaluation process is robust and comprehensive.

By incorporating the SIPI dataset into our study, we aim to provide a more thorough
and meaningful analysis of the image encryption techniques discussed in the paper. This
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addition will enhance the validity and reliability of our findings, ultimately contributing to
a more comprehensive review of the selected encryption methods.

4 Conclusion

In this comprehensive review, we have explored a wide array of image encryption tech-
niques, each designed to safeguard sensitive image data from unauthorized access and
ensure its confidentiality and integrity. These techniques span various domains, including
spatial, frequency, and hybrid domains, each offering unique advantages and challenges.

In the spatial domain, we observed innovative approaches that utilize chaotic maps,
block shuffling, pixel substitution, and advanced encryption algorithms such as AES.
These techniques excel in terms of speed, resistance to statistical attacks, and key sensitiv-
ity, making them suitable for real-time applications. Furthermore, they offer robust protec-
tion against brute-force attacks, ensuring the security of encrypted images.

Frequency domain techniques introduced rotations, phase masks, and affine transforms
to achieve image encryption. Notable characteristics of these methods include fast encryp-
tion speeds, high security levels, and the use of transformation parameters as encryption
keys. These techniques exhibit key sensitivity and resistance to various forms of attacks,
solidifying their efficacy in safeguarding image data.

Hybrid domain techniques combined the strengths of both spatial and frequency
domains, employing methods such as Discrete Wavelet Transform (DWT), S-box encryp-
tion, Arnold diffusion, and logistic map permutation. The advantages of these techniques
include fast encryption processes, acceptable key spaces, and high-security levels. They
exhibit robustness against differential and entropy-based attacks, making them valuable
choices for image encryption.

Our review also highlighted the importance of selecting an appropriate dataset for eval-
uating the performance of these encryption techniques. The SIPI dataset, with its diverse
range of image specifications, proved to be a valuable resource for assessing the quality
and effectiveness of the encryption methods discussed in this paper.

In conclusion, image encryption is a vital component of data security in today’s digi-
tal age. The techniques presented here demonstrate a rich landscape of methods and
approaches to protect sensitive image data from unauthorized access and malicious attacks.
The choice of encryption method should be carefully tailored to the specific requirements
of the application, ensuring a balance between security and computational efficiency. As
technology continues to advance, the field of image encryption will evolve further, and
researchers will continue to innovate to meet the growing demands for image data security.

The findings presented in this review provide a valuable resource for researchers, practi-
tioners, and decision-makers seeking to implement effective image encryption solutions in
various domains. The ongoing pursuit of stronger, more efficient, and highly secure image
encryption techniques remains essential to safeguarding the confidentiality and integrity of
valuable visual data in an increasingly interconnected world.
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