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Abstract: Strategic investment(s) in vehicle automation technologies led to the rapid development of
technology that revolutionalised transport services and reduced fatalities on a scale never seen before.
Technological advancements and their integration in Connected Autonomous Vehicles (CAV) in-
creased uptake and adoption and pushed strongly for the development of highly supportive legal
and regulatory and testing environments. However, systemic threats to the security and privacy of

technologies and lack of data transparency have created a dynamic threat landscape within which

the establishment and verification of security and privacy requirements proved to be an arduous task .

In CAV,security and privacy issues can affect the overall resilience of these systems and hinder the
safety of the passengers. Existing research efforts have been placed to investigate the security issues
in CAVs and propose solutions across the whole spectrum of cyber resilience. This paper examines
the state-of-the-art security and privacy solutions for CAV and investigates their integration chal-
lenges, drawbacks and efficiencies by coupling them with distributed technologies such as Block-
chain. This survey paper has highlighted the strengths and drawbacks of the security and privacy
measures proposed in the published literature based on Blockchain technology. It has also listed dif-

ferent cyber attacks being investigated while designing security and privacy mechanism for CAVs.
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1. Introduction

Enormous advancement and expansion in information technology have brought a revolution-
ary impact in every aspect of life. The growth and deployment of different Cyber-Physical
Systems (CPS) are the representative examples of the information technology revolution. CPS
is the combination of different physical and cyber elements to emulate the capabilities of an
embedded system [1]. Physical elements comprise anything in the physical world, such as
natural events (flood, earthquake, etc.), vehicles, sensors, actuators, grids, buildings, etc.,
while the cyber elements comprise communication and computing devices. CPS has been de-
ployed in various domains such as transportation systems, household appliances, electricity
and gas distribution grids, healthcare systems and many more. The objective of CPS is to
monitor the behaviour of physical elements and generate appropriate actions to ensure the

smooth funtionings of all the CPS components [2].

The increased demand for installing and deploying embedded systems (smart grids, auton-
omous automobile systems, industrial control systems) in managing and handling complex
tasks is becoming more prone to cyber-attacks due to the increased attack surface and in-
creased adversarial motivations. The complexity of CPS interactions expands the attack
types from cyber-to-cyber to cyber-kinetic and increase the complexity and level of resources
required in detection and mitigationprocesses [3]. A CPS is not capable to handle every type
of security threat which further raises the security and privacy concerns during their deploy-
ment and operation. The heterogeneous nature of CPS components complicates the commu-

nication processes , rendering existing threat models inadequate to capturing all interactions
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that give rise to the different adversarial scenarios[3]. Since all the physical components are
integrated, it is challenging to examine and identify every component for any possible attack
as adversaries can attack both the physical elements and the communication mechanisms. Alt-
hough current research on security and privacy for CPS is gaining traction, existing controls
for CPS are static and seem to lack the holistic defence requirements needed in these modern

cyber infrastructures [3].

Though different security and privacy solutions have been proposed in the public literature,
this paper emphasises security and privacy mechanisms using Blockchain technology for con-
nected and autonomous vehicles (CAVs) and consider the published research from 2016 -2020.
It also covers the challenges posed by different threats in response to security measures, their

attack matrix, and respective mathematical models in order to analyse their performance.
1.1.  Applications

CPS represents a new generation for the digital world. It finds its future in almost every do-
main of life. Some of the practical impact of CPs on life as mentioned here. Underground Wire-
less Sensor Network is launched to garner the benefits of CPS for precision agriculture [4].
Smart Pest Control using CPS has been proposed to control and monitor the rats in the agri-
cultural fields [5]. Using CPS and agents, a controlling mechanism has been proposed to en-
sure agricultural proactivity versus the market and environmental changes [6]. Healthcare is
the sector in particular where benefits of CPS have been withdrawn at large. A cyber-physical
management system has been introduced to support surgeons in operating rooms [7]. A ge-
neric framework for related medical services and devices has been proposed to assist patients
to remain in connection with their doctors in case of any emergency and continuous monitor-
ing [8]. CPS has been utilised in smart learning environments. A Smart University Laboratory
environment has been constructed using CPS, including the mechanisms for statistical analysis,
communication, and habit-based control [9]. Energy supply has always been a challenge. En-
ergy Management Framework (EMF) has been proposed to integrate CPS for collecting real-
time power consumption and demand status from autonomous electric vehicles and the charg-
ing stations within the smart grid [10]. CPS can also be used to control and monitor the traffic
system by installing many advanced information management systems and electronic devices
to the traffic system, which can improve the safety level and improve the operational efficiency
[11]. Process control CPS is the first step to provide autonomous control on the production
process through control loops. The application of CPS is applied in industrial 4.0 to enhance

process control generating smart industry [12].
1.2. Motivations

CAV is the need of future. Being part of intelligent transportantion, security, privacy and
reliability are the major challenges being faced in CAVs. Motivations to write this survey paper
are:

i.  To highlight the security and privacy issues in the connected vehicles

ii. ~ To highlight the security and privacy measures based on Blockchain for the CAVs

Though numerous security measures such as encryption, trust management, key management,
authentication techniques, software-based solutions, and network solutions have been inten-
sively studied and analysed, but here the focus will be on the security and privacy measures

based on Blockchain.

1.3. Contributions
Several surveys have been conducted to highlight the security and privacy issues and con-
trolsin CPS. Since the main focus of this paper is connected vehicles,the published literature for

security and privacy for connected vehicles is considered. It has been observed that existing
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literature on security and privacy of CAV discusses security measures in generals. The existing 99
literature generalise the security and privacy mechanisms by highlighting the pros and cons of 100
different measures. As such, authorsin [13] studygenericsecurity and privacy attacks on CAV 101
and highlights the mitigation controls generically.A different aspectof CAV and theiras- 102
sociated threats and available security measures have been studied and highlighted the 103
knowledge gap for future research directions [14]. Individual contributions towards security 104
and privacy issues of connected vehicles are provided in the published literature. 105
The contributions of this paper are: 106
i. A state-of-the-art and in-depth analysis and comparison of the existing and emerging 107
security and privacy attacks and vulnerabilities on CAV 108
ii. A comparison of the Blockchain technology as a security mechanism against the at- 109
tacks identified in the published literature 110
iii. Detailed analysis of the future directions being promised by Blockchain technol- 111

ogyasadefence mechanism. 112

The rest of the paper is organised as follows: Section 2 presents the background highlightinga 113
general architecture of CPS. Connected and Autonomous Vehicles (CAVs) are discussed in 114
detail as an application of CPS in section 3. Section 4 highlights the Security requirements for 115
CAVs, focusing on the attacks and vulnerabilities analysed. Literature on security and privacy 116
solutions using Blockchain technology is discussed in-depth in section 5. Discussion on the 117
literature and future research direction is provided in section 6. Finally, section 7 concludes the 118
paper by summarising our main findings. The distrubution of the paper is also as shown in the 119

follwong table for ease to understand the contents of the paper. 120

a.  Application
1. Introduction b. Motivations
¢.  Contribution
2. Background
a.  Wireless communication

3. Connected and autonomous

vehicle-application of CPS b. Engine control unit

C. Censor and cameras

4.  CAVs security and privacy
5. Security and privacy solution using blockchain
6. Findings
7.  Conclusion
121
2. Background 122

In general, CPS has been designed to consist of two elements on which all researchers agree, 123
i.e., physical elements and cyber elements. Physical layers consist of natural and man-made 124
physical elements, while the cyber layer is comprised of communication and computing de- 125
vices. The main task of the physical layer is to capture the sensed data and perform cyber layer 126
operations/commands while the cyber layer analyses and processes physical layers data and 127
accordingly generates appropriate commands/operations [15]. Multiple layered architectures 128
have been proposed in the literature [15-18]. In general, a three-layered architecture can be 129
considered, consisting of perception/ hardware/physical layer, transmission/communica- 130
tion/network layer, and application/services layer [19]. Figure 1 shows the three-layered archi- 131
tecture of CPS. 132

The first layer is the hardware layer, also known as the sensor layer [19]. This layer is charac- 133
terised by the hardware devices that include detectors, sensors, actuators, GPS, home appli- 134
ances, cameras, RFID, intelligent scanners and many more that can sense and collect data he 135

second layer is the network layer, also known as the transmission layer.The major role of this 136
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layer is to facilitate the communication between the hardware and the application layer. The 137

third layer is the application layer that processes the data received from the network layer and 138

generates appropriate commands to be executed by the devices in the physical layers [20]. 139
Agriculture CPS Energy Management CPS Industrial Process Control CPS 140
Application )
Medical CBS Intelligent Transportation CPS Civil Engineering and Manufacturing 141
Layer
Education CPS CPS
142
Local Area Network Core/Backbone Network NAD
Network Layer
Ethernet Wi-Fi SONET DWDM ATM P Router | Modem | SWITCH- 143
S A 144
ensors ctuators Cameras Smartphone Antennas ECU
Hardware
Detectors RFID GPS Computers Humanoid 145
Layer
146
Figure 1: Three Layered Architecture of CPS
147
3.Connected and Autonomous Vehicles-An Application of CPS 148

With the arrival of intelligent transport systems, transportation will become safer and en- 149
ergy-efficient [21]. Connected and Autonomous Vehicles (CAVs) is the most significant tech- 150
nology within the transportation system [22]. CAVs use different devices such as cameras as 151
sensors, lidar and radar to perceive the surroundings [23]. The driving control within CAVsis 152
regulated by one of the six levels of automation ranging from 0-5 [24]. Table 1 shows the six 153
levels of automation. The exact architecture of CAV is under study; however, numerous refer- 154
ence architectures have been proposed in the literature [25-27]. The general components that 155

collectively form integral elements of CAVs are as follows: 156
3.1. Wireless Communication 157

CAVs need to be equipped with different antennas in order to be capable of communi- 158
cating using wireless protocols. In vehicle-to-vehicle (V-V) communications, a different set of 159
communication technologies are utilised by both the driver and underlined roadside infra- 160
structure. There are three major communication categories within CAVs as found in the liter- 161
ature [28]: Vehicle-to-Vehicles (V-V), Vehicle-to-Infrastructure (V2I) and the cloud. V-V Com- 162
munication ensures that different CAVs communicate in more or less peer-to-peer style and 163
uses IEEE 802.11 protocol for it [28]. V2I provides communication with the electronic devices 164
that are monitoring and controlling the surroundings [29]. V2I communication also includes 165

internal communication among different components of a CAV. 166
3.2. Engine Control Unit (ECU) 167

Internal communication among different components of CAV is also required. The in- 168
ternal communication system connects different components to implement different functions 169
[26]. Modern vehicles use ECU to control the functionality of the vehicles. The acquisition, 170
processing, and control of the electronic signals [28] is done through Controller Area Network 171
(CAN)buses and and FlexRay [30] to ensure distributed real-time control [28], 172

3.3. Sensors and Cameras 173

CAVs are equipped with sensors and cameras to detect, collect information from the 174
surroundings, categorise them in some predetermined criteria, and make predictions related 175

to vehicle activity accordingly [28]. Sensors to measure inertial units, engine control, tyre 176



Appl. Sci. 2021, 11, x FOR PEER REVIEW 5 of 16

pressure monitoring system (TPMS), light detecting and ranging (LiDAR), GPS, cameras and 177
infrared systems[28] are common examples. 178
The connection mechanisms within CAVs support communication between infrastructure and 179
vehicles in order to share data such as speed, position etc. [31]. In return, every connectivity 180
function supports automation that transforms the role of driver from driver to monitor by 181
reassigning the functions to a vehicle that were previously performed by human actor [28]. 182

This automation is achieved using sensor technology to surveying the surroundings with pre- 183

determined or learned knowledge to perform/plan vehicle activity [32]. 184
185
Table 1.Six Levels of Vehicle 186
Title 1 Title 2 Title 3
0 Human/Manual driving Manually controlled vehicles.

Single automated system for driver
assistance such as cruise control
while other aspects of driving are

1 Driver Assistance
controlled by humans such as brak-
ing and steering.
A vehicle can control accelerating
and steering, but the driver has to sit
2 Partial Driving Automation at a driving seat and take control of

the vehicle.

Hence, vehicles have environmen-
tal detection capability to make in-
formed decisions, such as accelerat-
ing past a slow vehicle, but a human

3 Conditional Driving Automation  driver is still required. The driver
needs to remain alert and take con-
trol of the vehicle if it is not able to
perform the task.

High Driving Automation Vehicles can drive in self-driving
mode but within a limited area, and
4 humans still can manually drive
them.

Vehicles are driverless. They do
nothave a brake, accelerate and
steering wheel and hence are known
as fully automated.

5 Full Driving Automation

187

4. CAVs Security and Privacy 188

CAVs are going to become a reality in the coming future, and there has been an increas- 189
ing number of research studies being conducted on the behaviour and security of the CAVs. It 190
is quite acceptable that with the arrival or invention of any new technology, there are potential 191
threats and vulnerabilities attached to it, and the same goes for CAVs. A certain amount of 192
hesitation from the public has also been observed to accept the notion of self-driving cars after 193
few accident reports in Arizona and California in the United States [33-34]. Due to these acci- 194

dent reports and cyberattacks on inter as well as intra-vehicular communications, the security 195

and privacy of passengers havebecome an important area of research [35]. 196
197
5. Security and Privacy Solutions using Blockchain Technology 198

With the appearance of fully automated vehicles and the intellectualisation of vehicles, 199
it is evident that society in general and vehicles, in particular, will face new challenges and 200
threats [36]. There would be development in repair, maintenance methods besides devising 201
new technologies for logistics [37] besides ensuring new methods and technologies to ensure 202
safety and privacy of CAVs.Blockchain is a secure technology to store users’ private infor- 203

mation. Blockchain is a reliable distributed ledger to store transactions, and most commonly, 204
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it has been used in bitcoin transactions [37]. Blockchain is the chain of data blocks, the more
the volume of data is growing, the moreblocks are being added to the chain. The blocks are
written to the Blockchain in linear-sequential chronological order [37]. Every node is charac-
terised as a computer within the blockchain network used by a client who checks and transfers
the transactions [37]. So every node stores the copy of the Blockchain and is automatically

downloaded when some miner joins the network.

Though researchers have played their role in integrating blockchain technology in different
areas within Internet-of-Things (IoT), minimal research has been observed in literature when
blockchain Blockchain provides security and privacy CAVs. This section highlights the con-
tribution of literature towards providing security and privacy for CAVs using Blockchain.
Every IoT device providing information about vehicles registers itself on the blockchain net-
work, and information about vehicles is also stored on the Blockchain network [60]. Blockchain
is used to track vehicles' actions by sending parameters of the current state of every vehicle
using signals of neighbouring vehicles [36]. Novel automotive security architecture based on
Blockchain has been proposed by using changeable private keys [38]. An open platform for
the exchange of messages has been proposed between driver and service provider using Block-
chain [39].
2. Vehicles validate the

A. Vehicle Registration Prendooymn Transsction __————— B. Generate Pseudonyms
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P ; vefly 4 dp i '\ .' @ @ .E
1. Vehicle registers to the 5 VIN 3. ps.m,.k\mdmnn by peer wehicle; £
blockchain (OffChain), ~ ~_ | VIN | Transaction is | — — 1.4 1. Vehid 1
+ = H s PSD SL ‘ehicle ereates
K: S, ! added to BC .., o RSIG Psendonym Transaction
i -SIG
[ — Address
: 1 L LA
| "F Snmil ) The2] ]
C. Vehicle Revocation [ _1’ i gl e
|
i
1T 7 —f —f T |oaeeary

- T T E T e
Ix 9. Revoked Pseudonym Is
Bexosaiion added to BCy..
PSDs e Blockchain of Blockchains

6. Witnessing  Vehicles
report mishehavior to RSU.

7. RSU  Creates E] %[';“—n
Pscudonym  revocation (9))) | Report S0, Report

transaction. PSD PSD
S1G, ﬁ SIG,5

5. Vehicle Mishehaves.

RSU

Figure 1.Blockchain-Based Pseudonym Management as proposed in [41]

Pseudonym generation has been an issue in Public Key Infrastructure (PKI), and vehicular
networks rely on PKI. Pseudonyms are used by vehicles to sign their messages that ensure the
message's integrity and help in the authentication of the sender. The pseudonym generation
technique has been introduced by [41] stored in Blockchain to ensure privacy and maintain
the vehicular network's security. Figure 1 shows the complete mechanism of the proposed
system. The proposed system utilisesthreedifferent Blockchains, a decentralised mechanism
of self pseudonym generation by vehicles instead of relying on centralised Certificate Issuing
Authority (CA) and uses ring signature algorithm for vehicle certification. The proposed sys-
tem is successful in providing security and ensuring privacy within the vehicular network as
it has been assessed against the traditional VPKI for the probability of occurrence of different
types of attack vectors using the following mathematical model:

Po =w(U(x) + U(y) + U(z))

U(f)=Cf/f, where Cf=0.2.

The proposed architecture successfully ensures secuirty and privacy through Blockchain. But

the cost to implement the above architecture is expensive as opposed to traditional CA. Ring
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Signature Algorithm is quite time consuming In a situation where vehicles are increasing rap- 241
idly requiring quick request/transaction processing, relying on ring signatures may be quite 242
expensive and risky. Though vehicles have been given the flexibility of generating their own 243
pseudonyms as opposed to VPKI where pseudonyms were used to be generated by CA still, 244
vehicles need to rely on some centralised body to register themselvesand to get a secret key, 245
so the proposed system is not totally decentralised. Since the secret key is being generated by 246
some registration body that also means one point failure if the registration body goes compro- 247
mised, the secret key of any vehicle can be either hacked or changed, which will ultimately 248
change the one-time address of the sender that has been calculated in the proposed system by 249
H (Kv, Sv, htx ), where H is the Hash function taking parameters Kv (public key of the vehicle), 250
Sv (secret key of the vehicle) and hu (hash of transaction). This makes it difficult for the vehicle 251
to get certified by neighbouring vehicles and hence become part of the architecture. 252

253

..-." 2: data sharing O 2: data sharing 2: data sharingg '.-Q' .
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Figure 2: System Architecture for Blockchain-Based Multimedia Data sharing in VSNs as Proposed in [42] 255

Vehicles can develop social relationships within vehicular networks, also known as Vehicu- 256
lar Social Networks (VSNs). VSNs bring security challenges when vehicles try to send/re- 257
ceive multimedia data. It may be possible that the privacy of vehicles and users get leaked, 258
and attackers may analyse their communication habits besides tampering with the multime- 259
dia data. A privacy-preserving scheme has been proposed in [42] which is based on Block- 260
chain for multimedia sharing within VSNs. The proposed system used cryptographical 261
primitives such as pseudonyms to hide the identities of vehicles, users and RSUs. Trusted 262
Authority has been used by [42] to verify the user, vehicle and Road Side Unit (RSU). TA 263
authority uses pseudo-random function F to generate unique identities of users and RSUs, 264
key generation algorithms to generate keys (public and private keys) for the users and the 265
RSUs and generates hash chain H for both users and RSUs for authentication purposes. RSUs 266
uses a signature algorithm to sign the transaction and a verification algorithm to verify the 267
messages sent by users. TA stores the user, vehicle and RSU information on Blockchain along 268
with a time stamp duly signed by TA as a transaction. The multimedia data sharing can be 269
either peer-to-peer or broadcasting to the network. For sending peer-to-peer multimedia 270
data, the user gets authenticated to RSU by sending its hash value verified by RSU by re- 271
trieving hash associated with the user from the Blockchain. After a connection is established 272
between user and RSU, the user then sends multimedia data to RSU, which is in the format 273
of {m, ulDs, ulDr, hm, os } where m represents a message, ulDs represents sender id, ulDr 274
represents receiver id, hm represents a hash of the multimedia message, and os representsa 275
signature of a user over message within defined time stamp. RSU calculates the hash of the 276
message to verify if the received multimedia data has not been tempered and obtains the 277
user's public key from blockchain Blockchain to verify the signature to ensure itis a valid 278
sender. RSU stores this information as a transaction on blockchain and the format of the data 279
sharing transaction is (uIDs | lulDr | typel |hml|los | 1t)|1SignRSUi) duly signed by RSU. 280
Here type shows either the data sharing is peer-to-peer or broadcasting to the whole network, 281

so if it is peer-to-peer data sharing, the type is set to 0. RSU then sends {m, ulDs, ulDr, hm, 282
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os } to receiver. Similar activity is performed when data is intended to be broadcasted in 283

which the type is set to 1. 284

The proposed system [42] claims to help in privacy protection, reliability and integrity of the 285
messages, traceability of the malicious user. The proposed system has been evaluated for 286
experimental results, and it has been observed that the proposed system assumes the trust- 287
worthiness of TA, which is highly risky in a situation where almost every entity can be under 288
attack. That means if the proposed system verifies the integrity of users, vehicles, and mul- 289
timedia data, it must have to verify TA's integrity and authenticity. If the TA is under attack, 290
all the data stored on it and the transactions it creates can become malicious, which can spoil 291
the whole blockchain network. It has also been observed from the simulated results of the 292
study that the user, vehicle and RSU initialisation is taking quite a lot of computational cost 293
in terms of time, and the time goes on increasing if the number of users and vehicles are 294
getting added to the network. Secondly, the multimedia data transferred from user to RSU 295
is again quite costly, whichrequires a high computational cost on the part of RSU by running 296
signature and verification algorithms which seem to be time-consuming. The overall delay 297
in information processing at different stages of the proposed system can be a bottleneck in 298
the realisation of the system. The paper does notprovide any comparative study that can 299
prove its effectiveness against any known attack vector compared to the current system to 300

validate its effectiveness in multimedia data sharing within VSNs. 301

The traditional architecture of VANET heavily relies on centralised trusted authorises for 302
managing vehicular information, while data processing is also done on centralised servers. 303
The centralised entities are not completely credible, as if once attacked, it can bring severe 304
security and privacy threats. A novel decentralised Blockchain-based VANET architecture 305
has been proposed in [43] that successfully tackles distrust among users, vehicles and RSUs 306
and centralisation in VANET. For protecting identity and location privacy, the proposed 307

architecture introduced dynamic threshold encryption and k-anonymity unity. The archi- 308

tecture of the proposed system is shown in figure 3. 309
310
)
~—
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Figure 3: Decentralised Architecture and Interaction as proposed in [43] 312
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The proposed system uses dynamic threshold encryption and k-anonymity unity to
achieve identity and location privacy protection. The vehicle needs to construct the m-1
degree polynomial using formula: f(x) = stalx+ axx® +...+ aixi+...+ am-1 x™; ai€GF(q) and
calculates sub-secrets in form (m, r) that shows m sub-secrets of r vehicles. The threshold
is kept on updating ata specified time so that no attacker at any point intime can collect
m secrets to identifying a vehicle. For location privacy, k-anonymity unit algorithm in
which a vehicle uploads its SBM with k-1 other vehicles” SBMs. In order to preventall
vehicles in a group to upload the same message, the k-anonymity unit algorithm has
been modified to take two indicators to ensure the effectiveness of the unit algorithm.
One of the two indicators is Connectivity A which develops an undirected graph between
vehicles in a group;the connectivity can be measured by A =num.(V)/n > k/n. The second
indicator is Average Distance D. For location privacy;the k-anonymity unit will not be
valid if the vehicles in a group are in the same location or adjacent. So the larger the
average distance would be among vehicles in a unit, the better can be the effect of the
location privacy k-anonymity unit. The proposed system has been evaluated against cen-
tralised and distributed architectures proving effective against them in terms of identity
privacy with the use of m sub-identities within a limited time while the use of k-ano-
nymity unit ensures location protection. The proposed system claims that no two vehi-
cles in a group can have the same location. Neither can be adjacent, as the more the dis-
tance between the vehicles is, the harder it is to identify the exact location of a specific
vehicle within a group. After analysing the proposed system, it has been observed that
k-anonymity unit algorithm though is effective in hiding the identities of vehicles by
generating m sub-identities of a single-vehicle but again, it is hard to compute sub-iden-
tities using m-1 polynomial through dynamic threshold encryption. With the increasing
number of vehicles joining VANET, it is going to put the burden on low powered user
devices to compute sub-identities. This can overall increase the processing time of the
proposed system besides delays in transaction creation, and SBM processing since an
SBM consists of messages from multiple vehicles and responding to different vehicles in
a specified amount of time can add to the processing time of the proposed system. Ap-
pendix Table A2 shows a detailed analysis of the literature on the security and privacy
of CAVs using Blockchain.

6. Findings

Cyberspace is an open platform for attackers, increasing the type and amount of
cyber-attacks, which reduces the surveillance of security measures. Countless -attacks
are initiated within no time, further reducing the security and privacy measures already
in place. Since the expansion of CPS is inevitable because CPS applications in different
domains are evident, reliance on CPS is undeniable. But the more free data movement is
ensured, the more threat penetrating the CPS for data travel, data storage, individuals
holding data, and even complete organizations organisations may come under severe
cyber threats. With the invention of the Internet, there have been tremendous efforts in
providing and scaling the security and privacy measures to the data. Wireless sensor
networks had made the communication more rapid along with introducing more attack
vectors on the data, the communication mechanism and the devices responsible for the
transmission/receiving of data. Traditional security and privacy measures provided for
the protection of data and communication mechanisms are mainly developed against
the attacks introduced due to the wireless sensor networks. After studying the literature,
it has been observed that the majority of the security and privacy measures rely heavily
on techniques proposed for the wireless sensor networks. They are not as effective as
they should be since CPS is widening the stage for the cyberattacks, and accordingly
attack vector is getting broadened. Traditional security and privacy measures become

less effective and least efficient in handling attack vectors posed by the CPS. Hence, it is
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important to put forth efforts in formulating defence strategies that can effectively man-

age cyber attacks when it comes to CPS.

The applications of CPS in different domains have been discussed in this paper. It is quite
evident that CPS is providing numerous benefits, especially within the medical domain,
making it more helpful for medical practitioners to supervise the medical conditions of
patients. The more benefits can be imparted from the CPS, the more strong security and
privacy measures need to be in place to prevent data loss, life loss, data communication
deterioration and data storage sabotage. New attack vectors posed by CPS require new
and more strong security measures to handle them, and reliance on traditional security
and privacy measures need to be reduced. This survey paper targets one application of
CPS, which is connected and autonomous vehicles and investigated the security and pri-
vacy measures proposed in the literature for them. After analysing the literature, most
of the literature on security and privacy for the CAVs still relies on traditional security
and privacy measures, which were mainly proposed for the wireless sensor networks.
Still, the focus of this survey is Blockchain technology being a new and promising tech-
nology to provide security and privacy for the CAVs. So it investigated the literature to
analyse the use of Blockchain for providing security and privacy for the CAVs. In that

case, traditional encryption techniques are also more prevalent.

The main intention of this survey was to give an overview of the recent trends in security
and privacy for CAVs using Blockchain technology and perform their performance eval-
uation in terms of the shortcomings in the proposed mechanisms. This survey also pre-
sented the different types of attacks and vulnerabilities for the security and privacy of
CAVs. It is further encouraged that the research for security and privacy of CAVs using
Blockchain should be further investigated in order to develop simpler, lightweight and
scalable algorithms, and the simulation tools supporting those algorithms should be

available free.

Driverless cars are the next generation invention, and they are highly vulnerable to se-
curity attacks. In fact, they present an open platform for cyber-attacks of different types,
as presented in this survey paper. The more advances in the CAVs technology will hap-
pen, the more cyber attacks will be observed hence widening the scale for the attack
vector. Though traditional security and privacy measures such as authentication, trust
management, encryption and others are available solutions, they focus more on a cen-
tralised mechanism to provide security and may not effectively address the heterogene-
ity of the devices within CAVs. So new technologies and techniques need to be modu-
larised, such as Blockchain,which has proven positive impacts in the virtual banking and
e-commerce sector. The research on Blockchain regarding security and privacy for CAVs
is yet in the infancy stage, and not many contributions are identified in the literature.
Though Blockchain has been investigated to be used as a means for communication,and
sharing of information over IoT and CPS for CAVs, the efforts are still required. It is time
to harness the benefits of Blockchain for the security and privacy of CAVs, but it is en-
couraging to notice that research is being directed towards exploring new technologies

in this direction.

The findings from this survey indicate that though Blockchain is a new technology for
providing decentralised security and privacy mechanism for CAVs. However,the algo-
rithms formulated over Blockchain are still old and heavy-weight,consuminga lot of
computational power. It is also interesting to mention here that computational work has
not been provided, which can help assess the computational speed of the proposed

mechanism and help researchers improve on them in the future.
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7. Conclusion

In this paper, we exhaustively investigated the current research trends in security
and privacy of CAVs during 2016-2020 using Blockchain.The paper also investigated at-
tack vectors and vulnerabilities for CAVs. This paper only analysed Blockchain as the
main security and privacy mechanisms. It is further added that Blockchain provides a
decentralised data storage mechanism researchers have used that for record-keeping in
different studies. But it is equally important here to mention that Blockchain has not been
relied upon independently as a sole secure means of communication. The majority of the
literature we investigated during this survey has shown to be heavily dependent on tra-
ditional security measures such as trusted third party authorities, pseudonym and key
generation algorithms that still bring inefficiencies and delays in providing timely secure
communication. The need is to move away from the traditional security and trusted third
party techniques and deploy new security algorithms over Blockchain,which are light-

weight in their performance and efficient enough to ensure secure communication.

Though Blockchain technology is also considered a means of providing security and pri-
vacy within CAVs as observed in the literature, it is not investigated independently as
standalone security and privacy parameter. Traditional encryption algorithms are being
run on Blockchain, which further multiplies the computational energy consumed by the
Blockchain network and ultimately, the solution may not be as effective as it should be.
Traditional encryption algorithms are quite heavy-weight, which requires heavy com-
putational energy and takes a lot of time in calculating the results. Suppose traditional
algorithms are tied up with Blockchain. In that case, it will maximise the computational
energy and time required to generate the results as Blockchain itself utilises quite a lot
of energy in mining and authenticating data on blocks. It is suggested that future security
and privacy measures for CAVs be designed around new encryption techniques over
Blockchain, which is light enough to reduce the overall computational energy and time
consumed. By doing so, the new world of CPS will be ready to face new challenges and

threats posed due to cyber attacks.

The need is to harvest the Blockchain technology eliminating or reducing the bottlenecks
which it brings along, such as the heavy computational energy required for calculating
results. The future is connected and autonomous vehicles requiring tight security and
privacy measures in place, which cannot be achieved using traditional security tech-
niques alone. Therefore, we need a bit strong — perhaps more effort have to be placed
on further examining the efficacy of decentralised security operations facilitated by
Blockchain and design innovative security and privacy algorithms that are smart enough
to cater for the needs and demands of CAVs. The world is going to witness fully auton-
omous vehicles very soon, and with this realisation, we need to be also ready for new
attack vectors to pave their way through cyber attacks. Broadening the scale of action for
new security and privacy measures can help highlight indicators, targetting, manage,

handle, and mitigate the novel cyberattack vectors weaponising CAVs.
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Table A1: List Showing Attack Vector and Objectives 607
Ref. Attack Category Attack Name Objectives
[26][49] Wireless Communication Compromise the devices that forward packets and the

e  EaVesDro
P mechanism packets are forwarded

e  MiTM intercept

. Location, identity theft
. Relay attacks

[44][45][48] | DoS Attacks e DDoS Overloading host with huge amount of information to
comprise its data processing, receiving and transmitting
e  Targeting Harware Security capability
Module (HSM)

¢  Radio Jamming
. Targeting V2X Communication

e  Flooding

[26][46] Attacks on Ports Damaging CAN bus To gain access to internal CAN bus

e  Electrical damages
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Installing malicious software
45][50][51] | Black-hole Attacks : Dropping packets between vehicle and infrastructure to
Packets dropping pping p:
hinder Communication
Grey-hole Attacks
26][52 Attacks on Sensors : Causing vehicle to take incorrect decision
Spoofing &
Relaying
Delay
Blind
e  Jamming
e Tamper
e  Node outage
e  Eavesdropping
e DoS
[45][53] Replay Attacks e  Man-in-the-Middle Delaying or repeating of valid transmitted data
e  Delayed
e  Repeated
e  Denning-Saco
45][54 Impersonation Attacks Misleading other vehicles as legitimate member to send
p e Masquerade 8 g
malicious information to target vehicles
[45][47][54] Sybil Attacks e Spoofing Forging multiple identities to mislead vehicles and to cre-
ate system chaos
[55]
[45][56] Malware Attacks . Phishing Causing harm to host
e  Bluejacking
e Bots
e  Pharming
[45][57] Timing & Falsified Attacks Delaying Transmission of packets and sending false infor-
mation about surroundings
TableA2: Current Research on Security and Privacy of CAVs using Blockchain
e es of Attacks bein; ecuri ective vantages isadvantage imulator/ computa-
Ref | Typ f Attacks being | S ity Objecti Ad g Disad g Simulator/ p
Handled tion/analysis tools
[60] e  Jamming Secure Communi- | Provides security of riders | Huge number of vehicles in- | NS2
e  Falsification Attack cation and drivers by constantly | creases the computational com-
e  Impersonation At- monitoring the sensors plexity
tacks
e  Man-in-the-Middle
Attack
[58] | o  Traffic offences Secure Communi- | ECDSA algorithm is used | e  Size of encrypted mes- Exonum
e Accidents cation which is fastest crypto- sages increase by ECDSA
e  Impersonation At- graphic algorithm e  ECDSA is more complex
tacks and difficult to implement
hence implementation er-
rors may increase which
may reduce the security
feature of the algorithm
[61] e  Linking Attacks Secure Communi- | ¢  Optimisedfor large e A vehicle may have nu- Not Available
e  Malware cation scale low resource net- merous changeable private
o  Falsified Attacks works keys during its lifetime in-
e DDoS e  Distributed trust algo- creasing burden on relay
rithm to reduce the nodes
processing time con- e Asymmetric encryption is
nected with every vali- used which is slower and
dating blocks time consuming technique

608
609
610
611
612
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[62] . Impersonation At- | Secure Communi- | vehicle may not need to Complete privacy is not Not Available
tacks cation share entire dataset guaranteed
o  Falsified Attacks
e Attacks on Ports
[63] e  Attack on internal Secure Communi- | ¢  Reducing processing Centralisedblockchain net- | NXP Microcontroller
communication (in- | cation and data pro- time work
vehicular communi- | tection between | ¢  Authentication
cation) ECUs
[64] | « Content poisoning Avoiding  unau- | ¢  Delegate Consensus Traditional Symmetric en- | ndnSIM Platform, NS-
attacks on packets thorised access to Algorithm cryption takes time in pro- | 3, Corei5-6500, 3.2GHz
to isolate user’s ac- the copes of content | ¢  Protection of data cessing/verification of two | & 8GB RAM
cess to authentic cached on inter- packets keys
content mediate nodes
[65] | o  Attack on multime- | Privacy preserving | ¢  Blockchain to ensure Rely on Trusted Authority | MacBook Pro, 2.3GHz,
dia reliable data source (TA) for identity registra- Coreib processor & 8GB
and keep attackers tion & key distribution for | 2133MHz LPDDR3
from tempering multi- Electric Vehicle, user and Memory
media data RSU
Assumption TA is trust-
worthy
[66, . Random packets in- Secure communica- | e DecentralisedKPI us- Public and private key Not Available
68] jection tion, preserving pri- ing Blockchain generation/verification
e  Impersonation at- vacy e  Self Pseudonyms gen- techniques are time con-
tacks eration by vehicles suming
e  DDoS Conditional privacy
[67- | o  Impersonation at- Identity and Loca- | ¢  Decentralisedarchitec- K-Anonymity Unit is NP OPNET & Ethereum
70] tacks tion Privacy ture using Consortium hard
e  Sybil attacks Blockchain Processing time enhances
e  No reliance on Central- if more vehicles are added
ized Authority (CA) to VANET
e Multiple sub-identities
for vehicles
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