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Abstract 

In recent years, the number of data breaches in the 
healthcare sector has steadily increased. As a result, 
security, education, training, and awareness programs 
are recognized as an integral part of educating 
employees about security threats. Although these 
programs are considered commonplace in many 
organizations, they often follow one-size-fits-all 
approaches that could hinder the success of security 
training. In this study, we address this issue by 
conducting a domain analysis for IT-secure behavior in 
healthcare using the evidence centered assessment 
design. We define the representative target group as 
caregivers and physicians in hospitals. Subsequently, 
we observe the work tasks and assets of both job profiles 
in three hospitals in Germany to determine the most 
relevant security threats in the domain. In this way, we 
extend the cyber security domain model of Schuetz et al. 
(2023) and pave the way for developing tailored SETA 
programs in the healthcare domain. 
 
Keywords: SETA, Evidence Centered Assessment 
Design, Domain Analysis, Observational Study, Risk 
Assessment 

1. Introduction  

The healthcare sector is a popular target for data 
breaches. This costs nearly $7 million per data breach – 
the highest average cost of any industry for the 12th 
consecutive year (IBM Security, 2019). Security 
education, training, and awareness (SETA) programs 

are one intervention that may reduce the risk of being 
breached as they strengthen employees' competencies in 
dealing with security threats (Hu et al., 2022; Thomson 
& Von Solms, 1998). While the overall purpose of 
SETA programs is considered essential to protecting 
organizations from data misuse, economic and financial 
loss, or information theft, the effectiveness of these 
programs is sometimes called into question (Hu et al., 
2022; Tsohou et al., 2015). One reason for this may be 
the “one-size-fits-all” approach to educating employees 
on security-related topics (D’Arcy & Hovav, 2009; 
Dincelli & Chengalur-Smith, 2020), which can be 
problematic for two reasons.  

First, these programs are often not tailored to 
employees’ actual demands and needs (Willison & 
Warkentin, 2013), especially in the healthcare context. 
Thus, it is ignored that employees work in different 
contexts and that the situations that pose a security risk 
in day-to-day work can vary across companies and 
professional occupations. Second, employees might not 
fully understand the importance of information security 
because they cannot comprehend the purpose of the 
training content due to a lack of relevance to their day-
to-day work (Hu et al., 2022; Rampold et al., 2022).  

Therefore, vocational education and training (VET) 
research indicates that learning contexts should be 
aligned to situational action-taking to raise competent 
employees (Winther, 2010). Competence is often 
considered a multidimensional construct encompassing 
the cognitive abilities, skills, and motivational 
dispositions required to perform domain-related tasks in 
a wide variety of circumstances (Blömeke et al., 2015). 
Hence, competence captures the demands and 
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requirements that employees in different domains need 
to possess for successful action-taking (Rampold et al., 
2022). However, detailed knowledge of the underlying 
domain is needed to holistically assess employees' 
information security competencies. One approach to 
tackle this challenge in VET is to conduct domain 
analyses that comprehensively overview the working 
tasks and contents that are prerequisites for modeling 
the required domain-specific competencies of 
employees (Seeber, 2016). For example, Seeber (2016) 
conducted a domain analysis to record the daily working 
requirements of medical assistants.  

Schuetz et al., (2023) instead performed a domain 
analysis relating to IT-secure behavior. Their results 
indicate that security threat areas and events can classify 
security threats. The authors provide a thorough 
classification framework including 1,087 security 
threats to which employees can be exposed in the 
organizational working context.  

However, the identified security threats are broad 
and need to be contextualized for building tailored 
SETA programs or assessing the information security 
competencies of employees in the healthcare context. 
Studies have shown that the healthcare sector differs 
from other domains. This is mainly for two reasons. 
First, the healthcare sector deals with susceptible and 
valuable data, such as patient medical records, personal 
information, and financial information (Martin et al., 
2017). Second, studies indicate that critical 
infrastructure is the second most important driver in the 
industry after the Internet of Things (Statista, 2017). 
Thus, employees working in the healthcare domain 
require specialized and deep knowledge and expertise to 
secure health-specific assets effectively.  

In this study, we are therefore interested in the 
security threats that pose a risk in the domain of IT-
secure behavior in healthcare. Hence, our work is 
guided by the following research question: 

Which job profiles and security threats should a 
domain model for IT-secure behavior consider in 
healthcare when developing tailored SETA programs? 

We address this research question by following the 
guidelines for conducting a domain analysis based on 
the Evidence Centered Assessment Design (ECD) by 
Mislevy et al. (2006). The domain analysis is based on 
Schuetz et al. (2023) and consists of three phases. First, 
we defined the target group (physicians, caregivers) and 
the objects to be classified (security threats) in the 
domain based on scientific and practical literature. 
Second, we derived an exhaustive list of security threats 
relevant to the domain based on literature analysis. We 
then conducted 11 observational studies to get an in-
depth view of the working tasks and critical assets of 
employees in German hospitals in the identified target 
groups. We assessed each working task with its involved 

assets and mapped security threat events to the assets. 
As a result, we inferred the security threats most 
relevant to training in SETA programs in the healthcare 
context. Finally, we assessed the risk of the most 
impactful security threats employees can face in their 
working context by conducting a group interview with 
eight chief information security officers (CISOs) of 
German hospitals. The result is a classification of the ten 
most relevant security threats for both defined job 
profiles that are relevant to be addressed as a sound basis 
for SETA programs in the healthcare domain. 

Our contributions to this work are manifold. First, 
we follow calls for research to promote more tailored 
SETA programs beyond one-size-fits-all approaches. 
Second, we extend the cyber security domain model 
(CSDM) by Schuetz et al. (2023) to the healthcare 
domain. By doing so, we add 33 security threats to the 
domain model. Third, our research provides a feasible 
number of security threats relevant to be addressed in 
healthcare-specific SETA programs. 

2. Research Background 

2.1. SETA Programs and Security Threats in 
Extant Literature 

In a recent study about the nature of SETA 
programs, Hu et al., (2022, p. 754) define SETA based 
on multiple studies as “ongoing efforts that promote 
employees’ consciousness of security issues and 
provide them with general security knowledge and skills 
to combat security threats and risks”. 

In the last 30 years, previous research has mainly 
focused on SETA programs' effectiveness or design 
criteria that lead to improved intervention outcomes. 
Commonly, the effectiveness is evaluated based on the 
influence of the existence of SETA programs on 
changing security compliance intentions (D’Arcy & 
Hovav, 2009; Talib & Dhillon, 2015). A few studies 
extend this procedure by observing the intervention 
design for particular security threats (such as social 
engineering and phishing) to enhance the intervention 
effectiveness (Dincelli & Chengalur-Smith, 2020; Silic 
& Lowry, 2020). Security threats are adverse incidents 
compromising the integrity or confidentiality of 
organizational assets, individuals, or organizations 
(Blank & Gallagher, 2012; Gerić & Hutinski, 2007; 
Schuetz et al., 2023). 

Several research studies suggest group-based 
learning based on participants’ starting points 
(Caldwell, 2016; Heikka, 2008). Moreover, few papers 
stress the importance of designing SETA programs for 
different target audiences (Heikka, 2008; Thomson & 
von Solms, 1998). Multiple researchers also emphasize 
the importance of fitting the content to individual 
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employee needs (Goode et al., 2018; McCrohan et al., 
2010). Although many research papers have suggested 
recommendations for the conceptualization and design 
of SETA programs (Goode et al., 2018; Tsohou et al., 
2015), limited research addresses the differential 
relevance of varying security threats for different target 
domains that can overcome the challenges associated 
with one-size-fits-all approaches.  

2.2. Domain Analysis as Part of the Evidence-
Centered Assessment Design 

One central objective of VET research is 
developing and accessing vocational competence (Klotz 
et al., 2015). Competence is a complex construct 
composed of underlying cognitive and 
affective/motivational states that act as a disposition for 
observable behavior in varying contexts (Blömeke et al., 
2015). ECD is a prominent method of designing 
educational assessments that can capture vocational 
competence in a particular domain (Seeber, 2016).  

 
Figure 1 ECD Framework (reprinted from Schuetz et 

al., 2023, based on Mislevy & Haertel, 2006 and 
Seeber, 2016) 

In these terms, a domain encompasses a specific 
context where individuals or entities interact and engage 
in activities relevant to that subject area (Klieme et al., 
2003; Schuetz et al., 2023; Seeber, 2016). ECD 
understands assessments as evidentiary arguments that 
aim to measure an underlying target group's knowledge, 
skills, and abilities (Mislevy, 2013). It is divided into 
four layers that define the sequential process of setting 
up this assessment as realistic and authentic as possible 
(see Figure 1). The first step in the ECD framework is 
the domain analysis. Domain analysis forms the basis of 
subsequent evidence-based assessments. It aims to 
collect and connect information within a specified 
domain (Mislevy, 2013; Mislevy & Haertel, 2006). 
Information can be reflected via various constructs, such 
as content, theories, terminologies, concepts, and 
representational forms of a domain, which can typically 
be observed across domain-specific situations (Winther, 
2010). Thus, domain analysis concerns the interaction 

of persons in the domain with their working 
environment and other persons. These insights are then 
enhanced by a deep understanding of the tasks, 
knowledge representations, and tools required to 
achieve satisfactory results in the given domain. 
(Mislevy 2013). Various methods can be used to gather 
this information about the domain, such as document 
analysis, analysis of job advertisements, review of 
professional practice curricula, ethnographic studies, 
observations, and expert interviews (Mislevy, 2013; 
Seeber, 2016). In the subsequent domain modeling 
phase, the results from the domain analysis are 
structured and prepared for evidence-based 
assessments. This step is necessary to build a conceptual 
framework that defines the competencies needed to 
assess the observed tasks and contents derived from 
domain analysis in an assessment framework (Mislevy, 
2013; Mislevy & Haertel, 2006). Once the domain 
model has been created, a competence model can be 
specified from the theoretical assumptions about 
professional competencies (Seeber, 2016). An 
exemplary competence model from Seeber's study 
contains various dimensions reflecting three different 
areas of activity as subdimensions of the identified 
professional competencies (Seeber, 2016). The domain 
and competence models are translated into measurement 
models, scoring methods, and delivery requirements in 
layer three. Finally, in layer four – the assessment 
implementation – the operational elements from the 
conceptual assessment framework are constructed and 
initiated (Mislevy, 2013).  

The ECD framework informs our research in the 
following way. It provides a blueprint for a thorough 
analysis of the domain. We argue that IT security in 
domains such as finance or health can vary due to the 
used assets and security threat events that pose a 
different risk depending on the domain. In VET 
research, it is common to distinguish between these 
domains when developing assessment tests of 
competence (Seeber, 2016).  

3. Domain Analysis in Healthcare 

In this study, we conducted a domain analysis for 
IT-secure behavior in the healthcare context. In these 
terms, our procedure in this work is threefold and based 
on the CSDM development process of Schuetz et al. 
(2023). First, we identified the objects and actors in the 
domain. Second, we analyzed the identified object in the 
domain of IT secure behavior in healthcare. Third, we 
reduced the objects by conducting observational studies 
to identify irrelevant objects. The classification of 
Schuetz et al. (2023) informs the list of assets we 
acquired for the observational studies. Figure 2 shows 
the process. 
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Figure 2 Research Approach (based on Schuetz et 

al., 2023) 

3.1. Phase One: Classification of Objects and 
the Target Group in the Domain 

The first step in developing the domain model is 
identifying and classifying the relevant objects and 
target groups of interest. First, security threats needed to 
be defined to enable a further investigation of relevant 
threats in the domain. Second, the objects that need to 
be identified in this step are the various job profiles that 
represent the actors in the domain of IT-secure behavior 
in the healthcare context. Several steps were taken to 
accomplish this, as described below.  

Classification of Security Threats: In the first 
phase of our applied methodology, we followed the 
approach of Schuetz et al. (2023). The authors have 
conducted a thorough classification of security threats 
(also referred to as security threat vectors) that are 
composed of two dimensions: security threat areas and 
security threat events (see Schuetz et al. (2023) for 
detailed information). Each threat event can be 
classified into one of four subdimensions: adversarial 
(e.g., social engineering attack), accidental (e.g., 
spilling of sensitive information), structural (e.g., 
outdated hardware), or environmental (e.g., earthquake, 
fire) (Blank & Gallagher, 2012). While related security 
threat classifications, such as Jouni et al. (2014),  
consider the threat source as a standalone dimension, we 
agree with Schuetz et al. (2023) that the threat source is 
not relevant when building a domain model for IT-
secure behavior in the healthcare context. It is 
reasonable for companies to distinguish between 
different threat sources. However, the employee needs 
to recognize the threat event (for example, a phishing 
email) without needing to know the type of attacker 
(Schuetz et al., 2023).  

The threat area dimension, developed by Gerić and 
Hutinski (2007), helps to understand the domains in 
which security threats might be present. It allows 
organizations to conduct effective risk assessments and 
identify generic threat events. To ensure that these 
events can be effectively addressed, organizations must 

also consider how these threats can affect the assets they 
possess (Blank & Gallagher, 2012). Like Schuetz et al. 
(2023), we consider the assets part of a security threat. 
Assets can be either physical (e.g., persons, 
organizations, computing devices, information 
technology, hardware) or non-physical (software, data) 
entities that are of value to an organization (Wunder et 
al., 2011).  

Classification of the Target Group: After we 
defined the objects of interest to be investigated in the 
domain analysis, we needed to define a target group that 
was representative of different job profiles in the 
healthcare context. Scientific literature and practice-
related sources were examined to categorize job profiles 
in hospitals. The literature search revealed that a 
distinction is predominantly made between the 
superordinate job profiles of administrative staff, 
physicians, and caregivers (Bräutigam et al., 2014; 
Chiou et al., 2014; Drevin et al., 2017; Kvist et al., 2013; 
Maseti & Pottas, 2006). For validation, this 
categorization was compared with healthcare 
occupations presented by hospitals on their career 
websites. In total, 50 job advertisements were analyzed 
to ensure that the categorization based on the two job 
profiles was relevant to the research objective. Thus, the 
following professions were taken into account: Medical 
Assistant (MA), Medical-Technical Assistant (MTA), 
Assistant Physician, Senior Physician, Caregiver, Office 
Assistant, Human Resources Assistant, and Public 
Relations Assistant.  

 
Figure 3 Classification of Job Profiles 

By combining the results from scientific 
publications and practice-related sources, five 
superordinate job profile bundles can be identified: 
physicians, caregivers, administrative staff, MTA, and 
MA (depicted in Figure 3). In addition to the specific 
fields of activity, the five job profile bundles described 
above differ in two further dimensions: contact with 
patients and the intensity of using information systems. 
The categorization serves to improve the analyzability 
of the possible threat potential in the individual job 
profiles in healthcare. This classification was evaluated 
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through job profile descriptions on career websites and 
several interviews with two persons in the role of CISOs 
in German hospitals.  

The results suggest that the job profiles of MTA, 
physicians, and MA are very similar regarding patient 
contact and the intensity of using information systems. 
However, as administrative staff is not a healthcare-
specific occupation and our research goal is to extend 
the CSDM of Schuetz et al, (2023) to the healthcare 
domain, we excluded administration from further 
investigation. Physicians and caregivers differed the 
most in their different characteristics in dealing with 
information systems and patient contact. Thus, the two 
job profiles were assumed to be representative of the 
healthcare domain in the course of the analysis. 

3.2. Phase Two: Literature-based Identification 
of Objects in the Domain Analysis 

First, we created a list of threat areas and events that 
build security threats, as discussed in phase one. To do 
this, we used the security threat classification of threat 
areas and threat events from Schuetz et al. (2023) as a 
basis. We then extended both lists by investigating 
healthcare-specific security threat events and security 
threat areas using documents and literature. Schuetz et 
al. (2023) include 85 threat events based on the NIST 
publication 800-30 in the literature search (see Blank & 
Gallagher, 2012). As this publication's list of threat 
events is extensive but not specific to the healthcare 
context, we aimed to find more unique threat events for 
the healthcare domain. Therefore, we included threat 
events from the B3S industry standard and the ENISA 
publication for smart hospitals (ENISA, 2016). The 
final set covers 103 threat events. Based on multiple 
resources (e.g., Biener et al., 2015; Lehner, 2021), 
Schuetz et al. (2023) specify 43 relevant assets to 
consider in the domain of IT-secure behavior. Similarly, 
we extended the list by consulting the B3S industry 
standard. The final list includes 50 distinct threat areas.  

3.3. Phase Three: Reduction of the Objects in 
the Domain 

Although the predefined domain model is 
exhaustive, a combination of threat events and areas 
leads to 5,150 security threats potentially being relevant 
to IT-secure behavior in healthcare. This extends the 
CSDM of Schuetz et al. (2023), who identified 3,655 
security threats. Since we aim to identify security threats 
that can provide input for tailored SETA programs in the 
healthcare context, we decided to prioritize the results 
from the literature-based analysis by obtaining 

qualitative data through observational studies in 
hospitals as representative of the healthcare domain. 

Observational Studies in Hospitals: After 
creating a list of possible relevant threat areas (assets) 
and threat events, the initial domain model was 
contextualized using observational studies to specify 
relevant security threats in the domain of IT-secure 
behavior in the healthcare context. The observational 
studies had two primary goals. As it is impossible to 
directly observe security threats in the daily working 
routine of hospital employees, the observations were 
concerned with identifying the respective work tasks in 
the various job profiles. Second, within the work tasks, 
the aim was to identify the assets (threat areas) that 
could potentially become the target of a security threat 
event (see Schuetz et al., (2023)) through attackers or 
inadvertent misconduct. This procedure allowed us to 
eventually define the security threats most relevant to 
address in SETA programs within the domain. 

Observation is a data collection method within 
qualitative research (Bowling, 2014). Qualitative 
research methods are advantageous when there is little 
prior knowledge and sensitive or complex issues 
(Bowling, 2014). They can also enhance quantitative 
research by placing quantitative data in a logical social 
context through qualitative surveys (Bowling, 2014). In 
observational studies, researchers perceive ongoing 
processes in a natural setting (Göran, 2019). The 
observing person takes field notes (jottings) to capture 
what happens in the setting (Göran, 2019).  

Commonly, a distinction is made between direct 
and participant observations (Göran, 2019). In the study 
conducted, the observer has taken the role of observer-
as-participant. This type of observation not only allows 
one to observe the activities that occur during the 
observation but also to conduct short interviews with the 
observed persons (Baker, 2006). In addition to the 
assignment of the observer as observer-as-participant, 
the study was conducted as a hidden observation. 
Although the observation could not occur from a hidden 
place, the observed persons were nevertheless not 
informed in more detail about the purpose of the 
observation. A mixture of structured and unstructured 
observation was used to document the observations so 
that structured data on the use of equipment could be 
collected. However, the observers also had the freedom 
to collect additional information. In this way, the type of 
survey follows the suggestions for a semi-structured 
observation (Denscombe, 2017; Sarantakos, 1998). 
Before the observational studies were conducted an 
ethical review board of the university in lead approved 
the procedure. 

During this work, persons with caregiver and 
physician job profiles were observed in their natural 
work settings. Each observation lasted four hours. The 
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observations were conducted in three hospitals in 
Germany (see Figure 4 below).  

 
Figure 4 Observational Studies Participants 

We used the identified security threat areas and 
events identified in phase two as input for the 
observational studies. Each observer received both lists 
as a guide to what to look for in the observations. Seven 
observations were conducted for the physician job 
profile. In addition, four observations were conducted 
for the caregiver job profile. From the observations, 
eleven work tasks could be defined, including six tasks 
for the physician job profile and five for the caregiver 
job profile. For the caregiver job profile, the following 
work tasks were identified: work with patients, 
documentation of work with patients, organizational 
tasks, nursing area management, and non-work-related 
tasks. Figure 5 presents two observed work tasks with 
four exemplary jottings (J1- J4) and the associated 
assets for the job profile caregiver.  

 
Figure 5 Exemplary Results for Caregivers 

In detail, the following work tasks were defined for 
physicians: work with patients, documentation of work 
with patients, organizational tasks, communication 
(internal and external), scientific work, and non-related 
work tasks. Non-work-related tasks mainly referred to 

tasks that were not part of the employees' activities and 
duties but were still observed. One example is the use of 
smartphones and other devices for personal purposes. 
Next to the work tasks, we captured special situations 
from the work environment for both job profiles. For 
each identified work task, jotting notes were conducted 
to record the behavior of the observed persons that can 
lead to a potential security threat. Additionally, the 
involved assets during the work tasks were noted.  

Synthesizing Potential Security Threats from 
the Observations: Once the work tasks for the two job 
profiles have been defined, relevant threat vectors were 
inferred from the observed assets and the work tasks. 
For this mapping, environmental threat events were 
excluded in advance for assessment. According to 
ENISA (2016) and Motevali Haghighi and Torabi 
(2020), these threats are less likely to occur than others. 
The mapping was done by three researchers using a 
majority vote and refers only to the observable 
situations and the information that could be obtained 
through inquiries. When there was a disagreement 
between the researchers, we kept the threat vector in the 
model since we were interested in as many reasonable 
combinations of threat events and areas that build a 
threat vector. Our reduced domain model for IT secure 
behavior in the healthcare domain holds 114 security 
threats as described below. 

A total of 54 threat vectors were assigned to the 
caregiver job profile. Most of these vectors relate to the 
documentation of work with patients. The 20 identified 
security threats primarily relate to working with the 
patient data management system (PDMS) and hospital 
information system (HIS). Since caregivers must also 
electronically enter all patient-related activities into 
these systems, many security threats arise, such as 
denial of service attacks, insertion of malware and 
malicious software, insertion of false but credible data, 
and mishandling and contamination of sensitive data. 
Since the mobile PCs used for work were observed to 
have USB ports, this also makes them a potential 
gateway for attackers. The same applies to employees' 
notes on their screens with passwords. This, in turn, 
enables brute force attacks.  

The organizational tasks that caregivers are 
required to perform also elicit threats. Seven threat 
vectors have been identified. Although emails are rarely 
sent, general communication via email creates some of 
the threats identified. Examples include (spear) 
phishing, malware, and network traffic modification. In 
addition to the threats from documenting work with 
patients, four threat vectors were identified for the 
caregiver job profile for the work with patients. 
Caregivers were observed to use their smartphones often 
and wear a smartwatch during work hours, leading to 14 
security threats in non-work-related tasks. Captured 

AgeGenderJob PositionJob Profile
48-57FemaleSenior physicianPhysician
28-37MaleChief physician
28-37FemaleAssistant physician
28-37FemaleSenior chief physician
38-47MalePhysician specialist
28-37MalePhysician specialist
28-37MalePhysician specialist
28-37MaleCaregiver staff

Caregiver

18-27FemaleCaregiver staff
28-37MaleCaregiver staff
28-37FemaleCaregiver manager

Involved 
Assets
(Threat Area)

JottingsWork Task

Employee
Mobile phone

The caregiver's organizational duties 
include handling various calls from 
internal positions in the hospital to 
(e.g., physicians, floor office).

Organizational 
tasks

J1

PC
Laptop

After working on the computer, the 
screen is not locked in most cases. 
The automatic lock takes longer than 
5 minutes.

J2

PDMS
HIS

After patients have been cared for by 
the caregiver, he or she enters all 
information about it into the PDMS 
and the HIS. The systems are used 
frequently.

Documentation
of work with 
patients

J3

USB 
Flashdrive
PC
Laptop

There is a notice at the bottom left of 
the mobile PC screen (pw: ...-
1211...!). There are also two USB 
ports on the mobile PC.

J4
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situations include posting photos from the nursing area 
and sending data about patients via messenger services. 
Examples of threat events include the dissemination of 
sensitive information, the use of publicly available 
information for subsequent attacks, and the interception 
of data through inadequately encrypted 
communications.  

For the physician's job profile, 60 security threats 
emerged from the mapping procedure. Most of the threat 
vectors were also assigned to the work task 
documentation of work with patients. The 20 threat 
vectors identified are mainly related to working with the 
HIS and SAP. Since physicians have access to these 
information systems, where they enter data concerning 
the patient or query data from the digital patient record, 
many threats arise, resulting from both intentional and 
unintentional behavior. Another threat vector in this 
environment is the internet browser, as physicians 
frequently use this for research. Associated threats 
include the insertion of malware and falling for fake 
websites. In addition to the operation of medical 
information systems, threats arise from using medical 
devices (e.g., point-of-care electronic devices) assigned 
to the work environment. An attacker can use these 
devices as a gateway for various attacks. 

Moreover, threats arise from physicians talking to 
their patients in the office, giving the patient access to 
files and devices scattered around the room. Finally, the 
confidentiality of patient information must be 
maintained to prevent it from falling into hostile hands. 
Open communication about and with patients in the 
hallway poses a risk that should be addressed if 
necessary.  

Physicians also perform organizational tasks that 
are mainly conducted using the stationary PC. In this 
case, they are prone to social engineering attacks, such 
as shoulder surfing through unlocked screens and brute 
force login attempts. Nine security threats also arise 
from communication with external and internal parties, 
posing significant security threats. There are nine threats 
associated with the communication of work tasks. These 
are mainly related to email communication. (Spear) 
phishing attacks, malware, network traffic modification, 
and social engineering attacks can be relevant threat 
events. An attacker can use communication via 
telephone, instant messenger (e.g., WhatsApp), and 
email to initiate one of these threat events. In addition to 
the previous threat vectors, nine threats were identified 
for non-work-related tasks related to using smartphones 
or computers for personal purposes. Examples of 
potential threat events include malware, compromising 
these devices, and intercepting unencrypted 
communication traffic. In addition, using messaging 
services to communicate with other physicians poses a 
risk of exposure to personal information. Moreover, 

eight threat vectors could be assigned to the work 
environment. The threats mainly relate to employees or 
physical parameters (e.g., doors) as threat areas and 
arise from inadequate access controls. For example, 
threats can emerge since data can be stolen. Lastly, four 
threat vectors were identified for the scientific work of 
physicians. Due to increased internet research, malware 
and falling for duplicate websites pose a significant 
threat. Furthermore, spear phishing is relevant because 
physicians receive many emails due to their general 
communication with students or researchers and may be 
susceptible to personalized spear phishing attacks. As a 
last step, we compared the 114 security threat vectors 
with the threat vectors identified in the CSDM of 
Schuetz et al. (2023). By conducting observational 
studies, we were able to extend the CSDM by 33 threat 
vectors that are especially relevant in the healthcare 
context. Thus, the extended CSDM contains 1,120 total 
threat vectors.  

4. The CSDM for Healthcare Applied 

Although the domain model covers many security 
threats applicable to healthcare, some security threats 
might be more relevant to be addressed in SETA 
programs than others. Hence, in the final step of this 
work, we showcase how the CSDM for healthcare can 
be applied to craft SETA programs tailored to the 
healthcare domain. To do so, we followed a two-way 
procedure. Since most threat events were taken from the 
list in NIST publication 800-30 (Blank & Gallagher, 
2012), the qualitative scale taken from that publication 
was also used to analyze and evaluate the risks. In 
contrast to the NIST publication, this work does not 
consider the likelihood and impact of the threat event 
but rather the likelihood and severity of the threat vector 
(Schuetz et al., 2023). Each researcher independently 
assessed the risk of the 114 threat vectors identified in 
the observational studies and then mutually determined 
the risk assessment with a majority vote. This approach 
enabled the researchers to make accurate and informed 
decisions regarding the security risk posed by each 
threat vector. Table 1 shows the NIST assessment scales 
and their calculation logic. The overall likelihood is 
composed of the likelihood of occurrence/initiation of 
the threat vector and the likelihood of the threat vector 
resulting in adverse impacts. The result of the overall 
likelihood can then be taken from the NIST assessment 
scale tables (Blank & Gallagher, 2012). In the next step, 
the level of impact is determined. The combination of 
overall likelihood and level of impact then results in the 
overall risk for the security threat vector. The risk 
assessment approach resulted in 15 security threats with 
a high or very high risk for caregivers. Instead, 27 
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security threats were found to pose a high or very high 
risk in the working context of physicians.  

Table 1 NIST Risk Assessment (based on Blank & 
Gallagher 2012) 

NIST Assessment Scale Threat Vector 
1: Likelihood of 
Occurrence/Initiation 

High 

2: Likelihood of Adverse Impacts Very High 
3: Overall Likelihood (1*2) Very High 
4: Level of Impact Moderate 
5: Level of Risk (3*4) High 

As a last step, we evaluated the risk assessment 
outcome by conducting a group interview with eight 
CISOs from German hospitals. Before we ran the group 
interview, each CISO ranked the security threats for 
both job profiles based on their criticality. The CISOs 
were also allowed to create security threats not 
considered in the domain model. During the group 
interview, the list of security threats was reduced to ten 
security threats for each of the two job profiles. By 
doing so, we propose a parsimony and feasible 
classification of security threats that are beneficial to 
consider when developing SETA programs in 
healthcare or hospital-related domains. The resulting 
security threats composed of threat area (asset) and 
threat event can be found in the appendix (see Figures 6 
and 7). Although we identified similar work tasks for 
physicians and caregivers, the most critical security 
threats for both job profiles differ. While caregivers 
mainly work with the PDMS, physicians more 
frequently use the HIS. Moreover, caregivers are more 
often in touch with patients. Thus, the risk of spilling 
sensitive information is higher. Instead, in most cases, 
physicians have more access rights to the internet. As a 
result, highly relevant security threats such as spoofing, 
and insertion of malware emerge. 

5. Discussion  

In this research, we conducted a domain analysis for 
IT-secure behavior in the healthcare domain. Our study 
provides several contributions to both information 
security and VET research. First, we follow the calls to 
shape the development process of more tailored SETA 
programs that go beyond one-size-fits-all approaches. 
Our domain model holds a feasible number of security 
threats that can be used for either information security 
competence assessments or as input to build targeted 
SETA programs. Second, we extend the CSDM by 
Schuetz et al. (2023) applied to the healthcare domain. 
By doing so, we add 33 threat vectors to the CSDM and 
follow the demand of Schuetz et al. (2023) to tailor the 
classification framework to specific domains. Third, 

applying the CSDM for healthcare indicates that 
security threats are embedded in different work tasks. 
This is particularly relevant to IT security competence 
assessments and subsequent SETA development 
processes targeted to specific peer groups such as 
physicians and caregivers. Fourth, our results of the 20 
most critical security threats in healthcare can be used 
as input for future studies investigating SETA 
effectiveness in varying contexts. 

 In addition to the theoretical implications, the 
results may also be helpful to various stakeholders in 
practice. First, stakeholders in the healthcare domain, 
such as hospitals, can use the top ten identified security 
threat vectors to measure the security competencies of 
their employees regarding IT secure behavior. This in 
turn can reduce security risk exposure (Schütz et al., 
2023). By differentiating the SETA programs according 
to occupational profiles, employees are more likely to 
follow the contents of the training courses with greater 
attention, resulting in higher acceptance of the courses 
(Schuetz et al., 2023). Moreover, the CSDM for 
healthcare can be leveraged to build tailored SETA 
programs that are closely aligned to the target groups’ 
(physicians and caregivers) working tasks.  

Our study holds a few limitations that are discussed 
in the following. First, we limited the target group of the 
domain to two job profiles. Based on our argumentation, 
physicians, and caregivers build a representative sample 
of distinctive groups within the healthcare domain. 
However, in the context of future research, our approach 
can be extended by observing related job profiles such 
as MTA and MA for validation purposes. Second, we 
limited our observational studies to German hospitals as 
a representative example of the healthcare domain. 
However, the assets we included in our analysis are 
rather broad (e.g., HIS, PDMS) and are assumed to be a 
part of any healthcare faculty. Third, since our approach 
is an extension of Schuetz et al.’s (2023) CSDM, our 
study is restricted by the same limitations. 

 6. Conclusion 

This study used the first two steps of the ECD 
framework to develop a CSDM for IT-secure behavior 
in healthcare. For this purpose, several empirical 
analyses were conducted over three phases. Following 
this procedure, we extend the CSDM of Schuetz et al. 
(2023) with 33 healthcare-specific security threats, 
resulting in 1,120 threat vectors. Based on the reduced 
domain model, the CSDM for healthcare includes 114 
relevant security threats. A risk assessment was then 
performed to determine the security threats that pose the 
most critical risks for employees working in the 
healthcare domain. This procedure resulted in 42 high 
or very high-risk threat vectors that can be used as a 
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blueprint for competence assessment and SETA 
program development beyond one-size-fits-all 
approaches in healthcare.  
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8. Appendix  

 
Figure 6 Threat Vectors for Caregivers 

 
Figure 7 Threat Vectors for Physicians 

Threat Area (Asset)Threat EventWork Task
PDMSMishandling of critical and/or sensitive 

information 
Documentation
of work with 
patients

C1

USB FlashdriveSalting the physical perimeter of organizations 
with removable media containing malware

C2

PDMSUnauthorized internal information system access 
by insiders

C3

PCNot locking the screen when being away from 
the PC

C4

Mail systemDeliver known malware to internal 
organizational information systems 

Organizational 
tasks

C5

Mail systemSpear PhishingC6
EmployeeSocial engineering by outsiders to convince 

insiders to take harmful actions
C7

EmployeeSpill sensitive Information (orally)Work with 
patients

C8

Instant messengerSpill sensitive informationNon-work-
related tasks

C9
Social Media AppsSpill sensitive informationC10

Threat Area (Asset)Threat EventWork Task
Internet BrowserCraft Counterfeit/spoof websiteDocumentation

of work with 
patients

P1

HISMishandling of critical and/or sensitive 
information by authorized users

P2

Internet BrowserDeliver known malware to internal 
organizational information systems 

P3

HISUnauthorized internal information system 
access by insiders.

P4

SmartphoneMishandling of critical and/or sensitive 
information by authorized users

Organizational 
tasks

P5

Mail systemSpear-PhishingP6

EmployeeUse of unauthorized third-party hard and 
software 

P7

EmployeeSocial engineering by insiders within 
organizations to convince other insiders to take 
harmful actions

P8

Instant messengerSpill sensitive informationNon-work-
related tasks

P9
Physical ParametersTailgate authorized staff to gain access to 

organizational facilities.
P10
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