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Abstract

In times of interconnected and digitalized supply
chains (SCs), managing knowledge risks is challenging.
As sharing data is associated to the risk of unintentional
disclosure of competitive knowledge, SC partners must
balance knowledge sharing and protection. However,
knowledge risks can inhibit knowledge sharing and
therefore harm the SC management as well as desired
innovation. To  address this problem, data
anonymization can be a solution. Further, decision
support how to use the data anonymization on data sets
seems necessary. For this, an already developed data
anonymization tool was used as basis for a vignette
study with 1.000 participants, to investigate the effect of
a decision support, in form of a tradeoff visualization,
on knowledge sharing. The results showed that having
an anonymization tool in place does increase knowledge
sharing if also decision support is provided. This helps
in making an individual decision easy and transparent,
and, despite a high perception of risk, there is
willingness to share data and it is also considered to be
beneficial.

Keywords: knowledge risks, knowledge sharing,
decision support, supply chain, vignette survey.

1. Introduction

Inter-organizational knowledge sharing requires
balancing knowledge sharing and protection to manage
knowledge risks (Loebbecke et al., 2016; Zeiringer,
2021). Supply chains (SCs) are one prominent example
of interorganizational collaboration in which the data
exchange continues to grow and the risk of unintentional
knowledge loss increases (North et al., 2019; Zeiringer
& Thalmann, 2020). However, despite all risks,
knowledge sharing with SC-partners is vital to innovate,
stay competitive and improve the SC performance
(Zacharia et al., 2019).

Data exchanged in a SC collaboration such as
quality data or production data in particular can be used
to discover sensitive knowledge and is thus considered
a knowledge risk (Kaiser et al., 2020). However, the
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evaluation of such (big) data sets exchanged within the
SC is difficult for humans and suitable decision support
seems necessary to balance risks and benefits of
knowledge sharing (llvonen et al., 2018).

As risks related to decision making can be caused
by misapplied knowledge management (Durst &
Ferenhof, 2016), it is important to look at how data
sharing is handled by individuals, and whether decision
support leads to improved knowledge sharing. One
approach to deal with knowledge risks in situations
about sharing or protecting is data anonymization
(Manhart et al., 2015). Data anonymization is common
practice in managing privacy (Majeed & Lee, 2021) and
can also be used to manage knowledge risks in industry
(Kaiser et al., 2020). Data anonymization is the process
of modifying the input data in such a way that sensitive
attributes and relationships are not traceable for others
(Murthy et al., 2019). It is especially useful because it
protects sensitive personal, or machine-generated data
while it still allows us to use the data for analysis
purposes (Chicaiza et al., 2020). However, interpreting
large data sets and deciding on a suitable anonymization
is challenging. In this case, a visualization can help, as
it is easy to process and understand for a human (Islam
& Jin, 2019). Therefore, we tested if a data
anonymization tool with a visualization is suitable to
support decision makers in managing knowledge risks.

We conducted a vignette study to evaluate the
impact of a data anonymization tool on the willingness
to share data, respectively to manage knowledge risks.
The trade-off visualization (showing utility of
anonymized data and privacy after anonymization) was
added to the data anonymization tools as decision
support for users deciding on the anonymization task.
We build upon previous research showing that trade-off
visualization enhances the interpretation of humans and
can lead to balanced decisions (Al-Kassab et al., 2014;
Caldeira et al., 2019; Oprean et al., 2019). By this we
want to answer the following research question:

What effect does a tradeoff visualization in a data
anonymization tool have on knowledge sharing in a SC?

The results show that the proposed data
anonymization tool does help employees in balancing
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the sharing and protecting of knowledge if a tradeoff is
visualized.

2.Hypotheses development and measures; data
collection & procedure

2.1. Hypotheses development

Organizations engaged in SCs must balance
knowledge sharing and protection and thus the risks as
well as the benefits of knowledge sharing (Zeiringer &
Thalmann, 2021). Knowledge sharing in a SC improves
collaboration, performance and risk management
(Baihagi & Sohal, 2013; Zeiringer, Durst, & Thalmann,
2022). Hence, sharing is crucial for organizations to
participate in SCs and rigorous knowledge protection
can be harmful to innovation (Lee et al., 2017; Manhart
et al., 2015; van Oorschot et al., 2018). Thus, decision
makers need to carefully evaluate risks and benefits,
which is a complex task in SC collaborations and
demand tools to support decision-making (Colicchia et
al., 2019).

Due to the complexity of data sets exchanged, the
frequency of SC partners switching, and the number of
decisions which need to be taken towards knowledge
sharing, decision makers need guidance in order to take
reasonable decisions (Enders et al., 2020; Lee et al.,
2017; Pereiraetal., 2013; Zeiringer & Thalmann, 2020).
Furthermore, if knowledge risk cannot be assessed
properly, partners are reluctant to share data and this can
limit knowledge risk management as well (Zeiringer &
Thalmann, 2021). In a SC, a restriction of data exchange
could lead to a breakdown of the entire collaboration,
and is not in the sense of a successful SC collaboration
(Zeiringer, 2021). Having decision support in general is
helpful for managing knowledge risk and can be
designed in various forms, like a knowledge risk map,
or a process model (Durst & Zieba, 2019; Ilvonen et al.,
2015). Furthermore, data anonymization is useful,
because it helps in fostering data exchange and
simultaneously in preventing unauthorized data mining
or data misuse (Hanna et al., 2020; Wu et al., 2022). To
tackle data sharing reluctance, decision support tools
can be helpful (Kaiser et al., 2020; Manhart et al., 2015)
and the combination of a data anonymization tool with
additional visualization seems a promising path
(Zeiringer, Weber, & Thalmann, 2022). Overall, we
refer to the technology acceptance model (TAM), which
states that the use of technology improves user

performance, as measured by the perceived benefit in
our study (Davis et al., 1989).

In this study, we want to investigate the impact of a
data anonymization tool on the willingness to share
knowledge in a SC. We use three different scenarios and

propose three different hypotheses in our research
model. We want to show to what extent a tradeoff
visualization (between privacy and utility) within a data
anonymization tool influences knowledge sharing in a
SC, compared to a data anonymization tool without
visualization or even no data anonymization at all. The
proposed model is shown in Figure 1. The dependency
of knowledge sharing is evaluated in three different
scenarios by the participants. Overall, we propose that
knowledge sharing is increasing from S1 to S3.

Scenario specific

No data

anonymization tool

Data anonymization

tool

Knowledge
sharing in SC

Data anonymization
tool with decision
ort

T =]
Figure 1: research model.

The first scenario (S1) revolves around decision
making with neither data anonymization nor tradeoff
visualization and shows plain data, see Figure 2a. While
this approach may have benefits in terms of
transparency and traceability, it could potentially lead to
knowledge loss due to data analysis techniques applied
by a SC partner (Zeiringer & Thalmann, 2020).
Furthermore, lacking anonymization can lead to trust
issues, data privacy and security issues, and therefore a
high risk perception, which leads to reduced knowledge
sharing in a SC (Enders et al., 2020; Goswami & Madan,
2017). We therefore propose:

H1: Willingness to share data is lowest in the
scenario having no data anonymization tool.

Next, we pick up a data anonymization tool in the
second scenario (S2), which anonymizes the production
table, seen in Figure 2a. With the help of customized
anonymization, it can be useful for protecting sensitive
knowledge during the process of data sharing between
SC partners, and the protection level depends on the
chosen anonymization methods (Terrovitis et al., 2011,
W. Yang & Qiao, 2010). The anonymized table of
production data is illustrated in Figure 2b. By
anonymizing certain attributes from datasets before they
are shared, organizations can enhance sharing activities
and mitigate potential knowledge risks simultaneously
(Enders et al., 2020; Kaiser et al., 2020). For this
purpose, perturbative, like noise addition or micro
aggregation, and non-perturbative, like generalization
or suppression, anonymization methods or completely
synthetically generated data can be used (Drechsler,
2011; Hundepool, 2012). Concluding, we propose that
by providing a tool with customized data
anonymization, decision makers will rather engage in
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knowledge sharing within a SC collaboration than
without any data anonymization. The hypothesis reads
as follows:

H2: Willingness to share data is higher when a data
anonymization tool is available compared to H1.

Last, we propose that an additional tradeoff
visualization within a data anonymization tool can serve
as decision support in the third scenario (S3). As even
anonymized data can be assessed as vulnerable by
decision makers, visualization approaches can be used
to help make the exchanged data more comprehensible
(Gashi et al., 2022; Sedayao et al., 2014). Scholars show
that the tradeoff visualization of privacy and utility can
influence the decision maker in regard to data sharing
(Asikis & Pournaras, 2020). Furthermore, media
richness theory argues that performance improves when
factors like feedback, which can be in the form of visual
decision support, come into play (Daft & Lengel, 1986).
We try to give guidance and improve knowledge sharing
by providing such a tradeoff visualization, see Figure
2c¢, and therefore propose the following hypothesis:

H3: Willingness to share data is highest when a
data anonymization tool and visualization is available.

To test these hypotheses, we asked participants
scenario-specific questions about their risk and benefit
perceptions and their willingness to share the data,
which subsequently leads to knowledge sharing. In
addition, SC specific aspects were also asked. Thus,
trust in partners, personal relationship with partners, and
collaboration perceptions were elicited. Finally, the
respondents were also asked about their trust in
technology to check whether this has an influence.

2.2. Measures and data collection

A vignette study was used to determine the impact
of a data anonymization tool on the willingness to share
knowledge in a SC. This approach combines elements
of traditional survey research with an experimental
design. The method collects people's attitudes towards
specific facts and, in the case of this study, helps to
evaluate the willingness to share data. The main
evaluation methods of the conducted vignette study are
statistical tests, in which the vignette dimensions serve
as independent variables and the assessment dimension
serves as the dependent variable (Frings, 2010; Rost &
Arnold, 2018). The vignette study allows to create
fictive scenarios that capture the complexity and context
of decision-making (Ghiselli & Ismail, 1999). Finally,
vignette studies play a prominent an essential part in
work on preferences in general (Kahneman & Tversky,
2013).

We build upon previous studies which show that
knowledge sharing, e.g., in the SC, affects organizations
and decision support is helpful (Zeiringer, Weber, &

Thalmann, 2022). The authors therefore designed a
vignette study, in which different scenarios are shown
to participants. The scenario setting is in a SC that
produces goods for wholesale. The modern production
plant continuously collects data with sensors, which are
exchanged with partners in the SC. There is the base
scenario 1 (S1), where there is neither an anonymization
tool nor a tradeoff visualization available at all, scenario
2 (S2), in which shared data is automatically previewed
and can be anonymized in an anonymization tool, but
without any assessment of the tradeoff, and scenario 3
(S3), where data can be anonymized and the tradeoff
between privacy and utility can be visualized, before
sharing. For each scenario, the respective participant
evaluates his willingness to share data, and his risk and
benefit of perception of data sharing.

Measures. For the questionnaire, established scales
were consulted and adapted. The questionnaire consists
of ten sets of questions. Regarding the questionnaire
scales, it can be shown that the reliability is given, all
necessary Cronbach’s alpha values are between 0.72
and 0.92 (see supplementary data file, Table 2 & 3).

Each participant was randomly assigned one of the
three vignette scenarios, resulting in a between-subject
design. We presented participants with only a single
vignette to focus on that particular scenario in order to
explore participants’ decision-making processes in
depth and in a controlled manner. In addition, presenting
participants with multiple scenarios can generate order
effects. First, the assigned scenario is presented. The
participants were asked to think themselves in the
randomly allocated vignette scenarios. The scenario was
about data exchange with a SC partner (supplier,
customer, contractor, etc.), and the decision-making
process regarding sharing without and with data
anonymization, or visualization. All questions, except
for the demographics, are provided with a seven-point
Likert scale. For each scenario, the participants evaluate
their willingness to share data, their risk, and benefit
perception, from which the overall knowledge sharing
perception is deduced. The survey questions are
described in the following and can be found in the
supplementary data file, Tables 2 & 3.

Managing knowledge risks in SC interactions
entails assessing risks and benefits and finding a suitable
tradeoff (llvonen et al., 2018; Zeiringer & Thalmann,
2020). We propose that the sharing of knowledge in SC
settings is closely tied to the willingness to share data,
and thereby dependent on the perceived risk and
perceived benefit that can be influenced by a data
anonymization tool. We use the willingness to share
data or knowledge as a dependent variable and define
several independent variables in the following.

First, risk perception is used as an independent
variable, which is defined as an uncertainty that results
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from a potential for a negative outcome (Havlena &
DeSarbo, 1991). Furthermore, rapid technological
change influences the individual risk perception (Acar
& Goc, 2011) and knowledge risk perception might lack
due to the incomprehensibility of these technological
changes (Durst & Zieba, 2019). In the context of this
study, the authors target the perception of risk in sharing
data within a SC, which may arise from uncertainties
related to cybercrime, espionage, or outdated
technologies (Temel & Durst, 2020). If the perception
of these possible risks is high, the authors assume that
the willingness to share data and further knowledge is
low.

However, collaborating with SC partners increases
SC performance, enhances innovation capabilities and
proper risk-benefit evaluation drives the disclosure of
data, information, respectively knowledge (Barth &
Jong, 2017; Heckmann et al., 2015; Un & Asakawa,
2015). Studies show that, e.qg., efficiency is increased by
data sharing and risk elimination prospers, when it is
done jointly (Kumar & Pugazhendhi, 2012; Zeiringer,
Durst, & Thalmann, 2022). The authors therefore
propose that the willingness to share data is high if the
benefit perception, as another independent variable, is
high. Concluding, questions about risk perception and
willingness to share data, based on the study from
(Malhotra et al., 2004), were embedded. Additionally, a
question of benefit of the data anonymization tool,
respectively visualization was included, which was
based on the study from (Holsapple et al., 2019).

Besides the effects of risk and benefit perception on
knowledge sharing, we also investigate the effect of SC
collaboration related independent variables (trust in
partners, personal relationship and collaboration
perception). Communication is a major component of
personal relationships and, in addition, trust and
commitment are the main drivers of collaboration
outcomes (Qian et al., 2021; Sambasivan et al., 2011).
Frequent communication and data sharing have a
positive impact on the perception of collaboration
within the SC (Qian et al., 2021). Trust increases the
level of commitment in SC collaborations and decreases
uncertainty, e.g., in data sharing, respectively
knowledge sharing (Cai et al., 2013; Fawcett et al.,
2017; Kwon & Suh, 2005). Furthermore, a trusted SC
collaboration has a positive effect on innovation
performance, e.g., for the joint development of new
products (Patrucco et al., 2017; Zeiringer, Durst, &
Thalmann, 2022). In data-centric collaborations, where
tacit knowledge can be created by sensor-collected data,
new trust issues emerge, because trust building may lack
due to the fluctuating SC partners (Kaiser et al., 2020;
Zeiringer & Thalmann, 2021). Having a close personal
relationship  and  frequent  activities  within
collaborations in the SC leads to more commitment and

trust and to more willingness to share data (Du et al.,
2012; Nyaga et al., 2010; J. Yang et al., 2012).
Moreover, a trusting personal relationship leads to better
knowledge sharing (Levin & Cross, 2004). Based on
these findings, the authors used survey items from
(Levin & Cross, 2004) for trust in partners and personal
relationships. Furthermore, the collaboration perception
was adapted from (Qian et al., 2021).

Another important independent variable to look at
is trust in technology, which has a strong impact on the
successful use of an information system, like a data
anonymization tool in our case (Jian et al., 2000;
Kivijarvi et al., 2013; Oksiiz et al., 2016). We adopt the
twelve-item scale, developed by (Jian et al., 2000),
which measures trust in automated systems and is the
most commonly used scale for this self-assessment. For
the German questionnaire, the modification was made
according to (Pohler et al., 2016). The model applied
measures the two factors trust, consisting of seven
items, and distrust, which consists of five items.

Following the assigned vignette scenario, the
participants had to answer general questions to assess
their position towards trust in technology, trust in
partners, personal relationships and collaboration
perception. Finally, the participants were questioned
about their company size, working experience in years,
and their highest level of education. Overall, we use the
results of these questions to gain insights into our three
hypotheses. The whole questionnaire is shown in the
supplementary data file, Tables 2 & 3.

Data collection & analysis. The vignette survey
was conducted within an online questionnaire using
Limesurvey. Pre-tests were conducted within the
academic and professional environment to ensure
participants would understand the vignettes correctly. A
quota-representative sample, regarding education and
working experience was recruited by the survey firm
Norstat using an I1SO 26362 certified online access
panel in February 2023 in Austria and Germany. The
target group for the survey were employees from the
areas of, e.g., SC management, marketing & sales,
accounting, R&D, respectively positions, where data
sharing is needed.

1050 data sets were completed, which means that
the participants were employed in the mentioned work
areas and have not aborted the questionnaire in the
meantime. Within this 1050 participants, outliers were
detected and removed, which means very fast
participants (mean duration of 67,6 seconds for the
fastest 2,5%) or very slow participants (mean duration
of 1343,8 seconds for the slowest 2,5%) were excluded.
This leads to a total of 1000 subjects who on average
took 366,54 seconds to complete the survey (SD =
205,11 seconds). All results presented are based on
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those 1000 subjects from Austria and Germany (S1: n =
362, S2: n =329, S3: n = 309).

Likert scales that were negatively framed were
recoded so that higher values consistently indicate
agreement. Further additional independent control
variables (cv) are sociodemographic nature and are
measured in five-point scales from 0 to 4, in which 0
means “no entry”. For the statistical analyses we assume
that the participant’s scoring can be treated as an interval
scale. All participants were informed that they were
presented predefined scenarios that are hypothetical,
and the shown data was for illustration purposes, to
stimulate their decision making.

2.3 Procedure

To explore the impact of a data anonymization tool
on the willingness to share knowledge, an overarching
scenario was developed first. The scenario setting is in
a SC that produces goods for wholesale. The modern
production plant continuously collects sensor data, like
timestamps or temperatures, which are exchanged with
partners in the SC. The exchange of data is agreed
between the companies, as this drives the improvement
of jointly developed goods and thus creates added value
on both sides but can also lead to knowledge loss.

In this setting, we present one out of three tool
scenarios to the participants and ask them to do their
individual assessment towards knowledge sharing. In all
three vignette scenarios (S1, S2, S3), the participants
had an overview of the data to be shared, see Figure 2a.
The all-inclusive scenario was S3, in which the data is
shown previewed in an anonymization tool, with the
option to customize the tradeoff between privacy and
utility with the help of a visualization (Figure 2c).
Depending on the chosen level of anonymization, the
red circle moves in the direction of utility or privacy on
the graph. Stepped down from this, in S2, the data is
shown previewed in an anonymization tool, with the
option of custom anonymization, but without any
tradeoff visualization (Figure 2b). Lastly, in S1, only the
table with production data was shown that cannot be
anonymized, and no anonymization tool or tradeoff
visualization is available (Figure 2a). The participants
from S2&S3 get to see the difference between the
anonymized and non-anonymized data set. All scenarios
can be found in the supplementary data file.
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Figure 2a: production data in S1-3.
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Figure 2b: data anonymization in S2 & S3.
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Figure 2c: tradeoff visualization in S3.

3. Results

A one-way ANOVA, conducted to test for
differences in the willingness to share data between the
three scenarios, indicates the presence of a significant
effect of our scenarios on the willingness to share data
(F(2,997) = 3.430, p = 0.033). Surprisingly, we find the
lowest willingness to share data in S2 with a mean value
of 3.68 instead of S1 which has a mean value of 3.84. In
line with our assumptions, we find the highest
willingness to share data in S3 with a mean value of
4.01. This indicates that the presence of a data
anonymization tool reduces the willingness to share data
as compared to our baseline where the tool is absent.
However, when combining the data anonymization tool
with a tradeoff visualization, the willingness to share is
increased.

To Dbetter understand the drivers of those
differences, we also look at the effect of risk perception
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of data sharing. Interestingly, in S2, risk perception is
again higher with a mean value of 4.749 as compared to
compared to a mean value of 4.622 in S1. This indicates
that participants perceive a higher risk for sharing data,
when a data anonymization tool is available. We again
find the lowest mean of 4.620 in S3, where the decision
support in the form of a visualization is available. Thus,
only if the visualization is available together with an
anonymization tool, the willingness to share data
increases and allows for the benefits of data sharing to
be realized. Otherwise, the presence of only an
anonymization tool increases risk perception and
decreases the willingness to share data. As for the effect
of risk perception on the willingness to share data, we
assumed an increased risk perception will lead to a
decreased willingness to share data. A one-way
ANOVA indicates only weak evidence of an effect of
our different scenarios on the willingness to share data
(F(2, 996) = 2.5845, p = 0.076).

3.1. Multiple Regression Analysis

To test our hypotheses, stating that that the
willingness to share increases from the base scenario S1
to the scenario including the anonymization tool S2 and
again increases when combining the anonymization tool
with a tradeoff visualization in S3, we estimate an OLS
regression model including two scenario dummies for
S2 and S3, respectively. S1 serves as our base category.
Next, our SC related variables are included. We also add
our control variables (company size, working
experience in years, and their highest level of
education), and found out that there is no significant
influence on the willingness to share data. Further, we
add interaction terms between both risk and benefit
perceptions and the scenario dummies to investigate
whether risk perception and benefit perception have
different effects when an anonymization tool only (S2)
and both the tool and tradeoff visualization are present
(S3). A robustness check adding participants with the
top and bottom 2,5% completion times leaves our results
qualitatively unchanged.

An R2 of 0.37 together with a significant F-test
indicates a good overall model fit, see Table 1.
However, for the two scenario dummies, we find no
significant effects, thus we cannot show that the
willingness to share data increases in S2 and S3
compared to S1. Pairwise comparisons of all scenarios
show significant differences between scenarios S2 and
S3 (Tukey corrected p-value = 0.046). This supports the
findings above that anonymization tools need to be
complemented by a trade-off visualization.

For risk perception, we observe a negative
regression coefficient of -0.575 (p < 0.001), indicating
that as risk perception increases, the willingness to share

data decreases. We find a significant and positive
regression coefficient of 0.174 (p = 0.046) for the
interaction term between risk perception and the S3
dummy variable only. Therefore, the net effect of risk
perception is still negative in S3, but higher risk
perception yields a lower reduction in the willingness to
share data as compared to S1.

Benefit perception has a positive regression
coefficient of 0.453 (p < 0.001). Thus, as the perceived
benefits of sharing data increase, so does the willingness
to share data. The interaction effect between benefit
perception and S2 of -0.252 (p = 0.013) reveals that
effect of benefit perception, while still positive, is
significantly dampened in S2 when the anonymization
tool only is present.

For our remaining variables, we find no significant
effects for collaboration perception or the personal
relation. For the trust in the supplier as well as trust in
technology in general, we find significant positive
effects with regression coefficients of 0.177 (p = 0.001)
and 0.127 (p = 0.037), respectively.

Model 1
Scenario = 2 0.901 (0.704)
Scenario = 3 -0.154 (0.695)
Risk Perception -0.575** (0.060)
Risk Perception * S2 0.022 (0.087)
Risk Perception * S3 0.174* (0.087)

Benefit Perception
Benefit Perception * S2
Benefit Perception * S3

0.453** (0.077)
-0.252* (0.101)
-0.120 (0.104)

Personal Relationship -0.003 (0.081)
Trust to Supplier 0.176** (0.050)
Collaboration perception 0.041 (0.051)

Trust in Technology 0.153* (0.073)

Intercept 2.994** (0.593)
Adj. R2 0.37

N 1000

F 49.46**

Table 1: OLS Regression Results.
4. Discussion

Our main contribution is that we deliver first
evidence that a data anonymization tool with a tradeoff
visualization increases the willingness to share data in a
SC setting. This is interesting as a data anonymization
tool without the visualization does not increase the
willingness to share data, compared to a setting without
data anonymization at all. Thus, it can be assumed that
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the visualization helps to balance risks and benefits of
knowledge sharing and provides decision support.

Looking at the risk perception in S3 compared to
S1, the willingness to share data rises, although the risk
perception in data sharing also rises. This leads to the
assumption that a tradeoff visualization offered to the
participants does positively influence the willingness to
share data. The benefit perception of data sharing, seen
in the comparison of S2 with S1, is decreasing the
willingness to share data. We interpret this in the way
that having data anonymization without any tradeoff
visualization is making decision makers rather more
cautious regarding the willingness to share data. In
addition, protective technologies, like an anonymization
tool, can lead to less perceived ease of use, or less
attributed competence to the tool as even anonymized
data can be vulnerable (Dinev & Hu, 2007; Sedayao et
al., 2014). We therefore propose that multiple concerns
regarding anonymized data exchange can appear, like
distorting the data leads to uselessness for decision-
making or lacking reliability, and this in turn can finally
cause knowledge risks.

In summary, it can be stated for H1: Willingness to
share data is lowest in the scenario having no data
anonymization tool, that the results do not confirm this.
We assumed that willingness to share increases
consistently from S1 to S3, however we find that in S2
willingness is lower than in S1. Based on this, we must
reject the first and the second hypothesis.

Coming back to the different scenarios, there is a
need for a comparison of having a tradeoff visualization
and the pure data anonymization tool without
visualization. There is a statistically significant
difference between S2 and S3. Interestingly, S2 and S3
only differ in the additional tradeoff visualization, to
enable customized balancing of privacy and utility,
respectively protecting and sharing in the data
anonymization tool. This indicates that this additional
decision support, i.e., by providing a trade-off
visualization leads to a better guidance of the users and
enhances decision-making. In our concrete scenario
setting, this means that production generated data like
timestamps or temperature measurements, pose a
challenge for people making decisions even if the data
is in anonymized form. As decision support supports the
decision maker, we propose that our tradeoff
visualization is a possible way to give users a better,
respectively more comprehensible decision-making
basis. Especially because organizations that provide
data perceive a risk of losing control over the shared
data, including privacy concerns and a possible negative
impact on the organization’s competitive knowledge
(Enders et al., 2020). Furthermore, people need to see
that there is reciprocity of utility and privacy, and by
sharing their data, both sides can benefit (Cropanzano et

al., 2017). Having a tradeoff visualized as decision
support improves human perception and provides more
control over the knowledge to be shared (Al-Kassab et
al., 2014). To conclude, we state that the results support
H3: Willingness to share data is highest when a data
anonymization tool and visualization is available.

Overall, it is observed that the more complex the
exchanged data sets become, the more important visual
preparation becomes for decision makers. To manage
knowledge risks in the future, more research into tool
design will be needed, as decision support is necessary
for increasing knowledge sharing (Manhart &
Thalmann, 2015). Deducing from this case, we show
that data anonymization must be as transparent,
respectively comprehensible as possible. Visualization
can practically help to enhance knowledge sharing by
converting complex data into understandable figures,
and it can reduce knowledge risks by supporting
informed decision making. Users need easy to
understand guidance to help them in decision making,
because, as we can see, a data anonymization tool in a
SC does have a positive impact on knowledge sharing,
but only if decision support in the form of a tradeoff
visualization is provided.

5. Conclusion

In this study, we investigate the impact of a data
anonymization tool on the willingness to share data in a
SC. We focus on the risk of unintentional disclosure of
competitive knowledge by sharing data. First results
already indicated that decision makers need guidance
and decision support (Zeiringer, Weber, & Thalmann,
2022). To investigate the phenomenon in a larger
sample, a vignette study with 1000 participants was
conducted to investigate if willingness to share data
increases, if a data anonymization tool in combination
with additional visualization is available. The results
showed that if an anonymization tool is made available,
additional decision support features such as a trade-off
visualization are essential.

A practical implication of our study is that data
anonymization tools, especially with decision support
components, can have positive impacts on data and
knowledge sharing. Organizations should investigate
how they can support their workers to enhance their SC
performance. Referring to the knowledge management
literature, it can be stated that assessing data sharing
upfront to evaluate possible knowledge risks is a highly
relevant topic in which more research needs to be
conducted.

This study comes with limitations. First, the survey
participants are all from GER and AUT, nevertheless the
variety of branches and the data set were
comprehensive. Secondly, the trade-off visualization
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was fictive, and we only tested one way of decision
support, other technical options can certainly lead to
other conclusions and call for more research. Likewise,
different types of data anonymization can lead to
different results, but this was not the main investigation
of this study since we focused on visual decision
support. Thirdly, problems related to a vignette survey
could always rise due to interpretation variability or
missing contextual information beyond the scope of the
scenarios, although we tried to communicate them as
comprehensible as possible. The results can be
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