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A B S T R A C T   

The Internet of Things (IoT) technology in various applications used in data processing systems requires high 
security because more data must be saved in cloud monitoring systems. Even though numerous procedures are in 
place to increase the security and dependability of data in IoT applications, the majority of outside users can 
decode any transferred data at any time. Therefore, it is essential to include data blocks that, under any 
circumstance, other external users cannot understand. The major significance of proposed method is to incor-
porate an offloading technique for data processing that is carried out by using block chain technique where 
complete security is assured for each data. Since a problem methodology is designed with respect to clusters a 
load balancing technique is incorporated with data weights where parametric evaluations are made in real time 
to determine the consistency of each data that is monitored with IoT. The examined outcomes with five scenarios 
process that projected model on offloading analysis with block chain proves to be more secured thereby 
increasing the accuracy of data processing for each IoT applications to 89%.   

1. Introduction 

It is estimated that the number of Internet of Things (IoT) devices 
will reach approximately estimated to reach around 75 billion devices 
by 2025 [1]. With IoT delivering a large amounts of collected data and 
diverse observations about environments and well-being and quality of 
life for people [2], this has created an internet of vulnerabilities (IoV) 
[3,4]. The Internet of Things (IoT) covers a wide spectrum of applica-
tions’ domains, these domains includes smart homes, Health care ser-
vices, manufacturing, agriculture, intelligent transportation, supply 
chain, smart city, critical mission applications as well as utilities. Gart-
ner reported that, the digital twin (DT) is one of the top 10 technologies 
that dominates in 2020. More than 50 % of IoT Enterprises have a digital 
twin in their strategic plan [5] (see Table 1). 

Most wireless application advancements occur within various 

platform segments where numerous users rely on particular patterns 
that must be adhered to using pre-defined models in real-time. Pre- 
defined models must constantly be introduced into the system with all 
the relevant security measures that support the complete system format 
and knowledge about various data processing techniques. IoT typically 
operates in the manner indicated above, but most models are not defined 
with the proper pre-specified features. Therefore, the suggested method 
uses a federated learning strategy to process the data, where all infor-
mation pertaining to data security issues is immediately analyzed and 
decrypted. Additionally, there are numerous application methods in IoT, 
and only authorized users are permitted access to the data [4]. 

In contrast, other users are prohibited from accessing any data in the 
system. However, because numerous distinct processing systems are 
involved when IoT models are established explicitly for people, a 
separate authentication key is not present in the cloud [4,6,7]. Thus, a 
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typical application platform is developed by employing central pro-
cessing units in the proposed technique, and data exchange is only 
carried out in response to requests from various users. As soon as a 
shared application platform is established, data can only be processed in 
the form of blocks. There are five fundamental architectural attributes of 
blockchain: decentralized, immutable, anonymous, cryptographically 
encrypted, and trust-based [8], Therefore, a blockchain approach is 
merged with federated learning technology to enhance data security in 
IoT. 

Additionally, if data blocks are used, the consistency ratio of the data 
transmission technology will be significantly higher, reducing the la-
tency period for the data. The IoT block diagram with the federated 
learning technique is shown in Fig. 1. The proposed model in Fig. 1 
shows how the technique starts by utilizing the main setup with a nearby 
data center for data transmission. Duplication of packets is avoided at 
this point since various copies of the data will be saved in the database 
using distinct storage units once it has been transferred. A unique 
authentication key is used to unite all segmented levels after integrating 
several data sets, which starts the blockchain process. So, after looking 
at several key strategies, the complete set of data can be stored in the 

cloud, where all output units can be seen through gateway routes. 

1.1. Research gap and motivation 

Even though there are different block chain technologies that are 
integrated with various system model for describing the effect of data 
processing states most of the analyzed methods fails to build the gap by 
examining the number of transaction blocks. Moreover most of the 
methods are introduced with major gap on security that is provided to 
each cluster where individual weights are allocated to increase the 
consistency ratio. Hence the solution to following queries must be pro-
vide to overcome the gap that is present in existing approach.  

• Is the offloading analysis provides same features for all blocks at 
maximized transactions that is present on each cluster head?  

• Can integration of federated learning affects the system accuracy 
after removing unnecessary blocks at each state?  

• Whether the data blocks that is monitored with IoT be transmitted 
with low energy even if maximum load in present in the offloading 
systems? 

The model that is provided in [5] for block transaction process 
provides a deep insight on basic transmission systems where data in each 
block is forwarded to destination with more amount of security. Since 
most of the process is changed to digital representations a new model of 
data transmission in each block is carried out with digital twin repre-
sentations that are directly connected with IoT [5]. The above 
mentioned model is defined as mechanistic mathematical model where 
it is used for defining the importance of block transactions only with on 
load analysis therefore the major drawback in such type of process is 
that due to creation of identical blocks the loss rate will be much higher 
in each block and in addition the energy for each block will also be 
maximized. 

1.2. Major contributions 

The major objective is to design a model with federated learning and 
blockchain technology for IoT. The contribution of the paper is three 
folds  

• Minimize the number of computational blocks and offloading tasks 
using federated learning procedures. 

Table 1 
Existing models vs Proposed.  

References Integrated methods Objectives     

[5] Digital twin model A B C D E 
[9] Sharding based blockchain ✓  ✓   
[10] Blockchain for digital twins ✓ ✓    
[11] Blockchain for turbo machinery ✓   ✓ ✓ 
[12] Phases of digital twins using 

blockchain  
✓ ✓   

[13] Directed acyclic graph for 
industrial operations  

✓  ✓  

[14] Decentralization of blockchain 
using IoT  

✓ ✓  ✓ 

[15] Stable cyber security model   ✓ ✓  
[16] Novel mathematical approach 

with cyber security   
✓  ✓ 

[17] Mechanistic model for cyber 
threats   

✓ ✓ ✓ 

[18] Creation of digital shadows with 
multiple agents 

✓  ✓  ✓ 

Proposed Federated learning model with 
blockchain procedure 

✓ ✓ ✓ ✓ ✓ 

A: Number of transaction blocks and nodes; B: Block consistency ratio; C: Data 
load balance; D: Block energy; E: Learning accuracy. 

Fig. 1. Representation of the proposed system.  
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• Maximize the accuracy of computational blocks with a unique key 
management strategy.  

• Represent a common identification model for all IoT applications 
using consistency ratio and aggregate values. 

Federated learning can be applied in block chain technology to 
prevent unnecessary leakage in data transactions to other external users. 
This type of combination process provides two types of advantages for 
data transmission techniques such as trust of data and live feed of 
training data to learn the updated parametric designs. During the pro-
cess of federated learning many block data is used for training multiple 
devices at same time period therefore it is possible to feed local data 
inside every block thereby avoiding failure even at offloading analysis. 
Additionally due to inherent knowledge of each block at collaborative 
learning stage every client can able to transmit the blocks by utilizing 
low amount of energy at high secured state. 

1.3. Paper organization 

The rest of the paper is organized as follows; Section 2 provides 
background and related work. The analytical system model of repre-
sentation for designing a number of block transactions in the system is 
presented in section 3. Section 4 introduces federated learning and 
blockchain model for IoT. Section 5 analyzes the outcomes of the inte-
grated process with performance measures. Section 6 concludes the 
paper with future research directions. 

2. Background and related work 

This section examines all pertinent available techniques to assess the 
state of security for various Internet of Things (IoT) applications. All 
flaws in the existing case studies are reviewed in light of the need to 
update the system parameters, and using the flaws found; the suggested 
system model is represented with the necessary variables. All IoT ap-
plications are used in real-time, including the current learning meth-
odologies monitored and modified to address any weaknesses revealed 
by using many scenarios to define the learning techniques. In [19], a 
hierarchal layer-based architecture is employed for performance mea-
surements, and the entire operation is run on micro-service systems. The 
client–server model is designed with a hierarchical layer operation ar-
chitecture, which supports all network parameters. However, if a 
network model is employed, the system model will need to be merged 
with learning parameters, which are not processed in these kinds of 
measurement scenarios. An intelligent IoT device is added to the system 
to integrate learning parameters and maintain the necessary energy 
trade-off conditions in the system [20]. When processing the designed 
energy model, heterogeneous data measurement values are used to 
make the essential trade-off even when the characteristics are spread. 
But the trade-off condition looks at more information about possible 
failures, which means that the best place for each component in the 
system has to be found. 

It has been noted during assessment cases that healthcare applica-
tions leverage blockchain technology to guarantee the execution of the 
intelligent identification process [21]. Thus, a squirrel search algorithm 
is integrated into the smart monitoring process, where all the necessary 
building components are linked. All parametric values are tracked due to 
this linkage, and values are saved under strict security guidelines. 
Despite the security, users are not given private keys, allowing all un-
authorized users to access the system. As a result, a medi-block is used to 
process the transfer of private keys, allowing for continuous data sharing 
[22]. As a result, when users are located at other nodes, the data ex-
change procedure diminishes the level of security. Constraints must be 
created to convey data in various formats, making developing an 
effective system model complex. Additionally, an offloading mechanism 
divides data transfer computation measures, making it much easier to 
distribute resources equally to all network devices [23]. But because IoT 

applications will be given high data rates, it is much harder to ensure 
everyone gets the same resources in sixth-generation networks. 

Non-terminal node transmission architecture is created for the 
Internet of Things applications with a unique data set for medical 
monitoring systems [24]. The healthcare system architecture in-
corporates blockchain processes, where each block of patient data is 
encrypted using public keys. However, better and more secure encryp-
tion will be offered if private keys are employed to keep each informa-
tion set distinctively. Due to the researchers’ [25] usage of private 
essential management techniques in all electronic health records, 
communication networks are now more reliable. Even with more 
excellent reliability, ideal solutions are offered. If perfect answers are 
already present in blockchain networks, it is crucial to prioritize finding 
other solutions, even though their accuracy will often be substantially 
lower [26]. By merging several objective situations, a storage optimi-
zation technique is presented with a time-changing sensation when 
different solutions are reached in the system. However, because there is 
no performance study of case studies with many objectives, the system 
as a whole is less susceptible to scalability features. A safe framework 
that examines the performance evaluation metrics of IoT systems has 
been introduced [27] to guarantee proper scalability measures. This 
performance study offers transparency in data transport for all blocks 
with minimal resource constraints. Even if there is little data, the 
transmission time is prolonged due to poor resource supply. Even if there 
aren’t enough resources for each channel measure, the Internet of 
Things data processing units still keeps safe transaction blocks. 

Additionally, analyses are conducted using various bibliometric 
methods, with the fundamental theories and frameworks for all IoT 
applications receiving top priority [28]. According to this observation, 
most techniques are not implemented using blockchain technology’s 
high-security features. However, other security measures show that 
higher robustness, which minimizes accuracy, is available if an IoT 
system is represented. In contrast, as complete entities are present and 
under observation at three distinct stages, it is crucial to combine the 
entire data source into a single framework [29–35]. Three phases result 
in a bilinear communication, which maximizes the overall system’s 
accuracy. The approach needs a unique authentication process to 
generate time-based solutions using the correct memory resources. IoT 
applications require a particular approach with an analytical model, so a 
blockchain technique with federated learning is introduced and dis-
cussed in the following sections. 

As a result, mathematical models that specify the number of trans-
actions in the network with an additional block transfer approach are 
used to depict the proposed system. However, decentralized techniques 
can be resolved using a block approach with key management proced-
ures, provided federated learning is included for defined networks. As a 
result, the number of computational nodes in the system is kept to a 
minimum in the suggested method, which employs a special key man-
agement mechanism. Additionally, the system model was created with 
the lowest amount of offloading duties possible, resulting in all trans-
mitted blocks having low energy attributes. The accumulation strategy 
of the projected method also improves network accuracy by making 
blocks and periods work better. 

2.1. 1.5 System model 

Using a mathematical framework, the design of blockchain tech-
nology in IoT applications is evaluated to look at suitable functioning 
principles and constraints. 5G- networks are used to construct a set of 
computational jobs as part of the suggested way to offer high security for 
IoT applications. Additionally, as described by Equation (1), the 
computational jobs are transferred by utilizing an offloading transaction 
procedure with a minimal number of computational nodes [36,37]. 

OTi =
∑n

i=1
cij + transi (1) 
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where 
cij indicates blockchain cluster head 
transi represents the number of transactions 
Equation (1) shows that to ensure the effective functioning of 

computational processes at various time intervals, the summation of the 
cluster head and transactions must be kept to a minimum. Equation (2) 
shows how the number of transaction blocks will slow down if the 
number of cluster heads is not reduced [38]. 

dt(i) = min
∑n

i=1

off i*ds(i)
tr(i)

(2)  

where 
off i denotes number of offloading tasks 
ds indicates data size of transaction blocks 
tr represents rate of transmission blocks 
Equation (2) calculates the overall delay that is experienced in off-

loading circumstances for IoT applications when transaction blocks with 
different data sizes are present. A consistency ratio must be defined even 
if the system is designed with various data segments and it is created 
using Equation (3) as follows [39], 

consi = min
∑n

i=1

UBi − tn(i)
tn(i) − 1

(3)  

where 
UBi indicates random block transmissions 
tn(i) denotes total number of operational factors in each block 
Equation (3) shows that the defined ratio must be less than the 

threshold value of 0.1 if consistency is required in IoT applications. 
Equation (4) is used to define a load balancing strategy, which is as 
follows. If the ratio values are greater than the stated threshold values, 
consistency in data transmission blocks cannot be accomplished [40]. 

thresholdl = min
∑n

i=1

⎡

⎣
wt1 ⋯ wti
⋮ ⋱ ⋮

wti ⋯ wtn

⎤

⎦×

⎡

⎣
tb1 ⋯ tbi
⋮ ⋱ ⋮
tbi ⋯ tbn

⎤

⎦ (4)  

where 
wt1..wti..wtn indicates weight of each blocks 
tb1..tbi..tbn, represents allocated blocks that are transmitted 
Equation (4) states that to achieve the proper level of load balancing, 

the resource burden allocated to the various blocks must be minimized. 
Once the loads from the various blocks are balanced, key processing 
procedures employing digital signatures are enabled. Equation (5) is 
used to formulate this, as shown below [41,42]. 

keyi =
∑n

i=1
(tagb*signi)+pi (5) 

where 
tagb describes the number of tag blocks 
signi indicates the representation of digital signatures 
pi denotes the total number of private keys 
The energy used at the beginning stage will be completely different 

from the energy used at the transmission and intermediate phases since 
digital signatures vary for each transaction block. The energy efficiency 
of transaction blocks in IoT applications is then calculated using Equa-
tion (6). 

Energyi = min
∑n

i=1
βi + τi + Ie (6)  

where 
βi, τi, Ie represents energies at initial, transmission and intermediate 

nodes 
Equation (6), which shows how the minimization objective function 

changes based on the measured distance (7), is used to figure out the 

values for the change in energy representation. 

Energymodified(i) = min
∑n

i=1
disti*bi*rin (7)  

where 
disti, bi describes distance of measurement and transaction bits 
rin denotes residual period of transaction 
Different variables that are crucial to the integration process are 

represented by the system model that is defined with analytical equa-
tions. So, the objective function to improve the performance of proposed 
blockchain IoT systems is built into the federated learning algorithm. 

3. Optimization algorithm 

When all decentralized edge computing detection systems are pro-
cessed utilizing local data set values in the form of distributed functions, 
the process of a combined learning algorithm offers a better technique to 
increase training process efficiency [43–45]. Additionally, federated 
learning may be deployed in all IoT applications, solving all risky 
problems and greatly enhancing data security. Blockchain technology is 
incorporated into the suggested solution to further strengthen the se-
curity of IoT applications during various network update processes. 
Since all data sizes are somewhat similar, implementing federated 
learning fully reduces the latency of the defined system. Furthermore, it 
becomes much more difficult to update the data once it has been 
applied, and even sharing opportunities are limited. As a result, in all IoT 
applications, the data will be present on the node itself, where key 
encryption algorithms are less frequently used. Federated learning can 
address complicated problems involving big data analytics, and autho-
rized individuals are granted access to the data. In federated learning, 
Equation (8) expresses the mathematical expression of selecting several 
data points at a specific time and the step by step implementation is 
deliberated in Fig. 2. In addition the representation base code for 
blockchain is provided in Fig. 3. 

sd(i) =
∑n

i=1
γi*ℵin (8)  

where 
γi indicates number of selected data 
ℵin denotes proportion of data segments 
Since the data in IoT applications are provided in proportions, it is 

essential to implement an accumulation strategy by using training pa-
rameters which is formulated using Equation (9) as follows [46,47], 

aggi =
∑n

i=1
φ(ϑx,ϑy) (9) 

where 
ϑx, ϑy represents the attention parametric values in two different 

layers 
If the total values are significantly greater, then the accuracy of the 

federated learning model must be determined using the loss function. 
Accordingly, Equation (10) is used to describe the accuracy of formu-
lation as follows [48–51], 

accuracyi = max
∑n

i=1
(fedi − sumi)*lossi (10)  

where 
fedi, sumi indicates loss representations of federated and data sum-

mation values 
lossi represents total loss in the system 
The accuracy function, which must be maximized with low loss 

function values, is represented by equation (10). In the weight repre-
sentation model, equation (11) can be used to make the loss function as 
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small as possible [53–61]. 

lossi = min
∑n

i=1

weightin

dpin
(11)  

where 
weightin, dpin represents input weights and data respectively. 

3.1. 2.1 Implementation of FL and blockchain in IoT applications 

Input: Initialize the offloading transaction blocks with computational 
time periods, number of cluster heads, transactions and proportion of 
data segments in IoT applications using representation values of selected 
data functions OTi(OTi ≤ i ≤ n), γi(γ ≤ i ≤ n) and offload period matrix 
off i; 

Output: Maximize the security with block transactions, data rate 
representations, minimize the data size of transaction blocks and loss 
periods; 

Step 1: At first, the objective function is constructed with different 
transaction blocks and one transaction factor value using fi; 

Step 2: Establish the consistency ratio relationship between unsys-
tematically transmitted blocks and working functionalities of IoT de-
vices that must be followed by different load periods loadi with 
1 ≤ i ≤ n, and its weight matrix representation values w1..wn at different 
marginal functions; 

Step 3: While (accuracyi < N) do. 
Select the transmitted blocks and allocated loads, measure the 

number of tag files with digital signatures using different IoT data set in 
a systematic way for computing the exact consistency ratio by using 
Equation (3); 

Verify the value of Energyi and modifiedEnerigyi using node value set; 
If the energy allocations are higher Energyi is not at (Energyi < N) do 
Divide the layers with aggregate values of different nodes such as 

initial, transmission and intermediate nodes using number of measure-
ment bits bi which ensures maximized accuracy conditions using 
Equation (10) accuracyi with 1 ≤ i ≤ N into N number of affected points; 

// Loss minimization phase 
Update the loss factors and weighting units using input weight ma-

trix with minimized loss function using training loss as shown in 
Equation (11); 

//Energy minimization phase 
Select the amount of residual period functions with distance mea-

surement representation values of different training samples with 
separate IoT application analysis in a single output; 

Update the energy representation values of relative bit positions and 
identified position followed by measurement of data security index, and 
compute the relative weight of all parameters weightin as defined in 
Equation (11); 

Identified loss at each point is updated by using the learning factors 
and data that is designed for input signals; 

iteri(new) = iteri(old)+ 1 

End; 
Step 4: If (lossi < iteri) then 
lossi←0; //Interchange the existing solution in the current loop with 

the new solution; 
End if; 
Step 5: If (accuracyi[0, 1] < lossi) then 
Re-initialize the federated learning factors that are taken with new 

processing technique; 
Obtain the overall best solution; 
End if; 
Step 6: If (accuracyi > N) //Existing solution is replaced with the new 

solution 

iternew = iteri 

Fig. 2. Federated learning for IoT applications.  

Fig. 3. Representation code for blockchain.  
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iterold = iteri; //Attain the most feasible solutions for determining the 
overall best solution; 

Increment the count iteri by 1; 
Return the best overall solution; 
End; 
The flow chart in Fig. 2 provides the integration steps of federated 

learning with block chain that is designed by using RS corda in order to 
process the implementation for observing parametric outcomes. There-
fore the loop functions are determined between start and stop where 
total number of computational blocks that are represented with 
maximum values are provided. After creation of various computational 
blocks the transaction blocks are separated for transferring the data to 
destination thereby the process of offloading analysis takes place with 
low load. During the above mentioned process for offloading analysis 
total delay and data rates are measured for each transaction blocks 
thereby maintaining a constant rate till the end of transmissions. In 
addition at this step the objective functions which are termed with 
multi-objective functionalities are included and energy is modified for 
each data thereafter at minimized energy rate individual data is trans-
mitted to destination. 

4. Results and discussions 

To check the security states of the entire system, real-time experi-
mental verifications using a variety of processors are performed in this 
part. However, the system does not use the microcontroller-based 
operational processor since the results will be of low security. 
Following the integration of blockchain methods, more transactions at 
each block are detected, and their aggregate effects are discussed using 
the models for the current data set. Additionally, the IoT-based system 
offers a clear overview of numerous software tools that are employed in 
the examination process because it’s important to examine the system-
atic behavior of different system characteristics. The IoT node MATLAB 
toolbox is also used in the suggested method to monitor experimental 
output unit characteristics that are present in hardware systems. The 
primary benefit of using such a toolbox over an open source or pro-
gramming model is that all device connections may be established 
directly, resulting in a significantly shorter simulation time. Addition-
ally, federated learning processes are integrated as a subsystem at local 
data bases, combining IoT and learning processes into a single frame-
work. Additionally, very few resources are provided in the system for the 
output analysis phase because blockchain technology uses more energy 
when it is waking up. As a result, the resources are only allotted during 
the listening window during which data from an IoT output unit is 
relayed to various network systems. Offloading is the above procedure 
that provides a trade-off between load and allocated energy. Addition-
ally, very few resources are provided in the system for the output 
analysis phase because blockchain technology uses more energy when it 
is waking up. As a result, the resources are only allotted during the 
listening window during which data from an IoT output unit is relayed to 
various network systems [52]. The following scenarios are about the 
system model to study the experimental examples. 

Scenario 1: Transaction blocks and computational nodes 
Scenario 2: Consistency ratio 
Scenario 3: Load balancing 
Scenario 4: Minimization of modified energy 
Scenario 5: Accuracy detection 
All five situations are simulated using loop-based formation, which 

integrates a particular mathematical model with a federated learning 
process. For various IoT applications, operational tasks and loading 
levels are also offered. In the proposed method for generating blocks a 
separate protocol is followed by using R3 corda where a distributed 
ledger technology is followed for providing consistent ratio among 
different blocks. R3 corda also provides high flexibility for IoT opera-
tions where a cloud computing platform can be connected with various 
blocks by using an authentication key. Hence only safety blocks are 

created and data is transmitted in necessary blocks that enable multiple 
users to remain connected in the network. In R3 corda protocol a strong 
identification is made and connections in thus type of distributed cases 
are made by following a progressive flow that allows removal of 
duplicate blocks thereby the major objective of offloading analysis can 
be satisfied. In federated learning the amount of training and testing 
ratio varies according to input data functions and in accordance with 
each block that is present with active labels. At initial state the training 
ratio for proposed method is much higher for about 90 % and only 10 % 
of data is tested. But once the offloading analysis of each blocks are 
established then 50 % of the data is trained and tested for achieving 
effecting outcomes. The following are brief descriptions of various 
scenarios. 

Scenario 1 
Various cluster heads present at each transaction block are used in 

this scenario to calculate the number of transaction blocks and 
computing nodes. For this, the offloading technique is introduced, in 
which all blocks are solely handled using the fewest possible computa-
tional nodes. Due to this minimal allocation, all offloading duties are 
completed in the shortest time possible, decreasing transmission delay. 
Each transaction block will be analysed throughout this procedure to 
verify adequate operational conditions. During this time, the size of data 
segments will also be noticed, along with different data rates. As a result, 
the offloading activities that repeat with data size are divided by the 
transmission rate systems. Additionally, decreasing the number of 
separated computing nodes is essential, making blockchain operations a 
better replication technique than alternative security indices. The 
number of computing nodes in the system, as intended is shown in Fig. 4 
and Table 2. 

From Fig. 4 it is observed that number of offloading tasks are sepa-
rated in step size of 20 as 10,30,50,70 and 90 where for each task the 
following data size 6,15,29,45 and 63 are represented. The reproduction 
rate of above mentioned values are provided thus the data size is chosen 
as 2.33,4.56,7.8,9.1 and 11.4 bits and they are separated at output units. 
After the separation process a comparison is made with existing method 
[4–7] and it indicates that computational transaction nodes are mini-
mized in proposed method. This minimization process can be proved 
with 70 different tasks with 45 different data segments and at 9.1 bits 
per second each data is transmitted where the total computational 
transaction in this case is 16 for proposed method and 84 for existing 
approach in the absence of federated learning procedure. Even for all 
offloading task existing method minimizes the transaction of computa-
tional nodes in an effective manner thus making all IoT application to be 
represented with minimum blocks. 

Scenario 2 
In this case, the number of unsymmetrical blocks is counted to 

determine the consistency ratio of the transmission, and the appropriate 
transmission rates are determined under offloading circumstances. Since 
the receiver must receive all data in a short time, it is crucial in IoT 
applications to often evaluate the transmission rate. The ratio must be 
maintained for a period to distribute all transaction factors. All data 
processing units will be removed from the network if the ratio exceeds a 
predetermined threshold, creating duplicated situations. If continuous 
periods are represented in the system, the consistency ratio for each 
transmitted data must be higher than 60 % to avoid such redundant 
conditions. As a result, a transformation factor of 1 must be used to 
separate the difference between the number of unsymmetrical trans-
mitted blocks and total transaction factors. Fig. 5 and Table 3 shows how 
the consistency ratio compares with different types of data. 

From Fig. 5 it is pragmatic that total number of unsymmetrical blocks 
are changed in step size of 3 as 3,6,9,12 and 15 respectively. For each 
unsymmetrical block the number of transaction factors is kept at higher 
rate as 50,100,150,200 and 250 where the difference between unsym-
metrical blocks and transaction factors with separation provides con-
sistency ratio. In addition the measured consistency ratios are compared 
with existing technique [4–7] where it must be higher than 60 

S. Shitharth et al.                                                                                                                                                                                                                               



Egyptian Informatics Journal 24 (2023) 100406

7

percentage. During this comparison case the proposed method achieves 
60 percent of consistent rate as compared to existing method. This can 
be demonstrated using 150 different transaction factor with 9 unsym-
metrical blocks where the consistency ratio in this case is 60 percent for 
existing model and 71 percent for proposed method. But if number of 
unsymmetrical blocks and transactions are lesser that is at initial phase 
existing method has not intersected with consistency ratio of 60 
percentage. 

Scenario 3 
The system’s data must all be balanced with equal load factors, 

resulting in an equal distribution of data across resources. Therefore, in 
this case, the load-balancing strategy is tested using various weight 
factors ranging from 1 to n. If more weights are assigned, the full load 
cannot be balanced. Hence the proper weight factor must be present for 
transmitted blocks. Even in the Internet of Things applications, if the 
sent data has a distinct weight, it is still possible to share it in a trans-
action block, but the proper matching level is not offered due to size 
restrictions. As a result, key processing strategies are created using 
digital signal representations, and key tag files are linked throughout the 
process so that, up until the final state, the data is processed using the 
proper loads. For load distribution, properly implementing the weight 
matrix with a system for each user’s private key decryption is required. 
The load balanced adequately in IoT applications is shown in Fig. 6 and 
Table 4. 

From Fig. 6 it is realistic that random number of blocks is transmitted 

as compared to allocated blocks. For real time experimentation number 
of allocated blocks are considered as 10,15,20,25 and 30 with trans-
mitted blocks as 8,13,16,22 and 27. Thus by examining the above values 
more than 60 percent of data is successfully transmitted with different 
loading conditions. In the comparison case [4–7] it is much clear that the 
proposed method provides successful transmission with low weighting 
factors but with same allocated and transmission blocks existing method 
transmits the data using high weights. This can be verified with 20 
different number of allocated blocks with 16 transmitted blocks where 
total data load that is provided in proposed method is 2.06 whereas high 
load of 6.34 is distributed for existing method. Thus even at low loading 
conditions it is much easier to transmit necessary data with private keys 
(see Tables 5 and 6). 

Scenario 4 
Reduced energy consumption at each data block is one of the main 

goals of blockchain data transactions. To examine this scenario, energy 
expenditure at initial, transmitted, and intermediate node representa-
tions is analyzed. This scenario generates a real-time energy setup 
module, which modifies initial energy using distance data. The distance 
measurement values are therefore observed with the total number of 
transaction bits and reproduced in the system for a better energy ex-
amination case. Although it is even possible to allocate the same amount 
of energy to process a specific data set when separated, the values for the 
energy representation must typically be kept to a minimum. Therefore, 
this technique minimizes the quantity of remaining energy, as seen in 
Fig. 7. Since the distance measurement values are different, the current 
method does not use the dataset used in the comparison case for the 
proposed method. 

From Fig. 7 it is perceived that distance measurement values are 
changed in step size of 50 and clogged at 450 m. For each values of 
distance measurement number of bits are represented as 2,4,6,8 and 10 
respectively where the values are reproduced with common residual 
energy of 0.45. By using the aforementioned measurement values 
modified energy of existing and projected methods are compared and in 
this case proposed method with federated learning uses much lower 
energy for transmitting high number of data transaction blocks. This can 

Fig. 4. Number of transaction blocks.  

Table 2 
Number of transaction blocks.  

Number of 
off-loading 
task 

Data 
size 

Rate of 
transmission 

Transaction 
blocks [5] 

Transaction 
blocks (Proposed) 

10 6  2.33 9 4 
30 15  4.56 28 7 
50 29  7.8 50 10 
70 45  9.1 67 14 
90 63  11.4 84 16  
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be verified with 250 m of distance with 6 different bit values where the 
modified energy in this case is 3.67 and for existing approach [4–7] it is 
equal to 6.79. Even for other cases the proposed method modifies higher 
energy state to lower state and within the allocated energy itself the data 
will be successfully transmitted to target blocks at same defined time 
periods. 

Scenario 5 
Using federated and data summation values, this scenario examines 

the correctness of integrating federated learning. Aggregate values are 
stored in two different layers during this evaluation process, completely 
minimizing system total loss. The accuracy of the learning model is 
greatly increased as a result of this minimization. Different weighting 
factors are generated as part of the process of analyzing system total loss 
along with the quantity of introduced data in IoT applications. As a 
result, the complete loss is provided by the separation values and is 
immediately recreated by federation and data summation values. 
Therefore, where attention parameters are employed to gauge the 
accumulation approach, such values must be maximized. Several 
selected data points are included in the accumulation strategy’s system 
configuration settings. As a result, all data points are separated into real- 
time values, as shown in Fig. 8. Since there needs to be a secondary back- 
off state, the additional data sets used in the integration process are not 

Fig. 5. Consistency ratio of blocks.  

Table 3 
Block consistency.  

Number of 
unsymmetrical 
blocks 

Number of 
transaction 
factors 

Consistency 
ratio [5] 

Consistency ratio 
(Proposed) 

3 50 56 62 
6 100 59 68 
9 150 60 71 
12 200 63 79 
15 250 65 83  

Fig. 6. Data load balancing with transmitted and allocated blocks.  

Table 4 
Total load for blocks.  

Transmitted blocks Allocated blocks Load [5] Load (Proposed) 

8 10  3.14  1.23 
13 15  5.17  1.76 
16 20  6.34  2.04 
22 25  7.12  2.16 
27 30  8.09  2.27  
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broken up. 
From Fig. 6 it is obscure that percentage of loss at initial stages are 

much higher than 20 percent but once the process is made with stable 
configurations then total loss in the system falls beyond 10 percent. 
However the test case is examined for high loss values such as 
20,22,24,26 and 28 with federated learning values as 10,15,20,25 and 
30 respectively. During this process the difference in corresponding 
values provides accuracy percentage and it is compared with existing 
approach [4–7]. In the comparison state it is pragmatic that percentage 
of accuracy is highly improved for proposed method using federated 
learning as 97 percentage of security is provided for different blocks of 
data. This improvement in accuracy values can be verified with loss 
percentage of 24 and federated data of 20 where total accuracy is 89 
percent for projected technique and 63 percent for existing approach. 

4.1. Comparative analysis 

The efficiency of the suggested method is compared using several 
typical phenomena in the section, which bases its use of the federated 
learning model for IoT applications on distinct specification variables. A 
method called federated learning is also used, and its effectiveness is 
judged by the following: 

Case study 1: Accurate convergence 
Case study 2: Strength of federated learning 

Case study 3: Space complexity 
Case study 1 
Since the convergence factor can vary significantly in some cir-

cumstances, examining convergence is conducted using best iteration 
values. But in the suggested approach, Fig. 9 and Table 7 illustrate and 
discuss the convergence of the federated learning model about precise 
measurements. Since many IoT applications send data using high- 
frequency ranges, there are numerous faults in the additional compo-
nents. These errors must be eliminated using a smoothing rate, and if 
such rates are decreased, correct convergence of solutions can be 
attained in much less time. Additionally, a lot of factors that are directly 
linked to changes in physical phenomena might alter and lead to the 
elimination of significant factors that are linked to the development of 
various systemic blocks. The accuracy of convergence in the system can 
be considerably enhanced by minimizing the two aforementioned 
scenarios. 

Fig. 9 shows that as smoothing parameters are enhanced, accuracy 
for federated learning increases significantly. Iteration values are 
adjusted from 10 to 100 to demonstrate the accuracy factor. Still, to 
provide an accurate overview, only the best epoch is displayed, and the 
remaining values are left as indicated in the arrangement. The suggested 
method reaches convergence during the variations at 50 epochs, and 
after 50 epochs, the rate stays constant, indicating that block formation 
does not change significantly. However, the number of duplicate blocks 
increases without federated learning [5], which lowers accuracy factors. 

Case study 2 
Determining the strength of the suggested strategy in various IoT 

applications is crucial because federated learning takes place in various 
environments. The necessity for other devices to rely on the same device 
until full strength is present arises when the strength of one particular 
device is higher. In other words, a system that is extremely resilient to 
one change in the system cannot also be very present. If federated 
learning is more robust, parametric values may change from minimum 
to maximum and vice versa, which needs to be stopped right away. Data 
for a specific duration will be more inactive, resulting in a loss of data 
transfer if a learning procedure’s avoidance time is considerably longer. 

Robustness values associated with changes in iteration values are 
shown in Fig. 10 and Table 8. Iteration numbers are increased from 10 to 
100 to test the data’s robustness, but just like in the prior instance, only 
the best iteration values are selected. The current technique [5] is very 
resilient to changes in learning circumstances during these periodic 
changes, as many blocks alter their complete properties due to the lack 
of key encryption mechanisms. However, because federated learning 
offers the necessary critical elements, the arrangement’s robustness is 
much reduced, allowing data to flow properly during various IoT 
applications. 

Case study 3 
Since more number of transaction blocks are present it is essential to 

determine the total space that is occupied for each block before creating 
a data path for transmission. It is well known that before establishment 
of data paths it is possible that every block can able to occupy more 
space therefore necessary steps must be taken for removing unnecessary 
blocks. Further after creating a data path more amount of traffic will be 
created and in this step various characteristics of every block must also 
be analysed. Hence it is much essential to allocate space for entire sys-
tem until all blocks are executed successfully and if any storage space 
remains unoccupied then it can also be used for decision making. 
Whenever a block is called with input functions then an individual data 
variable is created which takes more amount of space and blocks the 
forthcoming data to remain at queue mode. However in the proposed 
method the space that is provided to each data functions are much lesser 
due to involvement of clusters in defined regions. Due to differentiation 
of data clusters offloading tasks are executed even for unsymmetrical 
transaction blocks that are present with high weightage factors. 

Fig. 11 illustrates the space complexity outcomes and its comparison 
with existing approach where with low amount of space more data 

Table 5 
Energy with bit representations.  

Distance Number of bits Modified energy [5] Modified energy (Proposed) 

50 2  4.56  2.29 
150 4  5.18  3.14 
250 6  6.79  3.67 
350 8  8.9  4.12 
450 10  9.2  4.45  

Table 6 
Comparison of accuracy.  

Percentage of 
loss 

Percentage of federated 
data 

Accuracy  
[5] 

Accuracy 
(Proposed) 

20 10 52 84 
22 15 57 87 
24 20 63 89 
26 25 69 92 
28 30 74 97  

Fig. 7. Modified energy representations.  
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blocks are transmitted for proposed method after monitoring state of 
necessary applications that is processed in cloud networks. To verify the 
space complexity total number of iterations are varied from 10 to 100 

Fig. 8. Accuracy with loss factor.  

Fig. 9. Convergence rate.  

Table 7 
Convergence with best epoch.  

Best epoch Convergence [5] Convergence (Proposed) 

20  2.43  1.29 
40  2.31  1.25 
60  2.24  1.24 
80  2.02  1.24 
100  1.99  1.24  

Fig. 10. Comparison of accurate strength.  

Table 8 
Robustness with best epoch.  

Best epoch Robustness [5] Robustness (Proposed) 

20 60 84 
40 45 88 
60 52 80 
80 50 86 
100 57 91  
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and only the best epoch values for 20 step periods are considered as 
20,40,60,80 and 100 respectively. During the above mentioned iteration 
periods space complexity of proposed method is reduced to 3 % of total 
transaction blocks whereas the complexity of existing approach even 
after learning about input functions is increased to 12 %. The major 
reason for such reductions in space complexity is that collaborative 
learning functions are included with input data variables that make the 
offloading task to function in an effective way as compared to existing 
approach. 

5. Conclusions 

To provide high-security characteristics for wireless communication 
devices, the significance of blockchain technology for various IoT ap-
plications is investigated as a real-world case study. Wireless data 
transfer devices come with an inherent security mechanism, but data 
theft must be prevented by using extra features. When all of the data is 
transferred in encrypted blocks, network security features are typically 
supplied in a form that computing systems cannot comprehend. Due to 
such block transfer technology, the majority of real-time cloud apps that 
have a larger user base aim to investigate the impact of blockchains. An 
analytical framework is not, however, positioned as a common appli-
cation point; rather, the suggested method creates a new system model 
and implements it in a loop-based style. The proposed method, in 
contrast to previous blockchain integration strategies, allocates a small 
number of blocks during the initial transaction, preserving the proper 
consistency ratio over the data transmission phase. 

Additionally, it is crucial that every block understand the full fea-
tures of the many IoT applications because, during the parametric value 
monitoring stage, many computational nodes will be adjusted and 
require precise responses. As a result, the suggested solution includes a 
federated learning algorithm for computing applications that provides 
aggregate values during times of low latency. By comparing the values of 
the existing data set under five different scenarios such as analyzing the 
number of computational nodes, consistency ratio of node transfer, load 
balancing, applied energy, and accuracy of integration—the integrated 
system model with federated learning is tested and simulated. 

The major difference between proposed method and existing method 
in comparison case study is that more number of offloading transactions 
are present thereby making the designed system to be more secured. 
Further in each case study the indicated parametric values are repre-
sented with minimization and maximization framework where the 

observation analysis indicates that only unsystematic blocks are trans-
mitted in existing method whereas the process of transmission happens 
in a systematic procedure in case of projected model. Additional case 
studies also proves that as compared to existing approaches high con-
sistency in blockchain transmission ratio is made with modified primary 
energy sources. Hence for approximately 65 percent of the comparisons, 
the projected method is significantly more effective. The proposed sys-
tem could be improved in the future to reduce the loss factor and 
improve detection accuracy by using a deep convolutional neural 
network. In addition the future work can also be extended by consid-
ering various perspectives of effective block functionalities that are 
defined only with offloading analysis as much energy reductions can be 
achieved. Also instead of standard functionalities a collaborative func-
tionalities can be added as extension work to increase the testing data 
values than current operational features. 
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