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Abstract—Under denial-of-service (DoS) attacks, achieving a
desired formation of networked nonholonomic mobile robots
(NMRs) over communication is a nontrivial challenge due to
communication disconnecting and recovering at any time. Efforts
have been made in prevention, detection, and resilience methods,
but existing methods’ generalization ability and interpretability
still need improvement. This paper proposes the leader-following
formation control framework for a group of NMRs under denial-
of-service (DoS) attacks. The Koopman operator is utilized to
express a linear lifted feature space for the discrete motion
of networked NMRs. Based on an event-triggered mechanism,
a data-driven loss function is presented to approximate the
Koopman operator, enabling a long-term recovery capability
under DoS attacks. Furthermore, according to the recovered
motion of the leader, the leader-following formation controller
with a variable gain is designed to ensure that the formation error
converges to the neighborhoods of zero. In numerical simulation,
the effectiveness of the proposed method is verified by a DoS
attack example.

Keywords—leader-following formation control, networked non-
holonomic mobile robots, koopman operator, denial-of-service
attacks

I. INTRODUCTION

Recently, networked nonholonomic mobile robots (NMRs)
are developed to work in a favorable communication envi-
ronment, saving labor costs, reducing operation load, and
replacing dangerous operations [1]. Hence, networked NMRs
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are utilized in many applications including search and rescue
[2], cooperative object movement [3], and intelligent trans-
portation. However, most existing works rely on secure and
stable communication networks to share collaborative informa-
tion [4], the openness and fragility nature of communication
among networked NMRs makes them vulnerable to potential
malicious attacks. In particular, attacks relying on transmitted
signals have characteristics of being quick in diffusion and
being strong stealthiness at the kinematics level of leaders
and followers. Under the unreliable communication networks,
the design of traditional controllers without considering the
potential malicious attacks can cause system performance
degradation or even instability [5]. Therefore, it is urgent to
address the key technologies of networked NMRs in unreliable
communication networks.

The implementation behaviors of malicious attacks on the
communication channels are typically divided into DoS attacks
and deception attacks [6]. Denial-of-service (DoS) that do not
rely on transmission signals can make it easy to implement
networked NMRs [7]. Once the robots suffer from malicious
attacks, all agents are unable to communicate with their
topology-connected NMRs. More seriously, even the colli-
sion accident occurs among the NMRs, causing irreversible
destruction [8], [9].

The development of effective controller strategies that can
handle DoS attacks is a technical challenge in the study of for-
mation control for MASs. The proper feedback gain matrix and
event-triggered parameters of consensus based on an observer
model were established to ensure the mean-square consensus
[10]. [11] focused on the security control architecture for
resilient complex networks, choosing the coupling strength
and the feedback gain matrix to achieve synchronization.
Taking into account the security problems of leaderless and
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leader-following under DoS attacks, [12] developed a resilient
cooperative event-triggered control scheme for linear MASs
to determine the scheduling of controller updates during a
DoS attack activity. A fast finite time backstepping control
scheme was designed to solve the consensus issue with fast
convergence performance when the followers are far from
the equilibrium point under DoS attacks [13]. To ensure
asymptotic consensus resistance to distributed DoS attacks,
a fully distributed control framework was designed to equip
with strong robustness and high scalability [14]. Though two
triggered functions on the measurement channel and control
channel, a self-triggered secure control scheme was further
developed to avoid constantly monitoring measurement errors,
reducing the burden on the communication [15]. Under the
premise that the sampling process is not uniform and the
continuous attack duration has upper bounds, the control
approach was proposed to ensure the solvability of the output
consensus issue [16].

Despite the existence of several studies on the formation
control of MASs under DoS attacks, there is a lack of general-
ization ability and interpretability. The security state estimator
of these methods is designed to ensure the effectiveness of
formation, which is not easy to transplant. Meanwhile, the
formation convergence rate and corresponding compact set
in the DoS attack-shut are not considered together. Based on
data-driven, the core idea of our approach is to use a multi-
step backtracking loss function, enabling a long-term recovery
capability in the duration of DoS attack-active. Specifically, a
resilience formation control with a variable gain is proposed
for a group of NMRs over unreliable communication networks.
In summary, the main contributions and features of our pro-
posed approach are as follows:

• A Koopman operation-based recovery is presented for
describing the motion of topology-connected NMRs.
Different from other estimation methods, the resulting
recovery is a linear time-invariant model in the lifted
space, with a nonlinear mapping from the original state
space. Combined with an event-triggered mechanism,
the data-driven loss function is presented to compute
the Koopman operator, enabling a long-term recovery
capability under DoS attacks.

• An event-triggering mechanism with a dynamic threshold
is designed to indicate the triggering rule in different
link nodes. Compared with the constant thresholds, the
proposed event-triggering mechanism can avoid false
indications to reduce the communication burden.

• Considering that the available signals are not completely
transmitted in the presence of DoS attacks. A novel
distributed formation controller with a variable gain is
designed to ensure the formation error of networked
NMRs converging to the minor neighborhoods of zero.

The rest of this paper is scheduled as follows: the prelim-
inary including control objective, problem formulation, and
NMR dynamics is described in Section 2. The proposed leader-
following formation controller is employed for the leader-

following example in Section 3. Conclusions are stated in
Section 4.

II. PRELIMINARY

The DoS attacks with intermittent direct interrupt the
transmission information, causing the leader-following to dis-
connect or connect. To distinguish DoS attack-active and
DoS attack-shut, special timelines are marked as follows.
tonk ∈ R>0 represents the DoS attack-active instant when the
communication information is rejected, and toffk ∈ R>0 rep-
resents the DoS attack-shut instant when the communication
information is unimpeded. The duration of DoS attack-active
and attack-shut represent as ∆off

k , toffk − tonk ∈ R>0 and
∆on

k , tonk − toffk ∈ R>0, respectively.

A. Nonholonomic Mobile Robot Dynamics

The dynamics model of the ith NMR is modeled by a
continuous-time nonlinear system:

ṗi(tk) =

cosψi(tk) 0
sinψi(tk) 0

0 1

 qi(tk)
q̇i(tk) =Micτi(tk) + Cicωi(tk)qi(tk) +Gicqi(tk)

(1)

where pi = [xi, yi, ψi]
⊤ with [xi, yi]

⊤ and ψi respectively
denoting the position and orientation in inertia frame, qi =
[vi, ωi]

⊤ with vi and ωi respectively expressing the linear and
angular velocity of ith NMR, τi represents the control input,
Mic =

(
MiD

−1
i

)−1
, Cic =

(
MiD

−1
i

)−1
CiD

−1
i , and Gic =(

MiD
−1
i

)−1
GiD

−1
i .

More details, Mi, and Ci are respectively defined by Mi =
[m1i,m2i;m2i,m1i] with m1i = 0.25b−2

i r2i (mibi + Ii) + Iy,i
and m2i = 0.25b−2

i r2i (mib
2
i −Ii), Ci = [g1i, hiωi;−hiωi, g2i]

with hi = 0.5b−1
i r2imbidi, g1i > 0, and g2i > 0. Furthermore,

the mi and Ii are respectively explained in detail as follows:
mi = 2mwi +mbi and Ii = mbid

2
i + 2mwib

2
i + Ixi + 2Iyi,

where mwi and mbi are respectively the masses of the body
and wheel, Pi = diag{Ixi, Iyi, Izi} is the inertia tensor of the
body, and di and bi are respectively half of the length and
width of the body.

In addition, qi = [vi, ωi]
⊤ and the angular velocities of the

left and right wheels νi = [ν1i, ν2i]
⊤ satisfy

qi =

[
vi
ωi

]
=
ri
2

[
1 1
b−1
i −b−1

i

]
νi , Diνi, (2)

where ri is the wheel radius of the ith robot, and Di is the
non-singular matrix.

B. Problem Formulation

Without DoS attacks, the received signals of leader-
following NMR can be modeled by the following model with
the unknown time-varying matrix Aj , Bj , Ej , and Fj :{

pj(tk+1) = Ajpj(tk) +Bjqj(tk)

qj(tk+1) = Ejqj(tk) + Fjτj(tk)
, j ∈ Ni (3)

where pj ∈ R3, qj ∈ R2, and τj ∈ R2 are the received signals.
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If the attacker launches a random subset of DoS attacks
to the edge (i, j), it occurs that the missed data packet
{pj(tk+dj ), qj(tk+dj ), τj(tk+dj )} are not able to reach their
destination (ith NMR) successfully. Resulting in alterations to
(3), which can be represented as follows:{

pj(t
on
k+1+dj

) = Ajpj(t
on
k+dj

) +Bjqj(t
on
k+dj

)

qj(t
on
k+1+dj

) = Ejqj(t
on
k+dj

) + Fjτj(t
on
k+dj

)
, (4)

where dj ∈ {1, ..,∆on
max} is the attack intensity for the edge

(i, j) with ∆on
max = max{∆on

k } representing the maxima
attack-active duration.

More details, the DoS attack average intensity is defined
as avg{dj(k)} = Ξd(t0, t

off
k )/Ξf (t

on
1 , toffk ). To describe the

DoS attack model [17], the DoS attack duration Ξd(t0, t
off
k )

and DoS attack amount Ξf (t
on
1 , toffk ) are respectively assumed

as follows:
Assumption 1: Defining the DoS attack amount over the

time interval [t0, t] as Ξf (t0, t), there exist constant Ξ1 ∈ R≥0

and l1 ∈ R≥1 such that

Ξf (t0, t) ≤ Ξ1 +
t− t0
l1

, (5)

where t0 is the initial time.
Assumption 2: Defining the DoS attack duration over the

time interval [t0, t] as Ξd(t0, t), there exist constant Ξ2 ∈ R≥0

and l2 ∈ R≥1 such that

Ξd(t0, t) ≤ Ξ2 +
t− t0
l2

, (6)

C. Control Objective

Under Assumptions 1-2, networked NMRs suffer from an
adversary arbitrarily jamming certain communication channel-
s. The received data are not able to be updated when the
DoS attacks launch. Then, utilizing the available historical
information, this paper aims to achieve the following control
objectives:

1) Design a distributed cascade recovery p̂j(tk+dj ) for
ith NMR followers utilizing its leader’s historical sig-
nals p∗j (t

on
k ) = [pj(t

off
k ), ..., pj(t

on
k )]⊤ and q∗j (t

on
k ) =

[qj(t
off
k ), ..., qj(t

on
k )]⊤ to approximate the model (3), recov-

ering the missed signals pj(tonk+dj
) at the DoS attacks active

instants.
2) Design the leader-following formation control command

τi based on the distributed recovery such that desired forma-
tion configuration pjci ∈ R3 can be achieved in networked
NMRs under DoS attacks.

III. CONTROLLER DESIGN

A. Koopman Operator-based Recovery

Define F̄ ⊂ F as the subspace of F spanned by L > 3
linearly independent basis functions {ϕl : R2 → R}Ll=1. Any
observable pj ∈ F and qj ∈ F can be described as a linear
combination of these basis functions

pj(tk) = w⊤
p,jΦp,j(tk) (7)

qj(tk) = w⊤
q,jΦp,j(tk) (8)

where Φp,j(tk) = [ϕ1(pj(tk))
⊤ · · ·ϕL(pj(tk))⊤]⊤ and

Φp,j(tk) = [ϕ1(qj(k))
⊤ · · ·ϕL(qj(tk))⊤]⊤ are adopted as a

group of observable for practical calculation, w⊤
p,j ∈ RL, and

w⊤
q,j ∈ RL.
According to the discrete state measurement model (3), the

Luenberger observer can be designed as{
p̂j(tk+1) = Aj p̂j(tk) +Bjqj(tk) + Up,j(ˆ̄pj(tk)− p̄j(tk))

ˆ̄pj(tk) = (1− ξp,j)p̂j(tk) + ξp,jŵ
T
p,dΦ(pj(tk))

(9){
q̂j(tk+1) = Ej q̂j(tk) + Fjτj(tk) + Uq,j(ˆ̄qj(tk)− q̄j(tk))

ˆ̄qj(tk) = (1− ξq,j)q̂j(tk) + ξq,jŵ
T
q,dΦ(qj(tk))

(10)
where ŵq,j(tk+1)

⊤ = ŵq,j(tk)
⊤ + Uq,jξq,j q̃j(tk)

⊤Φ(qj(tk))
with 0 < ξq,j < 1 and Uq,j < Ej/(ξq,j − 1), and
ŵp,j(tk+1)

⊤ = ŵp,j(tk)
⊤ + Up,jξp,j p̃j(tk)

⊤Φ(pj(tk)) with
0 < ξp,j < 1 and Up,j < Aj/(ξp,j − 1).

In this paper, the Koopman operator is utilized to recover the
missed signal of the leader by capturing its inherent features
through linear motion evolution. Based on [18], the Koopman
operator generalization of model (3) relies on two extend
state variables zj = [p⊤j , q

⊤
j ]

⊤ and rj = [q⊤j , τ
⊤
j ]⊤. The

Koompan operator on (4) with the extended states zj and rj
is respectively described as

KΦ(zj , rj , t
on
k+dj

) = Φ(zj , rj , t
on
k+1+dj

) (11)

where K represents the Koopman operator, and Φ(·) is the
observation functions in the lifted space.

At time tk, the augmented state measurement matrix
Ω(rj(tk)) = [ϕ(qj(tk))

⊤, τj(tk)
⊤]⊤ and Ω(zj(tk)) =

[ϕ(pj(tk))
⊤, qj(tk)

⊤]⊤ are adopted as a set of observable in
the actual calculation, where L is the number of observable
function on qj(tk) and pj(tk). Furthermore, we can write the
approximation model resulting from the Koopman operator as
follows:{

Φq,j(qj(tk+1)) = Kq,jΩq,j(qj(tk), τj(tk))

Φp,j(pj(tk+1)) = Kp,jΩp,j(pj(tk), q̂j(tk))
(12)

where Kp,j = [Ăj B̆j ] ∈ RL×N , Kq,j =
[Ĕj F̆j ] ∈ RL×N with N = L + 2,
Ω(qj(tk), τj(tk)) = [Φq,j(qj(tk)

⊤, τj(tk)
⊤]⊤ ∈ RN ,

and Ω(pj(tk), q̂j(tk)) = [Φp,j(pj(tk)
⊤, q̂j(tk)

⊤]⊤ ∈ RN .
It’s worth noting that only the historical data at t ∈

[toffk , tonk ] is valuable. When the DoS attacks are active,
the approximating operation is terminated. To introduce the
available historical data constructing the loss function with
multi-step, we firstly give the backtracking state in s time
steps

p̂j(tk) = Ψj(K[s]
p,jΦp,j(tk−s), wp,j) + ϵj,s (13)
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where ϵj,s ∈ R3 is estimation error at the sth step with s < k,
and K[s]

p,jΦp,j(tk−s) is the sth step ahead state from pj(tk−s),
i.e.,

K[s]
p,jΦ(tk−s) = Φp,j(tk)

= ĂjΦp,j(tk−1) + B̆j q̂j(tk−1)

= Ă2
jΦp,j(tk−2) + ĂjB̆j q̂j(tk−2) + B̆2

j q̂j(tk−1)

· · · · · ·
= Ăs

jΦp,j(tk−s) + Σs
h=1Ă

h−1
j B̆j q̂j(tk−s)

(14)

In order to minimize the evolution error of leader’s state in
the observable space, the loss function along the past s time
steps is considered as

L =

s∑
h=1

ϵhj ∥Θp,j(tk)−K
[h]
p,jΩ(pj(tk−h))∥22

+

s∑
h=1

ϵhj ∥Θq,j(tk)−K
[h]
q,jΩ(qj(tk−h))∥22

(15)

where 0 ≪ ϵj < 1 is the forgetting factor.
By introducing the above loss function, the resulting ap-

proximation model aims to solve the following optimization
problems:

min
Ăj ,B̆j ,Ĕj ,F̆j

L (16)

The Adam [19] solver based on gradient descent is utilized
to deal with nonlinear terms derived from multi-step loss
function. Therefore, the best Ăj , B̆j , Ĕj , and F̆j matrices
of (13) are respectively embedded in Kp,j and Kq,j and can
be isolated by partitioning the following partitioning:

Φq,j(tk+1) = ĔjΦq,j(tk) + F̆jτj(tk)

q̂j = ŵ⊤
q,jΦq,j(tk)

Φp,j(tk+1) = ĂjΦp,j((tk)) + B̆j q̂j(tk)

p̂j = ŵ⊤
p,jΦp,j((tk))

(17)

B. Event-Triggered Mechanism
Denote pj(t∗k) as signals reaching their destination success-

fully. Then, the event triggering function for the edge (i, j) is
designed as follows

toffk+1 = inf{t > toffk |∥p̂j(t)− pj(t
∗
k)∥ ≤

sgn(p̂j(t)− pj(t
∗
k))ηp · fij}

(18)
with fij =

exp(sgn(p̂j(t)−pj(t
∗
k))L)ϑ−ϑ

exp(sgn(p̂j(t)−pj(t∗k))L)+1 , where ϑ and ϑ are
positive parameters, and ηp is taken as the following exponen-
tially decaying function ηp(t) = (ηp0−ηp∞)exp(−αt)+ηp∞
designed by positive parameters: ηp0 > ηp∞, and α.

The event triggering mechanism designed in (18) can be
verified

exp(−L)ϑ− ϑ

exp(−L) + 1
≤ p̂j(t)− pj(t

∗
k) ≤

exp(L)ϑ− ϑ

exp(L) + 1
(19)

For the definition of fij , it is clear that fij ∈ (−ϑ, ϑ). If
pj(t) = pj(t

∗
k), it yields

−ϑηp(t) ≤ p̃j(t) ≤ ϑηp(t) (20)

which means the DoS attacks are shut.
If pj(t) ̸= pj(t

∗
k), we can obtain that

Case1 : − ϑηp(t) ≤ p̃j(t) + (pj(t)− pj(t
∗
k)) ≤ ϑηp(t)

Case2 : p̃j(t) + (pj(t)− pj(t
∗
k)) ≤ −ϑηp(t)

ϑηp(t) ≤ p̃j(t) + (pj(t)− pj(t
∗
k))

(21)
where Case2 means that the DoS attacks are active.

Moreover, Case2 of (21) indicates that once
function ∥p̂j(t) − pj(t

∗
k)∥ increases to the threshold

min{ϑηp(t), ϑηp(t)}, the event will be triggered. Then, it
can be seen that the Zeno-behavior will excluded through
setting the tolerance boundary upper threshold ϑ and lower
threshold ϑ. The triggering condition in (18) is a typical
function with an exponentially decaying type structure. The
designed event-triggered mechanism (18) will reduce the false
detection for DoS attacks to avoid sacrificing the performance
of the NMRs control.

C. Distributed Formation Control Law Design
Under the potential threat of DoS attacks, the signals from

topology-connected NMR can not arrive at their destination.
Based on the labeled timelines, a detection variable is utilized
to describe the DoS attack shut/active as follows:

νij(t) =

{
1, t ∈ [tonk , toffk )

0, t ∈ [toffk , tonk )
(22)

According to the definition of the indicator variable νij , the
locally received signals pj of the edge (i, j) are modified as
(1−νij)p̂j +νijpj . The relative position pjci = [xjci , y

jc
i ]T for

ith NMR can be described as

pjci (t) = pji (t) + ιij

[
cosψij(t)
sinψij(t)

]
(23)

where ιij is the offset of the auxiliary point, ψij(t) = ψi(t)−
νijψj(t)−(1−νij)ψ̂j(t) is the orientation of jth NMR relative
to ith NMR, and the position of jth NMR relative to ith NMR
is written as

pji (t) =

[
cosψj sinψj

− sinψj cosψj

]
(pi − pj), t ∈ [toffk , tonk )

pji (t) =

[
cos ψ̂j sin ψ̂j

− sin ψ̂j cos ψ̂j

]
(pi − p̂j), t ∈ (tonk , toffk+1]

Based on the definition of relative position pjci , the local
formation errors is defined as epi = pjci − pjdi with pjdi rep-
resenting the desired position. The following error dynamics
can be derived:

ėpi = Jij(ψij)

(
epi +

[
vdi
ωd
i

])
−
[
νijvj + (1− νij)v̂j

0

]
+ (νijωj + (1− νij)ω̂j)

[
yjci
xjci

]
(24)

where epi is the tracking error of velocity layer, and Jij(ψij)
is given by

Jij(ψij) =

[
cosψij −ιij sinψij

sinψij ιij cosψij

]
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To make the local formation error dynamics stable (24), the
following desired velocities [vdi , ω

d
i ] is designed as[

vdi
ωd
i

]
= J−1

ij (ψij)µi (25)

µi = −{νijωj + (1− νij)ω̂j}
[
yjci
xjci

]
− Ki1e

p
i

∥∥epi ∥αi − ξ(epi )(C + ε)∥
+

[
νijvj + (1− νij)v̂j

0

]
(26)

where Ki1 is a positive gain matrix, ε is a positive constant,
0 < αi < 1, and the switching function ξ(epi ) is defined as:

ξ(epi ) =

{
0, ∥epi ∥ ≥ C

1, ∥epi ∥ ≤ C

with C representing a adjustable threshold.
Noting that the computations of v̇di ( ˙̂qj , ˙̂pj) and ω̇d

i (
˙̂qj , ˙̂pj)

require for ˙̂qj and ˙̂pj . The time derivative of q̂j and p̂j are
computed by finite difference, which are not applications in
continuous space. To avoid requiring ˙̂qj and ˙̂pj , we introduce
the dynamic sliding mode through the definition of qfi =
[vfi , ω

f
i ]

⊤.
Assumption 3: In practical applications, the velocity and

acceleration state of the robot are limited due to the energy
limitation and hardware constraints. Therefore, it can give a
reasonable assumption that ∥(1 − νij)q̇j + νij ˙̂qj∥ ≤ ρq with
the positive constant ρq .

By letting qdi pass through a first-order filter with a coeffi-
cient matrix ℓi = diag{ℓi1, ℓi2}, the variable qfi is obtained

qdi = ℓiq̇
r
i + qri , q

d
i (0) = qri (0) (27)

where the time constant matrix ℓi is to be determined.
The following transformation error is defined as Qi = qdi −

qri , where Qi = [ȷi1, ȷi2]
⊤. The tracking error of velocity layer

is defined as eqi = qi−qri . According to (1), the time derivative
of eqi can be derived as follows:

eqi =Miτi − Ci

[
viωi

ω2
i

]
−Gi

[
vi
ωi

]
− ℓ−1

i Qi (28)

Then, the control command τi is given as follows

τ̄i = −Ki2e
q
i + Ci

[
viωi

ω2
i

]
+Gi

[
vi
ωi

]
+ ℓ−1

i Qi − Jije
p
i

τi =M−1
i τi

(29)
We define the following Lyapunov candidate function:

V =
1

2
ep⊤i epi +

1

2
eq⊤i eqi +

1

2
Q⊤

i Qi (30)

The time derivative of V can be described as

V̇ = ep⊤i ėpi + eq⊤i ėqi +Q⊤
i Q̇i (31)

By (25), (26), and (29), V̇ can be rewritten as

V̇ ≤− λmin(Ki1)e
p⊤
i epi

∥∥epi ∥αi − ξ(epi )(C + ε)∥
− λmin(Ki2)e

q⊤
i eqi

− ℓ−1
i Q⊤

i Qi + ∥Qi∥∥q̇di ∥
(32)

where λmin(Ki1) and λmin(Ki2) denote the smallest eigen-
value of the matrix Ki1 and Ki2, respectively.

Applying Young’s inequality for two variables Qi and q̇di ,
it can be obtained as follows

V̇ ≤− λmin(Ki1)e
p⊤
i epi

∥∥epi ∥αi − ξ(epi )(C + ε)∥
− λmin(Ki2)e

q⊤
i eqi

− ℓ−1
i Q⊤

i Qi + ∥Qi∥2∥q̇di ∥2 + 1

≤− (
1

ℓi
− ρ2q)∥Qi∥2 −

(
1− ∥q̇di ∥

ρ2q

)
ρ2q∥Qi∥2 + 1

− λmin(Ki1)e
p⊤
i epi

∥∥epi ∥αi − ξ(epi )(C + ε)∥
− λmin(Ki2)e

q⊤
i eqi

(33)

where ℓ−1
i > ρ2p.

Defining a parameter βi as βi = min(λmin(Ki2), ℓ
−1
i −

ρ2p, λmin(Ki1)/ε). If choosing βi ≥ 1/ρV with respect to
positive constant ρV , then it is clear that V̇ ≤ 0 on V = ρV .
When V ≤ ρV , the inequality (33) yields

0 ≤ V ≤ 1

βi
+ (V (tonk )− 1

βi
)exp(−βit) (34)

According to (34), if the initial formation error epi (t
on
k )

in the kth DoS attack-shut satisfies ∥epi (t
off
k )∥ ≤ C, the

formation error epi (t) in t ∈ [toffk , tonk ] can converge to the
bounded region

−

√
{∥epi ∥αi − ξ(epi )C̄}

λmin(Ki1)
≤epi ≤

√
{∥epi ∥αi − ξ(epi )C̄}

λmin(Ki1)
(35)

If the initial formation error epi (t
on
k ) in the kth DoS attack-

shut exceeds the adjustable threshold i.e., ∥epi (t
off
k )∥ > C, the

formation error epi (t) in t ∈ [toffk , tonk ] with the variable-gain
converge the compact set as follows:

−1
2−αi

√
λmin(Ki1)

≤ epi ≤ 1
2−αi

√
λmin(Ki1)

(36)

which exists the inequality as follows:

V̇ (epi ) ≤ λmin(Ki1)V (epi )
2−αi

2 + 1 (37)

It is concluded that the formation error epi in finite time
given by T = 2/[θλmin(Ki1)V (epi )

(
2−αi

2 )] can renewedly
converge to the boundary ∥epi ∥ < C.

IV. SIMULATION

The desired local positions of the reference point are set
as p0d1 = p1d2 = [−1,−1]⊤. The Luenberger observer gains
are selected as Up,1 = Up,2 = 3 and Up,1 = Up,2 = 4. The
control gains are selected as Ki1 = 3I2, Ki1 = 4I2, C̄ = 0.2,
ε = 0.2, and ℓi = 0.01I2. The parameters of event-triggered
mechanism parameters are chosen as ϑ = ϑ = 0.1, ηp0 =
3, and ηp∞ = 0.2. The leader NMR moves along a circular
trajectory.

Under the proposed method, the formation performances
of networked NMRs against DoS attacks are shown in Fig.1.
From the snapshots of Fig. 1(a) at an interval of 5s, the position
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(a)                                                                               (d)                                        (e)

(b)                                                                         (c)

Fig. 1. Formation performances of networked NMRs in the presence of DoS attacks: (a) Trajectory for whole formation process, where snapshots of NMR
position are provided at every five seconds. (b) Formation error of 1st NMR in x-axis. (c) Formation error of 1st NMR in y-axis. (d) Formation error of 2nd
NMR in x-axis. (e) Formation error of 2nd NMR in y-axis.

of networked NMRs (xi, yi) is conducive to reaching the small
neighborhood of the target formation under the DoS attack. In
Figs. 1(b-e), DoS attacks are active in the gray area. Since
the hard constraints render the recovery for missed signals
to be limited, the formation error escaped to the unknown
boundary in the presence of DoS attacks. Once formation
error exceeded adjustable threshold, i.e., epi > C̄. Under the
proposed specialized controller, the formation error converged
to the boundary C̄ with the finite time. Then, the networked
NMRs reconverged the desired formation with variable gain.

V. CONCLUSIONS

In this paper, a novel method has been presented to handle
the challenges of networked NMRs formation under DoS
attacks. Firstly, to improve the accuracy of recovering the
scathed signals under DoS attacks, the available historical
data was utilized to approximate the Koopman operator via
a finite basis function set. Utilizing the approximation model,
the unavailable signals were successfully recovered to provide
the preparation conditions for coping with DoS attack-active.
Finally, combined with an event-triggered mechanism, the
proposed controller with variable gain ensured convergence to
the neighborhoods of the desired formation. The effectiveness
of the proposed method under DoS attack is demonstrated by
simulation experiments.
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