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Abstract

In the current paper we investigate the possibility of designing secure two-party
signature scheme with the same verification algorithm as in the Russian standardized
scheme (GOST scheme). We solve this problem in two parts. The first part is a
(fruitless) search for an appropriate scheme in the literature. It turned out that all
existing schemes are insecure in the strong security models. The second part is a
synthesis of new signature scheme and ends fruitfully. We synthesize a new two-
party GOST signature scheme, additionally using the commitment scheme, guided
by the features of the GOST signature scheme, as well as the known attacks on
existing schemes. We prove that this scheme is secure in a bijective random oracle
model in the case when one of the parties is malicious under the assumption that
the classical GOST scheme is unforgeable in a bijective random oracle model and
the commitment scheme is modelled as a random oracle.

Keywords: two-party signature, GOST signature.

1 Introduction

Electronic document management systems become a common daily occurrence in
the modern world. Signature scheme is a fundamental component of these systems. The
systems involve the client, who owns a private signing key, and the server, who manages
the documents. The server sends the document to the client, who checks it and signs.
It is highly desirable to implement the client side at the user mobile device to make the
information system as user-friendly as possible. There is a problem of secure storage of
the private key on a mobile device, since it is easy to gain physical access to the device,
for example, as a result of theft. If the adversary gets access to the private key, it will be
able to sign documents on behalf of the user. So, we need a way to protect the private
key stored on the mobile device.

One method of protection is to use the so-called two-party signature scheme instead of
the classical signature scheme. This method involves the private key sharing between the
client and the server and generating the signature as a result of an interactive protocol
run between them. We assume that no trusted party is involved in this process. Such
protocol should not allow either party to create a signature without interacting with the



other party. In particular, the server can not sign any document without the owner of
the signing key. At the same time in case of theft of the user’s device, the adversary
gets access to only one part of the key and needs to interact with the server to create a
signature. Note that the server can notify the user about each execution of the protocol
via an outside channel, for example, by e-mail. The user whose mobile device has been
stolen can report this to the server and forbid the possibility of creating a signature.
This method of protection should remain completely transparent to all external sys-
tems that can potentially use the generated signature. That is, it should not differ from
the classic signature generated when the key is fully stored on the user’s device. This
means that the verification algorithm should be the same as in the classical scheme. We
use the Russian signature scheme defined in [8, 9, 10, 11| (hereinafter — GOST scheme) as
a classical signature scheme. Thus, to implement the described method of protecting the

private key, we need a two-party signature scheme with the same verification algorithm
as in the GOST scheme.

In literature there are a number of schemes [4, 16, 13, 14, 1, 20| based on GOST
signature equation, in which the signature is generated by several signers. It is not only
two-party schemes, but also schemes for more participants: collective signature schemes
(for n parties) and threshold signature schemes where any subset of at least ¢ out of the
n parties can produce a valid signature. Note that such schemes are the extensions of
two-party schemes, therefore they can also be used for private key protection.

However, it turned out that all existing schemes are not suitable for solving our
problem. Some of them are proven secure in the weak security models while others are
vulnerable to the attacks. Let’s consider these schemes. The threshold signature scheme
proposed in [1] uses a third trusted party to form the signature. The signature scheme
proposed in [13] uses a new secret sharing algorithm for key generation and signing pro-
tocols and is proven secure only against passive adversary. The scheme proposed in [20]
appeared to be insecure if the adversary is given the opportunity to open parallel sessions
of the signing protocol. In this paper, we build a ROS-style attack [2] on this scheme (see
Appendix A.1). In [4, 16, 14] there is no description of the distributed key generation
protocol for the proposed scheme. It is not clear how to implement it if no third trusted
party is involved. Moreover, the signing protocol of this scheme is vulnerable to a ROS
attack.

We synthesize a new two-party GOST signature scheme, additionally using the com-
mitment scheme, guided by the features of the GOST signature scheme, as well as the
known attacks on existing schemes. Our scheme does not use any non-standard cryp-
tographic mechanisms such as homomorphic encryption. Section 3 presents the design
rationale of this scheme. A formal description of the scheme is provided in the Section 4.
We prove that this scheme is secure in a bijective random oracle model in the case when
one of the parties is malicious under the assumption that the classical GOST scheme is
unforgeable in a bijective random oracle model and the commitment scheme is modelled
as a random oracle. Our proof is based on the security proof of the GOST signature
scheme presented in [5] and the security proof for the two-party Schnorr signature scheme
[17]. A description of the security model and the main result are presented in the Section
5.



2 Basic notations and definitions

By {0,1}* we denote the set of all bit strings of finite length including the empty
string. If p is a prime number then the set Z, is a finite field of size p. We assume the
canonic representation of the elements in Z, as integers in the interval [0...p — 1]. Each
non-zero element x in Z, has an inverse 1/x. We define Z; as the set Z, without zero
element.

We denote the group of points of elliptic curve over the field Z, as G, the order of
the prime subgroup of G as ¢ and elliptic curve point of order ¢ as P. We denote the
x-coordinate of the point R € G as R.x. We denote by H the hash function that maps
binary strings of arbitrary length to the binary string of length h.

If the value s is chosen from a set S uniformly at random, then we denote s P i
the variable x gets the value val then we denote x < val. Similarly, if the variable x gets
the value of the variable y then we denote x < y. If the variable x gets the result of an
algorithm A we denote x < A.

The signature scheme SS is determined by three algorithms:

— (d, Q) < KGen(): a probabilistic key generation algorithm that returns the signature
key pair (d, @), where d is a private signing key, ) is a public verifying key.

— o < Sign(d, m): a probabilistic signing algorithm that takes a signing key d and a
message m as an input and outputs a signature o for the message m.

— b <« Verify(Q,m,0): a (deterministic) verification algorithm that takes a public
verifying key (), a message m and a signature ¢ as an input and outputs 1 if o is
valid and 0 otherwise.

The two-party signature scheme 2p-SS is determined by three algorithms:

— ((dq1,Q), (da,Q)) < KGen(P1(),P3()): an interactive key generation protocol that
is run between a party P; and a party Pa; for i € {1,2} P; outputs it’s private key
d; and a public verifying key Q).

— (0,0) + Sign(P1(d1,Q, m),Pa(dy, Q,m)): an interactive signing protocol that is
run between a party Py and a party Py; for i € {1,2} P; takes it’s private key d;, a
public verifying key ) and a message m as an input and outputs a signature o for
the message m if the interaction completes successfully and L otherwise.

— b < Verify(Q,m,0): a (deterministic) verification algorithm that takes a public
verifying key (), a message m and a signature o as an input and outputs 1 if o is
valid and 0 otherwise.

The commitment scheme is determined by two algorithms:

— (op,comm) < Cmt(m): a commitment algorithm that takes message m € {0,1}*
as an input and outputs a commitment comm € {0,1}" and an opening value
op € {0,1}".

— b < Open(comm, m,op): a (deterministic) opening algorithm that takes a commit-
ment comm € {0,1}", a message m € {0,1}* and an opening value op € {0, 1}*
and outputs 1 if (op, comm) is valid on m and 0 otherwise.



3 Design rationale

The GOST signature is a pair (r, s):

s=ke+dr, r= Rx mod g = (kP).x mod g,

*

where k is selected uniformly from Z7, d € Z; is a private key, e is the hash of the message
m. The secret parameters are the long-term signing key d and the ephemeral value k.

Two-party signature scheme implies that both parties contribute to the generation
of all secret parameters. Note that the signature equation is linear with respect to secret
parameters d and k. Thus, the straightforward way is to use additive secret sharing of
these parameters: k = ki + ko, d = dy + dy. Then the signature (r, s) is formed as:

s = (k1 + k2)e + (di + d2)r = (kre + dir) + (kee + dor),

r=(Ry+ Ry).x mod q= (kP + keP).x mod q.

Consider the naive version of the two-party GOST signature scheme between partic-
ipants Py and P5. The key generation protocol KGen and the signing protocol Sign are
shown at Figure 1 and Figure 2 respectively.

Key generation protocol. At first, let’s consider the KGen protocol. We claim that
this key generation algorithm is not secure. Indeed, the party Ps can choose ()5 depending
on () in such a way that it will know the discrete logarithm of the final public key @), i.e.
the private key d. For example, the party Po can set Q3 = P—Q;. Then, Q = Q1+Q2 = P,
d=1.

One way to protect against this attack is to use a commitment scheme just like in the
two-party Schnorr signature scheme [17]. Instead of sending @)1, the party P; can send
the commitment to the value )1. Then party P2 does not know any information about )4
due to the «hiding» property of the commitment scheme and generates () independently
of Q. The party P; cannot change (), after it receives ()2 from the party Ps due to the
«binding» property of the commitment scheme.

Another way of protection is to use the multiplicative method of the private key d
sharing as in the scheme proposed in [20]. The simple version of the algorithm is shown
at Figure 3. The party P5 can also set the ); value depending on );. However in such
case it only knows how d depends on d;, but does not know the d value itself because of
unpredictability of d;. For example, the party Py can set ()2 = 1. Then, the party Py
calculates Q = d; - Q, = d? - P.

Note that in case of the multiplicative key sharing there is no obvious way how to
further use the key shares to create a signature. Specifically, participants must calculate
the value d; - dy - r without revealing the secret to the other party. The authors of the
paper [20] use the additively homomorphic encryption scheme based on factoring problem
for such calculation.

Since we strive not to use non-standard cryptographic mechanisms, we decide to use
the additive secret sharing with the commitment scheme.



KGen

Py () P2 ()
4 &z
Ql — dl - P
Q1
dy & 77
QQ — d2 - P
Q< Q1+ Q2
Q2
Q< Q1+Q2
return (di, Q) return (dz, Q)

Figure 1: The key generation protocol of the naive version of the two-party GOST

Sign
Pl (dlaQam) P2 (anQ’m)
e < H(m) e < H(m)
b &7z
R1 — k?l - P
Ry
ke &7
RQ — kg - P
r < (R1 + Rg).z mod ¢
Sgka-etda-r
Ry, 59
r < (R1 + Rs).x mod ¢
st ki-e+dy-r
S < 81+ 89
S1
S < 81 + 89
return (r, s) return (r,s)

Figure 2: The signing protocol of the naive version of the two-party GOST



KGen

Py () P2 ()
4 &z
Ql —dy-P
@1
dy & 7
QQ <—dy- P
Q< dy- Q1
Q2
Q< di- Q2
return (di, Q) return (dg, Q)

Figure 3: The KGen protocol of the scheme from [20]

Signing protocol. Let’s consider the Sign protocol from Figure 2 which is the same as
in the schemes proposed in [4, 16, 14|. We claim that it is not secure, since it is vulnerable
to the ROS-style attack. Note that in the scheme proposed in [4] party Py sends r instead
of Ry, but these are equivalent cases, since the Ry value can be restored from r and R;.

The original ROS attack was proposed in [2], the authors show that it is applicable
to some threshold signature schemes [7, 12]. The attack works if the one party is given
the opportunity to open [ > [logq| parallel sessions of signing protocol with the other
party. Let’s discuss the features of signing protocol from Figure 2 that make the attack
applicable. The main observation is that one party can select its parameters when it
knows the parameters selected by the other party. Indeed, the party P» can open [ parallel
sessions with Py, receive [ points Ri, ..., Rl and construct the corresponding R, points in
some specific way dependent on R; values. Note that in the scheme from [20] the party Py
also can vary Ry after receiving Ry from the party P;. We provide an explicit description
of ROS-style attack on this scheme in Appendix A.1 and some modification of this attack
for scheme defined at Figure 2 in Appendix A.2.

We use the commitment scheme to protect against this attack. Instead of sending Ry,
the party Py can send the commitment to the value R;. Then party P, does not know
any information about R; due to the «hiding» property of the commitment scheme and
generates Ry independently of Ry. The party Py cannot change R; after it receives Ry from
the party Po due to the «binding» property of the commitment scheme. Consequently,
each party cannot vary any parameters after receiving the parameters selected by the
other party.

Note that up to this point we have assumed that the message initially exists on
both sides, i.e. given them as an input. In practice, one of the parties usually forwards
the message to the other. It is important that each party captures the message before
it learns the parameters of the other party to protect against the ROS-style attack. We
provide the description of the attack on the modification of discussed signing protocol in
which the party P; selects message m and sends it to the party Py after receiving Ry in
Appendix A.3.



4 Two-party GOST

In this section we describe the two-party signature scheme 2p-GOST. It is based on
the GOST signature scheme.

The key generation protocol KGen and the signing protocol Sign use a commitment
scheme. The party P; computes the Cmt function for commitment generation, the party
P> computes the Open function for commitment verification during the protocols execu-
tion.

Note that the HMAC [19] can be used as a commitment. Then for m € {0,1}* the
commitment scheme is defined at Figure 4.

Cmt(m) Open(comm, m, op)

1: op & {0,1}" 1: comm’ < HMAC(op, m)

2: comm < HMAC(op, m) 2: if (comm' # comm) : return 0
3: return (op,comm) 3: return 1

Figure 4: HMAC as a commitment.

Key generation protocol. The party P, and party P, execute the KGen protocol. As
a result of executing, a new key pair (d, Q) for the GOST scheme is implicitly formed.
But the signing key d does not appear on either side. The output of the party Py is a
private key share d; and signature verification key (). The output of the party Ps is a
private key share dy and signature verification key (). Note that d = d; + ds.

A detailed description of the protocol is presented at Figure 5.



KGen

Py () Pz ()
4 &z}
Q1+ d1-P
(opg, commg) <+ Cmt(Q1)
commg
d & 7
QQ — d2 - P
Q2
if (Q2=—Q1) : return L
Q<+ Q1+Q2
OpQ7 Ql
if (Open(commg, Q1,0pg) =0) : return L
if (Q1 = —Q2) : return L
Q<+ Q1+ Q2
return (di, Q) return (dz, Q)

Figure 5: Key generation protocol of the 2p-GOST signature scheme.

Verification algorithm. This algorithm can be executed by anyone with the use of
verification key @) and is the same as in the GOST signature scheme. A detailed description
of the algorithm is presented at Figure 6.

Verify(Q, m, (r, 5))
1: if (s=0Vr=0):return0
2: e+« H(m)

3: ife=0:e+1
1: ReelsP—elrQ
5: if (R.x mod g # r) : return 0

6: return 1

Figure 6: Verification algorithm of the 2p-GOST signature scheme.

Signing protocol. The party P; and party P, execute this protocol. Party P; takes
dy, () generated as a result of KGen and the message m as an input. Party Py takes ds, Q)
generated as a result of KGen and the message m as an input. As a result of executing,
each of the parties receives a signature o for the message m corresponding to the signature
verification key Q).



A detailed description of the protocol is presented at Figure 7.

Sign
P (dlanm) P2 (dZanm)
k&7
R1 — kl - P
(opr,commp) < Cmt(R;)
commp
ke & 77
R2 — kg - P
Ry
if (Re = —Ry) :return L
r < (R1 + Ry).z mod ¢
if (r=0):return L
e < H(m)
if (e=0):e«1
s1+—ki-e+di-r
ODR, R17 S1
if (Open(commpg, R1,0pr) =0) : return L
if (R = —R2) : return L
e < H(m)
if (e=0):e«1
r < (R1 + R2).x mod q
So ¢ ky-e+dy-r
S 81+ 89
o+ (r,s)
if (Verify(Q,m,0) =0) : return L
52

S+ 851+ 59
o+ (r,s)

if (Verify(Q,m,0) =0) : return L

return o

return o

Figure 7: Signing protocol of the 2p-GOST signature scheme.

Note that GOST signature algorithm checks non-equality of r and s values to zero.
The Sign protocol does not contain an explicit check of s value being zero, since parties



execute the Verify algorithm at the same round at which they calculate s, and the Verify
algorithm contains this check. By the same reason, the party Ps does not check equality
of r to the zero.

5 Security notions and bounds

We introduce sSOMUF-PCA notion (strong One More Unforgeability under Party Com-
promised Attack) to analyze the security of the 2p-GOST scheme. It is a natural commonly
used model [17], [15] implying that the adversary acts as one of the parties.

We prove the security under some idealized assumptions:

— we model commitment scheme as a random oracle; the commitment for KGen pro-
tocol is modeled as oracle ¢ RO; the commitment for Sign protocol is modeled as
oracle rRO. The random oracle [3] is an ideal primitive which models a random
function via oracle. It provides a random output for each new query, identical input
queries are given the same answer;

— we model conversion function r» = f(R) in the GOST signature scheme using the
bijective random oracle (see detailes below). The bijective random oracle [6] is an
idealized public bijection that is accessible, in both directions, via oracles.

The security is reduced to the security of the GOST scheme regarding the sUF-KO (strong
Unforgeability under Key Only attack) notion and the signum-relative collision resistant
property of the used hash function family.

Before proceeding to the formulation of the result, let’s define the considered target
security model, the signum-relative collision resistant property, the sUF-KO notion and
the bijective random oracle.

sOMUF-PCA notion. Let’s describe the sSOMUF-PCA notion informally. The adversary
A compromises one of the parties and communicates with the other party in the 2p-SS
signature scheme. At the beginning, it can execute the KGen protocol once by querying
a KGen oracle. This oracle models the actions of the honest (uncompromised) party.
After executing the KGen protocol adversary can execute the Sign protocol. Meanwhile,
the adversary can open the parallel sessions of this protocol. For these, the adversary can
make queries to the NewSign oracle for opening the session and then to the Sign oracle
for execution the signing protocol. Sign oracle models the actions of the honest party.
The adversary has the capability not to finish the sessions and provoke the failures on the
honest party side. The adversary’s goal is to make [+ 1 correct (message, signature) pairs
after [ successful interactions with the honest party. The probability of achieving the goal
by the adversary A is denoted by Adv;‘g_“é(%EfCA(A).

Note that such way to formulate the threat via one-more forgery captures the intuition
that it is impossible to create a forgery without interacting with an honest party. It was
introduced for defining unforgeability of blind signature schemes [18]. The classical way
to define unforgeability for standard signature scheme is to make only one forgery that
is correct and non-trivial, i.e. was not obtained as a result of honest execution of the
protocol. However, in case of two-party schemes some problems may occur while defining
non-triviality. Indeed, as soon as the proposed model allows the adversary not to finish
the sessions, the following situation is possible. The adversary acting as Po computes the
signature value and does not send it to the honest party at the last flow of the signing
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protocol. In this case the honest party could not determine whether the signature, returned

as a forgery, is indeed fresh or was generated in the unfinished session. To address this

problem we use one-more setting and consider the interaction successful if the honest party

completes the computation of it’s part of the signature and sends it to the adversary.
The formal description of the sSOMUF-PCA notion is given in Appendix B.

Signum-relative collision resistant property. This property for a hash function
family means that it is difficult to find two different messages m;, ms such that the hash
function values from these messages match up to the sign.

Throughout the paper we consider implicitly keyed hash functions H: {0,1}* —
{0,1}" with initialization vector assumed to be an implicit key. The experiments of the
up-coming security definitions should be understood as implicitly first picking a random
initialization vector IV € ZV and giving it to the adversary.

Definition 1 (SCR property). For the family of hash functions H

AdviR(A) = Pr|(my, ms) S A H(m) = £H(m2) A my # my

sUF-KO notion. Consider the sUF-KO (strong Unforgeability under Key Only attack)
notion for the signature scheme SS. The adversary A receives signature verification key
Q. It’s goal is to make a forgery.

Definition 2. For a signature scheme SS
AdvidF KO (A) = Pr [ExpSSLSJF'KO(A) — 1],

where the experiment EXpZ%F’KO(A) 1s defined in the following way:

1: (d,Q) + SS.KGen( )

2: (m,o) & A(Q)
3: res < SS.Verify(Q,m, o)

4. return res

Bijective random oracle. Bijective random oracle model (BRO model) was proposed
in [6] to achieve provable security for signature schemes based on the ElGamal signature
equation. In particular, GOST scheme is proven secure in the BRO model [5] (under some
assumptions on the used primitives).

Bijective random oracle is used to model the mapping from group elements to the
space Z, used in GOST signature: r = f(R) = R.z mod gq. We decompose the conversion
function f as follows:

f=1vollog,

where II is a bijection. The idea is to reflect in ¢ the structure of f that involves only
its domain and to reflect in v the structure that involves only its range; the component
that is responsible for disrupting any algebraic link between the domain and the range is
modeled by II. In security proofs we will replace Il by a bijective random oracle.

For the 2p-GOST and GOST signature schemes:
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— ¢ : G — {0,1}",N = [log, p], is deterministic encoding function that is imple-
mented as the mapping the point with coordinates (z,y) to the bit representation
of the z-coordinate. This is semi-injection function, i.e. it is injective except for the
mutually inverse elements A, B for which the equality ¢(A) = ¢(B) holds;

— ¢ :{0,1,...,2Y — 1} — Z, is a function that maps integer to elements of Z, that
is implemented as the reduction of an integer modulo q;

— I1: {0,1} — {0,1,...,2% — 1} is the link in the middle, bridging the range of ¢
with the domain of .

Finally, we are ready to formulate the security bound for the 2p-GOST scheme.

Theorem 1. Let A be an adversary with time complexity T in the SOMUF-PCA model
for the 2p-GOST scheme, making at most qr and qq queries to the random oracles RO
and qRO respectively, at most qgro and qgro-1 queries to the bijective random oracles
BRO and BRO™ respectively and at most qsign queries to the oracle NewSign. Then,
there exist an adversary B in the sUF-KO model for the GOST scheme and an adversary
C that breaks the signum-relative collision resistant property of H, such that:

Adv3 0T M (A) < Advgger®(B) + AdvpR(C)+
2(¢Bro + qBRO-1 + 3qsign + 1)?

qQ + Qsign (CZR + QSign) +
9omin{x,n} q )

+

where k,n are the parameters of the underlying commitment scheme.

An adversary B makes at most (qgro + 2¢sign + 1) and qgro-1 queries to the bijective
random oracles BRO and BRO™! respectively. The time complexities of B and C are at
most 3T".

The proof of the theorem is provided in Appendix C.

The interpretation of the random oracle model and bijective random oracle model in
our case is as follows. We do not cover the methods of cryptoanalysis that use the features
of structure of the concrete commitment scheme to link its domain and range or exploit
the connection between two algebraic structures: bit strings encoding the coordinates of
elliptic curve points and the corresponding integers (see [3], [6]).

Let discuss the obtained security bound. Each term of the bound corresponds to
the specific directions of cryptoanalysis that are meaningful for the proposed scheme.
The first two terms reflect methods targeted at breaking the security of the underlying
cryptographic mechanisms — the GOST signature scheme (in the no-message setting)
and the hash function. Obviously, breaking each of these mechanisms allows to obtain a
forgery for 2p-GOST.

The third term reflects methods of cryptoanalysis targeted at the commitment scheme
(as a black box) and assuming the dishonest computation of commitment values by one
of the parties. Indeed, this term is equal to the probability of guessing the input (output)
of the commitment function, modelled as a random oracle, by its output (input) without
querying it. Note that if the adversary is able to do so, the attacks described in Section 3
for the naive version of 2p-GOST become possible.

The last term in the bound reflects methods of cryptoanalysis assuming gathering
the large number of (message, signature) pairs and exploiting some collisions or other
connections of their values. A prime example of such attack is to find two signatures
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generated with the same k& = k| + ko value and recovering the signing key. The success of
2
such attack is of order =%,
q
Note that the obtained security bound demonstrates that our method of construct-
ing two-party scheme based on the GOST scheme does not add any additional security
assumptions except for the assumption that commitment is modelled as random oracle.
Indeed, other two assumptions, bijective random oracle and signum-relative collision re-
sistance of the used hash function family, are also the underlying assumptions for the
security of the GOST scheme in the chosen-message setting (for details see [5]).

6 Conclusion

The first result of this paper is devoted to the analysis of existing signature schemes
based on GOST signature equation, in which the signature is generated by several signers.
We show that all these schemes are not suitable for providing signing key protection
on the user mobile device. Some of these schemes use a trusted third party, others are
proven secure in the weak security models. Moreover, we provide the attacks breaking
unforgeability for some of these schemes.

The second result of this paper is devoted to the synthesis of the secure two-party
signature scheme with the same verification algorithm as in the GOST signature scheme.
We propose the 2p-GOST scheme which uses the commitment scheme. We prove that this
scheme is secure in the case when one of the parties is malicious under the assumption
that the classical GOST scheme is unforgeable and commitment scheme is modelled as a
random oracle. This scheme can be used for providing signing key protection on the user
mobile device.
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A ROS-style attacks

A.1 Scheme Zhang-Luo-Choo-Li-He

The scheme proposed in [20] uses the additively homomorphic encryption scheme
(Encpk(), Decs(+)), where keys (sk, pk) are known to Py, and ¢; = Ency(dy) is known
to Ps. In the attack, we use encryption scheme honestly, so details related to its correct
using are omitted.

The signing protocol of this scheme is presented at Figure 8.

Sign
Pl (d17Q7m7 <Sk7 pk)) P2 (dQ,Q,m,Cd)
e < H(m) e < H(m)
W&z
Ri+ k- P
Ck < Encpk(k:l)
R17 Ck
ke & 7
RQ — k‘g - P
R+ k?g . R1
r < R.x modq
Cg < T‘dzcd + ek:gck
Ro, cs
r < R.x mod q
s < Decg(cs)
s
return (r, s) return (r,s)

Figure 8: Signing protocol of the signature scheme [20].

The attack, presented below, allows an adversary acting as Pa to construct (I + 1)
correct (message, signature) pairs after [ > [logq] successful interactions with P;. The
adversary acts as follows:

1. Selects message m,; € {0,1}* for which a signature will be forged, let e, = H(my).

2. Opens [ parallel sessions for some messages mg, ..., m;_1, querying Py, let e¢; =
H(m;),0 < i <1 — 1, and receives corresponding points RY, ..., R\,
3. Selects k3", ky' € Z:,0 < i <1— 1, then R = k}°Ri, R*' = k' R}, 0<i <1 —1,
. ) 1
rio = R0.x mod ¢, r;; = Rz mod q, 0 < i < I — 1, such that k' 7y #
T0—1
k;’o 7’2'70,0<Z.<l—1.
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4. Defines (po, p1,- .., p) as the vector of coefficients placed before z; in the function
-1 0~ -1

1
Cox — K g
f: Zé — Zy; f(zo, ..., 2121) = E 2" “711 2 2,01’1 = E pix; + p;. Note that
i ky rin—ky rio o

~~
/
bi

) -1 . -1
if v, = k:;’o rio then b, =0, if x; = k%’l ;i1 then b, =1 .

-1
5. Defines R' = el_1 (Z pieiR’i — plQ>.
=0

6. Defines r; = R.2 mod q.
-1

7. Defines by, . .., b1 from the following equation: r; = Y 2%b;.
i=0

8. Defines ki = k;’bi,ri = 15,0 < 7 < [ — 1; therefore, according to step 4, 1, =
-1 -1
Z QZbZ = Z pzk% 17"1‘ + Pl-
i=0 i=0

9. Defines R, = kiP,0<i<[—1.

10. Calculates 2, ..., "1 according to the protocol.
11. Sends RY,...,R5" and 2, ..., 7 values to Py in the corresponding sessions;
12. Obtains responses s, ..., s'~! such that:

st = Kle; + dydoriki T, 0<i <1 — 1.

-1 =1 -1 -
13. Defines s = >_ p;k st = S pikte; + > pididarkl '
i=0 i=0 i=0

14. Outputs {m;, (r;, s') }_,.

Indeed, for 0 < 7 < [ — 1 signature (ri,si) is valid for m; by attack construction.
Consider the case i = .
We show that the following signature verification equation holds:

e, '8P =R+ ¢, 'rQ.
The left side:

-1 -1
e, 1slP = ¢! Z piei R + Qe ! Z p,;riké_l.
i=0 i=0
The right side:
-1 -1
_ _ i — i —1

R' + ¢ 177@ =¢ 1 (Z pie;i Ry — plQ> + ¢ 1Q (Z piks T+ ,0;) -

i=0 1=0

-1 -1
_ ; _ —1
—¢ ! Z piei R + Qe Z piriks .
i=0 i=0
A condition [ > [logq] is is necessary in order to be able to carry out the step 7.
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A.2 ROS attack on the straightforward scheme

This section contains some modification of the attack, described in Appendix A.1, for
scheme defined at Figure 2.
We describe only the different steps:

3. Selects k", k' € Z:,0 < i < 1 —1, then R®" = k5°P + Ri, R™ = kj'P + R,
0<i<l—1,10=R" 2 modgq, r,; = R".2 modgq, 0 <i<1—1,such that
7”1'7161(6,5)_1 7é r@oel(ei)_l, 0 < 7 é [ — 1.

4. Defines (pg, p1,---,p1) as the vector of coefficients placed before z; in the function
-1

.7l 7 . _ oi z; — rige(e;) ! . . N
[z — q,f(a?o,...,xl_l)—z = 1—szxl+pl. ote

1=0

b;
that if 2; = rigei(e;) " then b = 0, if z; = ri1e(e;) " then b =1 .

-1

5. Defines R, = ZpiRi —e; ' pQr.

=0

6. Selects k% € Z; and defines R} = kb P. Defines R' = Rl 4+ R} and 7, = R'.z mod q.

, -1 -1
8. Defines kb = k;’b",ri =7ip, 0< i<l =1 =) 2 =e ), piei_lri + .
i=0 i=0

10. Calculates s9, ..., sb™1, according to the protocol.
11. Sends RY,..., R, and s9,...,s5" values to Py in the corresponding sessions.
12. Obtains responses s, ..., si™! such that:

sﬁ:kieﬁ—danézgl—l

-1
13 Defines s} = ¢; > pie; 71si, sb = kbey + ridy, s = st + 54,0 < i < L.
rt

)

Indeed, for 0 < ¢ < [ — 1 signature (r;,s') is valid for m; by attack construction.
Consider the case i = [.
We show that the following signature verification equation holds:

R' = el_l(slP — Q).
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el_l(slP — Q) = el_l(sllp + 8l2P — Q1 — rQs) =

= Z pieflsilP + leP + e;lrldgp — e;lrng - e;lrlQl =

-1

= Zpiei_lsiP — e 'rQy + R, =

i=0
-1 -1
=0 =0
-1
= Piffl( — 7%@1) pe; Q1+ Ry =
i=0 :\éﬁ
-1
piRY — pe; ' Q1 + R =
=0

=R+ R, =R

A.3 ROS attack on the scheme with sent message

Let’s describe a ROS attack on the following modification of the singing protocol at

Figure 2: the message m is argument only for Py, the party Ps receives m from the party
P, in the third transmission.

This attack uses an opportunity to open several parallel sessions. The attack allows

an adversary acting as P; to construct (I + 1) correct (message, signature) pairs after

I >

1.

2.

[log q] successful interactions with Ps.
The adversary acts as follows:

Selects message m; € {0,1}* for which a signature will be forged, let ¢, = H(m,).
Opens [ parallel Sesswns selects R, = k'P, 0 <1 <[ — 1, and sends corresponding
commb. .. , comm! 7 ! to the second user. Recelves RY,... RS

. Defines r; = (RY + R%).z mod ¢,0 <i <1 —1.

Selects m{, m},0 <1 <1 — 1, such that ], # r},, where:

e; = H(my), ej = H(m;),

1

iy =el(e) "ty 7

1y 1y

1 =eie]) i

. Defines (po, p1,...,p) as the vector of coefficients placed before z; in the function
o / -1
f:Zé—>Zq; flxo, ..., x_1) 22’ ZiTTo pix; + pi. Note that if z; =1/,
ria T i=0 7
b;

then b; = 0, if x; = r;; then b =
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6. Defines R, = ZpiRg —e; ' piQa.
=0

7. Selects k! from Z; and defines R} = k| P.
8. Defines r; = (R} + Rb).z mod gq.

-1
9. Defines by, ..., b1 from the following equation: r; = > 2'b;.

-1
b b ,
10. Defines r; = 1}, ,e; = €', m; = m;",0 < i <1 — 1; therefore v, = > piri + py =
i=0

61201 T‘H’Pl

11. Calculates s¢, according to the protocol: st = ki - e; + 1, - dy.
12. Sends opl, RY, s}, 0 < i <1 —1, values to Py in the corresponding opened sessions.
13. Obtains responses 59, ..., s5 'such that:

s5P = e;R5 4+ 1:Qy, 0 < i <1 — 1.

14. Defines 32 = ¢ Z pi€; 32 Calculates 31 = kl e+ r-dy.

15. Defines s’ = s + 55,0 <4 < [.
16. Outputs {m;, (4, s')}_,.

Indeed, for 0 < ¢ < I — 1 signature (r;, s*) is valid for m; by attack construction. Consider
the case i = [.
We show that the following signature verification equation holds:

Rl = elil(SlP - rlQ)'
R' = et (s'P = miQ) = e (s + )P = (@1 + @) =

ot a3 e —(elzpze n+pl)-@2+<sap—nczl> _
, —_——

=0 :elRll
-1
Z sy P — sz Qo — e pQa + Ry =
i=0
-1 -1
=Y p f{l(sép — rngl —e ' pQs + Ry = Z piRy — e ' pQ2 +RY = R, + RY.
i=0 ~ i=0
:Ré . ~- J

=R},

and R'".z =, mod ¢ from the step 8.
A condition [ > [logq] is is necessary in order to be able to carry out the step 9.
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B Security notions

In this section we formally define the security model used for two-party signature
schemes.

Definition 3. For a two-party signature scheme 2p-SS
sO - -
Advioles™ PA(A) = Pr[Exp3iest TR (A) — 1],

where the experiment Exng_'\ggF’PCA(.A) 1s defined in the following way:

Exng,'\ggF'PCA(A) Oracle BRO(«) NewSign(m)

& Perm ({0, 1}V = {0,...,2V - 1}) return II(«) if (Q=eVd,=c¢):return L

my; & Fune({0,1}% x G — {0,1}") X round < 0, ctx < {round}, flag <+ 0
u . n Oracle BRO™'(p) state < (m, ctx, flag)

Ilg ¢~ Func({0,1}" x G — {0,1}") oturn H*I(ﬁ) sid  sid+ 1

[+ 0, SESS «+ 0

e SESS + SESS U {(sid, state)}

& —

st rRO(opr, R) return sid

roundyg < 0, ctagg 0 . It R

return
P A etu R\OPR,

Sign(sid, msg)

if (p#£1Ap#2):return L
(Q,dp) < (e,¢)

{(mi7<7'i73i>) ii} <i~AKGen,NewSign,Sign,BRO,BRO’1.,1“RO,qRO(p)

qRO(opq, Q) if ((sid,-) ¢ SESS) : return L
state < SFESS|[sid]
(state',msg’) < ExecSign® (state, msg)
return (Vi #j € {1,...,0+1}: KGen(msg) if (msg’ = L) : return L
(mi, (ri, s0)) # (my, (5, s5)))A
A Vi€ {1,...,1+ 1} : Verify(Q, m, (i, 5:))))

return Il (opg, Q)

if (Q #¢) : return L SESS[sid) + state’
(m, ctz, flag) < state

if (flag): 1+ 1+1

return msg’

return ExecKGen?(msg)

where ExecKGen? and ExecSign? are functions that define the execution of the KGen and
Sign protocols of the 2p-SS scheme by an uncompromised party, i.e. Ps_,.

Let’s define the functions ExecKGen” and ExecSign”, where p = 1, 2, for the 2p-GOST
scheme.
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ExecKGen' (msg)

ExecSign' (state, msg)

ExecKGen?(msg)

ExecSign®(state, msg)

if (roundy, = 0) :

1:

round < state.ctx.round

if (roundyy =0) :

1:

round < state.ctz.round

2 a & z 2: if (round =0): 2: commg  msg 2: if (round =0):
3. Q1 + di P 3: e < H(state.m) 3: do “® ZZ 3: e < H(state.m)
4 opQg{O,l}“ 4: if (e=0):e+1 4: Qs+ doP 4: if (e=0):e+1
5: commgq + qRO(opg, Q1) 5t by & Zq 5: msg’ + {Q2} 5 coml,:nR —msg
6:  msg < {commgq} 6: Ry« kP 6: elseif (roundy, =1): 6: ko< Zg
7: elseif (roundpg =1) : 7: OpR & {0,1}" 7 opq, Q1 < msg 7 Ry < ko P
8: Qo< msg 8:  commp < rRO(opg, R1) 8: if (commg # qRO(opg, Q1)) :  8:  msg' < {Ry}
9: if (Q2 =—Q)):return L 9: msqg' {commpg} 9: return | 9: else if (round =1):
10: Q<+ Q1+ Q2 10: else if (round =1): 10 if (Q1 = —Q2) : return L 10: (opr, R1,51) < msg
1:  msg « {opg,Q1} 1 Ry + msg n: Q+Q1+Q2 u: if (commp # rRO(opg, 1)) :
12: else : 12 if (Ry=—Ry): 12 msg < ¢ 12 return (state, 1)
13:  msg «—e¢ 13 return (state, 1) 13: else : 1B if (R =—Ry):
141 roundygy < roundgy + 1 14: R+ R+ Ry 14: msg < ¢ 14: return (state, 1)
15 // Update the ctay, value 15 r « (T(H(R))) 151 roundyy < roundig + 1 15: R+ R+ Ry
16: return msg’ 16 if (r =0) : return (state, L) 16 // Update the ctay, value 16 <+ p(I(¢(R)))
17: s« ki-e+di-r 17: return msg’ 17 : So ko e+dy-T
18 : state. flag < 1 18 : S 4 51+ 5o
19 : msg’ < {opr, R1,s1} 19 : state. flag < 1
20: else if (round = 2): 20:  msg < {s2}
21 : S9 < Mmsg 21 : if (Verify(Q, state.m, (r,s)) =0) :
22 54 51+ S 22 return (state, 1)
23 msg' ¢ 23: else :
24 : if (Verify(Q, state.m, (r,s)) =0) : 24t msg' ¢
25 return (state, 1) 25 // Update the state.ctz value
2: else 26: return (state, msg’)
27 msg < ¢
28 : // Update the state.ctz value

29: return (state, msg’)

C Security proof of the scheme

Proof. Let’s EXpO(A) denote the original security experiment as defined in the
sOMUF-PCA security model definition (see Definition 3). We fix A — the adversary that
makes forgery for the 2p-GOST scheme in the SOMUF-PCA model. The adversary has the
access to the random oracles r RO, qRO, the bijective random oracles BRO and BRO™!,
the key generation oracle KGen, the NewSign oracle, initiating a new signing session,
and the signing oracle Sign. We assume that adversary can make at most qr and qg
queries to the oracles r RO and qRO respectively, at most ggro and ggro-1 queries to the
oracles BRO and BRO™" respectively and at most g, queries to the oracle NewSign.
Our goal is to upper-bound Pr[EXpZ(g_'\égE}E)CA(A) — 1] = Pr[Exp’(A) — 1].

Construction of adversary C. Exp'(A) is the modification of the Exp”(A) obtained
by implementing II, IIg, Il using «lazy sampling» (see Figure 9). Here and after we
denote the difference between experiments by color in pseudocode. We write abort in
the experiment pseudocode as a shortcut for return 0 and in the oracle pseudocode to
denote that experiment should stop and return 0.

The idea is to «open» new pairs (a,II(z)) and triples (opg, R,Ir(opr, R)) or
(opg, @, g(opg, Q)) as soon as the adversary asks for it. From now onward we denote by
II the subset of ({0,1}",{0,...,2Y — 1}), which is defined by the union of two sets I1°
and IT1°. We store the pairs obtained from queries to the BRO and BRO~" oracles in I1°
set and the pairs obtained from queries to the Sign oracle in I1° set. If («, 8) € II, we
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denote 8 as II(a) and « as IT7*(3). We write («, -) € II shorthand for the condition that
there exists 8 such that (a, §) € II. We write (-, a) € II shorthand for the condition that
there exists 8 such that (a, 8) € II. Analogically, we denote by Il and Il the subsets of
({0,1}", G, {0, 1}™), that store the triples obtained from queries to the r RO and qRO or-
acle respectively. The shorthands for the conditions that there exist the triples belonging
to the corresponding sets are defined in the same way as for II set.

These modifications do not affect the distribution on ¢RO and r RO outputs. There
are the following differences between Exp’(.A) and Exp'(A) in implementing permutation
II:

1. at the BRO oracle: abort if (-, 5) € II (line 3);
2. at the BRO™! oracle: abort if («,-) € II (line 3);

3. at the Sign oracle in the function ExecSign' or the function ExecSign®: abort if
(-, 8) € II (line 19 or 24).

To estimate the difference between Exp’(A) and Exp'(A), we should estimate the
probability that Exp'(A) aborts in these ways.

Let’s consider the BRO oracle. Note that is executed not only when adversary makes
direct query to it but also during the Verify procedure (in signing oracle and finalization of
the experiment). Since the number of forgeries does not exceed (gsign + 1), the number of
BRO executions does not exceed (¢pro + 2¢sign +1). The value (5 is uniformly distributed
on a set {0,...,2Y — 1} of cardinality 2V. In the worst case the adversary A has already
made all queries to the BRO, BRO™!, Sign oracles and thus IT contains at least (¢zro +
qBRO-1+3Gsign+1) elements. The abort condition is met if the value /3 hits one of elements

- 3 sign 1 .
48RO + qBROQJ\ll T+ Suign + . As oracle BRO is
executed at most (¢ggro + 2¢sign + 1) times, the overall probability can be bounded by

+ -1+ 3¢sign + 1
(45RO + 2sign + 1) - 4BRO QBRO2N sig '

Similarly, consider the BRO™! and Sign oracles. We get the following:

in IT. We can estimate this probability as

Pr [abort in line 3 at the BRO™* oracle] <

4BrRO + qBRO-1 *+ 3qsign + 1
< 4BRO1 - oN ;

Pr [abort in line 19 in ExecSign® at the Sign oracle] =
=Pr [abort in line 24 in ExecSign? at the Sign oracle} <

~ 4BRO T qBRO-! + 3qsign + 1
sign * 2N .

<q
Thus,

(¢8RO + 4BRO-1 + 3qsign + 1)

2
2N '

Pr[Exp’(A) — 1] — Pr[Exp'(A) — 1] <
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Exp'(A)

ExecSign' (state, msg) (Exp")

ExecSign?(state, msg) (Exp')

(I1°, 11%) < (9, 0), T « T1° u ¥
Mr<«0

HQ «~0

1+ 0, SESS «+ 0

sid < —1

roundgg < 0, ctryy 0

p < A()

if (p#1Ap#2):return L
(Q,dyp) < (g,¢)

$ (Gen,NewS" 1, Sign —1
{(ﬂli, <7‘z‘5t>)}ii{ Pl AI\( en,NewSign,Sign,BRO,BRO ,TRO,qRO(p)

return (Vi #je{l,...,l1+1}:
(mi, (riy 8i)) # (my, {rj, 55)))A
A(Vie{l,...,14+ 1} : Verify(Q,my, (r;, si))))

Oracle BRO(«)

1:

Oracle BRO™Y(B)

if (o) € II : return IT(«)
& f0,...,2N 1}

if ((-,8) € II) : abort

I° «1° U {(a, B)}

Il 0 u s

return (8

1:

if (-, 8) € I : return II7(B)
a& {0, 11V
if ((e,) € II) : abort

4: MO« MU {(a,B)}

5: M« MOul’

6: return 8
rRO(opg, R)

1+ i ((op, R,") € Tlg) : return Tp(opp, R)
2: commpg & {0,1}"

3: g <« IIg U {(opr, R, commpg)}

4: return commp
qRO(OpQ7 Q)

1: if ((opg, @,-) € Ilg) : return Ilg(opg, Q)
2:  commg & {0,1}"

3: Mg < TIg U{(opg, Q, commqg)}

4: return commg

1:

20 :
21:
22
23
24

26 :
27
28 @

round < state.ctz.round
if (round =0):
e < H(state.m)
if (e=0):e+1
&z,
Rl — klp
opr & {0,1}"
commp < rRO(opr, R1)
msg’ < {commg}
else if (round =1) :
Ry < msg
if (Ro= —Ry):
return (state, 1)
R+ R1+ Rs
if ((¢(R),") €1D) :
r < Y(I(B(R)))
else
B&0,...,2N —1}
if ((-,8) € II) : abort
1% « II° U {(¢(R), 8)}
II « IS u @
T < P(B)
if (r =0) : return (state, L)
s1< ki-e+dy-r
state. flag <+ 1
msg’ < {opr, R1,51}
else if (round = 2):
S9 < msg
S < 81+ S2
msg e
if (Verify(Q, state.m, (r
return (state, 1)
else
msg ¢
// Update the state.ctz value

return (state,msg’)

) =0):

round < state.ctx.round
if (round =0) :

e < H(state.m)
if (e=0):e<+1
commp  msg
k&2,

Ry < k9P

msg < {R2}

else if (round =1):

(opr, R1, s1) < msg

if (commpg # rRO(opg, R1)) :
return (state, 1)

if (R = —Ry):
return (state, 1)

R+ Ri1+ Ry

if ((6(R),) €T :
r < P(II(¢(R)))

else
B&0,...,2N —1}
if ((-,8) € II) : abort
1%  T1° U {((R), B)}
I« ¥ uTI®
T P(B)

Sy ko-e+dy-r

54 81+ 82

state. flag < 1

msg’ < {s2}

if (Verify(Q, state.m, (r,s)) = 0) :
return (state, 1)

else :

msg ¢

/,”/ Update the state.ctz value

return (state, msg’)

Figure 9: Exp'(A) for the 2p-GOST scheme in the sSOMUF-PCA model.

Exp? is the modification of the Exp' in which forgeries obtained by finding a signum-
relative collision are not counted (see Figure 10).
To estimate the difference between the Exp! and Exp?, we should estimate the
probability that the Exp? aborts in line 12.
Let construct an adversary C that breaks the signum-relative collision resistant prop-
erty of H. The adversary C implements the Exp? for A. Note that he is able to do this
as soon as we replace II, I, Iy implementations with lazy sampling. A delivers (I + 1)
forgeries to C, and C finds the signum-relative collision iff the condition in lines 11-12 is
met.
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Thus, we obtain the following bound:
Pr[Exp'(A) = 1] — Pr[Exp’(A) = 1] < AdvyR(C).

The adversary C implements Exp? and thus processes at most ¢z queries to the
oracle 1RO, at most gg queries to the oracle ¢RO, at most gpro + 2¢sign + 1 queries to
the oracle BRO, at most ggro-1 queries to the oracle BRO™! and at most ¢s;g, queries to
the oracles NewSign, at most 1 query to the oracle KGen, checks the collision condition
and verifies the forgeries obtained from A. Adversary C uses at most 37 computational
resources since it needs to simulate signing oracle (at most gs;4, < 7' queries) and check
the forgeries ((gsign + 1) pairs).

Exp*(A)

1: (19, 10%) « (0,0), 1 « 1° uTI®
2 HR<—@

3: HQ(-@

4: 1«0, SESS+ 0

5: sid<+ —1

6: roundyg < 0, ctxyy < 0

7 p+ A

g: if (p#1Ap#2):return L

9: (Q,dp) + (e,¢)

{(mi’ <Tz751>)}ii% i AKGen,NewSign,Sign,BRO,BROflmRO,qRO(

10 : p)

1n: Vi#Fje{l,...,l+1},my #m;:

12 if (H(m;) = £H(m;)) : abort

13: return ((Vi#je€{l,...,l+1}:

4 (mi, (i, si)) # (my, (rj,55)))A

15 : A (Vie{l,...,1+ 1} : Verify(Q, mi, (ri, si))))

Figure 10: Exp?(A) for the 2p-GOST scheme in the SOMUF-PCA model.

There are two cases in experiment Exp?(.A), depending on which p value the adversary
A chooses:
1. the party P5 is compromised, i.e. p = 1;
2. the party Py is compromised, i.e. p = 2.
Thus,
Pr[Exp*(A) — 1] = Pr[Exp*(A) — 1|p = 1] Pr[p = 1]+

+ Pr[Exp*(A) = 1Jp=2] Pr[p = 2] <
< max {Pr[Exp*(A) — 1|p = 1], Pr[Exp”(A4) — 1[p = 2] } .

Let’s consider both of these cases separately.
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The party P, is compromised. Consider the Exp?®(.A) under the assumption that
p = 1. In the further experiments we change the ExecKGen' and ExecSign' functions
behaviour only (see Figure 11).

The ExecKGen'! function in Exp?® is the modification of the ExecKGen' function in
Exp® (same as in Exp') by adding the abort condition in case of choosing opg that
already belongs to set Il (line 9). Note that on round 0 we only select commyg uniformly
without querying random oracle ¢RO. We fix the values ); and opg on the round 1 and
verify if opg belongs to set Iy or not. Thus, we preserve the ability of the adversary to
receive commg and conduct an exhaustive search using the random oracle ¢RO.

We should estimate the probability of this event to estimate the difference between
the Exp? and Exp®. The value opq is uniformly distributed in a set {0, 1}* of cardinality
2%, In the worst case the adversary A has already made all queries to the ¢ RO oracle
and thus Ilg contains at least gg elements. The abort condition is met if the value opg

hits one of elements in IIg. We can estimate this probability as g—cj As oracle KGen is

executed once, the overall probability can be bounded by g—g

Similarly, the ExecSign' function in Exp?® is the modification of the ExecSign' function
in Exp? (same as in Exp') by adding the abort condition in case of choosing opr that
already belongs to set IIg (line 12). Note that on round 0 we only select commg uniformly
without using random oracle r RO. We fix the values R; and opg on the round 1 and verify
if opr belongs to set Il or not. Thus, we preserve the ability of the adversary to receive
commp and conduct an exhaustive search using the random oracle r RO.

We should estimate the probability of this event to estimate the difference between
the Exp? and Exp®. The value opg is uniformly distributed in a set {0, 1}* of cardinality
2. In the worst case the adversary A has already made all queries to the RO and Sign
oracles and thus Il contains at least gr + gsign elements. The abort condition is met if

the value opg hits one of elements in IIg. We can estimate this probability as M.

As oracle Sign is executed at most ¢4, times, the overall probability can be bounded by
dr + Qsign

Qsign ° K

Thus,

Pr [EXPQ(A) — 1] — Pr [EXpS(.A) — 1} < Q_Q + Qsign *
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ExecKGen'(msg) (Exp?) ExecSign'(state, msg) (Exp®) ExecSign' (state, msg) (Exp®)

1: if (roundyy =0) : 1: round ¢ state.ctx.round 1: round < state.ctxz.round
9 commy M {0,1}" 2: if (round =0) : 2: if (round =0) :
3: msg' + {commq} 3: e < H(state.m) 3: e « H(state.m)
4: else if (roundy, =1): 4: if (e=0):e<«1 4: if (e=0):e<«1
5: Q2 < msg 5: commp & {0, 1}t 5: commp & {0,1}!
6 a4 & z: 6: msg’ + {commp} 6: msg' <+ {commp}
7 Q1 « diP 7: elseif (round =1): 7: elseif (round =1):
g opg (ﬁ (0,1} 8: Rs ; msg 8: RZ; msg
9: if ((opg,-,-) € lIp) : abort 9: k1 = 24 9: B {0,...,27 =1}
10 : I « g U {opg, Q1,commg}  10° Ry <k P 10: < b(B)
11: if (Q2=—-Q1) :return L 1n: opr & {0, 1}* 1n: o £ Zq
12 Q—Q1+Q 12: if ((opg,-,-) € Ilg) : abort 12 Ry e 's1P—e 'r@
13 msg' + {opg, Q1} 13 Iz < IIg U {opr, R1,commpg} 13 opr & {0,1}*
14: else : 14: if (Ry=—Ry): 14 if ((opg,-,-) € llg) : abort
15:  msg ¢ 15 return (state, L) 15:  Tg « Iz U {opg, Ri, commp)
161 roundgg < roundyy + 1 16 : R+ Ri1+ R 16 : if (Ry=—Ry):
17: // Update the ctay, value 17: if ((¢(R),-) €1I): 17: return (state, 1)
18: return msg’ 18 : r < P(I(p(R))) 18- R« Ry + Ry
19: else : 19: if (r =0) : return (state, 1)
20 B& 0, 2V —1} 20:  if ((4(R),-) € T0) : abort
21 if ((-,8) € II) : abort 21 : if ((-,8) € II) : abort
22: 1% « 115 U {(6(R), B)} 2: 1%« U {(s(R),H)}
23 : I+ 8 ut® 23 : I+ 18 u e
24 r < Y(B) 24 state.flag + 1
25 : if (r =0) : return (state, 1) 25 : msg’ << {opg, R1,s1}
26 : s+ ki-e+dy-r 26 :  else if (round = 2):
27 state. flag < 1 27 S2 < Mmsg
28 : msg’ < {opgr, R1,s1} 28 : 54— 51+ 59
29: else if (round =2): 29 : msg < ¢
30 : S9 < msg 30 if (Verify(Q, state.m, (r,s)) =0) :
31: 54 51+ 52 31: return (state, 1)
32 msg < ¢ 32: else
33: if (Verify(Q, state.m, (r,s)) =0):  33: msg e
34: return (state, 1) 34: // Update the state.cte value
35: else 35: return (state’,msg’)
36 : msg ¢
37: /| Update the state.ctz value

38: return (state,msg’)

Figure 11: The ExecKGen' and ExecSign' functions in Exp®(A), Exp*(A)

The signing oracle in the Exp* gets along with only public information. Values 8 and
s1 are randomly chosen from the relevant sets and then point R; is constructed. We define
the corresponding pair in IT implementation by saving this pair in the II¥ set. Note that
if we couldn’t do so (i.e., § already belongs to the II), the abort condition is met like in
the Exp®.

Consider the distribution on R; and s;, that are returned by the Sign oracle on
the round 1. In the Exp® value k; is distributed uniformly on Z,, thus R; is uniformly
distributed. The value 7 is independent on k; (due to bijective random oracle) and thus
s1 value is also uniformly distributed on Z,.

In the Exp* values R, and s, are also distributed uniformly on the corresponding
sets except of the values that lead to ¢(R) that already belongs to II. Let’s estimate the
probability of these «bad» event. The values s; and r are uniformly distributed on a set Z,
and are chosen independently. Then the value Ry (and thus R) is uniformly distributed on
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a set of cardinality ¢. In the worst case the adversary A has already made all queries to the

BRO, BRO™!, Sign oracles and thus II contains at least (gsro+qnro-1+2¢sign) elements.

Note that here we do not take into account the queries to the BRO oracle made during

finalizing the experiment (verifying the forgeries), since they are made after all queries to

the Sign oracle. The abort condition is met if the value ¢(R) hits one of elements in II.

4BRO + 4BRO-! * 2qsign
q

most ¢s;gn times, the overall probability can be bounded by ggig, -

We can estimate this probability as . As oracle Sign is executed at

4BRO + qBRO-! T+ 2QSign
q

Thus, we conclude that

4BRO *+ qBRO-' + 2Gsign
q

Pr[Exp®(A) — 1] — Pr[Exp*(A) = 1] < gsign -

Let construct the adversary B for the GOST scheme in the sUF-KO model that uses
A as the black box (see Figure 12).
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BBRO*,BRO*~! (Q, A) Oracle SimBRO(«)

1: (M9, 11%) < (0,0),11 « 1€ U TT® 1: if (a,-) € II: return II(a)
2: I+ 0 2: B+ BRO*(a)

3: Ilg 0 3: if ((-B) € II) : abort

4: 1«0, SESS«0 1: 19 « 1% U {(a, B)}

51 sid < —1 5: M« O°ut®

6: Toundyg < 0, ctayg < 0 6: return j3

7: p+ A()

g: if (p#£1Ap+#2):return L Oracle SimBRO™Y(B)

o: {(my, (ri, Si>)}£2 il AKGcn,Nchign,Sign,BRO,BRO’1,rRO,qRO(p) 1: if (-, 8) € 11 : return 11" (3)
0: Vi#Fje{l,...,l+1},m;#m;: 2: a+ BRO*}(p)

1n: if (H(m;) = £H(m;)) : abort 3: if ((o,-) € II) : abort

12: if ((Fi#je{l,....04+1}: (my, (ri, s5)) = (my, (15,85))) = 4: IO «1° U {(a, B)}

13 : abort 5. I« I°ur’®

1u: forie{l,...,l+1}: 6: return 3

15 : e; < H(m;)

16:  if (;=0):¢; 1 ExecKGen' (msg)

17 R; « efl(sip - 7iQ) 1: if (roundy, =0):

18 : if ¢ (SimBRO($(R;))) # ri : abort

19 if (p(R;),-) € IO : return (m;, (r;, s;))

2 Find i,j: (0(R:), ) € %) A ($(R:) = ¢(Ry)
21 :  Compute d

22:  (m,(r,s)) & GOST.Sign(d, m)

23: return (m,(r,s))

commp & {0,1}"
msg < {commq}
else if (roundy, =1):
Q2 < msg
QL+ Q—Q
opQ & {0,1}"
8: if ((opg,-,-) € llg) : abort

(= S

-

9: IIg + IIg U {opg, @1, commg}
10 : if (Q2=—-Q1) :return L

n: Q<+ Q1+Q

12 msg « {opg, Q1}

13: else :

14 msg ¢

15: roundyy < roundyg + 1

16 : // Update the ctzy, value

17: return msg’

Figure 12: The adversary B for the GOST scheme in the sUF-KO model that uses A as
the black box

Adversary B simulates the rRO, ¢RO, NewSign and Sign oracles to answer the A
queries as the corresponding oracles in the Exp*. Adversary B simulates the BRO, BRO™!
oracles by translating the queries to its own oracle (see SimBRO and SimBRO™!).
Adversary B simulates K Gen oracle similar to the oracle KGen in the Exp* with the
modification of the ExecKGen' function. Adversary B sets Q; value (after receiving Q)
in such a way that the resulting public key iis equal to the public key @), provided by its
challenger.

After receiving [ + 1 forgeries from A, B finds the suitable forgery relative to its own
challenger. Assume that A delivers valid pairs {(m;, (r;, s;))}:21. This means that the set IT
contains all corresponding pairs (¢(R;), 3),i = 1,...,l+1: either these pairs were already
in the Il before verification check in line 18 or were saved after SimBRO call during
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this check. There are two possible cases. If there exists at least one pair (¢(R;), ) € 119,
then it is already a valid forgery with respect to the oracles BRO*, BRO*™! and B can
simply forward it to its own challenger. If all pairs (¢(R;),3) € I®,i = 1,...,1+ 1, B
can recover the signing key d as described below and construct the new forgery for an
arbitrary message.

Note that there are at least { pairs in II®, because adding a pair to the set II° is
performed only during the Sign oracle execution simultaneously with incrementing the
counter | of successful sessions. Thus, if pairs (¢(R;), ) € I1°,i = 1,...,1+ 1, then there
are two of them with indexes i, j such as ¢(R;) = ¢(R;). This means that r; = r; = ¢(5) =
r in the corresponding forgeries. The adversary B knows the corresponding e; = H(m,),
€; = H(mj)

The equations ¢(R;) = ¢(R;) implies R; = £R; and thus k; = £k; = k. So the
following linear equation system holds:

s; = ke; + dr;
sj = xke; +dr;

There are two unknown variables £ and d in the system above. This system has a
unique solution whenever e; # +e;. Observe that case e; = £e; and thus H(m;) = £H(m;)
is excluded by lines 10, 11, if m; # m;. The m; = m; condition (together with r; = 7;
condition) implies either (m;, (4, s;)) = (m;, (rj,s;)), that is excluded by lines 12, 13, or
k; = —k;, that still allows to compute d from the system equation. Summing all, we can
always compute d if all pairs (¢(R;),3),i = 1,...,1+ 1, belongs to IT°.

We conclude that if A delivers valid [ + 1 forgeries, B delivers a valid forgery to its
own challenger and

Pr[Exp’(A) — 1] = Pr[Expggsro (B) — 1].

Note that the number of queries made by B to the BRO* and BRO*™* oracles is at
most gpro + 2¢sign + 1 and ggro-1 respectively. The adversary B needs the same amount
of computational resources as C.

Thus, we summarize the obtained bounds in case the party P is compromised:

Pr[Exp®(A) — 1] = (Pr[Exp*(A) — 1] — Pr[Exp®(A) — 1]) +
+ (Pr[Exp’(A) — 1] — Pr[Exp*(A4) — 1]) + Pr[Exp*(A) — 1] <

+ sign + -1+ 2 sign
< dQ + Goign - 4R T Gsig + Gsign 4BRO T YBRO! sig i
2r 2 q
- q qr + Qsign
+ Pr [EXPZ%FS$O (B) — 1] = 2_2 + Qsign o g +
+ -1+ 2 sign -
+ Qsign 45RO QBRqO : a g + AdVSGUOFS"FO (B)

The party P, is compromised. Consider the Exp? under the assumption that p = 2.
In the further experiments we change the ExecKGen? and ExecSign? functions behaviour
only (see Figure 13).

The ExecKGen? function in Exp? is the modification of the ExecKGen? function in
Exp? (same as in Exp') by adding the abort condition in case of receiving commyg that
does not belong to set Il (lines 4, 5, 12). Note that on round 0 we only set flagg and
abort on the round 1. Thus, we preserve the ability of the adversary to receive Q5.
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We should estimate the probability of this event to estimate the difference between
the Exp? and Exp®. The value commg belongs to the set {0,1}" of cardinality 2". In the
worst case the adversary A has already made all queries to the ¢RO oracle and thus Il
contains at least qg elements. The abort condition is met if the value comm, hits one of
elements in IIy. We can estimate this probability as g—g As oracle KGen is executed only
aQ
o

Similarly, the ExecSign® function in Exp?® is the modification of the ExecSign® function
in Exp? (same as in Exp') by adding the abort condition in case of receiving commpg
that does not belong to set Iz (lines 7, 8, 16). Note that on round 0 we only set flagg
and abort on the round 1. Thus, we preserve the ability of the adversary to receive R,.

We should estimate the probability of this event to estimate the difference between
the Exp? and Exp®. The value commp belongs to the set {0,1}" of cardinality 2". In
the worst case the adversary A has already made all queries to the r RO and Sign oracles
and thus Iy contains at least gr + ¢sign elements. The abort condition is met if the value
qr + Qsign CAs

once, the overall probability can be bounded by

commp hits one of elements in IIz. We can estimate this probability as

oracle Sign is executed at most gs,, times, the overall probability can be bounded by
qr + Qsign
Qsign * —(7—— -

Thus,

2n

qr + Gsign

Pr |:EXp2(A) — 1:| — Pr [EXp?’(A) — 1:| < Q_Q + Gsign * on

2n
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ExecKGen®(msg) (Exp®)

ExecSign®(state, msg) (Exp®)

ExecSign®(state, msg) (Exp®)

1:

if (roundpy =0) :
flagg <0

comme < msg

1:

)

round < state.ctx.round
if (round =0) :

flagr < 0

1:

round < state.ctx.round
if (round =0) :

flagr <0

4: if ((-,-, commgq) ¢ Ilg) : 4: e + H(state.m) 4: e + H(state.m)
5 flagg <1 5 if (e=0):e«1 5 if (e=0):e«1
6 dy & z 6: commp + msg 6 commp < msg
7 Qs « dyP 7: if ((,-,commpg) ¢ IIR) : 7: if ((-,-,commpg) ¢ IIR) :
8- msg <+ {Q} 8: flagr <+ 1 8 flagr + 1
9: elseif (roundy, =1): 9: k)Q(qu 9: ﬁg{O,...,QNfl}
10 : opg, Q1 + msg 10: Ry < koP 10 : r < ¥(B)
11: if (commg # qRO(opg, Q1)) : return L 11: msg + {Re} 1 s & zZ,
12: if flagg : abort 12: else if (round =1): 19 Ry e lsyP — e 1rQy
13 : if (Q2 =—Q1) : return L 13 : (opr, R1,81) ¢ msg 13 msg « {Ry}
14: Q< Q1+Q2 14: if (commp # rRO(opg, R1)) : 14: elseif (round =1):
15: msg +e¢ 15 : return (state, L) 15 : (op1, Ry, 51) < msg
16: else : 16 : if flaggr : abort 16 : if (commp # rRO(opr, R1)) :
17: msg' < e 17 if (Ry=—Ry): 17 return (state, L)
181 roundyg <+ roundyg + 1 18 : return (state, 1) 18 : if flagg : abort
19: /| Update the ctayg value 19: R+ R+ R 19 : if (Ri=—Ry):
20: return msg’ 20 : if ((¢(R),:) €Il): 2 : return (state, 1)
21 r < ¢Y((¢(R))) 210 R+ R +Ry
2:  else 2:  if ((¢(R),-) €II) : abort
2 B0, 2N —1} 23:  if ((-,8) € II) : abort
24 : if ((-,8) € II) : abort 24: ¥ « % U {(6(R), B)}
2 % « 19 U {(6(R), B)} 25: M« m°um®
26 : I « 1% u e 26 5481+ 52
27 r < () 27 state.flag < 1
28 Sy <—ko-e+dy-r 28 : msg’ + {s2}
29 54 s1+ 52 29 : if (Verify(Q, state.m, (r,s)) = 0) :
30 : state. flag <+ 1 30 : return (state, L)
31 msg < {s2} 31: else :
32: if (Verify(Q, state.m, (r,s)) =0):  32: msg' €
33: return (state, 1) 33: // Update the state.ctz value
34: else : 34: return (state,msg’)
35 : msg' ¢
36 : /| Update the state.ctx value

37: return (state,msg’)

Figure 13: The ExecKGen? and ExecSign® functions in Exp®(A), Exp*(A)

The signature oracle in the Exp?* gets along with only public information. Values 3
and sy are randomly chosen from the relevant sets and then point Ry is constructed. We
define the corresponding pair in IT implementation by saving this pair in the II¥ set. Note
that if we couldn’t do so (i.e., 8 already belongs to the IT), the abort condition is met like
in the Exp®.

Consider the distribution on Ry and so, that are returned by the Sign oracle on the
rounds 1 and 2 respectively. In the Exp® value k, is distributed uniformly on Zg, thus
Ry is uniformly distributed. The value r is independent on ks (due to bijective random
oracle) and thus s, value is also uniformly distributed on Z,.

In the Exp* values R, and s, are also distributed uniformly on the corresponding
sets except of the values that lead to ¢(R) that already belongs to II. Let’s estimate the
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probability of these «bad» event. The values sy and 7 are uniformly distributed on a set Z,
and are chosen independently. Then the value Ry (and thus R) is uniformly distributed on
a set of cardinality ¢. In the worst case the adversary A has already made all queries to the
BRO, BRO™!, Sign oracles and thus II contains at least (¢gro+qBro-1+2¢sign) elements.
Note that here we do not take into account the queries to the BRO oracle made during
finalizing the experiment (verifying the forgeries), since they are made after all queries to
the Sign oracle. The abort condition is met if the value ¢(R) hits one of elements in II.
4BRO T 4BRO-' + 2Gsign
q

most g4, times, the overall probability can be bounded by gigp -

. As oracle Sign is executed at

We can estimate this probability as

4dBRO t qBRO-1 + 2Gsign
q

Thus, we conclude that

4BRO + 4BRO-! *+ 2qsign
q

Pr [EXPB(A) — 1:| — Pr [EXp4(A) — 1] < Qsign *

Let construct the adversary B for the GOST scheme in the sUF-KO model that uses
A as the black box (see Figure 14).
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BBROBRO () Ay Oracle SimBRO(«)

1 (I9,11°) « (0,0), 1 « 11° uIr® 1: if (o,-) € II': return I(«)
2: Hr<+ 0 2: < BRO*(«a)

3: I« 0 3: if ((-8) €1I) : abort

4: 1+ 0, SESS«+0 4: 9« 1°U{(a, B)}

5: sid <+ —1 5: T« MM utr’®

6: roundgy < 0, ctrgy < 0 6: return j3

7: p+ A()

g: if (p#1Ap#2):return L Oracle SimBRO™Y(B)

o: {(m, (rs, -%))}ﬁi} & AKG@n,N@wSigmSign,BRO,BRO’1,rRO,qRO(p) 11 if (-,8) € I : return TT(3)
w: Vi£je{l,..., L+1},m; #mj: 2: a<+ BRO*7Y(j)

11 if (H(m;) = £H(m;)) : abort 3: if ((a,-) € II) : abort

120 if (F#je{l,..., 0+ 1} (my, (s, 83)) = (my,{rj,85))) : 1: T° «°U{(a,B)}

13 abort 5: M« m°urn’

14: forie{l,...,1+1}: 6: return f

15 : e; < H(m;)

16:  if (;=0):¢e;¢ 1 ExecKGen?(msg)

175 Rie e (siP = 1iQ) 11 if (roundgy = 0) :

18 : if Y(SimBRO(¢(R;))) # r; : abort 5 flago « 0

19 if (¢(R:),-) € IO : return (my, (r;, 5:)) 3: commg  msg

20: Find 4,5 : (8(Ri),-) € I%) A (6(R;) = d(R;)) 4 if ((-,-,commg) ¢ 1) :
5

21:  Compute d flagg « 1
2: (m,(rs)) & GOST.Sign(d, m) 6 d &7,
23: return (m,(r,s)) 7 Q2 < doP
8: else
9 Q1 + Hg[commg)

10 Q2+ Q-

11: msg' + {Q2}
12 else if (roundp, =1):
13 : opg, Q1 < msg

14: if (commg # qRO(opg, Q1)) : return L
15 if flagg : abort

16 : if (Q2 =—Q1) : return L

17: Qe Q1+Q2

18 : msg' < ¢
19: else :
20 : msg €

21 roundgg < roundyg + 1
22 /7/ Update the ctxy, value

23: return msg’

Figure 14: The adversary B for the GOST scheme in the sUF-KO model that uses A as
the black box

Adversary B simulates the rRO, ¢qRO, NewSign and Sign oracles to answer the A
queries as the corresponding oracles in the Exp*. Adversary B simulates the BRO, BRO™!
oracles by translating the queries to its own oracle (see SimBRO and SimBRO™!).
Adversary B simulates K Gen oracle similar to the oracle KGen in the Exp* with the
modification of the ExecKGen' function. It uses the I1g set to know the () value from the
received commitment commg and then sets ()2 in such a way that the resulting public
key is equal to the public key @), provided by its challenger.

Receiving the forgeries from A, the adversary B constructs the forgery for its own
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challenger in the same way as defined in case when party P, is compromised. So, if A
delivers a valid [ + 1 pairs, B delivers a valid forgery to its own challenger and

Pr[Exp*(A) — 1] = Pr[Expgger®(B) — 1].

The number of queries made by B to the BRO* and BRO*™' oracles is at most
4BRrRO + 2Qsign + 1 and gpro-1 respectively. The adversary B needs the same amount of
computational resources as C.

Thus, we summarize the obtained bounds in case the party P; is compromised:

Pr[Exp?(A) — 1] = (Pr[Exp?(A) — 1] — Pr[Exp’(A) — 1]) +
+ (Pr[Exp’(A) = 1] — Pr[Exp*(A) — 1]) + Pr[Exp'(A) = 1] <

+ sign + -1+ 2 sign
< dQ + Goign - 4R T Gsig + Gsign 4BRO T YBRO-! sig +
2n 2n q
- q qr + Gsign
+ PI‘ [EXPZ%FSEFO (B) — 1] = 2_2 + QSign : 2—n9+
+ -1+ 2 sign sUF-
+ Qsign * 45RO qBRqO : Isig + AdVGUOFS'KrO (B)

All in all we prove:

Advgg_'\égngA(A) = Pr[Exp’(4) — 1] =
= (Pr[Exp’(A4) — 1] — Pr[Exp'(A) — 1]) +

+ (Pr[Exp'(A) = 1] — Pr[Exp’(A4) — 1]) + Pr[Exp*(A) — 1] <

(¢8RO + gBRO-1 + 3sign + 1)°

SCR 4Q
< 2N + AdVH (C) + 2min{/§,n} +
qR + Gsign 4BRO * qBRO-! + 2¢sign .
+ Qsign * W + Qsign q g + AdVZUOFS$0<B) <

-~ + sign * + sign
< AVER(C) + AdvisRoB) + 121 ;’mm{(f,’i} e

2(¢BrO + qBRO-1 + 3qsign + 1)?
q

+
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