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Abstract: The rapid and extensive growth of artificial intelligence introduces new security challenges.. The generation
and defense of adversarial examples for deep neural networks is one of the hot spots.Deep neural networks are
most widely used in the field of images and most easily cheated by image adversarial examples. The research on the
defense techniques for image adversarial examples is an important tool to improve the security of Al applications.
There is no standard explanation for the existence of image adversarial examples, but it can be observed and
understood from different dimensions, which can provide insights for proposing targeted defense approaches. This
paper sorts out and analyzes current mainstream hypotheses of the reason for the existence of adversarial examples,
such as the blind spot hypothesis, linear hypothesis, decision boundary hypothesis, and feature hypothesis, and the
correlations between various hypotheses and typical adversarial example generation _methods. Based on this, this
paper summarizes the image adversarial example defense techniques in two dimensions, model-based and data- based,
and compares and analyzes the adaptation scenarios, advantages and disadvantages of different technical methods.
Most of the existing image adversarial example defense techniques are.aimed at defending against specific adversarial
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example generation methods, and there is no universal defense theory and method yet. In the real application, it

needs to consider the specific application scenarios, potential security risks and other factors, optimize and combine

the configuration in the existing defense methods. Future researchers can deepen their technical research in terms of

generalized defense theory, evaluation of defense effectiveness, and systematic protection strategies.
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Fig.1 Schematic of development and evolution of attacks and defenses of adversarial examples
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Table 1 Summary of hypothesis of reason for existence of adversarial example
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2 B K48 2% (neural architecture search, NAS) 25 i ,
SRIG 51— i) T30 45 5 A T 3 4 2k 50 i
i 38 SR AR 0 TEIIAL %, 2y A B T BA = N TE B
P A 28 ] 2% 22 4 . Moosavi-Dezfooli 25 A B 5
NRSEIRY RSOSSN S SUR TOIR [E-R i1}
U IS I 120 7 P R = U < 11 e AR 8 [ GO |
FEIL T LR AT O, 3k B A M R B R M 1 Ok
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J5 . Moosavi-Dezfooli &5 A if #& 1 T — A~ 1E W fk &%
CURE (curvature regularization) ", 1 #2 ¥ 1 2< 5 W
() iR A5 /M BT XTI 2R B 85CR: , BT DAy —
POERIE = Av e

(A)TRVEME . Bk H A P Ko SR m i, 114
T BT R pR B YR B, A0 SRR A BAIRYE L
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& ONE i B NE S AT e IE L LN
Pt DAY A X B B AR X A 78 (18 52 ) b 28 B A 5
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BRI DL 08 o AT L 43 Sy X0 A 4G T
XFHUMETE R o
2.2.1 M HUAEA I

(L) FEAEAIN o X He e A A W 7 32 22 B bR 2 7E
XFPUARE AR E A BIA R F U] ok, A% 0 7E T PR IO
POREAS REREANRIEZE T, sEsih ey =
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W, R P X A A A 0y 1 3 A A A T BOx
RUR I RAIE 22 5 647431 4 Hendrycks 45 AR H
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FGSM i Az Ji 14 X PR A F R AR AR A 119 32 1 o i
35007, R B B AR SR A E i, A LR
PEREATE KRBT 25 . PCA BB ARG I H X641
FEAR B TR A v 32 28 143 19 0 A 2 5 B b 3,k
FGSM 5 i 33 i 1 422 7 Hi A G5 S o Mg 1 25 s,
PCA A — & 1y # P 2% S, {H %] 1l DeepFool I 5 5%
C&W T i 45 78 Ji iy FRAIE 25 6] P S48 4 2 1 8 42 2
T PCA BRI 2% .

(2) 5 A GEHRE . AR AR UL, X PTFEA L T
ELSE A ECHE IR 2 Ah , Feinman 25 AT T % AT
(density estimates, DE) 1 D1 i i AN o V£ 11 ( Bayesian

uncertainty estimates, BUE ) 1~ 14 43¢ 1 St A5 I X 4T
PEREAR, DE 7R85 5 — Bl )2 1 4R Ak 23 8] o FH I
SRR, bR R A I 2 5 TR 1Y s BUE 56 T
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X HUAE A T 1) AN B 2 M 25 Ll K, BUE 7] LLTE DE
TCHEAS I 17 LT R s XU AR AR . F DE FIBUE
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JSMA Xt 1 C&W il SR A i T i XA 3

(3) 4 Bl 73 2 2% Mo MR F o o W DA B 40 ik
B3 2R AR X R AR TR I, Metzen 45 AP 25
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A% o Hendrycks %5 A\ W73 £ 41— Fofr (<45 5 5 1k, ¥
T B ] T R AR A MRS D R
28 S oK X PR A 5 RAEREAS 8 H R B XS Hi A
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A RE 7 TR Y e 3 300 S BRI, A AR R Y X R
BT, W HAL G SR s v BEROR A, b, 38 m)
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Pel 4 RGN A

Fig.4 Typical detection architecture
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2.2.2 XFPiPEiER

XFHTPE T BR 09 B bR 2 % i A B 21T A0 2R 9
I B0 R B B (A AL 7 A T T X
PORE AR A0 28 8 7 9 AR ARL , R T R O ik A 2 S
T O A Kt kA R A I T 5T

(D) GIABEPLYE o BT x5 7 50 X 5 ¥ 7] DLk
FHBEAILAL 14 B A8 55 it , an Xie 258 APIA i FGSM 45 B
T AN SR K, JC TR S I 4%, DeepFool 45 % 4% 14
drZ AR T8 5g , AR K/ A R 4 AR GO Y
PG 7 4 50 ] RE 23 B IR X BT B0 3l 19 o g 45 4, 42
T B AL I % /N R Bt AL IE FE (random resizing and
padding, RRP) , 3t 1 #5 il %1 1~ BE L AL J2= 25 47 B 40
P R AR A RGBT A 2, I HL
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AR FHA B 8 5 AR S A

(2)IE 2o o BB XT PUAEAS AL T 1F 6 s 25 1
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Dubey 45 A U4 H 75 G B4 122 v 4 f e 1 4B
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PLBNTE H A BY 1 T2 ] BE s R BNAR i i B2 =4,
F T P A ], Liao 58 A 42 H T HGD (high-level
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B AR A RO HUAE AR T H R B 0 T2 i S =2 (8] 1Y)
2257, HGD W B I RBOR BT, 5 XTI 2555 A 50
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Z BT T8 B A 07 B i AREAR B B
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Samangouei %= A 1 T Defense-GAN®, ] 4 il X $t
% 2% (generative adversarial networks, GAN ) 2% >J K
FEAS 1Y 434 5 Nie 55 N 52 97 B A8 i 1) Az it 72 5 %
PUREA Z Mt B ALY 3 &, 2 1 T DiffPure™, i i
PO A AT IR A, I 2 B 1 e R 1 ) R I
S5t AR T B Y U AR AR B

R B TR AR, &
e 7 AL AR 7 B B U R R, AR S PR A R T A
BRI B AR SR W, B2 T B AR RERCR

463 U PE R H A b

Table 3 Comparison of representative defense technology
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3 BgihEu
3.1 BARLE,
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AR 2 TURBIRT RIS . LN TR RE 4 &
JEA) BT 5, 75 B 25 A BB 20 BT B 1 G T it
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