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ABSTRACT The acquisition and analysis of data in digital forensics raise different data privacy challenges.
Many existing works on digital forensic readiness discuss what information should be stored and how to
collect relevant data to facilitate investigations. However, the cost of this readiness often directly impacts
the privacy of innocent third parties and suspects if the collected information is irrelevant. Approaches that
have been suggested for privacy-preserving digital forensics focus on the use of policy, non-cryptography-
based, and cryptography-based solutions. Cryptographic techniques have been proposed to address issues of
data privacy during data analysis. As the utilization of some of these cryptographic techniques continues to
increase, it is important to evaluate their applicability and challenges in relation to digital forensics processes.
This study provides digital forensics investigators and researchers with a roadmap to understanding the data
privacy challenges in digital forensics and examines the various privacy techniques that can be utilized to
tackle these challenges. Specifically, we review the cryptographic techniques applied for privacy protection
in digital forensics and categorize them within the context of whether they support trusted third parties,
multiple investigators, and multi-keyword searches. We highlight some of the drawbacks of utilizing
cryptography-based methods in privacy-preserving digital forensics and suggest potential solutions to the
identified shortcomings. In addition, we propose a conceptual privacy-preserving digital forensics (PPDF)
model that is based on the use of cryptographic techniques and analyze the model within the context of the
above-mentioned factors. An evaluation of themodel is provided through a consideration of identified factors
that may affect an investigation. Lastly, we provide an analysis of how existing principles for preserving
privacy in digital forensics are addressed in our PPDF model. Our evaluation shows that the model aligns
with many of the existing privacy principles recommended for privacy protection in digital forensics.

INDEX TERMS Cryptographic techniques, data privacy, digital forensics, forensic readiness, privacy-
preserving digital forensics.

I. INTRODUCTION
The rise in the rate of occurrence of cybercrimes can, on one
hand, be attributed to the increasing use of interconnected
computers and hand-held devices and their ability to store
huge amounts of information. On the other hand, it could
be attributed to the increased level of digitization [1]. This
advancement hasmade it possible for a user to utilizemultiple
devices and to access numerous digital services daily [2],
which in a way provide digital footprints of the user’s
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everyday life. In addition, this advancement has caused a
growing digital dependence and has aided digital evidence in
finding its way to the courtrooms [3].

Digital forensics has become a part of many investigations
in cases where computers and digital devices have been
used to facilitate a crime, where they are the object of the
crime, or in cases where they contain information relevant
to an incident [4]. The significant development that has
been experienced in the field of digital forensics over the
last two decades can be attributed to the increased number
of scientific research that now exists and the engaging
initiatives from Organizations such as the National Institute
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of Standards and Technology. These initiatives, for example,
the Computer Forensics Tools Testing (CFTT), National
Software Reference Library (NSRL), and the Computer
Forensics Reference Data Sets (CFReDS) [5], [6] have been
instrumental in the validation of new tools, and the provision
of research data sets that have led to the increased and diverse
contributions in the field. Digital forensics as an essential
domain of forensics seeks to extract evidence from computers
and other digital devices to help uncover crime. Digital
contents including audio data, images, videos, logs, emails,
metadata, cache data, etc. existing on many devices can be
used by law enforcement to understand the details of an event
or find supporting evidence during an investigation. In many
cases however, these digital devices contain other information
including personal, business-related, health-related, financial
records, and confidential information that may be exposed
during the analysis of the device despite their irrelevance to
the event being investigated. Given that forensic investigators
usually have full access to devices that are considered
pertinent to an incident, access to this information threatens
the privacy of those whose information may be on the
device [7].

Addressing data privacy in digital forensics seems to be
contradicting as the latter involves the extraction of all data
for investigation, while the former advocates the need for the
control of data access. However, the question remains, if a
suspect’s privacy is infringed on and personal information is
revealed in a bid to uncover a crime, what happens when
such a suspect is found innocent? Even so, if the device
contains information about the device owner’s relationship
with other third-party individuals, how is the third party’s
privacy protected?

Privacy protection involves the right to control one’s data,
including identity, personal data, and personal activities [8].
Although the collection and analysis of such information may
sometimes be important, collecting only relevant data during
an investigation while ignoring the non-relevant data is a key
point for privacy protection in digital forensics [9]. Balancing
the needs of a forensic investigator to support a fair trial
with the privacy rights of those being investigated or those
associated with them is a quest where both aspects conflict
with each other [10], [11]. As a branch of forensic science,
digital forensics focuses on the application of scientific
methods in the investigation of evidence present in digital
devices for understanding and reconstructing the sequence
of events that have transpired in the generation of the said
evidence [12]. It ensures that the digital forensics processes
(depicted in Figure 1) of identification, preservation, acqui-
sition, examination, analysis, and presentation of digital
evidence are completed in a legally acceptable manner [13].
Regardless of whether the information on a device is relevant
or not, the overall goal of these processes is to provide
information that supports or refutes a hypothesis about an
incident. Although the amount of non-relevant information
is often significantly more than the relevant data, there has
been less focus on how to preserve an individual’s privacy in

FIGURE 1. Digital forensics processes.

such data [14] or the effect that such privacy breaches may
have on the subject involved.

Existing works that have considered the issue of privacy
in digital forensics have mostly described principles and
investigative guidelines that can be applied to different stages
of the forensic processes. The goal of this article is to
provide forensic investigators and researchers with a roadmap
for developing practical approaches to address some of
the data privacy challenges in digital forensics. To achieve
this, we examine various privacy techniques that have been
proposed to tackle privacy challenges in digital forensics,
suggest potential solutions to the drawbacks associated with
these techniques, and putting these drawbacks in mind,
propose a conceptual model that thrives to preserve user
privacy in digital forensics. More specifically, the main
contributions of this study are as follows:

• We review the use of cryptographic techniques for
privacy protection in digital forensics and analyze
their characteristics within the context of whether they
support trusted third parties, multiple investigators, and
multi-keyword searches. We named these three factors
as our analysis factors.

• We propose a simple conceptual model for a
privacy-preserving digital forensics investigation pro-
cess, describe how each of the cryptography-based
techniques may be used within the model, present
the mathematical representation and algorithm of the
model, and examine the model within the context of the
identified analysis factors.

• Lastly, we explore some of the analysis factors that may
come into play in the use of the model and evaluate how
the model aligns with some of the existing principles
and guidelines for preserving privacy in digital forensic
investigations.

The rest of the paper is organized as follows. Section II
gives an overview of privacy challenges and examines how
and where privacy concerns may arise in each subdomain
of digital forensics during an investigation. In Section III,
we discussed the different cryptographic techniques, how
they have been utilized for privacy protection in digital
forensics, and the drawbacks as well as potential solutions
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to applying cryptographic techniques for privacy protection
in digital forensics. Section IV presents a privacy-preserving
conceptual model for digital forensic investigation, high-
lighting the entities involved in the model, the investigation
model, its analysis factor, and mathematical representation.
Section V provides some discussions and evaluation of the
model and Section VI contains the conclusions and some
future research work.

II. PRIVACY CHALLENGES. WHOSE PRIVACY? WHAT
PRIVATE DATA?
To address the issues of privacy in digital forensics and
provide some context, it is important to establish how and
where private data about individuals may be exposed during
investigations. This section discusses privacy challenges from
the perspective of whose privacy may be impacted, and what
data may be considered private in different domains of digital
forensics.

Because digital forensics is mostly concerned with the
holistic acquisition and investigation of digital evidence,
an underlying principle of digital forensics is that forensic
investigations must be reliable, complete, accurate, and
verifiable. Existing studies [11], [15], [16], [17] have shown
that finding a balance between acquiring case-relevant infor-
mation and invading users’ privacy is a major challenge. In an
investigation, data may be retrieved from devices belonging
to the suspect, victim, or even witnesses [18]. Despite that the
main focus of the digital forensics process is to collect and
analyze data that is relevant to the investigation, many digital
devices will contain information that belongs to individuals
or entities other than the primary user of the device, and an
investigator may access such information to even determine
their relevancy. Privacy concerns can be viewed with relation
to four main entities during investigations: the primary owner
of a device, third parties, secondary users, and service
providers. These entities are similar to those described
by [11].

A. WHOSE PRIVACY?
One aspect of privacy concerns relates to how private
information about the primary owner of a device is handled,
especially when such information has no benefits to the inves-
tigation. Analyzing medical history, browsing and buying
patterns, communication metadata, and cell phones, (which
tends to hold a greater quantity of information on lifestyles,
association, and activities), can provide a complete view of
individuals’ lives [15]. The direct or indirect exposure of a
suspect’s information raises privacy concerns if the suspect
is later found not guilty. As such, a suspect’s confidential
information should be kept private by forensics investigators
until when found guilty. Satisfying the requirement that there
should be no bias in the analysis of digital evidence in an
investigation implies that the possibility of being guilty or
innocent should be considered, as well as the impact of the
investigation on a device owner after the investigation [19].

Even though private data collected on a device will
mostly belong to the primary owner in many cases, such
data may also expose details about their relationships or
interactions with other third parties, that is, an individual
who is not directly involved in a crime and/or not a
suspect or the victim. For example, communication records
and photos or videos about family members, friends,
or colleagues may be present on the device. The need
for users’ informed consent when collecting data from
their devices is still a concern in digital forensics and
there have been recommendations that informed consent
from a user should be simply spelled out, complete, and
explicable by the users [20]. While some of the information
on a device may be relevant to an investigation, and the
examination of data may be done with the owner’s consent,
such consent does not extend to the private information of
third parties. However, obtaining the consent of third parties
before viewing their information for relevance or further
examination is not feasible in many cases, thus preserving
third parties’ privacy becomes the responsibility of the
investigator.

Another privacy concern relates to data about secondary
users (who are unrelated to the investigation) on a shared
or multi-user device. In some cases, the device may
provide mechanisms to separate each user’s data e.g. users
with different profiles, however, where this is not the
case e.g. in the case of a shared account or when an
investigation involves a corporate email server, the privacy
of secondary users may be violated during the examination
and analysis of data. Such information should be separated
and handled in a way that protects the secondary user’s
privacy.

Privacy concerns may also involve information relating
to service providers since their interaction with the device
may result in some details of their applications, application
interfaces or application functions being stored locally
on the device. For example, information about endpoints,
confidential information about accounts operated by the
primary user, or purchase records may be exposed in the
investigation process. Determining whether such information
is relevant to an investigation should be done on an individual
basis, taking into account the possible implications for both
the device owner and the service provider [11].

Lastly, when dealing with service providers or different
jurisdictions, the interpretation of privacy is also a challenge.
Although privacy is understood in similar ways at a high level,
different jurisdictions may understand specific details and
interpret privacy differently [20]. Since data may be stored on
servers in different countries (e.g., for cloud forensics), what
is considered user privacy infringement in one jurisdiction
might not be in another jurisdiction. The situation is made
more complex when a cloud service provider (CSP) is
using services from another CSP located in a separate
jurisdiction [21]. Therefore, it is important to be aware of the
differences that may exist in such interpretations during an
investigation.
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B. WHAT PRIVATE DATA?
Tracing back to the origin of digital forensics in the
late 1990s, when computer forensics was done by law
enforcement personnel with computing expertise, the field
has grown to be a significant part of any investigation [22].
Coupled with the growing use of the internet, mobile devices,
and other technological advances, different subdomains of
digital forensics such as mobile forensics, cloud forensics,
network forensics, and Internet of Things (IoT) forensics
have emerged to address the challenges of handling various
types of data and analysis techniques in different aspects
of computing. Despite that the nature of information being
examined in different subdomains may differ, the issue of
privacy is a concern in almost every subdomain. In what
follows, we give an overview of some domains of digital
forensics and give a practical indication of how privacy
concerns may arise in the different domains as shown in
Figure 2.

1) NETWORK FORENSICS
Network forensics is a branch of digital forensics that deals
with network-related investigations and may involve the
tracking of external and internal network attacks by focusing
on inherent network vulnerabilities and communication
mechanisms [23]. It involves the identification, capturing,
analysis, and reconstruction of network events to discover
evidential information about the source of security attacks in a
way that preserves the integrity of the data. Network forensics
may deal with both dynamic or static data depending on
whether the collection and analysis are done on the fly or
post-mortem. Some aspects of network forensics include web
forensics - which involves the analysis of web browsers and
web servers to collect user information; email forensics; and
cloud forensics - which focuses on investigating incidents that
occur primarily in the cloud environment.

Network data or traffic captured for network forensics
contains a lot of information about a user’s activities. This
may include websites visited, the amount of time spent
on each webpage, details of successful and unsuccessful
login attempts, unencrypted credentials, records of illegal file
download or intellectual property abuse, accessedmultimedia
files, emails, email attachments, and other documents sent or
retrieved over the network [24]. Most of the existing network
forensics frameworks focus on the collection of data and have
major impacts on the privacy of the primary network user,
third parties, and external parties in many cases [25].

2) INTERNET OF THINGS (IoT) FORENSICS
IoT forensics is a relatively new sub-domain of digital
forensics [19] that evolved due to the increase in both IoT
devices, cybercrimes related to these devices as well as
the machine-to-machine (M2M) communication enabled by
IoT technology. It focuses on identifying, acquiring, and
analyzing evidential information from IoT infrastructures and

devices such as wearables, small devices, sensors, connected
cars, and RFID for investigative purposes.

IoT forensics processes comprise three levels of forensics
namely, device-level forensics, network-level forensics, and
cloud-level forensics [26]. Due to the distributed nature and
heterogeneity of IoT infrastructures as well as limitations of
digital forensics tools, IoT forensics at the network and cloud
levels have not been completely used in digital forensics and
efforts to design standard frameworks, models, or methods
for IoT forensics are still in their infancy [27], [28], [29].
However, there have been attempts to extract and analyze data
from devices such as Google Home and Google Assistant
apps [30].

Although the fact that many devices only store data for
a short time is a challenge for IoT forensics, the traces left
behind and the usage nature of IoT devices and frameworks
imply that a significant amount of information such as user
activities, network traffic, system logs, communication and
network usage patterns, and private data about device users
can be collected, depending on the device being examined
or the scenario. In addition to privacy concerns relating to
the primary owner of an IoT device, data collected during
IoT forensics may affect the privacy of third parties, external
users, and service providers as earlier described.

3) DATABASE FORENSICS
Database forensics is the branch of digital forensics that
extracts evidential information from database systems [31].
It is related to the study of metadata and the application of
investigative techniques to database contents and metadata.
Database forensics investigation focuses on artifacts such as
database logs, schema, data structure, metadata (file system),
storage engine, etc. [32] and may involve the inspection
and validation of the timestamps relating to data updates to
validate a user’s action.

Because databases are used to store critical and sensitive
information in almost all computing systems and applica-
tions, they serve as a significant source of information that
can be useful for forensic analysis. Much of the critical and
sensitive information stored on a database, for example, infor-
mation about an application, or its operation, an organization,
processes on a device, location or transaction histories, etc.,
creates privacy concerns both for the primary user of the
database and other entities that may be involved. Many of the
existing process models for database forensics [33] focus on
the ability to recover evidential information from a database
and do not consider how the privacy of those whose data are
stored in the database being investigated may be impacted.

4) MULTIMEDIA FORENSICS
Multimedia forensics involves the attempts to explore,
analyze, and retrieve information about multimedia such
as images, audio, video, and text. Specifically, it is the
analysis of digital multimedia content to produce evidence
in the forensics domain [34]. Image forensics as an aspect
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FIGURE 2. Digital forensics subdomains.

of multimedia forensics investigates images by analyzing
the authenticity and integrity of data to detect forgeries or
manipulations as well as trace the history of the image.
In audio forensics, tools and techniques of audio engineering
and digital signal processing are applied to study audio
data as part of a legal proceeding or for either civil or
criminal investigations [35]. Video forensics focuses on
the examination, comparison, and evaluation of video for
investigative purposes.

While multimedia data being examined may be relevant to
an investigation, it may also contain images, conversations,
or videos of other individuals or portions that may be
irrelevant to an investigation. For example, in audio or video
forensics, a recording can provide a real-time, eyewitness
account of an event [36] but may also capture personal
conversations or events that the entities involved may prefer
not to disclose. Also, images being analyzed may look
compromising for an entity, even though they may eventually
be found to be unauthentic.

5) COMPUTER FORENSICS
Computer forensics focuses on the procedure of obtaining
and analyzing computer-related information including data
files, hard disk, file storage, hard disk, etc. [34]. Some
aspects of computer forensics include disk forensics, memory
forensics, and file system forensics. Disk forensics usually
involves the process of extracting the content of a file or
recovering the contents of a deleted file [36] from a disk drive.
The process used to achieve this depends on the data in the
disk or its partition.

In memory forensics, live analysis of the RAM can provide
detailed information on executed commands in a system,

running processes, internet history, system credentials, etc.
[37]. File system forensics focuses on the application of
knowledge about a file system in discovering evidence and
recovering deleted data [38]. Whereas the ability to retrieve
metadata, access encrypted data, find hidden information,
or extract data from unallocated spaces on a disk may have
significant benefits for digital forensics investigations, many
of these processes carry the risk of exposing sensitive private
data that may turn out to be irrelevant to an investigation.

6) MOBILE FORENSICS
Mobile device forensics involves the analysis of mobile
phones and devices to recover digital evidence. From
databases that store GPS records, chat history, and messages,
to records and logs about applications installed on a phone or
mobile device, the collection and analysis of data frommobile
devices can expose several private details about the device’s
user, third parties, secondary users or even service providers,
depending on the scenario being investigated.

Lastly, we note that although collection and analysis of
evidence (including digital evidence) are expected to follow
certain rules in different countries [39], the need to follow
all ‘‘reasonable lines of inquiry’’ in investigations requires
that privacy concerns are considered from the onset of
an investigation and built into the digital forensics pro-
cesses. Unfortunately, many of the existing digital forensics
investigation models focus mainly on technical aspects of
investigations and do not address the issue of privacy in digital
forensics. The works [10] and [11], that have considered the
issue of privacy in digital forensics have mostly provided
principles and investigative guidelines that can be applied to
different stages of the forensic processes to enhance privacy
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TABLE 1. Summary of the privacy principles and policies for digital investigation.

preservation during analysis but there are only a handful
of solutions that implement or support these guidelines
practically. In Section V, we discuss how some of these
principles align with our proposed conceptual approach for
privacy preservation in digital forensics.

III. PRIVACY-PRESERVING TECHNIQUES FOR DIGITAL
FORENSICS
Generally, techniques for data privacy protection for
digital forensics can be categorized into policy-based,
non-cryptography-based, and cryptography-based approaches.
Policy-based approaches give data owners insight into how
their private data should be collected, used, and disclosed
if needed [9]. It also provides insight into how policies are
developed to achieve privacy objectives without hindrance
to law enforcement agents during criminal investigations
and to restrict access to unrelated files [40]. Existing works
that have addressed privacy concerns in digital forensics
through the specification of principles and guidelines provide
details that can be incorporated into the definition of
policies relating to privacy in digital forensics. For instance,
[11] suggested a set of privacy-preserving data processing
principles that define conduct that is indicative of privacy
protection. These principles contain a set of investigative
behaviors designed to balance the requirement for effective
investigative processes with the need to prevent unnecessary
invasion of privacy, particularly during the data extraction
and examination stages of digital forensics. The principles
are summarized in Table 1. Similarly, [40] proposed policies
that could protect privacy, both from the user’s perspective
and the investigator’s perspective, without hindering law
enforcement investigations of crimes as depicted in Table 1.

Non-cryptographic-based techniques for privacy protec-
tion in digital forensics mainly focus on the use of blockchain
technology [41]. Blockchain technology as an emerging
technology has been recently adopted for privacy protection
in digital forensics, particularly in, cloud forensics [42], [43],
IoT forensics [44], [45], mobile forensics [46], multimedia
forensics [47], and data management (for maintaining a
chain of custody) [48]. This is due to its decentralized
and transparent information-sharing approach. However,
the adoption of this technology for privacy protection in
digital forensics, especially in the traditional digital forensics
subdomain, is still in its infancy stage [49].

Cryptography-based techniques involve the use of encryp-
tion and have been adopted in many aspects of computing
to provide confidentiality, integrity, authentication, and non-
repudiation [50], so the application of these techniques in
preventing or limiting access to information, as well as
protecting private data is not new. However, the application
of cryptographic techniques in digital forensics is relatively
newwith only a small number of studies focusing on different
domains of digital forensics.

To provide a road map for understanding the use
of privacy-preserving techniques in digital forensics,
we describe existing studies that have deployed cryptographic
techniques that allow the examination and analysis of digital
evidence while preserving the privacy of those involved. The
description of these studies is based on analysis factors such
as: (i) does the study require computation from a trusted or an
untrusted third party to function properly, (ii) does it permit
multiple investigators to access forensics data, and lastly
(iii) does the study support multi-keyword searches. These
analysis factors are essential for a feasible privacy-preserving
digital forensic solution to consider. The following sections
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TABLE 2. Summary of the analyzed privacy-preserving digital forensics studies.

provide an overview of each cryptographic technique that
can be considered and how they have been applied in digital
forensics. We also describe the drawbacks seen in these
studies and suggest possible solutions to support the use
of these techniques in digital forensics. A summary of the
relevant literature is provided in Table 2.

A. HOMOMORPHIC ENCRYPTION
Homomorphic encryption (HE) allows computation on
encrypted data without the need to first decrypt the data,
learning neither the inputs nor the computed results. HE is
classified into three categories; fully homomorphic encryp-
tion (FHE), somewhat homomorphic encryption (SWHE),
and partial homomorphic encryption (PHE) [51]. HE may
be used in digital forensics for data protection, by allowing
evidential information to be encrypted and analyzed without
first decrypting the data, thus ensuring data privacy of those
involved. This technique provides resilience in situations
where computations are carried out by an untrusted or
potentially compromised party [52].

One of the common use of HE for digital forensics
has been for the preservation of logs, particularly in cloud
environments or where the privacy of individual logs records
need to be preserved while allowing such record to be
analyzed together. Log files contain useful information
crucial to forensics investigation, but may contain private
information that needs to be protected. Reference [53]
proposed a logging scheme that considers log segmentation
and distributed storage to collect logs from distributed edge
nodes and protect log confidentiality by taking into account

edge-cloud characteristics. The system utilized amulti-index-
chain (MIC) technique and distributed storage cluster to
acquire forensics data without relying on a service provider.
The index files include information on the distributed log
block being shared with MIC peers through its network.
Thus, allowing forensics investigators to collect related
log blocks based on index files and distributed storage
clusters. To ensure log privacy, the authors implemented the
partial homomorphic encryption scheme for the proposed
system.

In another study, [54] proposed an efficient privacy-
preserving IoT-based log management system for digital
forensics that captures and preserves forensics logs continu-
ously for IoT devices in a cloud environment. Through the
use of homomorphic encryption, the authors designed an
automated and secure log collection model that is capable
of preserving smart environment logs from distributed edge
nodes in a fog-enabled cloud environment. To preserve and
transfer logs securely from IoT devices to the cloud with
consideration for delay sensitivity and task offloading, they
introduced a fog layer amid the IoT and cloud layer. The
three layers offer different security controls for log secrecy
and privacy to tacklemulti-stakeholder (multi-tenancy) issues
and log alteration. Similarly, [55] utilized the (partial)
homomorphic encryption scheme for secure log management
using a Tor network. The study designed a secure logging
system that ensures the confidentiality and integrity of the
logs by applying HE for encrypted operations on the logs
while the Tor network improves the privacy and security of
log data while in transmission.
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In terms of handling other types of forensic data, [56]
designed a privacy-preserving multiple keyword search sys-
tem over encrypted data which keeps the investigator subject
confidential and protects irrelevant data from the investigator.
The system requires a server administrator who is in charge of
a suspect’s encrypted data to receive some set of case-related
encrypted multiple keywords from an investigator. The
administrator searches these keywords against an encrypted
suspect’s data and returns the resulting data to the investigator
who then decrypts them for investigation. More specifically,
their scheme supports both conjunctive and disjunctive
keyword searches over encrypted data to help generate robust
investigation data. The conjunctive keyword search returns
documents containing all of the several keywords, while the
disjunctive keyword search returns aggregated documents
containing either one of the keywords or all of them. While
most of the studies examined do not require a trusted
third party, which suggests that either the systems do not
require any input from a third party, or could work with
an untrusted third party while still preserving privacy, they
lack a multi-keyword search. Therefore, investigators can not
submit multiple search keywords to retrieve the most relevant
data.

B. COMMUTATIVE ENCRYPTION
Commutative encryption enables plaintext to be encrypted
more than once using different users’ public keys and does
not require decryption before the encryption/re-encryption
process [57]. Commutative encryption can be used for
privacy protection in digital forensics by allowing both
investigator and server administrator (or a device owner)
to encrypt evidential information using different encryption
keys. Hence, ensuring that an investigator has access to
case-related information only and that the relevant data comes
from the server (or device) without alteration. In general, this
technique may be used to address the challenge of getting
relevant data in situations where information (relevant and
irrelevant) is stored with a third-party service provider.

A design for privacy-preserving forensic investigations
for shared servers was proposed by [58]. The proposed
system allows the server administrator to encrypt all data
of interest that are stored on the server; this prevents the
investigator from learning any data. The investigator then
encrypts case-related keywords and sends them to the server
administrator. The administrator searches for the relevant
keywords from the encrypted data and returns the relevant
data to the investigator and the investigator decrypts the data
to perform analysis on such relevant data. [59] improved
the proposed system to include a verification technique such
that the authenticity and integrity of the collected encrypted
data from the administrator can be verified to know whether
the presented evidence is actually from the server without
any alteration. However, both systems require a trusted third
party to function well, which could be sometimes infeasible.
In addition, the systems do not support queries from multiple

investigators, which could be a challenge in a situation where
two or more investigators are required.

C. SECRET SHARING
Secret sharing as a cryptographic tool can be applied in
a situation where access to sensitive information has to
be protected by more than one party. It is a scheme in
which different shares of a secret are distributed to parties
such that only a fixed subset of parties can reconstruct the
secret [60]. Secret sharing may be used to preserve privacy
in digital forensics by distributing a secret (suspect’s data)
into n pieces/data files and storing them in different locations
to prevent leaking. Each data file holds no intelligible
information about the secret, and the original secret cannot
be reconstructed from any one separate file. This may
be particularly useful in situations involving the cloud
environment or service provider, or where the data of interest
is maintained by a server administrator.

Focusing on cloud forensics, [61] proposed a solution
based on secret sharing and message authentication codes
(MAC) for robust logging of cloud events for forensic
investigations. Since there is at least one logging server
in a cloud environment, the proposed system attached a
MAC to every data written to the log file by the log
server, thus creating a chain to avert an attacker from
modifying events without being detected. As a further
security buffer, each event of the log is divided into n
shares and circulated among random nodes in the cloud,
then the events are recorded into an immutable database.
Using the search space reduction technique in a cloud
environment, [62] designed a secure cloud forensic solution,
based on the set of inputs that define the historical activity
data for the virtual machine, that efficiently searches for
forensic evidence within cloud and edge environment without
compromising the privacy of non-target. Leveraging standard
metering, network logs, and a secret sharing scheme, the
study proposes a privacy-preserving solution that reduces the
digital forensics target search space during an investigation in
the cloud.

Aiming to improve investigation efficiency and privacy
of data, [63] proposed the use of a secret sharing scheme
secure for keyword searching and matching procedures. The
authors treated data files managed by a server administrator
as a sequence of words, with each word and keyword treated
as secret and divided into n pieces of secret shares. A third
party is then required to match each word in a file with
each keyword from the investigator. Precisely, the third party
matches the shares of eachword to the shares of each keyword
given by the investigator until a match is found. Once a match
is found, t shares of all remaining words of the same file
are forwarded to the investigator to reconstruct the whole
file based on the principle of (t,n)-threshold secret sharing.
Data integrity and authenticity were guaranteed in the system
by utilizing a digital signature [64]. The proposed system
can also be queried by multiple investigators. One major

VOLUME 11, 2023 142399



T. B. Ogunseyi, O. M. Adedayo: Cryptographic Techniques for Data Privacy in Digital Forensics

downside is the inability of an investigator to query forensics
data using multiple keywords.

D. SEARCHABLE ENCRYPTION
Searchable encryption (SE) is an encryption technique
that allows search operations over encrypted data. SE can
either be searchable symmetric encryption (SSE) or
Public-Key Searchable Encryption (PKSE) [65]. SE can be
used to preserve privacy in digital forensics by allowing
case-relevant keywords to be searched over encrypted
evidential information, without direct access to suspect
personal information. Targeting email forensics, [66],
presented a privacy-preserving email forensics system that
analyzes email data in a corporate environment. The
system enabled non-interactive threshold keyword searches
on encrypted emails by utilizing searchable encryption.
More specifically, an investigator with the encrypted data
searches the encrypted data for selected keyword searches.
The search process reveals the content of an email if it
contains at least t number of keywords amongst those
that the investigator is searching for. Otherwise, the
investigator learns nothing about the content of the email
or whether any of the selected keywords are contained in
the encrypted data. As a follow-up to [66], the authors [67]
proposed an improvement to the above-described sys-
tem and implemented it for disk image forensics. The
system included an additional step of pre-processing
disk images before applying a protection mechanism
(encryption).

E. IDENTITY-BASED ENCRYPTION (IBE)
Identity-based encryption is a public key encryption in which
a user/sender can generate a public key from a known
unique identifier such as the email address of the receiver,
and a trusted third-party server calculates a corresponding
private key from the public key. Reference [68] proposed an
IBE-based secure cloud storage system that is compatible
with cloud forensics and supports digital forensics inves-
tigations, by using multiple public-key generators (PKG)
to generate the (encryption) keys. The system permits
legal authority or an investigator to act as a party in the
key generation in collaboration with another trusted key
generation authority which acts as the other PKG. Whenever
the need for a forensic investigation arises in the cloud
environment, the legal authority collaborates with the trusted
key generation authority to re-generate the private key and
decrypt the file contents, then provide the decrypted files for
further forensics analysis. Since neither the legal authority
nor the trusted key generation authority can act alone to
generate the private key for decryption, data access can be
controlled. However, the shortcomings are the file content
has to be decrypted first before any forensics analysis
and the scheme only permits single keyword search which
makes it impractical when large file content is to be
analyzed.

F. DRAWBACKS OF DEPLOYING CRYPTOGRAPHIC
TECHNIQUES AND POTENTIAL SOLUTIONS
As seen from the literature reviewed and Table 1, very
few studies have explored the use of cryptography-based
techniques for mitigating data privacy challenges in digital
forensics. This is in part due to the following reasons as seen
in existing studies. Possible ways of addressing the identified
issues are also described below.

• The resulting size of ciphertext from encrypted evi-
dential information is too large. The collection stage
of the digital forensics process often results in an
enormous dataset and encrypting this dataset produces
ciphertext with a substantially even bigger size. This has
the potential of making an investigation less thorough
and requiring more resources for data processing.
A possible solution for this challenge is to encrypt
only case-relevant data, implying that the verification
of keywords to determine data relevancy should be
included in digital forensics models to ascertain whether
compiled keywords are case-relevant or not. While this
will not fully eliminate some of the privacy concerns
earlier described, it has the potential to limit their
occurrence [69].

• With the increased rate at which data of interest in a
forensic investigation may be generated, investigators
now require more resources and time to collect, exam-
ine, and analyze forensic data, regardless of whether
the data is encrypted or not. To address this challenge,
investigators must work with relevant authorities and
service providers to understand where to look for
relevant evidence. To achieve this, it may be important
to focus on who, what, when, where, why, and how
questions when reviewing possible sources of evidence.

• Some of the cryptography-based schemes lack a ver-
ification method to ascertain whether the keyword
searches are case-relevant or not. Case-relevant key-
words are instrumental in reducing the volume of data
collected and encrypted and reducing the potential
access to private data. A careful selection of the
keywords through collaboration between investigators
and other stakeholders (e.g., law enforcement or a
service provider) would be necessary to address some
aspects of this challenge. In addition, models for
privacy-preserving digital forensics should integrate
keyword verification techniques, to determine what data
should be collected and/or encrypted and ultimately
reduce investigation time.

• The management of encryption and decryption keys in
existing cryptography-based techniques is a challenge
that can limit the usability of some solutions. While
this challenge may be addressed simply by minimizing
the transfer of keys between parties involved in an
investigation, a dedicated entity that generates key
pairs, encrypts data, and decrypts the ciphertext should
be integrated into privacy-preserving digital forensics
models.
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With all these drawbacks and solutions in mind, we pro-
pose a simple conceptual privacy-preserving digital forensics
model that utilizes a cryptography-based scheme in the
following section. We then explain how the different cryp-
tographic techniques earlier described may be incorporated
into this conceptual model and other factors that may be
considered in their use.

IV. PRIVACY-PRESERVING DIGITAL FORENSICS MODEL
This section describes our conceptual model for privacy-
preserving digital forensics (PPDF) as shown in Figure 3.
The model employs the use of encryption in the handling of
evidential data throughout the digital forensic investigation
process. In what follows, we first describe the entities
involved in the model and their responsibilities, then discuss
the model based on the digital forensic investigation pro-
cesses. Furthermore, we examine how the model overcomes
the shortcomings highlighted in Section III and lastly present
the mathematical description of the model. The model
is discussed in light of how the different cryptographic
techniques discussed in Section III may be used at each stage.

A. PRIVACY-PRESERVING MODEL ENTITIES
The main goal of the privacy-preserving digital forensics
model is to allow the identification, preservation, acquisition,
analysis, documentation, and presentation of evidence from
digital devices while preserving the privacy of the individuals
involved. The entities that exist in the privacy-preserving
model, as well as the assumptions relating to each entity
within the model, are described as follows.

• User: The user is an individual who is involved in a
case that requires a digital forensics investigation. The
user could be a suspect, an accused person, a victim,
or a third party. Data that belongs to a user, especially
those that are non-relevant to the investigation should be
kept private. Hence, it is important for investigators to
perform their investigative role without compromising
the user’s privacy.

• Investigator: The investigator may be a law enforcement
agent (LEA) or someone involved in the examination
and analysis of digital evidence and may interact
with both the user(s) and the service provider. The
investigator is mostly responsible for generating an
asymmetric key pair (Prikey,Pubkey), and making the
public key (Pubkey) available to the Service Provider
(SP) but the creation of the key pair may be delegated
to a cooperating user if necessary. The investigator also
determines case-relevant keywords, required to ascertain
the data that should be extracted. The investigator is
also required to work closely with the SP(s) to retrieve
evidence within the SP’s jurisdiction.

• Service Provider (SP): The service provider is charged
with searching the suspect’s data, in their custody, for
case-relevant keywords, encrypting relevant data, and
sending it to the investigator(s). We assume that this

entity only receives input from the investigator, and does
not collude with the user, hence, they can be trusted.

B. CONCEPTUAL MODEL BASED ON THE DIGITAL
INVESTIGATION PROCESSES
The digital forensics investigation process is divided into six
stages (as described in Section I). However, in this section,
we categorize the processes into four stages based on the four
privacy-preserving stages depicted in Figure 3 and discuss
the possible applications and limitations of the cryptographic
techniques described in Section III at each stage of the
privacy-preserving model.

1) STAGE 1: PREPARATION / KEY GENERATION
The first step of the digital forensic process is the identi-
fication stage. At this stage, an investigator recognizes the
nature of an incident, prepares the tools and equipment
needed during the investigation, and defines the tasks to
be accomplished during the investigation. Furthermore, and
while this may be a difficult task, they also work with
other entities (users and service providers), to ensure data
and user privacy. This stage can also be referred to as
the forensics readiness stage. As part of the preparation
for the investigation, the investigator is expected to obtain
the necessary approval or warrant for investigation and
devise appropriate data preservation, and chain of custody
mechanisms. The goal at this stage is to ensure that the
right resources, both material and human are employed for
evidence preservation and to prevent irretrievable damage to
digital evidence due to their volatility.

No cryptographic technique is required at this stage since
there is no interaction with data. However, measures to ensure
data privacy should be integrated into the stages right from
the beginning and included as part of a readiness plan.
This should include generating encryption keys to facilitate
privacy preservation throughout the investigation process.
In the case of a cooperating user (i.e., a user who shows
a willingness to cooperate with the investigator during the
investigation process e.g. the victim in an incident), the
investigator may decide to delegate the responsibility of
generating the encryption key to the user to limit access
to their personal information and foster their involvement
in maintaining their privacy during the investigation. The
public key is made available to the investigator and/or the
service provider as the case may be. On the other hand,
if the user is an uncooperating user, either because they are
not found at the crime scene, could not be located or for
any other reason, the investigator generates the encryption
key pair and makes the public key available to a service
provider if necessary. In practice, law enforcement agents
who deal with digital evidence are trained to properly utilize
recent technology to enhance their investigation [70], [71].
Therefore, it is natural to assume that LEAs can generate and
manage the public key, generated either by the user or the
investigator.
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FIGURE 3. An overview of the proposed PPDF model.

The decision regarding whether or not a user generates the
key pair should be made on a case-by-case basis depending
on well-defined factors that have been identified based on
the incident type, user request, or other conditions relevant
to the case. In a situation where a user is delegated to generate
the public key, the custody of the corresponding private key is
discussed in Section V-A. Public key sharing is done based on
the location of the evidential information, either in the cloud
or non-cloud environment. For preparation in a cloud-based
environment, the public key is shared with a cloud service
provider, while the LEAmanages the non-cloud environment.
The key generation step in this stage is an important step
that is required regardless of which encryption techniques
described in Section III are eventually used. This step is also
required regardless of the data acquisition method later used,
either static or live acquisition. A flowchart representing the
steps involved in this stage is depicted in Figure 4.

2) STAGE 2: PRESERVATION / ENCRYPTION
Next to the identification and preparation stage of the
digital forensics process is the preservation and acquisition
stage. This stage focuses on the isolation, preservation, and
collection of evidential data from the digital crime scene.
Collected data typically includes both case-relevant and non-
relevant data since it may be almost impossible to determine
which information is relevant right from the crime scene [72].
As shown in Figure 5, data acquisition and preservation may
involve making an image copy of disk drives and other digital
objects found at the crime scene, or running data collection
tools and writing the output to external storage for servers and
other critical devices that cannot be powered off [73].
For our conceptual PPDF model, this stage also includes

the generation of keywords that are related to the crime
being investigated. The investigator(s) who have oversight of

FIGURE 4. A flow diagram of the preparation and key generation stage.

the case, establishes a set of case-related keywords, known
as the first keywords. A search of the first keywords is
conducted on the collected data without any encryption of the
collected data or the keywords. The data retrieved from the
first keyword search are then encrypted using the appropriate
public key earlier generated (Pubkey). To ensure that as much
data as possible can be gathered, the first keyword search
should use disjunctive keywords as described in [74]. This
helps to generate more independent and non-interrelated
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FIGURE 5. A flow diagram of the preservation and encryption stage.

data [75], which gives the investigator access to more case-
related information. However, for evidential information with
a service provider (e.g. cloud service provider), the first
keywords are encrypted by the investigator before being sent
to the service provider as further discussed in Section V-A.
It is important to note that we differentiate between our use
of ‘case-related’ and ‘case-relevant or pertinent’ data. Case-
related data is any data that can be linked to the criminal
case but may not be necessarily relevant and it is associated
with the first keyword search, while case-pertinent data are
relevant and are associated with the second keyword search
described in Stage 3 below.

Apart from ensuring that the data retrieved is related to
the case being investigated, one of the goals of this step
is to ensure that non-related data is not encrypted, thus
significantly reducing the size of the ciphertext generated
which needs to be further analyzed. Thinking about privacy
concerns, we note that it is possible that information
considered to be case-related or case-relevant may still
contain private data, however, this must be included as part
of the analysis to ensure a holistic view of the data and/or
the investigation. For example, if the date of an incident
is considered as a search keyword, all files created on this
date may be retrieved as related data but their relevance is
yet to be determined. Data considered to be relevant is still
included in the analysis even though it may contain some
private information.

Themain privacy-related task in this stage is the encryption
of results from the disjunctive keyword search. From the
privacy techniques earlier discussed in Section III, homo-
morphic encryption, commutative encryption, and searchable
encryption schemes fit this purpose. This is because the
encryption of search results can be easily performed by
the investigator alone when any of these three schemes is
utilized. The secret sharing scheme requires a suspect’s data
to be shared among multiple parties, thus, this may not
be viable for the conceptual PPDF model as the entities
involved in the model (i.e. investigator, user, and service
provider) are separated, and would not typically be able
to hold portions of data independently or share data. For
identity-based encryption, the encryption key is generated
based on a user’s identity, and a centralized server is required
to generate the private key.

To utilize either secret sharing or identity-based encryption
for privacy protection in digital forensics, a trusted third
party or central server will be required to manage the
distribution of suspect’s data into n shares and generate a
private key for decryption. This requirement can be seen
in all related solutions discussed in Section III, where all
applications of secret sharing or identity-based encryption
require a trusted third party as depicted in Table 1. Thus,
the use of encryption techniques for privacy protection
in digital forensics requires that realistic assumptions be
made and the practical feasibility of a proposed solution be
considered.

3) STAGE 3: EXTRACTION / COMPUTATION
After the evidence encryption comes the extraction of
case-pertinent data and analysis of the dataset. This stage
examines the encrypted case-related evidence to extract
data relevant to the investigation and seeks to ensure data
confidentiality. To achieve this, another set of keywords,
known as the second keywords, that are designed to be
very case-specific are established and searched on the
encrypted case-related data as described in Figure 6. The
main objectives of this stage are to extract case-pertinent
information from encrypted data thus having relevant pieces
of evidence to work with; and to perform analysis, such
as pattern recognition and classification on the encrypted
case-pertinent evidence in order to determine the significance
of the data, identify evidence patterns, and make conclusions
about the case. This is also the stage investigators test their
hypothesis.

The second keyword search is performed to obtain a
fine-grained result that contains the case-pertinent data on
the investigation and reduces the dataset that needs to be
examined or analyzed further. The second keyword searches
are also performed on the encrypted case-related evidence
received from a cloud service provider if any. The resulting
ciphertext from the search is then analyzed to discover their
relationship to the case investigated. An example of such
analysis on the encrypted data includes pattern recognition
where evidence can be classified based on similar features
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FIGURE 6. A flow diagram of the extraction and computation stage.

as demonstrated in [76]. The second keyword selection and
search for case-relevant data may be repeated several times
to aid the confirmation or refuting of a hypothesis. This
stage of the model achieves data confidentiality and user
privacy as investigators only get to work on encrypted data.
Moreover, other (non-evidential and non-case related) infor-
mation is not examined further but stored. An investigator
does not have access to this information unless there is a
justification for such access, with permission given by a
superior investigator, this approach is in line with the third
principle of privacy-preserving digital investigation described
in [11].

Considering the cryptographic schemes earlier discussed,
only the homomorphic encryption and searchable encryp-
tion schemes can support this stage of the model. Other
cryptography techniques such as commutative encryption,
secret sharing scheme, and identity-based encryption, in most
cases, would still need to be used in conjunction with the
homomorphic encryption scheme to allow computation on
encrypted data without decrypting first. Also, the use of
secret sharing and identity-based encryption requires the
use of a central server or a dedicated third party as earlier
discussed.

4) STAGE 4: PRESENTATION / DECRYPTION
The last stage involves the summarization and description
of findings, as well as further validation or refut-
ing of hypotheses made during an investigation as
shown in Figure 7. The resultant ciphertext from the

encrypted analysis is then decrypted using the corre-
sponding private key of the public key scheme used for
encryption.

Regardless of whether the key pair used for encryption is
generated by the user or an investigator in stage 1, it is the
sole responsibility of the investigator to decrypt the encrypted
outcome from the search using the associated key. Hence, this
justifies why the corresponding private key, for a public key
generated by a user, is stored in a private key storage system
as further described in Section V-A. It is important to note that
several factors come into play in the application of the con-
ceptual model described. In the following section, we exam-
ine the factors that may be considered with regard to the
model.

An example of a scenario where the model is applicable
could be a crime scene where a suspect has been accused
of defrauding someone who made an online purchase.
We assume that the suspect was apprehended and their
smartphone confiscated by an LEA. Following the four
stages delineated in our conceptual PPDF model, at the
first step of preparation, the LEA defines the tasks to
perform during the investigation, acquires a forensic image
of the smartphone’s media storage, prepares the needed
tools and equipment to extract case-related data from the
smartphone, and obtains the necessary warrant/approval.
In the second stage, case-related keywords are curated
based on the crime at hand, this could involve searching
text messages, emails, call logs, documents, social media
posts, browsing history, and other content for pertinent
information. The keywords are searched and the result is
encrypted using the public key generated, either by the user or
the LEA.

Using a set of case-relevant keywords (second keyword),
the encrypted case-related data from the smartphone is
further searched to obtain encrypted pertinent data to
the investigation. Investigators may refine the keyword
searches based on initial findings or narrow down the
results as described above. The encrypted case-relevant
data is analyzed to uncover patterns and make findings
related to the crime. Analysis such as metadata pattern
analysis, network traffic analysis, file structure analysis,
frequency and location pattern analysis, and correlation
analysis could be carried out on the encrypted case-relevant
data to discover their relationship to the case investigated.
Lastly, the result obtained from all the analyses is decrypted,
and the investigator’s hypotheses are either validated or
refuted.

C. CONCEPTUAL MODEL ANALYSIS FACTORS
CONSIDERED
In our examination of the conceptual model, we address
the underscored challenges outlined in Section III. These
challenges encompass: (i) the conceptual model’s capacity
to accommodate untrusted third parties, such as service
providers, or to function autonomously without external
involvement; (ii) the model’s handling of queries from
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FIGURE 7. A flow diagram of the presentation and decryption stage.

multiple investigators, particularly in scenarios necessitating
such interactions; and (iii) the extent to which the
model facilitates multi-keyword searches. Subsequently,
we explicate the model’s performance within these
contexts.

The conceptual model presumes that a portion of the
user’s evidential data resides with a cloud service provider,
an assumption commonly made due to the ubiquity and
cost-effectiveness of cloud storage. However, it is unwise
to rely on the trustworthiness of the cloud service provider
in safeguarding evidential information. Consequently, user
information is encrypted with a public key shared with the
service provider. Furthermore, a set of encrypted keywords
is sent to the service provider. Utilizing these encrypted key-
words, the service provider executes a disjunctive keyword
search on the encrypted dataset, and subsequently transmits
the resulting dataset to the investigator, as presented in
stage 2. Consequently, the model demonstrates its operability
in the presence of an untrusted third party, enhancing its
feasibility.

The concept of multiple investigators denotes that two
or more investigators can simultaneously access and manip-
ulate the same dataset. This scenario may arise when the
investigation spans different regions or countries. Within
the conceptual model, diverse investigators can access and
collaborate on the same case by sharing pertinent resources,
including sets of keywords (both first and second), any
encrypted dataset provided by the service provider, and the
encrypted resultant dataset obtained from the initial keyword
search.

Lastly, the inclusion of multi-keyword searches authorizes
investigators to submit multiple keywords for retrieving
more comprehensive data, in contrast to the limited results
yielded by single-keyword searches. The conceptual model
accommodates both single and multi-keyword searches.

TABLE 3. Variables and notations used in the model description.

The initial keyword search, i.e., the disjunctive search,
constitutes a multi-keyword search that yields independent
and case-relevant data. Conversely, the second keyword
search entails a conjunctive keyword search, retrieving case-
pertinent information, as elucidated in Stage 3. In addition to
other considerations, the incorporation of keyword searches
in the proposed model aims to mitigate the encryption
of all user data, both relevant and non-relevant. This
approach is necessitated due to the substantial computational
complexity associated with cryptography-based privacy
techniques and the extensive data typically possessed by
users. In light of the aforementioned analysis factors, the
conceptual model offers a robust solution to these chal-
lenges, thereby furnishing a substantiated proof of concept
model.

D. FORMAL SPECIFICATION OF THE CONCEPTUAL MODEL
This section presents the formal description of the
conceptual PPDF model. The definition of notations
used is presented in Table 3, and the mathematical
representation and algorithms of the model are also
presented.

Using a generic homomorphic encryption key generation
scheme defined in [77], we describe the key generation
process depicted in Algorithm 1 for the conceptual model.
Algorithm 1 illustrates the key generation process which
takes as input n = the dimension of the ideal lattice and t =

the bit length of the coefficient with the size being 128 bits
and outputs the public key and private key. For the keyword
generation, let kn+1 = {k1, k2, . . . , kn+1} ∈ UD be the set
of keywords that can be produced from user data and let
kn = {k1, k2, . . . , kn} be the set of first keywords from user
data denotedFkywd as shown in table 3. A disjunctive keyword
search will be {k1 ∪ k2 ∪ . . . ∪ kn} ∈ UD. Therefore, Crkw =

{k1∪k2∪. . .∪kn} ∈ UD. Similarly, the second keyword search
will be {k1 ∩ k2 ∩ . . . ∩ km} ∈ Crkw, and Crvkw = {k1 ∩ k2 ∩

. . . ∩ km} ∈ Crkw. Note that Crkw ∈ UD ≫ Crvkw ∈ UD,
which implies that Cr ′

kw ∈ UD ≫ Crv′kw ∈ UD hence
Crv′kw ∈ Cr ′

kw.
The encryption stage involves the encryption of both

case-related keywords retrieved through the first keyword
search and the encryption of the case-relevant keywords
retrieved through the second keyword search as illustrated in
Algorithm 2. For the encryption of case-relevant keywords,
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Algorithm 1 : Key Generation
Input: dimension n, bit length t
Output: Pubkey = (d, r), Prikey = (wi)
1:Choose a random vector v from
v(x) =

∑n−1
i=0 vix

i
: vi is a random t-bit length and

∑n−1
i=0 vi ≡

1 mod 2
2:Compute the resultant d of v(x) and f (x), and the coefficient
w1 of the linear term of w(x)
Where wxvx = d mod f (x)
3: If gcd(wi, d) ̸= 1 then
4: Go to 1
5: else
6: Compute w0 and r =

w0
w1

mod d
7: Compute an odd wi via wi = rwi + 1 mod d and w0,w1.
The subscripts are modulo n.
8: Output: Pubkey = (d, r),Prikey = wi
9: end

the same process in Algorithm 2 is followed but with different
input Public key (d, r) and case-relevant keywords (Crvkw)
and output (Crv′kw).

Algorithm 2 : Encryption of Case-Related Keywords
Input: Public key (d, r), case-related keywords (Crkw)
Output: Encrypted case-related keywords (Cr ′

kw)
1: To encrypt plaintext Crkw ∈ Z with pk = (d, r)
2: Choose a random noise vector −→u = (u0, u1, . . . ., un−1)
with ui ∈ (0, ±1)
3: Compute the resultant ciphertext of Crkw as
c = Enc(Crkw, pk) = [b+ 2.

∑n−1
i=0 uir

i]d ∈ [−d
2 , d2 ).

4: Set−→a = 2−→u +Crkw
−→e 1 = (2u0+Crkw, 2u1, . . . , 2un−1) ∈

Zn with −→e 1 = (1, 0, . . . , 0).
5: Output Cr ′

kw
6: end

For the investigator(s) to accept or refute some of the
hypotheses, the encrypted case-relevant keywords have to
be analyzed and conclusions made based on the outcome
of the analysis. Following a similar pattern described
in [78], we delineated the classification of the encrypted
data. Specifically, we outline the K-Means classification
algorithm on forensics data, an approach presented in [79],
to determine the significance of analyzed data as shown in
Algorithm 3, while the decryption algorithm is presented in
Algorithm 4.

V. CONSIDERATIONS AND EVALUATION OF THE PPDF
MODEL
In this section, we examine some of the factors that may
be considered at different stages of the conceptual model.
We also discuss an evaluation of the model with respect
to some of the existing principles for preserving privacy in
digital forensics.

Algorithm 3 : K- Means Computation on Encrypted Data
Input: An encrypted case-relevant keywords Crv′kw =

Enc[k1 ∩ k2 ∩ . . . ∩ km], the number of clusters q, and the
termination condition µ.
Output: Encrypted Cluster C ′

= (c′1, c
′

2, . . . , c
′
q)

1:Randomly selects q data records C(l) = c(l)1 , c(l)2 , . . . , c(l)q as
the initial clusters where l = 1.
2:For each ki in Crv′kw assign it to the closest cluster Crv(l)i,j
3: Compute the countsm(l)

i,j of each clusterm
(l)
i,j = (1 ≤ j ≤ q)

and q local centers w(l)
i = (w(l)

i,1,w
(l)
i,2, . . . ,w

(l)
i,q) where w

(l)
i,j is

a d dimensional point.
4: If maxDist(c(l)i,j , c

(l+1)
i,j )1 ≤ j ≤ q > µ the algorithm

iterates, otherwise and output the final results
5: Output: C ′

= (c′1, c
′

2, . . . , c
′
q)

6: end

Algorithm 4 : Decryption
Input: Private key Prikey = wi, encrypted cluster C ′

=

(c′1, c
′

2, . . . , c
′
q)

Output: A set of clusters in plaintext
1:Compute [C ′.wi]d (mod 2)
2:Let −→a ∈ Z, then we recover the plaintext since ∥

−→a ×

W ∥∞< d
2

3: Output: C = (c1, c2, . . . , cq)
4: end

A. CONSIDERATIONS OF THE PPDF MODEL
As mentioned earlier, when a cooperating user is delegated
to generate the asymmetric key pair (Prikey,Pubkey), the
public key is shared among the entities involved such as the
investigator and/or the service provider. The corresponding
private key for decryption is stored in a private key
storage system by the LEA. This is primarily to prevent
private key loss and to enable the investigator to access
the key for decryption after the analysis of the encrypted
case-relevant data, without having to wait for the user.
However, it is worth mentioning that for the investigator
to access the private key, there has to be permission
issued by a senior investigator who has oversight of the
case.

In a case where the user’s data is stored with a service
provider, an encrypted set of the case-related keywords (first
keywords) is sent to the service provider to ensure that
they do not become privy to the investigation details. This
assumes the use of homomorphic encryption, thus allowing
the service provider to perform the search. The service
provider performs this encrypted case-related keyword search
on the evidence within their jurisdiction. The service provider
then encrypts the retrieved data from the first keyword search
with the public key shared by the investigator. Afterwards, the
service provider sends the encrypted retrieved case-related
data to the investigator who then queries it to extract
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case-relevant data. The encryption of the first keywords
is only necessary when evidential information is with a
service provider (cloud environment) and not in a non-cloud
environment.

When dealing with a cloud environment, the extrac-
tion and computation of data in stage 3 of the PPDF
model may be challenging, particularly if the cloud service
provider is not willing to grant the investigator access
to necessary data. This is a common issue that may be
encountered both for privacy-preserving and non-privacy-
preserving digital forensics process models. It is also
related to the drawback of accessing information in data
centers which may be in a jurisdiction different from
that of the investigator. For a non-cloud environment,
the investigator, in most cases, has the essential devices
and/or information to perform the investigation. There-
fore, investigators can perform the identified tasks in this
stage.

B. EVALUATION OF THE PPDF MODEL
To evaluate the proposed conceptual PPDF model, we con-
sider how each stage of the model aligns with many of the
existing principles for privacy protection in digital forensics
models. Table 4 shows the categorization of the existing
principles into the four stages of the conceptual PPDF model,
depicting the alignment of the processes in each stage to each
of the principles.

In [9] the author proposed the classification of evidential
information into different privacy levels to prevent encrypting
entire user’s data and to reduce the investigation cost in terms
of time and resources. Considering both the user’s and the
investigator’s perspectives, the authors first classified this
information into private and non-private for users and relevant
and non-relevant for investigators. This resulted in these four
groups: non-private and non-relevant, non-private and rele-
vant, private and non-relevant, and lastly private and relevant.
Subsequently, they defined three privacy levels for evidential
information to enable more efficient privacy-preserving
digital forensics investigation. The privacy levels are; direct
accessible data (DAD), privacy-preserving accessible data
(PAD), and non-accessible data (NAD). For DAD, the data
is relevant and non-private so it can be directly extracted and
analyzed. The PAD signifies relevant and private data, hence,
privacy-preserving technique(s) must be applied during data
extraction and analysis, while NAD implies that the data is not
relevant to the case and is not accessible to the investigator.
This is in line with stages 2 and 3 of the conceptual
PPDF model in which only related and relevant data are
extracted and the appropriate privacy-preserving technique is
applied.

Similarly, using cryptographic techniques and blind sig-
natures, the authors in [10] proposed a system involving a
sequential release of private information in digital forensics
investigation based on prior knowledge of the private infor-
mation and proof of a hypothesis. In other words, it explores
the feasibility of protecting more sensitive information until

TABLE 4. Classification of existing privacy-preserving digital forensics
principles.

knowledge about less sensitive information has been demon-
strated. To balance the efficacy of the investigation against
user privacy, they propose a scale for partitioning information
into privacy-accurate levels where (L1) denotes partitioned
information with a low privacy-accurate level and (L4)
implies a high privacy-accurate level. The four-level privacy-
accurate scale is described as follows: (L1) – the evidence
does not divulge any personal information, (L2) – evidence
may refer to personal information, (L3) – evidence may
infer personal information, and (L4) – evidence undeniably
divulges personal information. This somewhat supports the
four possible groups of forensics data posited in [9] and is
in line with our conceptual PPDF model’s case-related and
case-relevant approach to evidential information discussed in
stages 2 and 3.

Another study in [11] proposed a set of ten privacy-
preserving data processing principles for consideration
during the extraction and examination of evidential informa-
tion from digital devices in digital forensics investigation,
represented as PD1 - PD10 and summarized in Table 1.
Emphasizing the need for balance between the requirement
for effective investigative processes with the need to prevent
unnecessary invasion of privacy, the principles highlighted
the concerns regarding potential privacy invasion caused by
the examination of digital devices in criminal investigations.
We classified these ten principles (PD1 - PD10) under the
first three stages of the conceptual model, as depicted in
Table 4, because the principles only consider user privacy
concerns from the extraction to the examination stage of
evidential information. Notably, the first principle (PD1)
which states that ‘‘the scope of any investigation should be
defined and evaluated before its implementation to ensure
that it is both proportionate and justifiable’’ is in line with
stage 1 of the conceptual PPDF model, where we underscore
that an investigator must define the investigation scope and
ensure that data privacy is integrated as part of a readiness
plan. Furthermore, the third principle (PD3), ‘‘where a need
for the extraction and examination of all available data
from a given digital device is established, this need must be
both evidenced and justifiable with regards to the current

VOLUME 11, 2023 142407



T. B. Ogunseyi, O. M. Adedayo: Cryptographic Techniques for Data Privacy in Digital Forensics

investigation scenario’’ aligns with stage 3 of PPDF model in
which investigator does not have access to non-case related
information unless there is a justification supported with
permission from a superior investigator with an oversight on
the case.

Lastly, the author in [40] identified the significance of
privacy policies in protecting users’ private information and,
hence, posited that such privacy-preserving policies should
restrict an investigator from analyzing user’s private data. The
author defined ten privacy-preserving policies, denoted by
PP1 - PP10 in Table 4 and summarized in Table 1, from both
the user’s and the investigator’s perspectives, which covers
the first three stages of the digital forensics process model.
Five of the ten policies were based on the investigator’s
perspective, while two and three were based on the users’, and
both investigator and user perspectives, respectively. These
policies are in alignment with the processes involved in each
stage of our PPDF model. For example, of particular interest
among the ten policies is the third policy (PP3) to ‘‘limit
the search for evidence to the goal of the investigation’’
which aligns with the first stage of our conceptual PPDF
model. In general, the conceptual PPDFmodel aligns with the
key existing privacy-preserving principles and privacy levels
outlined in the literature.

VI. CONCLUSION
In this study, we discuss the various cryptographic techniques
that can be utilized for privacy protection in digital forensics,
with an analysis of relevant studies that have utilized any of
the techniques for privacy protection. We provide a summary
of the findings for each study, highlight some drawbacks to
the use of each cryptographic technique for privacy protection
in digital forensics, and recommend potential solutions to
address the highlighted drawbacks. Moreover, we proposed
a conceptual model for a privacy-preserving digital forensics
model that is based on cryptographic techniques and consider
how and where each encryption technique may be used
in the model. We present the mathematical representation
and algorithm of the model and examine how the model
may perform within the context of some identified analysis
factors. We also examine some of the factors that may
be considered at each stage of the model in specific
situations and evaluate the model via a comparison with
existing principles for preserving privacy in digital forensics
investigations.

This study provides digital forensics investigators and
researchers with a roadmap for addressing data privacy
challenges in digital forensics, specifically by using crypto-
graphic techniques. Our evaluation of the conceptual model
shows that it performs well within the context of the analysis
factors and it supports all the key privacy principles that have
been suggested in the literature for privacy preservation in
digital forensics. The model focuses on the overall digital
forensics process but can be adapted to specific scenarios
and sub-domains of digital forensics as necessary. In future
work, we plan to implement and conduct an empirical study

to determine its practicality and performance. Extension of
the model to address some of the challenges in specific digital
forensics subdomains will also be explored.
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