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1. Introduction
The modern development 

of technologies and computing 
capabilities contributes to the 
evolutionary movement towards 
the creation of integrated sys-
tems based on the combination of 
various technologies, such as the 
Internet, the Internet of Things, 
mobile technologies, social sys-
tems and networks [1–5]. These 
systems form socio-cyber-phys-
ical systems that allow to obtain 
emergent properties based on the 
combination of mesh networks 
with wireless communication 
channels and smart technolo-
gies. As a result, hybrid systems 
appear, which usually belong to 
critical infrastructure objects and 
attract the attention of attackers.

The emergence of decentral-
ized systems and networks based 
on blockchain technology makes 
countering mixed (targeted) at-
tacks on the infrastructure of so-
cio-cyber-physical systems even 
more difficult [6–10]. In such 
systems, the physical platform 
includes sensors, and controls, 
often located in the cloud, while 
the social platform includes so-
cial networks and messengers. 
An important task for the for-
mation of the security contour of 
such systems is the development 
of a threat classifier that allows to 
objectively assess the criticality 
of the organization’s infrastruc-
ture elements and take into ac-
count the criticality of informa-
tion resources, such as the level 
of security. This approach makes 
it possible to consider informa-
tion resources as a commodity 
and to form appropriate mod-
els for minimizing both hacking 
risks and financial losses.

The examination of trends in the evolution of mixed threats, 
particularly targeted attacks, reveals an active “cloning” of the 
threat vector driven by the increasing demand for digitized ser-
vices. This evolution is closely tied to the ongoing advancement 
of computing equipment and technologies. Notably, the advent 
of socio-cyber-physical systems and the proliferation of diverse 
digital services, alongside the development of full-scale quan-
tum computers, holds significant importance.

Existing research [1–5] provides various frameworks for the 
classification of threats. However, these approaches overlook the 
possibility of categorizing threats into distinct security compo-
nents, such as cyber security (CS), information security (IS), and 
security of information (SI). Furthermore, they fail to consider 
the nuanced impact of these threats on vital aspects of security 
services, including but not limited to confidentiality, integrity, 
authenticity, availability, and participation.

The study [8] introduces a syn-
ergistic approach to constructing a 
threat model; however, it overlooks 
the potential impact of social engi-
neering methods, which can sig-
nificantly enhance the execution 
of targeted (mixed) threats. On the 
other hand, the work [11] addresses 
a general approach to universal-
izing classifier construction but 
fails to acknowledge the necessity 
of developing multi-circuit infor-
mation protection systems in the 
context of operating multi-plat-
form systems, which encompass 
cyber-physical systems.

Therefore, the analysis under-
scores that, amid the evolutionary 
growth of hybrid (complex) sys-
tems amalgamating various tech-
nologies, a critical focus should 
be on establishing multi-circuit 
protection systems that account 
for defined platforms. It’s equally 
crucial to consider the repercus-
sions of threats on both external 
and internal security circuits.

The primary objective of this 
article is to formulate a threat clas-
sifier tailored for socio-cyber-phys-
ical systems. This classifier takes 
into consideration the hybridity 
and synergy inherent in targeted 
(mixed) attacks, the integration of 
social engineering methods, and 
the development of multi-circuit 
information protection systems.

2. Methods
The concept of a multi-con-

tour security system for socio-cy-
ber-physical systems, developed 
in previous studies [12], requires 
a suiTable threat classifier and a 
system security assessment mod-
el for practical implementation.

To build a classifier of so-
cio-cyber-physical system threats, let’s use the approach pro-
posed in [12]. Let’s introduce the following notations: 

– define information resources as a set of plurals:

{ }= β, , , , , , ,
i

C I A Au Inv
A i i i i i i iI Type A A A A A  

where Тypei – type of information asset, Тypei={CIi, PDi, CDi, 
TSi, StRi, PubIi, ContIi, PIi}, where СIi – confidential information, 
PDi – payment documents, CDi – credit documents, TSi – com-
mercial secret, StRi – statistical reports, PubIi – publicly available 
information, ContIi – control information, PIi – personal data.

– security services will be defined as a plural:

{ }= , , , , ,C I A Au Inv
i i i i i iA A A A A A  

where C
iA  – confidentiality, I

iA  – integrity, A
iA – availability, 

Au
iA  – authenticity, Inv

iA  – involvement); βi – metric of the ratio 
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of time and degree of information secrecy for the asset (criti-
cal – 1.0; high – 0.75; medium – 0.5; low – 0.25; very low – 0.01).

A web application was developed to determine the objectiv-
ity of expert evaluation and automation (https://skl.sspu.sumy.
ua/login), which allows to form an expert assessment of the 
impact of the threat on the security service. 

Table 1 shows the weighting coefficients of experts’ compe-
tence (kk). This approach allows to determine the consistency of 
the experts̀  opinions with varying degrees of knowledge in the 
field of cyber security and information protection. In addition, 
the proposed web application takes into account all components 
of the threat classifier shown in Fig. 1.

The total assessment of the i-th threat is determined by the 
number of experts according to the expression:

=
×

= ∑

1 ,
K

k kk
i

x k
x

K
		   (1)

where xk – evaluation of the k-th expert of the impact of the i-th 
threat; kk – expert’s competence level; K – number of experts.

The measure of consistency of experts’ assessments is the vari-
ance, which is determined by the expression:

( )
=

σ = −∑ 

22

1

1 .
K

x k k i
k

k x x
K

 		  (2)

Statistical probability of the obtained results 1 – αi, will be:

  −∆ + ∆ , ,i ix x  

where the value xi distributed according to the normal law with 
center y and variance σ2 .X  Then ∆ is defined by the expression:

∆ = σ2 / ,xt N  		  (3)

where t – value according to the Student’s distribu-
tion for k–1 degrees of freedom.

To form a multi-contour information protection 
system, let’s use the mathematical apparatus for 
building multi-circuit security systems developed 
in [12]. At the same time, let’s take into account signs 
of synergism and hybridity of mixed and targeted at-
tacks on each of the platforms of socio-cyber-physical 
systems (on internal and external contours) (Fig. 3).

 
3. Results

The classifier consists of a tuple that includes the 
following components (Fig. 2):

– the level of criticality of the threat is deter-
mined by the set: 

{ }=
1 2 3 4 5, , , , ,

ikr kr kr kr kr krL L L L L L  

where 
1krL
 
– 01 (critical), 2krL  – 02 (high), 3krL  – 03 (me-

dium), 4krL  – low, 5krL  – very low;
– the security component is defined by the plural: 

{ }= 1 2 3, , ,syb syb syb syb
iS S S S  

where 1
sybS  – 01 (cybersecurity), 2

sybS  – 02 (information security), 
3
sybS  – 03 (security of informational);

– the component of security services is defined by the plural:

{ }= 1 2 3 4 5, , , ,serv serv serv serv serv serv
iS S S S S S  

where 1
servS  – 01 ( I

iA  – integrity), 2
servS  – 02 ( C

iA  – confidentiali-
ty), 3

servS  – 03 ( A
iA  – availability); 4

servS  – 04 ( Au
iA  – authenticity), 

5
servS  – 05 ( Inv

iA  – involvement);
– component of the nature of directions for the forma-

tion of security systems is determined by the plural: 

{ }=influence influence influence influence
1 2 3, , ,iS S S S

where influence
1S  – 01 (engineering and technical), influence

2S  – 02 
(organizational), influence

3S  – 03 (legal and regulatory);
– the constituent layer of the ISO/OSI infrastructure is 

defined by the plural:

{ }= 1 2 3 4 5 6 7, , , , , , ,ISO ISO ISO ISO ISO ISO ISO ISO
iS S S S S S S S  

where 1
ISOS  – 01 (physical level), 2

ISOS  – 02 (network level), 
3
ISOS – 03 (level of operating systems); 4

ISOS  – 04 (level of ap-
plications and services), 5

ISOS  – 05 (level of applications and 
services); 6

ISOS  – 06 (the Internet of Things level), 7
ISOS  – (the 

level of the information protection system);

Fig. 1. Structural-logical scheme of socio-cyber-physical systems
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Table 1
Weighting factor of experts’ competence

Expert qualification The value of the 
weighting factor (kk)

International expert in the field of IS, CS, SI 1.0
National expert in the field of IS, CS, SI 0.95

Certified international specialist in the field of IS, CS, SI 0.9
Doctor of science in the field of IS, CS, SI 0.9

Head of the Security Service 0.85
PhD in the field of IS, CS, SI 0.8

A security officer 0.7
System administrator 0.6

Security service engineer 0.5
Postgraduate student with a specialty  

in the field IS, CS, SI 0.4

https://skl.sspu.sumy.ua/login
https://skl.sspu.sumy.ua/login
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– component of the direction of influence based on social 
engineering methods is defined by the plural:

{ }=threats threats threats threats threats threats
1 2 3 4 5, , , ,s s s s s s

iS S S S S S  

where threats
1
sS  – 01 (hacking the system (subsystem, infrastructure 

element), threats
2
sS  – 02 (system compromise (subsystem, infrastruc-

ture element), threats
3
sS  – 03 (data compromise); threats

4
sS  – 04 (finding 

critical points of the system), threats
5
sS  – 05 (information gathering);

– the component of the safety circuit is defined by the plural:

{ }=safety loop safety loop safety loop
1 2, ,iS S S  

where safety loop
1S  – 01 (internal security contour), safety loop

2
sS  – 02 (ex-

ternal security contour).
Thus, the proposed classifier of socio-cyber-physical system 

threats is defined as a set:

{ }=threats influence threats safety loop, , , , , , ,
i

s syb serv ISO s
j kr i i i i i iQ L S S S S S S

where j – relevant threat, ∈∀ …1 .j N
In Fig. 3 

1platform

SCS ISL ³
synergQ  – synergy of threats to the correspond-

ing security service; αi – the weighting factor of the possibility 
of threat implementation based on social engineering methods, 
i∈{0.25; 0.5; 0.75; 1.0}, where 0.25 – probability of using a threat 
based on social engineering methods 1 time per year (low level); 
0.5 – probability of using a threat based on social engineering 
methods 1 time per month (average level); 0.5 – probability of 
using a threat based on social engineering methods 1 time per 
week (high level), 1.0 – probability of using a threat based on 
social engineering methods 1 time per day (critical level).

4. Discussion and scope of application
Based on the proposed approach to assessing the flow state 

of the security of system elements (infrastructure), the follow-
ing method of assessing the security of socio-cyber-physical 
systems is proposed:

1 Stage. The formation of expert assessments of threats, 
their impact on security services, the possibility of signs of 
synergism and hybridity, as well as integration with social engi-

neering methods. Determination of the impact of the threat on 
the infrastructure level (ISO/OSI models). At the same time, a 
matrix of weighting coefficients is formed 

=*
threats threats ,

ijs sS S  

where і – security services, j – corresponding threat, ∈∀ …1 .j N
2 Stage. Forming a correspondence matrix between infor-

mation resources and security services: 

=* ,
ilinf infS S  

where і – security services, l – information resource, ∈∀ …1 .l L  
When filling out the matrix, the need to provide the appropriate 
security service is taken into account (1 – the service is required, 
0 – the service is not required).

3 Stage. Formation of dependence between information 
resources and infrastructure levels (ISO/OSI models) where 
information circulates and/or is stored: 

=* ,
klISO ISOS S  

where k – availability and type of communication, infrastruc-
ture element (level) where information is stored, l – information 
resource, ∈∀ …1 .l L

4 Stage. Forming the dependence of threats and information 
resources (assessment of infrastructure criticality):

 =*
inf/ threats ,

ljs infS S

where l – information resource, 
∈∀ …1 ,l L  j – corresponding threat, 
∈∀ …1 .j N  This stage allows to deter-

mine the criticality of unauthorized 
access to one or another information 
resource.

5 Stage. Forming the dependence 
of threats and infrastructure elements 
(ISO/OSI model level):

=*
threats/ threats/ ,

kjs ISO s ISOS S  

where k – availability and type of com-
munication, infrastructure element (lev-
el) where information is stored, j – cor-
responding threat, ∈∀ …1 .j N  The stage 
allows to identify critical points in the 
infrastructure and determine preventive 
security measures in advance.

6 Stage. Forming an assessment of 
the security of the socio-cyber-physical 
system based on the analysis of Stages 2 
and 3 (finding the connection between 
information resources, infrastructure 
elements (critical points of unautho-
rized access/information leakage) and 
security services).

7 Stage. Forming an assessment of the capabilities of the 
current information protection system to resist threats:

=*
threats/protection system threats/protection system ,

qjs sS S  

where q – availability of a threat countermeasure mechanism, 
j – corresponding threat, ∈∀ …1 .j N

Fig. 2. Threat classifier for socio-cyber-physical systems
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05 – collection of information



19

COMPUTER SCIENCE

8 Stage. Forming an assessment of regulators and legislation.
9 Stage. Forming an assessment of the flow state of the 

security system. At the same time, the results of Stages 6–8 are 
taken into account.

10 Stage. Calculation of the integral indicator of the current 
level of information security in the analyzed security system. 
For this, a comprehensive assessment of threats and the current 
state of the security system is calculated (Stage 9). After that, 
the absolute and relative value of the integral indicator is de-
termined.

∑
=

×
;ij

abs

S
IS

i j
 =

−
− min

mma ix n

,abs
rel

IS S
IS

S S
			   (4)

where ISabs – the absolute integral indicator of the current 
state of information security in the security system; ISrel – 
relative integral indicator of the current rooster of infor-
mation security in the security system; Sij – elements of the 
general system security assessment matrix; i – the number of 
rows of the general system security assessment matrix; j – the 
number of columns of the general system security assessment 

matrix; Smin – the minimum element of 
the overall system security assessment 
matrix; Smax – the maximum element of 
the overall system security assessment 
matrix.

In this way, it is possible to determine 
the overall integral assessment of the se-
curity of the system: the closer the value 
of the relative indicator is to 1, the higher 
is the overall security of information in 
the security system.

Hence, the suggested approach en-
ables the consideration of the speci-
fied criteria for the classifier of threats 
within socio-cyber-physical systems, 
the operational status of the security 
system, and the prioritized adherence of 
management to the stipulations of both 
international regulatory bodies and do-
mestic legislation.

5. Conclusions
The suggested threat classifier for so-

cio-cyber-physical systems facilitates the 
consideration of characteristics related 
to the synergistic and hybrid nature of 
targeted (mixed) attacks, including their 
potential integration with social engi-
neering methods. This approach enables 
the formulation of specific requirements 
and the development of multi-faceted in-
formation protection systems that factor 
in the platformability (structure) inherent 
in socio-cyber-physical systems.

The proposed methodology for eval-
uating the operational state of security 
systems in socio-cyber-physical systems 
provides a means to identify the finan-
cial implications associated with unau-
thorized access or loss of information 
resources. It also helps pinpoint critical 
infrastructure vulnerabilities and assess 
the effectiveness of information protec-
tion system mechanisms. Furthermore, 

the assessment of compliance with the mandates of interna-
tional regulators and legislative acts serves to offer an unbiased 
evaluation of the security posture concerning continuous busi-
ness processes.
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