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ABSTRACT Many researchers have provided meaningful insights for physical layer security (PLS) in
various wireless communication systems. However, few works have carried out an intensive PLS analysis for
magnetic inductive coupling (MIC)-based simultaneous wireless information and power transfer (SWIPT).
This paper analyzes the effect of the angular position of coils on the secure capacity of a MIC-based SWIPT
system in the presence of a potential malicious power receiver. Using a simple coupling model, we analyze
the maximum achievable secure capacity of a MIC-based SWIPT system when the transmitter has knowledge
of the coil angular positions of the receiver and the potential eavesdropper. In addition, we expand our
analysis to the case where the transmitter has only limited knowledge of the coil angular positions of the
receiver and the potential eavesdropper due to the angular fluctuation of the coils. Since employing the PLS
technique with a traditional security algorithm can enhance security, the analysis will provide a meaningful
contribution for improving MIC-based SWIPT system security.

INDEX TERMS Magnetic induction coupling (MIC), physical layer security (PLS), secure capacity,

magnetic coil, near field communication (NFC).

I. INTRODUCTION

A magnetic inductive coupling (MIC)-based communica-
tion system is a short-range communication system used
for rapid transmission of short message applications, such
as smartphone pairing and peer-to-peer communication.
Since MIC-based communication is employed in applications
requiring high security, e.g., mobile banking, e-ticketing, and
e-payment, the security requirement of MIC-based commu-
nication system is also increasing [1]-[4]. Due to the vul-
nerability of wireless channels, MIC-based communication
systems suffer security threats, such as data modification or
eavesdropping [1]-[5].

In addition to the MIC-based communication system,
recent studies have been focused on MIC-based simulta-
neous wireless information and power transfer (SWIPT)
systems which allow high power and information trans-
fer [6]. Since a sufficient power transfer rate cannot be
achieved with the conventional communication power level,
the transmission power of SWIPT systems is much larger
than that of conventional communication systems. There-
fore, the amount of leakage power to the undesired node is

noticeable. For SWIPT systems that use one shared channel
to transfer power and information, the increased leakage
power makes MIC-based SWIPT system more vulnerable to
eavesdropping.

Existing studies on MIC-based communication system
security mostly have analyzed its vulnerabilities and threat
preventing methods at the software level by using crypto-
graphic algorithms [7]-[11]. In [7], security risks of a near
field communication (NFC) system are studied, and [8]
investigates the vulnerability of the NFC authentication pro-
tocol. Based on investigation results, new pseudonym-based
secure authentication protocols are proposed in [7] and [8].
References [9] and [10] propose an NFC-based secure pay-
ment system that is assisted by an external secured vault
server to mitigate inherent security vulnerabilities of NFC
systems. Eun ef al. [11] improve the security performance
of an authentication protocol by using conditional privacy
protection methods.

Recently, physical layer security (PLS) techniques have
been proposed in various wireless communication sys-
tems to improve security [12]. Unlike traditional encryption
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algorithms, PLS techniques achieve a highly secured system
by using the physical characteristics of the transceiver and
channel. PLS techniques do not depend on cryptographic
algorithms, and thus are reliable in the presence of traditional
security threats, that is, leakage of an encryption key. There-
fore, MIC-based communication system can be more secure
with both PLS and cryptographic techniques. For example,
magnetic beamforming techniques can improve security by
reducing signal leakage in an undesirable direction [13].
In [14] and [15], a magnetic beamforming scheme is used
for long range and secured wireless power transfer. To reduce
signal leakage, Kim et al. [16] introduce a multipole loop
antenna that can cancel crosstalk between undesired coils.
However, previous studies mainly focus only on improving
the data rate or power transfer efficiency rather than improv-
ing security. In addition, there has been no intensive theo-
retical analysis, to the best knowledge of the authors, on the
security performance of MIC systems exploiting PLS.

Since MIC is sensitive to the angular positions of coils,
the secure capacity of MIC-based communication systems
is quite dependent on the angular positions of coils. In this
paper, we analyze the effect of the angular position of coils
on the secure capacity of a MIC-based SWIPT system using
a simple MIC model to exploit the PLS technique. To be
specific, the system consists of one transmitter, one infor-
mation receiver, and one power receiver, where the power
receiver is potentially malicious. By receiving information
and power at two receivers, respectively, SWIPT is per-
formed. Our first analysis assumes that the angular positions
of the receiver coils are fixed, and the transmitter perfectly
knows the angular positions of all receiver coils. The analysis
is then expanded to the case where the transmitter has only
limited information about the angular positions of the receiver
coils due to limited feedback or angular position fluctuation
of the receiver coils. We also suggest the optimal transmitter
angular position to maximize the secure capacity, which satis-
fies the power transfer requirement. By doing so, we provide
insight into the effect of the angular position of coils on the
secure capacity of a MIC-based SWIPT system, which is
helpful for understanding achievable security performance of
MIC-based SWIPT systems with PLS the technique.

The rest of this paper is organized as follows. In Section II,
we describe the system model of a MIC-based SWIPT system
with a brief introduction about MIC. Section III presents the
analytical results on the secure capacity of the system model.
Section IV provides our conclusion and suggestions for future
works.

Il. SYSTEM MODEL AND PRELIMINARIES

A. INTRODUCTION TO MIC

Before presenting our system model, we briefly introduce

background knowledge of MIC, which corresponds to the

basic MIC link model considered thoroughly in this work.
The MIC between transmitter and receiver coils is

expressed as J2H , where J is the angular coefficient depend-

ing on the angular positions of coils, and H is the magnetic
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Transmitter coil Receiver coil

FIGURE 1. Conventional magnetic inductive coupling model.

channel gain due to all other effects such as intrinsic charac-
teristics of coils air-gap between the coils. When the trans-
mitter and receiver coils are located as shown in Fig. 1,
the angular coefficient J is

J = 2sin(6;) sin(6,) + cos(6;) cos(6,)
= \/ 4 sin2(0r) + cos2(8,) cos(8; — arctan(2 tan(6,)))

= \/ 4 sin2(9,) + cos2(6;) cos(8, — arctan(2 tan(6;))),
()

where 6; and 0, are the angular positions of both the trans-
mitter and receiver coils, respectively [6], [17].

When 6, is given, the maximum achievable value of J? by
controlling 6; is 4 sin2(9,) + cos?(6,). Therefore, with given
0, , the maximum achievable received power is

P — (4 sin®(6,) + cosz(@)) Py, )

where P; is the transmission power. Similarly, it is worth-
while to note that, when 6, is given, the maximum
achievable received power is alternatively expressed as
H (4sin(0;) + cos?(8,)) P;.

B. SYSTEM MODEL

Following the basic model discussed in Fig. 1, we consider
a MIC-based SWIPT system model in Fig. 2 that consists of
one transmitter Alice, and two receivers Bob and Eve. Each
node has one magnetic coil. The receivers can switch to infor-
mation or power exclusive receiving mode. We assume that
Bob and Eve are designated to be in information and power
exclusive modes, respectively. The SWIPT is conducted by
the following procedure. Alice transmits a modulated sig-
nal that contains information to Bob, and Bob decodes the

FIGURE 2. Magnetic wiretap channel model.
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received signal to obtain the information. On the other hands,
Eve rectifies the received signal' to store power instead of
decoding. Note that this system is a simplified version of the
system already proposed in [6]. To be specific, in [6], there
are multiple power exclusive receivers with a single informa-
tion exclusive receiver, and the transmitter has orthogonally
arranged coils to support receiver coils in a three-dimensional
space.

When all nodes operate according to the designated modes,
i.e., Eve does not decode the signal, the information from
Alice to Bob is secured. However, there is the potential threat
of Eve; e.g., Eve intentionally switches to information exclu-
sive mode to eavesdrop information instead of power saving,
and thus the secure capacity of the system is limited by Eve.
Minimizing the received signal power of Eve can improve the
secure capacity. However, since Alice does not know whether
Eve tries eavesdropping or not, Alice should serve power to
Eve. For example, the received power of Eve should be larger
than a given threshold.

When the transmission power of Alice is P,, the received
power of Bob and Eve is P, = JgHbPa and P, = JezHePa,
respectively, where J, and J, are the angular coefficients of
Alice-Bob and Alice-Eve links, respectively, H, and H, are
the magnetic channel gains of Alice-Bob and Alice-Eve links,
respectively, and 65, 64e, 64, 6p, and 6, indicate the angular
positions of the coils, as shown in Fig. 2. We assume that the
angular position of Alice’s coil is only adjustable, e.g., 6, and
6. are given; Jp, and J, are then expressed as

IbHaX
cos (Bap — ap),
i, (Oap — ap)
e

P
P,

\/W €08 (Oge — @)
H.P,

/@ 08 (Oap — ote — 0a), (3)
H.P,

where «; = arctan (2tan (6p)), o, = arctan (2 tan (6,)), and

Jp
Je

Pglax = HyP, (4 sin? 6p) + cos? (Gb)),
P = H,P, (4 sin? (6,) + cos? (Oe)), “)

are the maximum achievable received signal power of Bob
and Eve when 0, and 6, are given, respectively, where the
secure capacity Cj is defined as

r Py P\
C2|ln(1+=2)—-In[14+=2
* _n< +No> n( +No>}
B (N0+Pb>i|+
=|(In{ ———
L N0+Pe
— 2 +
—|In N0+JbePa (5)
NO+J22HePa '

IThis received signal does not contain information for Eve
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where [x]T = max {x, 0}, and N is the noise power [18].
To focus on the analysis of the effect of the angular positions
of coils on the secure capacity, we assume that the magnetic
channel gains of Alice-Bob and Alice-Eve links are identical;
that is H, = H,.

IIl. SECURE CAPACITY ANALYSIS AND VERIFICATION

In this section, we investigate the secure capacity of the
system under two assumed scenarios: 1) receiver coils are
fixed, and Alice has knowledge of the angular positions of the
receiver coils, 2) due to the angular fluctuation of the receiver
coils or limited feedback, Alice has only limited information
of the angular position of the receiver coils. In addition,
we also provide strategies for maximizing the secure capacity.

A. FULL KNOWLEDGE OF ANGULAR POSITIONS

First, we analyze the secure capacity when fixed receiver
angular position information is given to Alice. Since MIC
between coils is quite strong compared to typical wireless
channel gain, in a MIC system, the received signal strength
is much larger than the noise power level, which clearly indi-
cates that P, /Ny, P./No >> 1. Then (5) can be approximated
for a high signal to noise power ratio (SNR) environment
into C¢ as

P +
cmi-o(2)
e
[ (J2HPs +_1 2\
= | "\ 72m,pr =M\ 2
e ‘et a e

i Py cosZ (Ogp — ap) *
= |In
P cos2 (O — ote — Oq)

Fig. 3 shows the approximation error |CS - Cﬂ /Cs in var-
ious SNR environments. The approximation error tends
to decrease when P, is much larger than P,. However,
the approximation error is less than 1% when P./Ny
is larger than 20 dB regardless of the value of P,/P..
Therefore, C¢ provides analysis results with only marginal
differences.

(6

10° ‘
A -
A — A —PR/R=3dB
‘OéA 6 - P/P=6dB
RgoeBa, P,/P.=9 dB
quGQjAA —-—PB/P=12dB
: ARES oA ~ A~ PB/P=15dB
101k Xo o5a 4
Eg 0B
AR5V
AY.E0:
=X %\é&
- Xy ‘O\AA\
= Ay oo
S AT RA,
Tk 102 F Y. QA 4
L[ 10 A7 oA
O X OéAA
2 Q.
X A
K Saay
EV OAA
10°F XS 9n]
XgSoh
5 &1
=X
10—4 1 1 1 L
0 5 10 15 20 25 30
P./Ny (dB)

FIGURE 3. Approximation error |Cs — CJ| /Cs in various SNR
environments.
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Next, the strategy for maximizing the secure capacity is
provided. Since Eve is the power receiver, P, should be larger
than its given threshold, P,. The secure capacity maximiza-
tion can be achieved by the adjusting angular position of

Alice as

+
P cos? (B —
C¥ = max | In b Oar 2 ,
: Ou P cos2 (O — ot — Og)
subject to P, = PJ'** 08 Ogp — ote — 04) > P,.

(N

From (7), note that since P, cannot be larger than PJ'*?X, P~e
should be smaller than Py®*. In addition, if P** (> Pp) is
smaller than P, (< P,), C¢ is always O (see (6)). Therefore,
the optimal C{* should be obtained under the assumptions
Py > P, and PP > P,.

Recall that our objective is to maximize the secure capacity
under the constraint of the received power of Eve. When
Oap = (e + 04 + m/2), C¢ is diverging to infinity because
P, is minimized to 0. Since C{ is a simple concave function,
adjusting 6, from (o, + 64 + 7/2) monotonically decreases
C¢.In addition, adjusting 6, from (¢, + 64 + 7/2) increases
P,. Therefore, the optimal 6, is the point corresponding to
P, = ﬁe. Since there are two values of 6, corresponding
to P, = Ise, the value that gives a C¢ is optimal 6. Fig. 4
shows C¢ and P, when 6, = /4,6, = n/8,0; = m/2, and
P, = 0.3. In Fig. 4, when 6,, = 0.227, C¢ is diverging
to infinity, and P, is minimized to 0. As aforementioned,
adjusting 6, from 0.227 reduces C¢ and increases P,. There-
fore, the optimal 6, is one of the values corresponding to
P, = P, = 0.3, which are indicated as red squares in Fig. 4.
In this case, since the right point red square gives a higher C¢,
the right one is the optimal 6,,,. By doing so, the optimal point
is obtained as

S:t arccos

0%, = mod +ae+04, 7|, ®)

max
P(:‘

12 r —5

:/79,11, =a,+6;+0.57 .
T1.

9 11.6

ab

0.8

0.6

0.4

0.2

‘ ‘ ‘ ‘ 0
0 01 02 03 04 05 06 07 08 09 1

Oy ()
FIGURE 4. Minimum and maximum values of C{ and Pe, where the red
squares are points of d,, corresponding with Pe = Pe, when 6y, = /4,
e = /8,04 = /2, and Pe = 0.3.
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where mod (-, 7) is modulo operation by m, sT o=

sgn (mod (&e + 04 + /2, w) — mod (op, 7)), and sgn (-) is
a sign function. The optimal secure capacity is obtained by
substituting 6, to (6) as

P cos? (6, — ap) *
)

Csa*: In max 2 (p*
i Pax cos (ab—ae—ed

- +
Pg‘a"cosz<sjE arccos (, /% ’ +a.+64— cxb)

= ln =
P,

&)

Since cos? (1) < 1, (9) cannot be larger than CHhp =
N7+ ’

[ln (PP*) —In (Pe>] 2 Therefore, the upper bound of C¢

linearly decreases when the transmitted power to Eve is
exponentially increased. In fact, analysis of the effect of P,
on the exact value of C{ is difficult because (9) cannot be
simplified in general. Instead, we provide the exact effect of
P, on C¢ in two special cases. Since a typical case can be
represented by a mixture of the following two cases, these
cases provide an intuitive understanding of the relationship
between P, and C¢.

1) SPECIAL CASE 1: (ae + 64 — ap) = /2
By substituting (¢, + 64 — op) = /2 to (6), we have

+
P cos2 (B — atp)

cY=|1 b - .10

[ 1 (Pglax 052 (Bup — ap — 7/2) (10)

s
In this case, Alice has the largest adjustability of the ratio
between information and power transfer rate since the phase
of the numerator term is different by r/2 from the phase of
the denominator term. For example, when 6, is close to oy,
the magnitude of the numerator is enlarged, but the magnitude
of the denominator is decreased. C{* then becomes

- +
max 2 + I;e ud
Py cos (s arccos ( PZ““") + 2)
Ca*

= ln ~
N Pe

i Prbnax (1 - Pf:lé;x) !
= |In *g
P,

r ~ +
pmax _ Pe
= |In(P™) +In (—;maxﬁ )}
e e

- Pmﬂx +
- ln(Pg‘“x)—ln(Pe)—ln )| D
e - e

In this case, one can observe that C&* is smaller than its
general upper bound C{{;5. That is, C{* cannot reach the

2This is actually the upper bound of the optimal secure capacity.
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upper bound even if Alice has the largest adjustability with

the loss of ln< L ) Note that the loss depends on the

Pznax_ P,
ratio between Ise and P Therefore, in this case, even if
Eve has a much more advantageous angular position than
Bob for receiving the signal from Alice (i.e., Py > P;'*),
the maximum achievable secure capacity can be close to the
theoretical upper bound by limiting P,.

Fig. 5 shows the optimal secure capacity when the con-
dition (o + 67 — ap) = /2 is satisfied with the angular
positions of the coils, as shown in Fig. 6. The detailed param-
eters of Fig. S5are P, = 1, H, = H, = 1, and Ny = 1073,
Our approximation result C#* is accurate and identical to the
result of C; when Ny is much smaller then P,,. To be specific,
when P, is relatively smaller than PI** (ie., P, < 0.1P7),
C&* is very close to CﬁJB. Therefore, the secure capacity
of the system almost reaches the theoretical upper bound
C;’;{JB when Eve requires relatively small power P, with the
condition (&, + 65 — ap) = /2.

\ Cy
35+ o O
3 .
§,UB
3r 4
> 25 7
‘0
3
S ot ]
<
=3
3
w15 4
1r 4
05 4
0 . . . . . . . oo
0 10 20 30 40 50 60 70 80 90 100

B,/ Pres (%)

FIGURE 5. Optimal secure capacity when Alice has the largest
adjustability, where ae + 04 —ap = /2, 0p = /2,0 = /11, Pg =1,
Hp = He =1, and Ny = 1073,

Alice
“~_

FIGURE 6. Example case of angular positions of coils when Alice has the
largest adjustability, where ae + 05 — ap = /2, 0p = 7/2, b = n/11,
Pg=1,Hp =He =1,and Ny = 1073,
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2) SPECIAL CASE 2: (@e + 64 —ap) =0

By substituting (o, + 64 — o) = 0 to (6), we have
P cos2 Oy — ap)

PP cos? (O — atp)

C!=|In (12)
In this case, Alice has no adjustability of the ratio between
information and power transfer rate because the phase of the
numerator and denominator are the same, i.e., constant C&*
irrespective of 8,5,. Moreover, since (o, + 05 — o) = 0, C&*

is
~ - +
P cos? [ arccos ,/1%
CH* = |In =
P,
- 5 +
P,
Pbmax[m
=|In| ——
P,
= [in (P;™) = In (P7™)]" (13)

In this case, C{** does not depend on ﬁe, and thus Is'e does not
affect the secure capacity. Note that in this case C¢™* is still
smaller than the upper bound CﬁEB because PI'** > P..

Fig. 7 shows the secure capacity when (a,+ 67—
op) = 0 with the angular positions of the coils shown
in Fig. 8. In Fig. 7, P,, H, = H,, and Ny are set as 1, 1,
and 1073, respectively. Since the gap between C&* and C; is
negligible, our approximation-based analysis is accurate in a
high SNR environment with this condition. In Fig. 7, C#* is
constant because C{* is only affected by PJ'®*. However,
as ﬁe increases, the upper bound C;f’{JB decreases, and C‘?,TJB
converges to C%* when P, = PM*. This case shows that
the secure capacity is much lower than its upper bound for
a small ﬁe, but the secured transmission is steadily available
regardless of P,.

4 T
"
Cy
351 o Cr
C(/*
8,UB
3k
25
k]
Q
S 2t
g
3
3
wv 1.5
Qo .
1 E
05
0 . . . . . . .
0 10 20 30 40 50 60 70 8 90 100

ﬁ /,' r)(mur (%)
FIGURE 7. Optimal secure capacity when Alice has no largest

adjustability, where ae + 64 —ap =0, 0p = /2, 0e = /11, Pq =1,
Hp =He =1, and Ny = 1073,
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FIGURE 8. Example case of angular positions of coils when Alice has no
adjustability, where ae + 04 —ap = /2, 0p = /2,0e = /11,Pq =1,
Hp=He =1, and No = 1073,

As observed in Fig. 5 and Fig. 7, the secure capacity has
a completely distinct tendency for both special cases. When
(e + 64 — ap) = m/2, the optimal secure capacity is high
and close to the upper bound for small P, with high sensitivity
to ﬁe. When (a, + 64 — ap) = 0, however, the optimal secure
capacity is constant with P, and close to the upper bound
for a large P,. Therefore, when (e + 04 —ap) = 7 /2, P,
should be a small value to make C¢* be close to the upper
bound of the secure capacity. When (o, + 604 — ap) = 0,
however, P, should be a large value for the better security
and power transfer performance. Since (. + 67 — «p) is nor
0 nor /2 in general, the optimal secure capacity has a mixed
tendency between those of special case 1 and 2, e.g., different
sensitivity to Ise and 0.

B. LIMITED KNOWLEDGE OF ANGULAR POSITIONS
The angular position of the coils cannot be fixed in a practical
environment. For example, even small hand movement of
the user may cause a significant fluctuation of the angular
positions of the receiver coils. In such circumstances, Alice
has only limited information about instantaneous angular
positions of the receiver coils. In this subsection, we discuss
the secure capacity for the case shown in Fig. 9. To be spe-
cific, we assume that Alice only knows 0,3, 6., P, and .,
where &, and @, represent the maximum range of angular
fluctuation of the coils of Bob and Eve, respectively.

To represent the angular fluctuation of the receiver
coils, we assume that 6, and 6, are random variables that
follow

Up ~ U (Br — Db, By + Pp),

Ue Nu(lge_q)e, ,Be+q>e)v (14)
respectively, where B, = arctan (2tan(6,)), B =
arctan (2tan (6,.)), and U (a, b) is the continuous uniform

distributions of which the minimum and maximum values
are a and b, respectively. When 6, is given, the angular

VOLUME 6, 2018

FIGURE 9. Magnetic wiretap channel model with angular fluctuation of
receiver coils.

coefficients of Alice-Bob and Alice-Eve links are alternatively
expressed (see the third line of (1)) as

Jp = \/ 4 sin®(Bp) + c052(Oap) cos(Bp — Pp),

J. = \/4 sinz(e,w) + c082(B4e) co8(Be — Be). (15)

Since Jp and J, are maximized when 6, = Bp, 6, = Be,
respectively, B, and B, are the best angular positions for the
receiving power from Alice. Note that the means of U4, and U,
are B and B,, respectively. Therefore, the angular positions
of the receiver coils are fluctuating with the center of the best
angular position. In addition, smaller &, and &, indicate that
each receiver can control its angular position exactly. When
the random variable Y follows the distribution U(—y, y),
the probability distribution function of X = cos?(Y) is

1
29v/x —x2
By using (16), the mean received power of Eve E [P,] is
derived as

EP.] = HePaEy, | J7]

Jx(x) = (16)

= (4 sin?(6,0) + cosz(eae)) H,P,

Ep, [cosz(«% - ,Be)]

ISe _¢e§065ﬂe+d>e

= (4 sin’(Oge) + cosz(eae)) H.P,

1 X
. / S S
cos2(d,) 2®evx —x2

= (1 +3 sin2(9ae)) H,P,
: (0.5 cos(®,) sin(®,)d; ! + 0.5). (17)
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When the angular position of Eve is completely ran-
dom, i.e. ®d, = m/2, then E[P,] is equal to
0.5 (1 + 3sin*(f,)) HePq (see (17)).°> In addition, since
(1 +3 sinz(Gae)) > 1, E [P,] is larger than 0.5H,P, regard-
less of &, and 6.

Fig. 10 shows the analysis and simulation results of E [P,]
in various 0,, and ®, environments. When the angular posi-
tion of Eve is completely random (&, = n/2), E [P,] is
halved compared to the case where the angular position of
Eve is optimally fixed (®, = 0). In addition, in the case of
the worst environment (6,, = 0, ®, = 7/2), E [P,] is not
lower than 0.5 (= 0.5H,P,). Fig. 11 is a contour plot of E [P,]
with gradient arrows where the numbers in the plot are the
values of E [P,]. When 6,, is not close to /2, E [P,] is more
sensitive to 6, than ®,. Therefore, the increment of angular
fluctuation of Eve does not greatly decrease E [P,.] except the
case where the angular position of Alice is advantageously set
to Eve, such that 6,, >~ 7 /2.

3This value is identical with half of received power when there is no
angular fluctuation of Eve.

r - g - AA
4 ®. | Analysis | Simulation /A';ng
0.0m A g a
0lr | —— o o~
357 0.2r o
031 | —— v g
0dm | ——— *

FIGURE 10. Analysis and simulation results of E [Pe] when He = 1 and
Pg=1.
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FIGURE 11. Contour plot of E [Pe] with gradient arrows when He = 1 and
Pg=1.
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Since the secure capacity is defined as (5), the mean secure
capacity is

15c—1511P”11Pe+
(61 = Eryur. [( *m)‘“( *zvo)} '

(18)

Since the angular position of Bob and Eve are independent
and [-]* is a convex function, (18) is lower bounded as

eic= [ (1 20) (1 2]
[enfn (e )] [ (2]

19)

The first term of the second line of (19) can be rewritten as

Ep (14 22
n E—
Py N()
HpPg , J>
g, [m (1 . w)}
No

Hy,P,) 26, —
£, [ln (1 + HpPaks, cos G ﬁb)>:|
No

! HpPghg,,x 1
= In{1+ = dx
cos2(dp) No 20,4/ x — x2

1

| (1 N H,,Paxga,,x> In (vx — 14 /x)
= — In -
No i®y cosZ(®p)
" /1 HpP,rg, In (»\/x -1+ ﬁ)d
: X,
cos2(®p) No + HpParg,, P,

(20)

where Ag, = 1+ 3 sin? 0. The integration in the last

line of (20) can be expressed in a complicated form with
a logarithmic integral function by tedious calculation, and
thus we can obtain the result of (20) without a full numerical
integration or a complicated simulation. The mean secure
capacity E [Cy] in (19) is lower bounded as

E[C]
= gHb,Pa (Gabv (Db) - {He,Pa (Qaes dDe)

HypPahg,x\ In(vx =14 /x)
—In(1+ = -
No 1Dy

1

cos?(Pp)
N /1 HpPuhg, In(vVx—1+x) W
cos2(@y) No + HpPak,, i®p
i (1 N HePa)L(.)agx> In (\/ﬁ + J/x) :
No id, cos?(D,)
~ /‘ H.Puhg, In(¥x—1+ ) de
cos2(®g,,) No + HePahe i, ’
(21)
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FIGURE 12. E [Cs] with analytical lower bounds when 64 = 0.10x,
®p =0.201, Pg =1, Hp = He = 1,and Ny = 1073.

@, = 0.20m
1.2 ®, |Analysis LB |Simulation
0.057 —A—
0.10m _— — e —
1r 0.157
0.20r | —— -7 -

o
©
T

Mean secure capcity
o
o
T

o
~

0.2

02 025 03 035 04

FIGURE 13. E [Cs] with analytical lower bounds when 64 = 0.10x,
®e =0.20%, Pg = 1, Hp = He = 1, and Ny = 1073,

where

Cu.p (0, ®)
A ( HP,\Qx> In (Vx — 1+ /x) 1
= —In({1+ N
0

i® cos2(P)

+/1 HPLy  In(Vx — 14 Jx)
C0S2(<I>) NO + HP)\@ l@

dx, (22)

and Ag = 1 + 3sin? 6.

Fig. 12 to 14 and 16 show the mean secure capacity
E [C;] with analytical lower bounds. For the simulation, Ps,
H, (= H,), and Ny are set as 1, 1, and 1073, respectively. In
most ranges, the lower bound matches the simulation results.
Even if there are some gaps between the simulation results
and the lower bound, the lower bound tracks tendency of the
simulation results well. Therefore, we can expect the effect of
Ba» on E [Cy] with the lower bound, and thus the optimal 6,
can be determined without intensive simulation. The effect of
@, and @, on E [C;] is investigated in Fig. 12 to 14. As shown
in Fig. 12, a larger ®, makes a higher E [C;]. In contrast,
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FIGURE 15. Contour plot of ¢y p (6, ®) with gradient arrows when H =1,
P =1,and Ny = 1073,

a smaller @, brings the better mean secure capacity shown
in Fig. 13. That means that the angular position uncertainty
of Eve improves the security, while the angular position
uncertainty of Bob degrades the security. Interestingly, when
®, — Py, is a constant, a larger angular position uncertainty
of the receiver coils improves E [C]. In Fig. 14, where
b, — &, = 0.257, E [Cy] is improved by about 0.4 when
®;, = 0.20m compared with the case of ®; = 0.057. Since
E[C] > (;H;,,Pa Oap, Pb) — CH,.P, Oaes q)e))a the reason
of the above is figured out by Fig. 15 which shows the
contour plot of ¢ p (6, ®). In Fig. 15, the magnitude of the
gradient becomes higher when & is close to 0.57. Therefore,
the value of (¢ p(0.17, Om) — & p(0.17, 0.177)) is much
smaller than (g, p(0.17, 0.47) — ¢ p(0.15, 0.57)). Conse-
quently, greater angular fluctuation of the receiver coils is
better for security when ®, — @}, is constant.

The effect of 6; on E [Cy] can be investigated by Fig. 12.
Since 6, is the angle between Bob and Eve, as shown in Fig. 9,
a larger 6, indicates larger separation between Bob and Eve.
Obviously, when Bob and Eve are sufficiently separated,
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Alice has large adjustability of the ratio between information
and power transfer rate, and thus secure capacity is improved.
In addition, the value of 6, that corresponds to the peak of
E [Cs] is moved by 6.

IV. CONCLUSION

In this paper, we study a MIC-based SWIPT system in the
aspect of PLS using the secure capacity. When the location
and angular positions of information and potential eavesdrop-
ping power receivers are given, a transmitter can maximize
the secure capacity by appropriately adjusting its angular
position with a minimum power transfer constraint to the
potential eavesdropping receiver. In addition, we provide
some intuition about the secure capacity of a MIC-based
SWIPT system using two special cases. Furthermore, we also
derive the mean secure capacity and received power when
the transmitter has limited information about the angular
positions of the receivers because the angular positions of the
receiver coils are fluctuating due to movements and practi-
cal errors. The secure capacity increases when the angular
fluctuation of Eve increases, and/or the fluctuation of Bob
decreases. For future work, our results can be extended to
multi-coil environments, that is, multiple power and informa-
tion receivers.
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