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Presentation Notes
I would like to talk about my research of building
Mobile devices become increasingly popular nowadays, more and more criminal cases involved the use of mobile devices, so the evidence generated or stored in mobile devices become important for the investigators. 



UIUC Chinese Scholar Kidnapping
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on June 2017 was abducted by Brendt Christensen, a former physics graduate student at the university. 
Christensen lured Zhang into his car at a bus stop 
took her to his apartment where he raped and murdered her



®
Mobile App’s Evidence: UIUC Kidnapping

Obtain the suspect’s Extract the file Identify evidence
mobile device system image in the image

We're looking for a kink-friendly "Product Designer” to join the team! #Hiring

a bd U CtiO n 10 1 FetLife # Explore Groups Places Events morev !

Hey everybody! What would be your perfect abduction fantasy whether you're
the abductee or the abducted?

Perfect abduction fantasy
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Downloaded a research paper on decomposition
Posts on message board Fetlife.com
Keyword searches


Rape and Murder in Germany
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October 2016, 19-year-old medical student Maria was murdered raped and drowned in the River.
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Mobile App’s Evidence: Rape and Murder
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The health data activity - including how many steps are taken, sleep patterns as well as various body measurements such as heart rate.
suggested periods of activity, two peaks, which the app indicates 'climbing stairs.’ could correlate to him dragging his victim down a riverbank and climbing back up, 
digital forensics has begun to play an important role in proving the innocence or guilt of suspects. 




Mobile Forensics Problems

. Given an app, what kinds of information will
be collected and where will it be stored?

. After the app is updated, what are the
changes of the evidentiary data?

. What kinds of evidence stored in the
suspect’s device? Where they are?

lications in Forensic Evidence (CSAFE) - forensicstats.org




App Evidence Database

Suspect’s phone
file system image

App Evidence Database
App Package Name Evidence Location Evidence Type
com.app1 /data/data/com.app1/files/foo location, time

com.app1
com.app

/data/data/com.app1/databases/m.sqlite | browsing history

com.app2

Evidence Matcher

Forensic Analysis Report

—
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how forensic investigator deal with
Obtain phone
retrieve file system
UIUC scholar case
find browsing history


Desigh and Implementation

Server Data Stores

Forensic Android App Database

Libraries
Python App Keyword: Submit  Upload

Data Layer Interface >
Web Crawler MongeDB

applications : 299

Node.js App versions : 1402
API ) Store : Aptoide
Fa System Number of Apps : 11

Store : ApkPure
Number of Apps : 143

Web Front End Store : APKMirror
Number of Apps : 80

Forensic Analysis
Tools React App

Store : GooglePlay
Number of Apps : 65

System Diagram Website Ul
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The Node.js backend uses the Express framework and is responsible for handling all the requests from the front end. The backend processes the request against the database and returns the desired information. It is also responsible for updating new forensic reports to the database. 

The frontend is a React app website. This website is the portal for users to interact with our database. Scalability, system support the vast amount of applications we need to download and analyze. 




App Crawlers Development

* 54 App Markets: Google Play Store, ApkPure, ApkMirror

* Versions, MD5 hash, Permission list, Release date ...

. k]
amazon | %

/

Google Play

App Crawlers Servers
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The web crawlers are used to collect the information and apk files for each application. Since each site has different html and functions, we created a crawler tailored to each store to collect data. The crawlers utilize Beautifulsoup to scrape each webpage and the Selenium driver for webpage interactions. 



Desigh and Implementation

Server

Forensic Android App Database

Libraries

Python App Keyword: Submit  Upload

Data Layer Interface

Web Crawler

MongoDB

applications : 299

Node.js App versions : 1402

Store : Aptoide
Number of Apps : 11

Al File System

Store : ApkPure
Number of Apps : 143

Web Front End Store : APKMirror
Number of Apps : 80

Forensic Analysis
Tools

React App Store : GooglePlay

Number of Apps : 65

System Diagram Website Ul
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The Node.js backend uses the Express framework and is responsible for handling all the requests from the front end. The backend processes the request against the database and returns the desired information. It is also responsible for updating new forensic reports to the database. 

The frontend is a React app website. This website is the portal for users to interact with our database. Scalability, system support the vast amount of applications we need to download and analyze. 




enter keyword to search

Forensi§ Android App Database
Keyword Submit  Upload

App Name

App Name: google chrome: fast & secure

Developer: Google LLC

Store: GooglePlay

Category: Communication

L]
URL: https://play.google.com/store/apps/details?id=com.android.chrome va rl 0 u S s o u rc e S

App Name: google chrome: fast & secure

Developer: Google LLC

Store: ApkPure

Category: Communication APP

URL: https://apkpure.com/google-chrome-fast-secure/com sfhdroid.chrome

App Name: google chrome: fast & secure

Developer: Google LLC

Packaae: Gooale
Store: ApkMirror
ategory:. communication ArPP

URL: http://apkpure.com/google-chrome-fast-secure/com.android.chrome
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investigator gather the list of apps installed on the device, database provide analysis results for the same app


Forensic Android App Database

Select...

store_id : GooglePlay

app_name : BeOn PTT

version : 6.4.6.24 (R6E05)

apk_type : APK

file_size : 8.2 MB

requirements : 4.1 and up

publish_date : 2019-03-13T00:00:00.000Z

patch_notes : This Iz
CS24 phone. Consol
changes.

MD5 : 6b5a193ab88
SHA1 : b3081e2d95e i CCCioTiiconioos Cooee

SHA256 :
9c5e022bc22ee2a7ee02fab6ab0f54a67a6539044640212d2a68afe54567ad4a0d

permissions : undefined android.permission.READ_LOGS
android.permission.FOREGROUND_SERVICE android.permission.VIBRATE
android.permission.RECORD_AUDIO
android.permission.RECEIVE_BOOT_COMPLETED

android.permission WRITE_EXTERNAL_STORAGE
android.permission.BROADCAST_STICKY
android.permission.ACCESS_FINE_LOCATION com.harris.rf USE_.LMR_CONTROLS
android.permission.ACCESS_COARSE_LOCATION android.permission.INTERNET
android.permission.ACCESS_NETWORK_STATE
android.permission.REQUEST_IGNORE_BATTERY_OPTIMIZATIONS
android.permission WAKE_LOCK android.permission.ACCESS_WIFI_STATE
android.permission.MODIFY_AUDIO_SETTINGS android.permission.CAMERA
android.permission.BLUETOOTH android.permission.READ_PHONE_STATE
com.google.android.providers.gsf.permission.READ_GSERVICES

metadata

app_package_name : com.harris.rf.beonptt.android.ui
version : undefined
file path : /data/data/com.harris.rf.beonptt.android.ui/beonptt.log

file evidence types : Location,DevicelD

file evidence types : Location,DevicelD

app_package_name : com.harris.rf.beonptt.android.ui

version : undefined

file path : /data/data/com.harris.rf.beonptt.android.ui/beonptt.log

version : undefined

file path :
/data/data/com.harris.rf.beonptt.android.ui/shared_prefs/com.harris.rf.beonptt.android.ui_preference:

file evidence types :

evidentiary data
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EviHunter - Static Program Analysis

H ‘ ( Android APK (

App Program
Code

Forward Analysis

Propagation Rules

statement invoking
statement

[Method invoking] [ Non-method

I

v

Output File Path
& Evidence Types

1. Obtain Android Package file
2. Extract app’s code

3. Perform forward analysis
and apply propagation rules

4. Output when reaching a
sink method

Chris Chao-Chun Cheng, Chen Shi, Neil Zhengiang Gong, and Yong
Guan, "EviHunter: Identifying Digital Evidence in the Permanent
Storage of Android Devices via Static Analysis," in ACM CCS 2018
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The tool we designed for examine the app and generate forensic report 


EviHunter - Dynamic Program Analysis

Preprocessing:
( Android APK }'”Sta” and run Install customized Android OS
on device
{ For each app:
Modified Android OS 1. Install and run it on device
( Modified Interpreter ] carried modified OS
x 2.  Output when reaching a
Taint propagation File Path .
{ Rules [ Computation } sink method
N J
\ 4
OUtPUt File Path Zhen Xu, Chen Shi, Chris Cheng, Neil Gong and Yong Guan, "A Dynamic
& Evidence Types Taint Analysis Tool for Android App Forensics," in SADFE 2018
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track the information flow at runtime. The difference static has better coverage since it examine all the app code directly, contain false position cuz some paths trigger in real time. Dynamic can lessen false positions, but it really hard for dynamic analysis all the possible events at runtime, false negative. Most accurate and completed forensic report.


Case Study - Airpush Ads

47,513 92.3% 301,266

450 Million N

Users

> 300K Apps

About Airpush

450

% Being data-driven innovators with solid expertise and creative
Mom;!‘ﬁ:m o= vision, Airpush provides disruptive and high performing
monetization and advertising solutions. We find the most
6000 effective ways for businesses to reach clients and focus on an
Publishers excellent user experience. Our team is spread all over the

globe, and it gives us an advantage of knowing the nuances of

regional markets while having a strong presence on the major

6 ones.
Billion ()
A4

Monthly Impressions

Source:https://airpush.com/about/
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Case Study - Airpush Ads

Hourly Tracking

Table: |ldata - || @ NewRecord | | Delete

-

_id |atitude longitude date
1 P 42.028807561247724]  93.6487973149167812017-11-14 14:54:43
2 2| 42.02805419322512]  -93.6483011123577)2017-11-14 16:06:22
3 3| 42.02797634745975]  -93.6505602777336912017-11-14 17:46:16

133 apps:
Path: /data/data/<package name>/databases/Idata.db
Evidence Type: Location and Time
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Workflow of Building & Updating AED

[Stepl. Crawl Apps} Step3. Upload apps,
from markets metadata, forensic
2N analysis result
uu [ =

[Stepz. Apply EviHunter}
to generate result

ook

ded by the Cen Statistics al vidence (CSAFE) - fi




Summary and Future Directions

* Save time and move fast in real-world cases.

* Up-to-date forensic analysis result of real-world apps.
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