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ABSTRACT The field of steganography has witnessed considerable advancements in square-pixel-based
image processing (SIP). However, the application of steganography in Hexel (Hexagonal pixel)-based Image
Processing (HIP) is still underexplored. This study introduces a pioneering spatial steganography method
called the Reversible Logic-Based Hexel Value Differencing (RLBHVD) method in the HIP domain. Our
approach draws inspiration from Pixel-Value-Differencing (PVD), a SIP fundamental spatial-domain (S-D)
steganography method. Initially, the image is transformed into the HIP domain using the custom software
infrastructure developed for this project. Due to the absence of commercial equipment capable of producing
HIP-domain images, traditional digital imaging systems are employed with their sensor components, analog-
to-digital conversion units, and square-pixel-based displays. Once the image is converted, it is partitioned
into standardized heptads, each comprising seven hexels. Simultaneously, the secret message is segmented
for embedding into the hexels within each heptad. Unlike SIP-domain PVD, which embeds segments
into independent pixel pairs, our method performs iterative embedding within each heptad. Additionally,
we leverage Feynman gates, a core element of reversible logic, to achieve retrieval of both the cover image
and the secret message. Unlike PVD in SIP, our approach enables reversibility in the recovery process.
Experimental results demonstrate that our proposed method, RLBHVD, outperforms its SIP counterpart,
PVD, by achieving a low Mean Squared Error (MSE), high Peak Signal-to-Noise Ratio (PSNR), and
significant similarity between the stego-image and cover image histograms. These findings highlight the
efficacy and superiority of our HIP-based steganography approach in comparison to existing SIP methods.

INDEX TERMS Heptad, hexel, hexagonal image processing, pixel-value-differencing, reversible
logic-based hexel value differencing, steganography.

I. INTRODUCTION

Communication security has become more critical than ever
because of the widespread use of multimedia transmission
through the Internet. Two methods are used to accomplish
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communication security: encryption and data hiding (DH).
Although both methodologies primarily serve to protect data,
the way to hide the data and the appearance of the hidden
data is different. By its very nature, Cryptology does not hide
from the environment in which the data is encrypted. The
goal is not to hide that the data is encrypted but to hide the
data. However, this is not the case for DH. The main goal
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of DH is not to encrypt data but to conceal that the data
is stored by embedding data into other data in a way that
is not visible from the outside [1]. DH is the generic name
given to techniques applied to hide data in another digital
medium in a way not to be noticed by outsiders. DH has found
broad application areas such as copyright protection, content
authentication, and secret communication to be utilized in
military, commercial, anti-criminal, etc. [2], [3].

Steganography is a branch of DH that embeds secret data,
such as text, images, etc., into a cover media to conceal its
existence [4], [5], [6], [7], [8]. Steganography, a term derived
from the Greek words “Stegos” and ‘““grafia” which means
“secret”, and ‘“‘writing”, respectively, involves concealing
confidential data within digital images [9]. This technique
relies on the use of a cover image, which carries the hid-
den data, and thus constructs the stego-image that contains
the embedded information. A high-quality steganography
method aims to minimize falsification in the cover image
derived by the embedding course and ensure that the confi-
dential data remains undetectable in the resulting stego-image
[10], [11], [12].

Image processing involves emulating human vision and
applying it to computer vision. In the real world, light data
is continuous and collected through distinct sensors that are
sensitive to different parts of the light spectrum. Such sensors
are arranged in rectangular or square arrays. However, since
smart processor-based computing machines can only operate
digital data, the continuous light data needs to be sampled
and converted into digital form. The type of sensor array
used impacts the downstream processing performed by the
computer. For rectangular or square sensor arrays, the digital
data unit created is called a pixel, which is square in shape.

Alternatively, sampling light data on a hexagonal lattice
and dealing with it within a hexagon domain can yield
promising results and lead to various improvements. The use
of hexagonal geometry in image processing has been under
study for many years. Initially, hexagons were not considered
the most efficient approach to segment a plane into equal-
sized regions until Hales [13], [14] demonstrated otherwise.
Natural occurrences of hexagonal arrangements, such as pho-
toreceptors in the fovea and honeycombs [15], also showcase
the significance of hexagonal geometry. Compared to the
square lattice architecture, the hexagonal lattice offers sev-
eral advantages. Its superior radial symmetry allows circular
symmetric kernels, enhancing the accuracy of detecting both
curved and straight edges. Additionally, its lattice format
ensures local equality and uniqueness, further benefiting the
image processing tasks [16], [17].

The HIP field has received limited attention primarily
due to the absence of a mathematical framework, crucial
hardware, and software infrastructure dedicated to handling
hexels. Despite this, exploring HIP can potentially address
data capacity limitations thus speeding up processing. More-
over, HIP shows promise in enhancing the output quality of
standard SIP procedures such as edge detection, segmenta-
tion, and object recognition, making it an appealing area for
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further investigation. Despite steganography having a long
history in the SIP domain, no prior attempts have been made
to exercise and evolve it specifically in the HIP domain, high-
lighting a potential area for future research and innovation.

o To our knowledge, no steganography approach for the
HIP domain has yet been suggested. This study is
the first of its kind in this area. This study presents
an S-D-data hiding approach, Reversible Logic Based
Hexel Value Differencing (RLBHVD), in the HIP
domain.

The data that can be concealed in the material and the
degree of change between the original version and the new
material resulting from this data hiding are the two most
critical factors that influence the performance of a data-
hiding method. The simulation results demonstrated that
steganography performed in the HIP outperforms steganog-
raphy conducted in the SIP, as it allows for higher data
hiding capacity and less perceptible changes to the material
after data embedding. The findings suggest that utilizing
the Hexagonal Image Processing domain offers advantages
in terms of data concealment efficiency and visual quality
preservation.

In order to allow readers to comprehend the research
methodology and findings effectively, the article’s structure
is as follows: Section II summarizes the basics and related
research done in steganography. Section III provides an
overview of the principles of conventional SIP-domain PVD.
In Section IV, the proposed RLBHVD method is outlined.
Section V details the dataset utilized for testing, the exper-
imental setup, and the discussions of the achieved results.
Lastly, Section VI outlines the conclusions drawn from the
study and potential future research directions.

Il. RELATED WORKS

Steganography is a multifaceted discipline that enables covert
communication by concealing data within seemingly unre-
lated carriers. This intricate practice combines artistic inge-
nuity with scientific methodologies to safeguard sensitive
information during transmission and storage. In contrast to
encryption, steganographic messages are not noticed because
the data is hidden from the human eye [17]. The proliferation
of the World Wide Web has led to a substantial surge in the
utilization of digital images across various online platforms.
This widespread adoption of digital imagery signifies its
pivotal role in modern communication, information sharing,
and visual content dissemination. Images are preferred for
embedding steganographic data due to the several redundant
bits in the digital depiction of the image. There are many
different image file formats within the digital image domain.
Different steganography techniques exist for each image for-
mat [18].

Recent advancements in steganography focus on strategi-
cally placing hidden data within the edges or texture regions
of cover images, aiming to maintain the cover image’s
integrity. Nevertheless, despite these efforts, traces of alter-
ations often remain, making it challenging to escape detection
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through statistical analysis. Even when concealed within the
carrier image’s redundant texture regions, preventing the
detection of the hidden message proves to be a daunting
task. As a result, standard steganography techniques provide
a concealed security risk. To significantly thwart steganalysis
identification, researchers [19], [20] developed the concept of
implicit information masking. This concept is based on the
principle that the cover image is generated by exploiting the
secret message.

Developing an innovative data hiding system that bal-
ances optimal robustness, high hiding capacity, visual quality,
and steganographic security presents a complex technical
hurdle. Consequently, researchers have dedicated significant
efforts to explore steganography comprehensively, leading to
a plethora of proposed methods in academic literature.

Image-based steganography techniques can be largely cat-
egorized into model-based steganography, spread spectrum,
transform domain, and S-D, each offering distinct approaches
to concealing information within digital images. This ongo-
ing research and classification aim to enhance data security
and privacy in various applications [21].

In the realm of data hiding, concealing a covert mes-
sage within the S-D of pixel values is a common practice.
Among various embedding techniques, the least signif-
icant bit replacement method (LSB) stands out for its
popularity, thanks to its simplicity and low CPU over-
head. Nonetheless, LSB embedding exhibits inherent flaws,
as it causes imbalanced distortion in pixels depending on
their parity. This makes it vulnerable to detection through
steganalysis [21], [22].

The LSB replacement method is asymmetric. For steganal-
ysis, this asymmetry is exploited. Some detectors are known
to detect LSB [23]. To address these issues of distortion
produced by LSB substitution, Chan et al. [24] proposed an
elegant solution in 2004: the Optimum Pixel Adjustment Pro-
cedure (OPAP). This approach involves encoding message
bits in the rightmost LSBs of a—bit pixel while assessing and
modifying the other bits accordingly. By carefully adjusting
the remaining bits, the method aims to minimize distor-
tions, thereby reducing the detectability of the hidden data.
In essence, OPAP offers an efficient means to counteract the
shortcomings of LSB substitution and achieve more secure
and inconspicuous data hiding.

Sharp devised a data-concealing approach dubbed the
LSB matching scheme to circumvent the LSB substitution
scheme’s asymmetry [25]. Unlike the latter, the LSB Match-
ing method (LSBM) doesn’t directly oust the LSB of an
overlay pixel with a secret bit. Rather, it cleverly modifies
the coverage pixel by either incrementing or decrementing
it by one at random if the secret bit doesn’t match its LBS.
By doing so, the distinction between odd and even pixels
becomes less evident, making it considerably more challeng-
ing for statistical detectors to identify LSBM compared to
LSB detection [26]. This technique has gained widespread
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recognition for its ability to enhance the security and com-
plexity of steganographic applications.

Mielikainen introduced the LSB matching revisited
(LSBMR) [27] that successfully eliminates the asymmetry
present in the LSBR, ensuring comparable visual quality and
concealing capabilities. In LSBMR, two secret bits are con-
currently embedded into a pair of cover pixels using binary
functions and four embedding criteria. This modification
results in an identical payload as the original LSBM method
but with fewer alterations made to the cover image. In terms
of performance, their scheme boasts an expected number of
modifications per pixel of 0.375, outperforming the LSBM
method, which has a performance rate of 0.5. Correspond-
ingly, the visual aspect, as evaluated by peak signal-to-noise
ratio (PSNR), is notably superior in the LSBMR approach.
On the other hand, LSBMR is detected by Ker’s [26] sug-
gested detector.

Zhang and Wang [28] proposed an innovative enhancement
to Mielikainen’s exploiting modification direction (EMD)
technique. This improvement enables encoding a message
digit within a 5-ary notational system to be achieved using
just one pixel in a pixel pair. By leveraging this modification
direction approach, the efficiency of data concealment is
significantly increased, making it a promising advancement
in steganography methods.

By incorporating LSB-M and EMD algorithms into the
classic LSB approach, significant enhancements can be
achieved, leading to higher stego picture quality while
maintaining the same payload. However, it is important to
note that LSB matching and EMD have inherent limita-
tions, with maximum payloads of only 1 and 1.161 bits
per pixel (bpp), respectively. Consequently, such techniques
are not appropriate for applications that demand a large
payload capacity. Regrettably, there are no means to fur-
ther increase the payload using the embedding techniques
of LSB matching and EMD, making them less effec-
tive for scenarios requiring extensive data concealment
capabilities [29].

The Pixel-Value-Differencing (PVD) [30] scheme is a
steganographic technique that calculates the charge by ana-
lyzing the disparity between consecutive pixels. By selecting
two pixels and utilizing a quantization range table, PVD
ensures high imperceptibility in steganographic images, mak-
ing the embedded data difficult to detect visually. One of
the key advantages of PVD is its ability to accommodate
various payloads, allowing for the concealment of substantial
amounts of data within the image. Furthermore, PVD excels
in preserving the original image’s characteristics even after
data embedding, ensuring that the visual quality remains
intact. As a result, researchers have shown great interest
in recent times, exploring different avenues to enhance and
optimize the PVD scheme, leading to further advancements
and innovations in the field of steganography [31], [32],
[33], [34].
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lll. REVIEW OF PVD

In LSB-based steganography, a widely recognized S-D
technique, the LSBs of a cover image are altered in a
pseudo-random manner, following the secret bitstream to be
incorporated. Such approaches assume that each pixel in an
image can bear the same amount of change without creating
visual artifacts. This is not the case, particularly in images
comprising smoother and regular areas [35]. In general, pixels
on the edges of an image can accept more changes than those
on the smooth side. In smooth parts, the range of changing
pixel values is limited. However, it is broad in edge areas,
ensuring that the stego-image retains acceptable perceptual
quality [36].

Based on the idea that edge parts in an image may hide
a higher quantity of data than smooth regions, Wu and
Tsai [30] introduced the PVD. The image is partitioned into
non-overlapping and successive groups of two nearby pixels
in PVD. Secret information is concealed in these different
values.

The first stage in PVD is to create a range table (Table 1)
with n contiguous ranges (R, where k = 1,2, ..., n), having
a table range of 0 to 255. Ry ’s lower and upper boundaries are
represented by /g, and ug,, respectively, which yields Ry €
[le, ”Rk]' The width of Ry, that is, wy = ug, — Ig, + 1,
determines how many bits |log, wy |) may be concealed in
two successive pixels. The original range table is necessary
to extract the encoded secret data since Ry is intended as a
variable [3], [32], [37], [38], [39].

The cover image pixel-pair undergoes an update pro-
cess to transform into the stego-image pixel-pair, following
the (1) [34]:

(P} picy) = M

if (pi = piv1.di <dy)
d—d;
(Pi + {T—‘ s Ditl —

L if (pi < piv1.di < di)

Algorithm 1 expresses the pseudocode of the PVD data
embedding process.

Figure 1 highlights the data-embedding process of PVD,
offering insight into how it operates on a sample pixel pair.
However, on the receiver side, the extraction of the hidden
message is relatively straightforward compared to the embed-
ding stage.

The extraction process involves utilizing the range table
to retrieve the embedded message from the stego-image,
as depicted in Figure 2. This clear flow of the extraction
process on a sample stego-pixel pair simplifies the task of
recovering the secret information concealed using the PVD
method.
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IV. THE PROPOSED RLBHVD

HIP poses significant complexity and challenges due to the
absence of adequate hardware, algebraic techniques, and
software infrastructure tailored to this domain. To work effec-
tively in HIP, all concepts applicable in traditional SIP must
be adapted and extended to have equivalent counterparts.
As mentioned above, image steganography started to be
applied in the S-D, and the most basic of the steganographic
methods are again the methods in this S-D. PVD is also one
of the most fundamental, widely used, and variant-derived
approaches in S-D steganography, having paved the way for
many following investigations [40], [41], [42].

This research addresses a significant gap in the field of
steganography by introducing a pioneering method specifi-
cally designed for the HIP domain. As per our knowledge,
prior to this study, no other steganography techniques have
been put forth for HIP, making this investigation a pioneering
contribution to the area.

A. EMBEDDING PROCEDURE

In the ordinary PVD, the cover image is segmented into
pairs of pixels. In RLBHVD, Nonetheless, the cover image
is partitioned into heptad of hexels, each as illustrated in
Figure 3.

Once the cover image is partitioned into heptads, the hexel
in the center of each heptad is called the reference hexel, and
all stenographic operations are built on this reference hexel.
Steganography is done on the pixels that comprise each pair
in ordinary PVD.

TABLE 1. The quantization range table.

Ry R, R Rs R, Rs Rg
Range (R) [0-7] [8-15] [16-31] [32—63] [64 — 127] [128 — 255]
Width (m) 8 8 16 32 64 128

Capacity (t) 3 3 4 5 6 7

Thus, each pair has one steganographic operation.
In RLBHVD, on the other hand, each heptad has six
steganographic processes. Unlike the ordinary PVD, message
embedding is done into only one of the hexels, not both.
Thus, the center hexels of the heptads never change. The
steganographic process in a heptad is formalized in (2) as
follows:

(A 11 ) = RLBHVD (hy i ago

hr, hr' = RLBHVD (h;, ht g2

( )
(1) RLBEVD (1. o)
(B 1) = RLBHVD (y, hruges) o
(hr, hr! gM) = RLBHVD (hy, h¥ ngps)
(A 15 ) = RLBHVD (y, hrugos)

(o 40) =900 1 1

In PVD, a sub-message is retrieved from the entire message
and embedded into both pixels by sharing according to the
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Algorithm 1 PVD Data Embedding
function:PVD_Data_Embed(img, msg, R):stglmg
Input: img—Cover Image
msg — Binary Secret Message
R — Range Table

Output: stglmg — Stego Image

r = size(img,1)

¢ = size(img,2)

ml = length(msg)

fori=1tor-1do
forj=1toc—1do

if (ml> 0) then
d = limg; ;i1 — img, |

k— (ug, —d)
Wr =ug, —Ig, +1
t = |logy wy |

msg ; = Extract_t_bits(msg)
b = binTodec(msg ;)
d=Ig, +b
m=|d —d|
if img; ; > img,; ;| &&d > d then
stglmg, ; = img; ; + [%].
stglmg; iy = img; iy — | 5]
elseif img; ; < img; ;| &&d > d then
stglmg; ; = img; ; — | % |,
stglmg; jy = img;j1 + [ 5]
else if img; ; > img,; ;1 &&d < d then
stglmg; ; = img; ; — [5].
stglmg; jy = img; ;1 + | 5 |
else
stglmg; ; = img; ; + [%1,
stglmg; j .y = img; ;11 — |5 |
end if
msg = msg(t:length(msg))
ml = length(msg)
end if
end for
end for
return stglmg

disparity between pixel intensity values. However, in RLB-
HVD, the embedding process is reversible after defining the
sub-message to be embedded according to the methodology
of PVD. Reversibility is provided by exploiting the Feynman
gates [43], one of the primary elements of reversible logic.
Using the Feynman gate, the stego-hexel and reference hexel
of the heptad are fed into the Feynman gate, and the origi-
nal sub-message is correctly extracted. The implementation
of message embedding on a single hexel pair is illustrated
in Figure 4.
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Figures 5-6, and Algorithm 2 show the schematic rep-
resentation of the entire heptad embedding process, the
implementation of RLBHVD on the sample heptad given
in Figure 3, and the pseudocode of the RLBPVD message
embedding process, respectively.

B. EXTRACTION PROCEDURE
The message extraction process is carried out separately for
each heptad. At each heptad, the extraction step begins with
the (hr, hrygp) hexel-pair. The actions used throughout the
embedding process are reversed this time to get the original
intensity value of the central hexel at the present process.
The secret message is extracted by explicitly inverting the
implementation order of the embedding operation, this time
on the receiver side because the Feynman gate is reversible.
Unlike the embedding process in which individual embed-
ding steps are done sequentially, the individual extraction
steps on a heptad are done in parallel. That is because the mes-
sage to be extracted does not depend on the extracted message
of the previous-on-operated hexel-pair. Algorithm 3, Figures
7-8 show the pseudocode of the RLBPVD data extraction
process, implementation of message extraction on a single
hexel pair, and entire heptad message extraction process,
respectively.

V. EXPERIMENTAL RESULTS AND DISCUSSION
In the system having Intel Core i9-10900KF CPU
@3.70 with 64 GB RAM features, the hidden data-carrying
capacity of RLBPVD, the steganography method we devel-
oped for the HIP domain, and the discrepancies between the
produced stego-image and original image are investigated via
MATLAB. The simulations use images from the USC—SIPI
database [44], Lena, a Baboon, an Airplane, a Sailboat,
House, and Peppers as the cover images. The images are first
scaled to 256 x 256 and then converted to grayscale. The
simulations use two gray-value-difference range sets (8, 8§,
16,32, 64, 128), and (2,2, 4, 4, 4,8, 8, 16, 16, 32, 32, 64, 64).
A pseudo-random number generator generates the secret
message in the bitstream format. The change in visual per-
ception following message embedding is demonstrated in
the first stage. A sample cover image, Lena, its message-
embedded variants (stego-images), and the visual changes
between them regarding the range tables abovementioned
are shown in Table 2. PVD_Sq, RLBHVD refers to the
ordinary PVD steganography for the SIP domain [30] and
our proposed steganography method for the HIP domain,
respectively. Pixels on the difference image lay in the direc-
tions 0°, 60°, and 120° since the HIP domain is established
on these angular directions, and RLBHVD embeds secret
message bits by considering the hexel relations in these
directions. Another essential point to be mentioned is that
since the entire range [0 — 255] is partitioned into a smaller
and higher number of intervals in the second range table
(2,2,4,4,4,8,8, 16, 16, 32, 32, 64, 64) than the first range
table (8,8, 16,32, 64, 128), less secret message bits are
embedded to the cover image.

VOLUME 11, 2023



T. Cevik et al.: Reversible Logic-Based Hexel Value Differencing IEEEACC@SS

imgi,,-
50
img — g d<limgij-ime;| »k — min( 1y — d)
38<(88-50| d=38 L k=4
88 ?
imgi,j+1 |R1=0
Ups=7
IR2= 8
Ug=15
lrs=16 "
Ur3=31
? |R4= 32 «—
—>» ot | Iogzwa
uR4=63
IR5= 64
Ugs=127 -
R5 IR6= 128 v t=5
uR5=255
> Extract_t_Bits
msg=101101101

sub_msg=10110

BinToDec

b=22

d’=lga+ b
54<32+22

y d’=54
Calculate m
—> m <« |d’-d|
d=38 16<]54-38|

stglmg; ; = img;; + E] stglmg; jz1 = IMGijeq — lﬂ] 1mg;;2 IMgij1

2

img;;=50 img;;.+1=88 m=16

v

stgimg;; = img;; — |Z|. stglmg; ;,, = img; ;1. + 7]

v v

stgimg;; < 42 stgimg;j.1 < 96

imgu< imgija1
&&

d’>d

i"'%ij2 imgij.y
&&
d’<d

stglmg; ; = img;; — [2|. stglmg; j., = img .y +|%]

stgimg;; = img;; + [7]. stglmg, ;.. = img; 4, — |5

a

FIGURE 1. An example implementation of the PVD data-embedding process.
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FIGURE 2. An example implementation of the PVD data-extraction process.

Algorithm 2 Single RLBHVD Message Embedding
on a Hexel Pair
function: RLBHVD_Data_Embed(img, msg, R):
stglmg
Input:img— Cover Image
msg — Binary Secret Message
R — Range Table
Output: stglmg — Stego Image
Heptads = GetHeptads(img) ml = length(msg)
for each heptad h in Heptads do
hr = hexel_center(h)
fori=11r6do
if (mi> 0) then
d = |hr — hrpgpi
k — (ug, —d)
szuRk—le-l—l
t= Llogz wa
msg; = Extract_t_bits(msg)
b = binTodec(msg ;)
(hr, hr,gp;) = Feynman(hr, b)
msg = msg(t: length(msg))

FIGURE 3. An example heptad of hexels.

RLBHVD — Message Embedding

hrngbi

PVD - msg

v

@ endml = length(msg)
end

msg’ end
stglmg = combineHeptads(Heptads)
returnstglmg

FIGURE 4. The schematic representation illustrating the sequential
process involved in embedding a single RLBHVD message can be
observed through the flow diagram.

average number of bits embedded in each pixel (BPP) in
the cover image. Three essential metrics, PSNR, SSIM,
and histogram intersection [45], [46], are considered for
the similarity analysis. As seen in Table 3, the mes-

In the next stage of the analysis, the secret message
embedding capacity of PVD_Sq and RLBHVD and the sim-

ilarity between the cover images and their corresponding
stego-images created as the result of these steganography
methods are measured. The capacity is measured by the
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sage carrying capacity decreases when the range table
(2,2,4,4,4,8,8, 16, 16, 32, 32, 64, 64) is utilized, which
also consolidates Table 2.
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FIGURE 6. Implementation of RLBHVD message embedding on the sample heptad, given in Figure 3.

Fewer bits are embedded due to narrower intervals in the
tables for each pixel pair in PVD_Sq and each hexel pair in
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RLBHVD. RLBHVD outperforms PVD_Sq regarding mes-
sage embedding capacity, which naturally comes at a cost.
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Algorithm 3 Single RLBHVD Message Extraction
on a Hexel Pair
function: RLBHVD_Data_Extract(stglmg):msg
Input:stglmg— Stego Image
Output: msg — Secret Message
Heptads = GetHeptads(img)
for each heptad h in Heptads do
hr = hexel_center(h)
fori=11t06 do
(hr, b) = Feynman(hr, hrngbi)
msg=msg + b
end
end
returnmsg

RLBHVD — Message Extraction

hr hrngbi’

F

submsg l l hr

FIGURE 7. The flow diagram of a single RLBHVD message extraction step.

‘ RLBHVD3gxtrct @

msg
RLBHVDigxtrer submsg,
[
L ]
RLBHVDggyerct submsgg
hrogss'

FIGURE 8. The flow diagram of the entire heptad message extraction
process.

Combine
Submessages

RLBHVDseytret

As the number of embedded bits rises, similarity metrics,
PSNR, SSIM, and histogram-intersection-ratio decrease. The
histogram comparison of the stego-image and cover image
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is made visually, as illustrated in Figure 9. A range table
(2,2,4,4,4,8,8, 16, 16, 32, 32, 64, 64) reduces the number
of embedded-secret-message-bits, reducing the proportion
of non-overlapping regions in the histograms of the stego-
images and their related cover images.

We also conducted a performance analysis of earlier
research in the literature that was inspired by PVD to compare
the performance of the proposed method. The first study
we compared is Digital Image Steganography Using Eight-
Directional PVD (8D_PVD) which was proposed by Swain
[47]. 8D_PVD uses LSB substitution while also making use
of the edges in eight different directions. A modified LSB
substitution technique is used to embed 3 or 4 bits of data
into the middle pixel of each 3 x 3-pixel block. Then, eight
difference values with eight nearby pixels are computed using
the updated value of the center pixel.

The data is concealed using these eight difference values.
Regarding two separate range tables, there are two types.
Type 1 (T1) employs range table 1 and 3-bit modified LSB
substitution. Type 2 (T2) employs range table 2 and a 4-bit
modified LSB replacement. Another work we compared is
the method called Tri-way Pixel-Value Differencing (TPVD)
proposed by Chang et al [3]. TPVD takes into consideration
three separate directional edges to build the tri-way pixel-
value differencing system to increase the concealing capacity
of the original PVD approach, which only refers to one direc-
tion. In addition, an ideal method of choosing the reference
point and adaptive criteria is described to lessen the qual-
ity distortion of the stego-image caused by setting a bigger
embedding capacity. The last of the studies we compared
is the adaptive LSB substitution steganography technique
based on PVD (ALSBPVD) presented by Mandal et al [48].
ALSBPVD partitions the grayscale image in 3 x3 or 3 x3 plus
2 x 2 pixel blocks. One pixel in a block is known as the
reference pixel, where 4 LSBs are changed. The difference
values between each neighboring pixel and the center pixel
are then computed. The surrounding pixels receive adaptive
LSB replacement based on these difference values.

The aforementioned techniques produce high embedding
capacities, as shown in Table 4. High embedding capacity,
on the other hand, carries the burden of more image distor-
tion, which results in greater divergence between the original
image and the stegoimage. 8D_PVD_T1 has an average
embedding capacity of 3.36 BPP, whereas 8D_PVD_T2 has
an average embedding capacity of 4.15 BPP. The average
PSNR for 8D_PVD_T1 is 17.96 dB, whereas the average
PSNR for 8D_PVD_T2 is 18.37 dB. The embedding capa-
bilities of TPVD and ALSBPVD are 2.36 BPP and 4.26 BPP,
respectively, while having low PSNR values of 25.98 dB and
11.07 dB, respectively. However, RLBHVD obtains a high
average PSNR value of 35.58 dB and an average embedding
capacity of 2.13 BPP.

The security performance analysis of the proposed method
is done in two ways by performing the pixel difference
histogram analysis and RS steganalysis test suggested by
Fridrich et al. [20]. The RS steganalysis technique divides

VOLUME 11, 2023



T. Cevik et al.: Reversible Logic-Based Hexel Value Differencing

IEEE Access

TABLE 2. Demonstration of the visual changes between the cover image Lena and its message-embedded variants (stego-images) for the two range
tables, (8, 8, 16, 32, 64, 128) and (2, 2, 4, 4, 4, 8, 8, 16, 16, 32, 32, 64, 64).

Image

Lena

(PVDﬁSq)Rn

Lena

(RLBHVD)gr

Lena

(PVDﬁSq)RTz

Lena

(RLBHVD)gr2

Cover Image Stegolmage

Cover Image — Stego Image

TABLE 3. The capacity and similarity analysis implemented for the two range tables, (8, 8, 16, 32, 64, 128) and (2, 2, 4, 4, 4, 8, 8, 16, 16, 32, 32, 64, 64).

Range Table (8,8,16,32,64,128)

Range Table (2,2,4,4,4,8,8,16,16,32,32,64,64)

Image
¢ RLBHVD PVD_Sq[32] RLBHVD PVD Sq [32]
- Capacity (BPP) 2.11 1.60 1.08 0.84
E PSNR 35.54 39.58 42.57 46.36
SSIM 0.9837 0.9577 0.9950 0.9838
- Capacity (BPP) 2.19 1.61 1.34 0.96
g PSNR 35.36 40.78 41.75 47.15
3 SSIM 0.9898 0.9703 0.9939 0.9897
m
° Capacity (BPP) 2.13 1.59 1.12 0.80
E PSNR 35.06 40.36 41.79 47.23
E SSIM 0.9831 0.9576 0.9942 0.9833
<
- Capacity (BPP) 2.19 1.63 1.26 0.93
g PSNR 34.08 39.12 40.62 45.62
SSIM 0.9871 0.9657 0.9944 0.9871
° Capacity (BPP) 2.05 1.54 1.00 0.70
é PSNR 37.65 42.06 4533 49.99
T SSIM 0.9829 0.9597 0.9958 0.9830
5 Capacity (BPP) 2.11 1.60 1.19 0.89
= PSNR 35.8 40.18 42.47 46.67
& SSIM 0.9863 0.9664 0.9941 0.9862

each stego-pixel into one of three-pixel groups: the regular
group (v or R_yy), the single group (Sy or S_jps), and the
unusable group. When the relative number of Rys equals that
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of R_y, i.e., (Ryy = R_jp), and the relative number of Sy,
equals that of S_yy, i.e., (Syr = S_p), the stegoimage passes
the RS detector [49]. If not, the stego-image is recognized as
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FIGURE 9. Histogram comparison of the cover images (Lena, baboon, airplane, sailboat, house, peppers) and

their corresponding stego-images for the range tables (8, 8, 16, 32, 64, 128) and (2, 2, 4, 4, 4, 8, 8, 16, 16,
32, 32, 64, 64).
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FIGURE 9. (Continued.) Histogram comparison of the cover images (Lena, baboon, airplane, sailboat, house,
peppers) and their corresponding stego-images for the range tables (8, 8, 16, 32,64, 128) and (2, 2, 4, 4, 4, 8, 8,

16, 16, 32, 32, 64, 64).
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FIGURE 9. (Continued.) Histogram comparison of the cover images (Lena, baboon, airplane, sailboat, house,
peppers) and their corresponding stego-images for the range tables (8, 8, 16, 32,64, 128) and (2, 2, 4, 4, 4, 8, 8,

16, 16, 32, 32, 64, 64).
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TABLE 4. The capacity and similarity analysis implemented for the state of the art methods.

Image 8D _PVD T1[47] 8D _PVD T2[47] TPVD [3] ALSBPVD [48]
o Capacity (BPP) 333 4.02 2.36 432
§ PSNR 18.61 19.04 25.78 11.61

SSIM 0.32 0.33 0.83 0.04
- Capacity (BPP) 3.30 3.96 2.46 429
g PSNR 19.35 19.54 25.26 12.52
9 SSIM 0.40 0.41 0.68 0.04
m
N Capacity (BPP) 3.43 436 237 4.12
g PSNR 16.55 17.17 25.35 9.98
& SSIM 0.28 0.29 0.82 0.04
<
- Capacity (BPP) 338 421 2.43 431
2 PSNR 17.50 18.00 23.98 10.17

SSIM 0.38 0.39 0.78 0.04
N Capacity (BPP) 3.38 422 233 4.18
z PSNR 17.49 17.95 29.87 11.06
= SSIM 0.27 0.27 0.88 0.03
- Capacity (BPP) 335 412 237 433
2 PSNR 18.29 18.53 25.62 11.09
Y SSIM 0.33 0.33 0.77 0.03

TABLE 5. The RS steganalysis Implemented for the two Range tables, (8, 8, 16, 32, 64, 128) and (2, 2, 4, 4, 4, 8, 8, 16, 16, 32, 32, 64, 64).

Image

Range Table (8,8,16,32,64,128)

Range Table (2,2,4,4,4,8,8,16,16,32,32,64,64)

RLBHVD PVD Sq [32] RLBHVD PVD Sq [32]
Ry 0.3605 0.3953 0.3659 0.3944
5 R_y 0.4378 0.3964 0.4637 0.3961
3 Sy 0.3028 0.2549 0.2713 0.2652
S_u 0.2370 0.2554 0.1970 0.2590
j Ry 0.3623 0.3785 0.3609 0.3752
5 R_y 0.4000 0.3742 0.4015 0.3708
§ Sy 0.3370 0.3114 0.3295 0.3099
S_u 0.3011 0.3213 0.2893 0.3129
. Ry 0.3865 04115 0.3805 0.4039
E R_y 0.4289 0.4003 0.4661 0.4065
E Sy 0.3118 0.2792 0.3083 0.2834
< Sou 0.2726 0.2862 0.2358 0.2861
Ry 0.3688 0.3867 0.3739 0.3864
3 R_y 0.4051 0.3863 0.4242 0.3896
A Sy 0.3199 0.2986 0.3133 0.3004
S_u 0.2884 0.2978 0.2744 0.3046
Ry 0.3617 0.3860 0.3535 0.3846
2 R_y 0.4282 0.3876 0.5023 0.3841
2 Sy 0.2845 0.2624 0.2582 0.2577
S_u 0.2282 0.2649 0.1700 0.2646
Ry 0.3629 0.3904 0.3627 0.3856
8 R_y 0.4085 0.3812 0.4285 0.3929
& Sy 0.3198 0.2912 0.3063 0.2958
S_u 0.2793 0.2957 0.2573 0.2905

a suspicious image that might contain secret data. With the
suggested masks M = [0110] and —M = [0 — 1 — 10],
we computed the detection results in terms of the percentage
of concealing capacity about the percentage of the regular and
singular pixel groups for the proposed scheme verification.
As presented in Table 5, the proposed method satisfies the two
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conditions required to resist the RS detector attack. One of the
steganalysis techniques to reveal the hidden message in stego-
images is the pixel difference histogram. It is determined by
comparing the differences between adjacent pixels on the
cover picture and the stego-image. Lena-Stego Lena’s pixel
difference histograms for the suggested and cutting-edge
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FIGURE 10. Pixel difference histogram analysis for the proposed and state-of-the-art methods.
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FIGURE 10. (Continued.) Pixel difference histogram analysis for the proposed and state-of-the-art methods.

approaches are shown in Figure 10. Regarding the resilience
of the pixel difference histogram analysis attack, RLBHVD
surpasses the competitors when examining the pixel differ-
ence histograms of Lena and its stego-image generated by the
suggested approach and the others.

VI. CONCLUSION

The field of Hexagonal-pixel (Hexel)-based Image Process-
ing (HIP) has received limited attention, primarily attributed
to the absence of crucial hardware, mathematical frame-
works, and software infrastructure capable of effectively
processing hexagonal pixels (hexels). However, HIP must
undergo a thorough investigation to ascertain its potential
in alleviating the data size challenges often faced and sub-
sequently reducing processing time. Image steganography
is the method of concealing hidden data in a digital image
surreptitiously. Even though steganography has significantly
improved in SIP, there has been no attempt to include it in
the HIP. To our knowledge, no steganography technique for
the HIP domain has yet been proposed. This study is the
first of its type in this field. This paper introduces Reversible
Logic-Based Hexel Value Differencing (RLBHVD) in the
HIP domain, an S-D data concealing technique. The perfor-
mance of a data-hiding method hinges on two key factors:
the capacity to conceal data within the content and the extent
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of alteration introduced between the original version and
the newly produced material through data-hiding techniques.
These elements play a critical role in evaluating the efficacy
and suitability of a data-hiding approach. Based on the con-
ducted simulations, it was observed that steganography in
the HIP domain surpasses steganography in the SIP domain
based on both data concealment capacity and the level of
alteration introduced in the content post-data hiding. These
findings underscore the superior performance of HIP-based
steganography techniques.

Future research endeavors should focus on refining and
expanding HIP-compatible steganography methods, drawing
insights from the present study, which pioneers steganog-
raphy techniques in the HIP domain, and leveraging the
established infrastructure to facilitate advancements in this
area.
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