


AN ABSTRACT OF THE THESIS OF

Neale Ratzlaff for the degree of Master of Science in Computer Science presented on

November 20, 2018.

Title: Methods for Detection and Recovery of Out-of-Distribution Examples

Abstract approved:

Fuxin Li

Deep neural networks currently comprise the backbone of many applications where safety
is a critical concern, for example: autonomous driving and medical diagnostics. Unfor-
tunately these systems currently fail to detect out-of-distribution (OOD) inputs and can
be prone to making dangerous errors when exposed to them. In addition, these same
systems are vulnerable to maliciously altered inputs called adversarial examples. In re-
sponse to these problems we present two methods to handle out-of-distribution inputs,
as well resist adversarial examples, respectively.

To detect OOD inputs, we introduce HyperGAN: a generative adversarial network which
learns to generate all the parameters of a deep neural network. HyperGAN first trans-
forms low dimensional noise into a latent space, which can be sampled from to obtain
diverse, performant sets of parameters for a target architecture. By sampling many sets
of parameters, we form a diverse ensemble which provides a better estimate of uncer-
tainty than standard ensembles. We show that HyperGAN can reliably detect OOD
inputs as well as adversarial examples.

We also present a method for recovering clean images from adversarial examples. BFNet
uses a differentiable bilateral filter as a preprocessor to a neural network. The bilateral
filter projects inputs back to the space of natural images, and in doing so it removes
the adversarial perturbation. We show that BFNet is an effective defense in multiple
attack settings, and is able to provide additional robustness when combined with other

defenses.
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Chapter 1: Introduction

1.1 Overview

Recent advances in machine learning have yielded enormous value in terms of the per-
formance of supervised learning methods. Deep neural networks (DNNs) in particular
have shown incredible success on many difficult tasks such as image recognition, machine
translation, density estimation, and many others. This success has spawned an expo-
nential increase in research on neural network based predictive models. The number of
research articles submitted to conferences which use neural networks has exploded since
2012. This has set the precedent whereby neural networks are added to any method that

makes predictions.

1.1.1 Neural Networks

Neural networks at their most simplistic are used to approximate some arbitrary function
f. For instance, a classifier y = f(x) which maps some inputs z to their target categorical
outputs y € {0,1,...,n}. Neural networks typically consist of multiple sets of linear
mappings ¢(z), called layers, composed in a directed graph where the output of one
layer is used as input to the next. The hierarchical architecture encourages each layer to
learn an increasingly abstract representation of its input. Until the final layer where, in
the classifier setting, the output of the last layer is mapped to the categorical label .
The goal is to learn the mapping y = f(z;60), where each layer ¢; is parameterized
by some weights ;. The full set of learned parameters 6 represent the best possible
approximation to f. The question of how to arrive at the best set of parameters has
been answered in various ways through the years. Historically, the # has taken one of

three forms.

e ¢;(x;0;) is a generic function, such as the RBF kernels used in kernel SVMs. These
functions have enough parameters to memorize the dataset, but they generally do

not generalize well.



e ¢; may also be manually set to reflect features which human designers believe to be
conducive to approximating the true function f. This was the dominant method
in computer vision for decades. Hand-designed functions such as Canny filters
or wavelet transforms were common in segmentation and classification pipelines.
Other domains such as natural language processing had their own heuristic func-
tions. Each heuristic was task-specific and necessitated domain experts for indi-

vidual applications.

e The current method for determining 6 is to learn them through maximum likeli-
hood. The parameters which minimize the given loss function are chosen as the
best parameters for the model. The loss function gives an estimate of how well
the current parameters perform on the data. The gradient of this loss function
tells which direction we should update the parameters to further minimize the
loss function. Given the gradient, the parameters of each layer are updated with
the backpropagation algorithm. Learning the parameters means we are effectively
searching a huge space of functions for the one that best approximates f. Because
0 is learned, it may be very generic and have high capacity. It may also generalize
well as we can find a family of functions which works well on all the input (training)
data.

1.1.2 Gradient Descent and Maximum Likelihood

The optimization algorithm primarily employed in the training of neural networks is
called Gradient Descent (GD). GD is commonly used when training sets are large. In
theory, convex optimization algorithms converge exactly. However, nearly all neural
networks have globally non-convex parameter spaces. Without guarantees on convexity,
first or second order gradient information is purely local. In a strictly convex setting,
gradients are global underestimators of the function values, allowing algorithms like
gradient descent of have convergence guarantees as the (global) descent direction is
always known. Because parameter spaces in neural networks are non-convex, a gradient
only provides a local descent direction, revealing little information about the global
structure of the space. Therefore, small steps according to the local gradient must be

taken until some stopping point is reached. There are popular variants on GD such as



stochastic gradient descent (SGD), projected gradient descent (PGD), adaptive moment
estimation (Adam), and many others. These algorithms do not fundamentally deviate
from GD, so they will not impact our discussion. In a standard neural network, we
search for parameters using the maximum likelihood principle. In short, under maximum
likelihood we wish to find the parameters  which maximize the log-likelihood of the data

under the proposed model.

Onr = arg;naXpmodez(X ;0) (1.1)

n
= arg;naprmodel(iﬁi; 0) (1.2)

i=1

n
= argénaxz log prmodei (73 0) (1.3)

i=1
= arg ;nax Eonpaata 108 Pmodel (z:;0) (1.4)
(1.5)

We are finding 6 such that the log-likelihood of the data is maximized. The log term of
the final equation is known as the cost, or loss function of the model. Given a model, the
loss function evaluates how well the model explains the input data. We can use the given
cost as a proper scoring function, which we can use an objective, namely the negative
log-likelihood, or NLL loss.

L(@) = _Ez,ywpdam logpmodel(y‘x) (1'6)

Our objective in training neural networks is just the same. We arrive at our choice
of 6 by using GD. The gradient of any function points in the direction of steepest ascent.
This fact helps us as we can use negative gradient of our cost function to find the direction
to move 6 towards the minimum. If the cost function is good, i.e. it provides an accurate
estimation of how well the model explains the data, and if the training set is drawn L.I.D.
from the true data distribution, then minimizing the cost function with gradient descent

should yield a set of parameters which achieve minimal risk.



1.1.3 Implications of Maximum Likelihood

If we carefully consider the maximum likelihood principle we see that it guarantees
remarkably little about the estimate of the parameters returned. Increasing the likelihood
of the data does not necessarily go hand-in-hand with predictive capability. Models
must be regularized effectively to keep them from overfitting to the training set. The
maximum likelihood principle is satisfied by perfectly predicting the training set, while
failing utterly on the test set. Especially in the case of deep (multi-layer) neural networks,
which have more than enough to memorize every training example in a large dataset.
Neural networks are especially prone to overfitting, and are in fact encouraged to do
so. There are existing methods for model regularization such as L2/L1 weight penalties,
dataset augmentation, or noise injection. These methods have been frequently used, but
it’s still an open question if any of these techniques work effectively on the incredibly
high dimensional loss surfaces navigated by neural networks.

Overfitting in neural networks has been well controlled to the extent that they can
perform very well on some leave-out test set, as well as the training set. This is the main
goal of learning algorithms - to learn a representation which does well on both seen and
unseen data. However, a test set is always limited; a test set can not possibly represent
all conceivable inputs which a classifier might see. Hence, the ability of a neural network
to generalize to inputs far from the training/testing distribution is neither tested nor
considered. In a closed research setting this is acceptable. However, Neural networks
now comprise the backbone of many budding industrial technologies such as autonomous
cars, automatic medical diagnosis, machine translation, and others. These technologies
must work in the world outside of the lab setting, and be equipped to handle inputs far
from the training manifold. If we are interested in neural networks performing well on
off-manifold data, then the simplest method by far is to simply sample more data and
add it to the training set. We can immediately see that this strategy doesn’t scale well.
It is a never-ending endeavor to outfit an autonomous car with a classifier which can
recognize all possible objects it could see. If we operate purely under the principle of

maximum likelihood, we can never expect better than undefined behavior on new data.



1.1.4  Uncertainty

What behavior then do we expect from our ML systems? We can not form a training
set of all objects in all orientations in all scenarios. Instead we should seek a simple
modification to our predictions on data seen and unseen: uncertainty. Uncertainty is a
measure of how likely the data is to have come from the training distribution, according
to the predicting model. On inlier data, we expect a classifier to be confidant about
both the likelihood and class of the data. On outlier data, we expect the classifier to
be uniformly unconfident as to the category of the input. For example, let us consider
a classifier trained on 10 different dog breeds. For each input, the classifier outputs a
length-10 vector, where each entry corresponds to the likelihood that the inputs belongs
to the indicated class. If the classifier input is an image of an inlier dog, we expect the
10 output probabilities to reflect an accurate estimation of how likely the input dog is to
belong to each of the classes. If a Golden Retriever is one of the 10 dog classes, then an
input featuring the mean golden retriever p(Golden|6) should evaluate to a probability
of p = 1.0 for the Golden Retriever class, and p = 0.0 for the other 9 categories. On the
other hand, an input image of a car p(Car|6) should correspond to uniform probability
p = 0.1 for each of the 10 known classes, as the input can not be said to be one dog class
any more than the others. Another way to say this is that we expect low entropy in the

predictive distribution on inlier data, and high entropy otherwise.

A ,..|.=., ]
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Figure 1.1: Example of out-of-domain vs in-domain inputs



Figure 1.2: Entropy in predictions should increase as we move farther from the training
manifold

There are many methods for coaxing uncertainty estimates from neural network
predictions. They will be discussed further in chapter 2, along with a novel method
that we propose here. To complete our introduction, we now turn to a class of OOD
data which is fundamentally different from the unavoidable scenario of encountering

real-world data that hasn’t been seen before.

1.1.5 Adversarial Examples

The treatment of OOD data by standard neural networks is concerning. We want to
rely on the predictions of the models we train and deploy. By contrast, there exist
broad classes of input data which are expressly crafted to fool the model into giving
incorrect outputs for data which looks like inlier data. Except for some esoteric methods,
these adversarial ezamples consist of clean, inlier input data which has been modified to
fool the predicting model. In most cases, these perturbations are calculated such that
they represent the minimum change to an input needed to change the prediction. To
illustrate this process, we will consider one of the first adversarial examples ever created.

[47] showed that adversarial examples could be created by solving a simple optimization
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Figure 1.3: Visualizing the adversarial perturbations

problem.
min |¢-||6|]3 + L(z + 6, ytarget)]

The solution to the above problem satisfies two terms. The left term states that the
distance between the original (clean) data x and the perturbed data (z + ¢) should
be small under the L2 norm. The second condition is that the perturbed data should
be classified as some target class Yiarget # Ytrue- One would expect that changing an
input such that it’s classified differently, would require a meaningful change to high
level features. Curiously, that is not the case; very small perturbations (imperceptible
to humans) can be applied to an input image such that it’s predicted incorrectly and
with high confidence. This fact has enormous implications for the applicability of these
systems in the outside world. If small perturbations can be added to objects such that
they’re misclassified, we can not trust an autonomous car with any degree of certainty.

Stop signs may be green lights, pedestrians could be clear roads. To a vision system



using undefended neural networks, adversarial examples are a severe threat. There are
many methods to create adversarial examples as well as defenses against them, all of

which are detailed in chapter 3.

1.2 Contributions

We have now defined two areas of interest with regards to how neural networks make

predictions.

e We expect a neural network to be uncertain when given OOD data as input. The
class-probabilities given by the output of a classifier should reflect the probability
that the input data came from the training distribution — or that the input data

and training distribution have common support.

e Adversarial examples pose a clear threat to important computer vision systems.
Defending against them, as well as understanding why neural networks are vulner-

able is paramount.

In this thesis, we present methods for improving the performance of neural networks in
both of these problematic domains. In chapter 2 we introduce HyperGAN: a generative
model which learns a distribution over parameters. By predicting with many different
sets of parameters, an estimate of uncertainty an be formed. we show that this method
can safely detect OOD data as well as adversarial examples without incurring a large
penalty on predictive accuracy. Note that HyperGAN may detect adversarial examples,
but offers no guarantees on its robustness to them.

To mitigate the problem of adversarial examples, in chapter 3 we introduce BFNet.
BFNet posits that adversarial examples lie off the training manifold, and uses the bi-
lateral filter to project the data back onto the natural image manifold. BFNet does
not need to know anything about the density of the training data (unlike HyperGAN).
Instead it uses the fact that adversarial examples are created by perturbing inlier data.
The bilateral filter thus removes the perturbations and recovers the original clean data.

Following these two proposed methods, we discuss briefly the implications of these

methods, as well as the work left to do until these problems are solved.



Chapter 2: Detecting Out of Distribution Data

Since the inception of deep neural networks, it has been found that it is possible to train
models from different random initializations and obtain networks that, albeit having
quite different parameters, achieve quite similar accuracy [15]. It has further been found
that ensembles of deep networks that are trained in such a way have significant perfor-
mance advantages over single models [31], similar to the classical bagging approach in
statistics. Ensemble models also have other benefits, such as being robust to outliers
and being able to provide variance or uncertainty estimates over their inputs [27].

Standard training of neural networks cannot capture uncertainty, as the probability
estimates obtained by applying the softmax function over the network outputs merely
provides a maximum likelihood (or MAP) estimate given a single set of parameters.
These estimates tend to be over-confident and thus are not capable of providing an accu-
rate measurement of uncertainty. Neural networks are known to assign high predictive
probability to data outside the training distribution, and relying on a point estimate of
confidence is not enough to measure uncertainty

Past work has shown that deep networks are often over-parameterized [50} [4], having
enough capacity to memorize entire datasets. Indeed one can sparsify deep convolutional
networks (in some cases zeroing 90% of the weights) without losing significant accuracy
[2]. We then hypothesize that the effective dimensionality of neural networks is not as
large as is commonly presupposed. We then take into account these two facts: sparse
networks can achieve similar accuracy as their dense counterparts, and that one can
ensemble meaningfully different models trained from random initializations. Together,
this leads us to the premise of our method: there exists a low-dimensional manifold
of neural network parameters, where samples from this manifold correspond to models

which achieve similarly good generalization accuracy on the same dataset.
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2.1 Approaches to handle OOD data

2.1.1 Bayesian Deep Learning

Uncertainty in neural networks often requires a probabilistic model. Much of the liter-
ature concerning learning distributions over model space has been through the lens of
Bayesian deep learning [30] [26]. Performing approximate Bayesian inference here is dif-
ficult, as integrating over the posterior (distribution of model parameters) is absolutely
intractable. Instead a simple prior over both the data and the model parameters is as-
sumed, and the prior is fit to an estimation of the true posterior. Variational inference
(VI), Markov Chain Monte Carlo (MCMC), expectation propagation [35] or normalizing
flows [41], 42}, 25] are used to approximate the posterior instead. Notably, in addition
to being generally harder to implement and requiring more training time than standard
methods, a Bayesian approximation of uncertainty is highly dependant on the quality of
the prior, which can often result in overfitting of the data if the prior is simple. Due to
the maximum entropy principle of preferring a flexible prior, this is often true.

There has been recent work in obtaining uncertainty estimates from the variance
in predictions of dropout models. Dropout can be viewed as a Bayesian approximation,
integrating over the parameters of the network. Recently, [16] showed that networks with
dropout following each layer are equivalent to a deep Gaussian process [9] marginalized
over its covariance functions. They proposed MCdropout as a simple way to estimate
model uncertainty. These approximations are not well aligned with current training
patters of neural networks. Applying dropout to every layer results in over-regularization
and underfitting of the target function. Moreover, dropout does not integrate over
the full variation of possible models, only those which may be reached from (random)

initialization.

2.1.2 Meta Learning

Meta learning approaches use different kinds of weights in order to increase the general-
ization ability of neural networks. The first proposed method is fast weights [23] which
uses an auxiliary (slow) network to produce weight changes in the target (fast) network,
acting as a short term memory store. Meta Networks [37] build on this approach by using

an external neural memory store in addition to multiple sets of fast and slow weights. [6]
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augment recurrent networks with fast weights as a more biologically plausible memory
system than Neural Turing Machines. In the true spirit of meta learning, even optimizers
can be formulated as auxiliary neural networks which predict updates to the weights of a
target network [3]. At any step during training, the target weights are a function of the
weights of the optimizing network. Our method can generate many different networks
instead of learning to optimize just one, while remaining compatible with different losses
and network architectures. At a high level, the meta learning approach of learning an
abstraction over the weights of the target network is similar in nature to what we pro-
pose, with some key differences. Moreover, methods which employ fast weights form a

tightly coupled system which cannot be separated.

2.1.3 Hypernetworks

As another interesting direction, hypernetworks [2I] are neural networks which output
parameters for a target neural network. The hypernetwork and the target network
together form a single model which is trained jointly. The original hypernetwork pro-
duced the target weights as a deterministic function of its own weights, but Bayesian
Hypernetworks (BHNs) [26], generate model parameters by sampling a Gaussian prior.
Hypernetworks may serve as a framework to generate parameters for a target model,

though they have not been used to directly generate full networks before.

2.1.4 FEnsembles

Ensembles have long been used as a way to increase model performance [11], and also
to give an uncertainty estimate on inputs [24]. Models which are trained from random
initialization will thus reach different local minima through gradient descent. Assuming
a population of diverse models, ensembling them and predicting according to a majority
vote is one way to perform model averaging. The learned functions of each of the
ensemble members are similar, despite being trained to different local minima. For this
reason, we can perform model averaging without being in danger of drastically destroying
model performance Here, model averaging has the relevant benefits of reducing effects
of overfitting, as well as reducing variance. The failure of modern deep networks to

generalize to OOD data may be viewed through a lens of overfitting, as networks have
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more than enough parameters to memorize the domain they are trained on. Building on
standard ensembles, [27] recently proposed Deep Ensembles, where adversarial training
was applied to the training of individual experts in an ensemble in order to smooth the
predictive variance even more. However, adversarial training is a very expensive training
process, where adversarial examples must be generated for each batch of data seen. We
seek a method to learn a distribution over parameters which does not require adversarial

training.

2.2 HyperGAN

2.2.1 Overview

In this paper we explore an approach which focuses on generating all the parameters of
a neural network, without assuming any fixed noise models on parameters. To keep our
method scalable, we avoid utilizing invertible functions as in Bayesian approaches, and
instead utilize the ideas from generative adversarial networks (GANs). We especially
observe recent adversarial autoencoder [33] approaches. These approaches have demon-
strated an impressive capability to model complicated, multimodal distributions in an
unsupervised manner. In our approach, a random noise vector is first mixed into a num-
ber of different random vectors, and then each random vector serves as an embedding
from which we generate all parameters within one layer of a deep network. The genera-
tor is then trained with conventional maximum likelihood (classification/regression) on
the parameters it generates. To keep the embeddings from collapsing to a single mode,
we employ adversarial regularization on the embeddings. In this way, it is possible to
generate much larger networks than the dimensionality of the latent code, making our
approach capable of generating all the parameters of a deep network with a single GPU.
As an example, in our experiments on CIFAR-10 we start from a 256-dimensional la-
tent vector and generate all 50, 000+ parameters in one pass, consuming only 4GB GPU
memory. This shows that deep networks may indeed span a low-dimensional manifold,

and could spur further thoughts and research.
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2.2.2  Summary of Contributions

We propose HyperGAN, a novel approach for generating all the parameters for a target
network architecture using a modified GAN, and we do so starting from a small Gaussian
noise vector which scales well with the size of the output. Our approach is different
from Bayesian approaches since we do not attempt to model the entire posterior. After
our GAN is trained, one can directly generate many diverse, well-trained deep models
without needing to further train or fine-tune them. The diversity of the models we can
generate is beyond just adding dropout or scaling factors, which is shown by the superior
performance of ensembles of the generated networks.

We believe HyperGAN is widely applicable to a variety of tasks, including meta-
learning and reinforcement learning. One area where populations of diverse networks
show promise is in uncertainty estimation and anomaly detection. We show through a
variety of experiments that populations of networks sampled from HyperGAN are able to
approximate the data distribution such that it can detect out of distribution samples. We
show that we can provide a reasonable measure of uncertainty by calculating the entropy
within the predictive distribution of sampled networks. Our method is straightforward,
as well as easy to train and sample from. We hope that we can inspire future work in

estimation of the manifold of neural networks.

2.3 HyperGAN

Taking note from the original hypernetwork framework for generating neural networks
[21], we coin our approach HyperGAN. Standard GAN training dictates that we train a
generator G to model the target distribution, aided by a discriminator network D. This
entails acquiring a large dataset of trained neural network parameters, and providing
samples to D to judge the output of the generator. However, a large collection of neural
networks would be extremely costly to build. Instead, our data distribution is built
online by evaluating the performance of our generated parameters at each step.

Taking note from the original hypernetwork framework for generating neural networks
[21], we coin our approach HyperGAN. Standard GAN training dictates that we train a
generator GG to model the target distribution, aided by a discriminator network D. This

entails acquiring a large dataset of trained neural network parameters, and providing
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Mixer Q(gls

p-F Discriminator

Figure 2.1: HyperGAN architecture. The mixer transforms s ~ S into latent codes
{q1,...,qn}. The generators each transform a latent subvector ¢; into the parameters
of the corresponding layer in the target network. The discriminator forces Q(g|s) to be
well-distributed and close to P

samples to D to judge the output of the generator. However, a large collection of neural
networks would be extremely costly to build. Instead, our data distribution is built
online by evaluating the performance of our generated parameters at each step.

We begin with assuming that a neural network F(x;6) with input z and parameters
0 consisting of a given architecture with N layers, and a training set M with inputs and
targets (X,Y) = {z;,4;}2,. The standard training regime consists of computing a loss
function L(F(x;0),y) and updating the parameters § with backpropagation until £ is
minimized. This works if we only want a point estimate of §. However, if we want to
generate more than one non-trivial network, some diversity is needed. Our approach to
creating diversity is similar to a regular GAN architecture in that we start by drawing a
random sample s ~ S = N(0,1;), where 0 is an all-zero vector and I; is a j x j identity
matrix, and generate parameters using a generator from s.

Figure shows the HyperGAN architecture. Distinct from the standard GAN,
we use parallel, untied generators to form the parameters of each layer. In order for
that to work, we observe that parameters between network layers are not independent,
but are strongly correlated. The parameters of each layer depend on the output and
the parameters of the preceding layers. Therefore, the generated parameters must be
correlated to produce well-performing neural networks. We propose to add a Mizer Q
which maps s ~ S to the

mixed latent space Z € RN d < j. An Nd-dimensional Q(s) is then partitioned
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into NV layer embeddings [q1, ..., qn], each being a d-dimensional vector. Finally, we use
N parallel generators G = {G1(q1)...Gn(qn)} to generate the parameters 6¢ for all
layers in F.

After generation, we can evaluate the new model F(x,60¢) on the training set. We
define an objective which minimizes the error of generated parameters with respect to a
task loss L:

g}(g ]ESNSE(:J:,y)N(X,Y) [ﬁ(f(;];’ G(Q(S)))7 y)] (21)

At each training step we generate a different network G(Q(s)) from a random s ~ S,
and then evaluate the loss function on a mini-batch from the training set. The resulting
loss is backpropagated through the generators until g minimizes the target loss L.
The formulation in presents a problem: the codes sampled from Q(s) will cer-
tainly collapse to the maximum likelihood (ML) estimate (when L is a log-likelihood).
This means that the generators will learn a very narrow approximation of ©, and indeed
we see this happen in tables 7?7 and 7?7. To assure that the parameters are well dis-
tributed, we added an adversarial constraint on the mixed latent space D(Q(s)) so that
it should not deviate too much from a Gaussian prior PP. This constraint makes it closer
to the generated parameters and ensures that Q(s) itself does not collapse to always

outputting the same latent code. With this we arrive at the HyperGAN objective:
CI?HCS ESNSE(x,y)N(X,Y) [£<]:(m7 G(Q(S))), y)] - BD(Q(S)a P) (22)

Where  is a hyperparameter, and D is the regularization term which penalizes the
distance between the prior and the distribution of latent codes. In practice D could
be any distance function between two distributions. We choose to parameterize D as
a discriminator network D that output probabilities, and use the adversarial loss [17]
to approximate D(Q(s),P). Note that while P and S are both multivariate Gaussians,

they are distinct distributions as seen in figure 2.1

N

D:= - Z; (log D(p;) + log(1 — D(q;))) (2.3)

Note that we find it difficult to learn a discriminator in the output (parameter) space

because the dimensionality is high and there is no structure in those parameters to be uti-
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lized as in images (where CNNs can be trained). Our experiments show that regularizing
in the latent space works well. We hypothesize this is because of overparametrization in
0. The latent space initializes with random projections, which have a restricted isometry
property according to the Johnson-Lindenstrauss lemma, hence if the mixed latent fac-
tor ¢ is Gaussian, a random projection from it preserves the distance and diversity from
q to 0. If 0 is indeed severely overparametrized, and it is possible to generate diverse
parameters by maximizing the likelihood, then the generators would not collapse to a
single 6, since that would require breaking the restricted isometry from the initialization.

This framework is general and can be adapted to a variety of tasks and losses. In
this work, we show that HyperGAN can operate in both classification and regression
settings. For multi-class classification, the generators and mixer are trained with the

cross entropy loss function:

M
Lg=M"1 Z y;log (F(z;;0)) where 0 ={Gi(q1),...,Gn(gn)} (2.4)
i=1

For regression tasks we replace the cross entropy term with the mean squared error

function:

M
Lmse =M " (yi — F(xi;0))* where 0={Gi(q1),...,Gnl(gn)}  (25)
=1

2.3.1 Learning without an Explicit Target Distribution

In implicit generative models such as GAN or WAE [48], it is always necessary to have
a collection of inlier data points to train with. Inlier samples come from the distribution
that is being estimated, and learning without them is difficult. HyperGAN does not have
a given set of inlier points to train with. Instead, HyperGAN uses the error on the target
loss to estimate the distance between the generated samples g € Og and the target
samples 6 € ©. We note that 05 represents the maximum likelihood estimate of F(z;0).
shows that by minimizing the error of the ML estimate on the log-likelihood, we
are in fact minimizing the KL divergence between the target distribution © and the

generated samples 0 € Og.
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i;lfDKL(P(x\G)HP(xWG)) = iélep(wa) [log P(z|0) — log P(x|6¢c)]
G G

= ieléfEP(x\ec) [ log P(x[f0c)] (2.6)

Where the term log P(x|f) is the entropy of the target distribution and does not
contribute to the optimization problem. The derived likelihood function is flexible and
used widely across different domains. In our work it is represented by the cross entropy
and MSE losses that we study.

Its useful to note here how HyperGAN is distinct from other density estimators such
as GAN and WAE. These methods use a likelihood function, such as MSE, to estimate the
quality of the samples (in GANSs the likelihood function is learned via the discriminator).
The likelihood is given as the distance from generated samples, to given samples of the
target distribution. HyperGAN instead estimates both the target and the approximation.
We assume the target distribution exists, and update our approximation Og to better
match ©. If we have samples of the target distribution, we can reduce HyperGAN to
a GAN (by moving the discriminator to the output space). We thoroughly explore the
connections and differences to GANs and WAE in ?7. HyperGAN is different from fully
probabilistic approaches such as MNF [30] since one cannot compute the probability of

the generated 6, nor can one encode a generated 6 back to the latent spaces.

2.4  Experiments

2.4.1 High Level Description and Experimental Setup

We conduct a variety of experiments to show HyperGAN’s ability to achieve both high
accuracy and obtain accurate uncertainty estimates. First we show classification perfor-
mance on both MNIST and CIFAR-10 datasets. Next we examine HyperGAN’s ability
to learn the variance of a simple 1D dataset. We perform experiments on anomaly de-
tection: testing HyperGAN on notMNIST, and 5 classes of CIFAR-10 which are hidden
during training. We also examine adversarial examples as extreme cases of off-manifold
data, and test our robustness to them. In our experiments we compare with [30] (MNF)

as well as standard ensembles.
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In all experiments we report results with two HyperGANSs, one trained on MNIST
and another on CIFAR-10. Both of our models take a 256 dimensional sample of S as
input, but have different sized mixed latent spaces. The HyperGAN for the MNIST
experiments consists of three weight generators, each using a 128 dimensional latent
point as input. The target network for the MNIST experiments is a small two layer
convolutional network, using leaky ReLLU activations and 2x2 max pooling after each
convolutional layer. Our HyperGAN trained on CIFAR-10 used 5 weight generators and
latent points with dimensonality 256. The target architecture for CIFAR-10 tests con-
sists of three convolutional layers, each followed by leaky ReLLU and 2x2 max pooling.
The exact architectures we used for the target networks is given in tables [2.1| and In
our experiments we used the same network architecture across different methods. Note
that our architecture is different from the LeNet-5 used in MNF, yet we see similar re-

sults as reported in [30].

Table 2.1: MNIST HyperGAN Target Size

Layer Latent size Output Layer Size

Conv 1 128 x 1 32x1x5x5H
Conv 2 128 x 1 32x32x5x5
Linear 128 x 1 512 x 10

Table 2.2: CIFAR-10 HyperGAN Target
Size

Layer  Latent Size Output Layer Size

Conv 1 256 x 1 16x3x3x3
Conv 2 256 x 1 32x16x3x3
Conv 3 256 x 1 32x64x3x3
Linear 1 256 x 1 256 x 128

Linear 2 256 x 1 128 x 10
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HyperGAN Details

For our HyperGAN network architectures we use 2 layer MLPs with 512 units each and
exponential rectifier activations [§] for the encoder, weight generators, and discriminator.
We found in a pilot study that larger networks in fact offered little performance benefit,
and ultimately hurt scalability. In all experiments, we pretrain the encoder so that the
mean and covariance of (), match P,. It should be noted that HyperGAN is flexible
with respect to the exact architecture. The number of layers or the nonlinearity may
be varied without harming HyperGANs ability to model the target distribution. We
trained our HyperGAN on MNIST using less than 1.5GB of memory on a single GPU,
while CIFAR-10 used just 4GB, making HyperGAN surprisingly scalable.

In Table [2.4) we show some statistics of the networks generated by HyperGAN on
MNIST. We note that HyperGAN can generate very diverse networks, as the variance of
network parameters generated by the HyperGAN is significantly higher than standard

training from different random initializations.

HyperGAN - MNIST

Convl Conv2 Linear

Mean 7.49  51.10 22.01
o2 1.59 10.62  6.01

Standard Training - MNIST

Convl Conv2 Linear

Mean 27.05 160.51  5.97
o2 0.31 0.51 0.06

Table 2.3: 2-norm statistics on the layers of a population of networks sampled from
HyperGAN, compared to 10 standard networks trained from random initializations.

2.4.2 (lassification

First we evaluate the classification accuracy of HyperGAN on MNIST and CIFAR-10.
Classification serves as an entrance exam into our other experiments, as the distribution

we want to learn is over parameters which can effectively solve the classification task.
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HyperGAN - CIFAR-10

Convl Conv2 Conv3 Linearl Linear2

Mean  7.65 15.77  41.86 16.36 5.85
o? 4.13 38.52  104.26  13.22 0.91

Standard Training - CIFAR-10

Convl Conv2 Conv3 Linearl Linear2

Mean 5.13  15.19 16.15  11.79 2.45
o2 1.19 4.40 4.28 2.80 0.13

Table 2.4: 2-norm statistics on the layers of a population of CIFAR-10 networks sam-
pled from HyperGAN, compared to 10 standard networks trained from different random
initializations.

We test with both single network samples, and ensembles. For our ensembles we average
1

predictions from N sampled models with the scoring rule p(y|z) = ny:l oy |z, 0y).
Our target network for the MNIST experiments is a small two layer convolutional net-
work, using leaky ReLU activations and 2x2 max pooling after each convolutional layer.
Our target architecture for CIFAR-10 tests consists of three convolutional layers, each
followed by leaky ReLU and 2x2 max pooling. The sizes of each layer can be found
in tables and It should be noted that we did not perform fine tuning, or any
additional training on the sampled networks. The results are shown in Table We
generate ensembles of different sizes and compare against both Bayesian [30] [26] and
non-Bayesian [27] methods, as well as MC dropout [16]. We outperform all other meth-
ods by using a 100 network ensemble, across all datasets. We test on the datasets MNIST
and CIFAR-10. Within these datasets we explore additional tests. MNIST and CIFAR
5000 involve training only on the first 5000 samples of the training set. CIFAR-5 only

uses the first 5 classes for training and testing, so the accuracy here is noticeably greater.

2.4.3 1-D Toy Regression Task

We next evaluate the ability of HyperGAN to fit a simple 1D function from noisy samples.
This dataset was first proposed by [22], and consists of a training set of 20 points drawn

uniformly from the interval [—4,4]. The targets are given by y = 23 + € where € ~
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Method MNIST MNIST 5000 CIFAR-5 CIFAR-10 CIFAR-10 5000
1 network 98.64 96.69 84.50 76.32 76.31

5 networks 98.75 97.24 85.51 76.84 76.41

10 networks 99.22 97.33 85.54 77.52 77.12

100 networks 99.31 97.71 85.81 77.71 77.38
Deep Ensembles  99.30 79.00

MNFG 99.30 84.00

BHN 98.63 96.51 74.90

MC Dropout 98.73 95.58 84.00 72.75

Table 2.5: Classification performance of HyperGAN on MNIST and CIFAR-10.

N(0,3%). We used the same target architecture as in [22] [27] and [30]: a one layer
neural network with 100 hidden units and ReL.U nonlinearity. For HyperGAN we use
two layer generators, and 128 hidden units across all networks. Because this is a small
task, we use only a 64 dimensional latent space. MSE loss is used as our target loss
function to train HyperGAN.

Results in figure 2.2 show the results of HyperGAN-generated ensembles with 5, 10,
and 100 generated networks respectively. HyperGAN clearly learns the target function
and captures the variation in the data well. In addition, it can be seen that sampling more
networks to compose a larger ensemble improves predictive uncertainty as we sample

farther from the mean of the training data.

Figure 2.2: Results of HyperGAN on the 1D regression task.
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2.4.4 Anomaly Detection

To test our uncertainty measurements, we perform the same experiments as [30], [27];
we measure the total entropy in predictions from HyperGAN-generated networks. For
MNIST experiments we train a HyperGAN on the MNIST dataset, and test on out-
of-distribution notMNIST, which consists of 28x28 binary images of letters. In this
setting, we want the softmax probabilities on inlier MNIST examples to have maximum
entropy - a single large activation close to 1. On off-manifold data we want to have equal
probability across predictions. We test our CIFAR-10 model by just training on the first
5 classes, and we use the latter 5 classes as out of distribution examples. To build an
estimate of the predictive entropy we sample multiple networks from HyperGAN per
example, and measure their predictive entropy.

In Fig. [2.3|we show that HyperGAN can separate CIFAR-10 inlier and outlier samples
much better than MNF or standard ensembles. HyperGAN is less certain about data
it does not recognize, as the probability of a low entropy prediction is overall lower
on outliers. On notMNIST we also show separation, though HyperGAN is also overall
less confidant about inliers then MNF. Conventionally trained ensembles without the
HyperGAN, referred to as L.2 networks in the figure, are highly overconfident on outliers

and cannot provide a notion of uncertainty.

Empirical CDF of predictive entropy on notMNIST Empirical CDF of predictive entropy on CIFAR-5

0.8 4 0.8 4

0.6 0.6

—— 10 models
100 models
=== 10 models inlier

—— 10 models
100 models

0.4 4 —=- 100 models inlier 0.4 4

—— 10 models L2 === 10 models inlier

—— MNF —=- 100 models inlier
0.2 4 MNF inlier 0.2 1 —— 10 models L2

— MNF
MNF inlier
0.0 0.0 ‘
0.0 0.5 10 15 2.0 0.0 0.2 0.4 0.6 0.8 10 12 14 16
Entropy Entropy

Figure 2.3: Empirical CDF of the predictive entropy on out of distribution datasets
notMNIST, and 5 classes of CIFAR-10 unseen during training. Solid lines denote tests
on the respective out of distribution data, while the dashed lines denote entropy on
inlier examples (MNIST and CIFAR-10). L2 refers to conventional ensembles trained
separately without a HyperGAN
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2.4.5 Adversarial Detection

We employ the same experimental setup to the detection of adversarial examples, an
extreme sort of off-manifold data. Adversarial examples are often optimized to lie within
a small neighborhood of a classifier’s decision boundaries. They are created by adding
perturbations in the direction of the greatest loss with respect to the model’s parameters.
Because HyperGAN learns a distribution over parameters, it should be more robust to
attacks. We generate adversarial examples using the Fast Gradient Sign method (FGSM)
[18] and Projected Gradient Descent (PGD) [32]. FGSM adds a small perturbation € to
the target image in the direction of greatest loss. FGSM is known to underfit to the target
model, hence it may transfer well across many similar models. In contrast, PGD takes
many steps in the direction of greatest loss, producing a stronger adversarial example, at
the risk of overfitting to a single set of parameters. This poses the following challenge: to
detect attacks by FGSM and PGD, HyperGAN will need to generate diverse parameters
to avoid both attacks.

100

80 +

60+

# sampled networks
# sampled networks

204

acccuracy % acccuracy %

Figure 2.4: Diversity of predictions on adversarial examples.

To detect adversarial examples, we first hypothesize that a single adversarial example
will not fool the entire space of parameters learned by HyperGAN. If we then evaluate
adversarial examples against many generated networks, then we should see a high level
of disagreement among predictions for any individual class. In this case, we define
disagreement as a function of entropy in the softmax probabilities at the output of the

network. Given the unnormalized outputs x of N models, we compute the disagreement
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d across K classes:

—> pilogpi where p; =N 12 exp
i Zk 1eXPf( )y,

where f(x); refers to the logits of class i.

Adversarial examples have been shown to successfully fool ensembles [12], but with
HyperGAN one can always generate significantly more models that can be added to the
ensemble for the cost of one forward pass, making it hard to attack against. In Fig.
we test HyperGAN against adversarial examples generated to fool one network. It
is shown that while those examples can fool 50% — 70% of the networks generated by
HyperGAN, adversarial examples do not fool all generated networks.

We compare the performance of HyperGAN with ensembles of N € {5,10} models
trained on MNIST with normal supervised training. We fuse their logits (unnormalized
log probabilities) together as I(z) = SN wyl, () where wy, is the nth model weighting,
and [,, is the logits of the nth model. In all experiments we consider uniformly weighted
ensembles. For HyperGAN we simply sample from parameter space to create as many
models as we need, and similarly fuse their logits together. Specifically we test ensembles
with N € {5,10,100,1000} members each. Here adversarial examples are generated by
attacking the ensemble directly. For HyperGAN, we attack an ensemble of networks,

but test with a new ensemble of equal size.

=@- hyperl0o =@~ hypers =@- ens5 —8— hyperl000 —e— hypers -8~ ens5
hyperl00 =@= ensl0 MNF hyperl00 -~ enslo MNF
=@= hyperl000 —a— hyperl0
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0.00 & 0.0 4
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perturbation size - epsilon perturbation size - epsilon

Figure 2.5: Entropy of predictions on FGSM and PGD adversarial examples.
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For the purposes of detection, we compute the entropy within the predictive distribu-
tion of each of the ensemble members to score the example on the likelihood that it was
drawn from the training distribution. Figure [2.5 shows that HyperGAN easily identi-
fies adversarial examples as being out-of-distribution. HyperGAN is especially suited to
this task as adversarial examples are optimized against parameters - parameters which
HyperGAN can change. We find that we can successfully detect over 97% of adversarial

examples, with a low false positive rate for both attacks just by thresholding the entropy.

2.5 Discussion and Future Directions

We have proposed a generative, solution to parameter selection which performs strongly
on detecting out-of-distribution samples, as well as classification. Training a GAN to
learn a probability distribution over parameters allows us to non-deterministically sam-
ple diverse, performant networks which we can use to form ensembles that can give good
uncertainty estimates. Our method is ultimately scalable to any number of networks
in the predicting ensemble, requiring just one forward pass to generate a new set of
parameters and a low GPU memory footprint. We showed that we can generate models
with significant variation over the learned distribution and thus provide uncertainty esti-
mates on outlier data. Our HyperGAN can be readily extended to generate parameters
for a variety of architectures such as MLPs, CNNs, etc. We hope that this will encour-
age the community to consider other generative approaches to learning the manifold of
neural networks. There is still much room for exploration, we believe that learning a
low dimensional manifold of performant neural networks could be useful for a variety
of domains including meta learning and reinforcement learning. In the future we wish
to explore agent curiosity and exploration policies aided by uncertainty measurements
from HyperGAN, or explore transfer learning by learning a manifold of neural networks

which can solve more than one task.
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Chapter 3: Robust Neural Networks

In addition to detecting out of distribution examples, we acknowledge that detection
may not be a strong enough result. In situations where a prediction must be made,
abstinence can also be a fatal action. In the case of adversarial examples, there is inlier
data hidden beneath some perturbation. We want neural networks to be robust to
inputs which actively seek to fool the predictor. In this chapter we explore robustness
to adversarial examples in particlar, restricting ourselves from the larger uncertainty
discussion in chapter 2. For this purpose we revisit in greater detail, the theory of
adversarial examples.

Recent analysis of deep neural networks has revealed their vulnerability to carefully
structured adversarial examples. Many effective algorithms exist to craft these adversar-
ial examples, but performant defenses seem to be far away. In this work, we explore the
use of edge-aware bilateral filtering as a projection back to the space of natural images.
We show that bilateral filtering is an effective defense in multiple attack settings, where
the strength of the adversary gradually increases. In the case of an adversary who has
no knowledge of the defense, bilateral filtering can remove more than 90% of adversar-
ial examples from a variety of different attacks. To evaluate against an adversary with
complete knowledge of our defense, we adapt the bilateral filter as a trainable layer in a
neural network and show that adding this layer makes ImageNet classifiers images signif-
icantly more robust to attacks. When trained under a framework of adversarial training,

we show that the resulting model is hard to fool with even the best attack methods.

3.1 Adversarial Examples

Deep neural networks are known to be vulnerable to targeted perturbations added to
benign inputs. The perturbed inputs, known as adversarial examples, can cause a clas-
sifier to output highly confident, but incorrect predictions. The majority of prior work
has studied adversarial examples in the context of computer vision, where they pose the

clearest threat. Small perturbations, imperceptible to humans, can be added to input
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images that cause a classifier to output false predictions. Because of the particular suc-
cess of neural networks in computer vision, these models are being deployed in areas
such as autonomous driving, facial recognition, and malware detection. Recent work has
shown that these systems are vulnerable in the real world to adversarial examples [14],
which makes the problem of resisting adversarial attacks a growing concern.

There have emerged two central lines of research for defending against adversarial
examples. Denoising approaches attempt to remove the adversarial perturbations from
the inputs as a preprocessing step. This is often done by filtering, or by projecting the
input to a lower dimensional space that cannot represent high frequency perturbations
[43] [45]. These methods often lead to high accuracy, even on difficult datasets like
ImageNet. But it has been shown that an attacker with knowledge of the defense can
successfully circumvent them [5]. On the other hand, Adversarial training methods use
principles from robust optimization to train models which resist adversarial attacks.
Under the adversarial training framework, adversarial examples are combined with the
natural training set to increase the model’s robustness to attacks. These methods are
expensive, requiring many more training examples, and have not been shown to scale
well to natural image datasets such as ImageNet.

This paper explores the utility of bilateral filtering as both a denoising defense and
a useful addition to adversarial training. Bilateral filtering is a classic approach in
computer vision for edge-aware smoothing. Because natural images are more likely
piecewise-smooth while adversarial perturbations are less likely to be, we hypothesize
that bilateral filtering would be able to filter out adversarial noises. Indeed, in exper-
iments we found that with appropriate parameters, a plain bilateral filter can recover
99% of the adversarial images so that a classifier can predict the original label.

Furthermore, we introduce BFNet: an end-to-end model incorporating bilateral fil-
tering as a differentiable layer. With BFNet, it is possible to examine the performance of
white-box attacks trying to bypass our bilateral filtering defense. We show that BFNet
is naturally robust to attacks from many such adversaries, greatly reducing the strength
of both L., and Lo attacks on the ImageNet dataset.

Finally, we combine bilateral filtering with adversarial training, and achieve state-
of-the-art results on MNIST and CIFAR10. Our method works with zero knowledge of
either the network or any incoming attack, making it applicable to a variety of models

and datasets. We demonstrate the versatility of our approach by testing bilateral filter
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based defenses in the strongest adversary with full access to our defense and can optimize

against it, while the defense having no knowledge

1. Against adversaries with no knowledge of our defense, we show that a vanilla
bilateral filter with fixed parameters can reliably remove adversarial perturbations

created by a variety of strong adversaries.

2. We further develop an adaptive filtering network which predicts bilateral filter
parameters from an input image, to combat an adversary who employs a larger at-
tack repertoire. We test our network on the ImageNet dataset, using Inception V3
and InceptionResNet V2 classifiers. We found that our adaptive filtering network
successfully removes adversarial perturbations from natural images, recovering the

clean class label.

3. The strongest adversary has access to our defense, and can optimize against it.
We show that BFNet is naturally robust to such perfect-knowledge attacks on
ImageNet. We also combine BFNet with adversarial training to further increase
its resistance to attack. In particular, we evaluated the ability of adversaries to
attack our network on the MNIST and CIFAR10 datasets, and achieve state of the
art results for PGD and FGSM attacks.

3.2 Current Attacks and Defenses

3.2.1 Adversarial Attacks

There have been many proposed attacks for creating adversarial examples. We give a

brief description of the six attacks that we used to test our models.

A. Projected Gradient Descent (PGD)

When measuring the robustness of a model to adversarial attack. It is helpful to limit
the strength of the adversary by generating perturbations within a bounded magnitude

e. In [32], generating an adversarial example is the task of solving the objective:

r?gé’([/(ev T+ 57 ytrue)
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PGD is used to minimize this objective under a loss function L, yielding an image with
perturbations with magnitude less than ¢ with respect to the max norm, and achieves

the highest possible loss.

B. Fast Gradient Sign Method (FGSM)

FGSM [18] is a one step linearization of the above objective. FGSM finds adversarial
examples by assuming linearity at the decision boundary. Given an image x, we find a

perturbation 7 under the max norm:
n =€ sign(VoL(0,2,y))

Where 6 is the parameters of the network, y is the original label, and L is the loss

function used to train the network.

C. Momentum Iterative Method

The Momentum Iterative Fast Sign Gradient Method (MI-FGSM) [12] is an iterative
version of the FGSM attack. MI-FGSM moves pixel values linearly along the gradient
toward the decision boundary. MI-FGSM improves on FGSM by introducing a momen-

tum term into gradient calculation.

V. L(7},y)

G4l = f- Gt + T
IVaL(zy,y)l

The gradient is then used to iteratively update the image
Tip1 =7 + o (get1)

The authors claim that simply using an iterative FGSM leads to greedy overfitting of the
decision boundary, and thus falls into local poor maxima. Adding momentum stabilizes

the update direction and creates a stronger adversarial example.
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D. L-BFGS-B

Szegedy, et al. [47] used box-constrained L-BFGS to generate adversarial examples with
minimal distortion under the Ly norm. Given a natural image x and a target class ¥t ye,

the adversarial objective is as follows
min [c o = (z +0)||3 + Lz + 0, ymrget)}

Where ¢ is the adversarial perturbation, L is the loss function, and the parameter ¢

controls the trade-off between the magnitude and strength of the perturbation.

E. Carlini & Wagner Attack (Ls)

Carlini, Wagner, [7] proposed three iterative attacks which create adversarial examples
under the Lo, Lo, and Ly, norms. In this work we consider the most powerful attack,

the white-box Lo attack. Specifically, they minimize
ol 9 1
min ]|§(tanh(w) + Dx||5 + cf(i(tanh(w) +1))
Where f(z') = max(max{Z;(2') : i # t} Zi(2'), —k)

Here, t is the target label, Z refers to the logits of the network, x controls the confidence

of the new classification, and the %tanh term constrains the result to pixel space.

F. DeepFool

Deepfool is an iterative, first order method used to find minimal distortion under the
Lo norm [36]. Deepfool linearizes the classifier itself and performs gradient descent until

the image is misclassified. The DeepFool objective is as follows:

mgin 6]l subject to argmaz f(x) # argmax f(x + 0)
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In addition to the attacks listed above, other methods have been proposed. Ly attacks
such as [39] choose to measure adversarial perturbations by the minimum change neces-

sary to produce an incorrect prediction.

3.2.2 Adversarial Defenses

There is a growing body of work on defenses against adversarial attacks [38],[40], [29],
[51]. An averaging filter was studied in [28]. JPEG compression was studied in [13] [10],
and was found to be effective at removing adversarial perturbations. However, JPEG
encoding is not differentiable, hence its performance when the adversary has knowledge
of the defense is unknown. Our bilateral filtering approach is fully differentiable hence
we can test it against counter-attacks.

Other recent defenses attempt to remove adversarial perturbations by projecting
inputs back onto the real data manifold [34]. One method [45] projects inputs using
a generative adversarial network. Given a normal or adversarial image, a generator is
trained to produce a image from the normal data distribution. This method also did not
test against counter-attacks, and has been shown to be successfully fooled by the CW
attack [7]. Our approach can also be seen as a projection back to the data manifold,
where we impose the constraint that the resulting image must be piecewise-smooth. By
fixing the filter approach, we would likely not overfit significantly to the training set and
remain effective under counter-attacks.

On the other hand, adversarial training methods [19], [32], [44], [49] combine adver-
sarial examples with the natural training set to increase the robustness of the model
to adversarial attacks. These approaches are promising as they attempt to provide a
guarantee on both the type of adversary and the magnitude of the perturbation they are
resistant to. In practice however, these methods are hard to scale as they require ex-
pensive computation in the inner training loop to generate adversarial examples. When
training on a large dataset such as ImageNet, generating a sufficient amount of strong
adversarial examples can be intractable. This problem has been mitigated by train-
ing against a weak adversary like FGSM [49] which can quickly generate adversarial
examples. But training models that are robust to strong adversaries on ImageNet or
CIFAR-10 is still an open problem.
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3.3 Bilateral Filtering

In this section we present our motivation for using a bilateral filter as the building block
for our robust defenses. We give a quick discussion of the theory of edge aware filtering
and how it applies to adversarial examples. We show that it can remove adversarial per-
turbations crafted by many strong attacks. We then describe our end to end approach
for training a classifier with a bilateral filter as a differentiable filtering layer. Finally,
we recognize the current state of the art method for training models robust to adversar-
ial attacks, adversarial training, and we show that our method can extend adversarial
training to create still more robust models. We will first show the utility of bilateral
filter against simple attacks without knowledge of the network, then introduce BFNet
with bilateral filtering as a differentiable layer, so that we can evaluate attacks with

knowledge of our defense.

3.3.1 Threat Model

Prior work often presents adversarial attacks and defenses as being either a white-box or
black-box attack. In the white-box threat model, the attacker has full access to training
data, model parameters and architecture. The black-box threat model considers the case
where the attacker has little to no knowledge about the model architecture, parameters,
or training data. In the most restrictive setting, the attack may only have access to the
argmax output of a softmax operation. In this work we consider white-box attacks, as
they are categorically stronger adversaries than black-box attacks. We consider three
different levels of robustness for our bilateral filter defenses. We measure robustness
against an attacker without knowledge of the defense, a changing attacker who may
employ many different adversarial attacks, and finally an adversary who can mount a

perfect-knowledge attack.

3.3.2 Recovering Adversarial Images with a Bilateral Filter

The bilateral filter is a non-linear Gaussian filter that is commonly used to smooth image

gradients while preserving sharp edges. For an image I, window {2 centered at pixel p,
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the bilateral filter is formulated as a domain function G, and a range function G,

1
Lpitterea(p) = 3~ > Gulllp — all)Gr(IlTp, — Il Iy
pqeﬂ

where the normalization term W), is:

Wy =2 Gulllp —al)Gr(lll, — L),

qeN

Gs(z) = exp(—%) and Gr(z) = exp(—%) are Gaussian filters, and os and o, are
parameters which control the strength of the domain and range functions respectively.
Each neighboring pixel is assigned a weight according to both spatial closeness and value
difference. Hence, if the color of the pixels p and ¢ are very different, then ¢ will affect
the filtered image at pixel p very little. At sharp image boundaries, this would effectively
lead to smoothing on only one side of the boundary, since the other side would have very
different color. Hence, sharp boundaries can be preserved and oversmoothing or blurring
that are commonly seen in Gaussian smoothing or averaging can be prevented. In Fig[3.]]
one can see the effect of denoising an adversarial example created with L-BFGS-B, where
an averaging filter will leave the image significantly blurred, but bilateral filtering would
preserve the edges. More images are shown in the appendix in Fig.

To test the efficacy of the bilateral filter to recover clean inputs from adversarial ex-
amples, we generated a set of adversarial examples from a range of powerful adversaries.
Our first approach was to manually tune parameters for each input image, to test the
effective range of parameters which could recover the original label from an adversarial
example. We found that with carefully chosen parameters, the corrupted labels could
indeed be recovered. Our experiments showed that the small perturbations created by
iterative methods like the Carlini & Wagner attack and DeepFool were easier to remove
with a bilateral filter than the larger perturbations created with one step attacks. To
remove perturbations generated by iterative attacks, we used small kernels 3 - 5 pixels
wide, and oy, o, values of 0.5. Filtering with larger kernel sizes offers no benefit, as
the resulting images from iterative attacks have imperceptible perturbations which are
removed with small filters. One step attacks perturb every pixel in the image with the

same magnitude of noise. As a result, we increased kernel width to 7 and o, to 3, hold-
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ing o, constant. These parameters reliably removed adversarial perturbations from L.,
attacks with a bounded distance of 0.3, as well as unbounded Lo attacks. The results
can be found in Table [3.1]

x)
-

Figure 3.1: (a) The original LBFGS-B adversarial image, (b) The image after 3x3 bi-
lateral filtering and (c) The image after 3x3 averaging filtering. The bilateral filter is
superior since it removes small perturbations while preserving sharp edges in the image,
keeping it from becoming blurry

Network FGSM MI-FGSM  DeepFool CW (L) L-BFGS
Inception V3 97.0 97.5 98.8 99.2 97.8
InceptionResNet V2 94.2 98.4 96.3 98.8 95.1
ResNet V2 96.5 98.0 96.1 98.1 98.0

Table 3.1: Recovery performance for manually chosen bilateral filter parameters.

3.3.3 Adaptive Filtering

One caveat to the above approach, is that the parameters for the bilateral filter must
be carefully chosen to be able to recover the accuracy and confidence of the original
classification. Large values for the parameters o; and o, can create an excessively blurred
image, and a small filter size K may capture insufficient information to remove the
adversarial perturbations. With this in mind, we train a small network which will predict
the parameters of the bilateral filter (K, o5, 0,) for an input image. This network will

serve as a cheap preprocessing step that will remove adversarial perturbations without
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affecting the underlying class label.

To build our classifier we first extract information about the distribution of pixel
gradients by convolving the input with a Sobel filter in the x and y direction. Because
adversarial attacks directly change values of the input, adversarial examples will often
have larger gradients in the x and y direction than natural images. We concatenate the
gradient map depth-wise with the input image, and use three dilated convolutional layers
with 64, 128, and 256 filters respectively, followed by 2x2 max pooling and a linear layer
of 64 units. We use a dilation rate of 2 for each convolutional layer. Note this experiment

is stand-alone and it is not utilized in the BFNet proposed in the next section.

3.3.4 BFNet: Bilateral Filter as A Trainable Layer

The main idea of BFNet is to always preprocess the input image with bilateral filter
before inputting it into the CNN. Namely, instead of computing f(z) where f is learned
by a deep network, always computing f(BF(z)) instead. Hence we can then optimize
for attacks that have full knowledge and gradients about our defense. This has two
utilities, one is to examine the robustness of the defense, and secondly we can add the
newly generated adversarial examples back to the training set of the network, in order
to perform adversarial training.

A brute-force implementation of the bilateral filter has a O(n?) cost associated with
computing the response of individual pixels, making it the most expensive operation
in the graph. To reduce computation time, We choose as our preprocessing function
the Permutohedral Lattice implementation of the bilateral filter [I], which is also fully
differentiable and can be computed in O(n) time. This can then be attached as the first
layer to any other network, and the bilateral filter parameters can be trained jointly with

other parts of the network.

3.3.5 Adversarial Training

It has been shown that under the white-box threat model, using a denoiser as the only
defense is insufficient to stop the strongest adversarial attacks. Currently the most
promising direction for training models robust to adversarial attacks is adversarial train-

ing. Despite continuing progress on both MNIST and CIFAR10, adversarial training is
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still very expensive, and performs worse than denoising approaches on the same datasets.
We propose an approach combining adversarial training with BFNet, giving a robust,
performant classifier on different threat models.

Following [32],[5], [7], the adversarial training framework can be expressed as the

following saddle point problem with model parameters 8, and input x with true label y:
m@in f(z;0) where f(2;0) = Eg)p [m?x L0,z +9,y)|,

where a solution to the inner maximization problem represents the most adversarial
example within some perturbation budget. Solving the outer minimization problem
yields a classifier which is robust to the above adversary. [32] showed that PGD could
reliably solve the inner maximization problem without linearization, and is thus a better
adversary to train against than FGSM.

We propose a modification to the above saddle point formulation which incorporates
the BFNet:

Hlolnf(BF(l‘)) where f(:l?) = ]E(a:7y)~D nglXL(@, z + 0, ytrue)

where BF(x) is the bilateral filter in BFNet.

3.4 Experiments

3.4.1 Adaptive Filtering Model

In this section we show that our adaptive filtering model can correctly predict filtering
parameters which will restore an adversarial input. To test this, we generate a dataset
of 1,000 adversarial images from the ILSVRC 2012 validation set with five different
attacks: Projected Gradient Descent with 40 steps (PGD), Box constrained L-BFGS,
The Carlini & Wagner Ly attack (CW), The Momentum Iterative FGSM (MIM), FGSM,
and DeepFool. Where applicable, we constrain the perturbations to an e-ball of radius
0.3 from the training example. Source images have been normalized to a range of [—1, 1].

To construct our training set we use a separate 1,000 images generated from each of
the attacks in table 1. For each image, we collect labels in the form of triples (K, o, 0;.),

K denotes the kernel size, and o, 0, are the standard deviation for the spatial and range
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kernels respectively. Given any adversarial example, there may be many permutations of
parameters for the bilateral filter that successfully denoise the input. For this reason we
collect a maximum of 10 different parameter configurations for each image in our training
set. Given this is a multi-class prediction problem, we train using a sigmoid function at
the output of our network to predict a set of candidate parameter configurations. At
test time we evaluate with the parameters predicted by the maximally activated output
unit. Our results are presented in tables and

We used the pretrained Inception V3 [46] and InceptionResNet V2 [46] ImageNet
classifiers as our source networks. To generate adversarial examples on these networks,
we used the open-source Cleverhans toolbox [20]. the model was trained using SGD with
Nesterov momentum for 25 epochs. We then test on six different validation sets, one for
each adversary respectively. We show (A) the top-5 accuracy of recovering the original
predicted classification label from the adversarial example (note this is not necessarily
the ground truth label), as well as (B) how often AF is able to defeat the adversarial

attack - changing the prediction from the adversarial label to a new one.

Source Network Clean FGSM PGD MIM CW DeepFool L-BFGS
AF+Inc V3, 95.0 89.0 90.7 79.1 89.1 90.3 81.3
AF+Inc V3p 95.0 95.9 98.0 96.4  94.1 95.3 96.2
AF+IncResNet V2, 91.1 87.2 87.1 75.3 87.8 85.0 80.8
AF+IncResNet V25 91.1 93.1 98.0 94.3 97.8  92.0 95.3

Table 3.2: Percentage of adversarial examples detected by the adaptive bilateral filtering
(AF) network across different attacks.

It can be seen that we recover adversarial examples generated by FGSM, PGD, CW
and DeepFool near perfectly, while missing nearly 15% of the examples of MIM and
L-BFGS. These results are significantly better than the results in [28], which used a 3x3
average filter to recover images. Our Adaptive Filtering network succeeds in removing
adversarial examples generated on natural images, with a relatively simple network. This
makes the Adaptive Filtering network a viable method for defending networks against

an adversary who employs a wide range of attacks.
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Network Clean FGSM PGD MIM CW DeepFool L-BFGS
Inc V3 1 78.8 30.1 0.2 0.1 0.1 0.7 0.0
Inc V3 5 94.4 65.2 4.8 5.5 7.3 0.5 12.1
AF+Inc V3 1 71.7 71.0 71.6 63.1 71.1 70.1 64.2
AF+Inc V3 5 89.6 84.0 86.3 746 84.1 85.2 76.7
IncResNet V2 ¢ 80.4 55.3 0.8 0.5 0.3 2.5 0.0
IncResNet V2 5 95.3 72.1 158 10.2 103 8.5 19.2
AF+IncResNet V21 73.1 70.1 70.8 60.5 70.3 70.5 65.0
AF+IncResNet V2 s 86.7 83.1 82.8 71.7 83.6 85.6 77.0

Table 3.3: Top-1 and top-5 accuracy of InceptionV3 and Inception-ResNetV2 on adver-
sarial examples.

3.4.2 BFNet Defending Against Counter Attacks on ImageNet

Due to the high cost of adversarial training on natural images, on ImageNet we perform
only one round of counter-attack. We assume that the attack knows about BFNet and
attack it by backpropagating through the entire BFNet defense. We use this as an oppor-
tunity to test the robustness of BFNet that cannot be attributed to adversarial training.
To this end, we use the Inception V3 and the Inception-ResNet V2 networks, and add
our bilateral filter layer to the input, keeping the pretrained ImageNet weights. We test
against both Lo and L, adversaries to obtain a complete picture of the robustness of
BFNet. L is a more informative metric when discussing the magnitude of adversar-
ial attacks on very small images, because a large perturbation measured under the L.,
norm equates to a large visual change across few pixels. But with large natural images,
a perturbation with a large Lo, distance is less interpretable. A large change to a single
pixel may still go unnoticed to a human observer, while a large perturbation under the
Ly norm gives more information about the total distortion caused by the adversarial
attack.

To measure resistance to attacks under the Ly norm, we use the unbounded attacks L-
BFGS and DeepFool. It is impossible to be fully resistant to unbounded attacks, because
any image can be changed to a completely different image and its CNN output would
certainly change. Hence, we report the average Lo and L, distance of the adversarial

images to the original ones from the unbounded attacks. From Table we can see that
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(a) Adversarial examples generated by L-BFGS on a BFNet version of the Inception V3 classifier.
Generated adversarial examples have visually identifiable perturbations, and have an average Lo
norm of 106.2

(b) Adversarial examples generated by DeepFool on a BFNet version of the Inception V3 classifier.
The generated adversarial examples have large, noisy perturbations, and have an average Lo norm
of 181.2

Figure 3.2: Adversarial images created with BFNet.

our approach yields a very robust model against adversarial perturbations under the Lo
metric. When attacking our BFNet models with DeepFool, we see that the generated
adversarial image has an L., distance over 30z larger, when compared to an unmodified
network of the same architecture. Similarly, we can see that the Lo distance of an
adversarial generated against BFNet is far larger when compared to adversarial images
generated against a network of the same architecture without the bilateral filter. With
respect to the L-BFGS attack, we see a similarly large disparity between BFNet and a
vanilla network. Figl3.2] shows some examples of images generated by those adversarial
counterattacks. One can see that the DeepFool and LBFGS attacks had to significantly
modify the image to defeat BFNet, creating clearly visible patterns. An adversarial
detector or a human eye would easily be able to detect those attacks.

For the L., attacks such as FGSM, and MI-FGSM we measure the resistance of

our model to different values of perturbation e. We can see that our BFNet significantly
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DeepFool L-BFGS
Network L Lo L Lo

Inception V3naturar  0.015  0.43  0.02 0.67
Inception V3gpnet  0.621  148.29 0.39 90.52

IncResNet V2natural 0.025  0.44  0.06 0.77
IncResNet V2ppnet 0.793  187.45 0.65 90.65

Table 3.4: Performance of BFNet against DeepFool and L-BFGS attacks.

decreases the attack strength of L., adversaries, in most cases by over 50%. Of particular
note is that we show more significant resistance to adversarial perturbations of € < 0.3.
For both attacks we use 1,000 random images sampled from the ILSVRC 2012 validation

set, and report the percentage of successful attacks against the natural model and BFNet

respectively.
FGSM MI_FGSM
Network Epsilon Natural BFNet Natural BFNet
Inception V3 0.1 73.2 30.2 58.8 21.0
Inception V3 0.15 78.6 36.6 65.6 30.1
Inception V3 0.3 93.2 46.6 88.2 42.2
Inception V3 0.5 99.0 63.2 98.0 52.4

Inception V3 0.75 100.0 90.8 99.6 53.4
Inception V3 1.0 100.0 99.8 99.6 70.8

IncResNet V2 0.1 58.8 42.6 89.1 59.0
IncResNet V2 0.15 65.6 55.4 90.6 38.6
IncResNet V2 0.3 88.2 75.4 92.2 59.4
IncResNet V2 0.5 98.0 91.0 100.0 74.6
IncResNet V2 0.75 99.6 99.6 100.0 80.2
IncResNet V2 1.0 99.6 99.6 100.0 91.8

Table 3.5: Performance of BFNet against FGSM and MI-FGSM adversaries for a range
of perturbation sizes (lower is better).
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3.4.3 Adversarial Training

Finally, we experiment with adversarial training with BFNet on the MNIST and CIFAR-
10 datasets.

3.4.3.1 MNIST

To show that BFNet is robust to strong first-order adversaries, we train a small CNN
to 99.2% accuracy on the test set. Our model consists of 2 convolutional layers with 32
and 64 filters respectively, each followed by 2 x 2 max pooling and ReLLU. We use a final
fully connected layer with 1024 units. We modify our network into a BFNet by adding
our bilateral filter layer at the input of the first convolutional layer. We then train with
adversarial training using three distinct adversaries: FGSM, PGD, and PGD with the
proposed CW loss function. We report the results in table Our results perform
well against the state-of-the-art adversarial training results. We also show that when
our network is trained on a single strong adversary, we are robust to attacks from other

adversaries.

Network Clean FGSM PGD CW CW
(k=50)

BFNetpgqa  99.0 955 98.0 932 -
BFNetfg, 99.0 98.1 36.4 882 96.0
Madry 98.8 95.6 93.2 94.0 93.9
Tramera 98.8 95.4 96.4 - 95.7
Tramerg 98.8 97.8 - - -

Table 3.6: Comparison of our method with state of the art adversarial training results
on MNIST.

During training we observe a faster convergence in training loss (see Appendix), and
increased robustness to white-box FGSM, PGD, and CW attacks, when trained against
only the PGD attack. However, the model trained against FGSM does worse against

stronger adversaries such as PGD, as the attack itself is a weak adversary.
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Network  Type Clean FGSM PGD

BFNet,,a A 87.1 552  50.4
BFNet,ea B 731 645 381
BFNetfn B 765 70.6 122

Madry A 873 561 456

Table 3.7: Performance of our two adversarially trained BFNets on CIFAR-10.

3.4.3.2 CIFARI10

We perform similar experiments to test BFNet on CIFAR-10. We use a network with
four convolutional layers, each followed by 2x2 max pooling. A linear layer of 4, 096 units
is used before softmax. For BFNet, a differentiable bilateral filter layer to preprocess
the images. When naturally trained with Adam for 30 epochs, this network reaches an
accuracy of 79.04% on the test set. We also train the original ResNet-18 model used in
[32] for 80K iterations. Trained on natural examples we reached an accuracy of 92.7% on
the test set. Each model is then trained adversarially with PGD and FGSM, respectively.
We use an Lo, bound of € = 8 for both adversaries. We use 20-step PGD with a learning
rate of 2.0. We report our results in Table and it can be seen that our BFNet trained
on PGD outperforms [32] significantly on the PGD adversary.

In contrast to MNIST, CIFAR-10 remains a very challenging dataset. The higher
dimensionality makes robust training significantly more difficult. Because CIFAR-10 is
too small, the edges are not so obvious, which could have hurt our performance. We
believe that the bilateral filtering poses more constraint in larger natural images, such

as ImageNet.

3.5 Discussion

The continued existence of adversarial examples, and the lack of effective defenses limits
our ability to deploy AI systems in critical areas where safety and security are nec-
essary. In this paper we showed that a bilateral filter can be used as a core part of
versatile, effective defenses to recover clean images from perturbed ones. The bilateral
filter remains effective when deployed with numerous defense strategies: as a manual

preprocessing step, a trained denoiser, or a robust model that is trained end-to-end. Our
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defense holds in multiple attack settings where the attacker has knowledge about it. In
the future we hope to explore even better filter approaches which projects even better to
the natural image manifold and limit adversarial examples, as well as combining it with
an adversarial detection approach to construct a comprehensive defense.

Because the bilateral filter encourages piece-wise smoothness, we see that the bi-
lateral filter effectively projects adversarial images back to the distribution of natural
images. Furthermore, when trained end to end, our bilateral filter can be combined with
adversarial training approaches to create a robust defense method. In the future we hope
to see preprocessor defenses tested by direct white-box attack, and combined with robust

optimization methods like adversarial training to create performant, unified defenses.



44

Chapter 4: Conclusion

In this thesis we examined two problems with using neural networks as the main esti-
mation tool in a machine learning system. We saw that neural networks do not provide
well-calibrated uncertainty estimates on their predictions by default. Indeed the maxi-
mum likelihood principle gives us no guarantees that the predictions and their associated
probabilities resemble anything meaningful. We also saw that extreme forms of out-of-
distribution data called adversarial examples pose a threat to critical systems where
safety is a concern. By solving a simple optimization problem, an attacker can force a
neural network to behave in ways counter to their training.

To handle out-of-distribution data we proposed HyperGAN. We showed that Hyper-
GAN can quickly generate diverse ensembles of neural networks. These ensembles can
be as large as desired and can be generated quickly, with one forward pass per member.
Larger ensembles more closely approximate the distribution over parameters learned by
HyperGAN, hence they offer a more comprehensive prediction of uncertainty with re-
spect to the larger data density learned by HyperGAN. With large ensembles generated
by HyperGAN, we showed that we can reliably detect out-of-distribution data including
adversarial examples.

We also explored robustness of neural networks in the context of adversarial examples.
We proposed using a bilateral filter as a flexible defense against adversarial examples.
When used as a preprocessor, a bilateral filter with the right parameters can recover the
original input beneath the perturbed image. Bilateral filtering also works in a dynamic
threat model. Adapting a bilateral filter as a trainable layer in a neural network acts as
a projection on each input, forcing it onto the natural image manifold. When combined
with adversarial training, the resulting model performed well against white-box direct
attacks.

These two methods comprise but small steps in the large effort to create neural
networks which are fundamentally reliable. In this respect there is far more work to
do. The largest problem currently is the scalability of any robust learning algorithm.

All methods which are robust to adversarial examples, or provide uncertainty estimates
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are not tenable in very high dimensional domains. HyperGAN requires at least a 100z
increase in parameters to operate, while normalizing flows often sport an even larger
multiplier. Robustness to strong adversarial attack comes at the high cost of adversarial
training, which vastly increases training time. Running adversarial training properly
requires 40+ iterations of PGD per training example seen. These shortcomings are
important to consider if we consider the wide variety of applications that neural networks

are being deployed in.
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Appendix A: Appendix: HyperGAN

We show the first filter in 25 differernt networks generated by the HyperGAN to illustrate
their difference in Fig. It can be seen that qualitatively HyperGAN learns to

generate classifiers with a variety of filters.

Figure A.1: Convolutional filters from MNIST classifiers sampled from HyperGAN. For
each image we sample the same 5x5 filter from 25 separate generated networks. From
left to right: figures a and b show the first samples of the first two generated filters for
layer 1 respectively. Figures ¢ and d show samples of filters 1 and 2 for layer 2. We can
see that qualitatively, HyperGAN learns to generate classifiers with a variety of filters.

Figure A.2: Images of examples which do not behave like most of their respective dis-
tribution. On top are MNIST images which HyperGAN networks predict to have high
entropy. We can see that they are generally ambiguous and do not fit with the rest of the
training data. The bottom row shows notMNIST examples which score with low entropy
according to HyperGAN. It can be seen that these examples look like they could come
from the MNIST training distribution, making HyperGAN’s predictions reasonable
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Appendix B: Appendix: Robust Neural Networks

B.0.1 More examples of bilateral filtering results on adversarial im-
ages

Fig. shows more examples of adversarial images from several different attacks after

bilateral filtering.

Momentum
Terative
Method

L-BFGS
DeepFool

Wil

Figure B.1: The effect of bilateral filtering on adversarial inputs. From left to right,
we show the adversarial perturbation, the clean image, the adversarial images generated
by the respective attack algorithms, and the recovered image after bilateral filtering.
Note that bilateral filtering does not destroy image quality, and images can be correctly
classified.
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B.0.2 Adversarial images without BFNet

Fig. shows the images generated with DeepFool and L-BFGS on ImageNet without
BFNet added to preprocess the images. Compared with Fig.[3.2] these adversarial images

are indiscernible with real ones from human eyes.

(a) Adversarial images generated with DeepFool on a vanilla Inception V3 classifier. The adver-
sarial images are visually identical to the real images, and have an average Ly norm of 0.09

(b) Adversarial examples generated by an L-BFGS adversary on a vanilla Inception V3 classifier.
The adversarial examples have an average Lo distance of 0.025 from their natural counterparts,
and have visually imperceptible perturbations.

Figure B.2: Adversarial images generated by DeepFool and L-BFGS without BFNet, to
be compared with Fig

B.0.3 Convergence of the adversarial training

Fig. [B-3|shows the convergence of the adversarial training component of training BFNet.
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Figure B.3: The average mini-batch batch accuracy (a) and cross entropy loss (b) for the
model trained with adversarial training on MNIST. We trained our model to convergence,
which happened near 20k iterations. We can see that the training is stable and converges
to a similar training error as a naturally trained network

B.0.4 Failure examples for adversarially trained BFNet

Fig[B.4and Fig/B.5|showed all the failure images after adversarial training on the MNIST
dataset.
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Figure B.4: PGD adversarial examples which fool an adversarially trained BFpgp with
e=0.3
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Figure B.5: FGSM adversarial examples which fool adversarially trained BFyyg,, with
e=0.3
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