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Why | chose this topic

* IT Governance in ROK (Two key body: MSIT vs MOIS)

* Background of e-Government in Korea
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Goals for this project

 Election is the cornerstone of democracy

* To increase both trust rate and election turnout rate
* To reduce unnecessary social costs

* By e-Voting, these problems can be solved.
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* This is the reason why we study about the e-Voting.




Background of
electronic voting
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Fig. 1. Classification of remote voting channels

Source: Remote Voting Schemes: A Comparative Analysis, Jordi Puiggali and Victor Morales-Rocha

* Conceptual definition

» Classification by technology (Offline vs Online)

<Offline>

Direct voting (In-person voting method)
Automatically tallying or Voting without a
ballot paper (Except Remote Voting)
The voter needs to visit the ballot station.

Postal Voting
One of traditional voting method by Postal
delivery.

<Online>
Electronic Voting (Internet Voting as known
as i-voting)
Without restrictions on location and time.
Online voting is one of Remote voting.



i-Voting is just one of method in e-Voting. Thus,

e—VOt| ng 7& |_V0t| ng there are some country opposing to i-Voting but

not for e-Voting.
_ )
e-Voting J

e Supporting by any
kinds of machine

- Registration

- Authentication —[ i-Voting }

- Voting
* Vote by internet

- Tallying

- Auditing

Otherwise, Some scientists separate these two by whether they are controlled or not.

Environment| Controlled Uncontrolled
Medium
Hand In-Person -
Paper Polling Place Postal Voting
Electronic Voting Machine Remote Electronic Voting

Source: The Development of Remote E-Voting Around
the World: A Review of Roads and Directions: Robert Krimmer, Stefan Triessnig, and Melanie Volkamer



Why do we need
e-Voting (Pros vs Cons)

* Do we need to consider e-Voting?

e |fitis, how about i-Voting?

Benefits Disadvantages
Ability to Deal with Complex Elections Lack of Transparency M
Accessibility Confidence M
Less Polling Staff Audit of Results M
Elimination of Invalid/Incorrectly Cast Ballots Secrecy of the Ballot M
Speed of Counting Setup Procedures for Electronic Voting Machines
Standard Adjudication of Ballots Tendered Ballots M
Accurate Tabulation of Results Consequences of Breakdown M
Fraud Prevention Confusion for llliterate/Uneducated Voters
Specialized IT Skills
Integrity and Accuracy of Source Code
Storage of Equipment
Power Considerations
Security M
Consequences of Fraud M
Management Complexity M
Cost M

Source: International Experience with E-Voting, Norwegian E-vote project(2012, June)

Many risks can be
mitigated
compared to
2012



Requirements of
electronic voting

4 major properties of election

( Accuracy J

( A
Democracy
§ J
( A
Privacy
§ J

( Verifiability J

4 major principle of election

* By law (usually in the constitution)



Req uirements of 1st principle of election: Accuracy

e A casting vote cannot be altered.

e I eCt ro n iC VOti ng e Aninvalid vote is not counted.

* Each voter has the guarantee that his/her ballot is counted.

major properties of election Considerable factors

[ Accuracy

Integrity
Voter Verifiability — Cast as Intended
Voter Verifiability — Counted as Cast

Ballot Box Accuracy

Channel Reliability




2nd principle of election: Democracy

Requirements of
electronic voting

* Only an authorized voter can participate.

* Each voter can cast only one vote

major properties of election Considerable factors

Eligibility

[ Democracy

Coercion and Vote Buying Resistance




Requirements of 3rd principle of election: Privacy

. : * A ballot cannot be linked back to the voter who
electronic voting Ao
major properties of election Considerable factors
Privacy

Prevention of Intermediate Results

[ Privacy




Req uirements of 4th principle of election: Verifiability

electronic voting

* Each voter can verify that his/her vote is counted.

* Individual vs Universal

major properties of election Considerable factors

Integrity
Voter Verifiability — Cast as Intended
Voter Verifiability — Counted as Cast

Channel Reliability
Auditing of the Election Results

|

[ Verifiability ]




* Definition: Only voters eligible to vote who are
" " unequivocally identified and authenticated by the
1' AUthent|Cat|On voting system may cast a vote

By de-facto-standards, there are level of authentication

® IALL Attributes, if any, are self-asserted or should be treated as self-asserted; there is no proofing process.

Identity proofing LOASs:

1AL2: Either remote or in-person identity proofing is required using, at a minimum, the procedures given in SP 800-

il e 1 factor authentication:
Memorized secret(Password)
- Level 1 Look-up secret(Security Card)
ke ARLZ but s requies (Low) OU to f ban d
A OTP device
Cryptographic S/W(Certificate such as PKI)

1t proof of possession
st

session of a cryptographis
sertion must be signed using approved

ic key reference to in the assertion and the
assertion artifact itself. The as: roved cryptography and encrypted to the relying party
using approved cryptography.

Standards: elDAS, ISO/IEC 29115, NIST 800-63-3 Level 2 5 factor authentication
(Substantial) Multi-factor levell (OTP with Pin code)

Level 3 3 factor authentication
(High) Multi-factor device + Memorized Secret

For e-Voting, Level3 is strongly recommend.
i.e) France : App “Franceconnect” (X)



. * Definition: The voting system has to protect voter
2 P riva Cy privacy, concealing the relation between voter and
‘ his/her cast vote, and ensuring that the voter’s
choice will remain anonymous.

Paper voting Electronic Voting Internet Voting

) _ . ] Encrypted by the public key of the Election
Set up compartmentalized polling Physical access control same as Paper Voting agency. Thus, only the Election agency can

places and partitions + decrypt votes data.

The emission signal should not be leaked from

If you do not fold it invisibly, it may be | the voting machine aka the Side channel. After voting, voters’ id (profile) and the voting
invalidated. . _ ) result were separated and stored in a different
The voting machine should be offline and blocked | |5cation for safety.
Privacy to a USB drive.

<VVPAT: Voter Verified Paper Audit Trail>

When printing out the voting result contents need
to be not recognizable by humans. Thus, the
Barcode of QR code was used.




* Definition: A voting system has to protect the vote

3 . I nte g r|ty against manipulation once it is cast and until it is

counted

Paper voting E-voting i-Voting

The risk of manipulating | No network connection of the voting machine was | Use a double envelope, every vote is encrypted by the
results: direct access to | guaranteed for integrity. voters’ private key (Digital signing) and the election
the ballot box. agency’s public key(Privacy)

But by taking control of tallying server, But by cyber attack,

The impact is relatively
small.

i e 12 e The impact is extremely huge.

: <Estonia>
Integrity To mitigate risk, let’s print every voting and gathering.
o ] ) The data is stored on DVD to prevent tampering.
=>» VVPAT (Voter Verified Paper Audit Trail)

Can reconcile the paper and tally counts by ballot box
machine.

Is this enough even though the
risk is much higher?




4. Traceability

1. Authentication

2. Candidate list L
3. Sig,(Enc, ,(cy,7))
* I"lelduaI Verlflcatlon . Voter must have the a% 4. Vote reference vr i

possibility to check that his/her vote has been
accurately recorded.

Fig. 2.

The Estonian Internet voting protocol with vote verification

Traceability have two point of views. (Individual vs Universal
verification)

Trace method in Estonian I-Voting system

Sending the result from PC to Mobile phone
(Corresponding No.5 on the left)

When the voter votes by i-Voting, it is encrypted with a public key (r) randomly
generated by the server and transmitted to the server. When the vote is reflected,
a random number (vr) is returned. By recognizing the combined QR code on the

smartphone, the voter can decrypt and check the voting contents.

* Universal verification : voters must have the Only need to check whether the voters’ vote is applied to

possibility to verify the inclusion of his/her tally
vote in the final tallying.



4. Traceability

* Depending on law, individual verification was not allowed in

most countries.

“a remote e-votin
in possession of a

g system shall not enable the voter to be
proof of the content of the vote cast”

(Council of Europe 2004: Recommendation 51).

Individual Verification

Universal Verification

Traceability

Not supported.

<Estonia>
Support the individual verification

After voting, the voters can see what they select by
mobile device.

<Begium >
Limited the individual verification

Before leaving the ballot station, the voter can see their
result on the voting machine.

<Us>
Limited the individual verification

After voting, what the voters do is printing out.

After voting, the voter can see whether they vote or not.

For ideal universal verification,
Need to show that my vote is
applied to tally!




5. Prevention of Intermediate Results

prevent the disclosure
of intermediate results before the election is closed

6. Auditing of the Election Results

All process can be audited by human resources



WO rl d cases * The position about i-voting (Negative vs Positive)
on I-Voting

Opposite side Support side

B Germany Portugal Il France ™ Estonia
== Netherlands 11 Italy Brazil

‘o South Korea
= US.A

== Spain

Sz UK

ralu™

Opposite side: Done pilot project or study i-Voting and enact the law not to allow it
Medium: Done pilot project or study but hold
Support side: Partially adapt i-Voting to election (France only for oversea citizen) or totally covered



* i-Voting on every national election

A” EIeCt|OnS by * Use of e-ID

* Double envelope

I nte N et ( EStO N Ia ) * Guarantee the Individual verification

(Point) Allow to vote multiple times

Why!
To reduce costs due to limited resources : After independence from the Soviet Union in 1991, the Estonian gov needs
to reduce costs.

Client application '

elD Signing a* Internet
-3 ~

Source: politsei.ee Source: https://producement.com/
Estonia e-ID Insertion to PC for authentication




All elections by

Internet (Estonia)

l-voters among participating voters
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The informatization gap can be covered!

The ratio of using i-Voting in 65-74 and older more than
75 was doubled during this period.



SO me € | eCtIO NS by * Overseas voter (1.8milion) > entire Estonian
I nte N et ( F ran Ce) (Point) There are multiple rounds

Why!
In a French election, the voter needs to visit many times.

2 times voting was needed for the presidential election.
At 15t vote, two major candidates were chosen.
At 2"d Vote, voters should vote again for two major candidates.

And there was an accident of postal voting in 2017.
* the postal ballot bag was left at the airport for several days.
e All votes were invalidated.

* France proposed an amendment to ban postal voting for overseas citizens.

Calendrier des élections en France

Election au 1er tour

~0—0—0—
10
avril

!

Un candidat a-t-il obtenu plus de 50% des voix ?

b

Les deux candidats
en téte passent
Election au 2nd tour
—0—0—0—~
24
avril
Le vainqueur passe Le vainqueur passe

v

Transition du pouvoir

~0—0—0—~,

13
mai

[e]e]c]



Some E|eCtlonS by * How to divide into voters by their
Inte rnet (Fra nce) environment

Direct voting for Domestic voters Internet voting for overseas voters

ADMINISTRATION ELECTEUR

sur la liste électorale consulaire

\ Renseignement d’une adresse électronique

Quverture de la plateforme de vote ‘

\# Reception, par courriel, d'un identifiant_| @

[ Connexion a la plateforme de vore |

- ]

| Enregistrement dans rume slectronique |

Ouverture de l'umne électronique parle
bureau de vote par voie électronique

Impossibilité, pour I'électeur, de voter aI'urne
dans un bureau de vote « physique »

' ?
ID = by Email Is it enough.
Password = by SMS About 1.56 was a loss for the
connection.



 Why did these two countries make a

EStO N Ia VS F rance different decision? (entire i-voting)

Estonia France
Population(Voter) 887,420 (1,303,798) 48,589,606 (65,480,710)
Oversea About 80000 1.4million
Turnout(%) 63.67% 46.23%

* The number of voters: the overseas voters in France is high.

* The position of internet voting: France was stopped for a while
In 2017, the Cazeneuve French government decided to suspend votes through the internet for cyber security risks.

And 2022 internet voting was appeared again only for oversea citizen.

Tableau. Résultats electoraux par modalité de vote et position gauche-droite

b POIiticaI difference Nombre de listes Electeurs papier Electeurs Internet  Différence
Progress|ve Gauche radicale 12 2.52% 2.78% +0.26%

1 1 - Gauch 120 35.62 % 3363 % -1.99%

The progressives got to gain from e Sauche 120 2% Be3 o

1 Droite radicale 7 1.11% 101% -0.10 %

VOtI ng Conservatlve In;é:enadajsf Mon classe 73 9.68 % 9.36 % -031%

In Korea, it was postal voting.

194 pssemblée des Francais de I'étranger (2015); Commission des lois (2018).



Not internet but
* Difference between Belgium and U.S:

eIeCt ronic e|e(.2tIOn - Smart card, VVPAT (Not for all states in U.S)
for Vote (Belgium, U.S.A)

Step1: Receiving smart | Step2 : Insert into Step3: Scanning the Step4: Submitting the
card after identification | Voting machine and result to ballot box paper after scanning
printed out the result | machine the machine
Why!
1. Why voting machine separate from ballot box machine? Voting machine should not connect to network for
security.

2. Why printing paper? It called as VVPAT(Voter-verified paper audit trail). By law(by country), need to audit by human
one by one. In Washington D.C in 2018, Hearing was in held, it was reported that 5 states in US still doesn’t need
VVPAT for e-Voting.

3. Why to use Smart card : To protect anonymity of voter inside polling station.



Not internet but
eleCt ron iC electiOn * Optical Scan voting is still major method in

the U.S election.
only for Tallying (U.S.A)
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Sourcé—:“Wikipedia
Why| Optical Scanning Voting System

Scantegrity

The position of i-voting: the United States is skeptical. The Russian cyber threat in the 2016 presidential election.

Internet voting should not be used in the future until and unless very robust guarantees of security and verifiability are

developed and in place, as no known technology guarantees the secrecy, security, and verifiability of a marked ballot
transmitted over the Internet (Voter Registration and Voter Registration Databases)



Learn from failure ...

* Netherland (pilot project) : Detection of voting machine signals at 40
meters outside the polling place, unauthorized use of some unauthorized
software versions, unable to audit by humans (Blackbox)

=» Should consider countermeasures for these risks.
e Swiss (pilot project): Use ZKP* to authenticate but failed.

* the date of birth of the voter and the municipality of origin of the voter

=» Should not use ambiguous identifiers

* Estonia (2015 election): By system failure including the backup server,
some votes were |lost.

=» Should setup a complete backup plan

* Misbelief for losing confidentiality: Hiding source code of e-Voting system.
It was regarded as a black box. This is an issue for transparency.

=» Should open the source code to the public for safety



Suggestion e-Voting
for Korea

* Legal analysis

Public Official Election Act
Article 146 (Method of Election)
(1) An election shall be made by a vote marked on the By law, only in person or by mail
ballot papers. are allowed
(2) A vote shall be made in person or by mail, and
one person shall be entitled to one vote...



Suggestion e-Voting
for Korea

Limitation

- Before a week of election-day, 2 candidates
withdrew. For the result, many invalid votes
were appeared.

Overseas election Candiates withdrew Election day

2.23~28 3.2,3.3 3.9 I

* Limitation on 2022 presidential election

Need to reduce invalid votes



S uggeStIO N e_VOtI ng * Current oversea voting needs to be changed
fo r KO rea for low turnout rate and high voting cost.
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Source : JoongAng dain news. 2012.03.04 WO =F e A HBA==(2,0001923) CiH| EXE : 8.06%
* Low turnout rate: In 2022, the turnout was 71.6% but only 8.05% of voters were registered.
* Restrictions on the promotion of participation in Elections: Not in democratic countries

* High election cost for overseas voting: In 2012, only 5.57% of voters were registered while 22 million USD
in spending (The Cost per voter)



The requirements
for Korea e-Voting

Seq

Mandatory

Optional

10

11

12

14

Election requirements by Laws
MACIHE = H| Y, T4 5HA 22| =0 OF gHE S & &)

The master file must be kept secret and integrity (One of 4 principles of elections)

FHA 12 & 1B 7 AR O{OF SH(ESHA)

Only one vote for one voters should be assigned (One of 4 principles of elections)

SEE QX200 HHoFE X T U

Proxy voting was not allowed to the elections (One of 4 principles of elections)

7|8 L8 H| 20| EX5|0]0f & (ConfidentialityH| 2 24 &)
What the voter did must be kept secret (One of 4 principles of elections)
FHA| ZEE|X| BEOFOF o

The voting must not have tampered.

HEZAZE =X X| GOFOF 2

The tallying must not have tampered.

SR EX| = d2otA M IHFEf Y X[SHOF &

The ballot should match the master file of voters.

HEFMNA| ZAUEO S7H= M= 2t

The tallying result must be kept secret before finishing voting.
SEXA7I EHE0 M= HE

The ballot must not be lost.

A= AL 7158l OF 2 (Auditability)

The tallying must be enabled to audit (verify) by humans.
MAHEE|= ST +=FOAM 22|20 o

The election should be controlled by the same level of control.
o Tl 7| 2ol R &I K| 7Hs o OFt

During the election period, voting should not be interrupted or stopped.
2Ol &H ZME FH JH55}0F T (Traceability)

The voters need to trace what they vote from voting to tallying
ool A 40| FHAIHO| B0 OF eHF £ ALE] §)
The recent election content needs to be applied on voting.

e Can found major requirements for e-Voting
from Korean laws (Constitution, Public
Officer Election Act)

Corresponding factors
Privacy

Eligibility

Coercion and Vote Buying Resistance
Eligibility

Privacy

Voter Verifiability — Cast as
Intended
Voter Verifiability — Counted as Cast

Integrity
Prevention of Intermediate Results.
Channel Reliability
Auditing of the Election Results
Channel Reliability
Channel Reliability

New

N/A



* Many risks are found in models in use in

Learn from cases

other countries, and some are not allowed

by Korean law.

Cases

Considerable Factor

Risks

Estonia i-Voting

For authentication, Use e-ID and Pin code
With writing DVD media, it kept the integrity

Trace what the voter vote after voting

Still possible of stealing the identity
The server to write DVD can be
attacked and malfunction

The violation of Vote-buying and vote
by coercion by Korean Law

France oversea
internet voting

Authenticate by SMS and email

The plaintext from SMS and email can
be leaked outside the border of
country

US e-Voting

Some states doesn’t necessary VVPAT

Even with VVPAT, the selection of voter
printed out the paper with Barcode or QR
Use of machine that manufacture in US

The violation of enabling to verify by
humans.

What the voter votes can be leaked
inside the polling station.

If we consider internet voting, it’s
difficult to limit only domestic
manufacturing.

UOI1J9|9 Ueal0)| JOJ |[9POW 1UaiallIp e pooN 9/\



The design Of Korean * Divides into two parts

* E-Voting is for domestic voters

e | eCt 10N SVSte m * i-Voting is for overseas voters

Voters 44,197,692 (Total) 226,162 (registered in 2.3million) In 2022 Presidential election
Period Main election day Before a week election day

Method Direct(In-person) and mail Direct and internet

Register By government By request of registration

Tallying Tallying after voting Same day with e-Voting

Authentication By showing ID By using e-Passport

Risk Elimination Mitigation

Management (Voting machine should be offline. (Separation of data (Voter ID and vote)

Goal VVPAT is mandatory) Stored in Blockchain)




KO rean e_VOtI ng . In-per.son(=Direct) voting with Voting
model (Offline) mecne

VVPAT: Printed after
" o Why!
voting Voting ticket
22 (Smart Card) ° 1. Why do we need to print the vote?
= ) w - lllegal if humans can’t audit tallying by the Supreme
— Court precedent in Korea (2016. 3. 31.
A oter _ — —
ITTIT h 20158 0H1056-1172, 2016 0t37(E &)

Vote

IIII] Hold/Send —
En(Vid
wad O 2. Why do we need Smart cards?

Receive N - To provide the anonymity of voters inside the Polling

e ""I station.

Central Election
Agency

Ballot box machine Voting machine

* Requirements of Voting machine

- DRE with VVPAT, Enables tallying and audit by humans.
- For entrance, check whether the voter is valid or not.



Korean e-Voting
model (Offline)

Election Procedure

. The voter enters to the polling station, Shows his/her identification card

. The voter goes to the Voting machine and inserts the smart card
Display the election list on Voting Machine

. The voter selects the candidate and removes the smart card

Print the vote as QR code and keep the smart card and paper.

. The voter goes to the ballot box machine

. Scan QR code and submit the paper in the machine too

©oNODUEAWNR

of the vote to the server. (Encrypted voter’s id)
10. Initialize the Smart card.

EGO = Election Gov. Officer, EGB = Election Gov. Body

Eligibility

Privacy

Integrity

Voter Verifiability— Cast as Intended

Voter Verifiability— Counted as Cast

Prevention of Intermediate Results

Ballot Box Accuracy

Coercion and Vote Buying Resistance

Channel Reliability

Auditing of the Election Results

. Election Government Officer(EGO) checks the validity, If it’s valid, give the smart card to the Voter

. The voter returns smart card to EGO. Then, EGO inserts the smart card on the PC and sends the completeness




Eligibility

Privacy

Integrity

[
KO re a n e _VOt I n Voter Verifiability— Cast as Intended
Voter Verifiability— Counted as Cast

Prevention of Intermediate Results

o Ballot Box Accuracy
m O e I n e Coercion and Vote Buying Resistance

Channel Reliability

Auditing of the Election Results

Election Procedure

©oONOUTEWNER

. The voter enters to the polling station, Shows his/her identification card

Election Government Officer(EGO) checks the validity, If it’s valid, give the smart card to the Voter

. The voter goes to the Voting machine and inserts the smart card

Display the election list on Voting Machine Nobody knows who the voter is insider polling

. The voter selects the candidate and removes the smart card  <i5tion.
. Print the vote as QR code and keep the smart card and paper. QR code is not recognizable by humans.
. The voter goes to the ballot box machine

Scan QR code and submit the paper in the machine too
. The voter returns smart card to EGO. Then, EGO inserts the smart card on the PC and sends the completeness

of the vote to the server. (Encrypted voter’s id)
10. Initialize the Smart card.

EGO = Election Gov. Officer, EGB = Election Gov. Body



Korean e-Voting
model (Offline)

Election Procedure

The voter enters to the polling station, Shows his/her identification card

The voter goes to the Voting machine and inserts the smart card
. Display the election list on Voting Machine

. The voter selects the candidate and removes the smart card

. Print the vote as QR code and keep the smart card and paper.

. The voter goes to the ballot box machine

. Scan QR code and submit the paper in the machine too

OWoWNDUA WNR

completeness of the vote to the server. (Encrypted voter’s id)
10. Initialize the Smart card.

EGO = Election Gov. Officer, EGB = Election Gov. Body

Eligibility

Privacy

Integrity

Voter Verifiability— Cast as Intended

Voter Verifiability— Counted as Cast

Prevention of Intermediate Results

Ballot Box Accuracy

Coercion and Vote Buying Resistance

Channel Reliability

Auditing of the Election Results

Election Government Officer(EGO) checks the validity, If it’s valid, give the smart card to the Voter

. The voter returns smart card to EGO. Then, EGO inserts the smart card on the PC and sends the
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Ballot Box
Machine

Give SmartCard(Pk(EGB))
———————-

ert SmariCard
Show Candidat
Select sid
Encryption(Sid, PK(EGE))
: Write Smart card |
Remove Smart |
i Print ResultiQR) |
Take Result(QR :
() scanRes '
Show Count S Message
(2) submit Result(OR)

@ Submit Smart card r* .
end vid ©)
Update Voter's state to Voted'
retum Update Voter's PK(Sid)
Initialize arnt cai

In this model, there are 3 evidences to
proof completeness

Eligibility

Privacy

Integrity

Voter Verifiability— Cast as Intended

Voter Verifiability— Counted as Cast

Prevention of Intermediate Results

Ballot Box Accuracy

Coercion and Vote Buying Resistance

Channel Reliability

Auditing of the Election Results

Correctness of tallying by e-Voting model

Audit by polling station
- Validate counts on @ Ballot Box Machine (By QR scanning)
and @ Submitted paper
After the closing election, counts were announced. For safety, the vote

counts are accumulated every day.

Audit by Headquarter
- Validate counts on @ Ballot Box Machine and @ Counts on server

If the difference among @. @ and @ were found, the Election HQ verify
again.
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DHY RHUST AW

SHY RHUST HE

= 2u HES (6

ASASTHE

- n
2de

4UHY 19920328

preep

77 uelQr = Qrag

To-be model:

2y HEE Q ‘

The registration of voting
for oversea citizen

 Authentication

Why!

| By Visit in person | |

By internet

o (e BART BRADIOE
Thlix ATEL RARL ARSI

Bl R
8 40% RS
& : ? Qo
x>.n 3
£ 38 ga
[ ?9 &7
z B3 =7
& = 2
= ¥
1 N i
Bio

r

anlun
i ugQr QR &Y

I [
| Authorization by EGB

| Set up PIN number ‘

[ 1
| Sent/receive email ‘
[ 1

| Application download }

I I
| Read Passport with NFC ‘

~ =

| Face recognition ‘

Eligibility

Privacy

Integrity

Voter Verifiability — Cast as Intended

Voter Verifiability — Counted as Cast

Prevention of Intermediate Results

Ballot Box Accuracy

Coercion and Vote Buying Resistance

Channel Reliability

Auditing of the Election Results

* By historical experience: Overseas voting
was stopped in 1976.

e Sensitive against malfunction.

3 Factor authentication (What to have, What to know, Who | am)
Use Passport (a.k.a ‘biometric passport’) : Since 2020, the Korean gov has taken the mobile ID by NFC.
+ Pin code that voters enter when they register

+ Face recognition (Biometric measure by mobile)
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Homomorphic Encryption(Aggregation)

20

30

Arbitra
o 2
s

40

Randomized
Candidate’s
number

Encrypt by Public key of EB Encrypt by Public key of EB
N o

Keep En(Voter ID)

\J
Merged Value of Votes
]
v
Encrypt by Public key of EB
_/

e
Keep En(Merged value)

En(Sub ID) Drop

Encrypted by Public Key of EGB

After casting votes,
Data is encrypted and sent to the server

To verify, the voter can receive encrypted
En(Sub ID) from the server.

By Homomorphic aggregation,
The total result can’t be decrypted
until closing of the election.

The sum value of data is encrypted by the Public Key of the Election Government Body.

=> This is not guaranteed to check their vote but can check whether the vote applies to the tally.

By Korean law, Vote selling, and Vote by coercion are prohibited. Then individual verification was not needed.
=> Public official Election Act. Article 230(Corrupt Practices and Inducement by Interest),

=>» Article237(Interference with Freedom of Election)

Eligibility

Privacy

Integrity

Voter Verifiability— Cast as Intended

Voter Verifiability— Counted as Cast

Prevention of Intermediate Results

Ballot Box Accuracy

Coercion and Vote Buying Resistance

Channel Reliability

Auditing of the Election Results

Why!
* By Law, not allowed to trace vote individually: for the
prevention of voting by coercion and Vote Buying

By Double Envelope Encryption,
A voter’s profile(=Voter ID) and vote(=Selected Candidate ID)
are encrypted and kept secret.

By Homomorphic Encryption,
Decryption will happen at the end of the election. Before then,
the election agency could see only the number of votes.



Eligibility
Privacy

° Integrity
KO re a n e _VOt I n Voter Verifiability— Cast as Intended

Voter Verifiability— Counted as Cast
Prevention of Intermediate Results
e Ballot Box Accuracy

m O e O n I n e Coercion and Vote Buying Resistance

Channel Reliability
Auditing of the Election Results

Why!
i e oeres e s * Should safe even if data was leaked:
i T R In papers of Dr.Rubin), Estonian i-Voting analysis(2), experts
meromcose | showed us servers and clients or any other system can be
. malfunctioned and leaked. Thus, the sepatation of data should be

return

: 8 considered.

Dispatch Election

o1

heck Validate Vote
E—

':‘ S;”erate Voter's
Master
Update Vid N

Separation of data

) Even if vote data are leaked, they will keep secret
e because voters’ profiles and vote results will be
E separated and stored in different storage.

Send (Vid, List(Sid))

Encrytion (Private Key{Voiel

Send (En(Sid))

L

Update En(Sid)

return (UID)

return (UID)
? Log out
(@) i T

(1) 2004. Aviel Rubin prof. (Univ of Johns Hopkins) Testimony, U.S. Election Assistance Commission
(2) 2017. Security Analysis of the Estonian Internet Voting System by Univ of Michigan, Ann arbor
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° Integrity
KO re a n e _VOt I n Voter Verifiability— Cast as Intended
Voter Verifiability— Counted as Cast

Prevention of Intermediate Results

Ballot Box Accuracy

model (Online)

Channel Reliability
Auditing of the Election Results

N Why!
1111 - High Availability:
Ward2 To protect the system against DoS attacks, the election system

En(Sid)

should not be centralized.

1. Request
Vote

| [ i

Vld Sub |D Ward1 A,

Voter /

6.Forward —

6. Forward

I

— Also..
Election Tally . . pe . .
Server e Support universal verification: Unique address after

voting was given to the voter

En(Sid)

6. Forward

4.Send” . .
Hold > "E‘:,‘(iid, . En(s/ * Anti-tampering
Hold En(Vid+S|d) 4 / —— ° ’ . (Uo7
Drop + Ensid) /;/5. Receive I"" Keep voter’s dat'a secret: O.nly load “sid”(What
* s up voters select) without profile.

Ward4
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Goals.

— every voter can verify that their ballot was cast as intended
— every voter can verify that their ballot was collected as cast
— everyone can verify the final result on the basis of the collected ballots

Eligibility

Privacy

Integrity

Voter Verifiability— Cast as Intended

Voter Verifiability— Counted as Cast

Prevention of Intermediate Results

Ballot Box Accuracy

Coercion and Vote Buying Resistance

Channel Reliability

Auditing of the Election Results

Public Blockchain

Private Blockchain

Anyone access
Fully decentralized
Transaction is slow

Limited entities can access
Partially decentralized
Transaction is fast

Built-in Private blockchain for Korean e-Voting model




Thank you!
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