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Why I chose this topic

• IT Governance in ROK  (Two key body: MSIT vs MOIS)

• Background of e-Government in Korea

MSIT: Ministry of Science and ICT
MOIS: Ministry of the Interior and Safety

Source: UN Department of Economic and Social Affairs



Goals for this project

• Election is the cornerstone of democracy
• To increase both trust rate and election turnout rate
• To reduce unnecessary social costs 
• By e-Voting, these problems can be solved. 

• This is the reason why we study about the e-Voting.  



Background of 
electronic voting

• Conceptual definition

• Classification by technology (Offline vs Online)

Source: Remote Voting Schemes: A Comparative Analysis, Jordi Puiggali and Victor Morales-Rocha

<Offline>
Direct voting (In-person voting method)

• Automatically tallying or Voting without a 
ballot paper (Except Remote Voting)

• The voter needs to visit the ballot station. 

Postal Voting
• One of traditional voting method by Postal 

delivery.

<Online>
Electronic Voting (Internet Voting as known 
as i-voting)

• Without restrictions on location and time. 
• Online voting is one of Remote voting. 



e-Voting ≠ i-Voting
e-Voting

• Vote by internet 

• Supporting by any 
kinds of machine

- Registration

- Authentication

- Voting

- Tallying

- Auditing

i-Voting

i-Voting is just one of method in e-Voting. Thus, 
there are some country opposing to i-Voting but 
not for e-Voting. 

Otherwise, Some scientists separate these two by whether they are controlled or not.

Source: The Development of Remote E-Voting Around
the World: A Review of Roads and Directions: Robert Krimmer, Stefan Triessnig, and Melanie Volkamer



Why do we need
e-Voting (Pros vs Cons)

• Do we need to consider e-Voting?

• If it is, how about i-Voting? 

Source: International Experience with E-Voting, Norwegian E-vote project(2012, June)

Benefits Disadvantages 

Ability to Deal with Complex Elections  Lack of Transparency M 

Accessibility  Confidence M 

Less Polling Staff  Audit of Results M 

Elimination of Invalid/Incorrectly Cast Ballots  Secrecy of the Ballot M 

Speed of Counting  Setup Procedures for Electronic Voting Machines  

Standard Adjudication of Ballots  Tendered Ballots M 

Accurate Tabulation of Results  Consequences of Breakdown M 

Fraud Prevention  Confusion for Illiterate/Uneducated Voters  

  Specialized IT Skills  

  Integrity and Accuracy of Source Code  

  Storage of Equipment  

  Power Considerations  

  Security M 

  Consequences of Fraud M 

  Management Complexity M 

  Cost M 

 

Many risks can be 
mitigated 
compared to 
2012



Requirements of 
electronic voting

Accuracy

Democracy

Privacy

Verifiability

4 major properties of election

4 major principle of election

• By law (usually in the constitution)



Requirements of 
electronic voting

1st principle of election: Accuracy
• A casting vote cannot be altered.

• An invalid vote is not counted.

• Each voter has the guarantee that his/her ballot is counted.

Accuracy Eligibility
Privacy
Integrity
Voter Verifiability – Cast as Intended
Voter Verifiability – Counted as Cast
Prevention of Intermediate Results
Ballot Box Accuracy
Coercion and Vote Buying Resistance
Channel Reliability
Auditing of the Election Results

major properties of election Considerable factors



Requirements of 
electronic voting

2nd principle of election: Democracy

• Only an authorized voter can participate.

• Each voter can cast only one vote

Democracy

Eligibility
Privacy
Integrity
Voter Verifiability – Cast as Intended
Voter Verifiability – Counted as Cast
Prevention of Intermediate Results
Ballot Box Accuracy
Coercion and Vote Buying Resistance
Channel Reliability
Auditing of the Election Results

major properties of election Considerable factors



Requirements of 
electronic voting

Privacy

major properties of election Considerable factors

3rd principle of election: Privacy

• A ballot cannot be linked back to the voter who 

cast it.

Eligibility
Privacy
Integrity
Voter Verifiability – Cast as Intended
Voter Verifiability – Counted as Cast
Prevention of Intermediate Results
Ballot Box Accuracy
Coercion and Vote Buying Resistance
Channel Reliability
Auditing of the Election Results



Requirements of 
electronic voting

Verifiability

Eligibility
Privacy
Integrity
Voter Verifiability – Cast as Intended
Voter Verifiability – Counted as Cast
Prevention of Intermediate Results
Ballot Box Accuracy
Coercion and Vote Buying Resistance
Channel Reliability
Auditing of the Election Results

major properties of election Considerable factors

4th principle of election: Verifiability

• Each voter can verify that his/her vote is counted.

• Individual vs Universal 



1. Authentication
• Definition: Only voters eligible to vote who are 

unequivocally identified and authenticated by the 
voting system may cast a vote

(LoA) Level of assurance for Digital ID 

Identity proofing LOAs: 

▪ IAL1: Attributes, if any, are self-asserted or should be treated as self-asserted; there is no proofing process. 

▪ IAL2: Either remote or in-person identity proofing is required using, at a minimum, the procedures given in SP 800-
63A. 

▪ IAL3: In-person or supervised-remote identity proofing is required. Identifying attributes must be verified through an 
examination of physical documentation as described in SP 800-63A. 

Authentication LOAs: 

▪ AAL1: Provides some assurance that the claimant controls an authenticator registered to the user. AAL1 requires 
single-factor authentication using a wide range of available authentication technologies. Successful authentication 
requires that the claimant prove possession and control of the authenticator through a secure authentication protocol. 

▪ AAL2: Provides high confidence that the claimant controls authenticator(s) registered to the user. In order to 
authenticate at AAL2, claimants must prove possession and control of two distinct authentication factors through 
secure authentication protocol(s). Approved cryptographic techniques are required. 

▪ AAL3: Provides very high confidence that the claimant controls authenticator(s) registered to the user. Authentication 
at AAL3 is based on proof of possession of a key through a cryptographic protocol. AAL3 is like AAL2 but also requires 
a “hard” cryptographic authenticator that provides verifier impersonation resistance. 

Federation LOAs: 

▪ FAL1: Permits the relying party to receive a bearer assertion from an identity provider. The identity provider must sign 
the assertion using approved cryptography. 

▪ FAL2: Adds the requirement that the assertion is encrypted using approved cryptography such that the relying party is 
the only party that can decrypt it. 

▪ FAL3: Requires the user to present proof of possession of a cryptographic key reference to in the assertion and the 
assertion artifact itself. The assertion must be signed using approved cryptography and encrypted to the relying party 
using approved cryptography. 

 

 

Standards: eIDAS, ISO/IEC 29115, NIST 800-63-3

By de-facto-standards, there are level of authentication

Level 1 
(Low)

1 factor authentication: 

Memorized secret(Password)
Look-up secret(Security Card)
Out of band
OTP device
Cryptographic S/W(Certificate such as PKI)

Level 2 
(Substantial)

2 factor authentication

Multi-factor level1 (OTP with Pin code)

Level 3 
(High)

3 factor authentication

Multi-factor device + Memorized Secret

For e-Voting, Level3 is strongly recommend. 
i.e) France : App “Franceconnect” (X) 



2. Privacy

Paper voting Electronic Voting Internet Voting

Privacy

Set up compartmentalized polling 

places and partitions

If you do not fold it invisibly, it may be 

invalidated.

Physical access control same as Paper Voting

+

The emission signal should not be leaked from 

the voting machine aka the Side channel.

The voting machine should be offline and blocked 

to a USB drive. 

<VVPAT: Voter Verified Paper Audit Trail>

When printing out the voting result contents need 

to be not recognizable by humans. Thus, the 

Barcode of QR code was used. 

Encrypted by the public key of the Election 
agency. Thus, only the Election agency can
decrypt votes data. 

After voting, voters’ id (profile) and the voting 
result were separated and stored in a different 
location for safety. 

• Definition: The voting system has to protect voter 
privacy, concealing the relation between voter and 
his/her cast vote, and ensuring that the voter’s 
choice will remain anonymous.



3. Integrity

Paper voting E-voting i-Voting

Integrity

The risk of manipulating 

results: direct access to 

the ballot box. 

The impact is relatively 

small. 

No network connection of the voting machine was 

guaranteed for integrity. 

But by taking control of tallying server, 

The impact is huge.

To mitigate risk, let’s print every voting and gathering.

➔ VVPAT (Voter Verified Paper Audit Trail)

Can reconcile the paper and tally counts by ballot box 
machine.  

Use a double envelope, every vote is encrypted by the 

voters’ private key (Digital signing) and the election 

agency’s public key(Privacy)

But by cyber attack, 

The impact is extremely huge. 

<Estonia>

The data is stored on DVD to prevent tampering. 

• Definition: A voting system has to protect the vote 
against manipulation once it is cast and until it is 
counted

Is this enough even though the 
risk is much higher?



4. Traceability
• Traceability have two point of views. (Individual vs Universal 

verification)

Only need to check whether the voters’ vote is applied to 
tally 

 

 

Trace method in Estonian I-Voting system Sending the result from PC to Mobile phone 
(Corresponding No.5 on the left) 

 

• Individual verification : voter must have the 
possibility to check that his/her vote has been 
accurately recorded.

• Universal verification : voters must have the 
possibility to verify the inclusion of his/her 
vote in the final tallying.

When the voter votes by i-Voting, it is encrypted with a public key (r) randomly 

generated by the server and transmitted to the server. When the vote is reflected, 

a random number (vr) is returned. By recognizing the combined QR code on the 

smartphone, the voter can decrypt and check the voting contents.



4. Traceability
• Depending on law, individual verification was not allowed in 

most countries.

“a remote e-voting system shall not enable the voter to be 
in possession of a proof of the content of the vote cast” 
(Council of Europe 2004: Recommendation 51).

Paper

Voting
Individual Verification Universal Verification

Traceability

Not supported. <Estonia>

Support the individual verification

After voting, the voters can see what they select by 

mobile device.  

<Begium > 

Limited the individual verification

Before leaving the ballot station, the voter can see their 

result on the voting machine.

<US>

Limited the individual verification

After voting, what the voters do is printing out. 

After voting, the voter can see whether they vote or not. 

For ideal universal verification, 
Need to show that my vote is 
applied to tally!



5. Prevention of Intermediate Results
prevent the disclosure
of intermediate results before the election is closed

6. Auditing of the Election Results
All process can be audited by human resources



World cases 
on i-Voting

• The position about i-voting (Negative vs Positive)

• Opposite side: Done pilot project or study i-Voting and enact the law not to allow it
• Medium: Done pilot project or study but hold
• Support side: Partially adapt i-Voting to election (France only for oversea citizen) or totally covered 



All elections by 
Internet (Estonia)

• i-Voting on every national election

• Use of e-ID

• Double envelope 

• Guarantee the Individual verification

(Point) Allow to vote multiple times

Why!
To reduce costs due to limited resources : After independence from the Soviet Union in 1991, the Estonian gov needs 
to reduce costs.

 
Source: politsei.ee 

 
Source: https://producement.com/ 

Estonia e-ID Insertion to PC for authentication 

 



All elections by 
Internet (Estonia)

High turn-out rate. The informatization gap can be covered!

The ratio of using i-Voting in 65-74 and older more than 
75 was doubled during this period.



Some elections by 
Internet (France)

• Overseas voter (1.8milion) > entire Estonian

(Point) There are multiple rounds

Why!
In a French election, the voter needs to visit many times. 

2 times voting was needed for the presidential election.
At 1st vote, two major candidates were chosen. 
At 2nd Vote, voters should vote again for two major candidates. 

And there was an accident of postal voting in 2017.
• the postal ballot bag was left at the airport for several days. 
• All votes were invalidated. 
• France proposed an amendment to ban postal voting for overseas citizens.



Some elections by 
Internet (France)

• How to divide into voters by their 
environment

Internet voting for overseas votersDirect voting for Domestic voters

ID = by Email
Password = by SMS 

Is it enough? 
About 15% was a loss for the 
connection.



Estonia vs France
Estonia France

Population(Voter) 887,420 (1,303,798) 48,589,606 (65,480,710)

Oversea About 80000 1.4million

Turnout(%) 63.67% 46.23%

• The number of voters: the overseas voters in France is high. 

• The position of internet voting: France was stopped for a while 
In 2017, the Cazeneuve French government decided to suspend votes through the internet for cyber security risks. 

And 2022 internet voting was appeared again only for oversea citizen. 

• Political difference
Progressive

Conservative

The progressives got to gain from e-
Voting
In Korea, it was postal voting. 

• Why did these two countries make a 
different decision? (entire i-voting)



Not internet but 
electronic election 
for Vote (Belgium, U.S.A)

• Difference between Belgium and U.S:

- Smart card, VVPAT (Not for all states in U.S)

Why!
1. Why voting machine separate from ballot box machine?  Voting machine should not connect to network for 

security.
2. Why printing paper? It called as VVPAT(Voter-verified paper audit trail). By law(by country), need to audit by human 

one by one. In Washington D.C in 2018, Hearing was in held, it was reported that 5 states in US still doesn’t need 
VVPAT for e-Voting.  

3. Why to use Smart card : To protect anonymity of voter inside polling station. 

 
   

Step1: Receiving smart 

card after identification 

Step2 : Insert into 

Voting machine and 

printed out the result 

Step3: Scanning the 

result to ballot box 

machine 

Step4: Submitting the 

paper after scanning 

the machine 

 



Not internet but 
electronic election 
only for Tallying (U.S.A)

• Optical Scan voting is still major method in 
the U.S election.

Why!
• The position of i-voting: the United States is skeptical. The Russian cyber threat in the 2016 presidential election.

Internet voting should not be used in the future until and unless very robust guarantees of security and verifiability are 
developed and in place, as no known technology guarantees the secrecy, security, and verifiability of a marked ballot 
transmitted over the Internet (Voter Registration and Voter Registration Databases)

 
Source: Wikipedia 

 

Optical Scanning Voting System Scantegrity 

 



Learn from failure …
• Netherland (pilot project) : Detection of voting machine signals at 40 

meters outside the polling place, unauthorized use of some unauthorized 
software versions, unable to audit by humans (Blackbox)
➔ Should consider countermeasures for these risks. 

• Swiss (pilot project): Use ZKP* to authenticate but failed.
* the date of birth of the voter and the municipality of origin of the voter

➔ Should not use ambiguous identifiers
• Estonia (2015 election): By system failure including the backup server, 

some votes were lost.
➔ Should setup a complete backup plan

• Misbelief for losing confidentiality: Hiding source code of e-Voting system. 
It was regarded as a black box. This is an issue for transparency. 
➔ Should open the source code to the public for safety



Suggestion e-Voting
for Korea

• Legal analysis

Public Official Election Act
Article 146 (Method of Election)
(1) An election shall be made by a vote marked on the 
ballot papers.
(2) A vote shall be made in person or by mail, and 
one person shall be entitled to one vote…

By law, only in person or by mail 
are allowed



Suggestion e-Voting
for Korea

• Limitation on 2022 presidential election

Limitation
- Before a week of election-day, 2 candidates 
withdrew. For the result, many invalid votes 
were appeared. 

Overseas election
2.23~28

Candiates withdrew
3.2, 3.3

Election day
3.9

Need to reduce invalid votes



Suggestion e-Voting
for Korea

• Current oversea voting needs to be changed 
for low turnout rate and high voting cost.   

Source : JoongAng daily news. 2012.03.04

• Low turnout rate: In 2022, the turnout was 71.6% but only 8.05% of voters were registered.
• Restrictions on the promotion of participation in Elections: Not in democratic countries 
• High election cost for overseas voting: In 2012, only 5.57% of voters were registered while 22 million USD 

in spending (The Cost per voter)



Seq Election requirements by Laws Corresponding factors

Mandatory
1 선거인명부는비밀, 무결하게관리되어야함(보통원칙)

The master file must be kept secret and integrity (One of 4 principles of elections)
Privacy

2 유권자 1인당 1표가행사되어야함(평등원칙)
Only one vote for one voters should be assigned (One of 4 principles of elections)

Eligibility

Coercion and Vote Buying Resistance

3 투표는유권자본인이직접해야함(직접원칙) 
Proxy voting was not allowed to the elections (One of 4 principles of elections)

Eligibility

4 기표내용은비밀이보장되어야함 (Confidentiality비밀원칙)
What the voter did must be kept secret (One of 4 principles of elections)

Privacy

5 투표시조작되지않아야함
The voting must not have tampered.

Voter Verifiability – Cast as 

Intended
6 개표집계가조작되지않아야함

The tallying must not have tampered. 
Voter Verifiability – Counted as Cast

7 투표용지는정확하게선거인명부와일치해야함
The ballot should match the master file of voters. 

Integrity

8 개표전까지집계내용이공개되어서는안됨
The tallying result must be kept secret before finishing voting. 

Prevention of Intermediate Results.

9 투표지가분실되어서는안됨
The ballot must not be lost.

Channel Reliability

10 집계는감사가가능해야함 (Auditability)
The tallying must be enabled to audit (verify) by humans. 

Auditing of the Election Results

11 선거관리는동등한수준에서관리되어야함
The election should be controlled by the same level of control. 

Channel Reliability

12 정해진기간에투표가지속가능해야함
During the election period, voting should not be interrupted or stopped. 

Channel Reliability

Optional 13 본인투표결과를추적가능해야함 (Traceability)
The voters need to trace what they vote from voting to tallying 

New

14 정확한선거상황이투표시점에반영되어야함(후보사퇴등)
The recent election content needs to be applied on  voting. 

N/A

The requirements
for Korea e-Voting

• Can found major requirements for e-Voting 
from Korean laws (Constitution, Public 
Officer Election Act)



Learn from cases
• Many risks are found in models in use in 

other countries, and some are not allowed 
by Korean law. 

•Cases Considerable Factor Risks

Estonia i-Voting For authentication, Use e-ID and Pin code
With writing DVD media, it kept the integrity 

Trace what the voter vote after voting

Still possible of stealing the identity
The server to write DVD can be 
attacked and malfunction
The violation of Vote-buying and vote 
by coercion by Korean Law

France oversea 
internet voting 

Authenticate by SMS and email The plaintext from SMS and email can 
be leaked outside the border of 
country

US e-Voting Some states doesn’t necessary VVPAT 

Even with VVPAT, the selection of voter 
printed out the paper with Barcode or QR 
Use of machine that manufacture in US

The violation of enabling to verify by 
humans.
What the voter votes can be leaked 
inside the polling station.
If we consider internet voting, it’s 
difficult to limit only domestic 
manufacturing.
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The design of Korean 
election system

• Divides into two parts 

• E-Voting is for domestic voters 

• i-Voting is for overseas voters

Domestic Voters Overseas Voters

Voters 44,197,692 (Total) 226,162 (registered in 2.3million)

Period Main election day Before a week election day

Method Direct(In-person) and mail Direct and internet

Register By government By request of registration

Tallying Tallying after voting Same day with e-Voting

Authentication By showing ID By using e-Passport

Risk 
Management
Goal

Elimination
(Voting machine should be offline.

VVPAT is mandatory)

Mitigation
(Separation of data (Voter ID and vote)

Stored in Blockchain)

In 2022 Presidential election



Korean e-Voting
model (Offline)

• In-person(=Direct) voting with Voting 
machine.

• Requirements of Voting machine

- DRE with VVPAT, Enables tallying and audit by humans.  
- For entrance, check whether the voter is valid or not.

Why!
1. Why do we need to print the vote?

- Illegal if humans can’t audit tallying by the Supreme 
Court precedent in Korea (2016. 3. 31. 

2015헌마1056·1172, 2016헌마37(병합)

2. Why do we need Smart cards?
- To provide the anonymity of voters inside the Polling 

station. 



Korean e-Voting
model (Offline)

Election Procedure

1. The voter enters to the polling station, Shows his/her identification card
2. Election Government Officer(EGO) checks the validity, If it’s valid, give the smart card to the Voter
3. The voter goes to the Voting machine and inserts the smart card
4. Display the election list on Voting Machine
5. The voter selects the candidate and removes the smart card
6. Print the vote as QR code and keep the smart card and paper.  
7. The voter goes to the ballot box machine
8. Scan QR code and submit the paper in the machine too
9. The voter returns smart card to EGO. Then, EGO inserts the smart card on the PC and sends the completeness 
of the vote to the server. (Encrypted voter’s id) 
10. Initialize the Smart card.  

EGO = Election Gov. Officer, EGB = Election Gov. Body



Korean e-Voting
model (Offline)

Election Procedure

1. The voter enters to the polling station, Shows his/her identification card
2. Election Government Officer(EGO) checks the validity, If it’s valid, give the smart card to the Voter
3. The voter goes to the Voting machine and inserts the smart card
4. Display the election list on Voting Machine
5. The voter selects the candidate and removes the smart card
6. Print the vote as QR code and keep the smart card and paper.  
7. The voter goes to the ballot box machine
8. Scan QR code and submit the paper in the machine too
9. The voter returns smart card to EGO. Then, EGO inserts the smart card on the PC and sends the completeness 
of the vote to the server. (Encrypted voter’s id) 
10. Initialize the Smart card.  

EGO = Election Gov. Officer, EGB = Election Gov. Body

Nobody knows who the voter is insider polling 
station.
QR code is not recognizable by humans. 



Korean e-Voting
model (Offline)

Election Procedure

1. The voter enters to the polling station, Shows his/her identification card
2. Election Government Officer(EGO) checks the validity, If it’s valid, give the smart card to the Voter
3. The voter goes to the Voting machine and inserts the smart card
4. Display the election list on Voting Machine
5. The voter selects the candidate and removes the smart card
6. Print the vote as QR code and keep the smart card and paper.  
7. The voter goes to the ballot box machine
8. Scan QR code and submit the paper in the machine too
9. The voter returns smart card to EGO. Then, EGO inserts the smart card on the PC and sends the 
completeness of the vote to the server. (Encrypted voter’s id) 
10. Initialize the Smart card.  

EGO = Election Gov. Officer, EGB = Election Gov. Body



Korean e-Voting
model (Offline)

Correctness of tallying by e-Voting model

Audit by polling station
- Validate counts on ① Ballot Box Machine (By QR scanning) 

and ② Submitted paper
After the closing election, counts were announced. For safety, the vote 
counts are accumulated every day. 

Audit by Headquarter
- Validate counts on ① Ballot Box Machine and ③ Counts on server

If the difference among ① . ② and ③ were found, the Election HQ verify 
again.  

In this model, there are 3 evidences to 
proof completeness



Korean e-Voting
model (Online)

• Authentication

To-be model: 
3 Factor authentication (What to have, What to know, Who I am)
Use Passport (a.k.a ‘biometric passport’) : Since 2020, the Korean gov has taken the mobile ID by NFC.
+ Pin code that voters enter when they register
+ Face recognition (Biometric measure by mobile)

Why!

• By historical experience: Overseas voting 
was stopped in 1976.

• Sensitive against malfunction.



Korean e-Voting
model (Online)

By Double Envelope Encryption, 
A voter’s profile(=Voter ID) and vote(=Selected Candidate ID) 
are encrypted and kept secret.

By Homomorphic Encryption,
Decryption will happen at the end of the election. Before then, 
the election agency could see only the number of votes.

Why!
• By Law, not allowed to trace vote individually: for the 

prevention of voting by coercion and Vote Buying



Korean e-Voting
model (Online)

Separation of data
Even if vote data are leaked, they will keep secret 
because voters’ profiles and vote results will be 
separated and stored in different storage. 

Why!
• Should safe even if data was leaked: 
In papers of Dr.Rubin(1), Estonian i-Voting analysis(2), experts 
showed us servers and clients or any other system can be 
malfunctioned and leaked.  Thus, the sepatation of data should be 
considered. 

(1) 2004. Aviel Rubin prof. (Univ of Johns Hopkins) Testimony, U.S. Election Assistance Commission
(2) 2017. Security Analysis of the Estonian Internet Voting System by Univ of Michigan, Ann arbor



Korean e-Voting
model (Online)

Also..
• Support universal verification: Unique address after 

voting was given to the voter
• Anti-tampering
• Keep voter’s data secret: Only load “sid”(What 

voters select) without profile. 

Why!
• High Availability: 
To protect the system against DoS attacks, the election system 
should not be centralized.  



Korean e-Voting
model (Online)

Goals.
– every voter can verify that their ballot was cast as intended
– every voter can verify that their ballot was collected as cast
– everyone can verify the final result on the basis of the collected ballots

Public Blockchain Private Blockchain

Anyone access
Fully decentralized
Transaction is slow

Limited entities can access
Partially decentralized
Transaction is fast

Built-in Private blockchain for Korean e-Voting model



Thank you!
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