k-Inductive Barrier Certificates for Stochastic Dynamical Systems

Mahathi Anand
LMU Munich
Munich, Germany
mahathi.anand@Imu.de

Ashutosh Trivedi
University of Colorado, Boulder
Boulder, USA
ashutosh.trivedi@colorado.edu

ABSTRACT

Barrier certificates are inductive invariants that provide guarantees
on the safety and reachability behaviors of continuous dynamical
systems. For stochastic dynamical systems, barrier certificates take
the form of inductive “expectation” invariants. In this context, a bar-
rier certificate is a non-negative real-valued function over the state
space of the system satisfying a strong supermartingale condition:
it decreases in expectation as the system evolves. The existence
of barrier certificates, then, provides lower bounds on the proba-
bility of satisfaction of safety or reachability specifications over
unbounded-time horizons. Unfortunately, establishing supermartin-
gale conditions on barrier certificates can often be restrictive. In
practice, we strive to overcome this challenge by utilizing a weaker
condition called c-martingale that permits a bounded increment in
expectation at every time step; unfortunately this only guarantees
the property of interest for a bounded time horizon.

The idea of k-inductive invariants, often utilized in software
verification, relaxes the need for the invariant to be inductive with
every transition of the system to requiring that the invariant holds
in the next step if it holds for the last k steps. This paper synthe-
sizes the idea of k-inductive invariants with barrier certificates.
These refinements that we dub as k-inductive barrier certificates
relax the supermartingale requirements at each time step to su-
permartingale requirements in k-steps with potential c-martingale
requirements at each step, while still providing unbounded-time
horizon probabilistic guarantees. We characterize a notion of k-
inductive barrier certificates for safety and two distinct notions of
k-inductive barrier certificates for reachability. Correspondingly,
utilizing such k-inductive barrier certificates, we obtain probabilis-
tic lower bounds on the satisfaction of safety and reachability spec-
ifications, respectively. We present a computational method based
on sum-of-squares (SOS) programming to synthesize suitable k-
inductive barrier certificates and, demonstrate the effectiveness of
the proposed methods via some case studies.
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1 INTRODUCTION

Structural induction is a versatile approach to verify properties
of hardware, software, and cyber-physical systems. A crucial ele-
ment to the success of induction based approaches to verification
is the idea of inductive invariants: a property of the states of the
system that holds on the initial states and is closed under transition
structure of the system. Barrier certificates, a quantitative analog of
inductive invariants, are typically real-valued functions of the state
space that decrease along the trajectories of the system. The exis-
tence of barrier certificates provide safety guarantees if the value
of the barrier function for the unsafe states is greater than that
of initial states. This approach can also be harnessed to establish
reachability guarantees. For stochastic dynamical systems, barrier
certificates take the form of expectation invariants [1]: they employ
supermartingale conditions to ensure that they are non-increasing
in expectation at each time step, which can provide lower bounds
for the probabilities of satisfying safety and reachability properties
over potentially unbounded time horizons.

The strong supermartingale requirement on barrier certificates
makes their discovery hard. The notion of c-martingales [2] aims
to alleviate this problem by permitting a bounded increase in the
expected value of the certificate at each time step. However, this
flexibility comes at the cost that the probabilistic guarantees can
only be established for bounded time horizons. The notion of k-
inductive invariants, used in software verification [3, 4], also aims
to relax the strict inductive invariant requirements by requiring
that the invariant is inductive for k-compositions of the transition
relation for a given bound k. The k-induction principle has been
effectively generalized to non-stochastic continuous systems as
t-barrier [5] and k-inductive barrier functions [6, 7] and has been
successfully demonstrated to improve the search for barrier certifi-
cates. These success stories prompt several questions in the context
of stochastic systems:
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(1) What are the counterparts of k-inductive barrier certificates
for stochastic dynamical systems?

(2) Can they be used to provide guarantees for unbounded time-
horizon safety and reachability properties? and

(3) Do they mitigate the search for barrier certificates?

Contributions. This paper answers aforementioned questions by
presenting three notions of k-inductive barrier certificates.

(1) The first notion strengthens the standard conditions for
safety properties in [8] via k-induction such that a larger
class of functions can behave as k-inductive barrier certifi-
cates and still provides probabilistic safety guarantees for
unbounded time horizons.

(2) We present two notions of k-inductive barrier certificates
for reachability properties over unbounded time horizons.
While the first one allows us to compute a lower bound for
the probability of satisfying reachability, the second one (if
existing) can be utilized to guarantee almost sure reachabilty.

(3) As expected, we show that our definitions and probabil-
ity bounds for k-inductive barrier certificates coincide with
those of standard barrier certificates when k = 1, in the case
of both safety and reachability.

(4) We demonstrate the utility of the proposed notions over
simple illustrative examples (cf. Example 7 and 20) showing
the existence of systems that may not admit standard barrier
certificates but do admit k-inductive barrier certificates.

(5) Under some mild assumptions on the underlying dynamics,
we provide a computational method based on sum-of-squares
(SOS) optimization to obtain appropriate k-inductive barrier
certificates for safety and reachability properties.

(6) Finally, we demonstrate the effectiveness of our proposed
approaches over two case studies.

Related Work. Verification of safety and reachability properties
for discrete systems have been extensively studied and can either
be performed by model checking [9] or by utilizing deductive verifi-
cation techniques [10]. Typical model checking techniques rely on
computing graph reachability of finite-state models, whereas deduc-
tive verification approaches rely on mathematical proof rules and
logical inferences that guarantee safety or reachability properties.
Model checking approaches may also be extended to continuous-
state systems by means of abstraction techniques [11, 12]. There
are several results in the literature that tackle the verification and
synthesis problem for stochastic systems against safety and reacha-
bility specifications by utilizing abstraction-based techniques. Re-
sults in this direction include those providing probabilistic guar-
antees for stochastic hybrid automata for safety and reachability
specifications [13], game-based abstraction framework for reacha-
bility verification and synthesis for hybrid automata [14, 15], and
reach-and-avoid verification via reachable set computations [16, 17].
Unfortunately, these techniques rely on discretizing state sets and
suffer from the curse of dimensionality, i.e. the number of discrete
states grows exponentially with the dimension of the system.
More recently, abstraction-free techniques via barrier certifi-
cates [8] have gained considerable attentions. Barrier certificates
are non-negative real valued functions that are analogous to in-
ductive invariants [18, 19] in deductive verification approaches
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for software verification. Barrier certificates were first proposed
for the verification of safety specifications in the context of non-
stochastic dynamical systems in [20] and were later extended to
reachability specifications in [21, 22]. These approaches have also
been extended to stochastic dynamical systems [8, 23] by utilizing
supermartingale conditions to provide probabilistic guarantees for
unbounded time horizons. These conditions have been relaxed by
utilizing c-martingales in [2, 24, 25] but at the cost of providing
only bounded time horizons guarantees.

A generalization of barrier certificates utilizing the k-induction
principle was first proposed in [5], but in the context of non-
stochastic continuous-time systems and relies on time-bounded
backward reachability analysis to verify safety. As such, a similar
idea cannot be extended to stochastic systems without relying on
over-approximations of backward reachable sets. The k-inductive
barrier certificate approaches were also utilized for non-stochastic
systems in [6, 7]; however, to the best of our knowledge, the present
submission is the first attempt to verify stochastic dynamical sys-
tems via k-inductive barrier certificates.

We should add that the two standard (a.k.a. 1-inductive) barrier
certificate definitions for reachability used in our paper are adapted
from [21] and [26], respectively. In particular, the first definition
(cf. Definition 15) is a stochastic version of the one used in [21].
The second definition (cf. Definition 18) is akin to the additive
supermartingale ranking functions [26] used to provide almost-
sure termination guarantees for program verification.

Organization. Section 2 discusses the key problems we study. In
Section 3, we present safety verification via barrier certificates.
First, we review the classical barrier certificates used for safety, and
then submit key theoretical result of our paper by proposing k-
inductive barrier certificates for safety properties. Section 4 extends
the standard barrier certificate-based approaches to reachability
and presents the second result of our paper concerning k-inductive
barrier certificates for reachability. An implementation of the pro-
posed techniques is discussed in Section 5, followed by case studies
in Section 6. Note that all proofs can be found in the Appendix.

2 PROBLEM DEFINITION

We use R, R and R to denote the set of reals, positive reals, and
non-negative reals, respectively. Similarly, we use N and N> for
the set of non-negative and positive integers, respectively. Given
sets A and B, a function f : A — B is a mapping from A to B. We
use @ to denote the empty set. For a set A € R”, we write dA and
A for its boundary and topological closure, respectively.

We consider the probability space (Q, Fqo,Pq) where Q is the
sample space, Fq is the sigma-algebra on Q comprising the subsets
of Q as events in the probability space and Pgq is the probability
measure assigned to those events. We consider random variables to
be measurable functions of the form X : (Q, Fq) — (Sx, Fx), and
each random variable X is associated with a probability measure
on (Sx, Fx) as Prob{A} = Po{X~1(A)} for any A € Fx.

The topological space S is a Borel space if it is homeomorphic to
a Borel subset of a separable and completely metrizable space. We
denote by B(S) the Borel sigma-algebra generated from the Borel
space S, and the map f : S — Y is said to be measurable when it is
Borel measurable.
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2.1 Discrete-Time Stochastic Systems

Definition 1. A discrete-time stochastic dynamical system (dt-SS)
is a tuple
G =Xq/) (1)
where

e X C R"is aBorel space as the state space of the system. The
tuple (X, B(X)) is the measurable state space where B(X)
denotes the Borel sigma-algebra on the state space;

o ¢:={c(k) : Q > V,, k € N}is asequence of independent
and identically distributed (i.i.d.) random variables from a
sample space Q to the measurable space (V;, #¢); and

e f: X XV, — X is a measurable function that describes the
state evolution of S.

For a given initial condition x(0) € X, the state evolution of &
can be described by the following stochastic difference equation:

x(t+1) = flx(D,g(t), teN. @
We denote the solution process generated by & starting from initial
state x(0) = xo by a sequence of states xy, = (x(0),x(1),...).

Given a set of initial states X and a set of unsafe states X, a
solution process Xy, starting from xy € Xj is safe if it never visits
the states in Xy, i.e., we have that X, (t) ¢ Xy, for all time t € N,
In other words, a system satisfies the safety property if its solution
processes never visit the unsafe set Xj,.

Similarly, given a set of initial states X, and a set of target states
XR, a solution process Xy, of the dt-SS & starting from some state
xo € Xo is said to reach Xp if it eventually visits some states in Xg,
i.e. we have that x () € Xg, for some time ¢t € N. Correspondingly
a system satisfies the reachability property if its solution processes
reach the target set Xg at some point in the future.

We are concerned with obtaining probabilistic guarantees over
the satisfaction of safety and reachability properties for a given
stochastic dynamical system . In particular, one would like to com-
pute a tight lower bound on the probability of satistying safety and
reachability specifications. To do so, we first present the definition
of probabilistic satisfaction of safety specification.

Definition 2 (Safety Probability). For a dt-SS S, let Xy and X,
be the set of initial and unsafe states respectively. Then, we say
that & satisfies safety with a probability bound of A if the solution
processes of S starting from some state xp € Xy do not visit Xy,
with a probability of at least 4, i.e.

P{xy,(t) ¢ Xy, forallt e N | xp € Xo} > A.
We now formalize the first problem studied in this paper, which

is to obtain the probability bound with which the dt-SS & satisfies
the safety specification.

Problem 1 (Safety Verification). Given a dt-SSS = (X, ¢, f)
with dynamics as in (2), the sets of initial and unsafe states Xy
and Xy, respectively, compute a constant 0 < A < 1 such that the
system is safe with a probability bound of A.

The other problem we consider is the probabilistic satisfaction
of reachability properties defined as follows.

Definition 3 (Reachability Probability). For a dt-SS &, let X and
XR be the set of initial and target states, respectively. Then, we say
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that S satisfies reachability with a probability bound of A if the
solution processes of G starting from some state xp € X eventually
reach Xg with a probability of at least A, i.e.

P{xy,(t) € Xg forsomet e N | xg € Xo} > A.

With that, the reachability verification problem for dt-SS can
formally be expressed as the following.

Problem 2 (Reachability Verification). Given a dt-SSG =
(X, ¢, f) with dynamics as in (2), the sets of initial and target
states Xo and Xg, respectively, compute a constant 0 < A < 1
such that the system reaches Xg with a probability bound of A.

2.2 The k-Induction Principle

Mathematical induction can sometimes be employed to prove safety
and reachability properties. The inductive proof for a property P
comprises of a base case, an inductive hypothesis and an inductive
step. In the case of standard induction, one utilizes the inductive
hypothesis that the property P holds at any given time step to imply
that the property also holds in the subsequent time step. Formally,
an inductive proof for the property P is written as follows:

(P(o) A t\efN (P(t) = P(t+1))| = :Z/NP(t)'

On the other hand, the inductive hypothesis of k-induction assumes
that the property P holds at all steps until the kth step. The stronger
inductive hypothesis weakens the need to enforce the consequent
due to the availability of additional information. Mathematically, a
k-inductive proof for property P is described as:

( /\ P(i)/\t\EfN( A\ (P(t+i)):>P(t+k))) = Y P(1).

0<i<k 0<i<k

In k-induction, the base case requires the property to be shown
to hold true in the first k steps. The inductive step then allows us to
show that if the property P holds true in k consecutive steps, then
consequently it holds true in the (k + 1)th step as well and so it
must hold true for any time step.

3 SAFETY VERIFICATION
3.1 Barrier Certificates for Safety

A supermartingale is a sequence of random variables for which the
conditional expectation of the next value in the sequence is smaller
than the present value irrespective of the prior values. The barrier
certificates [8] for stochastic systems are non-negative real valued
functions over the state set that satisfy the supermartingale property,
i.e., the expected value of the function remains non-increasing at
every time step.

Definition 4. We say that a function 8 : X — Ry is a barrier
certificate for the dt-SS & with respect to a set of initial states
Xo C X, a set of unsafe states X;; C X if there exists a constant
0 < ¢ < 1 such that the following conditions hold:

B(x) < ¢ for all x € X, (3)
B(x) > 1, forallx € X, and (4)
E[B(f(x,¢)) | x] - B(x) <0,  forallx e X. (5)
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Definition 4 can then be utilized to obtain the lower bound on
the probability that the dt-SS & satisfies the safety specification.

THEOREM 5. [8] Consider a dt-SSS = (X, s, f). Let B be a barrier
certificate satisfying conditions (3)-(5) for some 0 < ¢ < 1. Then
the probability that the solution process X, starting from an initial
condition xy € Xo does not reach unsafe region Xy, is bounded by

P{xx,(t) ¢ Xy, forallt e N | xp} > 1 —¢. (6)

From Theorem 5, it can be easily inferred that the existence of a
barrier certificate according to Definition 4 guarantees a solution
to Problem 1 with a probability of A = 1 — ¢. Our goal is to find
the tight lower bound on probability A, which requires us to find
the minimal value of ¢ that guarantees the existence of the barrier
certificate satisfying conditions (3)-(5).

Remark 6. Observe that if Xo N Xy, # @, there does not exist a
barrier certificate as in Definition 4 that guarantees safety due to the
conflict between conditions (3) and (4). In such a case, the solution
processes can start from the unsafe regions and will trivially violate
the safety property. Therefore, throughout the paper, we work with
the case where Xy N X, = @.

The search for a barrier certificate is usually performed by re-
stricting barrier certificates to a certain parametric form (e.g. poly-
nomial functions) and utilizing suitable search techniques such as
sum-of-squares (SOS) optimization [27] or satisfiability modulo
theory (SMT) solvers [28]. However, the supermartingale condi-
tion (5) can be quite restrictive as it requires the expected value of
the barrier certificate to be non-increasing for all time steps. Due
to this, in many cases, one may fail to find an appropriate barrier
certificate as in Definition 4. Then, one may have to replace the
probability A with a trivial value of 0, and the approach fails to give
anon-trivial probability. We now illustrate with an example that the
barrier certificate approach fails to provide non-trivial probabilistic
guarantees even when the system is safe with a high probability
for a fixed template of barrier certificates.

Example 7. Consider a Markov chain shown in Figure 1 as a finite
state stochastic system S with x € X = {0,0.1,0.2,0.3, 0.5,6, 10}
as states of the system, x = 0.2 as the initial state and x = 10
as the unsafe state. By utilizing barrier certificates, we want to
provide a tight lower bound on the probability that the solution
processes do not reach unsafe regions. As it can be seen from the
figure, the probability that the system remains safe is 0.99. However,
by choosing a linear barrier certificate according to Definition 4,
we cannot provide a non-trivial probabilistic lower bound on the
satisfaction of safety.

Consider B(x) = ax+b. According to condition (3), since x = 0.2
is the initial state, we have 0.2x + b < ¢, for some 0 < ¢ < 1.
Moreover, by applying the supermartingale condition (5) at x = 0.2,
we get E[B(f(x)) | x = 0.2] — B(x) = 0.2a < 0, implying that
a < 0. However, due to condition (4) and the fact that x = 10 is
the unsafe state, we have 10x + b > 1. Then, a < 0 would lead to
contradiction between conditions conditions (3) and (4). Therefore,
there does not exist a linear barrier certificate for any value of e.

A practical approach to tackle this issue is to relax condition (5)
by utilizing a c-martingale [2] instead of a supermartingale, at
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Figure 1: Finite Markov chain & for Example 7. The initial
state is denoted in yellow and the unsafe state in red.

the cost of providing guarantees over bounded-time horizons. We
provide the definition of a c-martingale barrier certificate as follows:

Definition 8. We say that a function 8 : X — Ry¢ is a c-
martingale barrier certificate for the dt-SS & with respect to a
set of initial states Xy € X and a set of unsafe states X;, € X if
there exist constants 0 < ¢ < 1 and ¢ > 0 such that the following
conditions hold:

B(x) < ¢, for all x € X, (7)
B(x) =1, for all x € Xy, (8)
E[B(f(x,¢)) | x] -B(x) <c¢, forallxeX. 9)

Condition (9), unlike the supermartingale condition (5), does not
require the barrier certificate to be non-increasing at every time
step. Instead, it ensures that the barrier certificate is a c-martingale,
meaning that the expected value of the barrier certificate can in-
crease at every time step as long as it is bounded by a constant
c. This condition allows the barrier certificate to increase slowly
in expectation such that it takes a long time to reach the unsafe
regions of the state space. We obtain the following theorem as a
direct consequence of [24, Theorem 1].

THEOREM 9. Consider a dt-SS &. Suppose B is a c-martingale
barrier certificate for S. Then the probability that the solution process
Xx, Starting from an initial condition xo € Xo does not reach unsafe
region Xy, within a finite time horizon T € N is bounded by

P{xx,(t) ¢ Xy forallt <T |xo} >1— (e+cT). (10)

It is apparent from the above discussion that relaxing the con-
servative supermartingale condition (5) to the c-martingale condi-
tion (9) restricts the verification problem to bounded-time domains.
Due to the dependency of the time horizon while computing the
probability of satisfaction, one may only obtain a high probability
of satisfaction for short time horizons. However, for reactive sys-
tems, such as medical devices and power grids, it is vital to provide
long-term or even unbounded-time safety guarantees. Therefore, it
becomes necessary to be able to relax the supermartingale require-
ment of barrier certificates while still providing probabilistic safety
guarantees over unbounded-time horizons.

Standard notion of barrier certificates for safety as in Defini-
tion 4 are analogous to standard inductive proofs. The definition
of barrier certificates is similar to the inductive proofs that yield
expectation invariants [26]. Particularly, via conditions (3) and (5),



k-Inductive Barrier Certificates for Stochastic Dynamical Systems

the expectation of barrier certificate at any time instant is bounded
by ¢. This allows one to view condition (3) as the base case, while
the supermartingale condition (5) is the inductive step.

We show that we can effectively weaken the supermartingale
conditions for safety by leveraging the k-induction principle, often
utilized in the context of software verification [3, 4], which results
in less conservative conditions for barrier certificates that are easier
to satisfy. These barrier certificates, which we dub as k-inductive
barrier certificates, can still provide probabilistic guarantees for the
satisfaction of safety over unbounded-time horizons. Therefore, a dt-
SS & that does not admit the standard notion of barrier certificates
for safety may admit a k-inductive barrier certificate, while still
providing unbounded-time horizon guarantees.

3.2 k-Inductive Barrier for Safety

This section presents the main results concerning probabilistic
safety verification via k-inductive barrier certificates. Our approach
relies on looking at the behavior of the stochastic system in future
time instances, such as after i time steps rather than at every time
step. We obtain such behavior by simply utilizing recursive appli-
cation of the function f defined in (2). In particular, for a dt-SS
S = (X,g, f) with dynamics as in (2), the value of the solution
process after the ith time step, i > 1 is obtained as

x(t+1) = fi(x(2), 6i (1)), (11)

where ¢;(t) = [¢(t);...;¢(t+i—1)] is the vector containing all the
noise terms from time ¢ to time ¢ +i— 1, and we define f; recursively,
where f; (x(),i(1)) = £(x(8),6(1)), if i = 1, and fi(x(2), 5i(1)) =
FUfica (x(0), 61-1 (D), 6t +1 = 1)) forall i > 1.

To provide probabilistic safety guarantees over unbounded-time
horizons, one can simply extend the notion of c-martingale barrier
certificates and leverage the k-induction principle. We define k-
inductive barrier certificates for safety as follows.

Definition 10. Consider a dt-SS S. We say that a function B :
X — Ry is a k-inductive barrier certificate for © with respect to a
set of initial states Xy and an unsafe set X, if there exist constants
k €N31,0 < e <1andc > 0such that the following holds:

B(x) < ¢ for all x € Xy, (12)
B(x) =1, for all x € Xy, (13)
E[B(f(x,¢)) | x] -B(x) <c, forall x € X, (14)
E[B(fi(x,¢k)) | x] —B(x) <0, forallxeX. (15)

Note that condition (14) requires the barrier certificate to be a c-
martingale at every time step and condition (15) requires the barrier
certificate sampled after every kth step to be a supermartingale. We
now present the first key result of our paper based on this definition
of k-inductive barrier certificates.

THEOREM 11. Consider a dt-SS S = (X, ¢, f). Let B be a barrier
certificate for S satisfying conditions (12)-(15) with some 0 < ¢ < 1,
¢ > 0,andk € Ny1. Then the probability that the solution process Xy,
starting from an initial condition xo € Xy does not reach the unsafe
region Xy, is bounded by

P{xy,(t) ¢ Xy forallt e N | xo} > 1 —ke -

k(kz- LI
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x | B(x) |[E[B(f(x,6)) [x] | E[B(f2(x,6)) [x] [ E[B(f3(x,¢5)) |x]
0.2 | 0.03 0.05 0.03745 0.029675
0.3 | 0.04 0.05 0.03745 0.029675
0.5 | 0.06 0.0249 0.0219 0.02115

0 | 0.01 0.01 0.01 0.01

0.1 | 0.02 0.02 0.02 0.02

6 | 0.61 0.61 0.61 0.61

10 | 1.01 0.71 0.635 0.61625

Table 1: The values of E[B(fi(x,6i)) | x] foralli € {1,2,3} andall x € X
for Example 7. Note that E[ B(f3(x,63)) | x] — B(x) < 0forall x € X.

Remark 12. Note that, in order to obtain meaningful probabilities,
the value of k in inequality (16) is bounded by
(c—2¢) +4e2 +c2 — 4c(2+¢)

1<k< .
2c

One can readily observe that k-inductive barrier certificates
as in Definition 10 also lead to expectation invariants, as the ex-
pected value of the barrier certificate remains bounded in the set
E[B(xx, (1)) | x0] < e+ (k—1)cforallt € N due to the bounded
increase of E[B(xx,(t)) | xo] at every time step via conditions (14)
and (15). Note that, when k = 1 and ¢ = 0, conditions (12)-(15)
reduce to standard barrier certificate conditions (3)-(5). Moreover,
one immediately observes that the probability bounds in (16) also
converge to those in (6) under the same conditions. Therefore, any
barrier certificate satisfying conditions (3)-(5) is also a 1-inductive
barrier certificate as in Definition 10. However, the converse may
not hold true since conditions (12)-(15) are more relaxed. We now
illustrate k-inductive barrier certificates as in Definition 10 with
the Markov chain considered in Example 7.

Example 7 (Continued). Let us consider the finite Markov chain
& presented in Figure 1. For this system, we already showed that
there exists no linear barrier certificate satisfying conditions (3)-(5)
for any 0 < ¢ < 1 which leads to trivial probabilistic bounds for the
satisfaction of safety. Now, we show that by using k-inductive bar-
rier certificates as in Definition 10, we get more reliable probabilistic
bounds for the satisfaction of safety.

Consider B(x) = 0.1x + 0.01, constants ¢ = 0.05 and ¢ = 0.02,
and k = 3. The enumerated values of B(x),E[B(f(x,5) | x],
E[B(f2(x,62)) | x],and E[B(f3(x,63)) | x] for all states x € X are
provided in Table 1. We immediately see that condition (12) is sat-
isfied for the initial state x = 0.2 and similarly, condition (13) holds
for the unsafe state x = 10. Moreover, conditions (14) and (15) also
hold for all x € X. Therefore, B(x) = 0.1x + 0.01 is indeed a linear
3-inductive barrier certificate for . We now apply Theorem 11 to
obtain lower bound on the probability of safety as

P{xx,(t) ¢ Xy, = {10} forall t € N | xo = {0.2}} > 0.79.

Figure 2 shows how the probability bounds for safety in (16)
is affected for different values of k < 10 and ¢ < 0.1, for a fixed
value of ¢ for k > 1 (for k = 0, we have ¢ = 0). Ideally, to obtain a
high probability bound for safety, one requires k = 1 and ¢ to be as
small as possible. However, due to the restrictive nature of barrier
certificate conditions when k = 1, the minimal obtained value of ¢,
even if exists, may be high. In such cases, by considering k > 1, one
is still able to relax the barrier certificate conditions, allowing to
further reduce the value of € such that a higher and a more reliable,
less conservative probability is obtained.
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Figure 2: Variation of probability bounds for safety with
respect to k and ¢ values

4 REACHABILITY VERIFICATION
4.1 Barrier Certificates for Reachability

The barrier certificates can be used to provide probabilistic guar-
antees for reachability properties under the following assumption
that renders the system to be forward invariant in X.

Assumption 13. For any solution process Xy, of dt-SS S starting
from some initial state xo € X, we have Xx,(t) € X forallt € N.

Remark 14. Assumption 13 can be supported by analyzing an aux-
iliary “stopped” process (see, e.g., [29]). Given a solution process Xy,
of dt-SS S, we define a stopped process Xy, as

Xxo (t) = {Xxg (t)’

Xxo (T - 1)>

fort <7,
fort >,

wheret € N is the first exit time of Xx, from X. Note that the relevance
of such an assumption has been demonstrated in [30]. Intuitively, this
assumption is natural in many physical applications where state
variables are naturally constrained to a compact set and do not leave
this set in their operating envelope.

We present two definitions of barrier certificates for reachability
with the help of Assumption 13. The first definition is a stochastic
version of the one presented in [21, Theorem 3.5].

Definition 15. Consider a dt-SS S that satisfies Assumption 13.
Then, we say that a function 8 : X — Ry is a barrier certificate
for a dt-SS & with respect to a set of initial states Xo C X and a set
of target states Xg C X if there exist constants 0 < e < 1and § > 0
such that the following conditions hold:

B(x) < ¢,
B(x) =1,
E[B(f(x,6)) | x] - B(x) < =4,

for all x € X, (17)
for all x € 90X \ 9Xg, (18)

forall x € X \ Xg. (19)

This definition can then be utilized to obtain a lower bound on
the probability that a dt-SS & satisfies the reachability specification
over unbounded-time horizons.
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THEOREM 16. Consider a dt-SS & = (X, ¢, f) satisfying Assump-
tion 13. Let B be a barrier certificate for S satisfying conditions (17)-
(19) with some 0 < ¢ < 1. Then the probability that the solution
process Xy, starting from an initial condition xo € Xo reaches the
target region Xg is bounded by

P{xx,(t) € Xg for somet e N | xo} > 1—¢. (20)

Remark 17. Note that barrier certificates as in Definition 15 provide
reach-while-avoid guarantees. They ensure that the system avoids the
set dX \ 0Xg while reaching the set Xg with a probability of at least
1 — ¢. Given a set of unsafe states X;, C X, one can replace X \ 0Xg
with Xy, in condition (18) to give a probabilistic guarantee of reaching
the target set of states Xg while avoiding Xy,.

We next formulate another definition of barrier certificates for
reachability when no unsafe region to avoid is provided. This formu-
lation can provide stronger almost-sure guarantees and is analogous
to supermartingale ranking functions used in [26, Definition 4.3.2].

Definition 18. Consider a dt-SS &. Suppose Assumption 13 holds
for &. Then, we say that a function 8 : X — Ry is a barrier
certificate for S with respect to a set of initial states X \ Xg and a
set of target states Xg C X if there exist constants ¢,§ > 0, such
that the following conditions hold:

B(x) = ¢,

B(x) < ¢,

E[B(f(x.6) | x] = B(x) < =6,

Definition 18 can then be utilized to show that the dt-SS &
satisfies reachability specification with probability 1.

forallx €e X \ Xg, (21)
forallx € Xgand (22)
forallx €e X \ Xg. (23)

THEOREM 19. Consider a dt-SS S = (X, ¢, f) satisfying Assump-
tion 13. Let B be a barrier certificate for S satisfying conditions (21)-
(23) with some ¢ > 0. Then a solution process Xy, starting from
an initial condition xg € X \ XR reaches the target region Xg with
probability 1, i.e.,

P{xx,(t) € Xg for somet e N | xp} = 1. (24)

The set of initial states for a system admitting barrier certificates
as in Definition 18 can be anywhere within the set X. If a solution
process starts in Xg, the system trivially satisfies the reachabil-
ity specification. For a solution process that starts in X \ Xg, the
existence of a barrier certificate guarantees convergence and reach-
ability into Xg. However, in the case of barrier certificates as defined
in Definition 15, one requires condition Xy N (0X \ 9Xg) # @. The
reasoning for this is similar to that of Remark 6. It is also important
to note that conditions (19) and (23) in Definitions 15 and 18, respec-
tively, impose a stronger supermartingale condition than the one in
Definition 4 for safety. The conditions (19) and (23) require a strict
decrease in barrier certificate values. This ensures the convergence
of barrier certificate so that it eventually reaches the target set.

Similar to the computation of barrier certificates for safety, one
may search for barrier certificates for reachability according to Def-
initions 15 and 18 by restricting the barrier certificates to a certain
parametric form and utilizing techniques such as SOS optimization
or SMT solvers. Since conditions (19) and (23) requires the expected
value of the barrier certificate to be strictly decreasing at every time
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Figure 3: Finite Markov chain &’ for Example 20. The initial
state is denoted in yellow and the target state in green.

step, it can be quite restrictive and one may fail to find appropri-
ate barrier certificates even if the system satisfies the reachability
specification. We now illustrate with an example that the barrier
certificate approach fails to provide non-trivial probabilistic guar-
antees for a fixed template of barrier certificates even when the
system satisfies the reachability almost surely.

Example 20. Consider a Markov chain shown in Figure 3 as a
finite state stochastic system &’ with x € X = {0,0.2,0.3,0.5} as
states of the system, x = 0.2 as the initial state and x = 0 as the
target state. It can be immediately seen that the solution processes
of & reach the target state with probability 1. However, we want
to provide a barrier certificate of a fixed template to guarantee
the satisfaction of the reachability specification with a non-trivial
probability bound via Definition 15.

Consider a linear barrier certificate 8(x) = ax + b. Note that
in the context of finite systems, if there are no states to avoid,
we do not need to ensure condition (18) for any state in X. Now,
according to condition (17), since x = 0.2 is the initial state, we get
0.2a + b < e. By applying the supermartingale condition (19) at
x =0.2,weget E[B(f(x)) | x =0.2] -B(x) = 0.2a < -4, implying
that a < 0. Similarly, applying condition (19) at x = 0.5, we get
E[B(f(x)) | x =0.5] — B(x) = —0.5a < —§ implying that a > 0,
which results in a contradiction. Therefore there exists no linear
barrier certificate satisfying conditions (17)-(19) for any value of ¢
and we cannot give a non-trivial probability of reachability with a
linear barrier certificate as in Definition 15.

Similarly, consider a linear barrier certificate as in Definition 18.
Note that condition (23) is the same as condition (19) for finite sys-
tems. So it also follows that there exists no linear barrier certificate
satisfying condition (23) and we cannot ensure reachability with a
linear barrier certificate as in Definition 18 as well.

The barrier certificates for reachability via Definitions 15 and 18
are also analogous to standard induction where conditions (17)
and (19) as well as conditions (21) and (23) act as base cases and
inductive steps for Definitions 15 and 18, respectively. Next, we
consider k-inductive barrier certificates for reachability and show
that they still provide unbounded-time guarantees.

4.2 k-Inductive Barrier for Reachability

In this section, we leverage k-inductive barrier certificates to ob-
tain probabilistic guarantees for reachability specifications over
unbounded-time horizons. To do this, one can relax the supermartin-
gale condition imposed at every time step to a supermartingale
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requirement after k time steps, while necessitating a c-martingale
condition at every time step. We first consider k-inductive barrier
certificates based on Definition 15 as follows:

Definition 21. Consider a dt-SS & that satisfies Assumption 13.
We say that a function 8 : X — Ryg is a k-inductive barrier
certificate for dt-SS & with respect to a set of initial states Xy and a
set of target states Xy if there exists constants k € N»1,0 < ¢ < 1,
¢ > 0 and § > 0 such that the following conditions hold:

B(x) < ¢, for all x € X, (25)
B(x) =1, forall x € 90X \ 9Xg, (26)
)
)

E[B(f(x,¢) | x] - B(x) <, forallx € X\ Xg, (27

E[B(fi(x.ck)) | x] = B(x) < =6,

Note that condition (27) requires the barrier certificate to be
a c-martingale at every time step and condition (28) requires the
barrier certificate sampled after every kth step to be decreasing in
expectation for all states not in the set of target states.

Now, we present the second key result of our paper based on
this definition of k-inductive barrier certificates.

forall x € X \ Xg. (28

THEOREM 22. Consider a dt-SS& = (X, ¢, f) satisfying Assump-
tion 13. Let B be a barrier certificate for S satisfying conditions (25)-
(28) with some 0 < ¢ < 1,¢ > 0,8 > 0 and k € Nx1. Then the
probability the the solution process X, starting from an initial condi-
tion xo € X reaches the target region X is bounded by

-1
P{xy,(t) € Xg for somet € N | xo} > 1 — ke — M

(29)

Note again that, when k = 1 and ¢ = 0, conditions (25)-(28)
converge to standard barrier certificate conditions (17)-(19). One
then also observes that the probability bounds in (29) converge
to those in (20) under the same conditions. Therefore, any barrier
certificate satisfying conditions (17)-(19) is also a 1-inductive barrier
certificate as in Definition 21.

Remark 23. The probability bounds for reachability obtained in (29)
are the same as the ones obtained for safety in (16). This is due to the
fact that we leverage the reach-while-avoid nature of conditions (25)-
(28), which ensure that the system avoids the set 0X \ 0Xg, and then
utilizes Doob’s martingale convergence [31] to ensure that the system
reaches the target set Xg with a probability lower bound in (29).

We now illustrate k-inductive barrier certificates as in Defini-
tion 15 with the Markov Chain considered in Example 20.

Example 20 (Continued). Consider the finite Markov chain &’
of Figure 3. We already showed that there exists no linear barrier
certificate as in Definition 15 for any 0 < ¢ < 1. Now, we show that
by using k-inductive barrier certificates as in Definition 21, we get
more reliable probability bounds for the satisfaction of reachability.

Consider 8(x) = 0.1x + 0.01, constants ¢ = 0.03, ¢ = 0.02,
and k = 3. The enumerated values of B(x),E[B(f(x,¢) | x],
E[B(f2(x,52)) | x] and E[B(f3(x,63)) | x] for all states x € X
are provided in Table 2. We immediately see that condition (25) is
satisfied for the initial state x = 0.2. As we deal with a finite state
system, and there are no states to avoid, there is no need to ensure
the satisfaction of condition (18). It can be seen that conditions (27)
and (28) also hold for all x € X. Therefore, B(x) = 0.1x + 0.01
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x |B(x) |E[B(f(x,6)) [x] | E[B(f2(x.62)) [x] | E[B(f(x,63)) [x]
0.2 | 0.03 0.05 0.03 0.02
0.3 | 0.04 0.05 0.03 0.02
0.5 | 0.06 0.01 0.01 0.01
0 | o0.01 0.01 0.01 0.01
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x | B(x) [E[B(f(x,9)[x] | E[B(f(x.62)) [x] | E[B(f3(x,65)) |x]
0.2 | 0.29 0.49 0.29 0.19
03 | 0.39 0.49 0.29 0.19
0.5 | 0.59 0.09 0.09 0.09
0 | 0.09 0.09 0.09 0.09

Table 2: The values of E[B(f;(x,¢;)) | x] foralli € {1,2,3} and all x € X
for Example 20. Note that E[ B(f3(x,¢3)) | x] < B(x) forall x € X \ Xg

is indeed a linear 3-inductive barrier certificate for S. We apply
Theorem 22 to obtain lower bound on reachability probability as:

P{xx, () € Xg = {0} for some t € N | xg = {0.2}} > 0.85,

which provides better guarantees than the linear barrier certificate.

We now extend barrier certificates for reachability as in Defini-
tion 18 to k-inductive barrier certificates presented below.

Definition 24. Consider a dt-SS G that satisfies Assumption 13.
We say that a function 8 : X — Ry¢ is a k-inductive barrier
certificate for © with respect to a set of initial states X \ Xg and a
set of target states Xp if there exist constants k € N>1,¢>0,¢ >0
and § > 0 such that the following conditions hold:

B(x) > ¢,

B(x) <,

E[B(f(x.¢) | x] -8B(x) <c
E[B(fi(x k) | x] - B(x) < =6

Similar to Definition 18, condition (32) requires the barrier cer-
tificate to be a c-martingale at every time step and condition (33)
requires the barrier certificate sampled after every kth step to be
decreasing in expectation for those states not in the set of target
states. We now present the third result of our paper based on this
definition of k-inductive barrier certificates.

forallx e X\ Xg, (30)

for all x € Xg, (31

forallx e X \ Xg, (32
(

for all x € X \ Xg. 33)

~ ~—

THEOREM 25. Consider a dt-SS & = (X, ¢, f) satisfying Assump-
tion 13. Let B be a barrier certificate for S satisfying conditions (30)-
(33) with somee,c 2 0,8 > 0, and k € N>1. Then a solution process
Xy, Starting from an initial condition xo € X \ XR reaches the target
region XR with probability 1, i.e.,

P{xx,(t) € X for somet € N | xo} = 1. (34)

Remark 26. The existence of barrier certificates as in Definition 18
gives a probability of 1 for reachability. This bound is independent of
the values of the constants k, ¢, c and 6. Therefore these constants can
be set to any value that is greater than 0 and still give an almost sure
guarantee of reachability to the target set.

Note that when ¢ < 0 and k = 1, conditions (30)-(33) reduce
to standard barrier conditions (21)-(23). Therefore any barrier cer-
tificate satisfying conditions (21)-(23) is also a 1-inductive barrier
certificate as in Definition 18. However, the converse may not hold
true, as conditions (30)-(33) are more relaxed. We now illustrate
k-inductive barrier certificates as in Definition 24 with the Markov
chain considered in Example 20.

Example 20 (Continued). We once again consider the finite Markov
chain &’ presented in Figure 3. We show that by using k-inductive

Table 3: The values of E[B(f;(x,¢;)) | x] foralli € {1,2,3} and all x € X
for Example 20. Note that E[ B(f3(x,63)) | x] < B(x) forall x € X \ Xg.

barrier certificates as in Definition 24, we get that G’ satisfies
the reachability specification with probability 1. Consider B(x) =
x 4 0.09, constants € = 0.1, and ¢ = 0.2, and k = 3. The enumer-
ated values of B(x),E[B(f(x,¢)) | x] and E[B(f2(x,¢2)) | x] are
provided in Table 3. We immediately observe that conditions (30)
is satisfied for all states except x = 0 and similarly, condition (31)
holds for the target state x = 0. Lastly conditions (32) and (33) also
hold for all x € X \ Xg. Therefore B(x) = x+0.09 is indeed a linear
3-inductive barrier certificate for &’. This allows one to conclude
that the system reaches the state x = 0 with probability 1.

5 BARRIER COMPUTATION VIA SOS

In general, computation of k-inductive barrier certificates is a hard
problem. However, under certain assumptions on the underlying
dynamics as well as the safe, unsafe or target sets of the system,
one can utilize existing computational methods to approach this
problem. We provide an approach to synthesize k-inductive bar-
rier certificates for stochastic dynamical systems by utilizing a
sum-of-squares (SOS) programming approach. This approach can
be adopted under the assumption that the underlying dynamics
are polynomial and the regions of interest are semi-algebraic[32]
and can be described by polynomials. We first state the required
assumption that is used in the remainder of this section.

Assumption 27. The dt-SS S has a continuous state set X and the
function f : XxV.—X is polynomial in the state variable x and noise
variable c. Moreover, the sets X, Xo, Xy, and Xg are semi-algebraic.

A semi-algebraic set A € R” can be defined with the help of
a vector of polynomials h(x), ie., the set A = {x € R" | h(x) >
0} where the inequalities are presented element-wise. Under the
assumption that X and X are semi-algebraic, we also have that the
sets 9X \ 0Xg, X \ Xg and X \ Xg are semi-algebraic. In the rest of
this section, we consider the vector of polynomials g(x), go(x), and
gu(x) for the sets X, Xo, and X, respectively, and use the vector
of polynomials g, (x), gy (x), gc(x) and g, (x) for the sets Xg, 9X \
0XR, X \ Xg, and X \ XR respectively.

5.1 SOS Optimization for Safety

For the synthesis of appropriate k-inductive barrier certificates for
safety as in Definition 10, one can compile conditions (12)-(15) as a
sum-of-squares optimization [27] problem under Assumption 27.
The collection of sum-of-squares constraints corresponding to con-
ditions (12)-(15) can be obtained by employing the following lemma.

LemmaA 28. Consider a dt-SS S. Suppose Assumption 27 holds and
there exists a sum-of-squares polynomial B(x), constants k € N1,
0 < ¢ < 1andc > 0, and vectors of sum-of-squares polynomials
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A(x), i(x), Ao(x), and Ay (x) of appropriate dimensions such that the
following expressions are sum-of-squares polynomials:

- B(x) = AL (x)go(x) + ¢, (35)

B(x) = A (x)gu(x) — 1, (36)
—E[B(f(x.9) | x] + B(x) - AT (x)g(x) +¢, (37)
-E[B(fi(x.5)) | x] + B(x) — AT (x)g(x). (38)

Then the function B(x) is a k-inductive barrier certificate as in Defi-
nition 10 satisfying conditions (12)-(15).

5.2 SOS Optimization for Reachability

We now utilize Assumption 27 to formulate k-inductive barrier
certificates for reachability as in Definition 21 as a collection of
sum-of-squares constraints corresponding to conditions (25)-(28),
which can be obtained by employing the following lemma.

LEmMMA 29. Consider a dt-SS S. Suppose Assumption 27 holds
and there exists a sum-of-squares polynomial B(x), constants k €
N>1,0 <e<1,8 >0, andc > 0, and vectors of sum-of-squares
polynomials Ay (x), Ap (x), Ac(x) and Ae (x) of appropriate dimensions
such that the following expressions are sum-of-squares polynomials:

- B(x) = Af (x)go(x) +e&, (39)
B(x) - A (x)gp(x) - 1, (40)

~E[B(f(x.9)) | x] + B(x) - AL (x)ge(x) +c, (41)

~E[B(fi(x.61) | x] + B(x) = AL (0)ge(x) = 8. (

Then function B(x) is a k-inductive barrier certificate as in Definition
24 satisfying conditions (30)-(33).

42)

Similarly one may use the following lemma to find k-inductive
barrier certificates for reachability according to Definition 24.

LEmMA 30. Consider a dt-SS S. Suppose Assumption 27 holds
and there exists a sum-of-squares polynomial B(x), constants k €
N>1,0 <¢e<1,8 >0, andc > 0, and vectors of sum-of-squares
polynomials A (x), Ac(x), Ae (x) and Ac(x) of appropriate dimensions
such that the following expressions are sum-of-squares polynomials:

B(x) - A (x)g:(x) - &, (43)
- B(x) - AL (x)gr(x) + £ — ¢, (44
(
(

~

~E[B(f(x,¢) | x] + B(x) - AT (x)g:(x) + <, 45)
—E[B(fi(x,61)) | x] + B(x) = AL (x)gz(x) - &,

where € is a small positive constant used to ensure the satisfaction of
strict inequality (31). Then the function B(x) is a k-inductive barrier
certificate as in Definition 24 satisfying conditions (30)-(33).

46)

Remark 31. The expected value E[B(f(x,¢)) | x] in Lemmas 28-30
can be evaluated when the probability distribution of the stochastic
variable ¢ is known by considering all the monomials of the poly-
nomial expression B(fr(x,6r)) and utilizing the moments of the
distribution of . For a Gaussian distribution, this can be done in
linear time.
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Remark 32. The SOS optimization problem is solved by fixing the
degree d of the polynomial function B(x) along with the value of k.
In general, if one cannot find a suitable function B(x) that satisfies
the required constraints, one needs to solve the problem with a higher
degree polynomial B(x) or a higher value of k. Note that for a fixed
state dimension, the computational complexity grows polynomially
with respect to d [27], and only linearly with k. Therefore, it would
be more beneficial to use k-inductive barrier certificates with higher
values of k than higher values of d.

6 CASE STUDIES

6.1 Safety of an RLC circuit

In this case study, we study the safety property of a series RLC
circuit. The dynamics of the dt-SS & are given as

: { i(t+1) = (1) + 15 (= Ri(t) + = Lo(1)) + Ge (),

o(t+1) =o(t) + 75 5i(t), 7

where i(t) denotes the current at time ¢, v(t) is the voltage, 75 = 0.5s
is the sampling time, R = 2Q is the series resistance, L = 9H is the
series inductance, C = 0.5F is the capacitance of the circuit, and G =
0.004 is the noise coefficient. The state space of the system is given
as X = [—2,2] X [—4, 4], where the initial set X, = [0,0.5] X [0, 1]
and the unsafe set X, = [1,2] X [—4,4].

We aim to utilize barrier certificates for safety as in Definition 4
to find the probability bound with which & satisfies the safety
property. To do so, we first consider the barrier certificate to be
a polynomial of degree 6, and use the SOS programming toolbox
YALMIP [33] version R20200930 along with SeDuMi [34] version 1.3
on MATLAB R2019b to search for a suitable barrier certificate satis-
fying conditions (3)-(5). However, we fail to find a supermartingale
that achieves any meaningful probability of satisfaction.

We now compute a suitable polynomial k-inductive barrier cer-
tificate of degree 6 as in Definition 4 by reformulating conditions (12)-
(15) as an SOS problem via Lemma 28. By considering k = 2,
£ = 0.029 and ¢ = 1074, we get a barrier certificate of degree 6
satisfying conditions (12)-(15). By Theorem 11, we can infer that
the system & satisfies the safety specification with a probability of
at least 0.9419 for unbounded time. In comparison, by utilizing c-
martingale barrier certificates as in Definition 8 for the same value
of ¢ and c, by utilizing Theorem 9, one would obtain the probability
of 0.9419 for a bounded time of 4564.5 seconds. Figures 4 shows
the current and voltage for 50 representative solution processes
starting from different initial conditions inside X. The computation
time for this approach using the tools above is about 40 seconds on
a machine running with Linux Ubuntu OS (Intel i7 — 8665U CPU
with 32GB of RAM).

6.2 Reachability for Thermal Model of a Room

In this case study, we consider reachability specification for the
temperature evolution of a room. The thermal model for the room
is adapted from [24]. The dynamics of the dt-SS & are given as

S:x(t+1) = (1-r5a)x(t) + saT, + Gg(t),

where a = 0.01 is the heat exchange coeflicient, T, = 17 is the
ambient temperature, 7; = 5 minutes is the sampling time and
G = 0.05 is the noise coefficient. The state space of the system
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Figure 4: Solution processes of © from Section 6.1 with re-
spect to current i and voltage v from different initial states.
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Figure 5: (a) Solution processes of S from Section 6.2, starting
from different initial states in X \ Xg. (b) Solution processes of
@&’ from Section 6.2. In both figures, the set X is highlighted
by red dashed lines

is given as X = [15,35], whereas the target set is specified as
Xg = [15,17]. We aim to utilize barrier certificates for reachability
as in Definition 18 to verify whether & satisfies reachability with
probability 1. To do so, we first consider the barrier certificate to be
a polynomial of degree 2, and search for a suitable barrier certificate
satisfying conditions (21)-(23) by considering X \ Xg = [17 + &, 35],
where ¢ = 0.001, and reformulating them into SOS constraints
with tolerance parameters €, = 0.01. However, we fail to find a
suitable barrier certificate satisfying conditions (21)-(23). Therefore,
using standard barrier certificates for reachability according to
Definition 18, one cannot verify whether & satisfies reachability
with probability 1.

Instead, let us compute a suitable polynomial k-inductive bar-
rier certificate of degree 2 as in Definition 24. We can reformu-
late conditions (30)-(33) as an SOS problem via Lemma 30. Setting
k = 11, ¢ = 1300, ¢ = 0.001, and § = 0.01, we obtain B(x) =
166.5118 + 34.7652x + 1.8769x as a k-inductive barrier certificate
satisfying conditions (43)-(46) with a tolerance parameter € = 0.01.
These computations take 15 seconds on our reference machine.
From Lemma 30 and Theorem 25, it follows that the system &
indeed satisfies the reachability specification with probability 1.
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Figure 5a shows 10 representative solution processes starting from
different initial conditions inside X \ Xg.

We now modify the parameters of the dynamics and consider
a system &’ such that we can find standard barrier certificates
satisfying Definition 15. Consider a = 0.004, Te = 20, 75 = 5 and
G = 0.08 as the noise coefficient. The state space of the systemis X =
[18,45], the initial set of states Xy = [23, 24] and the target set Xg =
[18,22]. We first consider the barrier certificate to be a polynomial
of degree 2 and search for a suitable barrier certificate satisfying
conditions (17)-(19) by considering the sets 0X \ dXg = [44 + 9, 45],
where ¢ = 0.01, and X \ Xg = [22,45], and reformulate them
into SOS constraints with § = 0.001. We find a barrier certificate
B(x) = 0.3658 — 0.05066x + 0.0018x? satisfying conditions (17)-
(28) for & = 0.24. Thus, by utilizing Theorem 16, we get the lower
bound on the probability of satisfying reachability as 0.76. We now
consider a k-inductive barrier certificate as in Definition 21. For k =
2, £ =0.054, ¢ = 0.0001, and § = 0.001, we obtain B(x) = 1.1837 —
0.1196x + 0.003x? as a k-inductive barrier certificate satisfying
conditions (39)-(42). Then, by utilizing Theorem 22, we can say the
system &’ satisfies the reachability specification with a probability
of at least 0.89 which is greater than the lower bound obtained by
using standard barrier certificates. This illustrates that even when
standard barrier certificates exist, we may obtain more reliable
probabilities for satisfaction with k-inductive barrier certificates (cf.
Remark 23). Figure 5b shows 10 representative solution processes
starting from Xp. The computation time for this approach is about
7 seconds with the mentioned tools and machine.

7 CONCLUSION

We introduce and study k-inductive barrier certificates to obtain
probabilistic guarantees for the satisfaction of safety and reachabil-
ity properties for discrete-time stochastic dynamical systems. We
showed that one can relax the strong supermartingale condition
of standard barrier certificates and still provide lower bounds on
the probability of satisfaction for unbounded-time horizons. Using
illustrative examples, we noted that k-inductive barrier certificates
give reliable probabilities, even when standard barrier certificates
of the same template fail to do so. We presented approaches to
synthesize k-inductive barrier certificates using sum-of-squares
programming and experimentally demonstrated their effectiveness.
A potential next step is to investigate the utility of k-inductive
barrier certificates in controller synthesis.
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A APPENDIX

A.1 Proofs from Section 3

THEOREM 5. [8] Consider a dt-SS& = (X, s, f). Let B be a barrier
certificate satisfying conditions (3)-(5) for some 0 < ¢ < 1. Then
the probability that the solution process Xy, starting from an initial
condition xy € Xo does not reach unsafe region Xy, is bounded by

P{xy,(t) ¢ Xy, forallt e N |xp} > 1—e. (6)

Proor. According to the condition (4), Xy, € {x € X | B(x) > 1}.
Therefore, it follows that

P{x(t) € X, for some t € N | xo}
< P{supB(x(t)) = 1| xp}. (48)
teN
Now, due to condition (5), we have that 8 is a non-negative su-
permartingale, and from [29, Theorem 12, Chapter II] it follows
that
P{xy,(t) € X, for some t € N | xo} < e.

By means of complementation, we obtain the lower bound of (6).
m]

THEOREM 9. Consider a dt-SS &. Suppose B is a c-martingale
barrier certificate for S. Then the probability that the solution process
Xy, Starting from an initial condition xo € Xo does not reach unsafe
region X, within a finite time horizon T € N is bounded by

P{xx,(t) ¢ Xy forallt <T |xo} > 1— (e+cT). (10)

Proor. The probability bounds in (10) follows directly by apply-
ing [29, Theorem 3, Chapter III] to (48) and employing conditions (7)
and (9). O

THEOREM 11. Consider a dt-SSS = (X, ¢, f). Let B be a barrier
certificate for S satisfying conditions (12)-(15) with some 0 < ¢ < 1,
¢ > 0, andk € Ny1. Then the probability that the solution process Xy,
starting from an initial condition xo € Xy does not reach the unsafe
region Xy, is bounded by

P{xx,(t) ¢ Xy forallt e N | xo} > 1—ke— @ (16)

PRroOF. According to condition (13), X;, € {x € X | B(x) > 1}.
Therefore, it follows that

P{x(k) € X, for some k € N | xp}
< P{sup B(x(k)) > 1|x0}. (49)
keN

Now, for the dt-SS &, consider k systems sampled after every k
steps, each starting from initial conditions xg, x(1),...,x(k — 1),
respectively. The dynamics of these systems are obtained as
x(t+k) = fir(x(2), 5 (1),
x(t+kel) = felx(tD),ge(t+1),

x(t42k=1) =  fi(x(t+k—1), g (t+k—1)).
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Due to condition (15), the barrier certificate B satisfies the super-
martingale condition (5) for each of these systems. Now, by means
of Boole’s inequality and Theorem 5, we obtain

k-1
P{sup B(x(1)) > 1| x0} < ). P{ sup B(x(i+) >1]|x(i)}
teN i=0 t=jk,jeN

k-1
< ZE(B(x(i)).
i=0

Now, from condition (12), we have that 8(xp) < ¢. Moreover, by
applying law of total expectation and condition (14) recursively for
each term in the right hand side of the above inequality, we get

k-1
P{xy,(t) € X, forsome t e N | xo} < e+ Z(€+ ic)
i=1
k(k—1)c
PR
By complementing the above, we obtain the bound (16) on the
probability such that the system satisfies the safety specification.
]

=ke+

A.2 Proofs from Section 4

THEOREM 16. Consider a dt-SS & = (X, ¢, f) satisfying Assump-
tion 13. Let B be a barrier certificate for S satisfying conditions (17)-
(19) with some 0 < ¢ < 1. Then the probability that the solution
process Xy, starting from an initial condition xo € Xo reaches the
target region Xg is bounded by

P{xy,(t) € Xg for somet e N | xp} > 1 —¢. (20)

ProoF. The solution processes of © may either reach the bound-
ary 0X \ 0Xg without entering Xg, or may never reach 9X \ oXg
after reaching Xg. Now, due to conditions (17)-(19) and Theorem 5
with X;, = 0X \ 0XR, one has a lower bound on the probability
that the solution process xy, starting from xo does not reach the
boundary set 9X \ dXp as

P{xy,(t) ¢ 0X \ 0Xgforallt e N |xo} > 1 —e. (50)

Now, under the condition that the solution processes do not enter
90X \ 0Xg, we can provide an almost sure guarantee that the solution
process reaches the target set Xg. This is due to condition (19),
which imposes a stronger supermartingale condition which requires
a strict decrease in the expected value of the barrier certificate. Since
the barrier certificate is bounded below (due to non-negativity),
by the virtue of Doob’s martingale convergence theorem [31], we
have that the barrier certificate convergences almost surely to a
state x where B(x) reaches its minimum value. Let x € X \ Xg.
Then by condition (19), the expected value of barrier certificate
must strictly decrease. However, this is not possible, and therefore,
x ¢ X \ Xg and the solution process xx, must leave X \ Xg. Since
the probability of not leaving X \ X via the boundary set 90X \ 0Xg
is greater than 1 — €, the solution process xx, must leave the set

X \ Xg by entering Xg with probability greater than 1—¢. Therefore,
we obtain the probability bound of (20). O
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THEOREM 19. Consider a dt-SS S = (X, ¢, f) satisfying Assump-
tion 13. Let B be a barrier certificate for S satisfying conditions (21)-
(23) with some ¢ > 0. Then a solution process Xy, starting from
an initial condition xg € X \ XR reaches the target region Xg with
probability 1, i.e.,

P{xx, (t) € Xg for somet e N | xp} = 1. (24)

Proor. Since the barrier certificate 8 is a non-negative super-
martingale that is strictly decreasing due to condition (23), from
Doob’s martingale convergence theorem [31] it follows that the
barrier certificate almost surely converges to some state x such that
B(x) reaches its minimum value. Moreover, due to Assumption 13
and conditions (21) and (22), we have x € Xg. Therefore, we have
that a solution process xy, starting from xo € Xy eventually reaches
Xg almost surely, which implies that X, (t) € Xg for some t € N
with probability 1, as obtained in (24). O

THEOREM 22. Consider a dt-SS & = (X, ¢, f) satisfying Assump-
tion 13. Let B be a barrier certificate for S satisfying conditions (25)-
(28) with some0 < ¢ < 1,¢ > 0,0 > 0 andk € Nxy. Then the
probability the the solution process Xy, starting from an initial condi-
tion xo € Xy reaches the target region Xg is bounded by

P{xx,(t) € Xg for somet e N | xo} > 1 —ke - M

(29)

ProoFr. The proof for this theorem can be obtained by utilizing
Theorem 11 and Theorem 16. From Theorem 11 with X;, = 9X\ 0Xg,
one has the probability that a solution process xy, of G starting
from xp € X does not enter the boundary set 0X \ dXpg is

k(k-1
P{xy,(t) ¢ 0X\0Xg forallt e N|xo} > 1—ke— u (51)
Now, for G, consider k-systems sampled after every k steps, each
starting from initial conditions xg, x(1), ..., x(k — 1). From condi-

tion (28), we have that each of these k systems satisfy the super-
martingale requirement, and therefore, from Doob’s martingale
convergence, it must be the case that the value of barrier certificate
must converge to its minimum. Now, by utilizing a similar argu-
ment to that of Theorem 16, under the condition that the solution
process does not enter the set X \ 0Xg, we have that the solu-
tion process must almost surely enter the target set Xg. Therefore,
solution process Xy, starting from xy € Xy reaches the target set
XR over unbounded-time horizons with a probability as obtained
in (29).

[m]

THEOREM 25. Consider a dt-SS S = (X, ¢, f) satisfying Assump-
tion 13. Let B be a barrier certificate for S satisfying conditions (30)-
(33) with some e, ¢ > 0,0 > 0, and k € Nx1. Then a solution process
Xy, Starting from an initial condition xo € X \ Xg reaches the target
region Xg with probability 1, i.e.,

P{xx,(t) € Xg for somet € N | xp} = 1. (34)

Proor. For the dt-SS S, consider k systems sampled after ev-
ery k steps starting from initial conditions xg, x(1),..., x(k — 1)
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respectively. The dynamics of these systems are obtained as

x(t+k) = fi(x(®), 6k (1)),
x(t+k+1) = fi (x(t41), g (t+1)),

x(t42k=1) = fi(x(t+k=1), g (t+k—1)).

Due to condition (33), the barrier certificate 8 satisfies the super-
martingale condition (32) for each of these systems. Therefore the
probability of each of these systems eventually reaching some state
in XR is 1 by Theorem 19, i.e., each of these system eventually reach
some state in Xg with probability 1. This implies that S must sat-
isfy the reachability specification with probability 1, as obtained
in (34). O

A.3 Proofs from Section 5

LEmMA 28. Consider a dt-SS S. Suppose Assumption 27 holds and
there exists a sum-of-squares polynomial B(x), constants k € N>1,
0 < & < 1andc > 0, and vectors of sum-of-squares polynomials
Alx), )I(x), Ao (x), and Ay (x) of appropriate dimensions such that the
following expressions are sum-of-squares polynomials:

~B(x) = M (0)g0(x) + ¢ (
B(x) = A4 (X)gu(x) - 1, (

~E[B(f(x.0)) | x] + B(x) - AT (x)g(x) +c, (37)

-E[B(fi(x.q)) | x] + B(x) - AT (x)g(x). (

Then the function B(x) is a k-inductive barrier certificate as in Defi-
nition 10 satisfying conditions (12)~(15).

38)

Proor. Note that Ag(x) is an SOS polynomial and so we have
that Ag (x)go(x) is non-negative over the set Xy. If (35) is an SOS
polynomial, and therefore non-negative, it implies the satisfaction
of condition (12). Similarly, equations (36)-(38) imply (13)-(15), re-
spectively. O

LEMMA 29. Consider a dt-SS S. Suppose Assumption 27 holds
and there exists a sum-of-squares polynomial B(x), constants k €
N>1,0<¢e< 1,6 >0, andc > 0, and vectors of sum-of-squares
polynomials Ag(x), A (x), Ac(x) and Ae (x) of appropriate dimensions
such that the following expressions are sum-of-squares polynomials:

- B(x) = A (x)go(x) +&, (39)

B(x) - A4 (X)gp(x) — 1, (40)
—E[B(f(x,6)) | x] + B(x) = A (x)ge(x) +c, (41)
—E[B(fi(x.5x)) | X] + B(x) = A{ (x)ge(x) 5. (42)

Then function B(x) is a k-inductive barrier certificate as in Definition

24 satisfying conditions (30)~(33).

ProoF. Since Ap(x) is an SOS polynomial, we have Ag (x)go(x)
is non-negative over the set Xy. Therefore, if (39) is an SOS poly-
nomial, and therefore non-negative, it implies the satisfaction of
condition (25). Similarly equations (40)-(42) imply (26)-(28), respec-
tively. O
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LEMMA 30. Consider a dt-SS S. Suppose Assumption 27 holds
and there exists a sum-of-squares polynomial B(x), constants k €
N>1,0 < ¢ < 1,8 >0, and c > 0, and vectors of sum-of-squares
polynomials Ar(x), Ac(x), Je(x) and A (x) of appropriate dimensions

such that the following expressions are sum-of-squares polynomials:

B(x) - A (x)g2(x) — &, (43)
- B(x) - AL (x)gr(x) +£—¢, (44)
—E[B(f(x,9)) | x] + B(x) - AL (x)g2(x) +c, (45)
—E[B(fi(x.c0) | x] + B(x) - AL (x)gz(x) =5, (46)

where € is a small positive constant used to ensure the satisfaction of
strict inequality (31). Then the function B(x) is a k-inductive barrier
certificate as in Definition 24 satisfying conditions (30)~(33).

ProoF. The prooffollows in a similar fashion to the two previous
lemmas, where conditions (43)-(46) model conditions (30)-(33). O
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