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Abstract

Security professionals often suggest password managers as one of the best measures for the end-users. However, the end-users
have shown reluctance in adopting them, mostly due to the trust factor. The purpose of the paper was to examine the relationship
of initial trust, and it's antecedents with the password manager's adoption intention. In this regard, using the Initial Trust Model as
a framework, data from 289 respondents (age 18-35) were collected through a crowdsourcing website and analyzed using
structural equation modeling (SEM) in SmartPLS 3.2. Results show that initial trust has a significant effect on the intention to
adopt a password manager. In initial trust formation, firm reputation and structural assurances play a significant role, whereas
personal propensity to trust does not significantly relate to initial trust. Moreover, firm reputation and structural assurances
indirectly affect intention to adopt password managers.
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1. Background

The username and password combination have long been used as a form of authentication, and despite all the
well-known problems related to passwords, it remains a dominant choice [1]. Security professionals recommend
users to create passwords that are hard to guess (strong) and are not reused across different accounts (unique) [2].
Other recommendations include changing passwords at regular intervals and not writing them down or storing them
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on users' phones or computers [3]. The four pieces of advice, when recommended together, can put users in a tricky
situation. The passwords that are hard to guess for attackers can also be complicated for users to remember. As the
number of accounts grows, which is the case today, the users are required to create and remember many more
passwords than before. The situation further worsens when users are asked to change their passwords at regular
intervals and not to note them anywhere. Together all this creates a lot of cognitive burden on the users [4]. This
may lead to users creating weaker passwords that are easy to remember [5] and reusing them across different
accounts [6]-[8], creating problematic issues in terms of both security and usability.

Security professionals recommend password managers (also referred to as password management applications) as
a solution to the above-stated issues (create unique and strong passwords and change them frequently) [2], [9]. A
password manager is a tool, a software application that alleviates the users' cognitive burden of creating and
remembering many unique credentials, such as usernames and passwords, by creating, storing, and auto-filling required
credentials where required [10]. It creates unique, strong passwords (which makes no sense to the naked eye), in light
of desired rules, such as length, type of characters, and any other special attributes, for every account. Given the
promising nature, password managers are actually one of the most often applied measures among security
professionals for their online safety [9]. However, password managers have not achieved the same popularity among
regular end-users. For example, back in 2015, when password managers were one of the top 5 measures applied by
security professionals, only 24% of regular users were found to be using a password manager [2]. The situation
seems even worse today as recent studies comparing security practices of security professionals and users show that
only 3% of respondents use a password manager [9], [11].

To understand the reasons for the unpopularity of password managers among regular end-users, researchers
conducted studies to identify the factors that inhibit users from using a password manager. Among the handful of
available studies focused on regular end-users [12]-[15], trust has been found as one of the main reasons for the
(non)adoption of password manager applications. Maclean and Ophoff [16], while determining key factors affecting
the adoption of password managers, found that trust has a positive impact on the intention to adopt password
managers. Few other studies, such as [14], [15], found that individuals do not adopt a password manager due to a
lack of trust. Therefore, trust has been suggested as the first step towards increasing password managers' adoption
[17]. While trust has been found to be a major factor towards password manager adoption, it is not yet investigated
how trust can be established. To this end, it is crucial to understand the factors that improve trust and further their
relations with adoption.

Trust is a complex phenomenon, and to establish trust between an individual and an artifact, it is crucial to
understand how trust is formed and how it can be improved. McKnight et al. [18] showed that trust forms in phases.
The trust-building process starts when individuals come across an unfamiliar artifact, having no or little information.
Whatever information they have is not from personal experience. This initial phase is termed as initial trust [19],
[20], which is affected by institutional, personal, and environmental factors [19], [21]. Once initial trust is
established, individuals go through personal experience, try the artifact, and then decide to accept or reject it [19].
Thus, trust that is established after the use of an artifact is different from the initial trust that establishes before the
use of an artifact. Therefore, initial trust plays a crucial in building up trust between a user and an artifact — which
can be a service, an application, or a piece of software. So, we contend that initial trust formation is more relevant to
understand in password managers' context.

In this paper, we examine the factors affecting initial trust and their relationship with users' intention to adopt
password managers. In this regard, we use an online survey to collect data from 289 European young adults (aged
19-35) through a crowdsourcing platform and used structural equation modeling (SEM) in SmartPLS.

2. Theoretical background

McKnight et al. [18], [20] proposed a model called the initial trust model (ITM), outlining the three forces
affecting initial trust: personal, institutional, and environmental. The user's personality, such as personal propensity
to trust, significantly affects initial trust [21], [22]. Different institutional characteristics such as size, capability,
integrity, role in the market, benevolence, reputation and/or brand may also affect a user's perception of an
institution's services or products [19]. Environmental forces, such as structural assurance, enhance service
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trustworthiness. Structural assurances include the availability of service guarantees, privacy policies, third party
recognition, and endorsement [23]-[25].

2.1. Hypotheses development

The personal propensity to trust reflects an individual's tendency to trust others in various situations [18], [19].
This tendency is part of a person's personality and develops during the early stage of a person's life [26]. Trust
propensity takes two forms [18]: faith in humanity and trusting stance. In the first form, a person believes people are
reliable, and the second form depicts a person's belief that they will be better off when they consider people reliable.
In line with previous studies [27], we suggest that personal propensity to trust in password managers will depict the
degree to which individuals have a trusting stance towards the password managers. The following hypothesis is
proposed:

H1I: Personal propensity to trust will affect initial trust in password manager

Structural assurances, in general, are the safeguards, for example, promises, contracts, regulations or guarantees,
provided by the institutions to their customers [22]. In a technological context, these safeguards are encryption,
secure processes and procedures [28], third party certifications [29], and feedback mechanism [30]. In the case of
password mangers, users are concerned about their data and seek guarantees such as mentioned above. Based on this
we propose, the following hypothesis:

H2: Structural assurances will affect initial trust in password manager

Quality of service cannot be determined without prior experience. In this situation, when an individual does not
have prior experience, referrals and word of mouth are the channels that influence an individual's perceptions. The
individual's perceptions are also affected by institutional cues [25]. A good reputation is an assurance of a firm's
integrity and goodwill, which increases potential customers' trust even when they have no previous experience with
the service provider [31], and reduces the uncertainty and risks associated with the application [22]. We propose that
the firm reputation of password managers will have a significant influence on the initial trust related to password
managers and the following hypothesis is proposed:

H3: Firm reputation will positively affect initial trust in password managers

As discussed earlier, initial trust reduces the uncertainty and risk and establishes a connection that leads to the
usage of a new application. Both perceived usefulness and initial trust affect behavioral intention [32]. Studies have
shown that both these factors significantly affect adoption intention [33], thus, we propose the following hypotheses
for this study:

HA4: Initial trust positively affects intention to adopt password managers

Figure 1 shows the research model of the study. In addition to the above hypotheses, we will also examine the
indirect effects of antecedents of initial trust on password managers' adoption intention.

3. Methodology
3.1. Procedure

Data for the study was collected using an online survey using an online platform Webropol. Participants for the
study were recruited through an online crowdsourcing forum called SurveyCircle. Crowdsourcing platforms have
been extensively used in usable security and HCI research and proven as an effective way of collecting data from
random respondents [34]. SurveyCircle has been used previously in similar studies [35].

A three-part online survey was used for the data collection. Section 1 introduced participants with the purpose of
the study, the requirement (European resident, at least 18 years of age), and time to complete the survey, and lastly,
explicit consent was taken.
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Figure 1. Research model explaining the relationship of antecedents of initial trust and initial trust's relation with intention to adopt password

managers

After the consent, the respondents were asked to watch a short video
(URL: https://www.youtube.com/watch?v=LrazAx19Prs&t=3s) explaining the concept and features of the password
manager. This video was shown to ensure that respondents have a uniform conception of password managers when
responding to the statements in the survey. After the video, the respondents were asked if they had used a password
manager. This question allowed us to identify and remove respondents who were or had been a password manager
user. This step was necessary, as our purpose was to assess the initial trust and not the trust that formulates after the
experience. In section 2, items measuring the constructs shown in figure 1 were presented. All the items were
measured on a five-point Likert scale (1: strongly disagree to 5: strongly agree). The items, along with their sources,
are given in Table 1. Finally, in section 3, questions related to demographics (age, gender, educational background,
and country of residence) and background questions (number of accounts the participants manage passwords for,
perceived computer skills, computer and internet experience) were asked.

3.2. Participants

A total of 1454 respondents visited the survey link. Out of which, 312 completed the survey. Out of 312, 23
responses were removed due to incomplete responses. 63% of the respondents were female, 35% were male, and the
rest preferred not to tell. The average age of participants was 24.63 (SD = 2.09). 45% of participants have a high
school or equivalent qualification, while the rest had a bachelor or equivalent degree. In terms of disciplines, 16% of
participants were business students, 17% had an engineering background (including computer engineering), 15%
were from medicine and natural sciences, 26% were from social sciences, education and 16% from the humanities
and education. 48% of respondents were from the Nordic countries, 34% were from Western Europe, and the rest
were from other parts of Europe. In terms of computer skills, 18% rated themselves at a basic level, 56% rated them
as intermediate level users, while 26% considered themselves advanced level users. 35% of respondents had 1-5
accounts, 46% had 5-10 accounts, and 16% had ten or more accounts. The participants' computer and Internet
experience was measured in years. 28% of the participants had 1-10 years of computer experience, 38% had 10-15
years, 28% had 15-20 years, while the rest had 20 or more years of experience. 36% of the participants had been
using the Internet for 1-10 years, 43% for 10-15 years, 19% for 15-20 years, and the rest for 20+ years.

4. Data analysis and results
For initial screening, Statistical Package for Social Sciences (SPSS) v25.0 was used, whereas, later, for hypotheses

testing, we used partial least square structural equation modeling (PLS-SEM) in SmartPLS v3.2 [36]. PLS-SEM is
particularly useful when the sample size is small, data have normality issues, and the nature of the study is exploratory
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[36], [37]. PLS-SEM analysis takes place in two steps: first, the measurement model is tested to ensure the quality of
the variables in terms of reliability and consistency; second, the structural model is tested to understand relationships
between the variables with the help of path coefficients (8) and coefficient of determination (R?) and significance (p).
We also examined the indirect effects to examine the effect of antecedents on the intention to use password managers.
For significance testing, we used 5000 subsamples with a complete bootstrapping procedure.

4.1. Measurement model testing

Internal consistency was conventionally measured using Cronbach's alpha (a0). However, composite reliability (CR) is
prescribed as a better measure of internal consistency in PLS [37]. The recommended threshold for both a and CR is
0.7 [36]. In our study, a and CR for all the variables were between 0.73 and 0.913, and as suggested by [36], we have
reported both a and CR. The items' reliability is assessed with the help of item loading on the respective variable,
which should be > 0.60 [36]. In our study, most of the items had item loadings above the threshold except for one item
from structural assurances (SA3). Convergent validity is assessed through the average variance explained (AVE) with a
recommended threshold of 0.5 [36] . All our variables had AVE between 0.592 and 0.756. Lastly, for the assessment of
discriminant validity, we used the Fornell-Larcker criterion [38]. Our variables met the said criterion, that the square
root of AVE was higher than the correlation coefficients of the given two variables. Also, we also assessed collinearity
using the variance inflation factor (VIF) with a threshold of five [36]. Only one item (IA3) from intention to adopt had
collinearity issues (VIF>5) and was removed from further analysis. Table 1 has the measurement model testing results.

Table 1. Measurement model testing results, along with items and their sources

Constructs, items and sources VIF IL o CR AVE
Personal Propensity to Trust [33], [39] 0.76 0.86 0.67
PPT1- I avoid the use of new products like password management software 1.42 0.72
PPT2-I avoid the use of technology to manage passwords 1.94 091
PPT3-I am cautious in using new technology to manage my passwords 1.60 0.81
Structural Assurance [33], [39] 0.73 0.84 0.65
SA1- Password management software firms guarantee the protection of users' personal information 1.51 0.81
SA2- I do not have a risk of personal information theft using password management software 1.33 0.72
SA3- Password management software firms publish a policy on the protection of users' data 1.09 0.45
SA4- My data is secure when I use password management software 1.69 0.87
Firm Reputation [33], [39] 0.82 0.88 0.59
FR1-Password management software firms have a good reputation 2.59 0.73
FR2-I trust the company that develops password management software 2.94 0.80
FR3-The services password manager provides are of great quality 3.01 0.78
FR4-The company that produced the password manager I use is a secure institution 2.86 0.76
FR5-Password management software firms offer good services 2.33 0.75
Initial Trust [33], [39] 0.87 0.90 0.66
IT1-Password management software always provides accurate service 1.74 0.66
IT2-Password management software provides safe services 2.64 0.82
IT3-Password management software provides reliable services 333 0.87
1T4-Password management software seems reliable 3.87 0.84
ITS-Password management software seems secure 3.96 0.84
Intention to Adopt [33], [39] 0.87 091 0.72
IA1-I have the intention of managing my passwords by using the password management software 3.80 0.89
IA2-I'm curious about password management software 1.48 0.68
1A3-1 have the intention of managing my accounts using a password management sofiware 5.90 0.94
IA4-1 have the intention of logging in with the help of a password management software 3.47 0.90
IAS-I plan to use a password management software 3.99 091

Note: Items shown in italic were removed from further analysis
4.2. Structural model testing
Once the reliability and validity of the variables were established, we ran the structural model to test the proposed

hypotheses (1 to 4). Table 2 shows the result of the structural model test. Out of four hypotheses, three were
supported. In our model, 59% of variance in initial trust is explained by structural assurance (f = 0.38, p < 0.001)
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and firm reputation (B = 0.44, p < 0.001); and 11% of variance in intention to adopt is explained by initial trust (f =
0.33, p <0.001).

As a post hoc analysis, we also examined the total indirect effects of independent variables on the dependent variable
(intention to adopt password managers). Structural assurance (f = 0.12, p < 0.001) and firm reputation (f = 0.14, p <
0.001) had a significant indirect impact on intention to adopt password manager; whereas, personal propensity to trust,
did not have a significant indirect effect (3 =-0.01, p=0.71) on the intention to use password managers.

Table 2. Structural model testing results showing significant and non-significant relations.

Hypothesis  Relationship )i t p £ Result
Hi PPT2IT -0.03 0.450 0.688 0.002 Not supported
H2 SA2IT 0.38 4.760 <0.001 0.21 Supported
H3 FR>IT 0.44 4.484 <0.001 0.20 Supported
H4 IT>1A 0.33 6.250 <0.001 0.13 Supported

Note: PPT=personal propensity to trust, SA=structural assurance, FR=firm reputation, IT=initial trust, I[A=intention to adopt, f=path coefficient,
(= t-statistics. p= significance, /° =effect size. Insignificant relationships are shown in italic.

5. Discussion

This study examined the factors that constituted initial trust in password managers and further investigated the
effect of initial trust on the adoption intention of password managers. The study provides interesting insights of the
factors that result in the formation of initial trust in password managers.

To identify the factors that play a significant role in forming an initial trust, we examined the effect of three
selected factors: firm reputation, structural assurances, and personal propensity to trust. The results (Table 1)
indicate that there is structural assurance and firm reputation significantly affect initial trust formation (together,
they explain 59% of initial trust variance). On the other hand, the personal propensity of trust does not significantly
affect initial trust. While the previous studies [12], [40] identified a lack of trust as one of the major problems
towards adopting a password manager, these do not talk about the initial trust. Given that our study is among the
first, if not the first, to study the formation of initial trust in password managers' adoption intention, we cannot
compare our results with previous studies on password managers. A fruitful discussion is possible in the future when
further studies will examine initial trust formation in password managers.

Among the three identified antecedents, structural assurances outweigh both firm reputation and personal
inclination towards initial trust. The structural assurance measures the vendors' related measures of giving a
guarantee of protecting the users' personal information, having an open privacy policy, and having measures for data
security. This highlights the perceived importance of safeguard measures taken by password managers vendors. The
findings above indicate that individuals will be more willing to trust password managers when the vendor is reputed
and provides assurances against the possible risks. Considering that personal propensity to trust does not play a
significant role in developing initial trust in the password manager, individuals do not seem to oppose password
managers in general due to their personality traits.

The antecedents of initial trust also affect intention to adopt password managers. We found that both firm
reputation (f = 0.11, p < 0.001) and structural assurances (B = 0.10, p < 0.001) significantly affect password
manager's adoption intention indirectly. The results also suggest that respondents give equal importance to both
structural assurance and firm reputation.

5.1. Implications

This study makes important contributions to research and practice. For researchers, the model provides an
understanding of how initial trust in password managers is formed and further their relation with the adoption
intention of password managers. Previous studies show that people avoid using password managers due to the trust
factor and trust relationship with password manager adoption [16], [41]. This study showed how initial trust is
formed. Initial trust can further lead to trust-building in password managers and positively impact their adoption.
This study utilizes ITM to understand password manager adoption, which is an addition to the current knowledge
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base that utilizes UTAUT([16] and the Protection Motivation Theory (PMT) [41] models to understand password
manager adoption.

The study highlights the importance of firm reputation as well as structural assurances. Therefore, the vendors
should focus on establishing a trusting relationship with the customers from the early stage. One way to do this is to
run marketing campaigns highlighting the vendors' privacy policies and safeguards to prevent any loss of
information and confidentiality.

5.2. Limitations and future work

This study is not without limitations. First, the study participants were mostly located in Northern and Western
Europe and may not represent the whole EU in terms of the young adult population. The survey was conducted in
English, so there might be some ambiguity among the respondents considering English is not an official language in
most EU countries. In the study, we framed generic questions aiming at standalone password manager applications.
Since results show that both structural assurance and firm reputation equally affect intention to adopt password
managers, a future study may consider seeing differences between users of different password managers. We did not
measure structural assurances such as compensation for losses or external protection, such as a vendor's assurance to
comply with regulations and laws. We cannot know from the current study how powerful compensation for the
losses and compliance to regulations would affect an individual's initial trust in password managers. A future study
may clarify their roles.

Since social norms affect trust [22], it will be interesting to see the role of social norms as antecedent of initial
trust and password manager adoption. Moreover, studies may also consider other factors that may play an important
role in initial trust formation. One such factor is the awareness of password managers. Awareness has been found as
a driving force for learning skills necessary for enacting a certain type of behavior [42]. We should also look into
gender differences as previous studies found a gender disparity in the formation of trust [43], [44], as well as in
security behavior [45]. We also believe that integration of two or more models (For example, [27], [33], [37] and
[46]) may further enhance our understanding of password managers’ adoption.

6. Conclusion

In this study, we examined the formation of initial trust in password managers' context and how initial trust
relates to password manager adoption intention. We proposed a research model based on the initial trust model and
technology acceptance model. To test the model empirically, data were collected from 289 young adults from
Europe (aged 18-35). The analysis was mainly carried out using structural equation modeling (SEM) in
SmartPLS3.2 and supported by SPSS v25.0. The results show that structural assurance (f = 0.38, p < 0.001) and
firm reputation (B = 0.44, p < 0.001) play a significant role in initial trust formation. Further, initial trust affects the
intention to adopt a password manager. This study is among the first studies to explain the factors affecting
password managers' initial trust and how it translates to password managers' adoption intention.
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