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Abstract—Combination of simultaneously transmitting and
reflecting-reconfigurable intelligent surface (STAR-RIS) and
Non-orthogonal multiple (NOMA) brings the necessary full-space
degrees of freedom and spatial multiplexing gains for the internet
of things (IoT) networks. Meanwhile, the introduced network
heterogeneity and sharing of channels make the information in-
teractions more exposed. To mitigate the flaw, this paper proposes
a covert communication scheme in STAR-RIS assisted NOMA
networks over Nakagami-m fading channels for downlink and
uplink IoT scenarios. Under the NOMA protocol with imperfect
successive interference cancellation (SIC), an IoT access point
aims to achieve the information interactions with two IoT users
aided by a STAR-RIS, without being detected by two wardens.
The two IoT users are located on both sides of the STAR-
RIS, which adopts the coherent phase shifting and works in the
mode switching protocol. In the scheme, Kullback-Leibler (KL)
divergence is used for evaluating the detection performance of
wardens. The cascade channel gains of IoT users and wardens
are respectively characterized as Gamma and complex Gaussian
random variables. Upon this, the close-form expressions of the
expectations of KL divergence and the interruption probabilities
for downlink and uplink scenarios are derived. To improve the
performance, by jointly optimizing the transmit power and power
allocation coefficient, the effective covert rate maximization
problems are formulated for downlink and uplink scenarios,
subject to covertness, reliability and power boundary constraints,
which are respectively resolved analytically. Numerical results
are provided to demonstrate that the proposed scheme can bring
more covertness gain compared with benchmarks.

Index Terms—Internet of things (IoT), reconfigurable intelli-
gence surface (RIS), simultaneously transmitting and reflecting
(STAR), non-orthogonal multiple (NOMA), covert communica-
tions.

I. INTRODUCTION

The past decade has witnessed the revolutionary progress of
the communication technologies, which is already evolving to
the sixth generation (6G) wireless communication networks.
The first 6G white paper, entitled ”Vision of 6G wireless
systems: applications, trends, technologies, and open research
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problems”, pointed out that 6G networks would achieve the
high reliability, high bandwidth, high security, high transmis-
sion speed and low delay communications [1]. These features
facilitate the emerging internet of things (IoT) application
scenarios, such as remote surgery, smart homes, intelligent
transportation and smart cities, which will resultantly prolifer-
ate the exponential IoT terminals and ubiquitous personalized
services [2]. It is predicted that there will be 75 billion IoT
devices connected to the IoT networks by 2030, which brings
tremendous challenges for the existing networks in terms
of network performance, resources and architecture [3], [4].
How to support the multiple access, high security, sufficient
coverage, and lower resource consumption communication
in the IoT networks has attracted a lot of attention from
researchers.

Non-orthogonal multiple access (NOMA) and reconfig-
urable intelligent surface (RIS) have been deemed as two po-
tential technologies to cope with the mentioned challenges [5].
In one respect, NOMA can accommodate multiple services
in parallel by splitting them into different power domains to
perform the successive interference cancellation (SIC), which
adequately improves spectral efficiency, is in favor of massive
connectivity and lets transmission delay down [6]. Due to
these capabilities, NOMA has been widely applied in the
IoT scenarios, such as massive machine type communications
(mMTC), unmanned aerial vehicle (UAV) communications
and ultra-reliable low-latency communications (uRLLC) [7]–
[9]. In other respects, RIS consists of a large number of passive
particle metamaterial elements, each of which can indepen-
dently reconfigure the properties of the incident signals, i.e.,
phase and amplitude, controlled by a smart controller [10].
With extremely low cost and power consumption, RIS can
improve the spatial diversity gain, expand the transmission
coverage and create favorable propagation environments for
received electromagnetic waves [11]. With these strengths, RIS
is arranged in the IoT networks to improve channel capacities,
save transmission costs and relay long-distance transmissions
et cetera [12]–[14].

A. Literatures Review

Benefitting from these capabilities, applying the potentials
of RIS into NOMA IOT networks has recently become a
hot research topic. [15] and [16] characterized the reliability
improvement for RIS-assisted NOMA networks. Considering



IEEE INTERNET OF THINGS JOURNAL, VOL. XX, NO. XX, XXX 2023 2

the power consumption and sum rate tradeoff, Wang et al.
proposed a energy efficiency maximization strategy for RIS
NOMA networks in [17]. By optimizing the phase of RIS, the
authors of [18] proposed a machine learning based throughput
maximization scheme for RIS aided NOMA IoT networks.
It is worth mentioning that RIS requires all served users to
be located on the same side of RIS, which degrades the
degrees of freedom. To overcome this bottleneck, simultane-
ously transmitting and reflecting (STAR)-RIS was introduced.
Each element of STAR-RIS can reflect and refract the incident
signals in parallel under the protocols of power splitting, mode
switching or time switching, which provides the full-space
(i.e., 360◦) coverage for IoT networks [19]. It was validated
in [20] that STAR-RIS could significantly extend the coverage
compared with RIS. Upon this, Du et al. established a wireless
powered IoT transmission transmission framework by means
of STAR-RIS in [21].

Further, the combination of STAR-RIS and NOMA IoT
networks has aroused the interest of researchers. [22] provid-
ed a general analytical framework for the STAR-RIS based
NOMA network, in which coverage probability and average
transmission rates of users were characterized. Wang et al.
pointed out that the received signal to noise ratios (SNR)
of NOMA users were maximized when the coherent phase
shifting was adopted at STAR-RIS [23]. By optimizing the
decoding order of IoT terminals and phases of STAR-RIS, the
authors of [24] maximized the effective sum rate of NOMA
IoT networks. As compared with orthogonal multiple access
(OMA), [25] validated applying STAR-RIS into multiple-input
and multiple-output (MIMO) NOMA networks could yield
higher energy efficiency gains. By adjusting the deployment
location of STAR-RIS, the weighted throughput of NOMA
networks was optimized [26]. [27] deployed the STAR-RIS
NOMA in UAV networks, which maximized the sum rate of
networks by optimizing the location of UAV and phases of
STAR-RIS.

Owing to the openness and sharing of IoT transmission
medium, the transmitted information is directly exposed in
the networks. For security-sensitive contents, they tend not
to be effectively monitored by other nodes. For instance, in
unmanned remote control system, in case they are detected
and then jammed, control commands are expected to be con-
veyed covertly. Covert communication, aiming at achieving the
information transmissions without being detected by malicious
wardens, was introduced to remedy the vacancy. With the help
of relay, the authors of [28] achieved covert transmissions in
IoT networks. [29]–[32] investigated covert communication in
NOMA networks. These literatures confused the wardens by
creating uncertainty to wardens by means of channel inversion
power control [29], random transmit power [30], uncertain
channel distribution information [31] and extra imposed jam-
ming [32]. Those eventually increased the detection error
probabilities of wardens so that wardens could not effectively
tell whether the communication occurred. In [33], the authors
utilized the Kullback-Leibler (KL) divergence to characterize
the detection performance of wardens, which provided a novel
paradigm for covert communication design.

More recently, the covert communication in RIS IoT net-

works has also been extensively explored. In [34], Ma et
al. considered the covert transmission in RIS-assisted IoT
networks, in which two covert rate maximization strategies
were proposed with and without the channel state information
(CSI) of warden. The authors of [35] investigated an energy-
efficient covert UAV communication scheme over terahertz
(THz) band with the help of RIS, which improved the covert
throughput. Considering the information freshness, [36] pro-
posed an opportune two-way information exchange protocol
for RIS aided networks. Considering residual hardware im-
pairments, Chen et al. in [37] maximized the network capacity
under the constraint of the covertness by jointly optimizing
the transmit power and phase of RIS for RIS IoT networks.
By introducing phase uncertainty from RIS, [38] achieved the
covert uplink and downlink transmission for RIS aided NOMA
networks. In [39], the authors jointly considered the security
and covertness for RIS assisted NOMA networks, in which
secrecy outage probability and detection error probability were
characterized.

B. Motivations and Contributions

As for the aforementioned research efforts, we summarize
the significant observations below.

1. In the existing literatures on covert communication in
NOMA networks [29]–[32], [38], [39], it is assumed
that there are two users in NOMA networks. One of
them is a public user and the other is a covert user.
Regardless of covert action, public user always sends
information to provide a shelter, which is resources-
wasting without necessary public action. Therefore, it is
necessary to investigate the covert communication of the
NOMA network as a whole.

2. For the IoT node far away from the IoT access point [28],
the relay is deployed to assist covert transmission. The
relay divides the covert action into two phases, which
provides warden another opportunity for detection. Si-
multaneously, the increased power by the relay makes
information transmission more exposed, which is un-
friendly to remote covert action.

3. In the existing works on covert RIS transmission [34]–
[39], it is required that all users are located at the same
side of RIS, which decreases the degrees of freedom and
only provides half-space covert transmission. For users
on the opposite side of RIS, covert communication is
unlikely to be achieved.

Inspired by these observations, this paper considers the
covert communication in STAR-RIS assisted NOMA networks
for downlink and uplink IoT scenarios, for the first time. Under
the NOMA protocol with the imperfect SIC, an IoT access
point aims at covertly completing the information interactions
with two IoT users, each of which is monitored by a warden,
aided by a STAR-RIS. The two IoT users are located on
both sides of the STAR-RIS. Similar to [23], the coherent
phase shifting is adopted at STAR-RIS working in the mode
switching protocol, which can maximize the received SNRs
of IoT users. Our goal is to hide the entire interactions of
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Fig. 1. System model for STAR-RIS assisted NOMA Networks. (a) Downlink IoT scenario. (b) Uplink IoT scenario.

STAR-RIS assisted NOMA networks. More particularly, our
main contributions are fourfold:

1. We propose a novel covert STAR-RIS assisted NOMA
transmission scheme over Nakagami-m fading channels
for downlink and uplink IoT scenarios. Considering the
worst case, wardens can have access to all CSI of the
network but only statistical CSI of wardens is available
at the IoT access point. In the scheme, the phase shifting
of STAR-RIS provides a shelter for the covert actions
and KL divergence is utilized to analyze the detection
performance of wardens.

2. For the proposed scheme, we provide an analytical frame-
work for covertness and reliability of the networks. The
cascade channels gains of the IoT users are character-
ized as two random variables (RV) following Gamma
distribution. The cascade channels gains of wardens are
approximated as two complex Gaussian RV. As a re-
sult, the close-form expressions of the expectations of
KL divergence and transmission interruption probabilities
under the imperfect SIC for downlink and uplink IoT
scenarios are derived.

3. In order to improve the performance, we formulate the ef-
fective covert rate (ECR) maximization problems, subject
to covertness demands, reliability constraints and power
boundary constraints. For the downlink IoT scenario, by
jointly optimizing the transmit power and power alloca-
tion coefficient of the IoT access point, the maximum
ECR is captured analytically. For the uplink IoT scenario,
by joint optimizing the transmit power of two IoT users,
the maximum ECR is acquired by a 2D numerical search.

4. Numerical results are preened to demonstrate that apply-
ing the potentials of STAR-RIS into NOMA networks
can bring more covertness gain, as compared with bench-
marks.

The rest of the paper is organized as follows: Sect. II
introduces the system and channels models for the STAR-RIS
assisted NOMA networks for downlink and uplink IoT scenar-
ios. Sect. III analyzes jointly the information transmissions,
covertness, and covert scheme design for the downlink sce-

TABLE I
ACRONYMS AND MEANINGS

Abbreviations Descriptions

AWGN additive white Gaussian noise
CSI channel state information
IoT internert of things
KL Kullback-Leibler

MDEP minimum detection error probability
NOMA non-orthogonal multiple access

RIS reconfigurable intelligent surface
RV random variable
SIC successive interference cancellation

SNR(SINR) signal to (interference and) noise ratio
STAR simultaneously transmitting and reflecting

narios. Sect. IV details jointly the information transmissions,
covertness and covert scheme design for the uplink scenarios.
Numerical results are provided to demonstrate the superiority
of the proposed principle as compared with the benchmarks
in Sect. V. Finally, Sect. VI concludes the paper.

Notations: The uppercase and lowercase boldface letters
serve as the matrixes and vectors, respectively. X ∼ f (x)
shows that probability density function (pdf) of X is f (x).
CN (a, b) and N (a, b) respectively denote the circular symmet-
ric complex Gaussian distribution and Gaussian distribution
with mean a and variance b. Γ(k, θ) and U(a, b) respectively
mean Gamma distribution with shape parameter k and scale
parameter θ and uniform distribution over the interval (a, b).
diag(·) ∈ CK×K means K × K diagonal matrix. E(·), V(·)
and P(·) respectively denote the expectation, variance and
probability operations. Some main abbreviations used below
and their descriptions are summarized in the Table I.

II. SYSTEM AND CHANNEL MODELS

This paper considers the covert transmissions in the STAR-
RIS assisted NOMA networks for downlink and uplink IoT
scenarios, as exhibited in Fig. 1. Using the NOMA protocol, an
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IoT access point, termed as Alice, aims to covertly complete
information interaction with two IoT users, termed as Bob
and Cindy, which are monitored by two wardens, termed as
Willie 1 and Willie 2. The wardens are likely to be idle IoT
nodes. From the distance to Alice, Bob and Cindy are the
near and far terminals, respectively. Due to tall obstacles, there
is no direct communication link between Alice and Cindy.
To facilitate the transmissions, a STAR-RIS capable of both
reflecting and refracting the incident signals is deployed in
the networks. The STAR-RIS consists of 2K reconfigurable
elements, each of which can reflect or refract the signals on its
own. The STAR-RIS is controlled by Alice through a smart
controller adjusting the parameters of all elements. For the
convenience of deployment, it is assumed that the STAR-RIS
works in the mode switching protocol and divides its 2K
elements into two equal parts for the reflection and refraction,
in which the corresponding regions are called the reflective
and refractive zones. As such, Bob and Willie 1 are located
at the reflective zone while Cindy and Willie 2 are located at
the refractive zone. As long as one of Willie 1 and Willie 2
can detect communication behaviours, the covert transmissions
are suspended. All terminals with single antenna work in the
half-duplex mode.

Assume that the channels associated with the STAR-RIS
undergo independently distributed (i.d.) Nakagami-m fading
along with path loss. The channels of direct links are captured
by the Rayleigh fading along with path loss. Let dAB , dAW ,
dBW , dCL, dAR, dRB , dRW , dRC and dRL denote the
distances of links Alice → Bob, Alice → Willie 1, Bob →
Willie 1, Cindy → Willie 2, Alice → STAR-RIS, STAR-
RIS → Bob, STAR-RIS → Willie 1, STAR-RIS → Cindy
and STAR-RIS → Willie 2, respectively. The corresponding
small-scale fading coefficients are respectively expressed as
gAB , gAW , gBW , gCL, gAR, gRB , gRW , gRC and gRL,
where gAB , gAW , gBW , gCL ∼ CN (0, 1), g∆ ∈ CK×1 and
|g∆,k| ∼ Nakagami(m∆, 1), ∆ ∈ {AR,RB,RW,RC,RL},
k ∈ [1,K] and |g∆,k| means of the modulus of k-th entry
of g∆. The large-scale path loss coefficients are captured by
LΥ = L0d

−β
Υ , where Υ ∈ {∆, AB,AW,BW,CL}, β is

the path loss exponent and L0 means the reference path loss
per unit distance. Regarding channel information, we have
the following assumptions: 1) Channel condition of Bob is
better than that of Cindy, based on that Bob and Cindy are
near and far users in terms of distance to Alice. 2) Alice
knows the instantaneous CSI of links Alice-Bob and Alice-
RIS-users based on channel estimation. Only statistical CSI
of links related to wardens are available at Alice, because
wardens cannot feed back their instantaneous CSI. 3) Channel
reciprocity is hold in the networks. To support this, the
networks work in the time-division duplexing (TDD) mode
for the downlink and uplink communications. 4) Wardens can
have access to CSI of all links, which is the worst case.

III. COVERT COMMUNICATIONS IN STAR-RIS
DOWNLINK NOMA NETWORKS

In this section, we consider the covert communications
in STAR-RIS assisted downlink NOMA networks. First, we

analyze the information transmission of the downlink NOMA
networks. Then, we detail the covertness of the networks. Last,
the covert transmission scheme is designed.

A. STAR-RIS Assisted Downlink NOMA Transmissions

As shown in Fig. 1(a), in the downlink NOMA networks,
Alice transmits two unit-power covert signals xB and xC to
Bob and Cindy with the help of a STAR-RIS. The received
signals at Bob and Cindy can be denoted by

yB [m] =
(√

LABgAB +
√

LARLRBg
H
RBΘRgAR

)
×
(√

a1PAxB [m] +
√
a2PAxC [m]

)
+ nB [m],

(1)

and

yC [m] =
√
LARLRBg

H
RCΘTgAR

×
(√

a1PAxB [m] +
√
a2PAxC [m]

)
+ nC [m],

(2)

where PA is the transmit power at Alice. a1 and a2 with
a1 + a2 = 1 are the power allocation factors of Alice.
Bob has better channel condition, so 0 < a1 < 0.5 is
assumed. nB ∼ CN (0, σ2

B) and nC ∼ CN (0, σ2
C) are the

additive white Gaussian noises (AWGN) at Bob and Cindy,
respectively. m is the index of channel use for the occupied
slot. ΘR = diag

(
ejθ

R
1 , ..., ejθ

R
k , ..., ejθ

R
K

)
∈ CK×K and

ΘT = diag
(
ejθ

T
1 , ..., ejθ

T
k , ..., ejθ

T
K

)
∈ CK×K denote the

reflection and refraction coefficients matrixes with θRk , θ
T
k ∈

[0, 2π) being the phase shift of k-th element of the STAR-RIS
regulated by Alice. In the NOMA network, Bob first decode
xC and then extract xB by removing the partial xC . Consider
the imperfect SIC, the signal to interference and noise ratio
(SINR) extracting xC and SNR decoding xB at Bob can be
given by

γB,C =
|
√
LABgAB +

√
LARLRBg

H
RBΘRgAR|2a2PA

|
√
LABgAB +

√
LARLRBgH

RBΘRgAR|2a1PA + σ2
B

,

(3)
and

γB =
|
√
LABgAB +

√
LARLRBg

H
RBΘRgAR |2 a1PA

ϕ|
√
LABgAB +

√
LARLRBgH

RBΘRgAR|2a2PA + σ2
B

,

(4)
respectively. Where 0 ≤ ϕ < 1 is the iSIC factor with ϕ = 0
meaning the perfect SIC. Regarding xB as the interference,
the SNR of Cindy directly decoding xC can be given by

γC =
|
√
LARLRCg

H
RCΘTgAR|2a2PA

|
√
LARLRCgH

RCΘTgAR|2a1PA + σ2
C

. (5)

Having no access to instantaneous CSI of wardens, Alice
regulates ΘR and ΘT in line with the channel information of
users. As pointed out in [22], a coherent phase shift strategy
can maximize the SNRs of both users. In this case, the optimal
θRk can θTk can be given by(

θRk
)∗

= θAB − (θRB,k + θAR,k), (6)
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and (
θTk
)∗

= −(θRC,k + θAR,k), (7)

respectively. θAB and θ∆,k denote the phases of gAB and k-th
entry of g∆, respectively. The optimal reflection and refraction
coefficients matrixes can be respectively given by

Θ∗
R = diag

(
ej(θ

R
1 )

∗

, ..., ej(θ
R
k )

∗

, ..., ej(θ
R
K)

∗)
, (8)

and

Θ∗
T = diag

(
ej(θ

T
1 )

∗

, ..., ej(θ
T
k )

∗

, ..., ej(θ
T
K)

∗)
. (9)

B. Covertness Analysis of STAR-RIS Downlink NOMA

2 m-1 m+1... ...1 m

Channel use Silent

Fig. 2. Channel use diagram of selected transmission slot.

1) Detection at Wardens: To avoid being detected by war-
dens, Alice cannot always transmit the signals in each slot.
As shown in Fig. 2, Alice sends the covert information with a
certain prior probability ρ in a selected slot. As such, wardens
are not sure whether the covert signals are sent. They need to
make a binary judgement in line with their observations in the
network. Let H0 and H1 denote respectively that Alice sends
and does not send the covert signals to NOMA users. Under
H0 and H1, the received signals at Willie 1 and Willie 2 can
be given as follows:

H0 : yW1[m] = nW1[m],

H0 : yW2[m] = nW2[m],

H1 : yW1[m] =
(√

LAW gAW +
√

LARLRWgH
RWΘRgAR

)
×
(√

a1PAxB [m] +
√
a2PAxC [m]

)
+ nW1[m],

H1 : yW2[m] =
√

LARLRLg
H
RLΘTgAR

×
(√

a1PAxB [m] +
√
a2PAxC [m]

)
+ nW2[m].

(10)

Wherein, nW1 ∼ CN (0, σ2
W1) and nW2 ∼ CN (0, σ2

W2)
denote the AWGN at Willie 1 and Willie 2, respectively. m is
the index of channel use for the occupied slot. Without loss
of generality, σ2

B = σ2
C = σ2

0 and σ2
W1 = σ2

W2 = σ2
W are

set. Assume that Alice chooses to send covert signals or not
with equal prior probability, i.e., ρ = 0.5. To maximize the
detection performance, wardens adopt the optimal test strat-
egy. The corresponding minimum detection error probability
(MDEP) can be computed by [33]

Ξ∗ = 1− VT

(
PW1/W2
0 ,PW1/W2

1

)
, (11)

where VT

(
PW1/W2
0 ,PW1/W2

1

)
is the total variation distance

between PW1/W2
0 and PW1/W2

1 being the probability
distributions of received signals at Willie 1/Willie 2 under

H0 and H1 shown as follows: PW1
0 , f(yW1[m]|H0) =

CN (0, σ2
W ), PW2

0 , f(yW2[m]|H0) = CN (0, σ2
W ),

PW1
1 , f(yW1[m]|H1) = CN (0, PA|

√
LAW gAW +√

LARLRWgH
RWΘRgAR|2 + σ2

W ) and PW2
1 ,

f(yW2[m]|H1) = CN (0, PA|
√
LARLRLg

H
RLΘTgAR|2 +

σ2
W ). Since VT

(
PW1/W2
0 ,PW1/W2

1

)
is difficult to handle,

by the Pinskers inequality [33], an analyzable upper bound is
acquired by

VT

(
PW1/W2
0 ,PW1/W2

1

)
≤
√
0.5D

(
PW1/W2
0 ∥ PW1/W2

1

)
,

(12)
where D

(
PW1/W2
0 ∥ PW1/W2

1

)
is the KL divergence from

PW1/W2
0 to PW1/W2

1 , which can be respectively calculated by

DW1 = D
(
PW1
0 ∥ PW1

1

)
=

∫
x

f(yW1(x)[m]|H0) ln
f(yW1(x)[m]|H0)

f(yW1(x)[m]|H1)
dx

(a)
= ln

(
1 +

σ2
ν1

σ2
W

)
+

σ2
W

σ2
ν1

+ σ2
W

− 1, (13)

and

DW2 = D
(
PW2
0 ∥ PW2

1

)
=

∫
x

f(yW2(x)[m]|H0) ln
f(yW2(x)[m]|H0)

f(yW2(x)[m]|H1)
dx

(a)
= ln

(
1 +

σ2
ν2

σ2
W

)
+

σ2
W

σ2
ν2

+ σ2
W

− 1, (14)

where (a) means substituting the expressions of the probability
distributions into the integral. σ2

ν1
and σ2

ν1
can be respectively

given by

σ2
ν1

= PA |
√
LAW gAW +

√
LARLRWgH

RWΘRgAR |2,
(15)

and
σ2
ν2

= PA |
√

LARLRLg
H
RLΘTgAR |2 . (16)

Substituting (12) into (11), it is acquired that the MDEP satisfy

Ξ∗ ≥ 1−
√

0.5D
(
PW1/W2
0 ∥ PW1/W2

1

)
. (17)

Generally, covert communication is achieved when Ξ∗ ≥ 1−ε
for a given arbitrarily small value of ε > 0 being depending
on covertness level. Substituting it into (17), we can reacquire
the covertness constraint as

D
(
PW1/W2
0 ∥ PW1/W2

1

)
≤ 2ε2. (18)

2) Expected Detection Performance: Having no access to
the instantaneous CSI related to wardens, Alice has no idea
about specific values of σ1

ν2
and σ2

ν2
. We utilize the expected

values of D
(
PW1/W2
0 ∥ PW1/W2

1

)
over all channel realiza-

tions of wardens to evaluate covertness of the networks in this
paper.

Lemma 1: When K is sufficiently large, ξW =
gH
RWΘRgAR can be approximated as a circularly symmetric

complex Gaussian RV with mean 0 and variance K, i.e.,

ξAW = gH
RWΘRgAR ∼ CN (0,K), (19)
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Proof: Under the optimal reflection coefficients matrix
Θ∗

R of STAR-RIS, ξW can be rewritten as

ξAW = gH
RWΘRgAR

=
K∑

k=1

| gRW,k || gAR,k | ej(θRW,k+θAR,k+(θR
k )

∗
)

=
K∑

k=1

| gRW,k || gAR,k | ej(θRW,k+θAB−θRB,k), (20)

which is the sum of K out-of-phase complex-valued coeffi-
cients. It is noting that θRW,k, θAB and θRB,k are i.i.d. RVs
circularly uniformly distributed on [0, 2π), so their weighted
combination follows the same uniform distribution U [0, 2π).
In the light of the central limit theorem (CLT), ξW can be
approximated as a 0-mean complex Gaussian RV. By means
of [Lemma 4, [15]] and Appendix C in [16], the probability
distribution of ξW can be acquired when K is sufficiently
large. The approximation is verified to be tight even with
relatively small K in [16].

Lemma 2: When K is sufficiently large, ξL = gH
RLΘTgAR

can be approximated as a circularly-symmetric complex Gaus-
sian RV with mean 0 and variance K, i.e.,

ξAL = gH
RLΘTgAR ∼ CN (0,K). (21)

Proof: Similar to the proof of Lemma 1.

Based on Lemma 1, σ2
ν1

can be reconstructed as

σ2
ν1

= PA |
√
LAW gAW +

√
LARLRWgH

RWΘRgAR |2

= PA(LAW +KLARLRW ) | ξ0 |2, (22)

where ξ0 ∼ CN (0, 1). As such, σ2
ν1

can be regarded as
an exponential RV with expectation λW1 = PA(LAW +
KLARLRW ), i.e.,

σ2
ν1

∼ exp

(
1

λW1

)
= exp

(
1

PA(LAW +KLARLRW )

)
.

(23)
Similarly, based on Lemma 2, σ2

ν2
can be also regarded as an

exponential RV and its probability distribution is given by

σ2
ν2

∼ exp

(
1

λW2

)
= exp

(
1

PAKLARLRL

)
. (24)

Based on the above analysis, we can derive the expected val-
ues of D

(
PW1/W2
0 ∥ PW1/W2

1

)
over all channel realizations

shown in the following theorems.

Theorem 1: The expected value of D
(
PW1
0 ∥ PW1

1

)
over

all realization of σ2
ν1

can be calculated as

EW1 = −
(
1 +

σ2
W

λW1

)
exp

(
σ2
W

λW1

)
Ei
(
− σ2

W

λW1

)
− 1, (25)

where Ei(x) =
∫ x

−∞ et/tdt is the exponential integral function
[eq. (8.211), [40]].

Proof: The pdf of σ2
ν1

is expressed as fσ2
ν1
(x) =

1
λW1

exp
(
− 1

λW1
x
)

, for x ≥ 0. Based on this, EW1 can be

computed by

EW1 = E
(
D
(
PW1
0 ∥ PW1

1

))
=

∫ ∞

0

ln

(
1 +

x

σ2
W

)
fσ2

ν1
(x)dx︸ ︷︷ ︸

E11

+

∫ ∞

0

σ2
W fσ2

ν1
(x)

x+ σ2
W

dx︸ ︷︷ ︸
E12

−1,

(26)

where

E11 =

∫ ∞

0

ln

(
1 +

x

σ2
W

)
1

λW1
exp

(
− 1

λW1
x

)
dx

(b)
= − exp

(
σ2
W

λW1

)
Ei
(
− σ2

W

λW1

)
(27)

and

E12 =

∫ ∞

0

σ2
W

x+ σ2
W

1

λW1
exp

(
− 1

λW1
x

)
dx

(c)
= − σ2

W

λW1
exp

(
σ2
W

λW1

)
Ei
(
− σ2

W

λW1

)
, (28)

in which [eq. (4.337-2), [40]] and [eq. (3.352-4), [40]] are
utilized at (b) and (c), respectively. Substituting (27) and (28)
into (26), the closed-form expression of EW1 is derived. The
proof is completed.

Theorem 2: The expected value of D
(
PW2
0 ∥ PW2

1

)
over

all realization of σ2
ν2

can be calculated as

EW2 = −
(
1 +

σ2
W

λW2

)
exp

(
σ2
W

λW2

)
Ei
(
− σ2

W

λW2

)
− 1. (29)

Proof: Similar to the proof of Theorem 1.
Based on Theorem 1 and Theorem 2, in the following, the
covertness of the STAR-RIS assisted downlink NOMA net-
works can be evaluated by means of the following constraints:

EW1 ≤ 2ε2, and EW2 ≤ 2ε2. (30)

C. Covert STAR-RIS Downlink NOMA Design

In this subsection, we first analyze the reliability of STAR-
RIS assisted downlink NOMA networks. Upon this, an ECR
maximization problem is formulated, subject to the covertness
and reliability constraints. By solving this, the optimal system
parameters can be acquired.

1) Reliability Analysis: According to the coherent phase
shift shown in (8) and (9), the cascade channels of Bob and
Cindy can be respectively rewritten as

ξB =
√

LABgAB +
√
LARLRBg

H
RBΘRgAR

=
√

LAB | gAB | +
√
LARLRB

K∑
k=1

| gAR || gRB |, (31)

and

ξC =
√
LARLRCg

H
RCΘTgAR

=
√
LARLRC

K∑
k=1

| gAR || gRC | . (32)

In the following, we analyze the distributions of the cascade
channels.
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Lemma 3: When K is sufficiently large, | ξB |2 can be
approximated as a Gamma RV with shape kB and scale θB ,
i.e.,

| ξB |2∼ Γ(kB, θB), (33)

where kB =
Kµ2

B

4δ2B
, θB = 4Kδ2B , µB =

√
LABπ
2K2 +

√
LARLRBΩmAB , δ2B = LAB(4−π)

2K2 + LARLRB

(
1− Ω2

mAB

)
and ΩmAB

=
Γ(mAR+ 1

2 )Γ(mRB+ 1
2 )

Γ(mAR)Γ(mRB)(mARmRB)1/2
.

Proof: See proof in Appendix A. The approximation is
verified to be tight even if K = 4 in [22].

Lemma 4: When K is sufficiently large, | ξC |2 can be
approximated as a Gamma RV with shape kC and scale θC ,
i.e.,

| ξC |2∼ Γ(kC , θC), (34)

where kB =
Kµ2

C

4δ2C
, θC = 4Kδ2C , µC =

√
LARLRCΩmAC

,
δ2C = LARLRC(1 − Ω2

mAC
) and ΩmAC =

Γ(mAR+ 1
2 )Γ(mRC+ 1

2 )
Γ(mAR)Γ(mRC)(mARmRC)1/2

.
Proof: See proof in Appendix B.

When decoding SINRs or SNRs at terminals are less than
preset values, the information transmissions will be interrupted
in the STAR-RIS assisted downlink network. To guarantee the
reliability of covert communications, the interruption proba-
bility should be controlled within a small range. Assume that
the preset target rates of Bob and Cindy are respectively RB

and RC . Following, we analyze the interruption probabilities
of Bob and Cindy in detail.

Theorem 3: The interruption probability decoding xB at
Bob under the imperfect SIC can be given by

PB =1−
(
1− 1

Γ(kB)
γ

(
kB ,

σ2
0rC

θB(a2 − a1rC)PA

))
×
(
1− 1

Γ(kB)
γ

(
kB ,

σ2
0rB

θB(a1 − ϕa2rB)PA

))
, (35)

where rB = 2RB − 1 and rC = 2RC − 1. Γ(x) =∫∞
0

e−ttx−1dt and γ(a, x) =
∫ x

0
e−tta−1dt are the gamma

function [eq. (8.310-1), [40]] and the lower incomplete gamma
function [eq. (8.350-1), [40]], respectively.

Proof: See proof in Appendix C.
Theorem 4: The interruption probability decoding xC at

Cindy can be given by

PC =
1

Γ(kC)
γ

(
kC ,

σ2
0rC

θC(a2 − a1rC)PA

)
. (36)

Proof: See proof in Appendix D.
2) Covert Transmission Principle: In the downlink net-

work, Alice aims to transmit two covert signals to Bob
and Cindy under the help of the STAR-RIS without being
detected by wardens. The ECR of the downlink network can
be defined as CD

cov = (1−PB)RB+(1−PC)RC . To improve
the covert performance of the STAR-RIS assisted downlink
NOMA network, we maximize the ECR of the network by
jointly optimizing the transmit power PA and power allocation
coefficient a1, subject to reliability constraints of Bob and
Cindy, covertness constraints of the network and the boundary
constraints. As such, the optimization problem can be formu-

lated as

max
a1,PA

CD
cov = (1− PB)RB + (1−PC)RC (37a)

s.t. EW1 ≤ 2ε2, (37b)

EW2 ≤ 2ε2, (37c)
PB ≤ pB, (37d)
PC ≤ pC , (37e)
0 < a1 < 0.5, and a1 + a2 = 1 (37f)
0 < PA ≤ pmax, (37g)

in which (37b) and (37c) are the covertness constraints of
the network. (37d) and (37e) are the reliability constraints
with pB and pC being the tolerable maximum interruption
probabilities at Bob and Cindy, respectively. (37f) and (37g)
are the boundary constraints of a1 and PA, respectively.
pmax is the maximum transmit power at Alice. Because of
dγ(a,x)

dx = xa−1e−x > 0, it is easy to prove that PB and
PC are two monotonically decreasing functions w.r.t. PA. The
ECR CD

cov is a monotonically increasing function w.r.t. PA. As
such, the value of PA should be as large as possible. Note
that EW1, EW2 are only related to PA but a1. We analyze the
monotonicity of EW1, EW2 on PA in the following.

Lemma 5: EW1, EW2 are two monotonically increasing
functions with respect to PA.

Proof: See proof in Appendix E.
In the light of Lemma 5, (37b) and (37c) can be rewritten
as PA ≤ P †

A and PA ≤ P ‡
A with P †

A and P ‡
A being the

solutions EW1(PA) = 2ε2 and EW2(PA) = 2ε2 respectively.
Synthetically, Larger PA, smaller the interruption probabilities
and larger ECR. The optimal value PA is determined by the
covertness constraints and can be given by

P ∗
A = min

(
pmax, P

†
A, P

‡
A

)
. (38)

For given optimal PA, the optimization problem (37) can be
reformulated as

min
a1

CD
cov,1 = PBRB + PCRC

s.t. (37d), (37e) and (37f). (39)

Note that PC is a monotonically increasing function a1,
so (37e) can be rewritten as a1 ≤ a†1 with a†1 being the
solution PC(a1) = pC . (37e) and (37f) is jointly equivalent
to 0 < a1 ≤ min(a†1, 0.5) and a1 + a2 = 1. Owing to the
complicated expressions of (35) and CD

cov,1, it is difficult to de-
rive their derivatives w.r.t. a1 to perform the Lagrange duality
method. (39) can be solved by a 1-D numerical search over the
interval (0,min(a†1, 0.5)) efficiently. Resultantly, substituting
the optimal a∗1 and P ∗

A into CD
cov, the maximum ECR of the

downlink network can be acquired.

IV. COVERT COMMUNICATIONS IN STAR-RIS UPLINK
NOMA NETWORKS

In this section, we consider the covert communications in
the STAR-RIS assisted uplink NOMA networks. First, we
analyze the information transmission of the uplink NOMA
networks. Then, we detail the covertness of the networks. Last,
the covert transmission scheme is designed.
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A. STAR-RIS Assisted Uplink NOMA Transmissions

As shown in Fig. 1(b), in the uplink NOMA network, Bob
and Cindy transmit two unit-power covert signals xB and xC

with the help of a STAR-RIS. The received signals at Alice
can be denoted by

yA[m] =
(√

LABgAB +
√
LARLRBg

H
ARΘ

′
RgRB

)
×√

PBxB [m] +
√

LARLRBPCg
H
ARΘ

′
TgRCxC [m]

+ nA[m], (40)

where PB and PC are the transmit powers at Bob and
Cindy, respectively. Assume that cascade channel between
Bob and Alice is better than that between Cindy and Alice,
so the signal of Cindy can be allocated more power, i.e.,
PC > PB . nA ∼ CN (0, σ2

0) is the AWGN at Alice.
Θ′

R = diag
(
ejθ

′R
1 , ..., ejθ

′R
k , ..., ejθ

′R
K

)
∈ CK×K and Θ′

T =

diag
(
ejθ

′T
1 , ..., ejθ

′T
k , ..., ejθ

′T
K

)
∈ CK×K denote the reflection

and refraction coefficients matrixes of the STAR-RIS in the
uplink NOMA networks. Similar to the downlink NOMA
networks, in order to maximize the SNRs decoding the covert
signals at Alice, a coherent phase shift strategy is performed
at the STAR-RIS [22]. Because of the channel reciprocity, the
optimal reflection and refraction coefficients matrixes can be
given by

Θ′∗
R = Θ∗

R and Θ′∗
T = Θ∗

T . (41)

As such, the cascade channels between Alice and user-
s in the uplink NOMA networks are the same as those
in downlink NOMA network in Sect. III. We denote the
cascade channels from Bob to Alice and from Cindy to
Alice by ξB =

√
LABgAB +

√
LARLRBg

H
ARΘ

′
RgRB and

ξC =
√
LARLRCg

H
ARΘ

′
TgRC . Considering imperfect SIC,

Alice first decode the signal of Cindy xC by regarding the
signal of Bob xB as the interference, and then extract the
signal of Bob xB by removing the partial xC . The SINR
decoding xC and SINR extracting xB at Alice can be denoted
by

γA,C =
| ξC |2 PC

| ξB |2 PB + σ2
0

, (42)

and
γA,B =

| ξB |2 PB

φ | ξC |2 PC + σ2
0

, (43)

respectively. 0 ≤ φ < 1 is the imperfect SIC factor at Alice
with φ = 0 meaning the perfect SIC.

B. Covertness Analysis of STAR-RIS Uplink NOMA

1) Detection at Wardens: In the STAR-RIS assisted uplink
NOMA networks, there are Willie 1 and Willie 2 monitoring
the transmission behaviours of Bob and Cindy respectively.
As long as one of two wardens detects transmission, the
communication is exposed. Assume that the transmissions of
Bob and Cindy are synchronized through the synchronization
frame command interaction. In a given slot, Bob and Cindy
send the covert information with a equal prior probability
ρ = 0.5. Wardens need to judge whether Bob and Cindy
transmit the covert signals based on their observations. Let

H′
0 and H′

1 respectively represent that Bob and Cindy send
the covet messages or not. Under H′

0 and H′
1, the received

signals at Willie 1 and Willie 2 can be given as follows:

H0′ : y′W1[m] = n′
W1[m],

H0′ : y′W2[m] = n′
W2[m],

H1′ : y′W1[m] =
√
LRWLRCPCg

H
RWΘ′

TgRCxC [m]

+
(√

LBW gBW +
√

LRWLRBg
H
RWΘ′

RgRB

)
×
√
PBxB[m] + n′

W1[m],

H1′ : y′W2[m] =
√
LRLLRBPBg

H
RLΘ

′
TgRBxB [m]

+
(√

LCLgCL +
√
LRLLRCg

H
RLΘ

′
RgRC

)
×
√
PCxC [m] + n′

W2[m].
(44)

Wherein, n′
W1 ∼ CN (0, σ2

W ) and n′
W2 ∼ CN (0, σ2

W ) denote
the AWGN at Willie 1 and Willie 2, respectively. As analyzed
in III-B, the KL divergence is adopted to evaluate the
covertness. Under H0′ and H1′, the probability distributions
of received signals at Willie 1/Willie 2 can be given as
follows: P′W1

0 , f(y′W1[m]|H0) = CN (0, σ2
W ), P′W2

0 ,
f(y′W2[m]|H0) = CN (0, σ2

W ), P′W1
1 , f(y′W1[m]|H1) =

CN (0, |
√
LRWLRCg

H
RWΘ′

TgRC |2PC + |(
√
LBW gBW +√

LRWLRBg
H
RWΘ′

RgRB |2PB + σ2
W ) and P′W2

1 ,
f(y′W2[m]|H1) = CN (0, |

√
LRLLRBg

H
RLΘ

′
TgRB |2PB +

|(
√
LCLgCL +

√
LRLLRCg

H
RLΘ

′
RgRC |2PC + σ2

W ). Based
on those, the KL divergences for Willie 1 and Willie 2 can
be respectively calculated as

D′
W1 = ln

(
1 +

σ′2
ν1

σ2
W

)
+

σ2
W

σ′2
ν1

+ σ2
W

− 1, (45)

and

D′
W2 = ln

(
1 +

σ′2
ν2

σ2
W

)
+

σ2
W

σ′2
ν2

+ σ2
W

− 1, (46)

where σ′2
ν1

and σ′2
ν2

can be respectively given by

σ′2
ν1

=|
√
LBW gBW +

√
LRWLRBg

H
RWΘ′

RgRB |2PB

+ PC |
√

LRWLRCg
H
RWΘ′

TgRC |2, (47)

and

σ′2
ν2

=|
√
LCLgCL +

√
LRLLRCg

H
RLΘ

′
RgRC |2PC

+ PB |
√
LRLLRBg

H
RLΘ

′
TgRB |2. (48)

2) Expected Detection Performance: Having no access to
the instantaneous CSI of wardens, the expectation of the KL
divergence is analyzed to evaluate the covertness of the net-
works. Following, we first analyze the probability distribution
of σ′2

ν1
and σ′2

ν1
.

Lemma 6: When K is sufficiently large, ξBW =
gH
RWΘ′

RgRB , ξBL = gH
RLΘ

′
TgRB , ξCL = gH

RLΘ
′
RgRC and

ξCW = gH
RWΘ′

TgRC can be approximated as four circularly
symmetric complex Gaussian RVs with mean 0 and variance
K, i.e.,

ξBW , ξBL, ξCL, ξCW ∼ CN (0,K). (49)

Proof: Similar to the proof of Lemma 1.
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Based on Lemma 6, σ′2
ν1

can be rewritten as

σ′2
ν1

= PB(LBW +KLRWLRB)|δ0|2 + PCKLRWLRC |δ1|2,
(50)

where |δ0|2, |δ1|2 ∼ CN (0, 1). Denoting λBW = PB(LBW +
KLRWLRB) and λCW = PCKLRWLRC , the pdf of σ′2

ν1
can

be calculated as

fσ′2
ν1
(x) =

1

λCW − λBW

(
e
− x

λCW − e
− x

λBW

)
. (51)

Similarly, the pdf of σ′2
ν2

can be calculated as

fσ′2
ν2
(x) =

1

λBL − λCL

(
e
− x

λBL − e
− x

λCL

)
, (52)

where λCL = PC(LCL + KLRLLRC) and λBL =
PBKLRLLRB , the pdf of σ′2

ν1
. In the light of above analysis,

the expectations of the KL divergences over all channels
realizations can be shown in the following theorem.

Theorem 5: The expected values of D
(
P′W1
0 ∥ P′W1

1

)
over

all realization of σ′2
ν1

and D
(
P′W2
0 ∥ P′W2

1

)
over all realization

of σ′2
ν2

can be respectively given by

E ′
W1 =

λBW + σ2
W

λCW − λBW
exp

(
σ2
W

λBW

)
Ei
(
− σ2

W

λBW

)
− λCW + σ2

W

λCW − λBW
exp

(
σ2
W

λCW

)
Ei
(
− σ2

W

λCW

)
− 1, (53)

and

E ′
W1 =

λCL + σ2
W

λBL − λCL
exp

(
σ2
W

λCL

)
Ei
(
− σ2

W

λCL

)
− λBL + σ2

W

λBL − λCL
exp

(
σ2
W

λBL

)
Ei
(
− σ2

W

λBL

)
− 1. (54)

.
Proof: Similar to the proof of Theorem 1.

In line with Theorem 5, in the following, the covertness of the
STAR-RIS assisted uplink NOMA networks can be evaluated
by means of the following constraints:

E ′
W1 ≤ 2ε2, and E ′

W2 ≤ 2ε2. (55)

C. Covert STAR-RIS Uplink NOMA Design

In this subsection, we first characterize the interruption
performance of STAR-RIS assisted uplink NOMA networks.
On this basis, an optimization problem to maximize the ECR
of the uplink networks is formulated, under the constraints of
covertness and reliability. Solving this, the optimal transmit
powers at terminals can be gotten.

1) Reliability Analysis: Because of the channel reciprocity,
cascade channels between Alice and Bob/Cindy in the uplink
NOMA networks are the same as those in the downlink
NOMA networks. The probability distributions of cascade
channels can refer to Lemma 3 and Lemma 4. The cascade
channel from Bob to Alice is better than that from Cindy to
Alice, so Alice first decodes the signal of Cindy and then
extract the signal of Bob by employing imperfect SIC. When
the SINR decoding xC or the SNR extracting xB is below the
preset value, the networks will be interrupted. The interruption
probabilities at Alice can be derived in the following theorem.

Theorem 6: The interruption probabilities decoding xC and
xB at Alice can be given by

PA,C = 1− 1

Γ(kB)
exp

(
− rCσ

2
0

θCPC

){ kC−1∑
m1=0

Na∑
n1=1

ωn1

m1!
xkB−1
n1

×
(
rCPBθBxn1 + rCσ

2
0

θCPC

)m1

exp

(
−rCPBθBxn1

θCPC

)}
,

(56)

and

PA,B = 1−

{
1

Γ(kB)
exp

(
− rCσ

2
0

θCPC

) kC−1∑
m1=0

Na∑
n1=1

ωn1

m1!
xkB−1
n1(

rCPBθBxn1 + rCσ
2
0

θCPC

)m1

exp

(
−rCPBθBxn1

θCPC

)}

×

{
1

Γ(kC)
exp

(
−φrBσ

2
0

θBPB

) kB−1∑
m2=0

Na∑
n2=1

ωn2

m2!
xkC−1
n2(

φrBPCθCxn2 + rBσ
2
0

θBPB

)m2

exp

(
−φrBPCθCxn2

θBPB

)}
,

(57)

respectively. Wherein, ωi = xi

(n+1)2(Ln+1(xi))2
and Ln(x) =

1
n! (

d
dx −1)nxn being the Laguerre polynomials [41]. xi is i-th

root of Ln(x).

Proof: See proof in Appendix F.

2) Covert Transmission Principle: In the uplink NOMA
network, Bob and Cindy attempt to covertly transmit the
information to Alice aided by a STAR-RIS. The ECR for the
uplink networks can be defined as CU

cov = (1−PA,B)RB+(1−
PA,C)RC . In order to improve the network performance, an
ECR maximization problem is formulated by jointly optimiz-
ing the transmit power of the users, subject to the covertness
demands of the network, the reliability constraints of the users
and maximum power constraint. The optimization problem can
be described as

max
PB ,PC

CU
cov = (1−PA,B)RB + (1− PA,C)RC (58a)

s.t. E ′
W1 ≤ 2ε2, (58b)

E ′
W2 ≤ 2ε2, (58c)

PA,B ≤ pB, (58d)
PA,C ≤ pC , (58e)
0 < PB + PC ≤ pmax and PB < PC , (58f)

where pmax is the maximum scheduling power of uplink
networks. The descriptions of other parameters are the same
as those in Sect. IV-B. (58b) and (58c) are the covertness de-
mands of the uplink network. (58d) and (58e) are the reliability
constraints of uplink users. (58f) is the total power constraint
of the network. Because of the complicated expressions of
(53), (54), (56) and (57) and the coupled variables, it is
difficult to acquire the closed-form solutions of the non-convex
problem. To tackle with it, we transform (56) into a two-
dimensional problem with specific bounds. Letting PB = βPU

and PC = (1− β)PU , (58f) can be equivalently converted to
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Fig. 3. EW1 and EW2 v.s. PA for the different K in the STAR-RIS
downlink NOMA networks.

0 < PU ≤ pmax and 0 < β < 0.5. As such, (58) can be
reformulated as

max
PU ,β

CU
cov = (1− PA,B)RB + (1− PA,C)RC (59a)

s.t. 0 < PU ≤ pmax and 0 < β < 0.5, (59b)
(58b), (58c), (58d) and (58e).

which can be solved by a 2-D numerical search over the
intervals (0, 0.5) and (0, pmax]. It is noted that the 2-D
numerical search is efficient since the lower and upper bounds
β and PU are explicitly given. Substituting the optimal β∗ and
P ∗
U into PB = βPU and PC = (1−β)PU , the optimal P ∗

B and
P ∗
C are gotten. Resultantly, the maximum ECR of the uplink

network can be acquired.

V. NUMERICAL RESULTS AND DISCUSSIONS

In this section, numerical results are provided to validated
the proposed scheme for the downlink and uplink NOMA net-
works. For evaluating the superiority of the proposed scheme
in terms of the effective covert rate, this paper considers
three benchmarks: STAR-RIS assisted OMA scheme, the relay
assisted NOMA scheme and the relay assisted OMA scheme.

A. STAR-RIS Downlink NOMA Networks

Unless otherwise specified, the system parameters for the
downlink networks will be set as follows: m∆ = 2, β = 3,
ϕ = 0.1, σ2

w = σ2
0 = 0.1 W, rc = 0.4 bps/Hz, rb = 0.6

bps/Hz, pB = pC = 0.1, dab = drc = 5 and dar = daw =
drw = drb = drl = 10.

Fig. 3 shows the relationships between EW1 and EW2 and
PA for different K in the downlink NOMA networks, in which
EKLD means the expected values of KL divergence for the
downlink networks: EW1 or EW2. It can be found from Fig. 3
that both EW1 and EW2 are proportional to PA. When the
transmit power increases, Willie 1 and Willie 2 are more
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Fig. 4. PB and PC v.s. PA for the different K in the STAR-RIS
downlink NOMA network.
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Fig. 5. PB and PC v.s. a1 for the different K in the STAR-RIS
downlink NOMA network.

likely to detect the information transmissions. This results in
reduced detection error probabilities at Willie 1 and Willie 2
and thus increased EW1 and EW2, which means the transmit
power should be controlled according the covertness demand.
Also, it is observed from Fig. 3 that both EW1 and EW2 are
proportional to K. This is because the bigger K, the better the
channels quality of Willie 1 and Willie 2 and the smaller the
detection error probabilities. Additionally, simulation results
verify the accuracy of the theoretical results.

Figs. 4 and 5 demonstrate the relationships between the
interruption probabilities and PA with a1, respectively. It is
observed that both PB and PC are inversely proportional to
PA. As PA increases, the power of signals received at Bob and
Cindy increases. As such, the users can more easily decode
the signals, which makes PB and PC smaller. For Bob and
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Fig. 6. CD
cov for the different schemes in the downlink networks.
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Fig. 7. E ′
W1 and E ′

W2 v.s. PU for the different K in the STAR-RIS
uplink NOMA networks.

Cindy, PA should be set as large as possible. Fig. 5 shows that
PB first decreases and then increases and PC increases with
an increase of a1. As a1 increases, more power is allocated to
xB and less power is allocated to xC . As a result, it gets
harder for Cindy to decode xC and thus PC gets bigger.
For Bob, he needs to first decoded xC and then xB . With
the increasing a1, decoding xC gets more easily. When a1
increases to a specific value, e.g. a1 = 0.66 shown in the
Fig. 5, Bob decodes xC with a decoding error, causing PB to
increase first and then decrease. In a real system, a1 should be
set within (0, 0.5) for user fairness and the reliability demands.
From the Figs. 4 and 5, it is also found that PB and PC are
inversely proportional to K, which demonstrates that RIS can
enhance the reliability of the networks. Also, analysis results
are verified by simulations.
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Fig. 8. PA,B and PA,C v.s. PU for the different K in the STAR-RIS
uplink NOMA network.

Fig. 6 compares the effective covert rate of the proposed
scheme and three benchmarks. In the figure, D-OMA and D-
NOMA respectively means the downlink OMA and NOMA.
We can find that the proposed STAR-RIS assisted D-NOMA
scheme outperforms three benchmarks in terms of the effective
covert rate CD

cov. This is because, for the STAR-RIS assisted
D-OMA scheme, its covertness is the same as the proposed
scheme, but its interruption performance is weaker than the
proposed scheme without the NOMA. For the relay assisted
D-NOMA and D-OMA scheme, the power of multiple obser-
vations at wardens is the same without the phase or power
uncertainty. Once Alice sends the signals, wardens can detect
the existence of the communications, so the effective covert
rates are equal to 0. Fig. 6 also shows the trend of CD

cov

with respect to the maximum transmit power pmax for the
different covertness demands ε. It is observed that CD

cov will
reach its maximum value and level off when pmax grows to a
certain value for the different ε. In addition, when ε is smaller,
CD

cov cannot reach its maximum. This is because when the
covertness demand is higher, Alice cannot send signals with
too much power, otherwise the transmissions will be detected
by wardens.

B. STAR-RIS Uplink NOMA Networks

Fig. 7 depicts the relationships between E ′
W1 and E ′

W2 and
the total power PU of the uplink networks. We can find that
both E ′

W1 and E ′
W2 increase with PU . The reason is that

the more power in the network, the more power received
by wardens, and the more likely wardens can successfully
detect the communications. To ensure the covertness of the
transmissions, PU should be reasonably selected. Fig. 7 also
depicts the effect of K on E ′

W1 and E ′
W2 for the uplink

networks. The trend and reasons are the same as those in
Fig. 5 for the downlink networks. Also, simulation results are
provided to verify the analytical results.
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cov for the different schemes in the uplink networks.

Fig. 8 reveals the relationships between the interruption
probabilities, PA,B and PA,C , and the total power PU for
the STAR-RIS assisted uplink NOMA networks. It can be
observed from Fig. 8 that both PA,B and PA,C reduces with
the increase of PU . The reason is that the bigger PU , the
bigger power allocated to Bob and Cindy, and the easier it is
for Alice to decode xB and xC . In (58), a balance between
the reliability and the covertness is made by adjusting PU for
the uplink networks. It is also observed that K can improve
the interruption performance of the uplink networks. At last,
analytical results are verified by simulations.

Fig. 9 compares the effective covert rate CU
cov of the

proposed scheme and three benchmarks. In the figure, U-
OMA and U-NOMA respectively denotes the uplink OMA
and NOMA. It is observed from Fig. 9 that the effective
covert rate of the proposed scheme is greater than those
of three benchmarks. For the STAR-RIS assisted U-OMA
scheme, the decoding SINR of Alice is below that using the
NOMA protocol. For relay assisted U-OMA and U-NOMA
schemes, multiple observations are the same without phase or
power uncertainty. Once transmitted, wardens can detect the
communication successfully. Fig. 9 also indicates that CU

cov

first increases to its maximum and then tends to be stable
with the increase of the maximum scheduling power pmax of
uplink networks. In addition, we can find that CU

cov cannot
reach its maximum when the covertness demand is higher.

VI. CONCLUSION

This paper considered the covert communication in STAR-
RIS assisted NOMA networks over Nakagami-m fading chan-
nels for downlink and uplink IoT scenarios. Under the NOMA
protocol with the imperfect SIC, an IoT access point attempted
to achieve information interaction with two IoT users aided by
a STAR-RIS. The two IoT users were located at both sides of
STAR-RIS, where Bob was the near user and Cindy was the far
user. Bob and Cindy were monitored by Willie 1 and Willie 2,

respectively. The phase shifting of STAR-RIS provided users a
shelter for covert transmissions. In this paper, KL divergence
was used to evaluate the detection performance of wardens.
The cascade channels gains of users and wardens were re-
spectively approximated as Gamma and complex Gaussian RV.
Without the instantaneous CSI of wardens, the expectations
of KL divergence were characterized. In order to measure the
reliability, the interruption probabilities of the networks were
derived. For the downlink scenario, by jointly optimizing the
transmit power and power allocation coefficient of the IoT ac-
cess point, the ECR of the downlink networks was maximized.
For the uplink scenario, by jointly the transmit power of users,
the ECR of the uplink networks was maximized. The two
maximization problems were respectively solved analytically,
subject to the covertness demands, reliability constraints and
power boundary constraints. Finally, simulation results showed
that applying STAR-RIS into NOMA IoT networks could
bring more covertness gain as compared with benchmarks.

APPENDIX A
PROOF OF LEMMA 3

According to (31), ξB can be restructured as

ξB =
√
LAB | gAB | +

√
LARLRB

K∑
k=1

| gAR || gRB |

=

K∑
k=1

(√
LAB

K2
|gAB |+

√
LARLRB |gAR||gRB |

)
. (60)

Denote hAB =
√

LAB

K2 |gAB|+
√
LARLRB |gAR||gRB |. We can

calculate the expectation and variance of hAB respectively as

E(hAB) =

√
LABπ

2K2
+
√
LARLRBΩmAB , (61)

and

V(hAB) =
LAB(4− π)

2K2
+ LARLRB

(
1− Ω2

mAB

)
, (62)

In line with the CLT, ξB can be approximated as a Gaussian
RV distributed on N (KE(hAB),KV(hAB)). By means of
[Corollary 1, [22]], Lemma 3 can be proved.

APPENDIX B
PROOF OF LEMMA 4

Denote hAC =
√
LARLRC | gAR || gRC |. The expectation

and variance of hAC can be respectively calculated as

E(hAC) =
√
LARLRCΩmAC

, (63)

and
V(hAC) = LARLRC(1− Ω2

mAC
), (64)

In line with the CLT, ξC can be approximated as a Gaussian
RV distributed on N (KE(hAC),KV(hAC)). By means of
[Corollary 1, [22]], Lemma 4 can be proved.

APPENDIX C
PROOF OF THEOREM 3

It is assumed that Bob has better channel condition, so
Bob first decodes xC and then extract xB by removing xC .



IEEE INTERNET OF THINGS JOURNAL, VOL. XX, NO. XX, XXX 2023 13

Considering the imperfect SIC, the interruption probability at
Bob can be calculated by

PB = 1− P(γB,C > rC)P(γB > rB), (65)

where

P(γB,C > rC) = P
(

|ξB|2a2PA

|ξB|2a1PA + σ2
0

> rC

)
= P

(
|ξB |2 >

σ2
0rC

(a2 − a1rC)PA

)
(d)
= 1− 1

Γ(kB)
γ

(
kB ,

σ2
0rC

θB(a2 − a1rC)PA

)
,

(66)

and

P(γB > rB) = P
(

|ξB |2a1PA

ϕ|ξB |2a2PA + σ2
0

> rB

)
= P

(
|ξB |2 >

σ2
0rB

(a1 − ϕa2rB)PA

)
(d)
= 1− 1

Γ(kB)
γ

(
kB,

σ2
0rB

θB(a1 − ϕa2rB)PA

)
,

(67)

where (d) means utilizing the distribution probability of |ξB |2
in the integral. Substituting (66) and (67) into (65), the close-
form expression of PB is gotten and Theorem 3 is proved.

APPENDIX D
PROOF OF THEOREM 4

As far user, regarding xB as the interference, Cindy directly
decodes xC . Based on Lemma 4, the interruption probability
at Cindy can be calculated by

PC = P(γC < rC) = P
(

|ξC |2a2PA

|ξC |2a1PA + σ2
0

< rC

)
= P

(
|ξC |2 <

σ2
0rC

(a2 − a1rC)PA

)
=

1

Γ(kC)
γ

(
kC ,

σ2
0rC

θC(a2 − a1rC)PA

)
. (68)

As such, we complete the proof.

APPENDIX E
PROOF OF LEMMA 5

Denote b(x) = −(1 + x) exp(x)Ei(−x), for x > 0. The first
derivative of b(x) w.r.t. x can be calculated by

db(x)

dx
= −

(
(x+ 2) exp(x)Ei(−x) +

x+ 1

x

)
= (x+ 2)ex

(∫ ∞

x

exp(−t)

t
dt− x+ 1

x(x+ 2) exp(x)

)
.

(69)

Denote c(x) = (x+ 1)/(x(x+ 2) exp(x)), its first derivative
w.r.t. x can be calculated as

dc(x)

dx
=

exp(−x)(−2− x(x+ 2)2)

x2(x+ 2)2
(70)

It is noting that dc(x)
dx is continuous for x > 0, so we have∫ ∞

x

e−t(−2− t(t+ 2)2)

t2(t+ 2)2
dt = c(∞)− c(x) = −c(x). (71)

Substituting (71) into (69), db(x)
dx can be rewritten as

db(x)

dx
= (x+ 2)ex

∫ ∞

x

−2 exp(−t)

t2(t+ 2)2
dt, (72)

which is always less than or equal to 0 for x > 0, so b(x) is a
monotonically decreasing function w.r.t. x. EW1 = b

(
σ2
W

λW1

)
=

b
(

σ2
W

PA(LAW+KLARLRW )

)
is a monotonically increasing func-

tion w.r.t. PA. Similarly, EW2 is also a monotonically increas-
ing function w.r.t. PA. The proof is completed.

APPENDIX F
PROOF OF THEOREM 6

At Alice, xC is first decoded. Based on (42), the interruption
probability decoding xC at Alice can be calculated by

PA,C = P(γA,C < rC) = P
(

| ξC |2 PC

| ξB |2 PB + σ2
0

< rC

)

=

∫ ∞

0

∫ rCPB
PC

y+
rCσ2

0
PC

0

f|ξC |2(x)f|ξB |2(y)dxdy

=

∫ ∞

0

1

Γ(kC)
γ

(
kC ,

rCPBx+ rCσ
2
0

PC

)
xkB−1e

− x
θB

Γ(kB)θ
kB

B

dx

= 1−
∫ ∞

0

e
− rCPBx+rCσ2

0
θCPC

kC−1∑
m1=0

1

m1!

(
rCPBx+ rCσ

2
0

θCPC

)m1

× xkB−1e
− x

θB

Γ(kB)θ
kB

B

dx

(e)
= 1− 1

Γ(kB)
exp

(
− rCσ

2
0

θCPC

){ kC−1∑
m1=0

Na∑
n1=1

ωn1

m1!
xkB−1
n1

×
(
rCPBθBxn1 + rCσ

2
0

θCPC

)m1

exp

(
−rCPBθBxn1

θCPC

)}
,

(73)
where the Gauss-Laguerre quadrature [eq. (25.4.45), [41]]
is used in (e). Under the imperfect SIC, the interruption
probability decoding xB at Alice can be calculated by

PA,B = 1− P(γA,C > rC)P(γA,B > rB)

= 1− (1− P(γA,C < rC))(1− P(γA,B < rB)), (74)

where P(γA,B < rB) can be calculated similar to (73). With
some straightforward algebraic manipulations, Theorem 6 can
be proved.
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