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a b s t r a c t

Introduction: Africa bears the largest burden of communicable and non-communicable diseases globally, 
yet it contributes only about 1 % of global research output, partly because of inaccessibility and low 
maintenance of medical data. Data is widely recognized as a crucial tool for improvement of population 
health. Despite the introduction of electronic health data systems in low-and middle-income countries 
(LMICs) to improve data quality, some LMICs still lack an efficient system to collect and archive data. This 
study aims to examine the underlying causes of data archive inaccessibility and poor maintenance in 
LMICS, and to highlight sustainable mitigation measures.
Method: Authors conducted a comprehensive search on PubMed, Google scholar, organization websites 
using the search string “data archive” or “medical data” or “public health statistics” AND “challenges” AND 
“maintenance” AND “Low Middle Income Countries” or “LMIC”. to Identify relevant studies and reports to 
be included in our review. All articles related data archive in low and middle income countries were 
considered without restrictions due to scarcity of data.
Result: Medical data archives in LMICs face challenges impacting data quality. Insufficient training, organi-
zational constraints, and limited infrastructure hinder archive maintenance. To improve, support for public 
datasets, digital literacy, and technology infrastructure is needed. Standardization, cloud solutions, and ad-
vanced technologies can enhance data management, while capacity building and training programs are crucial.
Conclusion: The creation and maintenance of data archives to facilitate the storage of retrospective datasets 
is critical to create reliable and consistent data to better equip the development of resilient health systems 
and surveillance of diseases in LMICs.
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Introduction

Data is known to be an important tool for improvement of po-
pulation health and health systems. Despite the introduction of 
electronic health data systems in low-and middle-income countries 
(LMICs) to improve data quantity and or availability, quality and 
ensure provision of financial costs to public health, some LMICs still 
have little or no system to efficiently collect and analyze data [1]. 
Furthermore, lack of important dataset obtained from data surveil-
lances, censuses, surveys and experts in the field of medical infor-
matics are challenges faced by these countries. The development of 
data archives to facilitate storage of retrospective datasets is es-
sential to create reliable and consistent data to better equip the 
development of health systems [2].

Health information systems in developing countries are seen to 
experience more setbacks towards production of quality data due to 
lack of reliable health information. The Global Burden of Disease 
(GBD) incorporates a series of data sources to measure health loss in 
relation to injuries, diseases and risk factors among populations. 
However, challenges such as a lack of access to available public data 
and quality data input influences its management and analysis [2]. 
Several African countries depend on the use of surveys to provide 
estimates on the occurrence and frequency of diseases. For instance, 
Ethiopia, a low-income country in collaboration with the Institute 
for Health Metrics and Evaluation (IHME) has decided to improve 
the country’s health data archive system. This would bolster the 
quality of healthcare service, promote health data measurements, 
and translate results into policies and interventions [2].

Frameworks such as the Health Metrics Network and DevInfo 
software has been supported by the World Health Organization 
(WHO), and United Nations Children Education Fund (UNICEF) for 
integration of large data systems into a repository [3]. Owing to an 
increase in the attainability of health data in LMICs, it is more per-
tinent for measures to ensure easy access and interpretation of data 
from various sources of health management information system 
(HMIS) [4].

Longitudinal health and demographic evaluation of population in 
low- and middle-income countries is carried out by The 
International Network for the Demographic Evaluation of 
Populations and Their Health (INDEPTH), which comprises a 
worldwide group of research centers. The INDEPTH is known to 
collect data via surveillance systems which are forwarded to a re-
pository for documentation. This repository is known to expand over 
time based on provision of more data sets from studies carried out 
by the research centers [5]. It is also known to play a cogent role in 
provision of public health data from the LMICs population. Despite 
the non-representative property of the INDEPTH Data archive, it is 
important in its provision of impacts of health interventions and 

population characteristics with relation to their history [5]. In the 
last decade, several LMICs have embarked on plans to improve their 
Health Management Information System by digitizing datasets. 
While the success of INDEPTH has been recorded towards effective 
global surveillance of diseases, it can also reinforce usage of data 
systems to reduce loopholes caused by the HIMS [6]. This review 
discusses underlying causes of data archive inaccessibility and poor 
maintenance in LMICS, as well as provide recommendations to ad-
dress them. Different terminologies such as medical data, medical 
record, health data and or health record will be used throughout the 
manuscript.

Significance of medical data archive maintenance in low- and 
middle-income countries

It’s important to keep in mind that illness data archives go be-
yond merely keeping data, but also focus on making sure the in-
formation is useful, usable, and accessible to people who need it. In 
order to facilitate decision-making and direct public health inter-
ventions, medical data archive entails granting public health au-
thorities, researchers, and other stakeholders’ simple access to the 
data as well as making sure that it is correctly evaluated, understood, 
and conveyed.

Medical data archives can assist in facilitating more effective and 
efficient public health interventions in so many ways to improve 
health outcomes and building a more robust public health system 
overall. By enabling access to vital health data that can drive public 
health initiatives and inform decision-making, medical data archives 
impact a significant role in low- and middle-income countries 
(LMICs). Some of the impact include equitable data sharing which 
calls for the participation of those who provide the data, those who 
interpret and use the data generated by others, those who facilitate 
the data-sharing process, and those who derive and contribute to the 
benefit in order to work toward more equitable sharing of the public 
health benefits that data sharing brings [7].

Through medical data archives, health authorities can address 
imbalances existing in health care and enhance health outcomes for 
all communities by identifying discrepancies in illness burden and 
access to healthcare using medical data archives.

According to the World Health Organization, an efficient disease 
monitoring system is necessary to swiftly identify disease epidemics 
before they spread, claim lives, and become challenging to control. In 
emergency situations, such as in nations experiencing conflict or 
after a natural disaster, effective surveillance can enhance disease 
epidemic detection [8].

Health authorities can better track the spread of diseases and 
pinpoint regions that require action by collecting and preserving 
medical data. Medical data archives can also improve surveillance. 
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The development of efficient public health measures to stop the 
spread of diseases depends on this knowledge. Also, disease data 
archive enhances openness and accountability. It can also offer 
useful information to the public, policymakers, and healthcare pro-
fessionals, enhancing openness and accountability in the healthcare 
system [9].

The gathering of data is frequently a time-consuming and ex-
pensive part of research; by preventing data duplication, databases 
that can be utilized again maximize the financial return on research 
effort [9]. Accuracy and quality of disease data can be increased with 
the use of disease data archives, which can help standardize data 
collection and management. This can offer a more solid basis for 
making decisions on public health.

In many developing nations, data is extremely valuable, but there 
isn’t enough of it. Data sharing in public health on certain diseases 
can be re-used to gain fresh insights and identify new answers to 
development challenges [10]. For researchers looking to understand 
the underlying causes of diseases and create novel therapies and 
preventive measures, medical data archives can be a significant 
source of data. The development of new policies and programs can 
benefit from this as it can increase our understanding of diseases 
from a scientific perspective [9]. Moreover, medical data archives can 
offer information about the impact of disease on various commu-
nities, enabling more precise resource allocation to areas where it is 
most required for better Resource Allocation. Consequently, public 
health programs may run more smoothly and effectively.

Most importantly, collaboration across borders can be made ea-
sier through the sharing of data archives among healthcare profes-
sionals, researchers, and policymakers. This collaboration leads to 
better health outcomes on a worldwide scale.

Challenges associated with medical data archive maintenance in 
LMICs

Medical data archives remain an important factor to be con-
sidered when policies and decisions are to be taken around the 
health care system in LMICs. However, these data archives are 
porous, unorganized and shattered as a result of some underlying 
challenges making the quality, quantity, completeness, accuracy and 
timeliness of these diseases data questionable [11,12]. These chal-
lenges have been categorized to be behavioral, organizational and 
technical factors based on the core components of disease in-
formation (Fig. 1) [11,13].

Behavioral factors

Most LMICs lack adequately trained personnel that can handle, 
analyze and process the collected medical related data into in-
formation readable by the general public [12,14,15]. A study in India 
by Dehury and Chatterjee [16] documented lack of understanding of 
the collected diseases data among personnel resulting in in-
completeness and low-quality diseases data archive. Similarly, Asah 
et al. [17] had reported lack of supervision and proper communica-
tion between senior level and lower level personnel resulting in 
falsification of data and wrong disease information. Additionally, 
intrinsic and extrinsic personnel motivation has also been reported 
by them.

Organizational factors

The challenges facing diseases data archive in LMICs is chiefly as 
a result of organizational, management and environmental factors 
including government policies, lack of human resources, financial 
and facilities constraints and poor awareness about diseases archive 
among the populace [12,18,19]. Pinchoff et al. [20] had reported the 
lack of a laboratory for proper diagnosis of malaria in Zambia as a 

factor impeding the archive of information on malaria disease. 
Human resources and structural facilities shortage in South African 
hospitals and maternity was reported by Nicol et al. [21] to affect 
data collection for archiving. Similarly, inadequate data storage and 
management systems as well as transportation have been implicated 
to delay the processing and transmission of diseases related in-
formation especially in areas with poor internet [22,23]. Ad-
ditionally, staff incompetency, shortage of sophisticated equipment 
and lack of training have been posited by many authors to impede 
diseases archive in LMICs [24,25].

Technical factors

Technically, the unavailability of technical infrastructures hinders 
the archive process of disease information. Unfortunately, the few 
available trained personnel handling diseases data that are archived 
are faced with issues across data collection, transmission, analysis 
and publication of such information for public use. Researchers have 
reported technical challenges relating to limitation of data collection 
forms preventing the archiving of current diseases state [23,26]. 
Examples are the reports of Iguiñiz-Romero and Palomino and 
Abajebel et al. who reported lack of standardized and updated forms 
for emerging diseases data collection in Peru and Ethiopia respec-
tively [27,28]. Similarly, Seitio-Kgokgwe et al. and Ward et al. had 
reported dearth and less accurate methods of data collection and 
reporting in diseases data in Uganda and Botswana respectively 
[29,30]. The limitation and unavailability of internet has also been 
faulted which make entry and data transmission through web-based 
tools an impossible mission in LMICs [31,32].

Current efforts

Several efforts are being geared toward improving data archives 
in LMIC. Notable among them include:

First, transitioning from paper-based documentation of health 
data to electronic health record (EHR). Some health facilities and 
institutions in LMICs are now abandoning the traditional paper- 
based data archive system, which is difficult to access and maintain 
due to environmental and physical damage, in favor of the conven-
tional EHR system, which not only is easily accessible (through in-
ternet or Ethernet technologies) and maintained, but also facilitates 
update and transfer of archived data among health service providers, 
national health institutions, as well as bilateral and multilateral 
health organizations [33]. The growing popularity of this system is 
because of the dramatic increase in data collection on communicable 
and non-communicable diseases in LMICs. This can be exemplified 
by the COVID-19 pandemic, which fueled the need for an archiving 
system that enables remote transfer of epidemiological data from 
local to national to global level for efficient surveillance of the 
pandemic, assessment of the interventions implemented, and deci-
sion making [33]. It is worth noting that this system has been in use 
in developed nations for decades now. Previous studies have iden-
tified key factors limiting the widespread adoption in LMICs, in-
cluding but not limited to a lack of expertise, a lack of stable 
electricity and a poor internet connection, and the cost of installa-
tion [34]. However, current reparatory efforts include extension of 
the 5 G network to LMICs and capacity building for relevant pro-
fessionals.

Second, the design and development of central data-bases by 
LMIC Centers for Disease Control, such as the Africa Centre for 
Disease Control, has greatly improved data archiving in LMICs, 
where large scale epidemiological data and other health-related data 
are stored. This facilitates critical appraisal, analyses, and inter-
pretations of such data in order to determine disease distribution, 
establish patterns and key determinants of diseases, and assess the 
efficacy and effectiveness of implemented control strategies. The 
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Antiretroviral Treatment in Lower Income Countries (ART-LINC) 
collaboration, a network of treatment sites of the International 
Epidemiological Databases to Evaluate AIDS, Africa CDC COVID-19 
Dashboard, Indian COVID-19 Dashboard and others are typical ex-
amples [35–37].

Third, collaborative efforts between LMICs and international or-
ganizations are ongoing to increase the competence of LMICs’ 
healthcare workers, medical record officers, and other relevant 
workforce in disease data archiving and maintenance, through 
physical and online training, as well as the organization of work-
shops and seminars. The Informatics Training for Global Health 
program, run by Fogarty International Center (a US-based training 
center) in partnership with some LMICs, is one example of such 
collaborative training [38].

Another unique collaboration is the Global Digital Health Index 
(GDHI), a comprehensive tool that assesses the readiness and cap-
abilities of countries to use digital technologies in the healthcare 
sector. The Global Digital Health Partnership developed the GDHI to 
provide a standardized framework for worldwide measuring and 
benchmarking digital health capabilities. It includes data from 23 
LMICs classified according to an Overall Digital Health Phase, which 
comprehensively assesses a country’s digital health capabilities on a 
scale of 0–5. (Fig. 2) This tool is precious for LMICs in identifying 
strengths and weaknesses in their digital health infrastructure, 
which can inform the development of tailored digital health stra-
tegies to improve archiving of disease data [39].

Recommendations

Access to reliable disease data archives in low- and middle-income 
countries (LMICs) is a critical challenge that hinders their ability to 
address unique clinical problems and limits global researchers’ ability 
to learn from diverse populations. To overcome this challenge, leaders 
in healthcare digitization must support LMICs in contributing to 
publicly available datasets and enabling accurate data collection. 
Involving patients and marginalized communities in promoting digital 
literacy is essential to ensure their voices are heard, and varied de-
mographics are represented in governance bodies.

Global investment in LMIC digitalization can improve the accu-
racy and fairness of collected data, reduce bias, and ensure ac-
countability for proper data collection and sharing. Developing 
countries may want to consider incentives for foreign tech compa-
nies to conduct research and develop facilities to promote infra-
structure development. The global AI community should also 
consider creating open-source software to promote proper data 
handling, anonymization, and governance standards.

Investing in technology infrastructure, such as electronic health 
records (EHRs), for data collection and sharing and surveillance, 
should be a priority for LMICs [40]. Cloud-based solutions, like AWS 
and Microsoft Azure, offer cost-effective and scalable solutions for 
maintaining health data archives. Standardizing data collection and 
management practices is also critical to ensure consistency and 
comparability across different healthcare systems and regions. The 
WHO’s HMN has developed guidelines for health information sys-
tems, which can be used as a reference for implementing standar-
dized data collection and management practices in LMICs.

To improve data sharing, promising new technologies, such as 
synthetic data or federated learning, have been widely suggested. 
Synthetic data and federated learning could potentially help re-
searchers share health data publicly while better managing the risk 
of de-identification. However, there are still concerns regarding 
linkage risk, even with these technologies, and it is essential to 
balance resource allocation towards federated learning platforms 
and technologies with those allocated towards better tools for de- 
identification and standardized data curation.

The use of standardized data formats and application program-
ming interfaces (APIs) can help ensure that health data archives can 
communicate and exchange data with other healthcare systems and 
applications. The Fast Healthcare Interoperability Resources (FHIR) 
standard, developed by the healthcare standards organization 
Health Level Seven International (HL7), provides a framework for 
interoperability between different healthcare systems and applica-
tions. The setback of poor internet connection can be tackled by 
modernizing and expanding the coverage of 4 G network across all 
LMICs, which has the advantages of long range communication, 
better availability and lower cost, compared to 5 G [41].

Fig. 1. Challenges facing diseases archives in LMICs. This figure illustrates challenges associated with disease archive maintenance in low- and middle-income countries. 
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Keeping this in mind, legal policy and data security frameworks 
must be put in place to strengthen the protection of PHI datasets 
from accidental leakage and potential malicious outside attacks. 
These policies should regulate stewards of PHI datasets that may 
enable re-identification via linkage with openly available datasets. 
Substantial penalties should be developed to punish any attempts to 
exploit the linkage of open medical data to re-identify patients or 
use PHI for commercial purposes, rather than for society’s benefit, 
without patient consent.

Finally, building the capacity of healthcare professionals and IT 
personnel in LMICs is critical for maintaining and managing health 
data archives. Training and educational programs can help develop 
the necessary skills and knowledge needed to manage and maintain 
health data archives. Expertise in medical informatics and or bio-
medical data science is extremely important to transform medical 
data into more meaningful information. The information can even-
tually be utilized for many purposes which include but are not 
limited to disease prevention, monitoring and control which is of 
critical importance for decision making. The WHO and other inter-
national organizations offer training and capacity-building programs 
for healthcare professionals and IT personnel in LMICs which should 
be more widely promoted. Recruitment of unemployed healthcare 
professionals and engagement of community extension health 
workers should be considered to address the challenge of inadequate 
healthcare services delivery due to limited healthcare professionals.

Conclusion

Improving health data archives is critical for LMICs, but it poses 
challenges like limited funding, technological limitations, and lack of 

personnel training. LMICs can address these challenges through 
cloud-based systems, increased funding, personnel training, and 
standardized data practices. Transitioning to electronic health re-
cords can facilitate data transfer, and developing central databases 
and collaborations can improve maintenance. LMICs should invest in 
technology infrastructure, standardized data practices, and capacity 
building to enhance access to reliable disease data archives. 
Addressing these challenges will ultimately ensure equitable access 
to valuable health data for effective healthcare management and 
policy-making in LMICs.
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