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Abstract

With the growing use of CubeSats for various applications, such as remote sensing, communication,
and scientific research, the need for secure communication between them has become crucial. CubeSat-
toCubeSat communication is becoming increasingly important for maintaining the security and reliability
of CubeSat missions in modern day. CubeSats often carry sensitive information that must be protected
from unauthorized access or interception and hence vulnerable to physical and cyber-attacks that could
compromise their security. In this paper, we propose a system for secure CubeSat-to-CubeSat communication
using Quantum Key Distribution (QKD). It consists of a photon source, polarization manipulation device
for quantum state preparation and photon detectors with the capability of quantum state measurement.
This system could enable CubeSats to update each other in real-time on conditions and status, allowing
for rapid response to potential risks. Apart from this, it also allows CubeSats to operate independently in
space without relying on ground stations or other infrastructure for communication. In the method, the
information to be shared is first encoded into binary signals, and then the sender CubeSat (Alice) generates
a stream of single photons with binary codes represented by randomly chosen polarization states of photons
and sends them to the receiver CubeSat (Bob). The receiver CubeSat measures the polarization of each
photon and communicates its measurements back to Alice. Alice and Bob can then use the measurement
results to establish a shared secret key. As the polarization state of a photon is inherently random, any
attempt to eavesdrop on the communication will inevitably alter the state of the photons, which can be
detected by Alice and Bob. By using this method, CubeSats in a network can exchange information securely
and effectively, ensuring the reliability and stability of the CubeSat network.

Keywords: Quantum computing for space, Space technology, Quantum communication for satellite constel-
lation , CubeSat-CubeSat communication, CubeSat constellation, Quantum algorithms for aerospace

1. Introduction vestigations, Earth observation, communication capa-
bilities, technology validation, and space exploration.
They have the capability to function as communica-
tion relays, facilitate the testing of novel space tech-
nologies, and serve as supplementary components for
more extensive missions [3]. Nevertheless, because to
their constrained dimensions and limited capabilities,
it becomes essential to develop innovative methods in
order to fulfill mission objectives. The increase in the
number of CubeSats gives rise to concerns regarding

CubeSats are standardized and cost-effective plat-
form, which were developed by California Polytech-
nic State University and Stanford University with the
aim of offering university students practical exposure
to satellite technology. The fundamental unit is de-
noted as a 1U cube, with dimensions of 10x10x10 cm
and a mass of around 1 kilograms. Over the course

of its development, CubeSats have undergone sev-
eral adaptations, resulting in the emergence of multi-
ple configurations like as 2U, 3U, 6U, and even 12U,
in order to facilitate the execution of more complex
missions and the integration of advanced payloads
[1]. CubeSats are a class of spacecraft known as
miniature satellites, which are classified according to
their dimensions, specifically mini-satellites, micro-
satellites, nano-satellites, pico-satellites, and femto-
satellites [2]. CubeSats offer a diverse range of appli-
cations, including educational objectives, scientific in-
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the building up of space debris [4].

Because of its low cost, a constellation of hun-
dreds of CubeSats becomes an economical and com-
mercially viable service [5] [6]. There are two distinct
approaches that have been pursued in the context of
CubeSat constellations. The first is to improve cover-
age or revisiting frequency by increasing the quantity
of satellites within the constellation. In this approach,
all satellites within the constellation are equipped
with identical payloads and perform comparable func-
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tions [7] [8]. Another approach involves utilizing a
constellation consisting of numerous CubeSats, each
equipped with distinct distributed payloads, in order
to execute a cohesive mission or provide a compre-
hensive service. The previous method has been ex-
tensively demonstrated and investigated, but the lat-
ter direction focuses more on distributed payloads or
the utilization of many functional satellites to con-
struct a constellation that may deliver integrated ser-
vices. This approach has garnered increasing atten-
tion within the space industry [9][10][11].

The security of space vehicles has emerged as a
subject of growing interest and discussion within tech-
nical and governmental organizations [12]. The mat-
ter of cybersecurity has long been a concern for space
systems involved in defense or intelligence activities.
From the CubeSat perspective, they often carry sen-
sitive information that must be protected from unau-
thorized access or interception and hence vulnerable
to physical and cyber-attacks that could compromise
their security [13][14]. Traditional communication
system relies on classical communication principles.
Although these systems have demonstrated efficacy
and dependability over an extended period, they in-
clude inherent vulnerabilities to eavesdropping and
various cyberattacks. This susceptibility is particu-
larly pronounced in light of technological advance-
ments and the increasing sophistication of hostile ac-
tors. Hence, posing security threats and reliability of
sensitive information carried by a spacecraft [15].

Quantum communication, which is based on the
fundamental principles of quantum physics, presents
a highly promising approach for establishing secure
and reliable communication channels between space-
crafts. In contrast to classical communication tech-
niques that rely on classical bits, quantum commu-
nication exploits quantum bits, commonly known as
qubits, which can exist in a superposition of states.
This distinctive characteristic has notable benefits,
particularly with in terms of security. One of the most
fascinating phenomena observed in the field of quan-
tum communication is known as entanglement which
refers to the interconnection of particles [16]. En-
tangled particles exhibit a phenomenon wherein their
states remain interconnected, despite being physically
separated by significant spatial distances. Modifica-
tions to the state of a single particle will result in
immediate and simultaneous alterations to the state
of the other particle. This phenomenon plays a piv-
otal role in numerous quantum communication pro-
cedures. One of the most prominent applications of
quantum communication is Quantum Key Distribu-
tion (QKD) [17].

The exploitation of QKD to develop a space-based
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communication system is an active research area.
Several free-space as well as satellite-to-ground com-
munication system using QKD have been proposed
[18][19][20][21][22]. In [23], a CubeSat based QKD
system was developed for down linking strongly atten-
uated light pulses with encoded quantum information
for encryption keys. Similarly, SpooQySats is a pro-
gram developing photon pair sources using CubeSat
nanosatellites for satellite-based quantum key distri-
bution (QKD)for secure uplinks and downlinks, and
establishing a global space-based quantum key distri-
bution network [24]. In [25], CubeSats constellation
is proposed and the corresponding analysis is done
for establishing QKD based communication in UK.
These studies mainly focuses on the photonic based
QKD when CubeSat are in line of sight. However, it
is not always possible for CubeSat constellation to be
aligned in a specific manner. These studies also lacks
the secure quantum protocol for CubeSat constella-
tion.

In the present investigation, we architect a Cube-
Sat network fortified by entanglement-based Quan-
tum Key Distribution (QKD), augmented by quan-
tum repeaters with quantum memory capabilities for
enabling entanglement swapping. We introduce a cus-
tomized protocol grounded in Dynamic Quantum Se-
cret Sharing (DQSS), explicitly designed for ensur-
ing secure data exchanges between CubeSats. De-
tailed system architecture is elaborated, highlighting
key components such as sources of entangled pho-
tons, detection mechanisms, devices for polarization
manipulation, and photon detectors. Our proposed
framework is tailored for a constellation of CubeSats,
each equipped with essential space systems alongside
specialized quantum hardware, including entangled
photon sources and quantum memory. The frame-
work presupposes the presence of entangled photon
pair sources situated between neighboring CubeSats
in the constellation. The study explores two specific
use-cases: the detection of incoming orbital space de-
bris by CubeSats and the reception of such informa-
tion from Ground Stations. We outline the method-
ologies for risk assessment, its conversion into a bi-
nary format, and subsequent encoding into photon
polarization states for secure communication. Ad-
ditionally, we illustrate the operational modalities
for CubeSat-to-CubeSat communication and address
the network’s dynamic capabilities. Specifically, we
demonstrate that the network can seamlessly inte-
grate newly launched CubeSats or remove existing
ones without compromising the integrity of the over-
all constellation. To substantiate the practicality and
robustness of our approach, we present evaluations on
system efficiency and security metrics.
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This paper is structured as follows: In Sect. 2, we
provide an basic introduction to system architecture
by briefly defining various subsystems such as Entan-
gled Photon Source, detection system, Entanglement
Switch and Quantum Memory. We have discussed
about the step by step implementation methodology
in Sect. 3. In Sect. 4, we discuss the efficiency and
security of the proposed system. In Sect. 5, we finally
conclude the paper with the conclusion.

2. System Architecture

In this section, we address general considerations on
the organization of an entanglement-based QKD net-
work of CubeSat as shown in Fig. 1. Furthermore, we
provide a comprehensive analysis of the specific space
component of the network, followed by an in-depth
examination of the current advancements in crucial
components and the standardization processes.

We assume a standard constellation of CubeSats
in a certain orbit, such that each of these CubeSat
shares entanglement with their adjacent neighboring
satellites. The satellites transmit pairs of entangled
photons towards their neighbours. Each CubeSat
consists of a payload and a platform. The payload
consists of the Entangled Photon Source (EPS), two
optical terminals, and a processor. Entangled photon
pairs are produced by the source in one of the four
Bell states. The source includes a monitoring module
that measures the transmitted quantum state fidelity,
throughput, as well as the optical, thermal, and me-
chanical status of the source. The on-board optical
terminal consists of two telescopes that are used to
route each photon of an entangled pair towards the
neighboring satellites. The telescopes are attached to
remote control actuators designed for the purposes
of Pointing, Acquisition, and Tracking (PAT), which
are commonly directed by beacon lasers. The pay-
load processor is responsible for analyzing commands,
monitoring the state of the source (including power,
optical, thermal, etc.), and optionally managing a
laser master clock to synchronize with the ground
for precise time-stamping at a sub-nanosecond scale.
In addition, the payload processor enhances the opti-
mization of the encoding variable correction and guar-
antees the self-calibration of the PAT device.

The platform comprises several essential compo-
nents, namely solar panels, batteries, an onboard pro-
cessor, a memory unit, a radio terminal for Telemetry,
Tracking and Control (TTC), sensors for satellite tra-
jectory and attitude determination, actuators for ad-
justing the satellite attitude, thrusters, and a GNSS
receiver. The platform is responsible for the manage-
ment of energy resources, such as solar panels and
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batteries. It also performs the crucial functions of
protecting and stabilizing the payload against many
factors, including heat, space debris, radiations, and
vibrations. Additionally, the platform ensures the
maintenance of the satellite’s altitude and attitude.
The platform facilitates the transmission of telemetry
data and the reception of commands from the con-
trol segment. Additionally, it enables the handling of
faults and the execution of deorbiting procedures at
the conclusion of the satellite’s operational lifespan.

The entanglement photon source and detection
system is based on the studies [26][27] as depicted
in Figure. 2. The source generates pairs of photons
with distinct wavelengths (non-degenerate) that are
entangled in terms of their polarization state. When
the detection unit within the science instrument mea-
sures one photon from each pair, specifically the idler
photon at a wavelength of 837 nm, the other photon,
known as the signal photon at a wavelength of 785 nm,
is transmitted to the ground along with a time bea-
con through the optical ground station interface. A
minute proportion of the signal photons, nonetheless,
undergoes analysis within the self-check unit of the
detection system of the scientific instrument to assess
the quality of entanglement and internal efficiency. A
dichroic mirror is utilized to segregate idler and sig-
nal photons, enabling their detection on board and on
the ground, respectively. During the analysis process,
all idle photons are examined within the scientific in-
strument. However, the signal photons (together with
the beacon) are divided using a non-polarizing beam
splitter, with approximately 90% of them directed to-
wards the interface of the optical ground station. The
fraction of signal photons that remain are then eval-
uated in the self-check unit. Let us describe each
component in details:

2.1. Entangled Photon Source

Entangled states are generated inside a beam dis-
placement interferometer through the use of two
pump beams with orthogonal polarization. These
beams undergo down-conversion within a periodically
poled crystal, and subsequently, they are joined to-
gether [28]. The pump beam with a wavelength of
405 nm traverses a series of optical components in
its path. These components include a prism pair for
aligning the beam, a lens for focusing it onto the
periodically poled crystal, a filter to eliminate fluo-
rescence, a unit consisting of a half-wave plate and
a polarizing beam splitter for adjusting the beam’s
intensity, and another half-wave plate to rotate the
polarization to an angle of 45° prior to entering the
interferometer. In a beta barium borate (BBO) crys-
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Figure 1: Symbolic depiction of major subsystem of architecture for entanglement-based QKD net- work of
CubeSat constellation.
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Figure 2: Schematic of the mechanism and components behind the sending and detection unit. LD: laser
diode; PP: prism pair; L: lens; FF: fluorescence filter; HWP: half-wave plate; PBS: polarizing beam split-
ter; DM: dichroic mirror; YVO4: yttrium orthovanadate; BBO: beta barium borate; PPKTP: periodically
poled potassium titanyl phosphate; LEPD: lateral effect photodiode; LP: long pass filter; LCR: liquid crystal
retarder; SMF: single-mode fiber; BP: band pass filter; BS: beam splitter; APD: avalanche photodiode; M:
mirror; QWP: quarter-wave plate. [26][27]
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tal, the horizontally and vertically polarized pump
beam undergo spatial separation. The beam with hor-
izontal polarization is subsequently transformed into
vertical polarization using a half-wave plate. Both
beams are then subjected to down-conversion within
a temperature-stabilized periodically poled potassium
titanyl phosphate (PPKTP) crystal. The daughter
photons, specifically the idler photon with a wave-
length of 837 nm and the signal photon with a wave-
length of 785 nm, exhibit vertical polarization that
is identical to that of the pump photons in the con-
text of SPDC Type-0. The polarization of one beam
is transformed into a horizontal orientation prior to
the recombination of both beams into a subsequent
BBO crystal. The residual pump light is eliminated
using a dichroic mirror and a long pass filter. Sub-
sequently, the down-converted beam is rendered col-
limated through the utilization of a secondary lens.
In order to account for variations in wavelength and
route length within the nonlinear crystals, a configu-
ration involving two yttrium orthovanadate (YVO4)
crystals arranged in an interferometer sandwich is em-
ployed. Furthermore, a liquid crystal retarder (LCR)
is employed, positioned behind the collimating lens
within the source unit, in order to actively manip-
ulate the phase relationship between the signal and
idler.

2.2. Detection System

In terms of detection, the signal and idler are ini-
tially separated through the use of a dichroic mirror.
This separation allows for the signal to be detected
on board, while the idler is sent towards a another re-
civer CubeSat. The beam known as the idler is passed
via the dichroic mirror. It is then aligned with a pair
of prisms and undergoes filtering. The polarization
of the beam is afterwards recorded in four standard
channels, namely horizontal (H), vertical (V), anti-
diagonal (A), and diagonal (D). The beam splitter,
which has a 50/50 probability of selecting the mea-
surement basis (H/V or A/D), utilizes a combination
of a half-wave plate and a polarizing beam splitter
to project the photons onto their respective states.
The process of measurement involves directing the
light onto avalanche photodiodes (APDs). The signal
beam, after being reflected by the dichroic mirror, is
initially divided to facilitate its transmission to a re-
ceiver located on the neighbouring CubeSats and its
subsequent analysis conducted on it. Approximately
90% of the signal photons are directed towards the
receiving CubeSat, while the remaining portion is al-
located to a self-check detector unit. This unit serves
the purpose of quantifying the quality of entangle-
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ment and the efficiency involved.

2.8. Entanglement Switch and Quantum Memory

The entanglement switch is a component situated
within each CubeSat, designed to facilitate the trans-
mission of entanglement to one of multiple alterna-
tive CubeSats through the process of entanglement
switching. The entanglement switches are intercon-
nected through a combination of a quantum channel,
which facilitates the exchange of entangled qubits,
and a classical channel, which enables synchroniza-
tion, heralding, and unitary rectification through lo-
cal operations and classical communications. The
fundamental component of an entanglement switch
is a Bell-state measurement apparatus, which concur-
rently measures the state of one photon received from
each of the two neighboring CubeSat. This measure-
ment process serves to entangle the remaining pho-
tons within each respective link. It is assumed that
each entanglement switch is equipped with a quan-
tum memory (QM) to store the resource and facil-
itate delayed switching to a neighboring node upon
request [29]. Additionally, it is assumed that there
exists a source of entangled photon pairs situated be-
tween each CubeSats in the constellation. This source
is responsible for generating the quantum channel and
is an integral component in establishing the elemen-
tary linkages within the network .

The receiver CubeSat can either directly serve
end users or perform entanglement routing between
two distant CubeSats. Each CubeSat is composed
of an optical terminal, a quantum receiver, an en-
tanglement processor, an entanglement storage unit,
potentially a radio terminal, a secured classical net-
work interfaced to other CubeSats in constellation,
and an entanglement switch at the interface with the
local network or between elementary Space links, all
hosted in a optical terminal. Photons are collected
though a telescope equipped with a PAT device, and
their states are finally stored in a QM until an entan-
glement swapping is performed to extend entangle-
ment relationships and build end-to-end connections.
The storage of entangled states allows the non-real-
time and on-demand usage of the entanglement re-
source provided by the CubeSats. This key aspect en-
sures continuous secure communication with available
entanglement resources for end-users, independently
of satellite availability and weather fluctuations that
momentarily compromise optical communications in
space.
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3. Methodology

In this section, we outline the methodology of secure
CubeSat-to-CubeSat Communication using entangle-
ment based QKD for information Updates and risk
alert. As mentioned in earlier sections, we consider
a small constellation of CubeSats in a certain orbit.
Each CubeSat is deigned as described in the Section.
2 meaning that each CubeSat in the constellation is
equipped with basic space system unit along with the
entangled photon source, detection system, entangle-
ment switch and quantum memory. We also assume
that the CubeSats in the constellation are connected
with classical network along with sharing entangled
pairs with the neighbouring CubeSats. In order to
provide the methodology of proposed concept, we as-
sume the following cases for information updates and
risk alerts: Case (i) Incoming Orbital Space Debris as
detected by CubeSats through onboard sensors (Fig-
ure. 4). Case (i7) Information about incoming orbital
space debris as provided by Ground Station(GS) to
one of the CubeSat which are in the communication
window of GS (Figure. 3). In the upcoming sub-
sections, we will consider these cases to develop the
methodology:

3.1. Risk Detection

As mentioned above, we will assume orbital space
debris as risk. Space debris tracking is crucial for
the safe operation of satellites and other spacecraft.
While ground-based radar and telescopes are widely
utilized for this purpose, onboard cameras and sensors
provide an additional degree of protection and real-
time tracking capabilities [30]. The problem of detect-
ing space debris becomes considerably more complex
in a satellite constellation due to the sheer number
of satellites involved, but it also gives an opportunity
for improved situational awareness. Each satellite can
act as a node in a networked system for comprehen-
sive trash tracking by using onboard technology such
as optical cameras in the visible and infrared spec-
tra, Lidar, and accelerometers. These sensors can be
built to function with little power consumption, fit-
ting into the restricted energy budgets typical of most
satellites.

The acquired data is initially processed onboard
using object detection algorithms to remove poten-
tial debris from celestial bodies and other satellites
[31]. Tracking algorithms then forecast the paths of
these items to determine the likelihood of a collision
[32]. Importantly, data from separate satellites can be
merged at a single node or spread over the network for
more accurate tracking and prediction. This data fu-
sion not only improves the tracking system’s robust-
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ness, but also enables for real-time updates, which
are required for quick collision-avoidance judgments
[33][34]. One of the key operational considerations is
the real-time nature of the tracking system. Given
that communication with ground stations can be in-
termittent or delayed, each satellite should have the
capability for autonomous operation.

There are several studies which look into this
problem. In [35], authors examined ground-
based tracking, satellite-based, simulation-based, and
fusion-based detection techniques, with the fusion-
based method being particularly effective in de-
tecting debris in both sunlit and non-sunlit areas.
[36][37][38]presents a image-based control scheme for
tracking space debris using onboard optical sensors
using Kalman filter to reduce camera noise, detects
debris path, and estimates angular velocity. While
[39] presents an presents an original architecture for
relative navigation using a single passive camera to
reconstruct the relative state between a chaser space-
craft and a known target.

The tracking of space debris from ground stations
predominantly depends on the utilization of advanced
radar equipment and optical telescopes. The afore-
mentioned installations are deliberately positioned
across several locations worldwide in order to ensure
extensive surveillance of Earth’s orbital space [40].
Radar devices have shown to be highly efficient in
monitoring tiny debris within low Earth orbit by pro-
ducing radio waves that reflect off objects and sub-
sequently return to the base station [41]. Through
the analysis of the signals that are received, the sta-
tion is able to derive information regarding the di-
mensions, velocity, and path of the object. Optical
telescopes serve as a valuable complement to radar
systems, particularly in the context of monitoring ob-
jects located in higher orbits that are less amenable
to radar detection. These telescopes employ the tech-
nique of capturing the reflected light from debris in
order to ascertain the precise position and velocity of
the object. Sophisticated algorithms are employed to
analyze the data obtained from these sensors in or-
der to forecast the trajectories of debris and detect
possible instances of collision with operational satel-
lites [42][43]. The acquisition of this data is crucial
for the purpose of mission planning and the execution
of collision avoidance measures. Ground stations fre-
quently engage in collaborative efforts, wherein they
exchange data and computational resources with the
aim of enhancing tracking precision and prediction
capacities. In the realm of space debris management,
ground-based tracking continues to serve as a funda-
mental pillar.
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3.2. Data Encoding

After the risk detection, the next step is data encod-
ing for further transfer. The conversion of informa-
tion into binary signals is a fundamental component
of digital communication and computing. During this
process, numerous types of data—from text and num-
bers to images, audio, and video—are converted into
0s and 1s sequences. Text characters, for example,
could be represented using ASCII encoding [44], in
which each letter or symbol corresponds to a distinct
binary sequence. Numerical data can be translated
straight to binary form, with techniques such as two’s
complement employed to represent negative integers.
The color of each pixel or the loudness of each audio
sample is turned into a binary number in multime-
dia data such as photos and sounds. constant-length
encoding, in which each data unit is represented by
a constant number of bits, or variable-length encod-
ing, in which the number of bits varies dependent
on particular conditions, such as the frequency of a
character in a text [45]. Once the data has been en-
coded into binary, the sender CubeSat, let’s call it
Alice, takes the process a step further by transmit-
ting data using photon quantum characteristics by
using quantum Encoding with Polarization States as
described in Section.2.1. In this example, Alice pro-
duces a stream of single photons, each carrying a piece
of the binary-encoded data. The polarization states
of these photons represent binary codes. A horizon-
tally polarized photon, for example, may represent a
binary 0, whereas a vertically polarized photon may
represent a 1.

8.8. Basic Concept of Operation

As depicted in Fig. 4 and 3, we propose a simple op-
erational scenario demonstrating the processing of in-
formation updates or warnings between two CubeSats
Alice Ny and Bob N3. Before any communication re-
quest from Alice or Bob, the network generates entan-
glement resources on elementary lines and saves them
in QM at each intermediate CubeSat(N3). After de-
tecting the hazard, processing it, and interpreting its
impact on the individual or group of satellites. The
host CubeSat can play the role of Alice N7, while the
target CubeSat/CubeSats can play the role of BobN3.
When two end-users, in this case Alice and Bob, send
a communication request, the on-board controller de-
termines the best path to connect them and orga-
nizes entanglement swapping along that path. A Bell
state measurement enables entanglement swapping at
the switches No and thus the weaving of an end-to-
end entanglement link. Entanglement follows the red
path, which is made up of three satellites and one
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entanglement switch. The entanglement resource on
each link will be consumed to build the end-to-end
entanglement, and the end-to-end entanglement will
be consumed at the time of communication between
Alice and Bob, for example, when Alice teleport her
qubit state to Bob.

3.4. Protocol for secure QKD

In this section, the Dynamic Quantum Secret Shar-
ing protocol (DQSS) tailored for secure information
updates among CubeSats is deigned. The designed
protocol offers secure information transfer as well as
it provides network dynamism, which means that a
newly launched CubeSat can be added to the constel-
lation network, and a CubeSat can be removed from
the constellation network without affecting the entire
network. The protocol will accommodate both cases
where Alice and Bob are adjacent and when they have
intermediate CubeSats in between.

Notations: Kx : n-bit symmetric quantum key
associated with CubeSat X. Kj; : Master key held
by the central CubeSat (Alice). @ : Bitwise XOR op-
eration for key updates. ¢xy : Entangled quantum
state between CubeSats X and Y.

Step 1: The CubeSat which detected the haz-
ard will act as Alice (transferring CubeSat). It will
maintain and distribute the master key K.

Step 2: For Adjacent CubeSats - Initial Key
Generation and Master Key Setup.  Alice per-
forms a entanglement based QKD protocol (E91
or the BBM92) with each adjacent CubeSat (e.g.,
Bob, Charlie) to generate an n-bit symmetric key
KAliceBob 7KA1iceCharlie, etc. - Alice calculates the ini-
tial master key as follows:

K]w = KAliceBob ® KAliceCharlie SRR

Step 3: For non-adjacent CubeSats - entanglement
swapping for Key Generation. Charlie performs a
Bell-state measurement on his part of @aliceCharlie
and @charlieBob, , effectively entangling Alice and
Bob. Alice and Bob can now derive a shared se-
cret key KaliceBob through the entangled state.

Step 4: Master Key Update - Dynamic Addition
of a New CubeSat (David). A new CubeSat, David,
is introduced into the network. Alice generates a new
symmetric key Kalicepavia With David using a quan-
tum protocol. The master key is updated as follows:

/
KM = KM ©® KAliceDaVid

Alice securely communicates K, to all existing Cube-
Sats for future secure communication.
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Step 5: Master Key Update - Dynamic Removal
of a CubeSat. Suppose a CubeSat, say Charlie, leaves
the network. Alice updates the master key:

1 !
Ky = Ky @ KaliceCharlie

Alice securely sends the updated K, to the remain-
ing CubeSats.

Step 6: Secure Communication using Entangle-
ment. For added security, Alice generates and shares
entangled states ¢xy with each adjacent CubeSat.
Non-adjacent CubeSats utilize entanglement swap-
ping to establish a secure channel.

Step 7: Information Update and Secure Commu-
nication. For normal information updates, CubeSats
use the latest master key Ky or individual keys Kx
depending on the security requirements. When net-
work changes occur (like adding or removing a Cube-
Sat), Alice sends a secure message to all CubeSats to
confirm the change and update the master key.

4. Efficiency and Security of Proposed Scheme

The efficiency of quantum communication protocols is
calculated using two related but distinct parameters.
The first is easily defined as

(1)

where c is the total number of classical bits (mes-
sage bits) transmitted/shared via the protocol and ¢
is the total number of qubits employed for the purpose
[46][47].

In this context, it is necessary to establish a pre-
cise delineation of the maximum value that 7; can at-
tain within the framework of DQSS protocols. In or-
der to facilitate comparison with previous approaches,
we examine a multi-party DQSS scheme consisting of
m parties, with Alice serving as the principal and
(m1) agents. Alice is now tasked with implement-
ing a sub-protocol with each of the aforementioned
agents. The maximum efficiency for each of these
sub-protocols can be 0.5[48]. This phenomenon oc-
curs when a pair of 2x qubits, consisting of a combi-
nation of verification qubits and message qubits, tra-
verse a quantum channel that can be accessed by an
eavesdropper named Eve. To assess the possibility
of eavesdropping, a subset of x qubits is utilized. In
this scenario, for any given value of § greater than
zero, the likelihood of obtaining fewer than dn errors
on the verification qubits, while simultaneously ob-
taining more than (§ 4 €)n errors on the remaining x
qubits, approaches a value that is significantly smaller

IAC-23,B2,3,5,x79705

than e~ O(€®) as x becomes large [48]. In order to

guarantee the absolute security of the sub-protocol
employed by Alice and her ith agent of level 1, it is
necessary for them to conduct a thorough examina-
tion of fifty percent of the sent qubits to detect any
potential eavesdropping attempts.

Thus 71 max = 0.5 and it is easy to interpret that
in m-party DQSS, Alice prepares a 1-bit secret or key
Ky =Kp, 6Ka,® - B Ky, _, by combining all the
1 bit secrets that she shares with each of the agents
in the constellation (CubeSats) and consequently she
needs 2(m — 1) qubits to create a single bit of secret
(Kr). Equivalently, she requires m — 1 sub-protocols
of efficiency 7 = % In brief, upper bound on 7; of
an unconditionally secure DQSS is 1/2(m — 1). We
have assumed that in the DQSS protocol proposed
here one of the maximally efficient QKD or QSDC
protocol proposed in is used as sub-protocols and con-
sequently 7, for our protocol is 1/2(m — 1) [49]. The
charactertics of the tailored protocol is listed in the
Table. 1

The suggested protocol demonstrates a clear cor-
relation between the security of the protocol and the
security of the key generation system employed for
communication between two communicating Cube-
Sats. In the scenario where Alice and Bob employ
the BB84(B92) protocol to acquire K4 = Kp, the
security proof of BB84(B92) would guarantee the se-
curity of the current scheme. The utilization of pro-
tocols such as BB84, B92, and other single-particle
based methods can be extended to incorporate dy-
namic quantum secret sharing.

5. Conclusion

In this research, we’ve paved the way for a new
paradigm in CubeSat constellation networks. By in-
tegrating entanglement-based Quantum Key Distri-
bution (QKD) into the constellation network, we’ve
significantly enhanced its security. Owur approach
doesn’t stop there; we’ve incorporated quantum re-
peaters and quantum memory, enabling advanced ca-
pabilities like entanglement swapping. Our focus has
been comprehensive, detailing not just the theoretical
underpinnings but also the practical aspects of how
such a network would function, down to the hardware
involved. We’ve tailored our proposed system for real-
world use-cases, such as orbital space debris detec-
tion, showcasing its practicality. Moreover, our sys-
tem is built to adapt, capable of adding or removing
CubeSats without causing a problem in the existing
network’s overall functionality. Through meticulous
evaluation, we’ve demonstrated that our framework
isn’t just theoretically sound—it’s practically feasi-
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Requirement of quantum entan-
glement

Characteristics Value (using a maximally efficient sub-protocol of QKD or
QSDC)

Qubit efficiency 1n; (m-party 27”172

DQSS Qubit efficiency

n1 (3-party DQSS 25%

Qubit efficiency (50-party DQSS) || 1.02%

Not required as it can be also implemented using single qubit state

Features

The system is characterized by its dynamic and hierarchical na-
ture, allowing for implementation through several protocols such
as Quantum Key Distribution (QKD), Quantum Data (QD),
Quantum Key Agreement (QKA), Deterministic Secure Quantum
Communication (DSQC), Quantum Secure Direct Communication
(QSDC), and others. Additionally, the system enables the promo-
tion of an agent to a higher level within the hierarchy.

Table 1: Efficiency of the proposed DQSS protocol tailored for CubeSat constellation as mentioned in [49]
[48][50].

ble,

efficient, and secure. Therefore, this work repre-

sents a noteworthy achievement in the advancement
towards the development of safe, resilient, and adapt-
able CubeSat constellations.
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