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Abstract: Electronic equipment is indispensable in the industrial 4.0 era. Electromagnetic Compatibil-
ity issues with electronic devices are increasingly concerning. The phenomenon of electromagnetic
field compatibility is getting higher and higher. The operating quality of electronic equipment is more
and more adversely affected, such as by the phenomenon of hesitation in operation for the operating
structures, the generation of fire and explosion of electrical equipment, the loss of information, and
many other negative effects. This paper discusses the relationship between Electromagnetic Compati-
bility (EMC) scoring, Electromagnetic Interference (EMI) scoring, and Electromagnetic Susceptibility
(EMS) scoring with the performance quality of electronic devices (QUA). We perform reviews on
regulatory institutions governing Electromagnetic Compatibility on electronic devices. To evaluate
the proposed Electromagnetic Compatibility structure and its relationship to electronic devices, we
proposed to use the Partial Least Squares Structural Equation Modeling (PLS-SEM) method. The
research results of the model show that the electronic device layout conditions and the lack of system-
atic conditions have a negative impact on the operating quality of the electronic equipment, while
the conditions on equipment techniques, scientific and technological resources have positive and
significant impacts.

Keywords: electromagnetic compatibility; electromagnetic interference; PLS-SEM; EMC; EMI

1. Introduction

In recent years, the Internet of Things (IoT) has achieved great achievements and has
been focused on developing in countries around the world. IoT devices are increasingly
being developed and brought to the market, bringing great benefits and convenience to
individuals, organizations, and businesses. In addition to the technical and regulatory
challenges of IoT products, there are many regulations and standards that need to be
followed and applied. In this article, we will learn about Electromagnetic Compatibility
(EMC) standards for electrical and electronic devices and challenges in the IoT era [1].

Over the years, the number of smartphones, tablets, and portable handheld devices
has increased dramatically. This means that a large number of devices will coexist and
function. Along with that, the strong development of 5G wireless network technology
will lead to an explosive increase in electrical and electronic devices, increasing problems
with electromagnetic fields. Electromagnetic Compatibility is an urgent requirement for
the development of IoT applications [2,3] and 5G technology is seen as the enabler needed
to truly turn IoT into a full-scale integrity. The 5G network is developed to become a key
element in the future digital world, connecting infrastructures with ultra-high bandwidth,
supporting areas such as the economy, national security, and society, meeting the growing
market demand. Global wireless Internet traffic is estimated to account for about 75% by
2020, and the first 5G products will also be available in 2020 [4].
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The development of the IoT will be the biggest challenge to the problems of
electromagnetic-EMC compatibility. According to the statistical results of the company IoT
Analytics, the number of connected devices in 2018 has surpassed 17 billion, which includes
7 billion IoT devices and non-IoT devices such as phones, tablets, PCs, and laptops applied
in fields such as smart cities, e-health, smart homes, smart agriculture, smart transportation.
New electronic devices, both wireless and wired, will be placed almost everywhere in
society [5,6]. Current device density is predicted to reach 10,000 devices/km? in major
cities. In addition, the EMC standard also addresses the issue of the co-location distances of
wireless transceivers and electronic equipment that limit the emission of electromagnetic in-
terference. However, the development of many new types of electrical and electromagnetic
devices is leading to a rapidly increasing density of co-located devices, which is predicted
to be a significant challenge for EMC. Since devices have a communication distance of
about 10 m, a device density of 10,000/km? or more will increase the background noise
level to 65 dBuW. HTs usually use a frequency range of 25 kHz corresponding to 44 dB,
assuming a noise level of 15 dB, thermal noise level of —144 dBuW /Hz, noise level in the
HT measured —85 dBuW (above the frequency range) [7].

IoT devices will use significantly higher frequencies than current EMC standards for
emission and immunity tests. Anticipate radio coverage in outdoor environments up to
approximately 30 GHz and indoors up to approximately 90 GHz. This will greatly affect
the design requirements of equipment capable of meeting EMC standards for immunity
and electromagnetic emissions. Therefore, it is required to develop and test new EMC
standards with a larger bandwidth [8].

This study explores the role of regulatory institutions in controlling electromagnetic
fields on electronic devices. Previous studies used engineering methods to measure elec-
tromagnetic fields and designed real models to control electromagnetic fields. In order to
fill in the gaps and further expand the previous research, this study focuses on analyzing
the influence of the conditions of the institutions and regulations on the management of
electromagnetic field compatibility with the ability to control the electromagnetic field
performance of high-quality electronic equipment. This paper selects a quantitative repre-
sentation of several quantities in regulatory institutions and their relationships to electronic
devices. The Partial Least Squares Structural Equation Modeling (PLS-SEM) model was
developed and applied in this study [9].

There are many factors that negatively affect the performance of electronic equipment.
Electromagnetic fields are generated by neighboring devices and cause serious electro-
magnetic interference with each other [10]. Proposing physical engineering methods to
prevent electromagnetic fields is one. However, this method has many technical limitations,
and this is also a promising future study for researchers and electronics manufacturers.
Humans directly operate electronic devices in which electromagnetic fields directly affect
the health of workers. The physical engineering design to control the electromagnetic field
compatibility of electronic devices is not perfect, and therefore, there is a need for institu-
tions and regulations to control quantities in the field. Electromagnetic effects affect human
health and the operating quality of electronic devices. Another approach is that electronic
equipment manufacturers need to participate in electromagnetic field compatibility control
activities for the products that their companies manufacture, improving the quality of
operations for these devices, and the electronic equipment of other companies when the
system is jointly designed [11,12]. However, the technique to eliminate electromagnetic
field compatibility on electronic products has not really been effective when electronic de-
vices are designed into the same circuit board system. This is a big challenge for researchers.
One approach that has worked so far has been to establish regulatory institutions that
control Electromagnetic Compatibility for electronic devices, which provide a business
benefit to manufacturing companies, benefits for countries producing electronic equipment,
and creating more favorable conditions in trade for electronic product lines [13].

For decades, the PLS-SEM Model has been accepted by researchers, scientific critics,
and editors of scientific journals as the multivariate analysis model and the PLS-SEM
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model [14]. The PLS-SEM (Partial Least Squares SEM) model has characteristics suitable
for exploratory studies with an undeveloped theoretical background. However, it is still
applicable to confirmatory research. The latent variable (construct) is formed based on
the weights of the observed variables of that latent variable. PLS-SEM is considered
a non-parametric processing method that does not require normally distributed data.
PLS-SEM can be used for both reflective and formative relationships. PLS-SEM has a
low ability to evaluate the overall model fit, so its use to test and confirm the theory is
limited. If the study appears to have new latent variables, new observed variables, or if
the data is not normally distributed or the sample size is small, then PLS-SEM should be
used. Fill in the shortcomings of statistical models such as Analysis of Variance, Binary
Regression, Multivariable Regression, and Confirmatory Factor Analysis in multivariate
data analysis. The search term “Partial least squares structural equation modeling” shows
that researchers confirm by empirical data in their studies the different aspects in which
their theory is expressed in that respect. This study is the first to evaluate the interplay of
regulatory institutions on the influencing factors of electromagnetic field compatibility on
the performance quality of electronic devices using the PLS-SEM model. The PLS-SEM
model is extended to assess the satisfaction of electronic device users by survey data sources,
direct interviews from to explain this structure [15]. Some of the main objectives of this
study are as follows:

e  C(larifying the importance of analyzing Electromagnetic Compatibility management
rules and standards such as Magnetic Interference (EMI), Electromagnetic Sensitivity
(EMS), and measurement systems and management standards to measure EMC (EMC-
MMS) and Electromagnetic Compatibility (EMC);

e  Specify the negative impacts of EMI, EMS, and EMC-MMS on EMC and the need to
clarify each specific standard according to Vietnam's regulations and standards;

e Highlighting the important role of STEM resources in developing electronic compo-
nents, controlling, and preventing magnetic field compatibility and electromagnetic
interference;

o Demonstrate the implementation of an alternative method to evaluate the complex
relationship between magnetic disturbances and Electromagnetic Sensitivity (EMS).
The PLS-SEM model allows us to discover the respective appropriate regulatory
standards for each line of electronic products, even within the limits described below.

The research paper is organized into the following specific sections: Section 2 briefly
presents the activities of reviewing the literature. Section 3 shows the contents of the devel-
oping hypotheses. Section 4 details the structure of the methodology. Section 5 presents
the results of the study and discussion. Section 6 presents the conclusion of the study, and
Section 7 presents the contributions, limitations, and directions for further research.

2. Literature Review

The growing development of Industrial 4.0 requires increasingly intelligent electronic
devices, and the signal transmission environment between electronic devices is also diverse.
Smart electronic devices are increasingly widely used in many fields, from communication
devices used in socio-economic activities to production and human activities such as
smart homes and smart manufacturing. Power electronic components such as MOSFET,
TRANSITOR, and DIODE are used more and more in smart electronic devices [16]. Power
electronics operate on the principle of opening and closing contacts controlled by a third
factor, such as digital signals and electrical impulses. Controlling the quality at the site of
these collapsible operations is a difficult and interesting task for researchers.

This semiconductor electronic device implements intelligent switches in the system
for which they are designed to form control circuits. When performing switching, they
generate impulses that interfere with the transmission signal and emit discharges that
interfere with the surrounding components. For example, the image on the TV screen is
flickering continuously, but in real life it is not easy for the user to feel it. Only when the
display screen is captured by another device can the stripes be seen. The flicker is caused
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by the image noise emitted by the display lights. Most electrical and electronic devices
transmit and receive electromagnetic waves that can affect other electrical and electronic
devices. Sometimes, we may have heard the crackling of sound waves or seen stripes on the
TV due to picture noise. Therefore, electrical equipment must comply with the laws of Elec-
tromagnetic Compatibility (EMC) in order not to affect the environment and not be affected
by surrounding electrical equipment. Manufacturers always want to put electrical and
electronic products in any market that must comply with the EMC laws of that market [4,7].
Electromagnetic interference negatively affects the transmission of electromagnetic signals,
affecting the performance of electronic devices. The more electronic equipment is used,
the higher the electromagnetic field interference, leading to Electromagnetic Compatibil-
ity, a factor that needs to be controlled and eliminated. However, the most commonly
used Electromagnetic Compatibility prevention and control activities are the use of special
materials to make electromagnetically compatible shielding rings for electronic devices.
The weakness of this method is that it is not really efficient, the shielding device occupies
a large area, and the cost is high. However, the electromagnetic interference shielding
method is currently the best method for electromagnetic field compatibility management
for electronic devices and is also an interesting research topic for researchers in the future.
In parallel with that, establishing standards for Electromagnetic Compatibility manage-
ment of national walls to meet international standards in order to meet the circulation of
electronic devices between countries, the issue of overall assessment. It is possible that
regulations controlling Electromagnetic Compatibility between countries compared to the
common world standard are necessary.

Electromagnetic Compatibility (EMC) is a standard indicator of the Electromagnetic
Compatibility of electrical and electronic equipment, including EMI (Electromagnetic
Interference) and EMS (Electromagnetic Susceptibility). EMIs are electromagnetic emis-
sions caused by equipment that affects the operation of other devices in the surrounding
environment. EMS is the ability of equipment to function properly when affected by electro-
magnetic interference and susceptibility is the tendency of electrical equipment, referred to
as the victim, to malfunction or break down in the presence of unwanted emissions, which
are known as Radio Frequency Interference (RFI). Inmunity is the opposite of susceptibility;
it is the ability of equipment to function correctly in the presence of RFI, with the discipline
of “hardening” equipment being known equally as susceptibility or immunity [2,17]. The
inductance of electromagnetic field interference of electronic devices is also a difficult
problem to solve. System control devices must include many electronic devices that inte-
grate and form a block (called a control circuit board). Increasingly, compact equipment is
being used by customers and manufacturers. Therefore, designers have to design layout
positions for electronic devices to be closer and closer together, and this is a problem that
needs to be dealt with in terms of susceptibility to electromagnetic interference, which is
an urgent requirement for future researchers to find a way to prevent this susceptibility to
Electromagnetic Compatibility between devices.

Electromagnetic interference is a concern for many users of monitoring systems and
equipment such as heart rate monitors, blood pressure monitors (in the medical field),
elevator systems, automatic doors, surveillance camera systems, electrical equipment in
the factory, or even electrical appliances in the home. Electromagnetic Interference (EMI)
is an unwanted electrical signal generated from electric field energy. These signals can
disrupt transmission lines or obstruct or attenuate electrical signals in circuits, leading
to loss or distortion of signals in systems [18]. The transmission of information signals
between devices with interference types without ensuring the quality of the information
caused by electric field interference is a current difficult problem, requiring an urgent and
really effective solution to improve the quality of information and high-quality information
transmission in today’s internet of things (IoT) environment. Information interference
in transmission is a serious problem and also an interesting future study for researchers
and manufacturers of electronic devices. The method of controlling electromagnetic field
interference in signal transmission is to establish regulatory standards that manufacturers
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and users of electronic devices must follow to ensure health and ensure requirements
for users.

Electromagnetic interference can be classified in three ways: (1) Noise Source: Con-
sider the source of the noise. Electromagnetic interference can be divided into two types:
natural noise and man-made noise. Natural interference, including cosmic rays, the sun,
snow, storms, rain, and thunder, are examples of natural phenomena that can cause elec-
tromagnetic interference in your electronic circuitry. This is the main and most common
source of interference in radio systems, radar systems, space applications, spaceflight, radio
astronomy, telecommunications, etc., and because of these types of interference, humans
cannot control them. Therefore, the designer needs to consider the natural elements of
his system. Man-made interference is divided into two categories: intentional and un-
intentional. Intent source is the source that generates electromagnetic waves for their
purpose, such as TVs and telephones. These signals are important and cannot be interfered
with. Therefore, reduce their impact, by focusing on protecting the remaining devices from
the effects of noise sources. Unintentional sources generate unwanted electromagnetic
interference during their operation, which is the most common source of noise in systems.
Unintentional sources include devices such as motors, electrical equipment, inverters,
rectifiers, etc. These noise sources must be suppressed to ensure the normal operation of
the remaining devices [19,20]. In particular, the options currently in common use for elec-
tromagnetic field compatibility prevention are shielding devices and documents specifying
levels to be complied with for electromagnetic fields. New materials are urgently needed to
improve the effectiveness of electromagnetic field compatibility. Regulatory standards stop
controlling harmful levels of electromagnetic field interference to human health and ensure
long equipment life, and this is not a good solution for field Electromagnetic Compatibility.

Interference time can be classified into types of noise based on the duration of the
disturbance, which can be divided into two categories: continuous noise and pulsed noise.
Continuous noise is the type of noise that a source of noise continuously emits. This type of
interference can be natural or man-made, but it will continue as long as the noise path exists
between the noise source and the receiver. Impulse noise is noise that occurs intermittently
or for a very short time. This type of interference can also be natural or man-made. System
switches are one example of a source of this type of pulsed noise [21,22]. The operational life
of electronic equipment depends greatly on the duration of the electromagnetic disturbance.
There is not really an effective solution for measuring and accurately monitoring the time
of electromagnetic field disturbances in electronic equipment systems. Industry 4.0 and
manufacturing companies are gradually developing into smart factories, and more and
more electronic devices are being used. Controlling electromagnetic field interference
that protects electronic equipment and extends the operating life of electronic equipment
is a task that requires researchers to explore. Next, improving the signal transmission
quality between electronic devices by preventing electromagnetic field interference is also a
promising area for future research.

The noise bandwidth can be classified according to its bandwidth. The bandwidth of
electromagnetic interference is the frequency range that the noise generates, divided into
two types: narrowband interference and broadband interference [23]. Narrowband noise is
a type of interference consisting of a single frequency and a narrow band of frequencies that
can result from some form of oscillation or spurious signals due to distortion patterns in the
transmitter. In most cases, this type of interference has a low impact on communications
or electronic equipment and can be easily corrected. However, they are also a source of
interference for the system and should be kept within acceptable limits. Broadband noise
is a type of noise that does not produce single or discrete frequencies. They make up a
large part of the magnetic spectrum, exist in many different forms, and can be natural or
man-made. Typical causes are arcing and halos. Some examples of this type of interference,
known as “Sun outage,” occur when solar energy disrupts the signal from a communication
satellite. Another example is caused by arcs in the ignition system, faulty power lines,
and poor fluorescent lights [21]. The era of the Internet of Things (IoT) evolves, requiring
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the radio frequency band to meet the corresponding requirements for each target of the
corresponding signal. Electromagnetic field interference greatly affects the bandwidths of
the signal transmission bands. The best prevention of electromagnetic field interference for
bandwidth interference is to improve transmission signal quality, and this is also considered
promising future research.

According to the Vietnam National Technical Regulations (RCVN) [24-53], there are
regulations to manage Electromagnetic Compatibility, such as (1) individuals or organiza-
tions must comply with regulations when using electronic devices. (2) Individuals or orga-
nizations must register for certification of conformity with standards for electromagnetic
field compatibility with the Vietnamese government’s regulatory agency for manufacturing
or importing and exporting electronic devices when circulating electronics equipment on
the market. (3) List all electronic devices that have the potential to be electromagnetically
compatible and make them publicly available to the person or organization involved in
the activity. (4) To clearly issue a list of electronic devices capable of generating electronic
compatibility and electronic devices not capable of generating Electromagnetic Compat-
ibility. (5) Specific regulations on recognition of results of conformity assessment with
standards and technical regulations on electromagnetic field compatibility management of
electronic equipment between Vietnam and other countries and territories are implemented
in accordance to the RTCV and mutually acceptable. (6) Explain in detail each regulation
for individuals or organizations using electronic devices to understand the regulations in
the RTCV. (7) Conduct a survey on the provisions of the RTCV and revise the regulations
that are not suitable for the actual situation. (8) Periodically specify the evaluation contract
and have a clear record on electromagnetic field compatibility management. (9) RTCV must
meet the target according to national, regional, and international standards. (10) The RTCV
must be able to objectively measure and evaluate and must clearly specify the method of
inspection and evaluation. (11) RTCV must be expressed in writing that is accurate, concise,
and simple. (12) RTVN is built on the basis of the acceptance of international standards
that have been widely applied, with the basic layout and content of international standards
being preserved and converted to national standards with intact markings icons to interna-
tional standards. (13) Specific regulations on measures to prevent, combat, or minimize the
harmful effects of radio radiation from radio stations, radio equipment, and radio wave
application equipment for people and the environment. (14) Organizations and individuals
that use radio stations, radio equipment, and radio wave application equipment must
comply with the provisions of the law on radio radiation safety. (15) Organizations and
individuals manufacturing and importing radio equipment and radio wave application
equipment on the list of radio equipment and radio wave application equipment capable
of causing unsafety. Before being put into circulation on the market or used, all radio
radiation must be certified, announced, and used with the regulatory conformity mark. (16)
Before putting a radio station on the list of radio stations required to be inspected for radio
radiation safety into use, they must carry out the inspection. (17) Issue the list of radio
equipment and the list of application equipment about radio waves that have capable of
causing unsafety radio radiation, it is subject to the regulation conformity certification and
the announcement of regulation conformity and use of regulation conformity mark. The
list of radio stations required to be inspected for radio radiation safety stipulates inspection
procedures and publishes the list of organizations eligible for radio radiation safety inspec-
tion for radio stations. (18) Organizations and individuals that manufacture or import radio
equipment on the list of radio equipment capable of causing harmful interference before
being put into circulation on the market or used must carry out certification regulation
conformity, announce regulation conformity, and use the regulation conformity mark. (19)
Promulgating the list of radio equipment capable of causing harmful interference, which
must be certified for conformity, announce the regulation conformity, and use the mark of
conformity. (20) The appraisal and publication of national standards on radio emissions
after reaching agreement with the Ministry of Information and Communications and (21)
the mutual recognition of the results of the assessment of conformity with standards and
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regulations of radio emission techniques between Vietnam and other countries and territo-
ries shall comply with international treaties to which the Socialist Republic of Vietnam is a
signatory; between the conformity assessment organization of Vietnam and the conformity
assessment organization of the country or territory shall be conducted according to the
agreement between the parties.

3. Hypothesis Development on Electromagnetic Compatibility

The object of this research is to examine the regulations governing the electromagnetic
field compatibility of electrical equipment being operated in the territory of Vietnam and
the world, and the product standards related to the management of electrical equipment.
Electromagnetic Compatibility is studied. The data collection method of this study is
to survey the list of relevant regulations on Electromagnetic Compatibility management
for electronic equipment currently on the market in Vietnam: chat investigation, audio
recording, and taking notes; survey questionnaires (in person and by email).

Conduction couplings describe the path by which noise is generated at the noise
source and then transmitted to the noise receiver. Understanding the nature of noises and
how they operate in electronic circuits is the key to solving the problem. Electromagnetic
interference is composed of two components (a magnetic field and an electric field), so the
noise propagates from the source to the receiver through four main couplings: conduc-
tion (conduction), radiation (radiation), capacitance (capacitive coupling), and inductive
coupling. Conductive: conductive coupling occurs when noise is transmitted along the
conductors (wires and cables) connecting the noise source and the interference receiver [54].
The noise on this coupling is mainly on the power line and has a predominant magnetic
field component. Conductive coupling will exist in two modes: common mode (noise
occurs in phase on +v and —v lines) and bias mode (noise appears out of phase on two lines).
A common way to limit interference on conductive couplings is to use filters and shields for
cables. Radiation: radiation coupling is the most common coupling and often appears in
noise couplings. Unlike conduction, radiation coupling has no physical connection between
the noise source and the receiver through which the electromagnetic interference would be
transmitted in space [55]. Capacitance: capacitive coupling is the coupling that occurs in
two connected devices. Coupling occurs when there is a voltage change in the capacitive
source that conducts charge transfer to the other device. Induction: inductive coupling is a
coupling where a conductor interferes with nearby equipment through electromagnetic
induction. The above arguments lead to our first hypothesis.

Hypothesis 1 (H1). EMI conditions have a negative impact on Electromagnetic Compatibility.

Electromagnetic Susceptibility (EMS) is the ability of electrical and electronic equip-
ment to function properly when affected by electromagnetic interference. Immunity from
EMS together with EMI interference is the two main factors that make up EMC Electro-
magnetic Compatibility. The reduction of electromagnetic interference needs to combine to
solve the problem of increasing EMS immunity and reducing EMI interference. The EMS
measurement is designed to ensure that the electronic product itself is resistant to external
interference, such as static electricity, and to the extent to which the product can withstand
a lightning strike [56].

EMS is understood as the ability of electrical equipment to function properly even
when affected by surrounding noise waves. EMI and EMS immunity are the two main
factors that make up EMC because, in order for equipment to be electromagnetically
compatible, it is necessary to combine these two factors to solve two problems that are
reducing EMI infection and increasing immunity [57].

Minimizing problems related to electromagnetic interference in electrical and electronic
equipment: Devices that do not use EMC will cause disturbances and interference to
electrical equipment. For example, when you use LED equipment that does not use
the EMC standard, it will interfere with the radio, telephone, or any other device with
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electromagnetic waves [58]. This means when you use LEDs with EMC attached, you can
rely on their interference ability to make the right choice for each area to suit your needs
and ensure longevity for other electrical equipment [59].

Ensuring safety for users’ health: products that apply EMC standards are highly safe
because they have all gone through a process of reviewing and evaluating their impact
on the environment, and all aspects change with the user [60]. Therefore, these products
greatly reduce the risk of short-circuit, fire, explosion, etc., due to overload compared to
inferior equipment, contributing to avoiding danger and ensuring your own safety and the
safety of everyone around you. Hence, we propose the next hypothesis.

Hypothesis 2 (H2). EMS conditions have a positive effect on immunity and reduce Electromagnetic
Compatibility.

The development of society is associated with the explosion of electrical equipment
technology. When electronic devices appear everywhere, the issue of electromagnetic
compatibility (EMC) is more and more concerned as well [6]. Perhaps, EMC is still a
relatively new definition for a part of Vietnamese people, but this index has been applied
a lot in developed countries such as the US, Korea, Japan,... especially are European
countries [13]. If the electrical equipment and electronic products produced do not comply
with EMC standards, it will affect our lives in many ways [5,61].

Today, along with the advancement of science and technology, the number and types
of electrical and electronic equipment in the fields of telecommunications, healthcare,
road transport, etc., as well as household electrical appliances in daily life, are produced
day by day. Therefore, ensuring Electromagnetic Compatibility (EMC) becomes very
important [4]. The evaluation of a device that ensures Electromagnetic Compatibility
through measurements to determine how well it meets national and international technical
standards. Based on the EMC concept, EMC testing can be bi-directional: the equipment
immunity test and the equipment emission test. We, thus, hypothesize that:

Hypothesis 3 (H3). Management standards and EMC measurement systems have a negative effect
on Electromagnetic Compatibility.

4. Methodology

The problem point that needs to be analyzed is the generation of electromagnetic fields
from electronic devices that interfere with the information transmission system of Internet
of Things (IOT) devices, and clearly state solutions to reduce the generated interference as
well as other solutions to improve Electromagnetic Compatibility immunity for electronic
devices. At the same time, specifically analyze regulations governing electromagnetic field
compatibility and methods, measuring instruments, and monitoring the electromagnetic
field compatibility of IOT devices [6,8].

The national power grid systems of different countries, such as Vietnam, China, and
some other countries use the 220V power network, and the frequency is 50 HZ. However,
Japan, the US, and some European countries use the 110 V grid system, and the frequency
is 60 HZ. However, the operation of the electronic devices is similar. Electronic devices,
in order to operate, generate electromagnetic waves that interfere with the transmission
frequency of surrounding devices. Controlling electromagnetic field interference is a
promising study for researchers [62].

We propose a study model of electromagnetic field compatibility with three latent
variables: Electromagnetic Interference (EMI), Electromagnetic Susceptibility (EMS), and
Management Standards and EMC measurement systems (EMC-MMS), to measure the
possibility Electromagnetic Compatibility and they act on the fourth latent variable, Elec-
tromagnetic Compatibility (EMC). The basic model of the study is shown in Figure 1.
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Figure 1. Research model. Source: author’s elaboration.

4.1. Sources and Measures

To test the proposed hypotheses, alternative reliable secondary data sources were used.
We have collected indicators from the Vietham National Technical Regulations (RCVN) [24-53],
Table A1, A brief summary of the specific conditions of RCVN and Common standards
are being used in countries around the world. EMC standards are divided into 3 main
categories: (1) The EMC base standards are the IEC 61,000 [63] and CISPR 16 [64] families
of standards. They are applicable to products that do not have their own EMC standards
(Product Standards). (2) Product standards CISPR 13:2009 [53] and CISPR 20:2006 [65]
are EMC updates applicable to radio and television equipment. (3) CISPR 22:2006 [66]
and CISPR 24:2010 [67] are EMI and EMS standards applicable to information technology
equipment (ITE). Table 1 summarizes the structure and scale of each source.

Table 1. Data sources and scales.

Index

Scale

High Low

Categories/Pillars Indicators

TCVN

Specific conditions for EMC emission measurements. Immunity.
Electromagnetic environment. Electromagnetic Compatibility
during design and integration. Feature criteria. EMC testing related
to functional safety.

Basic requirements 10 1

Electromagnetic interference levels. Estimation of maximum levels

of electromagnetic interference. 10 1

Technical regulations

Measures and techniques for achieving functional safety in relation

to electromagnetic interference. Information regarding feature

criteria. Permissible effects during system functional testing. ESD 10 1
transmitter characteristics and quality. Parameter of discharge

current waveform in contact mode. Discharge to connectors.

Management
regulations

QCVN

Quality criteria of national technical regulation on general

Electromagnetic Compatibility for radio broadband data

transmission equipment. Test conditions of national technical

regulation on Electromagnetic Compatibility for Short Range 10 1
Devices (SRD) operating on frequencies between 9 kHz and 40 GHz.

Information acquisition efficiency and quality criteria for different

types of SRD devices

Regulation of
responsibilities

National technical regulation on compatibility electromagnetic and
radio spectrum for transmitting equipment for the analog television
broadcasting service antenna port measurement parameters.
Out-of-band emissions.

Technical regulations 10 1

Normative range of EMC emissions. National technical regulation

on Electromagnetic Compatibility and radio spectrum for terrestrial

digital television broadcast (DVB-T) transmitting equipment. 10 1
Immunity measurement for terminal and auxiliary equipment in

GSM and DCS systems.

Management
regulations

Source: author’s elaboration based on the respective source.
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The standards and regulations on electromagnetic field management of the Viethnamese
government are based on the basic standards and regulations on electromagnetic field
management around the world, such as in the US. A brief summary of the standards and
regulations on electromagnetic field management (Table 2) shows that the electromagneti-
cally compatible interaction levels of electronic devices with each other make the signal
transmission noisy and inaccurate.

Table 2. A brief summary of the standards and regulations on electromagnetic field management.

No. Index Short Name Year Title of Rule
Electromagnetic Compatibility (EMC)
Telecommunication network
! TCVN 8235:2009 2009 equipment—Electro-Magnetic Compatibility
requirements.
TCVN 7909-4-3:2015 Electromagnetic Compa.tlbﬂlty (EM.C)—Part .4-3: Testing
2 2015 and measurement techniques—Radiated, radiofrequency,
(IEC 61000-4-3:2010 [68]) e .
and electromagnetic field immunity test.
3 TCVN 7189:2009 2009 Information technology equipment—Radio disturbance
(CISPR 22: 2006) characteristics—Limits and methods of measurement.
4 TCVN 7317:2003 2003 Information technology equipment—Immunity
(CISPR 24:1997) characteristics—Limits and methods of measurement.
Electromagnetic Compatibility (EMC)—Part 1-2:
5 TCVN 7909-1-2:2016 2016 General—Methodology for the achievement of functional
(IEC/TS 61000-1-2:2008) safety of electrical and electronic systems including
equipment with regard to electromagnetic phenomena.
: W s, et Compuibily (I Tt Tt
(ISO 61000-4-2:2008) . . ! &
immunity test.
TCVN 7909-4-6:2015 Electromagnetic Compa’Flblhty (EMC)—.Part 4-6: Testing
7 (IEC 61000-4-6:2008) 2015 and measurement techniques—Immunity to conducted
’ disturbances, induced by radiofrequency fields.
TCVN
Electromagnetic Compatibility (EMC)—Part 4-3: Testing
TCVN 8241-4-3:2009 . . .
8 2009 and measurement techniques—Immunity to radiated,
(IEC 61000-4-3:2006) . o
radiofrequency, and electromagnetic fields.
9 TCVN 8241-4-5:2009 2009 Electromagnetic Compatibility (EMC)—Part 4-5: Testing
(IEC 61000-4-5:2005) and measurement techniques—Surge immunity.
TCVN 8241-4-6:2009 Electromagnetic Compa’Flblllty (EMC)—‘Part 4-6: Testing
10 (IEC 61000-4-6:2004) 2009 and measurement techniques—Immunity to conducted
’ disturbances, induced by radiofrequency fields.
TCVN 8241-4-11:2009 Elecjcromagnetlc Compatibility (EMC)—Part 4-1 1':
11 2009 Testing and measurement techniques—Voltage dips,
(IEC 61000-4-11:2004) : . L . .
short interruptions, and voltage variations immunity.
1 TCVN 9373:2012 2012 Egulpment in cabled d%strlbutlon. sy§tems foF television
signal—FElectromagnetic Compatibility requirements.
TCVN 7600:2010 Sou.nd and telev1s.1on'br0adcast receivers .an.d asso.c1a.ted
13 2010 equipment—Radio disturbance characteristics—Limits
(CISPR 13:2009)
and methods of measurement.
e Electromagnetic Compatibility (EMC)—Part 4-8: Testing
14 TCVN 8241-4-8:2009 2009 and measurement techniques—Power frequency

(ISO 61000-4-8:2001) magnetic field immunity.
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Table 2. Cont.

No.

Index

Short Name

Year

Title of Rule

10

11

12

13

14

15

QCVN

QCVN 114:2017/BTTTT

2017

National technical regulation on Electromagnetic
Compatibility (EMC) for fixed radio links and ancillary
equipment.

QCVN 17:2010/BTTTT

2010

National technical regulation on Electromagnetic
Compatibility and radio spectrum for transmitting
equipment for the analogue television broadcasting
service.

QCVN 18:2014/BTTTT

2014

National technical regulation on General Electromagnetic
Compatibility for Radio Communications Equipment.

QCVN 29:2011/BTTTT

2011

National technical regulation on Electromagnetic
Compatibility and radio spectrum for transmitting
equipment for the amplitude modulated (AM) sound
broadcasting service.

QCVN 30:2011/BTTTT

2011

National technical regulation on Electromagnetic
Compatibility and radio spectrum for transmitting
equipment for the frequency modulated (FM) sound
broadcasting service.

QCVN 31:2011/BTTTT

2011

National technical regulation on Electromagnetic
Compatibility and radio spectrum for terrestrial digital
television broadcast (DVB-T) transmitting equipment.

QCVN 72:2013/BTTTT

2013

National technical regulation on Electromagnetic
Compatibility requirements (EMC) for equipment in
cabled distribution systems for television signal.

QCVN 86:2019/BTTTT

2019

National technical regulation on Electromagnetic
Compatibility for mobile terminals and ancillary
equipment of digital cellular telecommunication systems.

QCVN 93:2015/BTTTT

2015

National technical regulation on Electromagnetic
Compatibility for wireless digital video link equipment.

QCVN 77: 2013/BTTTT

2013

National technical regulation on Electromagnetic
Compatibility and radio spectrum of a second-generation
terrestrial digital television (DVB-T2) transmitter.

QCVN 94:2015/BTTTT

2015

National technical regulation on Electromagnetic
Compatibility for Ultra-Wide Band communication
equipment.

QCVN 96:2015/BTTTT

2015

National technical regulation on Electromagnetic
Compatibility for Short Range Devices (SRD) operating
on frequencies between 9 kHz and 40 GHz.

QCVN 100:2015/BTTTT

2015

National technical regulation on Electromagnetic
Compatibility for Terrestrial Trunked Radio (TETRA)
equipment.

QCVN 103:2016/BTTTT

2016

National technical regulation on Electromagnetic

Compatibility for Base Station, Repeater, ancillary
equipment of digital cellular telecommunications
systems GSM, W-CDMA FDD, and LTE.

QCVN 106:2016/BTTTT

2016

National technical regulation on Electromagnetic
Compatibility for ground-based radio equipment for
aeronautical mobile service in the frequency band
117,975-137 MHz.




Appl. Sci. 2023,13, 1005

12 of 27

Table 2. Cont.

No. Index Short Name Year Title of Rule
National technical regulation on general Electromagnetic
16 QCVN 112:2017/BTTTT 2017 Compatibility for radio broadband data transmission
equipment.
National technical regulation on Electromagnetic
17 QCVN 113:2017/BTTTT 2017 Compatibility (EMC) for Digital Enhanced Cordless
Telecommunications (DECT) equipment.
National technical regulation on Electromagnetic
18 QCVN 114:2017/BTTTT 2017 Compatibility (EMC) for fixed radio links and ancillary
equipment.
National technical regulation on Electromagnetic
m QCVN 118:2018/BTTTT 2018 Compatibility of multimedia equipment—Emission
requirements.
National technology regulation on Electromagnetic
20 QCVN 119:2019/BBTT 2019 compatibility for maritime navigation and
radio-communication equipment.
National technical regulation on Electromagnetic
21 QCVN 71:2021/BTTTT 2021 Compatibility (EMC) of cable networks for the
distribution of television, sound, and interactive services.
Source: author’s elaboration based on the respective source.
4.2. Constructs and Indicators
From the listed sources, we select specific criteria related to the meaning of the pro-
posed structures. In Table 3, we describe the composition of each structure. Table A2
presents descriptions of the indicators.
Table 3. Indicators and constructs.
Indicators Description Construct Source
emi_mm X1 Electromagnetic interference measurement method
emi_ms X2 Electromagnetic interference measurement standard
emi_s X3 Source of electromagnetic interference EMI Y1 Index of TCVN
emi_e X4 Effect of electromagnetic interference
emi_sd X5 Electromagnetic interference standard
ems_mp X6 Method to prevent Electromagnetic Compatibility
ems_mm X7 Method of minimizing Electromagnetic Compatibility
ems_mmm X8 Electromagnetic Compatibility management method
ems_ms X9 Electromagnetic Compatibility management standard EMS Y2 Index of QCVN
ems_dm X10 Electromagnetic compatible device management
ems. me X11 Quafhty assurance of electromagnetic field measuring
equipment
emc-mms_sq X12 Electromagnetic compatible measuring system quality
emc-mms_mc X13 Electromagnetic Compatibility measurement criteria EMC- Y3 Index of TCVN
emc-mms_ea X14 Employee’s ability to measure electromagnetic compatibility MMS and QCVN
emc-mms_da X15 The device’s ability to measure electromagnetic compatibility
. . - Index of TCVN
emc_if X16 Impact factors of Electromagnetic Compatibility EMC Y4 and QCVN

Source: author’s elaboration.
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4.3. Method

This paper uses structural equation modeling (SEM) with the strength of the SEM
model being able to model in detail all the paths at the same time [15]. In this study,
we chose the partial least squares structural equation modeling (PLS-SEM) model to
perform the following roles: (1) PLS has minimal limitations in terms of size, sample size,
and distribution residuals; (2) PLS analysis does not assume that the variables are truly
independent, leading to more reliable results; and (3) PLS is robust against data bias and
ignores an independent variable.

Regulations relating to training and determining regulatory compliance for users in
the role of an economic environment are increasingly complex, and research models are
built on existing theories and available data. The PLS-SEM model is considered a model
used to solve complex problems, and the research results from the model give positive
value in exploratory as well as interpretive studies that prefer complex relationships such
as those of institutions and regulations to business activities [14].

Data were evaluated using Smart PLS to help identify relationships between latent
variables EMI, MES, and EMC-MMS as indicators of institutional quality and their impact
on Electromagnetic Compatibility (EMC) of electrical equipment in Vietnam market [54].

Variables are shaped as reflective structures because the variables have nearly identical
indices and shape the indicators with the same theme as the mirroring model and the same
premises and consequences.

The Model Specification is configured as follows:

The research model has 16 indicators (X1, X2, X3,..., Xi¢) and has 4 Latent variables
(Y1, Y2, Y3, Yy). Latent variables Y, Ys, Y3 influence Yy, and the measurement model is
considered as follows:

X1 =Y1B1 4+ ¢
Xo =Y2By + €5
X3 =Y3B3 +¢3
X4 =YyBs+ ey
X5 = Y5Bs5 + €5
Xe = YgBg + €4
Xy =Y;By + ¢y
Xg = YgBg + ¢g
X9 = Y9Bg + &9

X10 = Y10B1o + €10
X1 =YuBu +en
X12 = Y12Bip + €12
X13 = Y13Biz + €13
X1a = Y14B1a + €14
X15 = Y15B15 + €15
X16 = Y16B16 + €16

In this research model, X’s are the indicators, Y’s are the latent variables, B’s are the
loadings that relate latent variables to indicators, and ¢’s are the residuals of indicators that
are unexplained. All the indicators in this study are assumed to have an impact on the
latent variables, so they are considered reflective indicators for the measurement model.
Results from endogenous variables are specifically observed.
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The model measured in this study is made according to the following Formula (1).
X=BY+e¢ 1)

The measurement model of this study, X is viewed as a J vector of indicators. Y is
treated as a vector P of latent variables and B is treated as a vector P according to the vector
matrix J of the loads related to the pre-implicit variables, vector P with index vectors J, and
is treated as a vector. ] follows 1 residual of all indicators. In this study, the PLS-SEM model
with vector J and vector P has 16 indicators and 4 latent variables.

The structural model in this study specifically shows the relationship between latent
variables and is expressed through Formula (2) as follows:

Yy = Y181+ Yoo + Y383 + 74 )

where, f is the path coefficient representing the relationship of one latent variable to other
latent variables and is considered the residual of latent variables that are not explained by
other latent variables, respectively, and the variables Y7, Y», Y3 are considered exogenous
while the variable Y} is considered endogenous.

The above research model of the study is briefly written into Formula (3) as follows:

Y=BY+r 3)

In this study, there is a structural model; B is called the P-by-P matrix of the path
coefficients, they are related to the latent variables P together and is called a P-by vector;
and —1 of the remainder of all latent variables. In this structural model, there is a weight
relationship for the proposed model as follows:

Y] = Xjaq + Xonno + Xzaz + Xy + Xsas

Y, = Xgug + X7a7 + Xgag + Xoag + Xqon19 + X11411
Y3 = Xppaqo + Xy3a13 + X414 + Xi5415
Yy = Xi6i16

In this study, there is a weight relation models, « is called ] because the weight matrix
P is assigned to ] indices, thus forming latent variables P. This can be abbreviated as follows:

Y =da'X 4)

Summarizing this research model, component analysis has a general structure that
includes three sub-models with the following general forms:

Measurement model : X = B'Y +¢

Structural model : Y = B'Y + v
Weighted model : Y = a'X

where:

X is viewed as a ] vector of indicators.

B is treated as a vector P according to the vector matrix J of the loads related to the
pre-implicit variables vector P with index vectors ] and is treated as a vector.

Y is treated as a vector P of latent variables.

B is the path coefficients representing the relationship of one latent variable to other
latent variables.

B is called the P-by-P matrix of the path coefficients.

« is called ] because, the weight matrix P is assigned to J indices.



Appl. Sci. 2023,13, 1005 15 of 27

4.4. Assessment of the Measurement Model

Run PLS bootstrapping with a subsample of 10,000 samples to evaluate statistical
model metrics such as coefficients, Cronbach’s alpha, the Heterotrait-Monotrait Ratio
(HTMT), and R? values. The PLS-SEM model’s analysis results are shown in Figure 2.
Reliability and values are tested by the model and evaluated by all related indicators.
All indices show highly correlated results in the structural model of this study. In fact,
all structural indices are above the cutoff point of 0.708, demonstrating that they are all
representative of structure.

emi_e emi_mm emi_ms emi_s emi_sd
0935 0920 0903 0955 ;g0

SO !

EMI
ems_dm

-0.263

—1.000—  emc.if

EMC

-0.871

ems_ms

/EMCMMA\

0957 ogog 0848

VAR N

emc-mms_da emc-mms_ea Smc-mms_mc eme-mms sq
Figure 2. Indicator loadings. Source: Results from Smart-PLS software 3.3.3.

The composite reliability index, Cronbach’s alpha, and the Heterotrait-Monotrait Ratio
(HTMT) were used to evaluate the consistency of the internal model. The results show that
the Cronbach’s alpha coefficient ranges from 0.84 to 1.0 and the greater than the minimum
score is 0.7. Meet the satisfactory level of the model. This proves that all the data from the
research model are consistent. The average extracted variance (AVE) result is greater than
the recommended minimum of 0.5 (Table 4). This proves that the survey questionnaire on
the contents extracted from Vietnam’s EMC management standards, when used to conduct
a user survey of latent variables, is satisfactory and does not present the phenomenon of
overlapping content or meaning of the questions with each other. In conclusion, the survey
sample meets the criteria and is used to analyze the PLS-SEM model.

Table 4. Construct validity and reliability.

Cronbach’s Alpha rho_A Composite Reliability Average Variance Extracted (AVE)
EMI 0.824 0.884 0.884 0.529
EMS 0.819 0.901 0.910 0.581
EMC-MMS 0.850 0.867 0.907 0.689

Source: results from Smart-PLS software 3.3.3.

We performed the discriminatory validity of the constructs test using the Heterotrait—
Monotrait Ratio (HTMT) index. The analysis results show that all the cashew indices are
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lower than 0.8, which proves that the research model shows adequate discriminant validity
(Table 5).

Table 5. Discriminant validity-HTMT.

EMI EMS EMC-MMS
EMI 0.701
EMS 0.519 0.709
EMC-MMS 0.619 0.691 0.297

Complementary information about the measurement model is shown in Table A2:
Indicators descriptive statistics, Table A3: Mean, STDEV (Standard Deviation), T-Values,
p-Values, confidence intervals, Table A4: Outer Loadings-Mean, STDEYV, T-Values, p-Values,
Confidence Intervals, Table A5: Outer VIF Values, and Table A6: Indicator Correlation.

4.5. Assessment of the Structural Model

In this study, the Structural Model showed Variable Inflation Factor (VIF) values below
the recommended threshold of 0.5, and the path coefficients were statistically significant
at 95%.

In this study, in terms of model accuracy, the coefficient of determination (R?) for
out loading index values (EMI, MES, EMC-MMS) reached 42% compared to the index
value. Inner loading (EMC), and the results were assessed as a moderated effect. The
statistical model value Q2 is used to evaluate the PLS-SEM model. This research model
is recommended as a predictive conceptual research model for internal structures. In this
study, the statistical value for the EMC variable reached 0.040, and is greater than the
recommended value of 0; this is evaluated as the structure of the relevant pre-implantation
variables. In this study, to evaluate the effect of size (f2) and model analysis for the results
of EMI (0.016), MES (0.109 AND EMC-MMS (0.295), details are shown in Table 5.

5. Discussion of Findings

The importance of the path model is assessed from the validity of the measures, which
are based on the path coefficients, and also with the significance levels of the path model.
The smart-PLS 3.3.0 software is used to analyze the path model and determine the p-value
by starting and calculating in the different path model. The index of the path coefficients
and the levels of statistical significance were determined randomly in 10,000 samples of the
model’s Bootstrapping analysis. Details are shown in Table 6.

Table 6. Hypothesis results.

CI 2.5% CI97.5%

Hypothesis Coefficient  Standard Deviation T Statistics p-Value VIF F Square Lower Upper
H1 EMI->EMC —0.135 0.048 3.091 0.001 3.019 0.002 —0.209 —0.102
H2 EMS->EMC 0.298 0.046 7.810 0.000 2.190 0.162 0.218 0.409
H3 EMC-MMS->EMC —0.509 0.041 12.093 0.000 2.019 0.301 —0.709 —0.598

Source: results from Smart-PLS software 3.3.3.

The values of load factor, path coefficient, and p-value in the structure and path models
of the PLS-SEM model are shown in detail in Figure 3. The absolute values of each path
are shown in Figure indicated by arrows. The indexes are very important in the structural
model of the PLS-SEM model. Table 5 shows the results for each hypothesis in this research
model. The formative and reflective models in PLS-SEM analyzed in Figure 3 show that
all the p-values of the observed variables are less than 0.05. This proves that the values of
the observed variables positively and closely affect the latent variables (EMI, EMS, and
EMC-MMS) of the formative model and the latent variables (EMC) of the reflective model.
In the formative model, the observed variables are generated by the same research concept,
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and these observed variables need to be closely related to each other. In the reflective model,
the observed variables are assumed to produce the parent latent variable through linear
association, and no correlation is required between them. They are not interchangeable
because each observed variable represents a particular aspect of the latent parent variable.
Because of this, the removal of an observed variable has a very high probability of changing
the properties of the parent latent variable.

emi_e emi_mm emi_ms emi_s emi_sd

x f x
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—
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\ \

0.944 (0.000)
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0263 (0.024) ——— -1.000 (0.000)1 emc_if
0.650 (0.000) =

0000
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0.991(0.000) EMS EMC
/ -0.871 (0.001)
)

ems_mp 0.833 (0.000
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0.957 (0.000)
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L . 0.948 (0.000)

0.860 (0.000) 0899 (0.000)
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Figure 3. Model results (Source: results from Smart-PLS software 3.3.3).

Our research found that, by regulations and standards, Electromagnetic Interference
(EMI) is the cause of harm to surrounding devices. The electronic components in the circuit
are interrupted. The transmission does not meet the standard requirements of the equip-
ment due to the electromagnetic interference components of the power electronic devices,
for which they are not designed with anti-interference systems. In specific cases, when the
TV screen is placed near the heater, the electromagnetic waves from the heating element
cause the signal to be interfered with and the screen does not display or display information
blurred, the human eye cannot see clearly content on the TV screen. The continuous on-off
state of switches or switches such as transistors, MOSFETs, and circuit breakers are the main
cause of electromagnetic interference [16,21]. Power electronic components located near
areas with a lot of electromagnetic interference will be affected by the signal, and sometimes
the electromagnetic interference signal that controls the device is affected by electromag-
netic interference. Smart homes, smart manufacturing plants, and smart manufacturing
machines use a large number of power devices to control operations, and these power
electronics are controlled and connected into one system unified through the Internet of
Things (IoT) model. In this case, the Electromagnetic Interference generated in the system
causes the communication signal in the IoT model to be disordered [4]. The research topic of
noise reduction and elimination of Electromagnetic Interference to ensure the standards of
electromagnetic interference management according to the Table 1 regulation is a promising
research direction for future researchers and manufacturers. Our research also shows that a
body of standards and regulations on Electromagnetic Susceptibility (EMS) can enhance the
competitiveness of individual devices. For technology, EMS helps to improve operational
accuracy and signal transmission in the IoT environment [22]. For business, EMS helps
improve the reputation of the respective equipment for each manufacturer, helping them
gain the trust of customers about EMS and bring high revenue in the business. It is for that
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reason that Lu6n manufacturers and researchers find methods of immunity to electromag-
netic waves for switching devices in power systems such as EMI shielding, EMI shielding
and grounding, EMI absorption, near field connection device (NFC), wireless charging
devices (WPC), and magnetic field barriers. All proposed measures of electromagnetic
wave immunity as a whole are operations using specialized materials to shield electromag-
netic interferences that do not have an electromagnetic wave immunity in design or from
the root cause to generate electromagnetic interference. This is also a promising study for
future researchers. Our analysis also shows that EMC measurement system (EMC-MMS)
activities contribute to Electromagnetic Compatibility control. Measuring electromagnetic
interference with commercial meters during system design and during routine equipment
maintenance checks is a routine practice in intelligent electronic systems. However, this is a
system to find the source, not really an action to prevent EMI. The formation of a real-time,
transverse industrial electromagnetic interference measurement system such as a Lab-View
measurement and monitoring system and online connection of measurement data to pre-
vent EMI generation is considered a promising future research model for researchers and
manufacturers of industrial electronic components, as well as business managers.

Electronic components give rise to electromagnetic interference; locations give rise to
electromagnetic interference; substandard designs give rise to electromagnetic interference;
and components suffer from electromagnetic interference as a result of operation and signal
transmission interference. The method of reduction’s electromagnetic interference has such
as encapsulation materials. The activities of measuring Electromagnetic Compatibility
and electromagnetic interference are reviewed and suggest future research directions for
researchers and manufacturers. Electromagnetic Compatibility is important in smart elec-
trical designs for smart buildings, smart manufacturers, and smart devices. Research on
Electromagnetic Compatibility to produce smart devices that meet the standard require-
ments (Table 1) for smart homes, smart factories, and smart devices is a promising future
research area.

6. Conclusions

Research in the field of Electromagnetic Compatibility is a big challenge because of
the outstanding and rapid development of electronic devices to meet the needs of Industry
4.0. Regulatory institutions and Electromagnetic Compatibility standards also change
accordingly. The PLS-SEM model performs the processing of complex models and reduces
data as well as technical placement relationships. These benefits of the PLS-SEM model
make it useful for this study.

This study proposes to use the PLS-SEM model with the aim of estimating and evalu-
ating the correlation between the selected statistical indicators and the proposed model
structure to measure and evaluate the quality of objects mechanism of the independent
latent variables and satisfactorily explain the variability of the dependent axes.

Analysis of factors generating electromagnetic interference and methods of preventing
electromagnetic interference to the Electromagnetic Compatibility of electronic components.
Statistical indicators in Table A2 have a mean value that is slightly biased towards low
efficiency, which proves that our inference about the impact level of electromagnetic
interference prevention as well as the level of prevention of electromagnetic emissions
causes the interference of electronic components is low efficiency. The most negative
indicators are EMI and EMS. This meaning is assessed as compatible according to the
standard TCVN 7909-1-2: 2016 (IEC/TS 61000-1-2: 2008) on specifically identifying factors
that negatively affect EMC and is suitable for Standard TCVN 8241-4-8:2009 (ISO 61000-4-
8:2001) on properties. Testing and measurement techniques—Power frequency magnetic
field immunity. If the knowledge of researchers and manufacturers does not meet the
standards, the problem of information interference or noise in the operation of electronic
components is a serious problem. In the path model, the EMC-MMS index has little impact
on EMC because of the diversion of the measurements, so the influence on EMC is relative.
This detection content is similar to TCVN 8241-4-5:2009 (IEC 61000-4-5:2005) on Testing and



Appl. Sci. 2023,13, 1005

19 of 27

measurement techniques—Surge immunity and conforms to the requirements of TCVN
8241-4 -11:2009 (IEC 61000-4-11:2004). However, to ensure the prevention of magnetic
interference, the results of measuring the magnetic field interference and determining
the correct location of the magnetic interference are extremely necessary. This finding
is consistent with the requirements of QCVN standards in Table 2. For the advanced
verification of the above research results and re-evaluation of the correlation between the
importance and performance of latent variables, we used the analysis of the Importance
Performance Map Analysis (IPMA) chart.

To evaluate the relationship between the importance and performance of latent vari-
ables (EMI, EMS, EMC-MMS, and EMC) in the PLS-SEM model, we use the analysis
provided by the Importance Performance Map Analysis (IPMA) chart. IPMA helps us iden-
tify latent variables in the model that have relatively high importance but low performance.
From there, we will make a proper assessment of the situation and make improvements.
Importance is understood as the degree of impact of that independent variable (unstandard-
ized) on the dependent variable. Efficiency is understood as the mean of that independent
variable. A variable of high importance but low performance means that a variable has a
strong effect but has a low mean. We need to consider increasing that variable’s mean score.
The results of the analysis of the above pre-implantation variables are performed using
the Importance Performance Map Analysis (IPMA) chart, also known as the Importance—
Performance Matrix or the Histogram Preference) to assess the relationship between the
importance of a latent variable and the performance of that variable in the model (Figure 4).
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Figure 4. Importance Performance Map Analysis (IPMA) chart.

This paper shows that STEM resources with good performance, physical design tech-
niques suitable for science, technology, engineering, and math will boost our ability to
develop more complex products across countries. In this study, electromagnetic interfer-
ence suppression quality contributes greatly to the operation of electronic components
and contributes to improving user confidence of electronic components. This finding
is compatible with the requirements of IEC 61000-4-6:2004 on testing and measurement
techniques—immunity to practice disturbances, induced by radiofrequency fields, and the
standard TCVN 8241-4-11:2009 (IEC 61000-4-11:2004) regulates Testing and measurement
techniques—Voltage dips, short interruptions, and voltage variations immunity. These
research indicators are extremely complex and have a great impact on the Electromagnetic
Compeatibility of electronic components.

The industrial 4.0 requires the use of a lot of power electronic components, switching
components are controlled by machine programs. The system to manage magnetic inter-
ference whenever power electronic components switch on and off is a big problem that
requires each country, researchers, and manufacturers to look for a new solution in the
future. Preventing magnetic interference means improving the quality of information trans-
mission and control in smart homes and smart factories more efficiently, which is the desire
of manufacturers and consumers. In the study that shows the importance of regulations,



Appl. Sci. 2023,13, 1005

20 of 27

standards from state management are extremely important. The rationality of the standard,
the regulation of magnetic interference, and the Electromagnetic Compatibility of electronic
components in their applications in smart homes and smart factories bring corresponding
high efficiency. Although EMC-MMS is not decisive for Electromagnetic Compatibility,
the response level of measurement results and specific identification of where magnetic
interference is generated help researchers and manufacturers propose a plan to prevent
electromagnetic interference and multiple magnetic fields more effectively.

This study gives the results analyzed through the PLS-SEM model and analyzed
through documents on standards, magnetic field compatibility standards, and magnetics
interference of electronic devices. This study demonstrates the importance of institutions
related to standards and magnetic compatibility for electronic components used in smart
homes and smart factories. The above findings meet the criteria of the regulatory standards
on EMC management in Table 2.

A way to strengthen regulations and standards for magnetic field compatibility man-
agement for electronic components has been conducted in Vietnam according to world
standards. This leads to increased awareness of state regulations and standards that
promote research and development through the involvement of various stakeholders,
including academia, manufacturers, and academic institutions.

7. Contributions and Limitations of This Study

This study contributes in various ways to the normative and standard documents
in electromagnetic field compatibility management. This research model can be consid-
ered a model in the literature analysis research on electromagnetic fields and standards.
First, this study sheds light on the importance of analyzing Electromagnetic Compatibility
management norms and standards such as Magnetic Interference (EMI), Electromagnetic
Susceptibility (EMS), and Management Standards and EMC Measurement Systems (EMC-
MMS) impact Electromagnetic Compatibility (EMC). Secondly, this study also highlights
the negative impacts of EMI, EMS, and EMC-MMS on EMC and should clarify each spe-
cific standard according to Vietnam'’s regulations and standards. Third, this study also
highlights the important role of STEM resources in developing electronic components,
controlling and preventing magnetic field compatibility, and electromagnetic interference.
Finally, this study also demonstrates the implementation of an alternative method to evalu-
ate the complex relationships between magnetic field disturbances and Electromagnetic
Susceptibility (EMS). PLS-SEM allows us to discover the respective appropriate regulatory
standards for each line of electronic products, even under the limitations described below.
One limitation of this study is that it stops at a moderate sample size and is not large
enough to generalize all regional and international standards. Another limitation of this
study is that it only focused on a select number of indicators, according to the literature
reviewed. The limitation of this study may be that it can be ignored in the future by adding
more constructs, variables, and observations. This paper could be enriched by the addition
of regional and interregional approaches to control by the emergence of specific situations.
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Appendix A

Table Al. A brief summary of the specific conditions of RCVN.

No. Criteria of RCVN Conditions Related to Individual Products
1 Specific conditions for EMC emission  Limit; housing of measuring auxiliary equipment on a stand-alone basis and DC
measurements [51] power input/output port.
) Specific conditions for EMC \Q]ulality Icriteria: Yc;ltage 1clrop .and voltage interruptlion orf\f/oltage ir}terflupti(én.
immunity measurements [51] oltage 'nterrupt.’ or vo tag? interrupt, temporary loss of function is allowed,
self-healing function is provided or can be restored by control
Harmonic, intermediate harmonics, signaling voltage, voltage fluctuations,
voltage drop and loss, voltage unbalance, power frequency variation, low
; Overview of types of electromagnetic flieque.znﬁylicrlld(;ced lvo.ltz:lige, ]():1(: Comp(in:lnt in AC network, magne’lcic field,
phenomena [39] e e.ctr.1c 1§ , direct y n uce. 01.' couple . continuous .cu?rent or VO. tage,
unidirectional transient, oscillating transient, magnetic field, electric field,
electromagnetic field: continuous wave, too toxic, man and machine and design
techniques, design management, and other measures.
Applicable performance criteriaand  Descriptions of performance criteria A, B, and C are given in a general standard
4 observed response during testing of ~ such as IEC 61000—6—1 and are consistent with product standards. A:
equipment intended for use with observable deviation. B: the recovery time is recorded in the document. C:
safety-related systems [30-34] observed, detected, and documented response.
Frequency modulation (2 Hz, 400 Hz, 1 kHz, 1 Hz up to 10 kHz), different test
arrangements (testing different combinations of devices/versions/cables),
different carrier frequencies at the same time. Increase the test time (constant the
Methods for increasing test rigor standard parameters), change the repetition frequency of the pulse, change the
5 against the requirements in the basic ~ packet length/pulse repetition time, different test arrangements (test different
standards [36] combinations of devices/versions). Different test layouts (testing different
combinations of devices/instances), different carriers at the same time. Number
of pulses, change of repetition rate/time between pulses/phase angle, and
different test layout (test different combinations of devices/sessions).
Selection of electromagnetic Related electromagnetic phenomena for functional safety and the level of
6 phenomena for functional safety in immunity for functional safety is specified, and the estimation of maximum
industrial applications [39] levels of electromagnetic interference.
EMC safety planning, estimation of undesired safety events to be avoided, gain
Overview of measures and the background information needed for design, design and development of
7 techniques to achieve functional measures and techniques considered, implementation and integration of
safety in relation to electromagnetic measures and techniques considered, installation and commissioning measures
interference [40—42] and techniques considered, operation and maintenance measures and techniques
are considered, and modifications and upgrades (hardware and software).
Safety-related functions and functions unrelated to safety. Electromagnetic
Permissible influences in immunity transients of short duration are considered here: ESD, bursts, over-voltages.
8 testing on the function of equipment ~ Long-time transient electromagnetic phenomena are considered here; voltage
[32-36] drop and power outages and permissible effects during system
functional testing.
The open-circuit voltage is measured at the discharge electrode of the ESD
. General specifications for ESD igenel'zzg(ir, the }:cransmitter n;lufst be capable of oper?ti.ng at an iteration rate of at
generators [43,44] east 20 launches per second for survey purposes, it is not necessary to use a
generator capable of generating an air discharge voltage up to 15 kV if a lower
maximum test voltage is used.
The benchmark for determining the time for current at 30 ns and 60 ns is the
10 Parameter of discharge current moment when the amperage first reaches 10% of the first peak of the room

waveform in contact mode [44]

current. The rise time is the time interval between the times when the current
reaches 10 % and 90 % of the first peak value of the discharge current.
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Table Al. Cont.

No. Criteria of RCVN

Conditions Related to Individual Products

11 Discharge to connectors [52,53]

In the case of a screen used for ESD shielding to the connector pins, there must
be an ESD warning label on the screen or on equipment close to the connector
where the screen is located. If the product standard or product family requires
separate testing of the isolating connector pins, apply the air discharge method.

12 Quality Criteria [57-59]

Degradation during test performance is understood as a loss not less than the
minimum performance level specified by the manufacturer to ensure that the
equipment operates as intended. In some cases, the minimum quality level can
be replaced by an acceptable degradation level. If the manufacturer does not
specify a minimum quality level or an acceptable level of deterioration, either
these quality levels can be obtained from the product description or the
documentation that came with the equipment (including leaflets) drops and
advertisements) and the level desired by the target audience when using the
device in accordance with the regulations.

No deterioration after the test is understood as a level of degradation not less
than the minimum specified by the manufacturer to ensure that the equipment
operates as intended. In some cases, the known minimum quality level can be
replaced by an acceptable degradation level. After the test, there was no change
in actual performance data. If the manufacturer does not specify a minimum
quality level or an acceptable level of deterioration, either these quality levels
can be obtained from the product description or the documentation that came
with the equipment (including leaflets). Fall and advertising and the level that
users expect when using the device in accordance with regulations.

Grouping according to equipment

Technical characteristics of the device, evaluation according to information
acquisition performance, spurious emission limits (In the band 108 MHz to 137
MHz, the upper limits must be observed without exceeding the absolute limit of
25 uW (—16 dBm), breakpoints with 8 MHz analog TV, 0.75 MHz VSB tone

13 specifications [53-55] modulation, EMC emission tests for associated radio communication and
ancillary equipment within the scope of the standard, spurious emission limits
for DVB-T transmitters, measurement conditions for immunity measurements
for terminal, and auxiliary equipment in GSM and DCS systems.

Appendix B
Table A2. Indicators descriptive statistics.
. . Standard Excess Number of
Mean Median Min Max Deviation Kurtosis Skewness Observations

emc_if 0.112 0.123 —1.968 1.768 0.845 0.299 —0.213 455

emi_mm 43.167 39.985 5.023 90.321 16.986 0.211 0.365 455

emi_ms 5.423 5.321 2.367 7.998 1.623 —0.923 0.132 455

emi_s 6.201 6.478 1.021 10.287 2.142 —0.923 —0.324 455

emi_e 6.243 6.328 3.021 10.021 1.635 —0.989 0.201 455

emi_sd 6.245 6.501 1.598 9.357 1.781 —0.706 —0.299 455

ems_mp 4.212 4.217 2.2267 6.142 0.526 0.709 —0.143 455

ems_mm 3.189 3.214 1.198 6.598 0.905 1.432 1.094 455

ems_mmm 4.546 4.657 2.489 6.145 0.592 0.245 —0.421 455

ems_ms 3.502 3.609 1.732 6.093 0.978 0.321 0.523 455

ems_dm 3.532 3.653 2.056 5.793 0.709 0.265 0.498 455

ems_me 3.876 4.265 1.869 6.035 0.879 —0.735 —0.267 455

emc-mms_sq 3.934 3.798 2.245 5.879 0.623 —0.006 0.367 455

emc-mms_mc 3.534 3.547 2.059 5.378 0.616 0.269 0.469 455

emc-mms_ea 2.367 2.671 0.400 4.578 0.589 1.056 0.478 455

emc-mms_da 3.546 4.000 1.001 5.002 1.036 —0.789 —0.361 455

Source: results from Smart-PLS software 3.3.3.



Appl. Sci. 2023,13, 1005 23 of 27

Table A3. Mean, STDEV, T-Values, p-Values, confidence intervals.

Original Sample Mean Standard Deviation T Statistics Values C12.5% C197.5%
EMI -> EMC —0.167 —0.132 0.0047 3.056 0.001 —0.189 —0.024
EMS -> EMC 0.278 0.309 0.039 7.589 0.000 0.257 0.428
EMC-MMS -> EMC —0.489 —0.489 0.029 13.021 0.001 —0.590 —0.454

Source: results from Smart-PLS software 3.3.3.

Table A4. Outer Loadings: mean, STDEV, T-Values, p-Values, confidence intervals.

Original Sample Mean Standard T p Values C12.5% C197.5%

Sample (O) ™M) Deviation Statistics Lower Upper
emc_if <- EMC 1.000 1.000 0.0 - - 1.000 1.000
emi_mm <- EMI 0.798 0.769 0.016 60.098 0.000 0.798 0.809
emi_ms <- EMI 0.709 0.712 0.018 38.091 0.001 0.72 0.768
emi_s <- EMI 0.809 0.870 0.009 120.102 0.000 0.901 0.934
emi_e <- EMI 0.798 0.809 0.021 75.780 0.001 0.856 0899
emi_sd <- EMI 0.798 0.879 0.009 106.089 0.001 0.798 0.897
ems_mp <- EMS 0.809 0.804 0.015 64.089 0.001 0.821 0.879
ems_mm <- EMS 0.698 0.702 0.0029 22.090 0.000 0.657 0.798
ems_mmm <- EMS 0.601 0.598 0.045 13.092 0.000 0.423 0.606
ems_ms <- EMS 0.781 0.809 0.0211 31.012 0.000 0.735 0.798
ems_dm <- EMS 0.781 0.782 0.027 32.097 0.000 0.725 0.789
ems_me <- EMS 0.698 0.703 0.021 23.897 0.001 0.708 0.784
emc-mms_sq <- EMC-MMS 0.879 0.856 0.009 118.034 0.001 0.886 0.912
emc-mms_mc <- EMC-MMS 0.824 0.823 0.017 57.091 0.000 0.809 0.863
emc-mms_ea <- EMC-MMS 0.723 0.781 0.036 24.136 0.000 0.681 0.736
emc-mms_da <- EMC-MMS 0.698 0.639 0.0309 24.274 0.001 0.587 0.706

Source: results from Smart-PLS software 3.3.3.

Table A5. Outer VIF values.

VIF
emc_if 1.032
emi_mm 2.024
emi_ms 1.462
emi_s 4.251
emi_e 4.024
emi_sd 2.046
ems_mp 3471
ems_mm 5.012
ems_mmm 3.871
ems_ms 1.241
ems_dm 5.067
ems_me 4.142
emc-mms_sq 3.936
emc-mms_mc 4.476
emc-mms_ea 3.627
emc-mms_da 4.443

Source: Results from Smart-PLS software 3.3.3.
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Table A6. Indicator Correlation.
emc_if emi_mm  emi_ms emi_s emi_e emi_sd ems_mp ems_mm ems_mmm ems_ms ems_dm  ems_me fnnxlrf;fsq f:;;fmc ;nnl;;fea emn:r:l:; da
emc_if 1.000
emi_mm 0.923 1.000
emi_ms 0.905 0.823 1.000
emi_s 0.957 0.876 0.859 1.000
emi_e 0.938 0.857 0.840 0.923 1.000
emi_sd 0.849 0.776 0.760 0.807 0.792 1.000
ems_mp 0.992 0.915 0.898 0.950 0.930 0.842 1.000
ems_mm 0.923 0.845 0.828 0.879 0.860 0.821 0.921 1.000
ems_mmm 0.651 0.636 0.568 0.609 0.610 0.539 0.645 0.596 1.000
ems_ms 0.834 0.780 0.758 0.791 0.777 0.729 0.822 0.763 0.500 1.000
ems_dm 0.706 0.730 0.742 0.766 0.745 0.660 0.788 0.731 0.556 0.632 1.000
ems_me 0.945 0.868 0.851 0.902 0.879 0.797 0.938 0.870 0.663 0.781 0.745 1.000
emc-mms_sq 0.945 0.869 0.852 0.903 0.884 0.801 0.938 0.870 0.617 0.774 0.747 0.892 1.000
emc-mms_mc 0.896 0.824 0.822 0.855 0.840 0.766 0.889 0.848 0.681 0.726 0.747 0.843 0.863 1.000
emc-mms_ea 0.857 0.788 0.772 0.818 0.830 0.740 0.850 0.814 0.605 0.704 0.670 0.875 0.844 0.762 1.000
emc-mms_da 0.945 0.879 0.862 0.912 0.895 0.805 0.946 0.880 0.666 0.789 0.795 0.900 0.900 0.850 0.814 1.000

Source: results from Smart-PLS software 3.3.3.
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