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Abstract: The security of the Internet of Things (IoT) is crucial in various application platforms, such as the smart city
monitoring system, which encompasses comprehensive monitoring of various conditions. Therefore, this study conducts
an analysis on the utilization of blockchain technology for the purpose of monitoring Internet of Things (IoT) systems. The
analysis is carried out by employing parametric objective functions. In the context of the Internet of Things (IoT), it is
imperative to establish well-defined intervals for job execution, ensuring that the completion status of each action is
promptly monitored and assessed. The major significance of proposed method is to integrate a blockchain technique with
neuro-fuzzy algorithm thereby improving the security of data processing units in all smart city applications. As the entire
process is carried out with IoT the security of data in both processing and storage units are not secured therefore confidence
level of monitoring units are maximized at each state. Due to the integration process the proposed system model is
implemented with minimum energy conservation where 93% of tasks are completed with improved security for about
90%.
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1. Introduction

The Internet of Things (IoT) has facilitated the implementation of intelligent operational nodes and
connectivity interfaces for all remote units through the utilization of suitable wireless storage devices.
Therefore, it is feasible for all individuals to oversee smart cities, and the results obtained from monitoring
systems may be reproduced instantaneously. To facilitate the transformation of cities into smart cities, it is
important to monitor several state metrics like hospitality, transportation, energy rates, and other relevant
factors. In order to incorporate the aforementioned metrics, it is imperative to build a design model that
effectively allocates the requisite activities. Additionally, a wireless examination unit should be integrated to
enhance the overall efficiency of the operation. Additionally, it is imperative to ensure that the assigned work
is allotted to a specific node, as each unit is processed in order to carry out sensing operations. Furthermore, it
is imperative that all assigned jobs are executed with utmost dependability. Consequently, each activity can be
structured into distinct operational entities through the use of blockchain methodology.
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Figure 1. Block diagram of IoT for smart city monitoring.

One of the primary justifications for integrating Internet of Things (IoT) networks with blockchain
technology is the ability to facilitate universal access to vital system activities. By sharing information across
entities, a distinct safety state may be established and sustained. The aforementioned functionality is of great
utility to smart city applications, as it facilitates the collection of operational data from diverse smart cities by
leveraging existing data sources. Furthermore, it is imperative that all the integrated comments are
implemented through a systematic approach utilizing blockchain technology. This ensures that every piece of
data is gathered, exchanged, and processed, hence enhancing the trustworthiness of smart cities in a more
efficient manner. An additional significant consideration in smart city applications pertains to the evaluation of
the energy conservation levels at different locations throughout varying time periods. This assessment is
crucial in order to accomplish all autonomous operations at the lowest possible energy consumption rate.
Figure 1 is the block diagram that outlines the process of monitoring a smart city using Internet of Things (IoT)
technology. Figure 1 illustrates the interconnected communication interface between various ledgers and
mobile devices, enabling the development of smart city apps with adequate resources. From Figure 1 the
shared communication interface with all possible ledgers is connected with mobile devices thereby the smart
city applications can be built with proper resources. All the interfaces are then connected with the help of
gateways thus enabling communication process to take place with open cluster functions. Due to the presence
of clusters an individual block function is established and individual tasks are assigned and the response of
every task is observed. Since all the above mentioned process happens with the help of IoT, a cloud monitoring
and storage unit can be integrated to store all defined tasks. Thereafter the output representations are made for
each blocks where smart city monitoring units are separated as energy conservation, health care,
transportation and industries.

46

47
48
49
50
51
52
53
54
55
56
57
58
59

60
61

62
63
64
65
66
67
68
69
70
71
72
73
74
75
76
77
78
79
80
81
82
83



1.1. Background and Literature Works

The smart city monitoring system involves several background tasks that are closely associated with
multiple parametric functions. Hence, it is imperative to analyze the functions and methods of integrating
distinctive attributes of the Internet of Things (IoT) inside smart urban environments. Despite the existence of
numerous methods for monitoring smart cities, one of the primary objectives of implementing the Internet of
Things (IoT) and its successful outcomes is emphasized by several academics. Currently, the majority of the
smart city monitoring procedures have been developed and continue to serve as a significant benefit in
offering a remote monitoring system. In this study, a scalable Internet of Things (IoT) framework is proposed
to enhance the coverage of smart cities, ensuring that all connected states maintain cohesive representations
[1]. In smart cities, the monitoring of logistics is often conducted in many sectors to ensure accurate perception
and minimize misinterpretation. This is mostly achieved through individual bonding and collaboration.
However, a significant limitation in these bonding scenarios is the inability to share network access or assigned
resources inside the Internet of Things (IoT) medium, leading to operational failures. Furthermore, this study
examines the validation process of Internet of Things (IoT) for various applications by employing constructive
methods. This approach aims to facilitate suitable modifications to the connected processes of smart cities [2].
In order to develop an effective solution, a smart infrastructure system is designed with interoperability
requirements that adequately address diverse features across various Internet of Things (IoT) supported
settings. However, in real-time scenarios, if all properties are thoroughly analyzed, it is possible for the
Internet of Things (IoT) process to become significantly vulnerable to environmental variables that are beyond
modification at any given moment. Furthermore, the anomaly detections found in IoT smart management
systems are characterized by a collection of variable functions that are assessed by Gaussian analysis [3].

The inference distribution in the constructed Gaussian model is shown to be in accordance with local
conditions, as it incorporates a recurrent unit to effectively minimize energy consumption. However, the
establishment of a recurrent unit can address the issue of energy sources by providing a solution for the lack of
flexibility in operations and the higher cost of implementation. It is imperative to emphasize the importance of
incorporating blockchain technology into the security system of smart city monitoring in order to promote
energy conservation [4]. The implementation of smart contracts enables the potential for comprehensive
monitoring of users with significant energy consumption. However, effective control over transactions can
only be achieved through the utilization of external conditional operations. By incorporating external
conditional actions, it is possible to develop a trading platform in the near future that can effectively address
excessive utilization conditions. Researchers have explored the possibility of implementing a cloud operating
system for the Internet of Things (IoT) instead of relying on a conditional operation. This system would enable
the storage of all monitored data in a smart city, allowing access to this data at any given time [5]. In order to
substantiate the aforementioned process, a genetic algorithm is incorporated into cloud-based Internet of
Things (IoT) systems. This integration enables the monitoring of energy mutants at a reduced rate, while also
facilitating the timely detection of task demands. In the aforementioned monitoring systems, it has been found
that the delay and sensitivity of established cloud systems are significantly higher. As a result, their suitability
for smart city monitoring applications remains only partial. In keeping with previous discussions on the
integration of blockchain technology, it is feasible to implement a linear network coding approach to mitigate
energy usage [6]. In the linear design model, the objective is to maximize the dependability of monitoring
sources and achieve optimized energy states. However, the convenience of IoT and other data storage systems
is hindered by the introduction of alternative linear circumstances. It is widely acknowledged that the
optimization of energy consumption can only be achieved when the interconnected devices are maintained in
an active mode of operation [7]. If the various interconnected devices within a smart city application are
constructed using advanced approaches, it becomes feasible to efficiently disseminate and retrieve data across
faraway places without encountering external faults.

However, it is imperative that cutting-edge technologies remain in a supported state for all energy
monitoring devices. In the event that any equipment remains in an unavoidable "on" status, the utilization of
the Internet of Things (IoT) as an extended supporting platform becomes significantly challenging. On the
other hand, as a potential alternative to existing smart IoT platforms, it is possible to offer a job prediction
model that effectively balances the trade-off between energy supply and energy storage [8]. In order to
generate trade-off conditions, one can employ a scheduling algorithm to determine the arrival time period
while making priority adjustments. One significant limitation of the arrival duration is the requirement to
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develop a robust energy-efficient model with a comprehensive depiction of connections, which would enable
the avoidance of various external disturbances. Therefore, it is possible to provide a practical application
model that can be used across many applications in order to conserve energy in Internet of Things (IoT)
networks. This model would involve the utilization of automated sensing operations to enable early prediction
of energy usage scenarios [9]. Since sensors are passive components, it is necessary to reduce the absorption of
energy through the use of applied power sources. This allows for the normalization of various energy
characteristics in smart cities, regardless of any changes in dimensions. One of the most effective alternative
choices for advancing daily living is the integration of sensors in smart cities. This approach involves
comparing various approaches and their associated specified objective functions in smart city applications, as
outlined in Table 1.

Table 1 Existing vs. Proposed

Objectives
References Main characteristics
A|B|C|D
Cognitive actions based smart cit
[10] & Yool v

applications

[11] Sustainable smart city applications with sy
constrained application protocol

Machine learning for smart environment

[12] ) |V
detection
Data routing in smart city infrastructure
[13] . v v
services
Secured recommendation systems usin,
[14] Y & v v
IoT
[15] Application mapping procedure for aw;

building smart infrastructures

Decision making for prediction of task
(16] ) ) V|V
success using fuzzy algorithm

Renewable energy unit monitoring with
[17] s
fuzzy systems

Analysis of various threats in neuro
(18] v

fuzzy implementation

Blockchain and Neuro fuzzy based IoT
Proposed . T aranani
for smart city applications

A: Quantified task and task promptness; B: Transfer and confidence rate; C:

Energy consumption; D: Privacy and reliability

1.2. Research Gap and Motivation

The current technologies offer several benefits in the implementation of different features for smart city
applications and effective means of monitoring essential parameters through the integration of algorithmic
structures and patterns. However, the current approaches have the capability to address some objective
patterns that are somewhat related, but they are constrained in their own respective ways. As a result, the
following queries have emerged as significant gaps, serving as a motivation for the creation of the proposed
method.

RG1: Whether the IoT systems can able to provide complete the task at high speed and transfer rate?

RG2: Can the implemented IoT model supports low energy consumption with maximized confidence
rate?
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RG3: Is the designed system model for IoT in smart cities highly reliable with establishment of blockchain
protocols?

RG4: Whether the IoT cloud platform support confidence rate for storing various data according to the
user needs with minimized allocation rates?

1.3. Major Contributions

The major contributions of the proposed method is to solve all the queries that are present in existing gaps
therefore it is possible to monitor all smart cities appropriately by following a set of secured procedures. Hence
the major contributions are listed as follows.
e To design a system model that provides complete support to all the allocated tasks to complete it in
short period of time.
e To implement blockchain technique thereby enhancing the security of smart city monitoring
operations at high confidence rate.
e To integrate neuro fuzzy algorithm with blockchain protocol thus increasing reliability of smart city
monitoring at low allocation rates.

2. Proposed System Model

The mathematical model utilized in the context of the Internet of Things (IoT) facilitates the analysis of
smart cities, enabling the extraction of valuable insights pertaining to the architectural configuration in a
remarkably adaptable manner. To ensure optimal decision-making in the context of smart city operations, it is
imperative to consider the dynamic nature of the environment and make appropriate adjustments accordingly.
Hence, it is imperative to establish a comprehensive system model in order to effectively address the assigned
task within the system, while ensuring that no external factors influence its execution.

2.1 IoT quantified tasks

Given that smart city applications are designed to perform duties depending on specific time periods, it is
imperative to build a robust connection with the cloud, as it is responsible for processing all the data involved.
Let us denote t;,t; ...t,, as distinct time intervals assigned to specific jobs, where the problem at hand can be
efficiently handled by utilizing Equation (1)Since the smart city applications are used for executing tasks based
on time periods it is necessary to have proper establishment with cloud as it process every data. Let us consider
as separate time period that is allocated to individual tasks where the optimized problem can be solved using
Equation (1) as follows.

task; = max Y-, t1+..+t; - 0,1 )

Equation (1) represents the allocation of individual time periods for the completion of a greater number
of activities, resulting in the successful execution of each activity and enabling the Internet of Things (IoT) to
effectively facilitate the smart city process.

2.2 IoT task promptness

In order to adhere to the designated time periods for each individual activity, it is imperative that the
pace at which every Internet of Things (IoT) task is executed surpasses that of typical operational conditions.
However, it is vital to verify the quantity of data that is incorporated into the provided assignment for smart
city applications. Smart cities encompass a multitude of task linkages, including but not limited to public
security and transportation. The speeds for advanced IoT techniques are denoted as sy, s;..s,, which must be
greater as described by Equation (2).

n Ns@®
RR; = max ¥i, 7= (2)

Equation (2) delineates the necessity for congruence between the total quantity of data and the
processing speed in order to effectively execute designated duties within smart city frameworks. This
congruence is crucial for assessing the timeliness of the system.

2.3 IoT transfer rate
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Another significant factor that influences the performance of activities in smart cities is the transfer rate,
which can be computed using Equation (3). This is in addition to the task completion speed, which is
determined based on the data size.

o n (Dixt)+.+Dixt;y)
TR; = max ¥, B a— 3

Equation (3) delineates that in order to enhance the speed of IoT data transmission systems, it is
imperative to optimize the transfer rate ratio between individual data and the total accessible data.

2.4 Energy rate

Energy consumption is a critical characteristic that necessitates monitoring in all smart city applications
based on the Internet of Things (IoT), since it significantly impacts the data transfer process. Therefore,
Equation (4) is derived to calculate the energy rate as follows.

ER; =min}, C;i+ T, (i) 4)

According to Equation (4), it is necessary to allocate an individual energy rate for each activity. In cases

where additional energy is required, it can be supplied as transmitted energy.

2.5 IoT privacy

The preservation of privacy in connected networks or clusters is imperative due to the utilization of
extensive deployment data ways in the smart city data processing. Therefore, it is imperative to appoint a
network leader who can facilitate data exchanges, as depicted in Equation (5).

BP; = max 2?21_01%-@1 (5)
Ve(D)

Equation (5) represents the concept that increasing the number of blocks assigned to each data element

can enhance the security of data transactions. However, it is important to remember that when a new block is

created, the configuration of the current block must be adjusted accordingly.
2.6 Connection reliability

The reliability of data connection and establishments must be evaluated by utilizing the lifetime, as

represented by Equation (6), due to the fact that the blockchain technique processes all data as a block.
pit-+pi
T (6)

— n
rel; =max ), 1 o

2.7 Allocation rate

In the context of smart city monitoring systems, it is imperative to ensure a high allocation rate for each
node. This is achieved by the implementation of a scheduling mechanism, which enables the processing of
each monitoring task in an individualized manner. Therefore, the allocation rate can be analyzed by utilizing
Equation (7) in the following manner.

AR; =min Y,

Ins;
o @)
2.8 Confidence rate

The development of sophisticated smart cities using Internet of Things (IoT) technology necessitates the
resolution of a multifaceted platform through the application of confidence rates. Hence, it is imperative that
the sensing sequence in the Internet of Things (IoT) is accurately and reliably represented, as denoted by the
high confidence rate indicated in Equation (8).

CR; = max Y% aim + ORyy (8)

2.9 Objective functions

The proposed objective functions for the smart city regulating process with secured data transfer process
are determined based on the established parametric relationships in the field of Internet of Things (IoT), as
indicated in Equations (9) and (10).

obj; = min Y., ER;, AR; )

obj, = max Y-, task;, RR;, TR;, BP;, rel;, CR; (10)

The objective functions are formulated as multi-objective functions that exhibit a min-max parametric
relationship with the functions representing the components of a smart city. Consequently, the objective
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functions are incorporated with appropriate design principles through the utilization of blockchain protocols
and neuro-fuzzy algorithms.

3. Blockchain Protocol

The preservation of privacy and security in the context of the Internet of Things (IoT) assumes a critical
role in the implementation of smart city monitoring apps. This is due to the requirement of transmitting all
data in the form of blocks. During this procedure, it is seen that a significant portion of the data is transferred
without any identifiable form, hence facilitating easier access to the data for registered users. During the
process of block generation, the majority of the data contained within the blocks serves as a supportive
element for all peers involved, ensuring that the transmission time is appropriately maintained under all
situations. Furthermore, the primary rationale for including blockchain technology in the monitoring process
of smart cities is the inherent immutability of data. This means that even when data transactions are executed
using shared resources, the integrity of the data stays intact and cannot be tampered with. Furthermore, due
to the interconnectedness of the smart city process with the broader society, it is imperative to uphold
transparency in order to proactively avert instances of system failure. Furthermore, it is not vital to
continuously monitor identical situational circumstances over an extended duration. Consequently, the
sharing time period is implemented inside the smart city monitoring procedure [19-22]. Nevertheless, the
aforementioned sharing mechanism is accompanied by a predetermined set of function and design principles
within the network. The fundamental principle governing the blockchain process necessitates the
decentralized monitoring of all network data through the utilization of encrypted keys. Moreover, the
blockchain technology is intricately linked to the proposed system model, as it necessitates the tracing of
every energy transaction. This enables the potential for significant energy savings, as information pertaining
to diverse energy sources is exchanged throughout a verified network. On the other hand, the demand for
transmitting diverse data to end users is growing in light of everyday life situations. Consequently, all
electronic transmission systems utilizing the Internet of Things (IoT) need to be restructured to align with
stringent resilience requirements. The suggested method presents a mathematical formulation for the
representation of blockchain.

3.1.1  Block IoT values

To ensure the accuracy of incoming data, it is important to arrange it in a sorted manner, hence
facilitating the creation of monitored values for all levels of the Internet of Things (IoT). Let us analyze the
sum of hash values, denoted as h;+..+h;, which represents the hash values of smart city data that is
connected with the subsequent layer of each node. Hence, the block values might be presented in the
following manner

v = Xitg Er(h)+. 4+ Ei(hy) 1)
3.12  Key establishment

In order to provide effective encryption and restrict access to monitored data, a distinct key is generated
for each element, hence allowing only authenticated users to access and share the data. The aforementioned
technique for key construction serves the dual purpose of data protection and prevention of transmission
failures in IoT. Therefore, the process of key establishment is formulated utilizing Equation (12) in the
following manner.

K = XiLq Bin (B, &) (12)
3.1.3  IoT block header

Each block of data must be associated with a unique header point that varies according to the time
period. Therefore, the block transaction ensures a consistent time interval, resulting in an increased execution
rate for each block. The related formulation is presented as follows.

n
BH; = ¥y 2= (13)

Equation (13) establishes a correlation between the block header ratio and the number of generated
sources, indicating that each authorized data is systematically extracted. Figure 2 depicts the block
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representations of the blockchain protocol, while the associated flow graph showcases the step
implementation process.

3.2 Neuro fuzzy algorithm

If bee colony optimization is used in smart city application process then it is possible to complete the task
and convergence for task completion can be achieved but the major drawback of bee colony optimization is
that if unstructured data is provided then the achieved convergence will be premature thereby trained data
does not meet the optimized values. Moreover for all smart city applications the implementation codes must
be executed fast therefore every regulatory is followed thereby crossing iteration periods but in case of
simulated annealing the execution process is much slower thereby making every task to be completed after
crossing certain time interval. In addition to the above mentioned algorithms back propagation algorithm can
be implemented to handle more amount of data but if the testing data contains any irregularities then it is
much difficult to complete the task hence the promptness of every task is reduced. Hence a neuro fuzzy
optimization of preferred for data training and testing in case of smart city application monitoring. In order to
effectively implement monitoring applications in smart cities, it is imperative to integrate human interaction
systems with neuro modeling. This integration allows for the establishment of suitable relationships with
fuzzy functions and components. The neural fuzzy interface system functions by utilizing localized
information, hence facilitating the establishment of a sustainable network operation that enables the
conversion of entire cities into green Internet of Things (IoT) representations. The ability to forecast traffic
congestion in different places and then mitigate network delay is facilitated by the existence of three-layer
formation systems. The primary focus of the proposed method lies in the energy management process,
wherein a balanced strategy can be produced through the utilization of a neuro-fuzzy algorithm. The
utilization of fuzzy integration in digital design allows for enhanced support in neural operations.
Furthermore, the utilization of neuro fuzzy algorithms enables the efficient management of energy
consumption across diverse renewable sources. This approach also allows for the customization of visual
sensing units to cater to certain dimensional units. The integration of artificial neural networks in the
algorithm of smart city monitoring systems has the potential to enhance their reliability. In comparison to
other neural network methods, fuzzy logic facilitates the rapid determination of responsive actions in the
system's monitored states prior to any form of detachment. Furthermore, the implementation of a neural
fuzzy system in the decision-making process enhances the security features, resulting in more efficient
resource management. On the other hand, the process of combining can efficiently facilitate the processing,
storage, and retrieval of data units, so enabling more accurate handling of uncertainties within the system.
The formulation of the mathematical model for the neuro-fuzzy algorithm in the suggested method is as
follows.

Protocol Blockchain

Begin PROCEDURE BC

Given

hy,h;: Hash values for monitored elements

E;, E;: Total number of encryptions in each block
for i=1:ndo

1. Bin forproviding cryptographic functions after key establishment
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2. X; for allocating total number of key elements in monitored data

end
else

for all i=1:ndo

3. BH; for identifying block headers after removing various data points

end
end PROCEDURE
' Set afblock valnes, | | TRSsyption of Establishmentof | B
to be generated each block various key | Addition of
i values factors | block headers

Encrypt every data vplues

Identification of each hash values usingeryptographic fumctions

Total number of

encryptions with
individual key
functions

Total number of data

S Femoval of

unnecessary data points

Representation of block]
keys with cipher | Management of smart

energy systems

Figure 2. Blockchain protocol for smart city monitoring process.

3.2.1 Fuzzy aggregated data

In the suggested method, the observation of incoming signals in the smart city is facilitated through the
utilization of a distinct layer. This approach effectively circumvents the need for individual data
measurements during the process. Therefore, the data that is combined in neural fuzzy representations is
formulated using Equation (14) in the following manner.

fu() = Tt L) X Pis (D) (14)

Equation (14) stipulates that the aggregation of all capabilities with preceding layers is imperative in

order to facilitate the estimation of the membership function through the use of the requisite incoming signal.

3.2.2 IoT membership functions

The estimation of a defined membership function can be achieved within a neuro-fuzzy system, but only
if the appropriate clusters are produced. For each cluster, it is possible to establish a Gaussian relationship by

utilizing Equation (15) in the following manner.
yi—clusterl-)

MBF, =¥%,eC =2 (15)
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10

Equation (10) delineates that when the quantity of class functions, such as smart energy management and
transportation systems, increases, the establishment of membership functions can be achieved by taking the
average between two class individuals.

3.2.3 Error measurements

Since the membership functions are established by using individual functions error measurements are
defined in the logical representation process. As the process combines more smart monitoring units errors
will occur during the learning procedure as indicated in Equation (16).

error; = min Y-, OM; (1 — IM;) (16)

Where,

OM;, IM; denotes output and input membership functions

The block representations of blockchain protocol are illustrated in Figure 2 and corresponding flow
graph is provided with step implementation process and implementation codes are also provided.

Algorithm Neuro fuzzy

o]

egin PROCEDURE NF
Given
l;+..+1,: Total number of layer representations
pi3: Third layer control blocks
or i=1:ndo
1. f,(i) foraggregating the data functions in smart cities

2. MBF; for computing the defined membership functions

end

else

or all i=1:ndo
3. error; for identifying total number of errors in established membership

functions
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end

end PROCEDURE

close all;
QT=single(zeros(SS,2));
QT1=single(zeros(S5/41,2));
n=size(test,2);
[n,QT1]=size(input);

Settings
0=3e-2;
A=2e-3;
R(success) =1;
R(failure) =0;
failure = A;
TP=1;
for bestepoch=1:100
if (R(success) ==1)

o = 0 /normalized;

TP= o + o *X(success);
z=(reshape((*R(success):end,1),TP))’;

[z_temp]=grad_anfis_(ID, city, country, environment, sustainability);

8 =z+z_temp;

end

function [out]=output_anfis(ID, city, country, environment, sustainability)

if n>100

target=0;
end
n=size(Task,1);
memory=single(zeros(TP,1));
for i=1:100

output=input-ones(TP,1)/(ones(IP,1)*n((TP-1));

end
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Removal of input and
output members

Representation of
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Figure 3. Neuro fuzzy logic for smart city monitoring process.

Observation of total
error functions

Since the proposed method is based on multiple application monitoring which is used as smart city the neuro
fuzzy approach can able to monitor all applications that are related to IoT where different patterns can be
recognized with appropriate testing and training. Even if collected IoT data is incomplete the assigned task
will be completed in every smart city monitoring process as neuro fuzzy can able to store both structured and
unstructured data. Moreover the rules of neuro fuzzy that is provided for smart city application monitoring
process is flexible at input and output units thereby achieving aggregate data at every layer as from previous
layers the inputs are combined. Additionally membership functions of smart city applications are obtained
only if the data is divided into various clusters and by using this type of conditions the fuzzy model divides
various cities according to sustainability and environmental conditions. Once the data is processed then
amount of errors will be reduced in neuro fuzzy procedure as every task is executed with secured data
transmission technique after generating hash values.

Table 2 Variables and implications

Variables

Implication

0,1

Successful and failure of task events

Number of data in each time period

Speed of processing each data

Individual data

Total data for smart city representations

Energy of each smart city task

Total transmission tasks

Maximum threshold values of each data blocks

p1t..+p;

Hash value of each block

LT;

Life time of data blocks

Ins;

Number of execution task

Yi

Current node representations

Ain, ORin

Total trust and overall data return rates

El (hl)/ El(hl)

Values of each monitored elements in smart city

ﬁin

Cryptographic functions
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428

429
430
431
432
433
434
435
436
437
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N; Individual key functions
I Data exertions
mr Removal of data points
ly Fourth layer control
Pi3 Inputs from third layer control
Vi Member class
cluster; Total number of clusters
OM;, IM; Output and input membership functions
4. Results

Real-time experimentation analysis is conducted in order to enhance smart city applications by
integrating a larger number of sensors under varied parametric situations. Based on predefined stimuli,
multiple actions are executed. Real-time verification involves four distinct phases: cluster formation, sequence
layout, symbol conversion, and stimulus decision-making. The aforementioned steps are established for each
task that must be executed in alignment with specified IoT systems. Furthermore, the utilization of blockchain
technology enables the concealment of all unprocessed data through the representation of symbols. As a
result, the neuro-fuzzy system integrates a secure Internet of Things (IoT) module. During the initial phase,
the hardware connections are established by taking into account eight distinct modules, which encompass not
only energy conservation processes but also hospitality and transportation. Collecting data becomes more
challenging when all eight possible activities are present, thus necessitating the representation of a greater
number of gateway points in the proposed system. Some judgments are made based on the promptness rate,
which involves transmitting data in a sequential manner using different tokens. The utilization of this
particular sequence enables the acquisition of IoT smart city data from all cluster units, allowing for the
characterization of the defined energies at this stage. Furthermore, within the context of logic implementation,
each individual key is established as an integral component of pre-defined layers. This process effectively
establishes a membership function for each header character. The hardware components are interconnected in
a flexible manner, which enhances the reliability of data monitoring systems. In the event that any smart city
sensing units are misplaced, the arrival rate of each component will be assessed and errors will be eliminated.
A study was conducted to examine the results of four parametric scenarios for smart city Internet of Things
(IoT). The significance of each scenario is depicted in Table 2.

Scenario 1: Processing of allocated tasks
Scenario 2: Rate of data processing

Scenario 3: Energy conservation
Scenario 4: Privacy and security
Table 2 Significance of scenarios
Scenarios Importance
Processing of allocated tasks To complete task outputs at high rates each cluster units
Rate of data processing To define confidence rate of each task units
Energy conservation To reduce total energy during data processing and task performance
. . To secure the data with blockchain technique and preventing it from
Privacy and security
external factors

4.1 Discussions

The data that is used for training in the proposed method for smart city is collected by using IoT where
names of different cities that includes application process with unique identity is provided. Since it is much
difficult to monitor same conditions such as health care, transportation at same city the proposed system
model is implemented in a such a way to gather entire data from different cities. Therefore the country and
city names are provided for unique ID. Further from the collected data set evaluations are made with respect
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to mobility where the analysis that is carried out for corresponding applications ensembles the measurement
process. The above mentioned data set indications provides information on separated task allocation and for
such separations speed of processing is determines in order to train the data at much faster speed. The
foremost importance in data set training is provided to type of environments where every smart city
application monitoring changes and if any impact is found then training for various tasks are designed
accordingly. Such type of changes with environmental conditions denotes the possibility to achieve maximum
transfer rate by allocating minimum energy rates. The aforementioned data with unique ID, number of
individuals, name of city, name of country, mobility and environments will be considered as training values
and the same will be tested with security factors to ensure maximum accurate operations. All of the
aforementioned scenarios have been devised with task considerations in mind. Therefore, if the assigned tasks
alter, the parametric conditions can be defined accordingly. The hardware representations are transformed
into tool analyses through the utilization of the MATLAB IoT toolbox. Therefore, all the corresponding
elements, such as nodes, gateways, essential data points, and the number of peers, are interconnected in a
mutually dependent manner. Table 3 presents a comprehensive overview of the essential environmental
variables and software requirements that are required.

Table 3 Simulation environment

Bounds Requirement
Operating systems Windows 8 and above
Platform MATLAB and Network IoT toolbox
Version (MATLAB) 2015 and above
Version (Network simulator) 2015 v7
Applications Network connections with
gateways at all INSPEC points
Data sets Ullqique fu.nction rep.resentation
with previously defined values

In MATLAB, the process of converting equivalent descriptions is accomplished solely through the
utilization of three-dimensional plots. This approach ensures that output representations may be generated
with precision, devoid of any errors. The dimensional areas, however, exhibit variations in accordance with
the specific design situations. Consequently, simulated outputs are accompanied with consistent block
drawings. In order to determine the simulation, a comprehensive data collection is gathered from a
pre-existing established set of values. Subsequently, a neuro-fuzzy choice can be made by constructing
monitoring outputs. The comprehensive depiction of each scenario is provided below.

Scenario 1: Processing of allocated tasks

In this particular situation, the assigned tasks will be categorized according to predetermined types, and
it will be feasible to assess the level of success and failure for each task within the established frameworks.
Furthermore, each task is characterized by specific attributes, which in turn define the speed at which it may
be completed throughout different time intervals. In the context of smart city applications utilizing the
Internet of Things (IoT), the digital representations employed consist of binary code, namely 0's and 1's. These
binary digits serve to indicate the respective rates of success and failure pertaining to the monitoring of each
data point. After monitoring the data, certain tasks are established to mitigate the risk of failure or prevent the
occurrence of empty transaction blocks. If there are empty transaction blocks present, it is necessary to delete
them from the system as they contribute to increased space usage in the work progress and have a direct
impact on the time period. Additionally, the velocity at which each activity is performed is influenced by the
amount of the data being processed, which is further categorized based on the categories of data processing
that must be maintained at consistent operational levels. Figure 4 depicts the comparative results of the
provided work and its related speed.

According to the data presented in Figure 1, it can be observed that the suggested technique consistently
achieves efficient completion of the monitoring process for all assigned jobs. This can be attributed to the
utilization of modern chip devices, which enable rapid execution. Furthermore, all jobs are executed at a
favorable rate, hence mitigating the occurrence of system failures. In order to validate the results of the
real-time simulation using an Internet of Things (IoT) tool, a set of data points consisting of 10,000, 13,000,
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15,000, 18,000, and 20,000 correspondingly is taken into consideration. It is feasible to create total task
functions for all data types, specifically 47, 58, 65, 69, and 71. The task promptness for the existing method is
significantly lower compared to the suggested technique. The primary factor contributing to the improvement
in job promptness is not just attributed to a reduction in data size, but rather to the utilization of a data
processing system incorporated into the projected model. Furthermore, the proposed approach consistently
maintains a success rate of 93% for all tasks, whereas the previous method only achieves a success rate of 74%.

Total tasks

Task prompiness (Existing)

Task prompiness (Proposed)

18 14 18 18

2 14 16 2
Humber of data Number of data

ing)

Task promptness (Exist

i 12 14 16 ] 2 1 12 14 16 18
Total tasks Total tasks

Figure 4. Computational task and its rapidity rate for completion.

Scenario 2: Rate of data processing

In every Internet of Things (IoT) processing system, it is imperative to optimize the data rate of each
monitoring system in order to facilitate the processing of data to its fullest capacity. On the contrary, in each
Internet of Things (IoT) monitoring procedure, when data rates are increased, there is a corresponding
increase in the ability to collect data with a higher level of confidence, so indicating the accuracy of the data.
In order to provide efficient data processing inside an IoT monitoring system, it is imperative to maintain a
minimum transfer rate. This is necessary to facilitate the execution of operations without any delays in the
determination process. If the assigned transfer rate is lower, it becomes impossible to transmit the data to the
targeted destination, resulting in an increased failure rate with a low confidence factor. In this particular
scenario, all data is subjected to analysis by end user management systems, which are distinct from the overall
count of data units. If the separation ratio is not properly aligned, data processing to the intended destination
is hindered, resulting in a decrease in trust rate and an increase in the return rate of each data to its fullest
extent. Figure 5 illustrates the data processing and confidence rates of both the proposed and existing
approaches.
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Figure 5. Confidence level with trust analysis according to number of data.

According to the findings presented in Figure 5, it can be inferred that in the context of an Internet of
Things (IoT) smart city application involving diverse data, the processing rate is optimized. Consequently,
this optimization instills a high level of confidence in users regarding the reliability and integrity of the
connected gateways and nodes at each data point. Furthermore, the utilization of blockchain technology
ensures the preservation of data privacy. This enables management systems to exclusively process monitored
data with a high level of trust, hence eliminating any return data values within the interconnected system
through gateways. In order to validate the operational perspective of Internet of Things (IoT) data processing
systems, the complete quantity of data is taken into account, maintaining identical values as indicated in
scenario 1. In this scenario, the percentage of trust, attributed to the presence of blockchain technology, is seen
to be 87, 91, 93, 97, and 99, respectively. By including the aforementioned block and data trust values, the
confidence level of each user is optimized in both the existing and suggested methods. However, the
projected model has a maximizing rate of over 75%, whereas the previous approach only maintains a
confidence level of 61%.

Scenario 3: Energy conservation

In order to optimize performance, it is important to monitor the energy allocation for each assigned task,
taking into consideration factors such as data rate and confidence level. There exist two distinct methods for
ensuring the successful transmission of data to the intended recipient. In the first scenario, if a sufficient
amount of energy is allocated, it is possible to expedite the completion of all data-related tasks. In the second
form of energy minimization, the confidence level and transfer rate can be enhanced, resulting in the
conservation of energy. The proposed methodology introduces a second form of energy-preserving model
that aims to conserve a greater quantity of energy resources, resulting in an optimized data transmission rate.
In order to calculate the energy consumption in the suggested method, the entire transmission tasks are
combined with distinct data units. This approach aims to transfer more data to end users while minimizing
energy usage. Additionally, the information is stored in IoT cloud units at a reduced rate. Figure 6 illustrates
the energy representations of both the existing approach and the suggested approach.

Percentage of energy (Proposed)

Figure 6. Energy representations for defined task functions.

Based on the findings presented in Figure 6, it can be inferred that the suggested method exhibits a
pragmatic approach towards energy preservation. This can be attributed to the utilization of aggregated data,
which allows for the transmission of each data point using a basic sequence. Given that the data is aggregated
solely at the fourth level, there exists the potential to further optimize resources at each cluster point where
individual member classes are established. The primary rationale for implementing individual membership
functions is to enhance the understanding of each allotted energy source. This approach allows for the
exclusion of data with similar characteristics, leading to greater energy savings. In order to validate the
principle of energy conservation, a real-time analysis was conducted on a set of transmission tasks, namely
tasks numbered 24, 29, 38, 45, and 52. The energy percentages for both existing and proposed approaches
were found to be 57% and 20% respectively, throughout all the tasks under consideration. Furthermore, if the
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number of transmission tasks is reduced, the existing method still allocates a maximum of 47% of energy,
whereas the proposed method only allocates 31% of energy while maximizing data transfers.

Scenario 4: Privacy and security

Ensuring the preservation of individual privacy and maintaining the security of all data within the
interconnected Internet of Things (IoT) network is crucial for the successful implementation of smart city
applications. In the realm of security, it is crucial to prioritize the maintenance of robust hash values through
the utilization of authenticated keys. Furthermore, it is vital to effectively oversee each allotted key for every
set of data. In the event that any violation is detected, it signifies a potential compromise to the confidentiality
of the data included within each respective block. Therefore, in this scenario, there is a heightened emphasis
on ensuring the security of all data blocks, with a focus on maximizing the lifespan of each block. As
previously stated, the enhancement of hash values incorporates the inclusion of the lifespan of each block,
which is subtracted from the original remaining value of 1. To mitigate concerns regarding privacy and
security, a data header is implemented to effectively disallow the inclusion of any exertion values within the
system. Figure 7 presents the simulation results for the proposed and existing approach under conditions of
maximum security.

The analysis of Figure 7 reveals that the suggested system model offers enhanced security for all IoT
monitored data in smart city applications, in comparison to the present technique. In order to ascertain the
level of security, an examination was conducted on a series of hash values, specifically 2, 4, 6, 8, and 10. These
hash values correspond to defined blocks with lifetimes of 5, 6, 9, 10, and 11 periodic times. The analysis
revealed that the proposed approach yielded a security percentage exceeding 90% in terms of hash values.
However, the current approach is limited in its ability to maximize security in IoT smart cities. This is because
it relies on using the same hash values in each block, resulting in only 75% of the data being effectively
secured. The remaining data either remains idle or is occupied by other users. Due to the optimization of
security measures, it becomes feasible to sustain appropriate gateway connections despite the inclusion of
supplementary monitoring units inside the system. The suggested system maintains its security inside each
block, even in situations where additional monitoring is required. This is achieved through the utilization of
aggregated data functions.

Percentage of security

ra
T

Life time

Figure 7. Hash value for privacy determinations in accordance with life time.

The considered four scenarios provides improved performance in case of projected model due to the
involvement of training and testing set where appropriate data and tasks are considered for training. In
addition only the considered data is tested with minimized energy allocation thereby more amount of data
processing speed is provided in such cases. Since a separate key is established for every smart city application
and data units are introduced with proper encryption it is observed that confidence level of transmission is
increased but limited to 75% due to the major challenge on removing all data points from previous member
class values with fuzzy optimization approach.
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4.2 Performance measurement

Since the proposed method is carried out with neuro fuzzy algorithm the robustness characteristics of smart
city that includes variations with reference values are analyzed and discussed. The robustness characteristics
of an algorithm defines the maximum possible way to achieve secured solutions thereafter indicating that
constant values are denoted without any changes. In robustness analysis every data unit will be analyzed for
all allocated task and if there are maximum changes in any iteration point then it will be compared with
reference values. Further the robustness of an algorithm determines the functionality design and its operation
with conventional units hence the system can be analyzed in a better way with maximum number of iterations.
As every smart city applications are linked with environmental units the system must be susceptible to low
robust conditions and in case if the system is robust to changing environments then precise solution
(indications that are related to completion of tasks) can never be achieved. Figure 8 indicates the robustness
characteristics of proposed and existing approach.

From Figure 8 it is obvious that proposed method is not robust to changing environments as every allocated
tasks are completed within the allocated time periods. To analyze the robustness characteristics number of
iterations is considered from 10 to 100 and it is observed that set of values with 10 step variations provides only
minor changes for negligible amount. Hence only best epoch values with 20,40,60,80 and 100 is considered
with low energy point representations for completing all allotted tasks with high confidence level. During the
above mentioned variations in iteration values the proposed method provides robustness for about 20% in case
of all allocated tasks whereas existing approach [9] completes all allocated tasks with robustness of 32%. This
can be observed for maximum iteration conditions that indicates best epoch value of 100 however at low
iteration values the robustness is increased to 24% and 51% in case of proposed and existing approaches
respectively.
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Figure 8 Comparison of robustness characteristics with best epoch periods

5. Conclusions

The discussion is around the implementation of a monitoring technique that yields real-time outcome
observations in response to the conversion of numerous areas that are equipped with comprehensive facilities,
as part of the development of smart cities. The primary advancement of the suggested methodology is rooted
in a comprehensive system model that formulates all necessary parameters for monitoring smart cities, taking
into account a range of technological elements. A significant emphasis is placed on the awareness of task
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assignment and accomplishment, as a substantial portion of data transmission relies on the delineation of
essential tasks. The scope of the IoT monitoring system is extended to encompass energy usage, allowing for
the identification and implementation of several strategies aimed at conserving energy. In the presence of a
wireless monitoring system utilizing the Internet of Things (IoT), it is imperative to uphold data privacy. To
address this concern, a blockchain protocol is incorporated into the system model, ensuring the establishment
of a unique key. Furthermore, it is also feasible to include a block header, which allows for the identification of
suitable data types and the separation of data and allocated tasks into distinct clusters. By adhering to the
aforementioned premise, the projected model demonstrates a high level of reliability in its output, which can
be compared to the present approach. In addition, it is necessary to have human interactions with
system-defined functions in order to facilitate a conversion operation. This conversion technique employs a
neuro-fuzzy approach, which allows for the aggregation of all data while minimizing error functions.

The outcomes of the proposed system model is compared with existing approach in terms of task
allocation and processing, energy conservation and security as for every smart city monitoring individual
applications are carried out with maximum data allocations. Hence the integrated model with neuro fuzzy
provides success rate of greater than 90% whereas existing approach completes only 74% of assigned tasks.
Further all the completed tasks are processed with a confidence level of 75% in case of proposed approach
whereas the confidence level of completed task in existing approach is limited to 61%. In addition with low
energy utilization of less than 30% the proposed method can able to achieve 90% security as compared to
existing approach with high energy utilization for 47% where the security is limited below 70%. In future the
proposed method on smart city application can be controlled with optimization algorithm that includes more
amount of data in training set which is processed by using automatic processing with artificial intelligence
procedures.
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