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and quality increases, but also open up options for intelli-
gent modes of operation in order to better respond to ex-
ceptional situations. At the same time, however, digitisation 
also involves major difficulties for municipalities due to the 
high investment costs, the need to build up expertise and the 
increased risk of cyber attacks.

The TA project examined the opportunities and risks of the 
digitisation of critical municipal infrastructures using waste 
and water management as examples.

Digitisation is a continuous process

In water and waste management, digitisation is an ongo-
ing process. It already began over 40 years ago with the in-
troduction of computers for administrative and modelling 
tasks. In water management, electronics for plant control 
based on target and limit values have been used increasing-
ly. Today, most water companies use digital automation 
technology in large parts of their plants. Larger plants (e. g. 
sewage treatment plants) or plants distributed over a wide 
area (e. g. wells) can be monitored and controlled centrally 
from the control room using process control systems. Most 
administrative tasks (human resources planning, consump-
tion-based billing, etc.) are also carried out using digital 
support. However, different software systems are used for 
this purpose, so that there is still potential for optimisation 
by means of system integration.

In municipal waste management, the degree of digitisation 
regarding areas with a high proportion of manual activi-
ties – i. e. waste collection and waste transport in particu-

Summary
 › In Germany, water management and municipal waste 
disposal are part of the so-called critical infrastructures. 
In case of a failure, there is a risk of supply shortages.

 › Ensuring the security of supply poses increasing chal-
lenges for local authorities. Due to climate change im-
pacts, demographic changes or the COVID-19 pandem-
ic, several adjustments have to be made.

 › Digital innovations offer a wide range of potential for 
coping with these challenges, but they are only part of 
the solution.

 › Large companies are the main drivers of digitisation. 
Medium-sized and – above all – small companies often 
lack the financial, technical and human resources to deal 
with this topic, so that they are dependent on support.

 › Moreover, digitisation increases vulnerability to threats 
from cyberspace. Due to legal obligations, large compa-
nies in the water management sector have a good level of 
protection, while the awareness of many smaller compa-
nies regarding the issue still needs to be increased.

What is involved

Services of general interest – these include for example the 
basic supply of water and energy, the disposal of sewage water 
and waste, health services – are indispensable for societal, eco-
nomic and cultural development. Many of these services and 
the infrastructures required to provide them are categorised as 
critical infrastructures, which are considered to be particularly 
worthy of protection.

In Germany, services of general interest are mostly provided 
by municipalities. Thus, these municipalities and the com-
panies commissioned to fulfil the tasks are confronted with 
increasing challenges. The consequences of the COVID-19 
pandemic or the war in Ukraine, but also long-term climatic 
or demographic changes, require adjustments to be made with 
regard to operational processes and work organisation.

Digitisation is expected to play a central role in meeting these 
challenges. Digital innovations not only enable efficiency 
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For the collection and transport of waste, data recording 
devices and on-board computers in the collection vehicles 
are used in order to document information on obstacles in 
the process of waste collection. Container identification 
systems make it possible to recognise containers during the 
collection tour and allocate them to individual households. 
Navigation and telemetry systems with numerous functio-
nalities for optimising vehicle management and route plan-
ning are available on the market.

Digital technologies serving to minimise waste are usually 
still at an early stage of application. These include, for ex-
ample, weighing systems on the collection vehicle – which 
enable quantity-based billing – or sensors for recognising 
incorrect sorting of waste.

In large waste incineration or waste treatment plants, pro-
cess control systems are usually used for continuous digi-
tal process monitoring and control. For this purpose, data 
from a large number of sensors is analysed.

 
 
The introduction of digital product passports – which are 
considered to offer many potentials – is still at an early sta-
ge. They should enable a better knowledge of the waste com-
position and the raw materials contained. This might help to 
further optimise waste treatment.

Sensor technology for monitoring and controlling water 
management plants has made significant progress thanks to 
digitisation. In addition to functional enhancements (e. g. au-
tomatic error detection), this also applies to the robustness 
of sensors and data transmission. Moreover, this enables the 
plants to be better equipped with sensors. Intensive research 
is currently being conducted into real-time capable sensor 
systems for chemical and biological parameters for moni-
toring water quality. First sensors are already available, but 
they are not yet being used systematically.

Currently, more and more water utility companies are repla-
cing analogue water meters with smart meters that can store 
consumption data and transmit it to the utility companies. 
This not only enables operational savings with regard to me-
ter reading, but also provides valuable information on pos-
sible water losses. By providing water users with real-time 
consumption data, smart water meters can also potentially 
help reducing water consumption.

There are many possible applications for digital twins, i. e.  
a virtual real-time image of a real plant or an entire system net 

Digital innovations for waste management (examples)

Sensors in or on waste containers measure parameters such as tem-
perature, motion, sound or geographical position. From this, infor-
mation on the fill level, the respective position or anomalies (e. g. fire, 
theft) can be derived.

conservation can be found rather in intensifying communi-
cation between the local waste management authorities and 
their customers in order to raise awareness of homogeneous 
sorting and prevention of waste, as well as with other industry 
players, e. g. to exchange information on the material compo-
sition of waste.

In future, care should be taken to ensure that investments in 
digitisation are more closely aligned with the objectives of 
waste hierarchy. This would require linking the information 
systems of local waste management authorities with upstream 
production and utilisation steps in order to document the ma-
terials and any toxic substances contained in products without 
interrupting the flow of information. In principle, however, 
digital solutions are only one part of a broader package of 
measures to be taken to establish a circular economy. This also 
includes, for example, ecological design and the reparability 
and reuse of products.

The digitisation of water management requires a 
central data infrastructure

In particular, the increased acquisition, use, linking and 
analysis of water-relevant data promises new approaches 
for meeting the challenges water management is currently 
facing (e. g. preserving water quality, coping with extreme 
weather events, preventing water losses). At present, however, 
the required data is often only available in fragmented and 
isolated form on IT systems in different company divisions, 
at public authorities or other players, e. g. from industry or 

lar – is still comparatively low. In contrast, the public waste 
management authorities (German abbreviation »örE«) have 
already largely digitised many administrative tasks (e. g. billing 
of fees, electronic tracking of dangerous waste, etc.), although 
there is still potential for efficiency improvements – as for wa-
ter management. Modern waste treatment plants are already 
equipped with digital automation technology. In this context, 
efforts are currently focussed on the further development of 
sensor technology for better waste separation.

The perspectives for digitisation in water and waste man-
agement can be found in the increased networking of ex-
isting individual applications to create ever larger inte-
grated systems. The vision is to create largely autonomous 
overall systems that can be used in complex environments 
without human intervention. However, there is still a long 
way to go.

Digitisation to promote circular economy is still 
in its infancy

Digitisation is considered to have great potential in the waste 
management sector for more efficient operating processes and 
strengthening circular economy. Current activities of the local 
waste management authorities are primarily aimed at increas-
ing business efficiency and optimising services, while there 
has been less focus on the recovery of recyclable materials 
in terms of a circular economy so far. This is due to systemic 
reasons, as municipalities currently benefit only little from 
the sale of recyclables. Here, the potential for greater resource 



Opportunities and risks of the digitisation of critical municipal infrastructures

3

 
 
The introduction of digital product passports – which are 
considered to offer many potentials – is still at an early sta-
ge. They should enable a better knowledge of the waste com-
position and the raw materials contained. This might help to 
further optimise waste treatment.

Sensor technology for monitoring and controlling water 
management plants has made significant progress thanks to 
digitisation. In addition to functional enhancements (e. g. au-
tomatic error detection), this also applies to the robustness 
of sensors and data transmission. Moreover, this enables the 
plants to be better equipped with sensors. Intensive research 
is currently being conducted into real-time capable sensor 
systems for chemical and biological parameters for moni-
toring water quality. First sensors are already available, but 
they are not yet being used systematically.

Currently, more and more water utility companies are repla-
cing analogue water meters with smart meters that can store 
consumption data and transmit it to the utility companies. 
This not only enables operational savings with regard to me-
ter reading, but also provides valuable information on pos-
sible water losses. By providing water users with real-time 
consumption data, smart water meters can also potentially 
help reducing water consumption.

There are many possible applications for digital twins, i. e.  
a virtual real-time image of a real plant or an entire system net 

 
 
work. These applications range from the analysis and opti-
misation of work processes to the vocational education and 
further training of employees and predictive maintenance 
of plants over their entire life cycle. In water management, 
however, only few companies are working with digital twins 
and they still use them on a pilot basis.

In the biological broadband sensor »AquaBioTox«, microorgan-
isms are continuously f lushed with drinking water. A camera 
with automatic image analysis detects changes that trigger an 
alarm signal.

Digital innovations for water management (examples)

One consequence of advancing digitisation is that faults in 
the process flow are increasingly being eliminated automat-
ically. This can lead to a gradual loss of expertise among 
staff, although human experience remains crucial for re-
storing normal operations. This is why the digitisation of 
critical infrastructures should be carried out with a sense 
of proportion.

Targeted support to unleash the potential of 
digitisation

The greatest potential of digitisation can be found in the 
digital integration of systems, company divisions as well 
as upstream and downstream value-added processes. The 
digitisation of water and waste management could be  
supported politically by means of the targeted promotion 
of inter-company cooperation and measures to standardise 
data interfaces.

Inadequate infrastructural framework conditions often con-
stitute an obstacle to the introduction of digital innovations. 
A funding priority should therefore be given to infrastruc-
ture expansion, e. g. for nationwide broadband coverage or 
for public cloud infrastructures. Finally, the development of 
expertise among employees in both sectors should be pro-
moted in order to ensure the professional and safe use of the 
technologies.

agriculture. Insufficiently compatible interfaces make data 
exchange even more difficult. In some cases, the data is miss-
ing completely, as pipe and sewer networks are currently still 
inadequately equipped with sensor technology, for example.

Innovations such as smart water meters, geographic informa-
tion systems, digital twins or web-based data platforms are the 
basis for improved networking and an integrated use of data 
in water management. However, the diffusion of such digital 
technologies has only just begun. Diffusion is driven by indi-
vidual innovative companies which – due to their size – have 
sufficient financial and human resources to test and introduce 
new technologies. In order to enable small and medium-sized 
companies to participate in digitisation as well, they could 
be supported by the state, e. g. through advisory services or 
financial subsidies for investments in technology or training 
of employees.

Digitisation supports crisis management – but 
the benefit depends on the specific event

In water management, dealing with disruptions and crises 
is no longer imaginable without at least the accompanying 
use of digital technologies. However, their benefit depends 
on the specific event. While digital applications, such as the 
process control system, are used intensively during a heat wave 
to make the best possible use of the limited water resources 
available through situation-adapted control, they can provide 
much less support during a power outage.
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Political support measures to promote information securi-
ty in water management are a suitable approach for small 
and medium-sized companies. Often, the awareness of these 
companies regarding the issue first has to be increased. More-
over, due to their limited resources, they generally have to 
receive much more support than large companies. To achieve 
this, appropriate options include targeted information cam-
paigns, government support for the training and further ed-
ucation of employees or stronger promotion of existing or the 
implementation of new funding instruments.

Outlook

Despite the high expectations placed on the further ad-
vancement of digitisation in order to be able to cope with 
future challenges, digital technologies can only ever be part 
of the solution. Above all, the use of digital technologies is 
helpful if they are embedded in holistic strategies for the sus-
tainable further development of waste and water management. 
Thus, digitisation must be shaped in order to make the best 
possible use of the potential involved and minimise risks.  
Politics can and must also contribute to this development.

The increased need for protection of IT  
systems might overburden smaller companies  
in particular

Advancing digitisation involves increased networking and 
complexity of IT systems in water management companies. 
This also increases the risk of human operating errors or 
technical failure. Deliberate cyber attacks are another grow-
ing threat – and the threat has even intensified since the out-
break of the war in Ukraine. Water management is part of 
critical infrastructures, which is why operationally critical 
IT security incidents must be avoided.

The German IT Security Act of 2015 sets the legal framework 
for information security in critical infrastructures. It obliges 
large companies in the water management sector to secure 
their business-critical IT systems according to the state of the 
art. For the vast majority of small and medium-sized com-
panies, however, there have been no statutory regulations so 
far. This is why they only implement protective measures on a 
voluntary basis – if at all. In the future, however, the NIS 2 Di-
rective – which is to be transposed into national law by Oc-
tober 2024 – will impose legal obligations on medium-sized 
companies as well to protect their IT systems.

The IT Security Act of 2015 has led to a significant improve-
ment with regard to information security in large companies. 
In small and medium-sized companies, however, the level 
of protection depends in particular on the security aware-
ness of the company management. In some cases, there 
is still a lack of understanding with regard to the threats 
to information security. In addition, limited financial and 
technical resources are often an obstacle to the implemen-
tation of protective measures. Nevertheless, many small and 
medium-sized companies are also proactively implementing 
measures to enhance information security within the scope 
of their capabilities.


