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Abstract 

Although big data and fraud prevention have been the focus of considerable attention in research, the 

literature rarely acknowledges the need to evaluate how big data facilitates fraud prevention in e-retail. The 

evidence from existing literature suggests that there is no study on the development of clear theoretical 

frameworks that can be used to evaluate how big data facilitates e-retail fraud prevention. This study 

addresses this gap by building an integrated big data-enabled fraud prevention (IBDEFP) model that can 

evaluate how big data facilitates fraud prevention in e-retail, i.e., how e-retail fraud prevention can be 

derived from big data resources and capabilities. The model combines and extends the Practice-Based View 

(PBV) and the Balanced Control Theory (BCT) in a way that has not been previously done.  

The study aims to critically assess how big data facilitates e-retail fraud prevention practices and controls 

and the theoretical and practical implications of a big data-driven approach to e-retail fraud prevention. 

Data was collected through semi-structured interviews with 32 expert participants dealing substantially 

with data in 18 e-retail firms. Combining the PBV and BCT theoretical concepts provides a novel 

explanatory framework that captures the causal relationship between big data resources and capabilities in 

e-retail, big data facilitated fraud prevention practices and controls, and their benefit dimensions.  

The IBDEFP presents important and novel theoretical contributions to the field of e-retail fraud prevention 

management at a time when e-retail firms are faced with increasing digital fraud attacks. The IBDEFP can 

help fraud prevention researchers and practitioners evaluate and understand how e-retailers can create or 

redesign effective organisational fraud prevention processes and operations or practices by leveraging big 

data facilitated capabilities, and how e-retailers redesign key processes or practices and redefine corporate 

scope for fraud prevention from big data facilitated capabilities and insights.  

Integrating the PBV and BCT provides a novel theoretical improvement that reveals understudied factors 

affecting the use of big data for e-retail fraud prevention. For instance, a key finding suggests that there is 

limited use of big data-facilitated insights for fraud awareness, training and educational programmes in e-

retail. The IBDEFP presents a utility of the theoretical contribution of the study as the study explains how 

concepts are implemented in e-retail firms. this contribution derived from integrating and extending the 

PBV and BCT aligns with the position of existing literature which suggests that there is a strong correlation 

between the use of big data-facilitated management practices and firm performance.  
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1. Chapter One: Introduction 

1.1. Background to the study 

Discussions on big data in academia and industry have arisen due to advancements in technology 

(Chen, et al., 2012; Fichman, et al., 2014; Pareek, Sood and Grima, 2022). Big data refers to data 

that has a high value, low veracity, high variety, high velocity, and high volume – often termed 

the 5V’s (Xiaolong, et al., 2015; Peddireddy et al., 2020). Big data is built upon large volumes of 

widely varied data that are created, stored, and processed at high velocity by firms; (Laney, 2001; 

Naeem et al., 2021)  

Firms can derive data-driven benefits by developing and using big data capabilities, e.g., for 

security, e-commerce, etc (Chen, et al., 2012). Scholars posit that the benefits organisations 

recognise as value depend on their strategic objectives for adopting and utilising big data (Ghoshal, 

et al., 2014). McKinsey reports affirm that big data infiltrates all areas of present-day business and 

industry functions and has become indispensable to businesses (Manyika, et al., 2011). The use of 

big data heralds a novel wave of consumer insight and business growth (O’Neil & Schutt, 2013) 

and big data can be viewed as the engine that powers the data age (Xiaolong, et al., 2015). Big 

data analytics are less noticeable in the daily lives of consumers, but their impact has been just as 

important (Bradlow, et al., 2017). 

Big data has been referred to as the principal vein that connects networked business environments 

and big data analytics provides vital opportunities for data-driven firms that are increasingly 

connected via related/shared networks (Baesens, et al. 2014). Nonetheless, processing big data is 

challenging using traditional processes or even advanced technologies (Constantiou & Kallinikos, 

2015). Only firms adopting advanced analytics processes can use big data to develop innovative 

data-driven insights (Davenport, et al., 2012).  

The use of big data also gives social and economic value to firms and customers (Günther, et al., 

2017). The social value of big data involves better social well-being in various fields including 

public safety and security (Newell & Marabelli, 2015). Retail organisations, for instance, can use 

big data to detect instances when customers might be participating in return fraud or identity theft 

(Matthews, 2019).. Therefore, underutilising big data can adversely affect such benefits. 
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The economic value of big data can be assessed by a firm’s rise in business growth, competitive 

advantage, and profit stemming from the implementation of big data insights (Tyagi, 2003; 

Davenport, 2006; Davis, 2014). This value is mainly the monetary benefits that are gained by firms 

for implementing data-driven strategies. For instance, studies affirm that firms that depend on big 

data to guide their daily operations and business strategies are projected to achieve better financial 

performance than those that do not (Lavalle, et al., 2011; McAfee & Brynjolfsson, 2012).  

The key concepts that drive this research are cyber/digital fraud, e-retail and big data. Digital fraud 

is a type of fraud that aims to maliciously access and seize sensitive information by intercepting 

electronic exchanges like login credentials and emails (Cox, 2017). This can be done using 

malware1, exploiting weak company networks or unsecured public networks, eavesdropping 

techniques or even insider threats  (Cox, 2017; Chang et al., 2022). Digital fraud is a serious 

concern for data-driven firms, for instance, in 2018, global card losses associated with digital fraud 

were projected to exceed US$1.3 billion (Accenture, 2018). 

There are various forms of digital fraud. Some common forms of digital fraud include business 

identity theft, affiliate fraud, chargeback fraud, and account takeover theft (Cox, 2017). These 

forms of digital fraud are discussed in detail in Chapter Two (see section 2.4.2).   

. The pace of retail evolution has grown significantly with the emergence of modern shopping 

ways, e.g., online (e-commerce), Point-of-Sale (PoS) systems, in-store or mobile channels 

(Roggeveen, et al., 2015; Roggeveen, et al., 2016; Rafaeli, et al., 2017; Grewal, et al., 2017). These 

shifting retail patterns are associated with the novel capabilities and vulnerabilities provided by 

advancements in big data, computing and storage capabilities, and retail analytics (Grewal, et al., 

2018; PWC, 2020).  

 

 

 

 

 

1 A malicious software designed to cause damage, collect data, or take control of a computer, computer network or 

server – e.g., computer worms, viruses, ransomware, spyware, trojan horse etc (Moir, 2009). 
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“Retailers are developing their analytical capabilities to understand and serve customers better” 

(Grewal, et al., 2018:85), but the proliferation of the internet and the use of more sophisticated 

gadgets by both consumers and fraudsters have led to an increase in digital fraud (PWC, 2020). 

Therefore, organisations must adopt a proactive security-aware culture, implement clear security 

policies and train staff on fraud security (PWC, 2020). 

As retailing changes, training must evolve in parallel and reflect technological advancements 

(Grewal, et al., 2018). Retailers must constantly evaluate their big data-enabled practices and 

security controls, in all their various forms. Additionally, retail studies need to incorporate real 

business cases and experiences and illustrations on unique and emerging issues (Grewal, et al., 

2018).  

With the fast pace of technological advancement, consumer shopping patterns have changed and 

many ‘brick and mortar’ retail stores and new entrants to the retail market have adopted online 

retailing as a means of getting closer to consumers and enhancing sales (Yoo, et al., 2010; Wang 

& Tucker, 2016). Online retailing is referred to as e-retail in this study. The scope of the study is 

limited to e-retail. The concept of e-retail is used in this study to refer to electronic retailing where 

retail is conducted online and consumers engage with the retailer through a technical interface e.g., 

a website or mobile application (Kim & Lennon, 2012; Quill, 2018).  

To be competitive, e-retail depends on the e-commerce competence of participating online 

retailers. E-commerce refers to any sort of commercial transaction that is facilitated by the internet 

(Shopify, 2020), which makes it reliant on digital resources (big data) and also susceptible to 

digital fraud. These are discussed in detail in Chapter 2. There is an intersection between big data, 

e-retail and digital fraud as shown in Figure 1.1. 

 

 

 

 

 



19 

 

Figure 1.1: The overlap between big data, e-retail and digital fraud (Source: Author) 

 

In e-retail, data is sourced from multiple sources for a transaction to be successful, e.g., payment 

card details, customer addresses, etc. This makes managerial decisions in e-retailing more critical 

nowadays because multi-sourced data come with varying validity and veracity thereby creating 

significant security risks for retailers (Grewal, et al., 2018). Although some studies argue that this 

is not a managerial problem, management studies argue that it is a managerial problem because 

the management bears the burden or consequences of any security risk or data breach that occurred, 

not the IT developers (Davenport, et al. 2012). For instance, Dixons Carphone retail group received 

the highest possible pre-GDPR (General Data Protection Regulation) fine of £500,000 from the 

Information Commissioner's Office (ICO) after a 2018 data breach involving millions of payment 

card and personal records that were compromised (Scroxton, 2020).  

The emergence of GDPR increases the scale of fines to four percent of the global turnover of firms 

or up to £17 million (GDPR, 2020). As such, fraud prevention management has risen to the top of 

the agenda of businesses in recent years (Camillo, 2016) and calls for practice-based fraud 



20 

 

prevention studies that are replicable and relevant to management (Huang, et al., 2014; Peppard, 

et al., 2014). 

The key to managing digital fraud lies in using the data itself to develop fraud prevention 

capabilities or practices (Grewal, et al., 2018; PWC, 2020). To provide an avenue to critically 

study how this can be done, this study builds on two key theories: the Practice-based view (PBV) 

(Bromiley & Rau 2014; Wang, et al., 2018)  which is from the Behavioural Theory of the Firm 

(BTOF), (Cyert & March 1963) and the Balanced Control Theory (BCT) (Dhillon 1999) which is 

from the Control Balanced Theory (CBT) (Tittle 1995; 2018). Different theoretical propositions 

were considered (see Chapter 3) before the aforementioned two were chosen. 

The PBV and BCT are deemed appropriate within the context of this study for the following 

reasons;  

1. The PBV presents path-to-value and pair-wise connections to explain how businesses 

develop capabilities, practices, and value from big data (Wang, et al., 2018). 

2. The PBV is built on a large body of extant research and refined by many studies (e.g., 

Gefen & Ragowsky, 2005; Esteves, 2009; Mueller, et al., 2010).  

3. The PBV follows a practice-based view that was designed for studies to assess how big 

data analytics capabilities can be transformed to help organisation practices (Wang, et al., 

2018). 

4. The BCT has been used to study and provide suitable recommendations for the inner (e.g., 

insider threats) and outer (e.g., external perpetrators) containment of digital/cyber threats 

in firms (Dhillon & Gholamreza, 2001; 2016). The BCT asserts that data security depends 

on the balance between technical, formal, and informal controls to ensure the containment 

of fraud (Dhillon et. al., 2016).  

5. The BCT complements the PBV as a practice-based theory by contending that 

cybersecurity is not solely a technical issue, but a business practice, process and risk 

management problem (Choobineh, et al., 2007). 

The PBV has not been previously applied in the fraud prevention context, and the BCT has not 

been previously applied in the big data context, and neither have both theories been used in e-retail 

studies. Thus, adopting and combining them enables this study to build on and leverage well-
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grounded and tested existing knowledge to investigate the research questions. There are several 

industry best practices in fraud management, but the goal of this study is to evaluate how e-retailers 

derive fraud prevention from their big data. 

1.2. Problem statement 

The fields of social sciences and computer sciences (e.g., Cheng, et al., 2014; Xu, et al., 2014) 

have produced a significant body of knowledge on big data that guides the interpretation of data-

driven capabilities or practices. There is also considerable literature that deals with cybersecurity 

or fraud prevention (e.g., Shah, et al., 2019; Soomro, et al., 2021). Although the interdisciplinary 

nature or convergence of both fields has provided considerable literature, the interpretation of data-

driven capabilities/practices and data-driven cybersecurity/fraud prevention remains largely 

unexplored in e-retail fraud prevention due to the differences in research philosophies between 

computer science and social science approaches. There are several identified gaps in the literature 

on big data and fraud prevention that are bridged by this study. 

A careful review of existing literature reveals that there is extensive research on the use of big 

data-enabled capabilities and insights for organisational benefits in various research contexts, such 

as banking (Srivastava & Gopalkrishnan, 2015), healthcare (Wang, et al., 2018), and education 

(Fischer, et al., 2020). Günther, et al. (2017) posited that the usage of big data analytics would be 

beneficial to e-retailers. Researchers have also explored the impact of big data on the retail industry 

from a range of perspectives e.g., applications of big data in decision-making in retail 

(Seetharaman, et al., 2016), applications of big data in fashion retailing (Sirimal, et al., 2019), 

consumer behaviour and marketing (Verma, et al., 2020), and the importance of big data in 

financial fraud detection (Sharma, et al., 2016). However, evidence from the literature suggests 

that no study was found to critically address the use of big data specifically for e-retail fraud 

prevention, i.e., how big data facilitates e-retail fraud prevention. 

Scholars have called for studies that examine how e-retailers use or adopt innovative technologies 

and secure them to enhance business operations (Kurniaa, et al., 2015). While big data discourse 

as a lens for studying fraud prevention has practical usefulness, theoretical suitability is still 

underdeveloped concerning theory adaption and contextualization in the e-retail setting. Studies 

posit that although big data is becoming ever-present across firms, “the opportunities and risks it 
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presents are not yet fully understood” (Meadows, et al., 2022:1). It becomes important to 

understand the risks of digital fraud on data-driven e-retail infrastructures and the opportunities 

and/or benefits that e-retail firms can derive from data-driven fraud prevention practices and 

controls. 

The UK’s Office for National Statistics (ONS) reports that e-sales increased by over 10% during 

the beginning of the Coronavirus (COVID-19) pandemic and remained over 50% higher than at 

the start of 2020 (Dalgleish, 2020). This means that digital fraud is also rising, and retailers are 

struggling to adapt to this new reality (Vader, et al., 2020). For example, in the UK, Action Fraud 

UK reports that more than £16 million have been lost to e-retail fraud during the COVID lockdown 

– an increase of 400 percent in 2020 (Sims, 2020). Since December 2020, over 100,000 people in 

the UK are victims of e-retail fraud - with over £60 million lost to fraudsters (Gov.UK, 2021). 

As earlier mentioned, the key literature on big data and cybersecurity (fraud prevention) referenced 

in this thesis are those of Wang et al. (2018) and Dhillon et al (1999; 2001-2016). Wang et al. 

(2018) draw on the Practice-Based View (PBV) which is from the Behavioural Theory of the Firm 

(BTOF), (Cyert & March 1963; Bromiley & Rau 2014). Dhillon et al. (1999; 2001-2016) draw on 

the Balanced Control Theory (BCT) which is modified from the Control Balanced Theory (CBT), 

(Tittle 1995; 2018).  

The PBV theorises that organisations’ can develop data-driven practices from big data resources 

and capabilities. In turn, the BCT states that the outer and inner containment of fraud comes from 

a balance between technical, formal, and informal fraud controls in organisations. In Chapter Two, 

the choice of theoretical frameworks for this study is addressed in greater detail. 

Evidence from existing literature suggests that there is no study on the development of clear 

theoretical frameworks that can be used to evaluate how big data facilitates e-retail fraud 

prevention. This paper addresses this gap by presenting theoretical arguments that are used in 

digital fraud prevention management literature and subsequently building an integrated conceptual 

model that evaluates how e-retail fraud prevention can be derived from big data resources and 

capabilities. The conceptual model is built on, integrates, and extends the PBV and BCT in a novel 

way by extending/advancing the PBV to the fraud prevention and e-retail context, and the BCT to 

the big data and e-retail context. 
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Following a careful review of relevant literature and to the best of the author’s knowledge, no 

study was found that examined the PBV, a theoretical concept within the big data domain, in the 

fraud prevention or e-retail context. Likewise, no study was found to examine the BCT, a 

theoretical concept within the cybersecurity domain, in the big data or e-retail context. This reveals 

the existence of a gap in literature where the development of theory for big data-driven fraud 

prevention in the e-retail industry is an area of growing concern. The contribution of these scholars 

e.g., Wang et al. (2018) and Dhillon et al (1999; 2001-2016) to the fields of big data and fraud 

prevention is central to this thesis, yet existing studies do not address e-retail.  

The contextual and theoretical implication of combining these two theoretical concepts is that it 

provides an explanatory framework for evaluating big data-enabled e-retail fraud prevention. In 

doing so, it is hoped that it will add value to the big data and cybersecurity fields by presenting the 

operationalisation of big data-driven capabilities, practices, and controls in e-retail fraud 

prevention. Furthermore, combining the PBV and the BCT adds to existing knowledge because it 

presents a clear and novel model that shows how big data facilitates fraud prevention strategies in 

e-retail. 

Another theoretical implication for combining the PBV and the BCT is that big data vitally shapes 

online retailing and should not be ignored by researchers who seek to study fraud prevention in 

the retail industry. E-retail has steadily been on the rise since it is more convenient for most people. 

The COVID-19 pandemic has pushed people more into e-retail as they face government-imposed 

lockdowns or choose to avoid social contact (Morgan, 2020).  

Evaluating the theoretical assumptions/concepts of the PBV and BCT in this thesis allows the 

researcher to assess whether they are suitable for explaining and understanding how big data 

facilitates e-retail fraud prevention practices and controls or their suitability for evaluating e-retail 

fraud prevention. Evaluating these theories in the e-retail research setting may also serve as a basis 

for modifying both theories where necessary. Therefore, this thesis argues that there is a need to 

further investigate how e-retail fraud prevention can be derived from data-driven resources and 

capabilities.  
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1.3. Research aim & objectives 

This study aims to critically evaluate how big data facilitates e-retail fraud prevention practices 

and controls and the theoretical and practical implications of a big data-driven approach to e-retail 

fraud prevention. The main objectives are: 

1. To critically assess the nexus between big data, e-retail and digital fraud, digital fraud 

prevention management theories, and develop an integrated big data-enabled theoretical 

approach to e-retail fraud prevention management. 

2. To critically evaluate how big data resources and capabilities facilitate fraud prevention 

practices and controls from selected e-retail organisations. 

3. To examine the critical factors affecting the use of big data for e-retail fraud prevention. 

4. To analyse the theoretical and practical implications of an integrated big data-enabled 

approach for e-retail fraud prevention management. 

1.4. Research questions 

The evaluation of the research objectives is achieved by answering the following research 

questions. 

1. What are the main theoretical propositions for digital fraud prevention management? 

2. How do e-retailers derive fraud prevention practices and controls from big data resources 

and capabilities? 

3. What are the critical factors affecting the use of big data for e-retail fraud prevention 

management? 

4. What are the theoretical and practical implications of an integrated big data-enabled 

approach for e-retail fraud prevention management? 

1.5. Justification and significance of the study 

This study is significant for many reasons: (1), the retail industry drives e-commerce, and e-

commerce is heavily reliant on big data resources and capabilities. Therefore, a study evaluating 

how big data-enabled fraud prevention practices and controls are used to enhance firm 

performance in e-retail is paramount. (2), as e-retail has become increasingly attractive to fraud 
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perpetrators due to perceived enormous rewards, a study that develops a big data-driven fraud 

prevention framework that is lacking in existing literature addresses one of the major concerns of 

management studies and e-retail firms. 

(3), the contributions of this study can help retail firms to gain a competitive advantage in terms 

of fraud prevention and to positively thrive in the data age. (4), the qualitative research approach 

of this study can be useful for management scholars as it provides deeper insight than many 

existing quantitative studies into how e-retailers derive big data-driven fraud prevention strategies 

from big data resources and capabilities. 

(5), to policymakers, this study reveals the theoretical and practical implications of big data-

enabled retail fraud prevention strategies to improve business intelligence, value, customer trust, 

and overall corporate strategy of retail organisations. (6), in academia, the study bridges the gap 

in the literature by providing a conceptual model that can evaluate how e-retail fraud prevention 

can be derived from big data resources and capabilities. The conceptual model offers a simplified 

and verifiable model that can inspire further application into other research contexts which is useful 

for academic, policy, and managerial publications etc. 
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1.6. The organisation of the study 

The remainder of this thesis is structured as shown in Figure 1.2. 

Figure 1.2: The outline of the study 
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2. Chapter Two: Literature review and theoretical basis of the study 

2.1. Introduction 

As internet usage increases, online shopping is also growing (Purnamasari, et al., 2019). The daily 

interaction of people with the online ecosystem or electronic applications generates a vast volume 

of data referred to as ‘Big Data’ (Joshi & Kadhiwala, 2017). Because of the growth in internet 

usage, many retailers have expanded or shown interest in expanding their business operations into 

the online retail ecosystem to minimise location restrictions, cost and time consumers need when 

searching for a product or service (Abdullah, et al., 2019). However, the success of online retailing 

(e-retail) hinges on the level of data security in e-retail transactions or operations (Purnamasari, et 

al., 2019).  

This chapter explains the key concepts underpinning this study. It also draws a relationship 

between the concepts by exploring the nexus between big data, e-retail and digital fraud through a 

literature review. The chapter begins by explaining the systematic literature search process and 

why it has been conducted in Section 2.2., explaining the key characteristics and capabilities of 

big data in section 2.3, and conceptualising big data, e-retail and cyber/digital fraud in section 2.4. 

Then goes on to review why big data facilitated insights are important for e-retail fraud prevention 

management and digital fraud prevention management theories in the context of the e-retail 

industry in sections 2.5 and 2.6., respectively; and present arguments for an integrated theoretical 

approach to digital fraud prevention management in e-retail and the importance of a data-driven 

practice-based strategy for fraud prevention in e-retail in sections 2.7 and 2.8, respectively. 

The following chapter (Chapter Three) then develops and presents the conceptual framework of 

the study based on practice-based principles to evaluate how big data facilitates e-retail fraud 

prevention. 
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2.2. The Systematic Search Process 

A systematic literature search process was undertaken in this study to present an in-depth verifiable 

justification of the research problem or gap identified by this study. Scholars opine that a rigorous 

literature search process provides reliability and validity to arguments (Soomro, et al., 2016). 

Two literature databases were used in the systematic search process of this study namely, (1) 

Scopus, and (2) ScienceDirect/Elsevier. “Scopus is Elsevier's abstract and citation database and 

the largest database for peer-reviewed literature” (Elsevier, 2021:1). Whereas “ScienceDirect is 

the world’s leading source for scientific research which provides access to a large bibliographic 

database of scientific publications” (ScienceDirect, 2021:1).  

Boolean keywords or search strings were developed before the literature search to achieve specific 

results that are limited to and defined by this study’s context. Five keywords were developed, used 

sequentially, and applied to both databases. The keywords/search strings are; 

1. Big data AND e-Retail,  

2. Big data AND Online Retail,  

3. Big data AND Online Retail OR e-Retail AND Fraud OR Digital Fraud 

4. Big data AND Online Retail OR e-Retail AND Digital Fraud Prevention OR Fraud 

Prevention 

5. Big data AND Online Retail OR e-Retail AND Cyber Security.  

The inclusion and exclusion criteria in the Scopus and ScienceDirect literature search were based 

on year, article type and subject area. Only peer-reviewed research articles that situate the big data 

discourse within the context of e-retail, digital fraud, and fraud prevention, articles in the last 10 

years (i.e., 2011 to 2021), and articles in the business and management subject areas were included. 

Review articles, encyclopaedia, book chapters, conference abstracts, book reviews, case reports, 

correspondence, discussions, editorials, news, and practice guidelines were excluded from this 

study because they do not meet the peer-review veracity requirement of this study.  

The keywords/search strings were developed provide a critical discussion of the relationship 

between big data, e-retail, and digital fraud. The literature search process is documented and 

reported in sections 2.2.1 and 2.2.2 for replication and veracity purposes. 
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2.2.1. The Scopus literature search 

The five Boolean keywords/search strings mentioned in the previous section were sequentially 

applied in the Scopus literature search. The results of which are presented in Table 2.1. 

Table 2.1: Results from the literature search on Scopus 

S. 

No 

Keywords/Search String Document 

Result 

Excluded Included Reason(s) 

1 Big data AND e-Retail 6 5 1 Excluded documents focused on 

business intelligence, pricing and 

bargaining strategies, logistics-

related customer services, 

customer behaviour and 

marketing. 

The included document was a 

conference paper in the big data 

and e-retail context. 

2 Big data AND Online 

Retail 

164 164 - Excluded documents were on 

supply chain, advertising 

targeting, behavioural analysis, 

dynamic pricing, marketing, 

sales, consumer behaviour, 

improving cost efficiency, 

customer satisfaction, logistics, 

and organisation performance. 

One document focused on data-

driven solutions in the retail 

sector but the article could not be 

found online. 

Another document was not in the 

English language. 

3 Big data AND Online 

Retail OR e-Retail AND 

Fraud OR Digital Fraud 

4 4 - Excluded documents did not 

apply to the research context of 

this study. 

One context-related document 

could not be found online (the 

same one that appeared in search 

2). 

 

4 Big data AND Online 

Retail OR e-Retail AND 

Digital Fraud Prevention 

OR Fraud Prevention 

 

0 - - No documents were found. 

5 Big data AND Online 

Retail OR e-Retail AND 

Cyber Security 

2 1 1 One document was excluded for 

not applying to the research 

context of this study. 

The included document was the 

same as the one found in search 1. 

Total number of articles included = 1 
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The first Scopus literature search using the search string “Big data AND e-Retail” yielded six 

document results. However, only one article was included in this search because it was in the e-

retail fraud prevention in context. Whereas the remaining five articles were focused on other 

contexts unrelated to this study, such as pricing and bargaining strategies, logistics-related 

customer services, customer behaviour and marketing. 

The second search using the search string “Big data AND Online Retail” was applied to account 

for articles that use the “online retail” terminology instead of “e-retail”. The search yielded 164 

document results, none of which were included in this study for two reasons. (1) Although the 

search found one document that was focused on data-driven solutions in the retail sector, the article 

could not be found online. Another subject-related document found was not in the English 

language. (2) The remaining documents were on supply chain, advertising targeting, behavioural 

analysis, dynamic pricing, marketing, sales, consumer behaviour, improving cost efficiency, 

customer satisfaction, and logistics. As they are not context-related to this study, these documents 

were excluded.  

The third search using the “Big data AND Online Retail OR e-Retail AND Fraud OR Digital 

Fraud” search string took a deeper dive into seeking more specific articles related to this study. 

This search yielded a four-document result, none of which were included in this study because 

three of the documents found did not apply to the research context of this study. The other one was 

a context-related document but could not be found online (the same article found in search 2). 

However, the fourth search using the “Big data AND Online Retail OR e-Retail AND Digital Fraud 

Prevention OR Fraud Prevention” search string yielded no results as no documents were found. 

The last search string “Big data AND Online Retail OR e-Retail AND Cyber Security” was applied 

to search for related documents that use the “cyber security” terminology instead of “digital fraud 

prevention”. This search found two documents; one document was excluded for not being relevant 

to the research context of this study, and the other document was the same as the one found and 

included in Search 1. Therefore, the total number of documents found in the Scopus literature 

search was 176, but only one was found to situate the big data discourse within the context of e-

retail fraud prevention. 
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2.2.2. The ScienceDirect literature search 

The Boolean search strings that were used in the Scopus literature search were also applied to the 

ScienceDirect database. The results of which are presented in Table 2.2. 

Table 2.2: Results from the literature search on ScienceDirect/Elsevier 

S. 

No 

Keywords/Search String Document 

Result 

Excluded Included Reason(s) 

1 Big data AND e-Retail 21,108 21,104 5 Excluded documents focused on 

business intelligence, pricing and 

bargaining strategies, logistics-

related customer services, customer 

behaviour and marketing. 

Five documents were included 

because they focused on the use of 

big data in the e-retail context. 

However, no documents relating to 

the big data discourse within the 

context of e-retail fraud prevention 

were found. 

2 Big data AND Online Retail 2494 2490 4 Excluded documents were on supply 

chain, advertising targeting, 

behavioural analysis, dynamic 

pricing, marketing, sales, consumer 

behaviour, improving cost efficiency, 

customer satisfaction, logistics, and 

organisation performance. 

One document focused on data-

driven solutions in the retail sector, 

but the article could not be found 

online. 

Another document was not in the 

English language. 

Included documents were the same 

ones found in search 1 

 

3 Big data AND Online Retail 

OR e-Retail AND Fraud OR 

Digital Fraud 

15,064 

(1,104) 

1,099 4 Excluded documents did not apply to 

the research context of this study. 

One context-related document could 

not be found online (the same one 

that appeared in search 2). Included 

documents were the same found in 

search 1. 

 

4 Big data AND Online Retail 

OR e-Retail AND Digital 

Fraud Prevention OR Fraud 

Prevention OR 

Cybersecurity 

21 20 1 The included document was not in 

the big data-driven fraud prevention 

context, rather it was in the e-retail 

fraud prevention context 

Total number of articles included = 6 
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The first search string “Big data AND e-Retail” resulted in 21,108 documents. After applying the 

inclusion and exclusion filters to the search, 1,083 documents were found. The abstracts of the 

articles found were read and, in some cases, the researcher skimmed through parts of the articles 

for screening purposes to check their relevance to the study’s context. This process further 

excluded documents that focused on pricing and bargaining strategies, logistics-related customer 

services, customer behaviour and marketing. Five documents were included in this search because 

they were focused on the use of big data in the e-retail context. However, no documents relating 

to the big data discourse within the context of e-retail fraud prevention were found. 

The second search string “Big data AND Online Retail” resulted in 2,494, and after going through 

the same process as mentioned in the first search including reading abstracts and skimming through 

parts of the articles, the study found six related documents for inclusion. However, four were the 

same as the ones found after the first search, one was not in the English language, and another 

article that focused on data-driven solutions in the retail sector could not be found online. The 

researcher excluded documents that were on supply chain, advertising targeting, behavioural 

analysis, dynamic pricing, marketing, sales, consumer behaviour, improving cost efficiency, 

customer satisfaction, logistics, and organisation performance.  

The third literature search using the search string “Big data AND Online Retail OR e-Retail AND 

Fraud OR Digital Fraud” found 15,064 documents. After applying the inclusion and exclusion 

filters, 2,965 documents were left. Further filtering reduced the articles within the last two years 

(2020 and 2021), resulting in 1,104 documents. A review of the abstracts found the same 

documents as searches one and two.  

The next search used the search string “Big data AND Online Retail OR e-Retail AND Digital 

Fraud Prevention OR Fraud Prevention OR Cybersecurity” and advanced filters using keywords 

were applied in the titles, abstracts, or author-specified keywords. 21 documents were found and 

reading through their abstracts and skimming through parts of the articles resulted in one subject-

related article being included in this study. The included article was not in the big data-driven fraud 

prevention context, rather it was in the e-retail fraud prevention context. Therefore, the total 

number of documents found in the ScienceDirect literature search was 38,687, but only six were 
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found to be related to big data-facilitated fraud prevention. Nevertheless, no documents situating 

the big data discourse within the context of e-retail fraud prevention were found. 

2.2.3. Justifying the research problem or gap 

The systematic search of existing literature reveals that there is extensive research on the use of 

big data analytics for organisational benefits in various research contexts. For instance, in banking 

(Srivastava & Gopalkrishnan, 2015), in healthcare (Wang, et al., 2018), and in education (Fischer, 

et al., 2020). Günther, et al. (2017) posited that the usage of big data analytics would be beneficial 

for e-retailers and the systematic literature search process showed that researchers have explored 

the impact of big data on the retail industry from a range of outlooks or perspectives e.g., 

applications of big data in decision making in retail (Seetharaman, et al., 2016), applications of big 

data in fashion retailing (Sirimal, et al., 2019), consumer behaviour and marketing (Verma, et al., 

2020), and the importance of big data in financial fraud detection (Sharma, et al., 2016). 

Nonetheless, the systematic literature search conducted in this study shows that there is a limited 

discourse on the use of big data analytics in the e-retail fraud prevention context (see Table 2.3 for 

illustration). Evidence from the literature search suggests that no study was found to critically 

address the use of big data specifically for e-retail fraud prevention, i.e., how big data facilitates 

e-retail fraud prevention. Thus, the basis of this study lies in a careful review of existing literature 

which suggests that there is no study on the development of clear theoretical frameworks that can 

be used to evaluate how big data facilitates e-retail fraud prevention as discussed in section 1.2. 

For instance, the total number of big data articles in the e-retail context found in the ScienceDirect 

literature search was 38,687, but none was found to situate the big data discourse within the e-

retail fraud prevention context. Likewise, the total number found in the Scopus search was 176, 

but none situated the big data discourse within the e-retail fraud prevention context. Cumulatively, 

out of 38, 863 documents found, only seven discuss the use of big data analytics in the fraud 

prevention or e-retail contexts, but none in the e-retail fraud prevention context. 

Addressing this gap in knowledge in this study is crucial as studies highlight the importance of 

developing appropriate theoretical grounding to understand how big data can be beneficial for 

firms (Cappa et al., 2020). In recent years, scholars (e.g., Dubey et al., 2019; Akhtar et al., 2019; 
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Sena et al., 2019) have called for more studies into the performance effect of big data in different 

contexts, particularly in providing frameworks to understand how big data can be transformed into 

valuable capabilities that positively affect firms’ performance.  

A careful review of searched articles reveals that existing research in the e-retail fraud prevention 

domain suffer from methodological shortcomings or weakness in research designs where a 

research gap/limitation is arising from the adoption of inadequate qualitative approaches with 

limited empirical testing using real/primary data (e.g., Brands, 2014; Günther, et al., 2017; Chen 

et al., 2017), or there is an over-reliance on highly technical/quantitative approaches. This follows 

the pattern of most fraud prevention studies being either quantitative or technical (e.g., Herodotou, 

et al., 2011; Cheng, et al., 2014; Xu, et al., 2014; Sharma, et al., 2016) – giving rise to a variety of 

practical (critical realist) problems.  

First, qualitative approaches with limited empirical/primary data may fail to ascertain deeper 

underlying meanings and explanations (Rahman, 2017). Insufficient methodological rigour can 

lead to linguistically subjective arguments as suggested by Wright, (2017). This creates research 

validity and justification issues. 

Second, highly technical, or quantitative approaches are difficult to replicate in management 

(Wang, 2016), and relying solely on them can lead to ‘duality creep-in’ where there is a mismatch 

between the security and usability requirements of systems (Choobineh, et al., 2007). Highly 

technical, or quantitative studies seldom account for emergent human dynamics that may impact 

the use of big data by the management of retail organisations. Moreover, the researcher found that 

most quantitative studies are not in the business and management domain (e.g., Yang, et al., 2015; 

Chen, et al., 2015) which can be problematic for managers to understand and adopt when faced 

with real fraud situations. 

Third, although quantitative studies may neatly contain specific big data environments/systems, 

not all systems can be neatly contained especially those involving human beings such as digital 

fraud prevention (Wang, 2016). Digital fraud cannot exist independently of human influence, 

therefore, quantifying issues that are dynamic, complex, and unpredictable might provide 

insufficient analysis into fraud prevention and lack critical realism and will lead to a never-ending 

cycle (Wang, 2016). 
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Solely relying on a quantitative approach to big data research in business may increase the chance 

that something will be missed out and may create a solution based on a false pretext (Wang, 2016). 

The technical/quantification bias of valuing the measurable over the immeasurable in academic 

research fixates businesses on quantitative solutions that may be lacking in critical realism and 

replication. 

Existing studies also argue that there is limited big data-centred research in social sciences (Lazer, 

et al., 2014). And since management bears the burden of fraud, this study takes a management 

perspective.  

Table 2.3: A summary of the included articles and their research design and weakness 

S/N Article/Author Main Constructs Research Design Article’s weakness and Gap 

1 (Jideani, et al., 

2018) 

Cybersecurity; Policy 

framework; Cybersecurity 

Policy; Cyber-crime; E-retail 

Qualitative analysis 

(Semi-structured interviews 

& document analysis) 

Only focused on how legislation and 

policies can address cybersecurity in 

e-retail. Does not incorporate big 

data into fraud prevention solutions 

in e-retail. 

2 (Bradlow, et al., 

2017) 

Big data; Predictive 

analytics; Retailing; Pricing 

Quantitative analysis 

(Econometric analysis) 

Not focused on fraud prevention in 

e-retail. Presents highly technical 

results that can be difficult for 

management to understand. 

3 (Dekimpe, 

2020) 

Retailing; Big data analytics Qualitative analysis 

(Narrative/descriptive 

analysis) 

Not focused on fraud prevention in 

e-retail. Presents results with limited 

empirical data to justify claims. 

 

4 (Ying, et al., 

2020) 

Big data analytics; Big data 

management; Organizational 

performance; Customer 

satisfaction; Retail industry 

Quantitative analysis 

(Survey) 

Not focused on fraud prevention in 

e-retail. Presents highly technical 

results that can be difficult for 

management to understand. 

Results are tailored to the retail 

industry in Singapore.  

5 (Aversa, et al., 

2021) 

Retail location decision-

making; Big data analytics; 

Location analytics 

Qualitative multiple case 

study analysis 

(Semi-structured & 

structured interviews) 

Not focused on fraud prevention in 

e-retail. Presents highly technical 

qualitative case study methods and 

results that can be difficult to verify 

and replicate by researchers or 

managers. 

6 (Martin, et al., 

2020) 

Data privacy; Big data; 

Privacy concerns; 

Personalization; Privacy 

regulation 

Mixed methods analysis: 

Qualitative (interviews), 

Quantitative (survey) 

Not focused on fraud prevention in 

e-retail. Presents highly technical 

results that can be difficult for 

management to understand. 

7 (Soomro, et al., 

2021) 

E-Tailing; Identity fraud; 

Policymaking 

Qualitative analysis 

(Semi-structured interviews) 

Only focused on a specific type of 

fraud in e-retail – identity fraud. 

Does not incorporate big data into 

fraud prevention solutions in e-retail. 

 

The articles presented in Table 2.3 are used to write up this chapter. However, as the systematic 

search process highlights limited research into the use of big data for e-retail fraud prevention as 
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previously explained, other peer-reviewed big data-centric and fraud prevention-centric articles 

found during the literature search process were used to substantiate arguments presented in this 

chapter through the snowballing technique. Since the obvious intention of e-retail management is 

to prevent data breaches that may incur losses or damage corporate reputations (Soomro, et al., 

2021), understanding the need for big data-facilitated fraud prevention in e-retail is important.  

To address the identified gap in the literature and develop a model that can evaluate how big data 

facilitates e-retail fraud prevention, this study begins with addressing Research Objective (RO) 1 

and Research Question (RQ) 1 (see sections 1.3 and 1.4) in this chapter.  

The following sections begin with discussing the key characteristics and capabilities of big data, 

characteristics of big data in retailing, the conceptualisation of the e-retail ecosystem, the nexus 

between digital fraud and fraud prevention in e-retail, and data-driven fraud prevention 

management in the context of the e-retail industry. The next chapter critically evaluates the 

theoretical propositions for using data-driven capabilities for fraud prevention and a data-driven 

conceptual model is developed and presented for e-retail fraud prevention. 

2.3. Big Data: Key characteristics and dynamic capabilities 

In recent years, there has been growing research on big data which reflects its significant role in 

the creation of practical business applications (Wang and Wang, 2021). Big data refers to larger, 

more complex datasets generated from multiple sources that cannot be processed using traditional 

data processing capabilities or tools (Zikopoulos & Eaton, 2011; Ying, et al., 2020; Oracle, 2021). 

These large datasets are different from small data because they may comprise a voluminous array 

of images, videos, texts, or sounds that are sourced from various web applications, social media, 

or machines (Davenport et al. 2012). Big data has five characteristics: Value, Volume, Velocity, 

Veracity, and Variety (Solanki, Kumar and Nayyar, 2020).  

Volume refers to the amount and size of big data that are managed and analysed by organisations 

(Cappa et al., 2020); Value refers to the insight businesses derive from big data that leads to more 

effective decision-making and organisational benefits i.e., how meaningful the data is (Ignatius, 

2020); Variety refers to the range and diversity of data collected by business, such as raw data, 

unstructured data (e.g., rich media, artificial intelligence) (NetApp, 2018), and semi-structured 
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data (i.e., data that cannot be placed in tabular structures e.g., XML, javascript) (Buneman, 1997); 

Velocity refers to the speed at which organisations collect, store, and process data (e.g., the 

activities of shoppers browsing through online retail websites); while Veracity refers to the 

quality, accuracy, trustworthiness and consistency of data (Gaur, 2022). The more data collected 

by organisations, the higher the accuracy uncertainty of data  

The significance of information-driven management choices is increasing daily in organisations 

(Kushwaha, Kar and Dwivedi, 2021). The continuous reliance on the volume, veracity and variety 

of information has made big data a vital piece of management studies (Kushwaha, Kar and 

Dwivedi, 2021). As the potential of big data emerges, there is a requirement “to decodify and 

transform these data sets into insights, management decisions and organizational performances” 

(Labrinidis and Jagadish, 2012; Rialti et al., 2019:2052). This process is referred to as the 

development of big data analytical (BDA) capabilities (Chen et al., 2012). 

Several studies argue that developing BDA capabilities is a crucial operation of data-driven firms 

(Wamba et al., 2017; Björkdahl and Holmén, 2018; Chesbrough, Lettl and Ritter, 2018). The 

increasing flexibility and agility of big data-driven systems have led to the emergence of dynamic 

BDA capabilities (Rialti et al., 2018). Dynamic BDA capabilities enable firms to constantly scan 

their business environments and gain competitive advantage by creating value that addresses 

emerging situations (Wamba et al., 2017), e.g., changes in fraud threat vectors, consumer tastes or 

preferences. 

This study aims to critically evaluate how big data facilitates e-retail fraud prevention and the 

theoretical and practical implications of a big data-driven approach to e-retail fraud prevention. 

Thus, it is imperative to assess the nexus between big data, e-retail and digital fraud, and examine 

digital fraud prevention management theories in the context of the e-retail industry (see RO1 and 

RQ1 of this study – sections 1.3 and 1.4), before developing a theoretical model that can evaluate 

how big data facilitates fraud prevention in e-retail.  
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2.4. The conceptualisation of big data, e-retail and cyber/digital fraud 

2.4.1. The characteristics of big data in retailing and the conceptualisation of the e-retail 

ecosystem 

Managing big data is vital for businesses to achieve organisational goals and respond to the 

demands of the (digital) business environment (Loshin, 2010). This perspective stresses that 

managing big data involves the process of storing, analysing, and securing the data (Xiaofeng & 

Xiang, 2013). This section discusses the characteristics of big data in retailing and conceptualises 

the e-retail ecosystem using Bradlow et al.’s (2017) dimensions of big data in retailing and Jideani 

et al.’s (2018) conceptualisation of the e-retail ecosystem. 

Electronic retail (E-retail) refers to the sale of goods and services through the internet or electronic 

channels (Quill, 2018; Jideani, et al., 2018). The e-retail ecosystem entails transactions occurring 

from Business to Customer (Taylor, et al., 2014). E-retail is a form of activity in e-commerce that 

involves strategically using computer-facilitated devices and information technologies to achieve 

business goals (PWC, 2014).  

This study reviews Bradlow et al. (2017) and Jideani et al.’s (2018) concepts because they provide 

a clearer picture of the nexus between big data and e-retail. Reviewing both concepts provides a 

key understanding of what retail data means. Retail data refers to any information that retailers 

collect about their business that can be used to improve it (Martin, et al., 2020). This includes 

market and suppliers’ data (Griva, et al., 2018). The following section (section 2.2.2) goes on to 

discuss how cyber/digital fraud poses management problems in e-retailing. 

According to Bradlow, et al., (2017), there are several dimensions of big data in retailing, such as 

customer, product, channel, location, and time. These dimensions are presented in Figure 2.1 and 

discussed as follows. 
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Figure 2.1: Dimensions of big data in retailing (Bradlow et al., 2017) 

The dimensions of big data in retailing shown in Figure 2.1 captures the types of data retailers 

process to successfully engage in e-retail. The elements of the concepts are discussed as follows. 

a. Customer 

Big data has enabled retail organisations to collect, store, and analyse personal or sensitive 

information of customers, such as payment card details, email, geolocation and IP addresses, and 

user information from logins on retail web applications (Bradlow, et al., 2017). Retailers analyse 

this information for a variety of purposes, such as undertaking granular marketing (Rossi, et al., 

1996), tracking transactions (Dekimpe & Dominique, 2000), or developing loyalty programmes 

(Stourm, et al., 2015). Retailers use this large dataset to study the individual-level behaviour of 

customers to develop user-generated context that improves the overall customer-level experience 

(Bradlow, et al., 2017). 

b. Product 

Big data is collected by retail organisations to tailor products to market demands (Verhoef, et al., 

2007). This is known as market data. Bradlow et al., (2017) assert that the big data collected by 

This item has been removed due to third party copyright. The unabridged 
version of the thesis can be viewed at the Lanchester library, Coventry University
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retail organisations define the attributes of products marketed to customers in two ways. First, data 

collected, stored, or analysed becomes readily available to the entire retail chain (e.g., store 

branches) and supply chain, making it easy for retail organisations to create, modify or remove 

products based on consumer purchasing behaviour. Second, the information being distributed no 

longer needs to be limited to a small set of attributes, instead, it can a wide range of attributes about 

products. This data-driven capability can enable several downstream analyses, such as more 

descriptive and dynamic variations of product types (Shapiro & Varian, 2013). 

Moreover, because big data allows for a diverse array of attributes to be collected for individual 

products (Voleti, et al., 2015), retailers can foresee and understand products that have not yet been 

produced. Therefore, big data in retailing allows for parsimonious representation (Bradlow, et al., 

2017). 

c. Channel 

As retailers have embraced big data, this has given rise to a variety of channels by which consumers 

can have access to products, pre-purchase information, purchase, and post-purchase information 

(Bradlow, et al., 2017). This has enabled consumers to engage in ‘research shopping’ (Bradlow, 

et al., 2017:81). This way, consumers can obtain information in one channel and buy from another 

(Verhoef, et al., 2007). This has led to efforts by retail organisations to collect data from multiple 

channels (Rapp, et al., 2015). 

According to Bradlow et al., (2017), there are several ways the collection, integration and analysis 

of multi-channel data help retailers: (1) it helps retailers to understand, track, and map customer 

journeys across multiple channels, (2) it helps retailers to evaluate the impact of customers’ 

journey on profit margins, and (3) it helps them to allocate marketing resources to improve their 

channel. 

d. Time 

Data in today’s retailing world is reliant on the time dimension (Bradlow, et al., 2017). This allows 

retailers to continuously measure dynamic business environments that affect them, such as 

consumer behaviour, product variety, advertisements etc. (Bradlow, et al., 2017). By collecting, 

storing, and processing big data, retailers can connect customers’ attributes to the purchases they 
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make in real-time and offer targeted services, e.g., providing a discount or voucher (Hui, et al., 

2009). 

Additionally, due to the continuous flow of information in retail organisations, management can 

make real-time decisions based on historical data, for example, cybersecurity decisions 

(Davenport, et al., 2012; Alshboul, et al., 2015). 

e. Location 

The era of big data has given rise to the development of geospatial locations where retailers can 

reach customers in time and offer them what they want (Larson, et al., 2005). The collection, 

storage, and processing of customers’ locations enable retailers to unlock hyper-targeted marketing 

of products at a granular level that appeals to customers (Dhar & Varshney, 2011). Big data-driven 

geospatial location capabilities contribute to revenue maximising in retailing (Kumar, et al., 2008). 

Nevertheless, retailers need to be concerned about the ethical and possible ricochet effects that 

their target audience feels when marketing is hyper-focused (Fong, et al., 2015). 

A careful review of the literature suggests that there is no comprehensive conceptualisation of big 

data in retail. For instance, the dimensions of big data in retailing that have been discussed capture 

and provide an appropriate understanding of the types of data retailers collect and process. 

However, the concept is limited as it does not capture the linkage between the various types of 

retail data and the specific niches in the e-retail ecosystem.  

On the other hand, Jideani et al. (2018) show the interactions between the niches of the e-retail 

ecosystem and how retail data is used in such interactions. They posit that the conceptualisation 

of the e-retail ecosystem comprises the interwovenness between banking, service providers and 

suppliers, which is regulated by legislation (see Figure 2.2). It is important to understand the 

interaction between these niches in e-retail because vulnerabilities at any point can lead to potential 

cyber/digital fraud events (Cox, 2017; Grewal, et al., 2018). 
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Figure 2.2: The interwovenness between the niches in the e-retail ecosystem (Jideani, et al., 

2018) 

According to Jideani et al., (2018) and as shown in Figure 2.2, with e-retailers at the core or centre 

of the e-retail ecosystem, other elements such as banking, service provider, and supplier are the 

actors or operations that service e-retailers. Banking facilitates financial and payment transactions. 

Service providers provide resources to e-retailers such as developing and managing web/app 

channels, data storage facilities (e.g., server warehouse or cloud computing), and other third-party 

services.  

Suppliers provide products to e-retailers (Yu, et al., 2015). In some cases, e-retailers integrate 

suppliers into the system through a dedicated and secure system that suppliers manage (Xu, et al., 

2019). However, in other cases, e-retailers consider suppliers as separate entities with no rights to 

integrated systems (Jideani, et al., 2018). Legislative frameworks are in the outer orbit of the e-

retail ecosystem because they regulate the operations of e-retailers and are imperative to support 

fraud prevention practices in e-retail. 

Examples of legislative frameworks that govern the operations of e-retailers include the General 

Data Protection Regulation (GDPR) in Europe (GDPR, 2020), the Federal Trade Commission Act 

This item has been removed due to third party copyright. The unabridged version 
of the thesis can be viewed at the Lanchester library, Coventry University
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(FTCA) that enforces privacy and data protection regulations in e-commerce in the United States 

(ICLG, 2021), and the pre-BREXIT Electronic Commerce (EC Directive) Regulations 

(legislation.gov.uk, 2019) which governed the operations of UK e-service providers who operated 

in the European Economic Area (EEA) (Gov.UK, 2021). 

2.4.2. Digital/Cyber fraud and fraud prevention in e-retailing 

Due to the pandemic, e-retail has significantly increased, and this trend is projected to continue in 

the coming years (Kim, 2020). Digital transformation in organisations (e.g., retailing) accelerates 

customer engagement and commitment online while providing valuable real-time data to 

organisations (Sirisha, et al., 2021). Nonetheless, it can also become their most significant 

vulnerability point (Forter, 2019; Sirisha, et al., 2021) 

Digital fraud is a key concept in this study as it poses the greatest safety risk to retail data and e-

retailers. Sift’s global data reports that e-retail fraud has spiked during the COVID-19 pandemic 

(Sift, 2020). The dimensions of big data in retailing and the interaction between the niches in the 

e-retail ecosystem as discussed in previous sections show why access to the data held by retail 

organisations can be attractive to fraudsters. However, studies find that e-retail firms are not 

adequately equipped to handle the increasing threat of cyber/digital fraud (Joshi & Akhilesh, 

2020). 

Digital fraud refers to a type of fraud that is perpetuated by fraudsters on online retail systems to 

maliciously access and seize sensitive information by intercepting electronic exchanges like login 

credentials and emails (Cox, 2017). There are various forms of digital fraud in e-retail, such as 

credit card theft, business identity theft, data theft, affiliate fraud, chargeback/refund fraud, account 

takeovers theft, and digital supply chain (Cox, 2017; Lee, 2018; Joshi & Akhilesh, 2020). Digital 

fraud in e-retail can also be conducted through malware scraping of e-retail systems which 

processes customers’ payment card data (Rodríguez, 2016; Reynolds, 2021), weak company 

networks or unsecured public networks, eavesdropping techniques or even insider threats (Cox, 

2017).  

Credit card theft in e-retail refers to stealing and compromising personal information from payment 

cards (Carneiro, et al., 2017). Digital fraudsters can use stolen information to gain unauthorised 
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access to funds from an account, make purchases, or create counterfeit cards (ActionFraud(c), 

2022). Similarly, business identity thefts involve stealing a business/person’s identity and using it 

to make transactions – Worldpay identifies this fraud as the most concerning type of digital fraud 

in e-retail (Worldpay, 2014).  

When cyber/digital fraudsters cannot access credit card data, they can carry out online account 

takeovers and refund fraud (Joshi & Akhilesh, 2020). This is done by storing online shoppers' 

account credentials to make fraudulent purchases, and return or exchange goods fraudulently 

obtained for money or other goods (Wixted, 2021; Action Fraud(d), 2022). Business identity thefts 

involve stealing a business/person’s identity and using it to make transactions – Worldpay refers 

to this type of digital fraud as the most concerning in e-retail (Worldpay, 2014). Incidences of 

identity theft are grave, for instance, in 2017, fraudsters stole about five million customer credit 

card details from Sonic (a United States-based fast-food chain) (Willis, 2019). The malware was 

used to maliciously duplicate and automatically transmit the card details at the Point-of-Sale 

(Willis, 2019) 

Account Take Over (ATO) theft involves the stealing or creation of multiple accounts by fraudsters 

which can be used to make unauthorised transactions and perpetuate fraud several times before it 

is detected (Accenture, 2018; ThreatMetrix, 2019). This form of fraud is difficult to shut down and 

leads to unreliable customer data and analysis in firms (ThreatMetrix, 2019). Whereas, chargeback 

fraud occurs when fraudsters falsely report the theft of their account details after ordering a service 

or product using a payment card (Shopify, 2016). The business then reimburses the ‘innocent 

victim’ and the fraudsters keep both the product/service and falsely received money (chargeBacks, 

2019). This means that the business loses out twice (Cox, 2017). 

Data theft is a type of cyber/digital fraud in e-retail that involves the direct hacking or use of 

phishing scams to access the personal data of consumers (Joshi & Akhilesh, 2020; Wang, et al., 

2020). The stolen data can be used for identity theft or sold on the dark web (Joshi & Akhilesh, 

2020). Forter’s Fraud Attack Index 2020 reports a sharp increase in incidents where fraudsters 

used stolen personal data to carry out e-retail attacks (i.e., identity manipulation), and Buy Online, 

Pick-up In-Store (BOPIS) fraud rose by 55 percent (Forter, 2020). Barracuda reports that incidents, 
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where fraudsters used scam websites and phishing emails to commit e-retail fraud, rose by 600 

percent in Q1 of 2020 (Barracuda, 2020).  

Businesses set up or join affiliate programmes to market their service or product and the affiliates 

are paid by the businesses (Schneider, 2019). Thus, affiliate fraud occurs when fraudsters trick 

businesses into making commission payments that should not be paid (Schneider, 2019). This is 

done in various ways, for example, by cloning the business’s site to steal site traffic, or by assuring 

them of their legitimacy and then saturating their site with illegal transactions or false clicks 

(Schneider, 2019). 

Malware is a type of cyber/digital fraud that is carried out using malicious software designed to 

cause damage, collect data, or take control of a computer, computer network or server – e.g., 

through computer worms, viruses, ransomware, spyware, trojan horse etc (Moir, 2009; Leukfeldt, 

et al., 2017). Malware attacks on e-retail infrastructures have become more common in recent 

times. For instance, a report states that about 44 percent of e-retailers have been attacked by 

ransomware in 2020 (Skelton, 2021). 

Digital supply chain fraud is a type of cyber/digital fraud that occurs when fraudsters target the 

supply chain of e-retailers (Geschonneck, 2020). E-retailers can upgrade their digital fraud 

prevention security; however, because of the complexity of operating in an ecosystem with several 

third parties involved, digital fraud can occur if there is any vulnerability in the value chain 

(Geschonneck, 2020; Joshi & Akhilesh, 2020). This can occur when any stakeholder in the value 

chain gets hacked or fails to upgrade their cyber/digital fraud security (BDO, 2018; Joshi & 

Akhilesh, 2020). Since the e-retail ecosystem comprises closely knit networks (Jideani, et al., 

2018), everyone suffers the consequences of digital supply chain fraud (Joshi & Akhilesh, 2020).  

E-retailers must ensure their platforms are secure for customers to feel safe (PYMNTS, 2019). As 

retailing has shifted from physical stores and cash to online stores and digital cards or payments, 

fraudsters have stepped in to take advantage of new routines in the retail industry (Thakkar, 2021). 

A Worldpay survey by FIS Global Payment Risk Mitigation reported that 89 percent of e-retailers 

lost revenue to digital fraud in 2020 (Thakkar, 2021).  
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Another study found that e-retailers are projected to lose $24 million to digital fraud by 2024 

(Morrow & Maynard, 2021). These projections stress the argument that relying on traditional fraud 

detection and prevention strategies alone is insufficient in e-retailing, as it is prone to human error 

(Kount, 2021). Therefore, e-retailers should invest in big data-driven fraud prevention 

management strategies for better practices, automation, accuracy and efficiency (Kount, 2021).  

2.5. Why are big data-facilitated insights important for e-retail fraud prevention 

management? 

Many businesses (e.g., e-retailers) that are reliant on big data are facing several challenges 

regarding the complexities of handling or securing big data and how to train employees to 

effectively and efficiently handle the data (Ying, et al., 2020). Nonetheless, the literature search 

conducted in this study shows that there is a limited discourse on the use of big data in the e-retail 

fraud prevention context. Similarly, previous studies (e.g., Arian, et al., 2017; Lekhwar, et al., 

2019) do not fully demonstrate the need for big data management processes in the e-retail industry, 

which questions the extent to which e-retail is considered in big data management studies (Ying, 

et al., 2020). 

The rapid growth in big data indicates that organisations should enhance their resources to develop 

new and more efficient big data-driven capabilities for their businesses (Ying, et al., 2020). 

McKinsey Global Institute argued that the potential of big data in e-retail is significant (Sagiroglu 

& Sinanc, 2013); creating new and more efficient data-driven business models can improve the 

competitive advantages of organisations (Lekhwar, et al., 2019).  

Big data management is defined as “a collection of data and technology that accesses, integrates, 

and reports all available data by filtering, correlating, and reporting insights not attainable with 

past data technologies” (Santoro, et al., 2019, p. 1982). Big data management allows managers to 

gather data-driven insights and transform those insights into decision making that directly affects 

business performance (Brynjolfsson & McAfee, 2012), e.g., fraud prevention decisions 

(Davenport, et al., 2012).  

E-retailers need to, first, gather data (including customers’ data) and, second, gain insights from 

that data to transform their businesses  (Santoro, et al., 2019). This way, e-retailers can adapt to 
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constantly shifting trends and deal with customers’ demands (Kumar & Reinartz, 2012). However, 

to do this efficiently, e-retail management has to manage the internal environment accordingly 

through the effective protection of essential information collected about customers (Kumar & 

Reinartz, 2012).  

Several studies (e.g., Misra & Mishra, 2014; Rust & Lemon, 2014; Kim, et al., 2017) stress that 

fraud prevention management is not optional for retail organisations; it has become a necessity in 

today’s world. Protecting the data-driven electronic infrastructure requires data-driven fraud 

prevention management, as big data-enabled infrastructure is the fundamental and critical bedrock 

of e-retail organisations (Jideani, et al., 2018). The British Retail Consortium asserts that the e-

retail industry faces major challenges if it is to keep up with the new reality of online and digital 

shopping (Dickinson, 2019), such as adapting to continuous revisions to data retention and 

protection regulations, customer expectations, and automation and integration of retail systems 

(Kanya, 2018). Keeping up with these continuous revisions is important in e-retailing as HISCOX 

reports that there are 65,000 cyber-attack attempts targeted at UK businesses per day (HISCOX, 

2018). 

Incorporating big data analytics into fraud prevention management is crucial to the survivability 

of e-retailers, as studies have shown that as much as big data is of great value to businesses and 

forms the basis of their infrastructure (Xiaolong, et al., 2015), it has also become increasingly 

attractive to fraud perpetrators due to perceived enormous rewards. This has led to an increase in 

the scale and frequency of attacks on e-retail businesses. For instance, the cyber-attack on Target 

corporation – a major US retailer in 2013, could have been prevented if the firm had not missed 

warning signs in its data (Angel, 2013).  

Enhanced fraud prevention management will instil consumer trust in e-retail as it will reduce 

perceived risk and uncertainty regarding online transactions and increase customers’ expectation 

of a secure e-retail platform (Kim, et al., 2009; Yıldırım, 2013). The sophistication and intricacy 

of digital fraud attacks call for retailers to adopt a data-driven fraud prevention approach for several 

reasons; (1) e-retailers rely on user data to trade, an attack can affect the business in general or 

target specific information, (2) there is interwovenness between the niches in the e-retail ecosystem 

(e.g., e-payment service providers, and web-hosting servers etc), posing potential fraud targets that 
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can affect e-retail trade, for instance, malware can block access to servers, steal personal data, or 

fraudsters may target service providers to distort transactions (Kim, et al., 2009; Yıldırım, 2013).  

2.6. Digital fraud prevention management theories in the context of the e-retail industry 

“Fraud prevention requires a system of rules, which, in their aggregate, minimize the likelihood of 

fraud occurring while maximizing the possibility of detecting any fraudulent activity that may 

transpire” (Biegelman & Bartow, 2012:29). Therefore, a thorough control system needs to exist 

for fraud prevention to be efficient (Biegelman & Bartow, 2012). Several management studies 

propose various theories on how e-organisations (e.g., e-retailers) can achieve fraud prevention in 

a digital age. Such theories are discussed as follows. 

The first theory is the Routine Activity Theory (RAT) which examines fraud from an offender’s 

perspective (Cohen & Felson, 1979). The RAT is centred on three things a “potential offender, a 

suitable target, and the absence of a capable guardian” (Bottoms & Wiles, 1997:320; Kitteringham 

& Fennelly, 2020). All three must combine for fraudulent activity to occur. Although Cohen and 

Felson’s initial discussion is based on offline activities, many studies have applied the RAT to 

digital fraud.  

For instance, the CyberLifestyle-Routine Activity Theory (CLRAT) posits that digital fraud occurs 

using networked technologies (Reyns, 2017). That is, “the confluence of motivated offenders, 

suitable targets, and guardianship occurs within a network” (Reyns, 2017:37). Potential offenders 

are digital offenders (i.e., fraudsters), suitable targets are e-organisations (e.g., e-retailers), and 

guardianships are the managerial actions taken to control exposure to fraud (Leukfeldt & Yar, 

2016). 

Scholars proposing the CLRAT argue that digital fraud attacks large computer networks rather 

than individuals (Reyns, 2017). CLRAT posits that the management strategies of e-organisations 

(e.g., e-retailers) can discourage digital fraud by increasing digital guardianship through the 

analysis of cyber lifestyle behaviours that can result in proximity to motivated digital fraudsters or 

more exposure to digital fraud e.g., malware (Bossler & Holt, 2009). 

The second theory is the Rational Choice theory (RCT) which is based on the rationale that people 

will commit a crime (e.g., fraud) if it serves their best interest (Tayler, 1997). An offender makes 
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decisions by weighing the positive and negative aspects of committing a certain activity 

(Kitteringham & Fennelly, 2020). If the offender perceives that the potential reward or benefit 

(positive aspect) outweighs the consequence (negative aspect) regardless of the existing fraud 

prevention measures in place, a fraudulent/criminal attempt will be made (Kitteringham & 

Fennelly, 2020). 

Within the context of e-organisations such as e-retailers, the RCT posits that management should 

implement fraud controls to examine what makes people commit digital fraud and develop 

dynamic countermeasures to deter people from committing digital fraud (Westland, 1997; 

Bachmann, 2008). Studies find that the perceived benefit from digital fraud plays a significant role 

in the perpetuation of digital fraud by people in e-organisations (Hu, et al., 2010).  

The RCT’s view on digital fraud prevention is similar to the propositions of the Fraud Triangle 

Theory (FTT) (Cressey, 1953). The FTT posits that three interrelated elements are necessary for 

fraud to occur in organisations: motive, opportunity, and rationalisation (Schuchter & Levi, 2016). 

Proponents of the FTT stress that a person will not commit fraud when any one of the three 

elements is absent (Biegelman & Bartow, 2012). Therefore, management should develop fraud 

control activities and processes to understand why people commit digital fraud, e.g., by improving 

internal controls through organisational/procedural changes, and/or evaluating the attitudes of 

potential offenders (Van, 2018). 

A careful review of management literature shows that the positions of the RAT, RCT, FTT are 

often integrated into other digital fraud prevention theories. For instance: (1), the Cyber-Situational 

Crime Prevention Theory (CSCPT) (Brooks, 2020) calls for management to alter host 

environments (e.g., e-retail infrastructures) or situations where potential digital fraud can be 

committed by making them less rewarding to offenders (Shariati & Guerette, 2017; Back & 

LaPrade, 2020). This way, fraud can be reduced regardless of a perpetuator’s intent or motivation 

(Eck & Clarke R, 2019). (2), the Deterrence Theory (DT) (Tomlinson, 2016) calls for management 

to deter fraud by increasing punishment or penalties for committing digital fraud to discourage 

others from committing fraud (D'Arcy & Herath, 2011; Bendiek & Metzger, 2015; Soesanto & 

Smeets, 2021). And (3), Crime Pattern Theory (CPT) (Brantingham & Brantingham, 2021) which 

posits that management should monitor and analyse the daily patterns and activities of users of 
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their systems (e.g., e-retail infrastructures) to develop efficient fraud control measures 

(Kitteringham & Fennelly, 2020; Nguyen, et al., 2022). 

2.7. An integrated theoretical approach to digital fraud prevention management in e-retail 

This section aims to integrate the main ideas of the fraud prevention theories discussed in this 

chapter (i.e., CyberLifestyle-Routine Activity Theory (CLRAT), Rational Choice theory (RCT), 

Fraud Triangle Theory (FTT), Cyber-Situational Crime Prevention Theory (CSCPT), etc.) into the 

BCT to suggest an integrated e-retail fraud prevention management approach. Kitteringham & 

Fennelly, (2020:219) recommend integrating these concepts to produce a holistic fraud prevention 

approach.  
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Table 2.4: The BCT’s integration of the key theoretical arguments discussed in this chapter 

Theory Assumption The BCT’s view 

CyberLifestyle-

Routine Activity 

Theory (CLRAT) 

Cyber/digital fraud is prompted by 

the daily activities of a potential 

offender, and digital fraudsters are 

rational in their decisions. 

 

Management should implement technical 

controls that can monitor daily activities 

by restricting access to rooms, buildings, 

or computer systems. 

 

Rational Choice 

Theory (RCT); 

Fraud Triangle 

Theory (FTT) 

Cyber/digital fraudsters weigh the 

positive and negative aspects of 

committing fraud. Management 

should implement fraud controls to 

examine what makes people commit 

digital fraud and develop dynamic 

countermeasures to deter people from 

committing digital fraud 

Management should create shared insight 

and understanding of how various controls 

are used in an organisation, where insights 

are shared among all organisational levels.  

This way, formal fraud countermeasures 

are developed to deter people from 

committing digital fraud as people and 

resources are used to develop security 

strategies based on organisational and 

individual values. This bridges the gap 

between a user’s interpretation of security 

control and management’s philosophy 

about the same. 

 

Cyber-Situational 

Crime Prevention 

Theory (CSCPT) 

Management should alter host 

environments (e.g., e-retail 

infrastructures) or situations where 

potential digital fraud can be 

committed by making them less 

rewarding to offenders 

 

Management should reorient security 

practices in the use of business 

infrastructures and conduct of business 

activities. Security rules and controls 

developed should mirror the emergent 

business structure and threat vectors and 

demotivate potential digital fraud 

perpetrators.   

 

 

Crime Pattern 

Theory (CPT): 

Management should monitor and 

analyse the daily patterns and 

activities of users of their systems 

(e.g., e-retail infrastructures) to 

develop efficient fraud control means. 

 

Management should implement technical 

controls to monitor and manage the 

activities of users, and informal controls 

through the implementation of fraud 

education training and awareness 

programmes to demotivate potential 

offenders. Thereby, increasing awareness 

of security issues. 

 

Deterrence Theory 

(DT): 

Management should deter fraud by 

increasing punishment or penalties 

for committing digital fraud to 

discourage others from committing 

fraud 

Management should reorient formal 

controls to ensure that appropriate baseline 

and legislative controls or strict penalties 

serve as a deterrent to potential offenders. 
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As shown in Table 2.4, a careful review of the theories discussed in section 2.6 shows that although 

there is an overlap between them, there is no agreement on an appropriate fraud prevention model 

to follow. Nonetheless, their theoretical assumptions can be integrated into the BCT. For instance, 

the CLRAT assumes that cyber/digital fraud is prompted by the daily activities of a potential 

offender, and digital fraudsters are rational in their decisions. The BCT aligns with this assumption 

but further posits that management should implement technical controls that can monitor daily 

activities by restricting access to rooms, buildings, or computer systems (Dhillon 1999). 

A shortcoming of the CLRAT is that it assumes that digital fraudsters are rational in their decisions, 

whereas several studies refute this assertion, arguing that it is not always the case (Madero-

Hernandez & Fisher, 2012; Kitteringham & Fennelly, 2020), whereas the BCT acknowledges both 

the rationality and non-rationality of cyber fraud. A study suggests that digital or cyber fraudsters 

targeting e-retail firms can make both rational and non-rational choices depending on the type of 

opportunity arising, e.g., the COVID-19 pandemic provided a perfect environment for the non-

rational occurrence of digital/cyber fraud by fraudsters wanting to exploit vulnerabilities during 

the online shopping surge (Robson, 2021).  

Similarly, the DT assumes that management should deter fraud by increasing punishment or 

penalties for committing digital fraud to discourage others from committing fraud. The BCT agrees 

with the DT and opines that management should reorient formal controls to ensure that appropriate 

baseline and legislative controls or strict penalties serve as a deterrent to potential offenders 

(Dhillon & Moores, 2001). A shortcoming of DT’s assumption that is not supported by the BCT 

is that everyone is rational and going to be threatened by penalties for committing fraud is not 

always the case (Pontell, 1978). As such, the DT does not present a suitable or holistic digital fraud 

prevention approach in e-retail because not everyone is rational and some people are more deviant 

than others and will offend more regardless of the sanctions in place (Piquero, et al., 2011; Pickett 

& Roche, 2016). 

The RCT and FTT assume that cyber/digital fraudsters weigh the positive and negative aspects of 

committing fraud. Management should implement fraud controls to examine what makes people 

commit digital fraud and develop dynamic countermeasures to deter people from committing 

digital fraud. The BCT aligns with this assumption and posits that management should create 
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shared insight and understanding of how various controls are used in an organisation, where 

insights are shared among all organisational levels (Dhillon 1999). This way, formal fraud 

countermeasures are developed to deter people from committing digital fraud as people and 

resources are used to develop security strategies based on organisational and individual values 

(Dhillon, et al., 2016). This bridges the gap between a user’s interpretation of security control and 

management’s philosophy about the same (Dhillon 1999). 

A drawback of the RCT is that it does not consider the extent to which ethics and value could 

affect potential digital fraud decisions (Blais, 2000), whereas the BCT does. The RCT overlooks 

the effect of social norms as people adhere to social norms even when they are not benefitting from 

following them (Amadae, 2003). Thus, the RCT does not provide a suitable and dynamic digital 

fraud prevention approach in e-retail that addresses emergent e-retail business environments as 

studies suggest that the desire to conform to social norms can influence people to commit digital 

fraud (Zhang, et al., 2018). For instance, the COVID-19 pandemic presented an increased 

opportunity for more people to participate in fraudulent attacks on e-retailers due to the increased 

success rates and perceived economic rewards as more people turned to online shopping 

(Barnhardt & Pucci, 2020). 

The CSCPT posits that management should alter host environments (e.g., e-retail infrastructures) 

or situations where potential digital fraud can be committed by making them less rewarding to 

offenders. The BCT aligns with this assumption by arguing that management should reorient or 

alter security practices in the use of digital business infrastructures and the conduct of business 

activities (Dhillon, et al., 2004). Security rules and controls developed should be dynamic and 

mirror the emergent business structure and threat vectors and demotivate potential digital fraud 

perpetrators.  Thereby, making digital environments less rewarding to digital/cyber fraudsters. 

A weakness of the CSCPT is that it only focuses on ‘how’ fraud happens and ignores the question 

of ‘why’ it happens (Brooks, 2020), whereas the BCT seeks to understand why a digital 

environment is potentially rewarding to offenders and how digital fraudster exploit system 

vulnerabilities. This helps management to develop and implement appropriate technical, formal 

and informal controls to curb such vulnerabilities (Dhillon, 1999). Therefore, the CSCPT does not 

also provide a suitable digital fraud prevention approach in e-retail because it suggests “a 
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superficial response to fraud/crime without a theoretical base” that does not address the root cause 

of fraud/crime (Wortley, 2001; Clarke, 2012; Freilich & Newman, 2016; Eck & Clarke R, 2019: 

356). Understanding why and how digital fraud happens in e-retail is crucial so that e-retailers can 

take develop and implement adequate fraud prevention practices, controls and precautions (Carr, 

2022). 

The CPT argues that management should monitor and analyse the daily patterns and activities of 

users of their systems (e.g., e-retail infrastructures) to develop efficient fraud control means. The 

BCT agrees with the CPT by positing that management should implement technical controls to 

monitor and manage the activities of users of digital environments and have informal controls 

through the implementation of fraud education training and awareness programmes to demotivate 

potential offenders (Dhillon, 1999). Thereby, increasing awareness of security issues in firms. 

A weakness of the CPT is that it fails to conceptualise daily routine activities as a time-varying 

concept or provide a robust understanding of where and when fraudulent acts are perpetrated (van, 

et al., 2021). As such it ignores “that specific knowledge of one’s spatial environment acquired 

during daily routines might only apply to specific times” (van, et al., 2021:3). Whereas, the BCT 

aligns with the assumptions of other studies that show that the spatial awareness acquired by 

offenders in their everyday routines is often relevant at certain times of the day (van, et al., 2021). 

The reviewed theories are concerned with the motivations of digital fraudsters, rather than what 

firms e.g., e-retailers, can do to manage themselves effectively against digital/cyber fraud. 

Therefore, they are not suitable for inclusion in this study as they do not help to address the 

research questions. This study argues that the Balance Control Theory (BCT) (Dhillon, 1999) 

presents a more appropriate, holistic, or integrated approach to e-retail fraud prevention 

management. Table 2.1 shows how the BCT integrates the assumptions of the theories discussed 

in this study. 

The BCT builds a holistic fraud prevention theory to avoid isolated controls or solutions that ignore 

other controls and their perspectives or environments (Dhillon 1999). The BCT which is based on 

the Control Balance Theory (CBT) (Tittle, 1995; 2018) presents an approach for integrating fraud 

prevention theories and their usefulness in addressing various fraud problems in management 

studies (Tittle, 2018). The CBT argues that fraud loopholes in organisations occur because of an 
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imbalance between security controls, where control surpluses and deficits lead to autonomous and 

repressive deviance, respectively (Hunt & Topalli, 2019).  

The BCT builds on and extends the theoretical assumptions of the CBT by defining or classifying 

the specific forms of security controls that management should balance to achieve fraud 

prevention. The BCT argues that organisations should adopt a more pragmatic approach to dealing 

with fraud incidents (Dhillon, et al., 2004). The BCT suggests that a pragmatic fraud prevention 

approach should place equal importance on technical, formal, and informal fraud controls to 

achieve outer and inner containment (Dhillon, et al., 2004).  

The BCT defines technical controls as an implementation of controls restricting access to rooms, 

buildings, or computer systems (Dhillon 1999). Technical controls are crucial for digital/cyber 

fraud detection and practice in e-retail firms (Kount, 2022). This is necessary for protection against 

the likelihood of security breaches and ensures that organisations comply with data protection 

legislation (Dhillon, et al., 2016).  

Formal controls refer to an organisational hierarchy that can be shortened or expanded (Dhillon 

1999). Formal fraud controls can provide effective solutions to mitigating digital fraud events in 

e-retail (Merchant, 2021; Opayo, 2022; Kount, 2022). Formal fraud controls involve reorienting 

security practices in the conduct of business activities, and developing rules and controls that 

mirror the emergent or evolving business structure (Dhillon 1999). Reorienting formal controls 

ensures that appropriate baseline and legislative controls or strict penalties serve as a deterrent to 

potential cyber offenders (Dhillon 1999). It also enhances appropriate fraud incident reporting to 

help organisations construct a clearer picture of the security problem (Dhillon & Moores, 2001).  

Informal controls refer to the implementation of cyber fraud security education, training, and 

awareness programmes (Dhillon 1999). Fraud prevention education, training, and awareness in e-

retail are crucial in maintaining employees that can identify and respond to digital fraud events 

more effectively (Kount, 2022). Dhillon argues that IT security is often presented to users in a 

format that is beyond their understanding, thereby becoming a demotivating factor for the 

implementation of appropriate fraud controls (Dhillon, et al., 2016).  
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As such, increasing awareness of cyber fraud security issues should be complemented with 

continuous awareness, education, and training programmes (Dhillon, 1999). In a subsequent study, 

Dhillon posits that such programmes are particularly significant in creating reliable members of 

an organisation who understand the intentions of the management i.e., developing a culture of 

common belief (Mishra & Dhillon, 2008).  

The BCT stresses that it is essential for management to balance these controls to avoid isolated 

controls or solutions that ignore other controls, their perspectives, or environments (Dhillon 1999). 

Dhillon’s study further argues that the implementation of balanced controls provides 

comprehensive fraud security to organisations, as controls complement each other (Dhillon & 

Moores, 2001).  

The BCT places emphasis on the creation of shared insight and understanding of how various 

controls are used in an organisation and argues for insights to be shared among all organisational 

levels (Dhillon 1999). This way, people and resources are used to develop a cyber fraud security 

strategy based on an informed business decision (Dhillon 1999). Mishra & Dhillon (2008) further 

contend that control objectives aligned with organisational and individual values bridge the gap 

between a user’s interpretation of security controls and management’s philosophy about the same. 

The BCT argues that an imbalance between security controls e.g., prioritising system security over 

the usability of such systems can lead to ‘duality creep-in’ (Dhillon, et al., 2016). Security is 

defined as those measures developed and enacted by developers to mitigate and control cyber 

threats in organisations, while usability is the degree to which the security architecture of a network 

system has been understood and adopted by users (Dhillion et al., 2016).  

Studies have argued that a user’s awareness of extant security risks is closely tied to the ease of 

carrying out the necessary tasks to prevent or control such risks e.g., digital fraud (Whitten & 

Tygar, 1999; Liimatainen, 2005). Users prefer network systems where neither security nor 

usability requirements are compromised but treated as an integrated solution (Faily, et al., 2015; 

Ruoti, et al., 2016). Dhillon et al. argue that the BCT addresses this management issue.  

Other studies support/confirm Dhillon et al.’s view of a balanced control paradigm. For instance, 

Kim & Park (2012) stress that adequate strategic fraud prevention decisions can only be effective 
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when there is a systemic balance between security and usability objectives because placing either 

one above the other would adversely affect online businesses. Choobineh, et al. (2007) add that 

developers of network systems place more priority on tightening technical controls whilst 

overlooking the usability requirements. The development of systems and technologies should not 

overemphasize the technical aspects and downplay the human aspects (Choudrie, et al., 2017). 

Nonetheless, the main criticism of the CBT and BCT is that they are complex and difficult to 

evaluate. Several scholars (e.g., Jensen, 1999; Stanton & Stam, 2005; Higgins, et al., 2005; Nobles 

& Fox, 2013; Nadine, et al., 2016; Hunt & Topalli, 2018) have critiqued the CBT and BCT by 

arguing that the BCT is theoretically ambiguous because it does not say how a balance between 

technical, formal, and informal fraud controls can be achieved.  

These scholars argue that the CBT and BCT provide insufficient analysis and solutions to the 

problem of increasing online crime patterns and criminal behaviour in online organisations. They 

also posit that the assumptions of the CBT ignore the critical realism of business environments as 

the CBT forms its successful implementation basis on the alignment of individuals’ 

value/motivation system with that of the organisation whilst ignoring that people also have other 

drives and needs (Stanton & Stam, 2005; Nadine, et al., 2016).   

Table 2.4 shows that the BCT provides an integration of the theories discussed and as such presents 

the most suitable theory for this study. Moreover, the BCT provides practice-based security 

controls that can be evaluated to assess how firms conduct business activities, and develop rules 

and controls that mirror the emergent environments (Dhillon 1999). It is appropriate for evaluating 

how firms develop fraud prevention strategies.  

Evaluating big data environments requires technical security competence, reorientation of formal 

organisational procedures and an awareness of controls through training and educational 

programmes to handle data-driven practices. This study argues that the BCT is more suited for an 

evaluative study of big data-driven environments. The BCT can support and complement practice-

based big data facilitated fraud prevention models (as discussed in section 2.6 and Chapter 3), as 

such helping to bridge the gap in the literature by presenting an avenue to develop a holistic and 

clear framework that can be applied to evaluate how big data can facilitate e-retail fraud 

prevention. 
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2.8. Towards a big data-driven practice-based strategy for fraud prevention in e-retail 

Many strategic management studies aim to explain macro-level behaviours and characteristics of 

firms and how they influence firm performance (Bromiley & Rau, 2014). Despite this, current 

strategy studies rarely examine the specific, actual tactics or practices that can be used by managers 

when developing strategies or generally relevant business practices (Bromiley & Rau, 2014). This 

study proposes a practice-based view (PBV) to address this gap by examining publicly known 

activities or practices that can be applied across big data-driven firms. The PBV also helps this 

study to evaluate the specific big data-driven practices e-retailers use in developing fraud 

prevention strategies. 

Practice is defined in this study as an activity, or a set of activities performed by a variety of firms 

to achieve firm goals (Bromiley & Rau, 2014). The choice of PBV in this study comes from 

empirical studies (e.g., Combs, et al., 2006; Bloom & Van Reenen, 2006) that argue that publicly 

available management practices significantly affect firm performance. Several studies (e.g., 

Bloom, et al., 2012, 2013) using large multi-country samples of firms find that there is a strong 

correlation between the use of management practices and firm performance.  

Note that the PBV does not define practices as necessarily obvious or simple; rather, they can be 

very complex and transverse across several domains (Vonderembse & Tracey, 1999). 

Additionally, the PBV can deal with both practices that reduce (harmful practices) and improve 

(beneficial practices) firm performance (Bromiley & Rau, 2014). Hence, the PBV is theoretically 

suitable for evaluating the specific big data-driven practices e-retailers use in developing fraud 

prevention strategies. This way, this study can build a deeper understanding of the determinants of 

big data-driven fraud prevention practices in e-retail, not simply the beneficial practices. 

The PBV is based on the Behavioural Theory of the Firm (BTOF) (Cyert & March, 1963). “The 

BTOF view firms as a complex system of routines” where practices that are implemented involve 

new or frequently changed routines (Bromiley & Rau, 2014:1251). The BTOF suggests that a 

firm’s strategy is embedded in its routines, and organisations should identify new or better routines 

to evolve (Teece, 2019). The BTOF also posits that organisational context and history facilitate 

the impact of practices (Walker, 2018). Likewise, the PBV argues that firm capability stems from 
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a synergy between routines/practices, choice, education, and training (Gherardi & Miele 2018; 

Ameer & Halinen 2019). 

A contribution of the PBV lies in the way causal structures are investigated. Most strategic 

management studies argue that constructs affect firm performance, where specific practices 

identified are generally indicators of an unobserved construct (Bromiley & Rau, 2014). The PBV, 

however, assesses the influence of the practice itself. The PBV regards practices as important 

entities themselves, instead of simply being indicators for underlying constructs (Bromiley & Rau, 

2014). 

Several scholars (e.g., Akter, et al., 2016; Gupta & George, 2016) have examined the role and 

direct effect of big data analytics and capability on firm performance. Scholars also argue that 

assessing big data resources and capability alone does not help firm performance (Melville, et al., 

2004; Bromiley & Rau, 2014). The PBV proposes a medium of assessing the relationship between 

big data resources, capability and firm performance to help researchers and practitioners to 

understand how critical aspects of firm practice relate to big data-driven tools (Huang, et al., 2014; 

Shollo & Galliers, 2016). Therefore, this study argues that adopting the PBV will build a holistic 

picture of how e-retailers derive fraud prevention practices from big data resources and 

capabilities. 

This study builds a conceptual framework based on the PBV because to evaluate how big data 

facilities e-retail fraud prevention, it is important to examine the specific big data-driven practices 

that e-retail managers use in developing fraud prevention strategies. It provides this study with 

concepts that can be used to develop a deeper understanding of the fraud prevention strategies that 

are derived from big data resources, capabilities, and practices in e-retail. Discussion on the 

adoption of the PBV and conceptual framework development is presented in Chapter Three. 

2.9. Chapter Summary 

This chapter addresses RO1 and RQ1 of this study by critically assessing the nexus between big 

data, e-retail and digital fraud, digital fraud prevention management theories, and developing an 

integrated big data-enabled theoretical approach to e-retail fraud prevention management. This 

chapter stresses that fraud prevention management is not optional for retail organisations; it has 



60 

 

become a necessity in today’s world. Protecting the big data-enabled electronic infrastructure 

requires data-driven fraud prevention management as these are the fundamental and critical 

bedrock of e-retail organisations (Jideani, et al., 2018).  

The sophistication and intricacy of digital fraud attacks point to the need for retailers to adopt a 

big data-driven fraud prevention approach because an attack can affect the business in general or 

target specific information due to the reliance of e-retail on big data. Also, the interdependence of 

various e-retail infrastructures (e.g., e-payment service providers, web-hosting servers, etc.) poses 

several targets for digital fraud attacks which can affect e-retail trade. For instance, fraudsters use 

malware to block server access, steal personal data, targeting service providers to distort 

transactions. 

To the best of the researcher’s knowledge, no existing study offers a clear theoretical framework 

that can be used to evaluate how big data can be used for e-retail fraud prevention. This chapter 

discussed several theories for cyber/digital fraud prevention management in the context of the e-

retail industry and argues for an integrated theoretical approach to fraud prevention management 

in e-retail. A summary of the key theoretical arguments is shown in Appendix 11. This study 

contends that the Balance Control Theory (BCT) presents a more appropriate, holistic, or 

integrated approach to e-retail fraud prevention management. 

Although big data and fraud prevention has been the focus of considerable attention in research, 

the literature rarely acknowledges the need to develop a practice-based framework for evaluating 

how big data facilitates fraud prevention in e-retail. This chapter proposes a practice-based view 

(PBV) to address this gap by examining publicly known activities or practices that can be applied 

across big data-driven firms. The PBV also helps this study to evaluate the specific big data-driven 

practices e-retailers use in developing fraud prevention strategies. 

 

 

 

 



61 

 

3. Conceptual framework development 

3.1. Introduction  

The evidence from existing literature suggests that no existing study provides a clear theoretical 

framework that can be used to evaluate how big data can be used for e-retail fraud prevention. This 

study aims to address this gap by developing a conceptual model based on the Practice-based View 

(PBV) and the Balanced Control Theory (BCT).  

This study follows Wang et al.’s (2018) big data analytics-enabled transformation model that 

draws on the theoretical underpinnings of the PBV as shown in Figure 3.1 and combines it with 

Dhillon’s (1999) cyber fraud prevention model that draws on the theoretical underpinnings of the 

BCT. 

Figure 3.1: The big data analytics-enabled transformation model (Wang et al., 2018) 

 

Figure 3.1 shows a linear progress path that follows the PBV’s underpinnings: from the 

explanatory variables to firm practices, intermediate outcomes, and then organisational 

performance. The adoption of the elements of the big data analytics-enabled transformation model 

is discussed in section 3.2. 
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As previously mentioned, following a careful review of relevant literature, no study was found that 

examined the PBV, a theoretical concept within the big data domain, in the fraud prevention or e-

retail context. Likewise, no study was found to examine the BCT, a theoretical concept within the 

cybersecurity domain, in the big data or e-retail context. 

The contextual and theoretical implication of integrating or combining these two theoretical 

concepts into one model, as shown in Figure 3.2, is that it provides an explanatory framework for 

evaluating how big data facilitates fraud prevention practices and controls in e-retail. In doing so, 

it adds value to the e-retail fraud prevention management field by presenting the operationalisation 

of big data-driven capabilities and practices in e-retail fraud prevention. Furthermore, combining 

the PBV and the BCT adds to existing knowledge because it presents a clear data-driven e-retail 

fraud prevention conceptual model.  

Action Fraud UK reports that more than £16 million have been lost to e-retail fraud during the 

COVID lockdown – an increase of 400 percent in 2020 (Action Fraud (b) 2020; Sims 2020). This 

study’s model presents a clear integrated big data-driven process that can help e-retail managers 

understand how fraud prevention can be derived from big data resources and capabilities. The 

study also presents a framework of big data-driven fraud prevention activities or practices that e-

retail managers can replicate operationally. 

3.2. The conceptual framework of the study 

To address the identified gap in the literature, Chapter 2 addresses the first part of the RO1 and 

RQ1 (see sections 1.3 and 1.4) by discussing the nexus between big data, e-retail and digital fraud, 

and examining digital fraud prevention management theories in the context of the e-retail industry. 

This section addresses the latter part of the RO1 which seeks to develop an integrated big data-

enabled theoretical approach to e-retail fraud prevention management. 

Based on the theoretical arguments presented in the previous sections (see sections 2.6 – 3.1), this 

study proposes an integrated big data-enabled e-retail fraud prevention (IBDEFP) model (see 

Figure 3.2). The IBDEFP model provides a tool to evaluate how e-retail firms derive fraud 

prevention practices and controls from big data resources and capabilities (see RO2 and RQ2, 

sections 1.3 and 1.4). The IBDEFP presents a linear progress path that follows the PBV and BCT’s 
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underpinnings: from the explanatory variables to firm practices, intermediate outcomes, balanced 

control implementation paradigm, and then organisational performance. 

Figure 3.2: An integrated big data-enabled e-retail fraud prevention (IBDEFP) model  

The elements of this study’s conceptual model (the IBDEFP) shown in Figure 3.2 are discussed as 

follows. The IBDEFP provides an integrated approach that can evaluate how big data facilitates e-

retail fraud prevention strategies as discussed in the following sections. 

3.2.1. Explanatory variables 

This is the first stage of the IBDEFP model. It seeks to evaluate how big data resources and 

capabilities are derived in e-retail organisations (see RO2 and RQ2). Explanatory variables are the 

enablers or antecedents of firm practice (Wang, et al. 2018). The explanatory variable is defined 

as big data analytics capabilities that are derived from big data analytics resources (Wang, et al., 

2018). In this study, big data analytics resources are the architectural elements that create specific 

data-driven capabilities in e-retail firms. Studies show that firms must develop specific data-driven 

capabilities in order to enhance business performance (Gupta & George, 2016). 

Big data analytics is an integrated array of aggregation, analytics, and interpretation procedures 

that allows for the transformation of data into management decisions or actions that are evidence-

based and informed (Jagadish, et al., 2014; Cao, et al., 2015). By adopting Wang et al.’s PBV 

model in this study, big data analytics comprises (1) Data aggregation: which evaluates how 
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diverse data are collected from multiple sources by e-retailers and how they are transformed into 

readable and analysable formats (Ward, et al., 2014); (2) Data analysis: evaluates how data is 

transformed into meaningful information to support evidence-based decisions and actions in e-

retail firms (Wang, et al. 2018); (3) Data interpretation: evaluates how outputs are generated from 

analysed data in e-retail firms, such as real-time fraud monitoring, visualised reports, and other 

meaningful organisational insights (Wang & Byrd, 2017). These sub-elements of big data analytics 

can be seen in the disaggregated form of the IBDEFP model in Appendix 1b. 

3.2.2. Big data-enabled transformation practices 

Big data-enabled transformation practices represent the second stage of the IBDEFP model. It 

seeks to evaluate how big data resources and capabilities are transformed into or facilitate fraud 

prevention practices in e-retail organisations (see RO2 and RQ2).  To transform big data analytics 

capabilities into intermediate outcomes, big data-enabled transformation practices are crucial in e-

retail. The IBDEFP model defines BD-enabled transformation practices as progressive changes 

that start “with operational improvement and internal integration through IT functionalities and 

then through a set of business redesign activities to transform IT capabilities into a competitive 

advantage and financial performance” (Venkatraman 1994; Lucas, et al. 2013; Wang, et al. 

2018:66). 

To help studies evaluate big data-enabled transformation practice, it is categorised into various 

levels of transformational practices, such as evolutionary-level practices and revolutionary-level 

practices (Venkatraman, 1994). Evolutionary-level practices include (1) Localised exploitation 

(LE): “a practice to leverage IT functionality to redesign business operations” (Venkatraman 

1994:82). The concept of localised exploitation helps this study to evaluate how big data analytical 

capabilities (BDAC) are exploited, processed or used meaningfully to enhance e-retail fraud 

prevention decision-making e.g., through the derivation of big data-enabled fraud incidents report 

summaries. 

(2), Internal integration: “a practice to leverage IT capability to create a seamless organisational 

process – reflecting both technical interconnectivity and organisational interdependence” 

(Venkatraman 1994:82). The concept of internal integration helps the researcher to evaluate 

multidisciplinary fraud prevention practices in e-retail firms. This involves evaluating how 
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processed retail data, e.g., fraud report summaries, are presented or communicated to stakeholders 

to enhance fraud prevention decision-making in e-retail firms. The concept of evolutionary-level 

practices is adopted in this study to help evaluate how e-retailers create or redesign seamless 

organisational fraud prevention processes and operations or practices by leveraging big data-driven 

capabilities. 

Revolutionary-level practices include (1) Business process redesign (BPR): “redesigning the key 

processes to derive organisational capabilities for competing in the future as opposed to simply 

rectifying current weaknesses” (Venkatraman 1994:82). The BPR evaluates the retail resource 

integration practice in e-retail firms. The BPR helps this study to evaluate if/how big data-enabled 

insights affect or influence the type of fraud management system (e.g., centralised or decentralised 

or hybrid) adopted by e-retail firms, and how such systems affect the analysis of fraud data across 

the various e-retail business units to check for correlations or patterns. 

(2), Business network redesign (BNR): “articulating the strategic logic to leverage related 

participants in the business network to provide products and services in the marketplace” 

(Venkatraman 1994:82). The BNR evaluates big data-enabled network collaboration and 

knowledge creation practices of e-retail firms towards fraud prevention. The BNR helps the 

researcher to assess if and/or how big data-enabled insights affect/facilitate interfirm fraud 

prevention collaboration and knowledge creation practice in e-retail;  

(3), Business scope redefinition (BSR): “a practice that allows organisations to redefine the 

corporate scope that is enabled and facilitated by IT functionality” (Venkatraman 1994:82). The 

BSR evaluates the big data-enabled personalised care practice of e-retailers towards fraud 

prevention. This involves evaluating how big data-enabled insights facilitate the development and 

customisation of fraud risk profiles and management plans for individual e-retail business units. 

The concept of revolutionary-level practices will be used in this study to evaluate how e-retailers 

articulate strategic logic, redesign key processes or practices, and redefine corporate scope for 

fraud prevention from big data-driven insights. These sub-elements of big data-enabled 

transformation practice can be seen in the disaggregated form of the IBDEFP model in Appendix 

1b. 
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3.2.3. Balanced control implementation paradigm 

The Balanced Control Implementation Paradigm (BCIP) represents the third stage of the IBDEFP 

model. This element seeks to evaluate how big data resources and capabilities are transformed into 

or facilitate fraud prevention controls in e-retail organisations (see RO2 and RQ2).  The BCIP is 

based on the BCT which posits that firms can achieve outer and inner containment of cyber fraud 

through a pragmatic fraud management approach that places equal importance on technical, 

formal, and informal fraud controls (Dhillon, et al., 2004). As discussed in section 2.5, no study 

was found to examine the BCT, a theoretical concept within the cybersecurity domain, in the big 

data or e-retail context. Based on this gap, this study extends and conceptualises the BCT as e-

retail fraud prevention controls that are derived from big data resources and capabilities. These big 

data-enabled controls are used to protect data-driven transformation (fraud prevention) practices 

in e-retail. 

The BCIP is an important element of the conceptual model because it helps the study to evaluate 

how big data-enabled capabilities and insights influence or facilitate (1) the design or development 

of technical controls (e.g., encryption, firewalls) in e-retail firms, (2) the design of e-retail network 

infrastructure considering security and usability requirements, (3) the number of technical steps 

and procedures to be followed when reporting e-retail fraud incidents and (4), data 

confidentiality/protection improvements made to technical controls by designing, consolidating, 

or automating key big data-enabled controls used to manage fraud risks in e-retail firms.  

Technical controls are controls restricting access to rooms, buildings, or computer systems 

(Dhillon 1999), to control the likelihood of cyber fraud breaches and compliance with data 

protection legislation (Dhillon, et al., 2016). The concept of technical controls is adopted in this 

study to evaluate the technical fraud prevention controls that e-retailers develop from big data-

enabled insights.  

The BCIP also helps the study to evaluate how big data-enabled capabilities influence or facilitate 

the design of formal controls in e-retail firms (e.g., firm policies, procedures, standards, & 

governance). That is, evaluating how big data-enabled insights affect or facilitate fraud prevention 

policies or code-of-conduct, development and compliance to data governance policies (e.g., 

GDPR, Data Protection Act 2018) in e-retail firms. Formal controls involve reorienting security 
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practices in the conduct of business activities and developing rules and controls that mirror the 

emergent or evolving business structure (Dhillon 1999; Dhillon & Moores, 2001). The concept of 

formal controls will be adopted in this study to evaluate the fraud prevention policies, procedures, 

standards, and governance that e-retailers create and implement from big data-driven resources, 

and capabilities to address their evolving business practices and structure. 

Informal controls refer to the implementation of cyber fraud education, training, and awareness 

programmes (Dhillon 1999). The concept of informal controls is used in this study to evaluate the 

cyber fraud awareness, education, and training programmes that e-retailers create from big data-

driven insights and practices and how they are implemented in their firms. Informal controls are 

important in the BCIP because it helps to evaluate how big data-enabled intelligence or insights 

affect, enable, or contribute to fraud prevention awareness, training and educational programmes 

in e-retail firms and how those programmes are distributed across the firm. 

3.2.4. Outcomes 

This element is based on an information security (IS) framework originally theorised by Shang & 

Seddon (2002). The framework was used by Wang et al. (2018) to conceptualise the practical 

implications of their model. It provides the intermediate outcome of the IBDEFP. The IS 

framework is based on previous research and provides five benefit dimensions; organisational, IT 

infrastructure, managerial, operational, and strategic benefits (Shang & Seddon, 2002; Wang, et 

al., 2018).  

The benefit dimensions are adopted in this study for several reasons: (1) they enable the researcher 

to classify the practical implications of this study’s post-data analysis model and how they 

contribute to e-retail firm performance; (2) they have been extensively researched in previous 

studies and, as such their theoretical positions have been refined to help managers evaluate how 

firms can derive benefits from their data-driven systems (Gefen & Ragowsky, 2005; Esteves, 2009; 

Mueller, et al., 2010); (3) they provide a clear way of evaluating and categorising benefits from 

data-driven architecture (Wang, et al., 2018). 
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3.3. Chapter Summary 

This chapter addresses RO1 and RQ1 of this study by developing an integrated big data-enabled 

theoretical approach to e-retail fraud prevention management. The evidence from existing 

literature suggests that there is no existing study on the development of a clear theoretical 

framework that can be applied to evaluate how big data can be used for e-retail fraud prevention.  

This chapter addressed this gap by building an integrated big data-enabled e-retail fraud prevention 

(IBDEFP) model (see Figure 3.2) that can evaluate how e-retail fraud prevention practices and 

controls can be derived from big data resources and capabilities. The model draws on the Practice-

Based View (PBV) which is from the Behavioural Theory of the Firm (BTOF), and the Balanced 

Control Theory (BCT) which is modified from the Control Balanced Theory (CBT).  

Wang et al.’s (2018) big data analytics-enabled transformation model (see Figure 3.1) that draws 

on the theoretical underpinnings of the PBV is adopted and contextualised by this study as shown 

in Figure 3.2 and it is integrated with Dhillon’s (1999) cyber fraud prevention model that draws 

on the theoretical underpinnings of the BCT. A summary of the key constructs derived from the 

conceptual framework of this study is presented in Appendix 12. 
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4. Chapter Four: Research Methodology 

4.1. Introduction 

This chapter presents the methodology of this study. The chapter follows the research onion 

methodological process developed by Saunders & Lewis (2012). Saunders likens a research 

process to an onion unwrapping process where the outer layers must be unwrapped first for the 

inner layer to be seen. Thus, each layer of the research onion describes detailed steps a researcher 

must take before proceeding to the next. 

This study uses the research onion because, as well as being widely used in existing studies, it 

gives a precise explanation of the different phases of a research process (Noko, 2019). The research 

onion is also adaptable to any form of methodological process and can be deployed in an array of 

contexts (Bryman, 2012).  

4.2. The research methodological process of this study 

4.2.1. Philosophy 

Research philosophy describes how knowledge is developed in a research study. Several 

philosophical perspectives were reviewed before deciding on which one to adopt for this study. 

Many scholars suggest that there are three main branches of research philosophy. These are 

ontology, epistemology, and axiology (Goddard & Melville, 2004; Saunders & Lewis, 2012; 

Bryman, 2012; Silverman, 2013). These philosophical branches are discussed below, and a 

selection of the most appropriate research philosophy for this study is made at the end of these 

discussions. 

a. Ontology 

Ontology is the study of reality; it explores the difference between reality and a researcher’s 

perception of reality (Noko, 2019). It describes the researcher’s perception and its impact or 

influence on the society, and environs, as well as people’s behaviours. Ontology offers three main 

philosophical prepositions; objectivism, constructivism, and pragmatism (Goddard & Melville, 
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2004). These prepositions help a researcher to recognise what reality is and its effect on people 

and environments (e.g., business environments) (Goddard & Melville, 2004). 

Objectivism enables a researcher to understand a social event and the diverse meanings people 

ascribe to it (Noko, 2019). It rejects the attribution to knowledge of the characteristics of a social 

product, instead arguing that knowledge should be discovered (Delanty & Strydom, 2003). It relies 

on an assumption that the subject and object of knowledge are different, so a researcher should 

solely adopt a theoretical stance and focus exclusively on the object (SAGE, 2008). 

In contrast, constructivism posits that people are the creators of social phenomena (Noko, 2019). 

It further argues that researchers construct knowledge, and it opposes the notion that there is a 

single method of generating knowledge (Andrew, et al., 2020). On the other hand, pragmatism 

argues that a researcher should use theories to identify solutions to problems (Noko, 2019). 

Pragmatism presents a problem-oriented perspective on the premise that researchers should adopt 

the best research method to effectively answer research questions (Creswell & Plano, 2017). It 

also proposes that there are various methods of undertaking research and interpreting phenomena, 

because several realities may exist and, as such, no single perspective can give the entire picture 

(Saunders & Lewis, 2012). 

b. Epistemology 

Epistemology is mainly used in scientific research, as it focuses on finding information that a 

researcher can undoubtedly prove, i.e., discovering commonly accepted knowledge and addressing 

facts accordingly (Noko, 2019). This philosophical stance studies the criteria a researcher adopts 

to classify what does and does not represent knowledge (Hallebone & Priest, 2009). 

Epistemology offers several philosophical prepositions; however, Bryman (2012) posits that 

realism, positivism, and interpretivism are the three main philosophical perspectives in 

epistemology. Positivism offers a structured method of analysis/experiment in certain controlled 

conditions that can be used for generalisations (Saunders & Lewis, 2012). This perspective focuses 

on law-like generalisations and causality, and argues that only discernible phenomena can give 

reliable facts or data (Hallebone & Priest, 2009). 
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Realism also supports the argument that observable phenomena give reliable facts or data; 

however, it adds that objects exist independently of the human mind (Saunders & Lewis, 2012). 

Realism also posits that inaccuracies in observation mean insufficient data (known as direct 

realism), as sensations created by phenomena can be misinterpreted (known as critical realism) 

(Hallebone & Priest, 2009). This is because critical realism focuses on explaining phenomena 

within a context. 

Interpretivism focuses on social phenomena and subjective meanings (Creswell & Plano, 2017). 

It studies the details of a scenario, the underlying reality of a case/issue, the influencing actions, 

and subjective meanings (Hallebone & Priest, 2009). Interpretivist philosophy also “advocates the 

necessity to understand the difference between humans in their role as social actors” (Saunders & 

Lewis, 2012: 106). Saunders posits that an interpretive perspective minimises researchers’ bias 

when studying a phenomenon and maximises focus on critical realism. This position is founded 

on the basis that a researcher would be naïve to assume that personal values do not affect decision-

making or actions (Saunders & Lewis, 2012). 

c. Axiology 

Axiology helps a researcher learn how opinions and values affect the data collection and analysis 

processes of a study (Silverman, 2013). This philosophical stance assesses the impact of 

researchers’ values on all phases of a research process (Li, 2016). It attempts to elucidate if a 

researcher seeks to explain, predict or understand the world, i.e., what the researcher values in their 

research (Lee & Lings, 2008). The axiology of the research philosophies discussed above and their 

applicable data collection methods are illustrated in Figure 4.1. 
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Figure 4.1: Axiology of research philosophies and their applicable data collection methods 

(Saunders et al. 2009) 

Creswell & Plano (2017) suggests that researchers should adopt the best research method to 

effectively answer their research questions. Therefore, after a careful review of extant research 

philosophies, the researcher chose the pragmatism perspective (which is under the ontology 

philosophical branch) as the most suitable for this study. The choice of pragmatism is made for 

several reasons.  

First, unlike the realist view which argues that objects exist independently of the human mind, the 

pragmatist perspective presents this study with a problem-oriented approach to addressing its 

research questions. This is because digital fraud and fraud prevention cannot exist independently 

of human actions or influence. Additionally, this study evaluates the fraud prevention practices in 

e-retail organisations (see RO2 and RQ2); therefore, the practices are operational actions and 

decisions carried out by people in e-retail firms. This assertion conforms to the findings of several 

studies (e.g., Dion, 2011; Riek, et al., 2016; Bada & Nurse, 2020), which argue that human 

interaction or influence on cyber activities are interwoven and cannot be separated. 

This item has been removed due to third party copyright. The unabridged version of the thesis can be viewed at the 
Lanchester library, Coventry University
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Second, unlike the positivist view which offers a structured method of analysis/experiment in 

certain controlled conditions used for generalisations, pragmatism offers a practical method of 

evaluating how big data facilitates management actions, behaviour, and decisions toward fraud 

prevention in e-retail organisations. Moreover, studies stress that human behaviour is determined 

by the brawl between ‘passions’ and ‘impartial spectator’ and, as such, cannot be placed in 

controlled conditions (Grampp, 1948:317). Since fraud management comprises people (e.g., fraud 

analysts, e-commerce managers) who cannot be placed in ‘silos or controlled labs’, a positivist 

perspective would not be applicable in this study. 

Third, although the interpretive view “advocates the necessity to understand the difference 

between humans in their role as social actors” (Saunders & Lewis, 2012: 106), the axiology asserts 

that the researcher cannot be separated from the research and will be subjective (see Figure 4.1). 

However, pragmatism allows this study to adopt both objective and subjective viewpoints to 

minimise researchers’ bias (Wilson, 2010). This way, the study allows for themes to also emerge 

directly from the data without enforcing the researcher’s interpretations (Hammersley, 2013). 

Fourth, the pragmatist perspective is better suited to this study because there is a need to understand 

how e-retailers use big data to facilitate retail fraud prevention from the perspectives of the 

research participants and understand the complexity and uniqueness of their business situations to 

develop a unique big data-driven e-retail fraud prevention conceptual framework. Pragmatism also 

offers context-based solutions derived from a deeper probe and understanding of how big data 

facilitates fraud prevention and its unique context complexity (Creswell, 2007). Deeper probing in 

this study is through semi-structured interviews, as discussed in section 4.2.3. 

4.2.2. Approach 

A study can adopt a deductive, inductive, or abductive research approach (Saunders & Lewis, 

2012). The main difference between a deductive and inductive research approach is that the former 

aims at testing an existing theory using preconceived concepts (Bryman & Bell, 2015), while the 

latter aims at developing theory through the findings that emerge from the data analysed (Saunders 

& Lewis, 2012). 
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Deductive approaches involve reasoning from the specific to the general to check/test if causal 

relationships implied by a theory apply in a different research setting or to a general phenomenon 

(Gulati, 2009; Lodico, et al., 2010; Wilson, 2010; Saunders & Lewis, 2012).  Conversely, inductive 

approaches involve observing emergent patterns from the data and proposing theories or 

explanations for those patterns (Bernard, 2011). In inductive studies, theories or hypotheses are 

non-existent at the beginning of the research, and the researcher can alter the study’s direction after 

the commencement of the research process (Goddard & Melville, 2004). However, it is important 

to note that inductive reasoning does not disregard theories when developing research objectives 

and questions; it aims to generate explanations from data collected and analysed to find 

relationships and patterns for theory development (Saunders & Lewis, 2012).  

An abductive research approach is a combination of inductive and deductive reasoning in a data 

analysis process to address the potential loopholes of using either one of the two research 

approaches in a study (Bryman & Bell, 2015). For instance, existing studies critique the deductive 

research approach for mainly relying on preconceived theoretical concepts/constructs being 

correct; as such, if any concept/construct is incorrect, findings may become invalid or untrue 

(Shuttleworth & Wilson, 2008; Bryman & Bell, 2015).  

In addition, the deductive approach has been critiqued for limiting the scope of creative and 

divergent thinking in studies as it ignores findings that emerge from the data and are not part of 

preconceived theoretical concepts/constructs (Hammond, 2016). Meanwhile, scholars argue that a 

major weakness of inductive reasoning is that is limited because if observations are incorrect, a 

researcher will draw incorrect conclusions (Saunders & Lewis, 2012; Hussein, et al., 2014).  

This study, therefore, adopts an abductive research approach for several reasons. (1) an abductive 

approach aligns with the pragmatist research philosophy adopted by this study. This suggests to 

the researcher that incomplete observations from the qualitative data analysed may be true and 

have significant implications (Saunders & Lewis, 2012), (2) an abductive approach enables the 

researcher to build a theoretical framework and acknowledge/analyse both findings that align with 

the study’s preconceived theoretical concepts and findings that do not but also emerge from the 

data. This will provide deeper explanations of this study’s findings as the researcher may encounter 

surprising facts emerging from the data that have not been explained by extant theories (Saunders 
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& Lewis, 2012), and (3), abductive reasoning is the most suitable approach to answering the 

research question. For instance, RQ2 relies on findings that align with preconceived theoretical 

concepts, while RQ3 relies on findings that are not explained by preconceived ideas. This is 

explained in detail in the data analysis chapter that follows (Chapter Five). 

By adopting an abductive approach, the researcher aims to select the best explanation among 

several alternatives to provide explanations for the surprising facts identified when the research 

process started (SAGE, 2008). Abductive reasoning aims at discovering the reasons behind 

people’s actions by uncovering explanations through inductive and deductive reasoning (SAGE, 

2008). 

4.2.3. Strategy and choice 

Research studies are of three types: exploratory, descriptive, and explanatory (Saunders & Lewis, 

2012). Descriptive studies provide a deep understanding of a phenomenon; however, they are 

primarily concerned with producing a vivid representation of phenomena without suggesting deep-

rooted solutions (Saunders & Lewis, 2012). Descriptive studies are mostly observational; they 

cannot be replicated or repeated because of their observational feature and do not help in 

identifying the underlying causes of a described phenomenon (Ethridge, 2004; Fox & Bayat, 

2007).  

Exploratory studies have no predefined structure and are open-ended and susceptible or subject to 

an increased level of researchers’ bias (Brown, 2006). Some scholars argue that findings from 

exploratory studies are not useful for practical decision-making (Nargundkar, 2008). Exploratory 

studies seek new insights into phenomena and not causal relationships, thereby providing 

inconclusive results (Singh, 2015). 

An explanatory study seeks to evaluate the causal relationships between concepts, especially when 

there is limited research in that area or domain (Given, 2012; George, 2021). Rather than simply 

describing phenomena studied, explanatory studies aim to explain them and this can be achieved 

through qualitative approaches (Given, 2012). This type of research is conducted to acquire new 

insights to formulate more precise problems (Saunders & Lewis, 2012).  
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An explanatory study is better suited for this study for several reasons. (1) It will help the 

researcher to explain/evaluate how e-retail fraud prevention practices and controls are derived 

from big data resources and capabilities and (2), It will help the researcher to evaluate the causal 

relationship between big data resources and capabilities, and big data facilitated fraud prevention 

practices and controls in e-retail.  

In this study, the researcher chooses to adopt a qualitative research design. A quantitative or mixed 

methods research design is not selected for this study because the study’s research questions call 

for a deeper investigation into how big data facilitates e-retail fraud prevention and the factors that 

can affect such usage, in order to arrive at robust conclusions. An in-depth investigation of the 

views of participants to answer the research questions cannot be carried out by quantitative means 

e.g., a survey, as quantitative approaches ignore the meaning behind practices, actions, or 

processes (Miller, 2020).  

As this study’s research questions are practice-based, adopting a qualitative method is most 

appropriate. Qualitative methods help the researcher to collect and analyse data that provides 

deeper underlying meanings and explanations which is the main focus of this study and cannot be 

obtained using quantitative methods (Rahman, 2017). Adopting a quantitative or mixed-method 

approach could provide misleading conclusions that would seldom account for human or 

managerial actions/dynamics that may affect how e-retailers derive fraud prevention practices and 

controls from big data resources and capabilities. Fraud cannot exist independently of human 

influence, therefore, quantifying issues that are dynamic, complex, and unpredictable might 

provide insufficient analysis of fraud prevention and lack critical realism, leading to a never-

ending problem cycle (Wang, 2016).  

As explained in section 2.2.3, a careful review of searched articles reveals that existing research 

in the e-retail fraud prevention domain suffer from methodological shortcomings or weakness in 

research designs where a research gap/limitation arises from the adoption of inadequate qualitative 

approaches with limited empirical testing using real/primary data (e.g., Brands, 2014; Günther, et 

al., 2017; Chen et al., 2017), or there is an over-reliance on highly technical/quantitative 

approaches. This follows the pattern of most fraud prevention studies being either quantitative or 

technical (e.g., Herodotou, et al., 2011; Cheng, et al., 2014; Xu, et al., 2014; Sharma, et al., 2016). 
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This can be problematic for managers to understand and adopt when faced with real fraud 

situations.  

The nature of this study is practice-based as it argues that practices (e.g., fraud prevention 

practices) should be observed and studied first with qualitative research methods (Huang, et al., 

2014; Peppard, et al., 2014). This study adopts a qualitative approach to probe deeper and offers 

proactive and in-depth insights into how big data facilitates fraud prevention in retail firms – 

bridging the gap in knowledge in big data-facilitated fraud prevention studies by providing an 

empirical study using primary data.  

Other reasons for using a qualitative approach include: first, it enables observations and 

interactions in real-life business environments thereby gathering valuable data that cannot be 

quantified yet improves big data-enabled fraud prevention practices in retail organisations. Second, 

it rescues the context loss that leverages human intelligence and combines it with big data-enabled 

transformation practices to make big data more usable for fraud prevention in businesses. This 

study uses a qualitative explanatory research strategy, because other strategies (e.g., experiment, 

survey, case study, action research, grounded theory, ethnography, and archival research) are not 

the most appropriate for answering the study’s research questions. For instance, although an 

experiment strategy studies causal links between variables, this normally involves studying the 

impact of a change in an independent variable on another dependent variable (Saunders & Lewis, 

2012). However, this study does not have independent nor dependent variables and does not 

perform any hypotheses testing.  

A case study strategy is also not appropriate for this study as the study does not dwell on any case 

business but sought explanations from expert participants working in various e-retail firms to 

evaluate how big data facilitates fraud prevention in e-retail. Case studies can present this study 

with rigour inadequacies, data analysis challenges and a more limited basis for generalisations of 

findings and conclusions (Dudovskiy, 2018).  

Saunders & Lewis (2012) posits that a case study strategy can lead to researchers’ bias during the 

data collection which can affect results more in comparison with other strategies. For instance, a 

researcher may learn to identify with the subject or become close to research participants (Hartley, 
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2004). Case studies also have replicability and corroboration issues, because data and results are 

only valid for case businesses (Zaidah, 2007).  

Existing case study literature typically uses between one and three cases to investigate managerial 

practices (e.g., Choobineh, et al., 2007; Karin, et al., 2010; Spyridon, 2013), and a sample size of 

up to 15 per case is suitable for a doctoral/graduate thesis (Sarah & Rosalind, 2012). Denzin (1978) 

and Van Maaman (1979), also posit that case studies involve a direct observation within the case 

study’s business environments However, the researcher experienced difficulties securing 

gatekeepers to e-retailers with access to up to 15 participants per case because (1) the perceived 

complexity and sensitivity of this study’s subject area (data and security) played directly to the 

fragility and confidentiality of corporate policies and code of conduct and (2), data collection took 

place when the COVID-19 pandemic struck, thus posing significant challenges to securing 

participants for a case study. 

Action and ethnography research strategies were also not suitable for this study as the researcher 

looked to gain insights into many firms rather than one to conclude (Saunders & Lewis, 2012). 

Grounded theory is also not well suited to this study, as the study is theory-driven and based on 

preconceived theoretical conceptual elements. The semi-structured interviews used by the research 

were derived from and mapped to the conceptual elements of the study’s theoretical framework as 

discussed in section 4.3. 

This study, therefore, adopted a multiple qualitative interview strategy that involved a dialogue 

between the researcher and expert participants from different e-retail firms which was steered by 

an interview procedure with some follow-up questions, remarks and probes (DeJonckheere & 

Vaughn, 2019). This strategy allowed the researcher to collect rich and deep open-ended data on 

how big data facilitates e-retail fraud prevention from participants to explore their thoughts, beliefs 

and feelings about the subject and delve into causal and correlated issues as suggested by 

DeJonckheere & Vaughn (2019). 

A qualitative strategy is adopted in this study because this research is practice-based; it observes 

how e-retail fraud prevention practices and controls are derived from big data resources and 

capabilities. Several scholars argue that practices should be observed and studied first with 

qualitative research methods (Huang, et al., 2014; Peppard, et al., 2014). Existing literature 
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suggests that adopting a qualitative interview strategy will help researchers to understand how IT 

practices are implemented by observing and learning from the stories of participants (Kohli & 

Grover, 2008), and this can be used to create theoretical propositions and constructs (Eisenhardt 

& Graebner, 2007; Yin, 2008). 

This study’s research questions seek to evaluate how big data resources and capabilities facilitate 

fraud prevention from selected e-retail organisations, examine the factors affecting the big data 

facilitated e-retail fraud prevention, and analyse the theoretical and practical implications of a big 

data-driven approach for e-retail fraud prevention. Therefore, to reduce researchers’ bias, a 

multiple qualitative interview strategy enables the researcher to objectively interview participants 

and study their responses as an outsider to test existing theoretical themes and observe emerging 

issues. 

According to Smith (2004) and Shweta et al. (2016), cybercrime/fraud can cause serious damage 

to e-retailers in many ways; therefore, multiple qualitative interviews are the most suitable research 

strategy for investigating how big data facilitates e-retail fraud prevention in real-life 

environments.  

The choice of instrument for the multiple qualitative interviews in this study is semi-structured 

interviews. Semi-structured interviews were adopted to investigate if, how, and/or why e-retailers 

derive fraud prevention from big data resources and capabilities as well as to probe the critical 

barriers/success factors therein.  

4.2.4. The Time Horizon 

Time horizons for data collection in a research study can be cross-sectional or longitudinal. Cross-

sectional processes allow for data to be collected at a given point in time, from different samples, 

and at different societal levels (Saunders & Lewis, 2012). A longitudinal timeline follows the same 

population sample over time (Saunders & Lewis, 2012).  

The chosen time horizon for this study is cross-sectional because (1), repeatedly examining the 

same participants is beyond the aim and scope of the study and does not address the research 

questions. The research questions seek to understand how e-retailers derive fraud prevention 

practices and controls from big data resources and capabilities. Thus, drawing conclusions from 
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semi-structured interviews enabled the researcher to capture and evaluate current ways big data 

facilitates e-retail fraud prevention; (2), it allowed the researcher to collect data through multiple 

qualitative interviews from different e-retail firms based on participant selection criteria that 

ranges across various organisational levels e.g., from e-retail co-founders, e-commerce managers, 

to data scientists and fraud analysts, etc; and (3), this thesis is time-bound and, as such, undertaking 

a longitudinal study would be problematic because it would add an extra tier of participant 

recruitment and methodological process and difficulty (Parry, et al., 2020). It would involve 

creating panel data from participants to assess changes in their perceptions of managerial practices 

and require sequential comparable data to be collected.  

Cross-sectional data collection is also the most appropriate time horizon to answer the research 

questions of this study as it enables the researcher to probe deeper into the current fraud prevention 

practices and controls e-retailers develop from big data resources and capabilities. Big data has 

infiltrated all areas of present-day business and industry functions and has become indispensable 

to businesses (Manyika, et al., 2011). Thus, adopting a longitudinal approach would not address 

the current fraud prevention management issues e-retail firms face. This thesis studies the problem 

at a particular point in time as big data is a novel and evolving concept for firms. Thus, it is more 

beneficial to evaluate current big data-enabled fraud prevention practices and controls, and their 

implications for e-retail firms rather than to look back, in this case.  

4.3. The pre-data analysis background, instrument development, and thematic coding 

The qualitative analytical approach of this study is informed by Schutz’s (1967-1973) theory of 

the social world as a data analysis methodology. Data was collected from expert participants in e-

retail firms dealing substantially with big data. The data analysis of this study uses a combined 

procedure of deductive and inductive thematic analysis. The step-by-step pre-data analytical 

process is discussed in the following sections to demonstrate the rigour of using an abductive 

approach to thematic analysis.  

4.3.1. Schutz’s (1967-1973) theory of the social world as a methodology 

Schutz’s theory stressed that people living in the world of everyday life can ascribe meaning to 

situations and make decisions (Schutz 1967). Schutz argued that the subjective viewpoint is 
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especially important so that social reality is not replaced by an imaginary or non-existent world 

created by a researcher (Schutz 1967). Therefore, Schutz developed a method of studying real 

human actions or decisions through interpretive understanding. This was done in two categories. 

The first-order reflects the way people interpret a phenomenon, and the second-order, is the way 

people describe the phenomenon under review.  

The method of analysis this study adopts is the deductive a priori coding approach postulated by 

Crabtree and Miller (1999) and the data-driven inductive approach by Boyatzis (1998) to derive 

the first and second levels of interpretive understanding, as explained in subsequent sections. 

4.3.2. Validating rigour within Schutz’s (1967-1973) theory of the social world as a 

methodology in this study 

Rigour is characterized as proving veracity and competence in a study (Aroni, et al., 1999). 

Schutz’s methodological rigour forms its basis on the condition that the first and second-order 

categories are required to be rooted in the subjective connotation of human decision (Schutz 1973). 

To this end, he suggested three requisites to be followed in a data analysis research process (Schutz 

1973).  

a. The logical consistency requisite 

The conceptual model and method applied must follow the tenets of proper logic and adhere to the 

highest level of clarity (Schutz 1973; Fereday & Muir-Cochrane, 2006). This requisite is 

comparable to other depictions of rigour in qualitative research in existing literature (e.g., Horsfall, 

Byrne-Armstrong, & Higgs 2001), where intensive planning, meticulous diligence to the study 

phenomenon, and valuable and helpful outcomes are involved. 

Theoretical rigour is described as consisting of sensible logic, argument, and selection of methods 

suitable to the research problem (Rice & Ezzy, 1999; Higgs, 2001). This section outlines the 

stepwise process used in this study (see Figure 4.2) to show the transparency of the pre-data 

collection rigour and how the main themes were formulated from the initial interview transcripts. 
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b. The subjective interpretation requisite 

The conceptual framework must be informed by the subjective connotation the decision/action had 

for the ‘actor’ (Schutz 1973:43; Fereday & Muir-Cochrane, 2006). This requisite preserves the 

interviewee’s subjective viewpoint and contextualises the phenomenon studied (Leininger 1994; 

Horsfall et al., 2001). Rice & Ezzy (1999) called for a clear interpretation of how the data is derived 

and how findings are achieved from the raw data exemplified through quotations, to demonstrate 

interpretive rigour.  

Therefore, the interviewee’s thoughts, expressed in their own words reinforce the face authenticity 

and reliability of the study (Patton, 2002) This section will demonstrate the thematic coding 

process of the study, i.e., how the main themes are backed by extracts from the raw data to make 

sure that data interpretation stays precisely related to the words of the respondents (see sections 

4.3.4 – Step 1, and 5.2 – Step 4, Tables 5.3 and 5.4). 

c. The adequacy requisite  

The conceptual constructs must be consistent with critical reality i.e., ‘common-sense experience’ 

(Fereday & Muir-Cochrane, 2006:81). ‘Actors’ must recognise and understand the conceptual 

constructs (Schutz 1973:44). This requisite is sometimes used to validate interviewees' responses 

or confirm findings with key informants (Leininger 1994; Cutcliffe & McKenna, 2002).  

Some scholars (e.g., Sandelowski, 2002) have critiqued this approach by questioning whether 

participants “are the best judges of what is valid in a research process” (Fereday & Muir-Cochrane, 

2006:82). In this study, the researcher did not validate responses post-analysis or follow up with 

interviewees, as the respondents stated willingness to participate in only one interview. 

Presentations of the researcher’s findings at colloquiums and conferences allowed opportunities 

for more comment by academic audiences.  
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Also, attendance at subject-relevant conferences/ colloquiums2 allowed for further opportunities 

to gain industry perspectives and learn context-specific terminologies for this study. For instance, 

the researcher found that the term ‘big data-enabled’ is in situ in academia, but industry experts 

better understood and preferred using ‘big data-driven’ or ‘data-driven’ terms. The adequacy of 

this terminology was confirmed by the interview participants of the study. 

The adequacy requisite is built on direct application, where the veracity of the research is evaluated 

by how practitioners use the knowledge generated by the research in the real world/practice 

(Sandelowski, 1997; Fereday & Muir-Cochrane, 2006). As this research study is practice-based, 

the aim is to evaluate and derive useful and relevant findings on how big data facilitates e-retail 

fraud prevention and analyse the theoretical and practical implications of a big data-driven fraud 

prevention approach in e-retail. 

The thematic process of this study is founded on the suggestions of Schutz for the need for social 

science researchers to provide extensive evidence trails during the research process to establish 

reliability or credibility (Koch, 1994). 

4.3.3. Demonstrating an Abductive approach of Qualitative Methods in the Thematic 

Analysis Process 

The data analysis method used in this study was an abductive, qualitative approach to thematic 

analysis. The researcher combined the deductive approach based on theory-driven or preconceived 

codes as outlined by Crabtree & Miller (1999) and the inductive data-driven approach by Boyatzis 

(1998). This approach matched the study’s research objectives and questions by allowing the tenets 

of social reality to be guided by theory and not to be replaced by an imaginary or non-existent 

 

 

 

 

 

2 These events include the Retail in a post COVID world – reflections and future directions by the Economic and 

Social Research Council (ESRC), Birmingham, Data Champions, Online – UK & Ireland by Corinium Global 

Intelligence, and the 21st European Conference on Knowledge Management (ECKM), by the Academic Conferences 

International (ACI). 
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world created by a researcher (Schutz 1967), while also allowing for themes to emerge directly 

from the data through inductive coding. 

Using abduction in qualitative research enables the identification of interconnected issues 

(Lipscomb, 2012). Existing theories, especially those with proven rigour, can be used “as a basis 

for the development of testable propositions for assessing certain phenomena” (Awuzie & 

McDermott, 2017:356). The theory forms the basis of research analysis and presents a justification 

for the study (Awuzie & McDermott, 2017). Likewise, it provides a framework for the understudy 

and interpretation of findings of social phenomena (Bryman, 2012).  

The researcher did not find exact examples of the application of an abductive approach to 

qualitative research in the field of e-retail from a review of extant literature. However, an abductive 

approach to qualitative methods has been adopted by several scholars to study various business-

related problems. For instance, Wang, et al. (2018) adopted an abductive approach to developing 

an integrated big data analytics transformation model in health care, Awuzie & McDermott (2017) 

applied it in the socio-economic field to develop an infrastructure delivery system; and Azungah 

(2018) to analyse human resource management practices from the perspective of employees.  

These studies came to similar conclusions, arguing that the abductive approach “fills a serious gap 

in qualitative data analysis which is deemed complex and challenging with limited attention in the 

methodological literature” (Azungah 2018:383). Therefore, its limited adoption in the big data and 

e-retail fraud prevention context presents a methodological, theoretical, and practical gap in 

knowledge that this study attempts to bridge as explained in the problem statement (see section 

1.2). 

Lipscomb (2012) argues that even though a theory does exist and seems to support an 

interpretation, this does not assure a satisfactory interpretation. An inductive data-driven approach 

is therefore used in this study to provide richer contexts to the theory-driven or preconceived codes. 

This logic is used to analyse and explain the factors affecting the use of big data for e-retail fraud 

prevention (refer to RO3 and RQ3), thereby providing deeper meanings to the research findings. 
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4.3.4. Stages of Thematic Data Coding 

The stepwise process shown in Figure 4.2 presents each phase of the thematic coding process. 

There are six steps in total. Steps 1 to 3 cover the pre-data analysis stage, and are discussed below; 

steps 4 to 6 cover the post-data collection and data analysis stage, and are discussed in the Data 

Analysis chapter (Chapter Five). 

Figure 4.2: The Roadmap for the Qualitative Data Analysis Process of this Study 

Source: Crabtree & Miller, (1999) and Boyatzis, (1998) 

Step 1 - Develop the Coding Manual 

The coding manual developed by the researcher was essential because it functioned as a data 

management instrument for coordinating segments of related or similar texts in the transcripts to 

This item has been removed due to third party copyright. The unabridged version of 
the thesis can be viewed at the Lanchester library, Coventry University
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aid interpretation (Crabtree & Miller, 1999). It helped the researcher to organise a vivid trail of 

evidence for the reliability of the study. 

The coding template was developed a priori based upon the theoretical concepts of the PBV/BTOF 

and BCT and the research objectives/questions. Pre-data collection themes were derived from 

concepts from Wang et al.’s (2018) big data analytics-enabled transformation (BDET) model that 

draws on the theoretical underpinnings of the PBV (see Figure 3.1); and Dhillon’s (1999) cyber 

fraud prevention model that draws on the theoretical underpinnings of the BCT. A combination of 

these two theoretical models builds the conceptual framework/model of this study (see Figure 3.2). 

The derived themes were reviewed by the researcher and supervisory team to ascertain their 

relevance to this study. See Appendix 1(ab) for the pre-data analysis of thematic themes, constructs 

& coding. Non-applicable themes were excluded, and informative ones were adapted and 

replicated. Replication of concepts and constructs is useful in strategic management studies 

(Ketchen, et al., 2008). Existing literature also posits that researchers should stay concentrated on 

bottom-line themes and settle on choices that are meaningful and valuable, rather than choosing 

from among the options found within reach (Keeney, 1992). The adapted themes became the 

coding unit of analysis of the study. 

Pre-data analysis themes from the study’s conceptual framework were used to develop the main 

and follow-up interview questions. Adopting this process is vital to conducting in-depth 

interviewing processes (Minichiello, et al., 1990). Themes were converted into interview questions 

“using a verb (direction of change) plus an object (target of change)” process used by Dhillon et 

al. (2016:658). Thus, the main and follow-up themes were converted into main and follow-up 

questions, respectively.  

Three broad categories formed the coding manual (the explanatory variables, big data-enabled 

transformation practices, and the balanced control implementation paradigm; see Figure 3 and 

Appendices 1-2. The codes were developed with reference to Boyatzis (1998) and recognized by 

the code label/name, theme definition and description as illustrated in Table 4.1.  

The main identification codes were classified as A, B, and C, where A = explanatory variables, B 

= big data-enabled transformation practices, and C = balanced control implementation paradigm. 
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The main identification codes represent the main questions, and follow-up questions are classified 

by asterisks in codes (see Appendices 1(ab) and 2). These classifications represent the linked layers 

of the study’s conceptual model that must be addressed to answer the research questions. Boyatzis 

argues that encoding qualitative information is a vital process in thematic analysis, and requires an 

explicit coding of themes that are causally related (Boyatzis, 1998).  

Table 4.1: Example of codes developed from the preconceived coding template. 

Code Label Definition Description 

Code 

1:  

Explanatory variable 

(Wang, et al., 2018) 

An integrated array of aggregation, 

analysis, and interpretation 

techniques that helps e-retailers 

transform data into informed actions 

and evidence-based decisions for 

fraud management (Jagadish, et al., 

2014; Cao, et al., 2015) 

 

Evaluate how e-

retailers develop big 

data analytics 

capabilities. 

Code 

2:  

Big data-enabled 

transformation 

practices (Wang, et al., 

2018) 

A sequence and combination of 

data-enabled strategic practices and 

meaningful routines (Wang, et al., 

2018) 

Evaluate how e-

retailers transform big 

data analytics 

capabilities into fraud 

prevention practices in 

retail. 

 

Code 

3:  

Balanced control 

implementation 

paradigm (Dhillon et al, 

1999; 2001-2016; 

Choobineh, et al., 

2007). 

Execution of a balance between 

technical, formal, and informal 

controls to proactively 

control/contain fraud (Dhillon & 

Moores, 2001; Nicole & Srinivasan, 

2005; Dhillon et. al., 1999; 2016) 

Evaluate how e-

retailers develop & 

implement controls to 

manage such 

transformation 

practices. 

Step 2 – Test the Reliability of Codes 

The applicability of the code to the raw data is an essential step toward the development of a 

credible framework for analysis (Boyatzis, 1998). The researcher conducted a pilot study to test 

the applicability of the codes (see section 4.4) and invited the supervisory team to review the codes 

as well. The results were compared, and modifications to the predetermined code template were 

made. As discussed in Section 4.4, these revisions centred on some interview questions which 

were later shortened by revising, collapsing, or removing unclear questions. 
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Scholars argue that reviewing and refining each theme is important to ensure validity and 

coherence as they must accurately reflect meanings evident in the data collected (Braun & Clarke, 

2006). When a relevant issue is identified in the data and is not covered by an extant code, then a 

new code should be inserted (King, 2004). Some themes were split up or combined to ensure 

conciseness, some were discarded, and new ones were created.  

Step 3 – Summarise Data and Identify Initial Themes 

Paraphrasing or condensing pieces of data formulates subconscious and conscious processing of 

information in a researcher (Boyatzis, 1998). The researcher read, listened to, and summarised 

each interview transcript to identify initial themes. This process is discussed in detail in the 

following chapter (Chapter Five). It is important to stress that during this process a single comment 

was deemed to be as important as those that were repeated by other participants. 

4.4. Pilot Study 

A pilot study was conducted to specifically pre-test the study’s semi-structured interview questions 

and interview schedule.  Although a pilot study does not guarantee the success of the main study, 

it increases the chances of getting things right (vanTeijlingen & Hundley, 2001). This trial run is 

important preparation for the main study as it will give the researcher an advance warning about 

research protocols that might not be pursued or whether interview questions are too complicated 

or inappropriate (De Vaus, 1993; Polit, et al., 2001). 

Peat, et al. (2002) argues that data from the pilot study are not included in the main study’s data 

but are valuable for the identification of instrument or methodological concerns before the main 

study is conducted. Existing studies warn that a common issue with choosing pilot study 

participants is deciding whether they have already been exposed to the questions which may affect 

the novelty of interview questions or protocols (van Teijlingen & Hundley, 2001).  

To control this bias, the researcher selected participants with no linkages to the attributes required 

of the main participants. However, these participants were knowledgeable in the research subject 

and had advanced career experiences ranging from C-level executives in SME e-retail firms to 

early career researchers (see Appendix 7 for the profile of participants in the pilot study). The 

researcher excluded the use of potential main participants in the pilot process due to participant 
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access and recruitment limitations (as previously discussed) which could have resulted in too small 

a sample in the main study. 

To recruit pilot participants, the researcher followed the exact ethical and interview protocols 

intended for the main study’s participants, including the issuance of a participant information sheet 

and an informed consent form to each participant. The interview protocol, informed consent form, 

and participant information sheet can be seen in Appendices Eight, Three, and Four, respectively.  

van Teijlingen & Hundley (2001) suggests that the first phase of the pre-test should entail using 

in-depth interviews to determine the concerns to be addressed. The sample size of the pilot study 

was seven since 10 to 20 percent of the main sample size is recommended for a pilot study (Baker, 

1994). Therefore, as the sample size for the main study is 32, seven for the pilot study exceeds the 

suggested percentage. 

Initial interview questions comprised 23 main questions and 40 follow-up questions. The number 

of questions was systematically reduced for clarity, applicability, consistency, and conciseness to 

the research questions as more pilot interviews were conducted. For instance, the main and follow-

up questions were reduced to 21 and 13, respectively. The systematic reduction in the number of 

questions can be seen in Table 4.2. The researcher sought participants' opinions about the adequacy 

and coverage of questions and their perception of questions asked i.e., the appropriateness of 

wording. This process was necessary to “identify ambiguities, help clarify the wording of questions 

and permit early detection of necessary additions or omissions” (Noor, 2008:1603). 

The systematic reduction in interview questions also aligns with the assertion from existing studies 

which posit that qualitative data collection and analysis is regularly progressive, as successive 

interviews in a sequence should be better than the preceding one as insights gained from previous 

interviews are used to improve interview protocols and questions (vanTeijlingen & Hundley, 

2001). Participants were asked to respond to questions using specific answers – ‘clear’ or ‘unclear’ 

to help the researcher to (1), assess the construction, sequence, and appropriateness of questions, 

(2), identify ambiguities and difficult questions to revise and assess if the revised questions are 

understood in the way the researcher intended, and (3), revise the pace at which questions were 

asked, e.g., findings flagged potential network connectivity issues or language barriers e.g., 
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diction, which forewarned the researcher to revise the pace and communication of questions in 

subsequent interviews. 

The Query Function on the NVivo qualitative data analysis computer software package was used 

for word frequency and text search to count respondents’ answers and their frequencies, the 

distribution of which is presented in Table 4.2.  

Table 4.2: Distribution of participants’ responses in the pilot study: 

 

Answers (main & follow-up questions) 

Participants (in interview order) 

1 2 5 3 4 6 7 

Clear 48 57 59 34 31 29 34 

Unclear 15 2 0 0 3 5 0 

 

Total number of Questions 63 59 59 34 34 34 34 

 

In Table 4.2, a decrease in the number of unclear questions is seen over the series. As a result of 

the insights gained from previous interviews, the researcher improved the sequence and clarity of 

the interview questions to improve the understandability of respondents by removing ambiguities 

and revising questions that were difficult to understand. The researcher also added further 

descriptions to certain technical terms to help participants e.g., the meaning of ‘big data’, the 

explanation of ‘big data-enabled capabilities’, etc. See Appendix 14a and 14b for examples of the 

changes made due to the pilot study. 

Table 4.2 also shows a decrease in the number of main and follow-up questions, as the researcher 

observed a demotivation in respondents’ attitudes towards longer questioning. Therefore, the 

researcher decongested the interview questions by revising the questions without diminishing the 

level of rigour. More explanations to questions were given to respondents on request. 

4.5. The sampling process and choice of the company 

This study adopts a semi-structured interview process for multi-country data collection; the 

researcher undertook nonprobability purposive sampling as the most appropriate sampling 

technique, for several reasons. First, it enables the researcher to select samples based on subjective 

judgement and certain participant selection criteria. Second, due to the data collection difficulties 

and limitations as explained in Section 4.2.3, it enables the researcher to collect data in multiple 
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countries (see the distribution of interviews by country in Appendix 5b). Probability sampling is 

perceived to improve methodological rigour because it randomly selects participants (Cascio, 

2012); however, it poses extreme difficulties in multi-country research regarding defining relevant 

populations (Parry, et al., 2020). For instance, defining the size of organisations relevant to this 

study would have been problematic or impossible through probability due to the limited 

availability of reliable records. Edwards, et al. (2007) notes that this is a common challenge in 

multi-country studies and can lead to sampling bias.  

To minimise sampling bias and ensure sample representativeness and relevance, this study’s 

sample included major/known e-retail firms in the countries where data was collected. Studies 

posit that sample representativeness can be demonstrated according to known properties such as 

the sector (Farndale, et al., 2017). Thus, the researcher collected data from known e-retail firms 

dealing substantially with data in the retail sector. Purposive sampling has been used extensively 

in qualitative studies to identify and select data-rich cases linked to the subject of interest especially 

when access or resources are limited (Palinkas, et al., 2015). 

The third reason why nonprobability purposive sampling was chosen as the most appropriate 

sampling technique for this study hinges on the assertion of Huselid & Becker (2000) and Parry, 

et al. (2020:4) who argue that “for certain purposes, single respondents can be acceptable. The 

main factor a researcher should consider is who has the accurate (valid) data needed, i.e., the 

individuals identified for the study need to be the most knowledgeable about the issue under 

investigation”. Thus, nonprobability purposive sampling enables this study to select at least one 

expert participant from at least one major e-retailer in the sample. 

This study adheres to Parry, et al.’s (2020:4) advice by asking factual questions to expert 

participants who are most knowledgeable in big data and fraud issues in their respective e-retail 

organisations to “collect reliable data without increasing the required resources or damaging 

response rates”. In this study, “local ownership was a priority to ensure that participants considered 

the project relevant and that they could achieve valuable knowledge by participating in the project” 

(Kaae, et al., 2016:2). Therefore, the interview questions only probed about shared and common 

issues faced by e-retailers that expert participants in e-retail are aware of regardless of their 

geographical location.  
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The goal of purposive sampling is not necessarily to achieve a large sample size, but a detailed 

and deeper understanding of the subject (DeJonckheere & Vaughn, 2019). To ensure sampling 

validity, the total sample size of this study is based on Sarah & Rosalind’s (2012) suggestion that 

a sample of between 30 and 40 interviews is suitable for a doctoral/graduate thesis. Hence, the 

total sample size of this study is 32 (see the profile of the study’s main participants in Appendix 

6).  

However, it is important to clarify that this study’s sample size was not fixed in advance. The 

researcher was guided by the sampling approach, and determined the final sample size when 

thematic saturation was achieved. This is “the point at which new data appears to no longer 

contribute to the findings due to repetition of themes and comments by participants” (Morse, 1995; 

Mason, 2010; Vasileiou, et al., 2018:8). The participant sampling decision tree of this study is 

illustrated in Figure 4.3. 

Figure 4.3: The participant sampling decision tree 

 

This study’s criteria for the choice of organisations were any retail organisation that trades online, 

i.e., conducts e-retail by selling through a website or mobile application, thereby being privy to 

large streams of data and susceptible to fraud. Retail organisations that do not trade online (e.g., 
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traditional retailers with no online trading presence) were excluded as they do not suit the purpose 

of this study. 

This study also included organisations that were not traditional retail organisations but were 

actively facilitating e-retail processes, e.g., e-payments organisations. This choice was based on 

the arguments of existing literature regarding the characteristics and niches of an e-retail ecosystem 

as discussed in Section 2.2, where Bradlow et al. (2017) and Jideani et al. (2018) posit that service 

providers e.g., e-payment providers, are the main facilitators of e-retail and, as such, are often the 

target of digital fraud attacks in e-retail (Cox, 2017; Lee, 2018; Joshi & Akhilesh, 2020). This 

implies that they are susceptible to the same fraud experienced by e-retailers. 

The criteria for selecting participants were any employee who has significant dealings with big 

data, e.g., data scientists, fraud intelligence analysts, strategists, operations, and e-commerce 

managers. These are expert participants who are knowledgeable in the big data and fraud 

prevention measures of their organisations. Therefore, to make an informed evaluation of how big 

data facilitates e-retail fraud prevention, their expert perspectives were most appropriate to collect. 

4.6. The recruitment of participants 

The recruitment of participants was based on the participant selection criteria as explained in 

section 4.5. To identify and recruit expert participants who meet the requirements of the study, the 

researcher took the following steps. The first step entailed using a snowball sampling technique to 

identify and recruit participants who satisfied the selection criteria and were willing to be 

interviewed. The snowballing process leveraged the researcher’s connections and contacts to 

recruit participants.  

However, the researcher found it difficult to recruit enough participants for the study through 

snowballing. In addition, the researcher discovered that some snowballed participants did not have 

adequate knowledge of the study’s enquiry, but agreed to be interviewed due to personal 

connections with the researcher. However, these participants were not included in the study. The 

difficulties experienced by the researcher using the snowballing technique were expected and 

Newington & Metcalfe (2014) noted that these are common. 



94 

 

In the second step, the researcher supplemented the snowball recruitment with recruiting via 

LinkedIn, a professional networking service to source for expert participants. Participants recruited 

through LinkedIn accounted for most of the interviewees of the study. The LinkedIn search process 

was conducted in four steps. First, the researcher searched for e-retail organisations on LinkedIn 

using their trading names, e.g., Tesco. Second, the researcher filtered the search result using 

keywords that are based on the participant selection criteria e.g., Tesco’s search result was filtered 

by ‘data’, ‘fraud’, etc. The list of keywords used for searching for participants on LinkedIn is 

provided in Table 4.3. 

Table 4.3: List of keywords used for LinkedIn participant search: 

S. No Keyword S. No Keyword 

1 Fraud analyst 7 Business intelligence 

1 Data 8 Risk 

2 Data analyst 9 Risk analyst 

3 Data intelligence 10 Information analyst 

4 Fraud 11 IT (Information Technology) 

5 Fraud prevention 12 Manager 

6 Cyber 13 Business analyst 

7 Cybersecurity 14 Operations strategist 

 

In the third stage, the research applied the nonprobability purposive sampling technique on search 

results to randomly select potential participants based on their current job descriptions on their 

profiles. To select the most suitable people for the study, the researcher read the profiles of people 

in the search results and, in some cases, skimmed through parts of their certifications and 

achievements to check their knowledge relevant to the study’s enquiry. User accounts without 

detailed profiles showing current job titles, roles and duties were excluded, as were unrelated job 

profiles. 

In the fourth stage, selected potential participants were sent connection invites and direct messages 

briefly stating the purpose of the study and asking if they were happy to be interviewed by the 

researcher. If a positive response was received, the researcher shared the participant information 

sheet and informed consent form with the participant and asked for an interview time. See 

Appendix 5(a) for the profile of the e-retail organisations where interviews were conducted, and 

Appendix 6 for the profile of participants recruited. 
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An excerpt of the LinkedIn message reads as follows – ‘Hi, I am a PhD researcher at Coventry 

University trying to make an informed evaluation of how big data facilitates online retail fraud 

prevention, and your expert perspective would be extremely helpful. Can you please spare a bit of 

your valuable time (less than an hour's phone/skype/zoom call) to talk with me about your 

experience in the online retail industry?’.  

4.7. The data collection process and response rates 

As previously discussed, the data collection difficulties and limitations influenced or affected the 

recruitment process of the study; however, the researcher continued recruiting and collecting data 

through semi-structured interviews until saturation was reached. This was a point where further 

data collection did not yield further themes (Guest, et al., 2006). For instance, during the last few 

interviews, the researcher noted the significant recurrence of emergent themes in responses. At 

this point, the researcher stopped searching for potential participants, as guided by an existing 

suggestion that the data collection processes should continue until there are no new discoveries 

(Glaser & Strauss, 2017) and when the data creates theoretical sufficiency (Dey, 1999). Vasileiou, 

et al. (2018) posit that this highlights ample sampling and suggests a point of completeness.  

The researcher developed an interview protocol (see Appendix 8) to guide what takes place before, 

during and after the interview process. An interview protocol ensures that an equal fundamental 

line of the probe is followed with each research participant (Patton, 2015). This enabled the 

researcher to maintain consistency of process in all interviews conducted. The interview protocol 

also served as a checklist that ensured that all relevant issues were covered.  

The data collection procedures were consistent across participants interviewed regardless of their 

geographical location. Chidlow, et al. (2015) suggest that this will enhance the comparability of 

data collected. For this reason, the researcher aimed at maintaining the same data collection 

procedures. Nonetheless, the same data collection process did not work in all the countries where 

interviews were conducted, and this led to this researcher being unable to collect more data from 

some countries. For instance, some potential participants in the UK declined to sign the informed 

consent form which was a crucial element of this study’s ethical procedure. Therefore, they were 

subsequently excluded from participating in the study. Some contacts in the USA requested that 

questionnaires be sent to them so that they could write down their responses; however, that would 

have created an inconsistency with the research strategy adopted for this study, for example, it 
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would have been difficult to probe participants further or ask follow-up questions. Therefore, such 

contacts were excluded from the study. 

Consequently, this study faced a tension between maintaining sampling consistency and 

appropriateness; existing literature notes that this is peculiar to multi-country studies (Chidlow, et 

al., 2015). Nevertheless, in some cases, the researcher followed Parry et al.’s (2020:6) suggestion 

that data collection methods should be “less critical and more open to compromise”. For example, 

the researcher noticed that most willing participants in the UK pre-signed their informed consent 

forms before interviews commenced, while those in Nigeria did not. This could be attributed to 

data consent awareness differences or other socio-cultural idiosyncrasies. Therefore, the researcher 

compromised by carrying on with interview arrangements but asking for the consent form to be 

signed during the interview time and before the interview questions were asked. A copy of the 

consent forms was then sent to the respondents after the interview. Parry et al. (2020) advise that 

insisting on the same data collection techniques across countries risk not achieving the preferred 

sample of participants, an appropriate response rate, or would just make the research unattainable. 

They posit that taking a workable response is more valuable than maintaining the same collection 

procedures. 

All interviews were conducted in the English language and conducted virtually (via Skype, Zoom, 

Google Hangouts, and telephone), except for one in the UK which was carried out in person. The 

interviews were conducted by the researcher and lasted an average of 40 minutes. 

The researcher faced difficulties in getting consent to record interviews from most participants 

recruited in the UK and USA, which posed a different challenge to the data collection process. 

Guest et al. (2006) stress that data recordings are a prime data collection procedure in qualitative 

studies. Recording interviews is important to this study for data verification, reliability, and 

traceability reasons. The ethical approval given to this study covers the recording of interviews. 

The researcher sent the participant information sheet to concerned participants to reassure them of 

how their data will be used and what their rights are on data collected from them. The researcher 

also provided a verbal summary recap of the data protection and usage rights of participants during 

interviews before questioning commenced. For consistency, only participants willing to be 

recorded were interviewed for the study. 



97 

 

Another limitation of the data collection process of this research can be attributed to the way 

participants responded due to geographical differences. For instance, most of the participants 

interviewed worked for large e-retail firms in Africa. It is expected that their views may differ 

from their western counterparts e.g., on data governance matters which are more prevalent in 

Western countries.  

However, the researcher interviewed expert participants in the largest most advanced e-retail 

organisations in both geo-polar regions (see Appendix 5a and 5b for tables showing the geographic 

spread of respondents), and the interview questions only probed about shared and common issues 

faced by e-retailers that expert participants are aware of regardless of their geographical location. 

There was a similarity of responses across questions asked to all participants, thus showing that 

relevant findings derived had significant truthfulness. Where geographical differences suggested 

different responses to questions, the researcher reported these as findings of the study. 

4.8. Ethical Considerations 

This study is conducted according to the standards required by Coventry University's ethical 

guidelines. Ethical approval was sought for every stage of this research before commencement. 

The Coventry University Ethical Approval process certified and approved stage one (desk-based) 

of this study as ‘Low Risk’ with the ethics project reference number: P93682. Stage two (data 

collection phase) was approved as ‘Medium Risk’ with the ethics approval reference number: 

P99777. 

As previously explained, informed consent forms were given to participants before interviews 

were conducted. This document informed participants not to hesitate to ask questions if anything 

was unclear or if they would like more information about any aspect of the research. The informed 

consent form also stressed the importance of feeling able to take the necessary time to decide 

whether they wish to take part in this research. Participants willing to be interviewed were asked 

to confirm their consent by circling ‘Yes’ against seven statements such as “I confirm that I have 

read and understood the Participant Information Sheet for the above study and have had the 

opportunity to ask questions”. A copy of the informed consent form is provided in Appendix 3. 

Some participants verbally confirmed their consent against each of the statements in the informed 
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consent form during interviews and signed them before questioning began. These oral consents 

were recorded.  

Participant information sheets were also given to participants before interviews to fully inform 

them of the purpose, benefits, and associated risks (if any) of the study as well as their statutory 

rights. To ensure the protection and confidentiality of the data collected in this study: 

“participants' data is processed following the General Data Protection Regulation 2016 (GDPR) 

and the Data Protection Act 2018. All information collected about them is kept strictly confidential 

and is fully anonymised in this study’s records. Participants’ data are referred to by a unique 

participant number rather than by name. These data are only viewed by the researcher/research 

team. Consent information is kept separately from participant responses to minimise risk in the 

event of a data breach. The lead researcher (Chiwuokem Nwoko) takes responsibility for data 

destruction and all collected data will be destroyed on or before 31/05/2021” (Excerpts from the 

Participant Information Sheet, see Appendix 4 for the complete sheet).  

Research materials, interview recordings, transcripts, and other identifying documents are safely 

stored on Coventry University’s encrypted One Drive to adhere to the data protection and 

confidentiality of participants. 

4.9. Chapter Summary 

The study adopts a pragmatic research philosophy and an abductive approach to address research 

objectives and questions. A qualitative research design is chosen for the study. The study’s 

research questions are practice-based, as such adopting a qualitative method is most appropriate. 

Cross-sectional data were collected through semi-structured interviews of expert respondents 

working in e-retail. Figure 4.4. summarises the research methodology of the study in a research 

onion. The next chapter (Chapter 5) presents the data analysis process undertaken by the 

researcher.  
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Figure 4.4: The research methodology of the study (Saunders & Lewis, 2012). 
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5. Chapter Five: Data Analysis 

5.1. Introduction 

The previous chapter explained the methodological process of this study. This chapter will look at 

the data analysis process implemented in the study, and will address the research objectives (ROs) 

and research questions (RQs) as shown in Table 5.1. Chapters Two and Three addressed the first 

RO and RQ. This chapter and the subsequent findings chapters (Chapters 6 and 7) will address the 

second and third ROs and RQs, while the last RO and RQ will be addressed in Chapter Eight. 

Table 5.1: The Research Aim, Objectives, and Questions of the Study. 

Aim of the study: To critically evaluate how big data facilitates e-retail fraud prevention 

practices and controls and the theoretical and practical implications of a big data-driven 

approach to e-retail fraud prevention. 

Research Objectives: Research Questions: 

1. To critically assess the nexus between big data, e-

retail and digital fraud, digital fraud prevention 

management theories, and develop an integrated big 

data-enabled theoretical approach to e-retail fraud 

prevention management (through a literature 

review). 

 

1. What are the main theoretical 

propositions for digital fraud 

prevention management? 

2. To critically evaluate how big data resources and 

capabilities facilitate fraud prevention practices and 

controls from selected e-retail organisations 

(through semi-structured interviews). 

 

2. How do e-retailers derive fraud 

prevention practices and controls 

from big data resources and 

capabilities? 

2. To examine the critical factors affecting the use of 

big data for e-retail fraud prevention. 

 

3. What are the critical factors 

affecting the use of big data for e-

retail fraud prevention 

management? 

 

4. To analyse the theoretical and practical implications 

of an integrated big data-enabled approach for e-

retail fraud prevention management. 

4. What are the theoretical and 

practical implications of an 

integrated big data-enabled 

approach for e-retail fraud 

prevention management? 

 

The data analytical approach of this study integrated theory-driven codes with data-driven ones 

based on the principles of pragmatic philosophy and abduction. This section presents a detailed 
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discussion of the staged procedure for the identification of themes and data coding. To recap, this 

study adopted the stepwise qualitative data analysis process set out by Crabtree & Miller, (1999) 

and Boyatzis, (1998). Steps 1 to 3 covered the pre-data analysis stage as discussed in the previous 

(Methodology) chapter. This chapter discusses Steps 4 to 6 which guided the post-data collection 

analysis process. 

The procedure establishes how raw data was analysed from interview transcripts, and how the 

researcher proceeded to the identification of overarching themes that captured how big data 

resources and capabilities facilitate e-retail fraud prevention and the critical factors affecting the 

use of big data for e-retail fraud prevention as described by respondents in the study. 

This study uses credible theories which are the Practice-based view (PBV) based on the 

Behavioural Theory of the Firm (BTOF) (Cyert & March 1963; Bromiley & Rau 2014), and the 

Balanced Control Theory (BCT) (Dhillon & Gholamreza 2001-2016; Choobineh, et al. 2007). The 

theories are well-established in the literature and widely used by scholars undertaking similar 

studies. The theories help to explain the propositions surrounding how e-retailers use big data 

capabilities for fraud prevention from selected e-retail organisations (refer to RO2 and RQ2).  

Data was collected from expert participants in e-retail firms who deal substantially with big data, 

including data scientists, fraud analysts, strategists, operations, and e-commerce managers. As 

explained and justified in the Methodology Chapter, this study used a combined procedure of 

deductive and inductive thematic data analysis. Table 5.2 shows how the research objectives and 

questions were addressed by the abductive approach.  
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Table 5.2: The application of the abductive approach to the research objectives and 

questions. 

Analytical 

Approach 

# Research Objectives Research Questions 

Deductive 1 Evaluate how e-retailers derive fraud 

prevention practices and controls from 

big data resources and capabilities from 

selected e-retail organisations. 

 

How do e-retailers derive fraud 

prevention practices and controls 

from big data resources and 

capabilities? 

Inductive 2 Examine the critical factors affecting the 

use of big data for e-retail fraud 

prevention. 

What are the critical factors 

affecting the use of big data for 

e-retail fraud prevention 

management? 

 

The deductive coding process involved using a coding template as outlined by Crabtree & Miller 

(1999). This was theory-driven and based on the literature the researcher reviewed and developed 

before going into the field. The deductive coding process involved a coding template from a 

codebook that was applied as a way of organising texts in the interview transcripts before the data 

interpretation process. The researcher defined the coding template (see Appendices 1 and 2) before 

starting an in-depth assessment of the data. In this study, the codebook template was created a 

priori and was based on the research objective and conceptual framework. 

In addition to the deductive process of Crabtree & Miller (1999), in analysing the interview 

transcripts of the study, the researcher also used the inductive data-driven approach by Boyatzis, 

(1998). The inductive coding process of this study involved reviewing important interview 

participants’ statements and encoding them before the data interpretation process (Boyatzis, 1998). 

Boyatzis described a “good code” as one that encapsulates the qualitative vividness of the 

phenomenon (1998:1). Encoding important statements in the interview transcripts helped the 

researcher to organise the data to discover and build themes from them.  

The step-by-step data analytical process is discussed in the following sections to demonstrate the 

rigour of using an abductive approach to thematic analysis.  Data were collected from 32 

participants through semi-structured interviews and the interview transcripts were coded manually 

before they were entered into the NVivo qualitative analysis software. This was due to constraints 

caused by the COVID-19 pandemic lockdowns, as it was a challenge to access adequate 

workspaces at the university campus.  
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There were also issues with the upgrading of the cloud-hosted NVivo qualitative analysis software 

by Coventry University’s IT services. Nevertheless, a comprehensive data coding process and 

themes identification was undertaken. This systematic stepwise process involved is described in 

the sections below. 

Although depicted as a linear stepwise process, the data analysis was a reflexive and repetitive 

process. The researcher interacted with the data in iteration in-between the stages or steps (see 

Figure 5.1) of the qualitative data analysis process of the study. This interaction, used throughout 

the entire process of the data analysis is termed the central principle of ‘goodness’ according to 

Tobin & Begley (2004). The data collection stage was completed before the analysis stage began. 

The main objective of the researcher during data collection was to gather data on the viewpoints 

of expert participants in e-retail firms dealing substantially with data who shared their perceptions 

on how big data facilitates fraud prevention in e-retail. 

5.2. Stages of Data Coding 

The stepwise process shown in Figure 5.1 presents each phase of the coding process. The pre-data 

analysis stage was discussed in the previous (Methodology) chapter. This chapter focuses on the 

data analysis stage (steps 4 – 6). 
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Figure 5.1: The roadmap for the qualitative data analysis process of this study 

Source: Crabtree & Miller (1999) and Boyatzis (1998) 

 

Step 4 – Apply coding templates and additional coding 

Using Crabtree & Miller’s (1999) coding template method, the researcher applied the codes from 

the coding template to the transcript text to find meaningful statements from the text. The manually 

coded transcripts were entered into the NVivo software. The advantage of using this software is 

that it made the analytic process of this study efficient, especially for the assembling and tracing 

of information. St. John & Johnson (2000) argue that qualitative data analysis software improves 

the auditability and validity of qualitative research.  

Nonetheless, a disadvantage of this software is that it cannot interpret the contextual basis of 

information which is critical to understanding the findings of this study. Thus, the researcher often 

referred back to the manual analysis and inductive process to preserve the richness of the data. 

This item has been removed due to third party copyright. 
The unabridged version of the thesis can be viewed at the 

Lanchester library, Coventry University
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The main codes created were entered as nodes, while the sub-codes were entered as child nodes 

on NVivo. Texts of the transcripts were coded by pairing the codes with pieces of data identified 

as representative of the code. The main code was not colour-coded, but the child nodes were coded 

either blue or yellow as seen in Illustration 1. This was done to easily identify and retrieve data 

from child themes that are matched to the main themes. For example, in Illustration 4, the first-

order ‘child node’ is yellow, while the second-order ‘child node’ is blue. 

In this phase, analysis of the text was directed by, but not limited to the preconceived codes. During 

the transcript coding process, inductive codes were attached to portions of the data that depicted a 

new theme noticed in the text (Boyatzis, 1998). These additional codes were either detached from 

the preconceived codes or their meanings were expanded. 

In this study, these additional codes were relevant to be included in the reporting of findings as 

they helped explain and build the narrative of other themes, or provided reasons why certain bid 

data-driven fraud prevention practices and controls are under-utilised or not widespread across the 

e-retail sector. These emerging codes augmented or contested the theoretical propositions of this 

study, and helped the researcher build a better understanding of their implications to knowledge 

and practice.  

The researcher also reported the findings that inductively emerged from the data, for two main 

reasons. First, it provided empirical evidence that a proactive big data-facilitated fraud prevention 

strategy in e-retail goes beyond the advantage achieved from exploiting the linear progress path of 

the PBV and BDET’s firm-specific data-driven capabilities. Second, it provided empirical 

evidence that there are key exogenous factors that affect/shape the use of big data-driven fraud 

prevention capabilities in e-retail firms. 

Illustration 1 (screenshot from NVivo) 
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Inductively derived data also enabled the researcher to limit researchers’ bias and examine 

assumptions of the founding theories of the conceptual framework to better position them within 

critical realism and the discourse of this study. An example of some additional codes and their 

supporting texts is shown in Table 5.3 (see Appendix 9.2 for the complete table) and an example 

of those guided by preconceived codes is shown in Table 5.4 (see Appendix 9.1 for the complete 

table).  

Tables 5.3 and 5.4. also shows how the first-order codes are linked to the preconceived aggregate 

theoretical dimensions in the coding manual (i.e., the explanatory variables, big data-enabled 

transformation practices, and the balanced control implementation paradigm). 
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Table 5.3: Example of inductive codes with segments of text (Addresses RO3 and RQ3) 

1st Order Concepts Supporting Quotes Aggregate 

Theoretical 

Dimensions 

• Data-driven 

knowledge sharing 

and collaboration 

issues.  

 

“We do not collaborate with other e-commerce organisations. Instead 

of collaborating with them, we secretly monitor/observe them to know 

their methods of operation, see what they are doing and improve on 

our operations to maintain our competitiveness and value to clients.” 

(Res.29 – Client Service Associate) 

 

 

• Geographical 

differences in data-

driven fraud 

management.  

 

“[A data-driven fraud management] could be beneficial but the 

varying data regulations could make this difficult. Currently, these 

regulations are not required in some parts of the world.” (Res.30 – 

Chief Technology Officer and Co-founder) 

“Domestic laws take precedent above global laws – so we meet the 

minimum requirements of local regulations before adopting global 

standards is important.” (Res.25 – Cybercrime Policy Analyst) 

 

Big Data-

enabled or 

Data-driven 

Transformation 

Practices 

• Scarce resources 

and outsourcing 

issues. 

“It is important that big data insights are used in fraud prevention as 

it shows patterns. But. this is not currently practised in my 

organisation as it is not a major concern for us…these processes are 

not in-house, they are outsourced. Our partners are responsible for 

these.” (Res.2 – Senior Manager, Fraud Risk Management) 

 

 

 

• Security and 

usability 

requirements/design 

on data-driven 

networks/systems. 

 

“It depends on the issue at stake, the organisation’s objective or what 

it intends to achieve.  If usability is sacrificed, the user experience will 

be messed up which makes productivity drop. If security is sacrificed, 

there will be vulnerabilities. Thus, the best way to achieve [a balanced 

big data-enabled retail system is to have a balance] between them.” 

(Res.2 - Senior Manager, Fraud Risk Management) 

 

 

• Big data 

governance policy 

and compliance 

issues. 

“[Retail] organisations should take big data requirements into 

account when developing or following governance policies. For data 

protection, usage, storage, and governance, retailers [should] follow 

a framework for planning, research, development, standardization, 

application, coordination, monitoring, evaluation, and regulation. 

They should also broadly follow or comply with global best practices 

e.g., the GDPR guidelines” (Res.25 – Cybercrime Policy Analyst) 

“Employees' values or beliefs can influence their commitment to data 

ethics, ideas, and even compliance. Employees have direct contact 

with users/customers so it is easier for them to come up with measures 

to prevent fraud or present to their employer what they believe could 

work to prevent fraud.” (Res.22 – E-commerce Executive/Senior 

Analyst) 

Data-driven 

Fraud Controls 
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Table 5.4: Example of deductive codes with segments of text (Addresses RO2 and RQ2) 

1st Order Concepts Supporting Quotes Aggregate 

Theoretical 

Dimensions 

• Data aggregation from user data   

• Data-driven cross-examination of 

historical & current fraud patterns 

for prediction. 

“We utilise our big data to understand past and current 

fraud patterns to give us ideas on how we can improve 

prevention against fraud patterns” (Res.29 – Client 

Service Associate) 

 

Explanatory 

Variables 

• Big Data Fraud Analysis 

Timeframe and Incident reporting 

in e-retail fraud prevention. 

“[To achieve] iteration, [we] need the data analysed 

periodically, so [we] know if [we] should continue in 

that particular trend, or probably put a halt to it.” 

(Res.5 – Business Development Analyst) 

 

• Use and ease of comprehension of 

data-driven fraud incident report 

summaries for decision-making. 

 

“The level of data presentation needed for users to 

interpret the data is very important because the 

decision-makers need to be able to at a glance see what 

is being discussed.” (Res.26 – Business Intelligence 

Analyst) 

“[Big data insights] should be easily interpretable by 

users in other less technical departments. They should 

also be aware of what they are looking at.” (Res.22 – 

E-commerce Executive/Senior Analyst) 

 

 

• Decentralisation/disaggregation 

of fraud risk profiles tailored to 

each business unit (BU) 

“Fraud risks should be broken down to the minute of 

details for each business unit and make it functional not 

just cosmetic risks associated with data, but something 

that has to do with functional and practical details.” 

(Res.28 – Operations Control Analyst) 

“Because of the peculiarity of fraud, it is good to[ use 

big data insights to] create a sub-profile of each BU as 

the type of fraud that could be perpetuated could differ 

or vary from one BU to another.” (Res.13 – Product 

Manager) 

 

Big Data-

enabled or 

Data-driven 

Transformation 

Practices 

• Cross-referencing of fraud 

profiles across business units 

(BUs) to check for correlations 

and patterns. 

“Big data enables us to see if there are trends that are 

correlated to core business interests. These trends may 

instigate decision-making for future actions or 

investment.” (Res.25 – Cybercrime Policy Analyst) 

“This is because fraud affects all the different verticals 

of an organisation. fraudsters test all your 

vulnerabilities at every point or area of your 

organisation.” (Res.31 – Compliance Operations 

Specialist) 

 

• Data-driven formal controls. 

 

“Big data has enhanced our policymaking because, 

from it, we see what policies, standards or procedures 

to develop to help us adhere to the dynamic nature of e-

commerce fraud and operations.” (Res.28 – Operations 

Control Analyst) 

 

 

• Data-driven technical controls. “With the increase in cyberattacks these days, big data 

analytics [insights] is very critical to our business 

because if we do not pay attention to this and look at 

ways to encrypt data and protect customer transactions, 

then we are opening up ourselves to fraud attacks and 

Data-driven 

Fraud Controls 
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losses due to chargebacks and/or account takeovers 

(ATOs). (Res.7 – Fraud Analyst) 

 

• Data-driven fraud training and 

educational programmes. 

“Because of the sensitivity and composition of big data 

we collect, store, and analyse, we regularly [use 

insights from the data to] undergo training on fraud 

prevention and data protection practice.” (Res.12 – 

Data Engineer) 

“[Big data facilitated insights] creates awareness of 

fraud activities and prevention from every employee in 

the organisation.” (Res.24 – Data Analyst) 

 

 

To develop a practice-based and managerial-focused framework that can steer big data-facilitated 

practices and controls toward e-retail fraud prevention, the extraction, reporting, and evaluation of 

how e-retailers use big data resources and capabilities for fraud prevention (i.e., what is going on 

as it is) from the statements of respondents is not enough. Hence, an in-depth reflection on why 

certain big data-driven fraud prevention practices and controls are under-utilised or not widespread 

across the e-retail sector is crucial. 

Step 5 – Connect the codes and identifying themes 

In this stage, the researcher made connections between the codes, to discover patterns and themes 

in the data as outlined by Crabtree & Miller (1999). This process was illustrated in Tables 5.3 and 

5.4 showing their respective segments of the text, whereas Figure 5.2 illustrates the connection 

between the first, second, and third-order codes and identifying themes across the three broad 

categories of the coding manual (the explanatory variables, big data-enabled transformation 

practices, and the balanced control implementation paradigm). See Appendix 10 for a summary of 

the data structure table of the first, second, and third-order codes of this study. 
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Figure 5.2: Connecting the codes of this study to the identifying themes 

 
Deductive codes are presented in solid lines, while inductive codes are in dotted lines. * 

Concepts in solid lines address RO2/RQ2, while those in dotted lines address RO3/RQ3. * 

There are three aggregate theoretical dimensions; explanatory variables, big data-enabled or data-

driven transformation practices, and data-driven fraud controls (formerly labelled ‘balanced 

control implementation paradigm’ in the pre-data collection and analysis stage). The last 

dimension was refined from the BCT for theoretical and practical clarity because of the ambiguity 

of the term ‘informal control’. The data shows that the expert respondents found the term ‘informal 
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control’ to be vague or contradictory, and often confused its elements with those of ‘formal 

control’.  This is one of the shortfalls of the BCT which will be discussed in subsequent chapters.  

Step 6 – Corroborate and legitimise coded themes 

The final step involves further grouping the themes that were identified from the coded text to 

ensure that they confirm the findings of this study as posited by Crabtree & Miller (1999). The 

importance of this step has been emphasised in existing literature (e.g., in Seidman, 1998; 

Creswell, 1998; Bloomberg & Volpe, 2008). In this phase, the researcher closely scrutinised the 

previous stages to confirm that clustered themes represented the assigned codes and the data 

analysis. In this study, the interaction between texts, codes, and themes comprised numerous 

iterations before the research findings were interpreted.  

The overarching/core themes or findings were identified and defined in order to capture the 

phenomenon of how big data resources and capabilities facilitate e-retail fraud prevention and the 

key factors affecting how big data facilitates e-retail fraud prevention. This is summarised in Table 

5.5. 
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Table 5.5: Linkage between the 1st Order Concepts and the Findings of the Study 

1st Order Concepts Findings from concepts 

(RO2 & RQ2)  

Findings from concepts 

(RO3 & RQ3)  

Aggregate 

Theoretical 

Dimensions 

• Data-driven cross-examination 

of historical & current fraud 

patterns for prediction. 

• Big data capability is 

used to cross-examine 

historical & current fraud 

patterns to predict future 

fraud trends. Thereby, 

providing a proactive e-

retail fraud prevention 

strategy. 

 Explanatory 

Variables. 

 

• Big Data Fraud Analysis 

Timeframe and Incident 

reporting in e-retail fraud 

prevention. 

• Big data is used to 

determine the timeframe 

for fraud analysis and 

incident reporting. Most 

fraud analysis is done 

periodically and not in 

real-time. 

  

• Use and ease of comprehension 

of data-driven fraud incident 

report summaries for decision-

making. 

 

• Big data is used to 

generate fraud incident 

report summaries and if 

these summaries are easy 

to comprehend, it 

enhances managerial 

decision-making 

concerning fraud 

prevention.  

 

 Big Data-

enabled 

Transformatio

n Practices. 

 

• Decentralisation/disaggregatio

n of fraud risk profiles tailored 

to each business unit (BU) 

• Cross-referencing of fraud 

profiles across business units 

(BUs) to check for correlations 

and patterns. 

• Big data is used to 

decentralise fraud risk 

profiles tailored to each 

business unit and to 

cross-reference them for 

better fraud prevention 

strategies. 

 

  

• Data-driven knowledge sharing 

and collaboration issues. 

 • Most of the respondents 

indicated that they do not 

partake in data-driven 

knowledge sharing and 

collaboration practice as 

it is not widely 

implemented across the e-

retail sector because of 

competition, regulatory, 

data control, proprietary, 

and no new knowledge 

issues. 

 

 

• Geographical differences in 

data-driven fraud management. 

 • Geographical differences 

affect the harmonisation 

of data-driven e-retail 

fraud management 
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1st Order Concepts Findings from concepts 

(RO2 & RQ2)  

Findings from concepts 

(RO3 & RQ3)  

Aggregate 

Theoretical 

Dimensions 

measures and practices 

across the e-retail sector. 

 

• Scarce resources and 

outsourcing issues. 

• Regulatory issues. 

• Partner expectation issues. 

• Company size. 

• Other business needs. 

 • Respondents indicated 

that using big data for 

fraud prevention in e-

retail firms can be 

challenging due to scarce 

resources, regulatory 

issues, partner 

expectation issues, 

company size, and other 

business needs. 

 

 

• Data-driven centralised fraud 

management system. 

• Data-driven decentralised fraud 

management system. 

• Data-driven hybrid fraud 

management system. 

 • The type of fraud 

managerial system in 

place affects data-driven 

fraud prevention 

management in e-retail.  

 

• Data-driven formal controls. 

• Data-driven technical controls. 

• Big data drives technical 

fraud 

competence/tools/contro

l in e-retail and is also 

used to improve formal 

fraud controls regarding 

policies, procedures, 

standards, and 

governance in e-retail. 

 

• Big data is used to 

determine the number of 

fraud incident reporting 

steps required. 

 

• Big data capability is 

used to implement/drive 

role-based system access 

and network 

segmentation to ensure 

that fraud can be traced 

and blocked, and data is 

protected and accessed 

on a need-basis. 

 

•  Data-driven 

Fraud 

Controls. 

 

• Data-driven fraud training and 

educational programmes. 

• Big data is not used for 

fraud prevention training 

and awareness 

programmes, and even 

when used, its use is 

limited by staff role, 

level, or business need. 
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1st Order Concepts Findings from concepts 

(RO2 & RQ2)  

Findings from concepts 

(RO3 & RQ3)  

Aggregate 

Theoretical 

Dimensions 

• Security and usability 

requirements/design on data-

driven networks/systems. 

 • The security and usability 

requirements on the 

architecture/infrastructur

e of e-retail network 

systems affect data-

driven fraud prevention in 

e-retail. 

 

 

• Big data governance policy and 

compliance issues. 

 • The implementation of 

punitive measures to 

fraud control violations 

affects data-driven e-

retail fraud prevention 

because employee beliefs 

can affect their 

compliance with data-

driven fraud prevention 

policies.  

 

 

  • The need to comply with 

data-driven governance 

policies drives the 

adoption of big data for 

fraud prevention in e-

retail. 

 

 

 

 

 

 

 

 

 

 

 



115 

 

6. Chapter Six: Evaluating how big data facilitates fraud prevention practices in e-retail 

(and the factors affecting big data facilitated fraud practices) 

6.1. Introduction 

Chapter Five discussed the data analysis process and the stages of data coding. This study has two 

findings chapters. The current chapter focuses on the first two aggregate dimensions of the 

conceptual model of the study (i.e., the explanatory variables and big data-driven transformational 

practices). Findings presented in this chapter shows (1) how e-retail firms obtain big data resources 

and how they develop big data analytics capabilities from those resources, (2) how e-retail firms 

derive big data-driven fraud prevention practices from big data resources and capabilities and (3), 

the critical factors affecting big data facilitated fraud prevention practices in e-retail. 

The following chapter (Chapter Seven) focuses on the last dimension of the conceptual model (i.e., 

the big data-driven fraud controls). Findings in Chapter Seven show how e-retail fraud prevention 

controls are derived from big data resources and capabilities to protect big data-facilitated fraud 

prevention practices, and the critical factors affecting the development of big data-driven fraud 

controls in e-retail. Both Findings chapters address Research Objectives 2 and 3 and answer 

Research Questions 2 and 3 accordingly (see Table 6.1). 

Table 6.1: The research objectives and questions addressed in the findings’ chapters. 

# Research Objectives: Research Questions: 

2.  To critically evaluate how big data resources and 

capabilities facilitate fraud prevention practices and 

controls from selected e-retail organisations. 

(through semi-structured interviews) 

 

How do e-retailers derive fraud 

prevention practices and controls 

from big data resources and 

capabilities? 

3.  To examine the critical factors affecting the use of big 

data for e-retail fraud prevention. 

What are the critical factors 

affecting the use of big data for e-

retail fraud prevention 

management? 

 

 

As mentioned in the data analysis chapter (Chapter Five), the reporting structure of this chapter is 

guided by the aggregate theoretical dimensions of the study’s conceptual framework (see Figure 

6.1). The conceptual framework’s categories are used as sub-headings under which the findings 
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are reported. Findings are represented as first-order concepts in Figure 6.1. Reporting begins by 

briefly summarizing the key findings in each category, showing tallies/frequencies where 

necessary, then discussing them and presenting extracts from the data (transcripts) using rich 

quotes to support the findings. As a qualitative study, it is not the intention of the researcher to 

reduce rich qualitative data to numeric representations; however, tallies/frequencies are used to 

supplement qualitative narratives as recommended by Bloomberg & Volpe, (2008). 

Figure 6.1: The aggregate theoretical dimensions, first-order codes and reporting structure 

of this chapter 

 
Deductive codes are presented in solid lines, while inductive codes are in dotted lines. * 

Concepts in solid lines address RO2/RQ2, while those in dotted lines address RO3/RQ3. * 

As this is an evaluative study, the goal of this section is to extract, report, and describe meaningful 

findings from respondents to assess how big data facilitates e-retail fraud prevention practices, and 

the factors affecting its usage. Findings are reported as described by the interviewees. Rich quotes 
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are presented, and participants’ identification numbers and job descriptors are included. The quotes 

are based on the actual language of the participants.  

6.2. Explanatory variables 

The explanatory variable is the first aggregate theoretical dimension. Reporting how e-retailers 

obtain big data resources and how they develop big data-enabled fraud prevention analytical 

capabilities from those resources provides crucial contextual information on the resource and 

analytical capabilities of big data-enabled fraud prevention in e-retail. Big resources refer to the 

data e-retailers have and how they obtain it. Findings show that the big data analytics architecture 

of e-retail firms rests on the acquisition of big data resources primarily from users’ data on e-retail 

channels, such as e-platforms or websites, Point-of-Sale (PoS) systems and supply chain or third 

parties, e.g., e-payment providers or other service providers. 

“We collect data from users on our e-retail, website, POS systems – at the in-store 

selling point, and from our supply chain, third parties.” (Res.1 – Operations Manager) 

Findings suggest that e-retailers derive big data capabilities from big data resources to achieve big 

data-facilitated fraud prevention. Findings further suggest that e-retail firms develop/derive big 

data-enabled fraud prevention capabilities through various means, such as (1) through the cross-

examination of historical and current fraud patterns to predict future trends (see section 6.2.1), and 

(2) by determining the timeframe for fraud analysis and incident reporting (see section 6.2.2). 

Results indicate that these are the main ways big data analytics capabilities are developed or 

derived from big data resources in e-retail as summarised in Table 6.2. 

Table 6.2: How e-retail firms collect big data and how fraud prevention capabilities are 

derived from it. 

Big data resources in e-retail How e-retail firms develop/derive big data-enabled 

fraud prevention capabilities from big data resources 

E-retail firms collect big data from: 

• E-retail websites, e.g., users' data. 

• Point-of-Sale (PoS systems), e.g., 

payment card details. 

• Supply chain network or third 

parties, e.g., e-payment 

providers. 

• By analysing the data to cross-examination of 

historical and current fraud patterns to predict future 

trends. 

• By using the data to determine the timeframe for 

fraud analysis and incident reporting 

 



118 

 

It is also important to mention that big data analytical capabilities are not big data-driven practices; 

rather, this study reports them as the building blocks of big data-driven practices, decision-making, 

and controls that are useful in e-retail fraud prevention. As discussed in the following sections, 

findings indicate that without big data capabilities, big data-facilitated fraud practices, decision-

making, and controls may prove inconceivable. 

6.2.1. The big data-driven cross-examination of historical and current fraud patterns for 

fraud prediction in e-retail. 

Big data-driven cross-examination of historical and current fraud patterns for fraud prediction is 

one of the main ways e-retailers derive big data-facilitated fraud prevention capabilities from big 

data resources. The overall perception amongst respondents (25 participants, equivalent to 78% of 

the whole sample) suggests that big data resources are utilised to understand historical and current 

fraud patterns, and this enables e-retail firms to develop big data-driven capabilities to predict 

future fraud trends, develop appropriate systems that work simultaneously, and view fraud patterns 

at their various branches.  

“Studying human behaviour is important in fraud prevention, so to build an effective 

profile of customers and merchants, we use past and current big data to project their 

future patterns.” (Res.12 – Data Engineer) 

“When we started, we had no means to fight the scams or fraud, but collecting data 

these past few years, we were able to find patterns in the data. We detected more 

popular scams and implemented some rules to automatically detect them. Collecting 

users’ data from our website to know what scams are currently popular to precisely 

target them is very important.” (Res.30 – Chief Technology Officer and Co-Founder) 

The interview participants reported that big data facilitated cross-examination of historical and 

current fraud patterns for fraud prediction is used in e-retail for several reasons; (a), to develop 

future engineering and fraud trend prediction, (b) to monitor insider threats and customer 

behaviour, (c) to build proactive and reactive fraud prevention strategies, (d) to conduct supervised 

and unsupervised training. These uses are discussed in turn. 

a. For the development of future engineering and fraud trend prediction in e-retail. 

Findings suggest that the development of future engineering and fraud trend prediction is one of 

the main reasons big data analytics capabilities are derived from big data resources in e-retail. This 
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enables e-retail firms to trace and identify duplicate fraud patterns with similar credentials. This 

way, proactive fraud prevention measures can be developed to explain, describe, and assess fraud 

prevention effectiveness over time to meet evolving fraud threats.  

“[Through data-driven cross-examination of historical and current fraud patterns], we 

have been able to contain fraudulent users. It is especially helpful in tracing or 

identifying duplicate fraud trends with similar credentials. Historical data helps us 

identify these patterns.” (Res.30 - Chief Technology Officer (CTO) and Co-Founder of 

a large e-retail firm) 

“Historical big data is used to explain or describe current situations which are 

important for detecting fraud trends and developing a prevention plan.” (Res.26 – 

Business Intelligence Analyst) 

“Historic big data is mostly leveraged for future engineering and retraining our model 

to other bigger datasets.” (Res.14 – Director of Product, Fraud Prevention) 

“When we look at the past data, we see past fraud scenarios, and this helps us develop 

a system that can prevent incidents before they may happen.” (Res.1 – Operations 

Manager) 

b. For the monitoring of insider threats and customer behaviour in e-retail. 

Findings reveal that the monitoring of insider threats and customer behaviour is another big data-

facilitated fraud prevention capability derived from big data resources in e-retail.  

“[Data-driven cross-examination of historical and current fraud patterns] is used to 

control insider threats, external frauds and for assessing the effectiveness of our fraud 

strategies.” (Res.28 – Operations Control Analyst) 

“Past data is especially useful because fraud as a sector is a converted cycle. So, to be 

able to relive a trend, it may help prevent an incident a lot sooner because [we use it] 

to control insider threats, [external] frauds and phishing.” (Res.10 – Fraud 

Intelligence Manager) 

Respondents reported that big data-driven cross-examination of historical and current fraud 

patterns enhances the efficiency and preparedness of e-retail firms for sudden fraud attacks.  

“Analysing behavioural patterns correctly is important to see trends and predict the 

likely occurrence of fraud. This way we can identify which activities or actions are 

malicious and effectively prevent them.” (Res.13 – Product Manager) 

“[Data-driven cross-examination of historical and current fraud patterns] addresses 

fraud vulnerabilities before they lead to an actual loss and to generate ideas or insights 
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on human behaviour regarding fraud so that future fraud incidents can be identified 

and proactively addressed.” (Res.24 – Data Analyst) 

c. For building data-driven proactive and reactive fraud prevention strategies in e-retail. 

According to the research participants, building big data-driven proactive and reactive fraud 

prevention strategies is another reason big data analytics capabilities are derived from big data 

resources in e-retail. Findings show that e-retailers utilise this capability because it enhances the 

exploration of new or unproven fraud prevention measures that help the efficiency and 

preparedness of e-retail firms for the evolving trend in fraud attacks. Findings suggest that building 

big data-facilitated proactive and reactive fraud prevention strategies helps e-retail management to 

make informed investment decisions on the development of enhanced fraud security features on 

their network systems. This way, fraud prevention practices and controls can be built and adjusted 

appropriately to meet the ever-dynamic digital fraud landscape. This can be illustrated with the 

following quotes. 

“[Big data-driven cross-examination of historical and current fraud patterns] is used 

to build proactive and reactive fraud rules. In the proactive part, there are certain 

things that [e-retailers] are 100% sure should be present to prevent fraud and there 

are other things that they are exploring first-hand. For instance, we can explore first-

hand, feelings or senses from data trends that something is not going right. Then we 

start deep-diving into those by checking their patterns. And based on that, given the 

root, we build or adjust rules on how to deal with the data itself.” (Res.8 – Senior 

Risk/Fraud Analyst) 

“We are currently shifting from a Single-Page Application (SPA) site to a multi-page 

application (MPA) because we compared our historical data with the current one and 

discovered that we were not sufficiently analysing and getting insights from our big 

data. Our decision was informed by comparing legacy information with current 

trends.” (Res.20 – Software Developer) 

d. For conducting supervised and unsupervised training in e-retail. 

Results disclose that the conduction of supervised and unsupervised training is a big data-

facilitated fraud prevention capability derived from big data resources in e-retail.  

“We continuously analyse historical and current fraud data to do supervised and 

unsupervised training. For instance, we can observe the patterns of a person using too 

many email addresses or ones that are disposable or if their IP geolocation is 

particularly different from their shipping or billing address etc.” (Res.6 – Chief Risk 

& Data Officer) 
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“We re-train our model fortnightly from [insights from our big data] to adjust to the 

dynamic nature of fraud threats. This is a major challenge we have in fraud prevention. 

Fraud can spread across our network if we suffer an attack somewhere.” (Res.14 – 

Director of Product, Fraud Prevention) 

Respondents reported that unsupervised training involves developing and deploying artificial 

intelligence and/or machine learning tools to enhance the efficiency and preparedness of e-retail 

firms for evolving fraud attacks. Whereas supervised training involves the cross-referencing of 

historical and current fraud patterns by e-retail employees for prediction.  

“[Unsupervised training involves] training models to learn existing fraud patterns 

between variables for prediction, i.e., artificial intelligence and/or machine learning. 

Whereas, if supervised, it means historical trend/patterns of events are leveraged by 

employees to predict a futuristic value based on determinant metrics.” (Res.9 - Ag. 

Head Data Engineering) 

6.2.2. The determination of the timeframe for fraud analysis and incident reporting in e-

retail. 

The overall perception amongst respondents (25 participants, equivalent to 78% of the whole 

sample) indicates that insights from big data facilitate the timeframe for fraud analysis and incident 

reporting in e-retail. Findings suggest that this is an important big data-driven fraud prevention 

capability in e-retail as it determines the frequency of fraud monitoring. 

“Most [e-retail] transactions take place in real-time and as this occurs, fraud 

perpetrators are also monitoring the transactions. [Data-driven resources help the 

development of] real-time and/or intermittent monitoring [capabilities] of transactions 

as fraud perpetrators can game your system to know when to commit fraud. This 

creates system loopholes or vulnerabilities.” (Res.25 – Cybercrime Policy Analyst) 

As shown in the above comment by a respondent, analysis enabled by big data resources 

facilitate/influence the timeline for fraud analysis. For instance, e-retailers build just-in-time fraud 

analytical capabilities based on the form of big data-enabled transactions they carry out. Just-in-

time fraud analytical capabilities vary between e-retail firms: they can be real-time, near real-time, 

or periodic. The timeframe for fraud data analysis is important in developing fraud prevention 

analytical capabilities. 

As e-retail firms collect, store, and process sensitive and personal user information, results from 

participants suggest that periodic fraud analysis (13 participants, equivalent to 41% of the whole 
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sample), followed by real-time fraud analysis (12 participants, equivalent to 38% of the whole 

sample) is perceived as the main way data-driven analytics capabilities are developed for fraud 

analysis and incident reporting in e-retail as reported as follows. Results indicate that the amount 

of time it takes for an e-retail firm to respond to a fraud breach is critical in reducing any possible 

negative impact as reported as follows. 

Findings suggest that periodic fraud analysis is the most common avenue for developing big data-

driven fraud analytics capabilities from big data resources in e-retail. Respondents reported that 

big data-facilitated periodic fraud analysis is mostly conducted weekly and/or monthly instead of 

in real-time for a variety of reasons. First, periodic fraud analysis aids agile fraud management 

where short and long-term objectives of e-retailers can be conducted in iteration.  

“[To achieve] iteration, [we] need the data analysed periodically, so [we] know if [we] 

should continue in that particular trend, or put a halt to it.” (Res.5 – Business 

Development Analyst, Marketplace) 

Second, big data-facilitated periodic fraud analysis enhances informed managerial decision-

making in e-retail as it offers better insight into the volatility of fraud trends or patterns.  

“We act on the data periodically because we cannot be deciding in real-time, we have 

to wait for a certain time frame for us to understand the patterns as some events can 

shoot up and come down the following day. Therefore, it is better to leave it for some 

time so that we can be able to make a better-informed decision on whatever we want 

to use the data for.” (Res.5 – Logistics Coordinator, E-commerce) 

Lastly, results suggest that big data facilitated periodic fraud analysis is used to train fraud 

prevention models and conduct fraud prevention with offline data.  

“[We use big data insights to conduct periodic fraud analysis] to train our models and 

conduct prediction with offline data” (Res.14 - Director of Product, Fraud Prevention) 

Findings reveal that big data-facilitated real-time fraud analysis is also important for developing 

fraud prevention capabilities from big data resources in e-retail. However, although real-time fraud 

analysis is perceived by respondents as an ideal goal for e-retail firms, a near real-time analysis is 

more financially feasible for e-retailers.  

“Theoretically, fraud analysis should be conducted in real-time, but more practically, 

near real-time. Because real-time requires huge investments in resources which are 

limited in our organisation.” (17 – Transaction Monitoring & Fraud Analyst) 
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Respondents noted that a near real-time analysis relates to when fraud data analysis is not being 

carried out as activities occur, but rather, carried out in a ‘day-minus-one’ or daily format. In other 

words, the data is processed after transactions have taken place to check for fraudulent actions. 

“[Fraud analysis is conducted in] near-real-time (daily) to monitor customer 

behaviour on the website, especially in payments. This is based on a day-minus-one 

format (yesterday’s transactions).” (Res.20 – Software developer) 

“[Fraud analysis] is conducted in near real-time, on the payments side because 

monetary transactions are being made. So, we must be aware of issues that may cause 

regulatory breach and punishment for us or cause reputational damage to our 

organisation.” (Res.15 – Head of Information Technology Operations) 

Results show that big data facilitated real-time fraud analysis is conducted in e-retail for two 

reasons. First, for real-time viewing and proactive capturing of fraudulent activities across several 

business units and branches. For instance, respondents noted that since e-retail transactions are 

conducted in real-time, fraud analysis should be done in real-time because fraudsters also monitor 

e-retail transactions in real-time. Therefore, a real-time fraud analysis is perceived to offer 

enhanced and proactive data-driven fraud analytical capability and give better insights for e-retail 

managers to use. 

“We conduct real-time fraud analysis. Our business intelligence team runs real-time 

queries to provide proactive [big data facilitated] insights for our management to use.” 

(Res. 28 – Operations Control Analyst) 

Second, big data-facilitated real-time fraud analysis mitigates the shortfalls of periodic fraud 

analysis. Respondents argued that periodic fraud analysis can create system loopholes or 

vulnerabilities where fraudsters study and maliciously exploit the time timeframe between when 

transactions take place and when they are checked for fraudulent actions.  

If [fraud prevention processes] are monitored intermittently or periodically, fraud 

perpetrators can game your system to know when to commit fraud. This creates system 

loopholes or vulnerabilities.” (Res.25 - Cybercrime Policy Analyst) 

6.3. Big Data-enabled Transformation Practices 

Big data-enabled transformation practices’ is the second aggregate theoretical dimension of this 

study’s IBDEFP conceptual model (see Figure 6.1). Findings in this section address the RO2 and 

RQ2 of this study by presenting how big data facilitates e-retail fraud prevention (see Table 6.1). 
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Findings in this section reveal how big data-driven fraud prevention capabilities, as discussed in 

section 6.2, are transformed into fraud prevention practices in e-retail (shown in solid lines in 

Figure 6.1). That is, how big data resources and capabilities facilitate fraud prevention practices in 

e-retail. 

Big data-facilitated transformation practices is a theoretical concept that refers to how e-retailers 

derive big data-driven fraud prevention practices from big data resources and capabilities. Findings 

suggest that the most important big data-enabled fraud prevention practice (i.e., the use of big data 

analytical capability for the development of fraud prevention practices) in e-retail firms is (1) the 

generation and use of fraud incident report summaries in an easy-to-comprehend format for 

decision-making, followed by (2) the decentralisation and cross-referencing of fraud risk profiles 

tailored/customised to each business unit to create better-tailored fraud prevention practices. These 

findings are discussed as follows. 

6.3.1. The generation and use of fraud incident report summaries in an easy-to-

comprehend format for decision-making. 

Results from most respondents (25 participants, equivalent to 78% of the whole sample) suggest 

that big data capabilities facilitate the development of data-driven fraud incident report summaries 

in e-retail which are frequently used to enhance fraud decision-making and presentation of fraud 

prevention strategies in e-retail firms.  

“[Big data-driven incident report summaries] allow us to assess our progress and 

make better operations decisions.” (Res.28 – Operations Control Analyst) 

“[Big data-driven incident reports] gives management insights into making more 

appropriate decisions.” (Res.12 – Data Engineer) 

Insights from the participants show that big data-facilitated fraud incident reports are especially 

important for two reasons. First, they are used by e-retail firms to assess fraud prevention progress 

and make better managerial decisions. This can be demonstrated thus: 

“[Big data-enabled] incident report summaries are helpful to us. We use them to 

analyse our efforts which are based on contexts received by fraudsters, and we update 

our metrics daily. It helps managers to analyse the current [digital fraud] situation 

better.” (Res.30 – Chief Technology Officer and Co-Founder of a large e-retail firm) 
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Second, big data-facilitated incident report summaries are used to enhance fraud alerts in e-retail 

firms as shown below: 

 “[Data-driven incident report summaries] is a fraud management system that sends 

out alarms/alerts for relevant persons to check in terms of revenue leakage. This 

platform generates a report which is then used for decision-making by management – 

in this scenario incidence reports could be very useful.” (Res.2 – Senior Fraud Risk 

Manager) 

“We have an internal [big data-enabled] fraud alert system that is sent to people in 

our IT unit. They receive an email when there is a fraud or data breach attempt.” (Res.3 

– Product Manager) 

This study finds that simply generating and using big data-facilitated fraud incident report 

summaries in e-retail does not translate into effective use of incident report summaries for fraud 

prevention. Instead, effective use of data-driven fraud incident report summaries that are derived 

from big data resources and capabilities comes from how easy it is for employees or stakeholders 

to understand them.  

“A simplified fraud summary report is more useful. Data should be broken down to a 

user’s level of understanding. The way users relate with report summaries to derive 

insights are different.” (Res.31 – Compliance Operations Specialist, E-payment 

platform) 

“[Easily understood data-driven fraud incident reports summaries] is more beneficial. 

Data presented will help a layman know what you intend to pass across and the make 

sense of your results.” (Res.21 – Technical Architect) 

“If data-driven fraud incident reports are not easily understood by users, how else 

would you explain what needs to be done or what precautions to take to prevent 

whatever happened from happening? I think it is always important because people that 

you may be presenting to might not necessarily have the time or the technical 

knowledge to understand exactly what you are saying. That is important.” (Res.20 – 

Software Developer) 

“An explanation report is required when presenting data to stakeholders. It is not 

enough to show them the data summaries, you have to make it easier or simple for them 

to make sense of using layman's language.” (Res.24 – Data Analyst) 

Findings suggest that it is important for e-retail management to easily interpret big data-facilitated 

fraud incident summaries. Results stress that the extent to which big data-enabled fraud incident 

report summaries are easily understood significantly affects fraud decision-making in e-retail 

firms.  
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“The level of presentation [of fraud incident reports] needed for users to interpret the 

data is very important because the decision-makers need to be able to at a glance see 

what is being discussed.” (Res.26 – Business Intelligence Analyst) 

“The management is given access to data-driven fraud incident reports for decision-

making. These reports are tailored to their respective roles. Many people do not 

understand the data; thus, the simplest form of dissemination is better for the 

management to make decisions based on the reports they are given access to.” (Res.9 

– Ag. Head Data Engineering) 

Evidence from the data analysed indicates that the practice of producing easily understood fraud 

incident report summaries is undertaken by e-retail firms for the following reasons. First, to 

simplify and drive proactive managerial fraud prevention decisions from big data insights. Second, 

findings suggest that easily understood big data facilitated fraud incident reports drive motivation 

and compliance with fraud management actions and issues. Third, easily understood fraud incident 

reports can help e-retail managers to revise fraud management rules. Lastly, the study finds that 

easily understood fraud incident reports drive resource allocation in e-retail firms and help 

managers save time when making strategic fraud management decisions. A summary of these 

findings and the reasons why e-retail firms use them are presented in Table 6.3, discussions follow 

after the table. 

Table 6.3: A summary of how big data facilitated capabilities are transformed into fraud 

prevention practices in e-retail (PART 1) 

Big data-enabled fraud prevention practice Reasons 

Big data-enabled capabilities are used to generate and 

facilitate the use of fraud incident report summaries in 

e-retail. 

• To assess fraud prevention progress 

and make better managerial 

decisions. 

• To enhance fraud alerts 

 

Big data-enabled capabilities are leveraged to generate 

fraud incident report summaries in an easy-to-

comprehend format for decision-making 

• To simplify and drive proactive 

managerial decision-making 

regarding fraud prevention 

• To drive motivation and compliance 

with fraud management actions and 

issues 

• To revise/review fraud management 

rules 

• To drive resource allocation and save 

time when making fraud management 

decisions 
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a. To simplify and drive proactive managerial decision-making regarding fraud 

prevention: 

Most participants (26 participants, equivalent to 81% of the whole sample) suggest that the practice 

of providing big data-facilitated fraud incident report summaries in formats that are more easily 

understood by users is more helpful to e-retailers because it ensures that fraud management 

decisions are effectively organised and communicated to e-retail stakeholders (e.g., employees).  

“[Easily understood big data-driven fraud incident reports summaries] is more 

beneficial not only to team members but also to people in other units to enhance 

effective communication and decision making.” (Res.21 – Technical Architect) 

“The level of presentation [of fraud incident reports] needed for users to interpret the 

data is very important because the decision-makers need to be able to at a glance see 

what is being discussed.” (Res.26 – Business Intelligence Analyst) 

“Users have to understand incident report summaries because if whatever generated 

is not easily understood, then there is no insight gained.” (Res.13 – Product Manager) 

Easily understood big data facilitated fraud incident report summaries simplify terms for non-

technical stakeholders so they can understand the insights derived and act on them. Findings 

suggest that this helps fraud decision-making practices in e-retail firms because there are 

differences between the terminologies used by different business units within e-retail firms as they 

use different terms to understand or derive knowledge. For instance, between technical and 

business departments or employees. 

“…not all teams speak the same language in the company. Business and technical 

operations speak two different languages” (Res.8 – Senior Risk/Fraud Analyst) 

“Most times, we present big data [facilitated insights] to non-technical people, to 

business teams without technical knowledge, and to people that do not have visibility 

over the fraud process. So, for ease of understanding, the presentation of data is key 

because you do not know where the data is going to, who is reviewing it, or the person’s 

level of expertise.” (Res.7 – Fraud Analyst) 

“[Big data-driven fraud incident reports] should be easily interpretable by users in 

less technical departments. They should also be aware of what they are looking at” 

(Res.22 – E-commerce Executive/Senior Analyst) 

Results further indicate that the practice of providing easily understood big data-facilitated fraud 

incident report summaries is a particularly important strategy for fraud prediction and devising 

future fraud prevention strategies or policies in e-retail firms.  
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“[Easily understood big data-driven fraud incident reports summaries] is especially 

for forecasting and devising future strategies or policies” (Res.19 – Business Data 

Analyst) 

“It gives management insights to make appropriate decisions. If not, fraud prediction 

will be useless and ineffective. Resources will be wasted, and jobs lost.” (Res.25 – 

Cybercrime Policy Analyst) 

“The essence of incident reports summaries is to assist decision-making so there is no 

point in making reports that require interpretation after they have been presented.” 

(Res.2 – Senior Fraud Risk Manager) 

The data suggest that easily understood big data facilitated incident report summaries also drive 

proactive managerial fraud decision-making as it removes technical ‘jargon’ to help e-retail 

managers to develop data-driven fraud management strategies that can detect emerging fraud types 

and patterns and the appropriate fraud controls to manage them. 

“…presenting incident reports granularly and removing technical jargon will be 

helpful. [Because], fraud prevention starts at the top, [and] if the tone at the top is not 

correct, it will not be an effective exercise.” (Res.17 – Transaction Monitoring & Fraud 

Analyst) 

“We use [easily understood data-driven fraud incident reports summaries] to detect 

new types of fraud and implement rules to fight it.” (Res.30 – Chief Technology Officer 

and Co-founder) 

b. To drive motivation and compliance with fraud management actions and issues: 

In addition to simplifying and driving proactive e-retail fraud prevention decision-making, e.g., by 

helping stakeholders (e.g., employees) to understand e-retail fraud management issues and actions. 

Findings also show that providing easily understood big data facilitated fraud incident report 

summaries also motivates them to comply with fraud prevention measures. This is because users 

can understand why they need to follow and implement certain big data-aided fraud prevention 

procedures and know how they can relate them to their job roles. The following excerpts help to 

reinforce these points: 

“[Easily understood data-driven fraud incident report summaries] enable users to 

understand why they need to follow [fraud prevention] procedures or implement some 

measures. This is very important to provide a summary for them in a format that they 

easily understand in a way that they can relate to their job roles. 

If users see the data, possibly the amount of fraud occurring or amount of loss that 

could occur within a system [because of fraud], then they would understand it better 



129 

 

than if certain procedures or measures are not taken, it could result in a loss and it 

could be monumental or lead to job loss for them.” (Res.25 – Cybercrime Policy 

Analyst) 

“[Easily understood data-driven fraud incident reports summaries] is particularly 

important because whatever decisions [we] are going to make with the data generated 

affects the people that [we] are dealing with. So, they must understand where these 

decisions stem from. It helps to get more people on board and gives them the drive to 

push the company agenda through.” (Res.5 – Business Development Analyst, 

Marketplace) 

c. To revise/review fraud management rules: 

Results suggest that easily understood big data-facilitated fraud incident reports are used by e-

retail managers to revise/review fraud rules that have either become obsolete or require 

adjustments to meet current e-retail needs. This can be illustrated by the following statement from 

a respondent. 

“Easily understood [big data facilitated] fraud incident report gives us an index or an 

idea of how [fraud prevention] rules are performing since our system is rule-based. It 

shows us the impact of rules on transactions as certain rules increase the acceptance 

or rejection rate of transactions. If a rule is impacting many transactions and causing 

a reduction in conversion rate, then we know that the rule must be reviewed again. 

With our incident report on rule analysis, we go back to the drawing board to look at 

each rule against customer behaviour patterns and then decide what actions to take. 

These incident reports have helped us determine the amount of loss we are making and 

the number of transactions we are rejecting. These are important reports to present to 

the management.” (Res.7 – Fraud Analyst) 

d. To drive resource allocation and save time when making fraud management decisions: 

Lastly, findings suggest that easily understood big data facilitated fraud incident report summaries 

are used by e-retail firms to deliver and implement enhanced fraud prevention decision-making in 

a timely fashion. This claim can be illustrated by the following statement from an E-commerce 

Manager. 

“If the raw data is given to the management, they will not have the time to go through 

everything and even if they have the time, there would be lots to go through. So, 

visualising it and making it easy to understand for the end-user, which in my case is 

the management, will help them make better decisions for the company and save time.” 

(Res.11 – E-commerce Manager) 
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Findings also reveal that insight derived from using big data-aided fraud incident report summaries 

can significantly affect resource allocation towards fraud prevention in e-retail firms. For example, 

a Product Manager reported that the impact can be up to 50%: 

“Insights from [big data-enabled] incident reports influence the allocation of 

resources in our company by about 50%. We use this data to inform the decisions we 

are going to make but we are not wholly dependent on them. We go deeper to check 

other statistics as well before making decisions on the way forward. The other 50% is 

based on intuition, experience, etc.” (Res.3 - Product Manager) 

6.3.2. The personalisation and cross-referencing of fraud risk profiles tailored/customised 

to each business unit to create better-tailored fraud prevention practices. 

Insights from the data analysed indicate that a big data-facilitated fraud prevention practice that e-

retail firms derive from big data resources and capabilities is the decentralisation/personalisation 

of fraud risk profiles so that they are tailored to individual business units’ fraud prevention needs.  

“[Disaggregating fraud risk profiles is important because] we have different 

workspaces peculiar to each department. These [big data-driven] workspaces are 

tailored to what directly affects the deliverables of the respective department. [So, their 

risk profiles should be different as their data is].” (Res.9 – Ag. Head Data Engineering) 

A majority of respondents (23 participants, equivalent to 72% of the whole sample) reported that 

using insights from big data analysed to decentralise/personalise fraud risk profiles for each 

Business Unit (BU) is particularly important to create better-customised fraud prevention practices 

in e-retail firms. This finding and the reasons for this big data facilitated fraud prevention practice 

is summarised in Table 6.4 and discussed after the table. 
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Table 6.4: A summary of how big data-enabled fraud prevention capabilities are 

transformed into fraud prevention practices in e-retail (PART 2) 

Big data-enabled fraud prevention 

practice 

Reasons 

Big data-enabled fraud prevention 

capabilities are used to 

decentralise/personalise fraud risk profiles 

customised to individual business units in e-

retail. 

• There are different workspaces unique to each 

business unit and each workspace is targeted 

by fraud activities peculiar to their business 

functions or activities. 

 

• It gives e-retail firms a better chance at 

controlling fraud incidents and their potential 

spread across the organisation. 

 

• Helps e-retail firms decide how and where to 

allocate resources for fraud prevention. 

 

• Reduces the problem of strategy 

generalisation which can result in misleading 

fraud prevention management outcomes. 

 

• Helps reduce territorial restrictions and 

departmental suppression of fraud incidents 

that can occur in e-retail organisations, and 

enhances information sharing and collective 

fraud prevention efforts across the 

organisation. 

As presented in Table 6.4, findings show that big data insights are leveraged for the customisation 

of fraud risk profiles for each business unit for a variety of reasons. First, there are different 

workspaces unique to each BU and each workspace is targeted by fraud activities peculiar to their 

business functions or activities. Therefore, using insights from big data-driven capabilities to 

develop a practice of disaggregating fraud risk profiles unique to each BU gives e-retail firms a 

better chance at controlling fraud incidents and their potential spread across the organisation.  

“Because of the peculiarity of fraud, it is good to have a [big data facilitated] sub-

profile of each BU as the type of fraud that could be perpetuated could differ or vary 

from one BU to another. Having a congested profile would not make it more precise 

or elaborate.” (Res.13 – Product Manager) 

“[Disaggregating fraud risk profiles] is more beneficial because there could be 

leakages in departments where some people might be partaking in malicious activities 

that could harm the business. So, putting these [big data-driven] measures in place 

would curb this.” (Res.27 - Data Analyst) 
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“It is difficult to adapt to individual units’ issues or problems if each BU does not have 

their fraud risk profile and prevention tool-kits specific to their needs.” (Res.31 – 

Compliance Operations Specialist, E-payment) 

Results also show that the customisation of fraud risk profiles to each BU enhances precise big 

data-driven fraud spotting and reporting in e-retail firms that can be adapted when required. 

Participants noted that e-retail managers can develop ‘filter roles’ that are specific to the 

uniqueness of each business unit and then distribute appropriate monitoring and risk measures to 

control fraud in each unit. This capability would otherwise be difficult to accomplish without 

insights from big data because of the peculiarity of fraud which varies across BUs. As such, this 

big data-driven practice helps with the analysis, detection, monitoring, and proactive control of 

fraud in e-retail.  

“[Disaggregating fraud risk profiles] is better because users will understand the 

system and what it entails. When retail businesses understand this [big data facilitated 

practice], they will identify the profiles, and develop filter roles – specific profiles to 

their business units. This is very important for fraud prevention profiling and 

mitigation in retail organisations. Every business unit is unique so developing targeted 

fraud risk profiles for them enables the deployment of business monitoring and 

appropriate risk measures to curtail fraud within their units.” (Res.25 – Cybercrime 

Policy Analyst)  

“Fraud risks should be broken down to the minute of details for each business unit and 

make it functional not just cosmetic risks associated with data, but something that has 

to do with functional and practical details.” (Res.28 – Operations Control Analyst) 

Secondly, outcomes suggest that big data facilitated customisation of fraud risk profiles to each 

BU helps e-retail firms decide how and where to allocate resources for fraud prevention as 

demonstrated by the following statements from respondents. 

“[Big data-driven customisation of fraud risk profiles] is better to tailor strategies 

based on each department so that you see what strength each department is pulling 

and where the resources need to go.” (Res.20 – Software Developer) 

“[Since] we started this practice, we were able to prevent revenue loss, boost resource 

allocation and services.” (Res.26 – Business Intelligence Analyst) 

Thirdly, findings indicate that big data-driven customisation of fraud risk profiles to each BU 

improves the precision of fraud prevention strategies in e-retail firms as it helps e-retail managers 

to continuously re-train themselves on spotting irregular deviations from normal business activities 

that can be malicious. This can be illustrated with the following statement. 
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“We use these different [big data facilitated] risk profiles to re-teach ourselves 

constantly so that when we see something irregular or several acts to something, then 

obviously it calls out alerts and alarms from a cybersecurity perspective. From a risk 

side, it is used more about generating a risk call.” (Res.10 - Fraud Intelligence 

Manager) 

Fourth, results reveal that big data-driven customisation of fraud risk profiles to each BU in e-

retail reduces the problem of strategy generalisation which can result in misleading fraud 

prevention management outcomes.  

“[Fraud] models tend to generalise things too much. For instance, in our fraud 

prevention management, when we are screening for fraud in Germany-based 

transactions versus Mexico-based ones, we noticed completely different risk profiles 

with completely different impacts. So, we cannot learn if we generalise [for effective 

fraud prevention] for these different units. [Thus, having] different risk profiles are 

important so as not to generalise as some models do.” (Res.14 – Director of Product, 

Fraud Prevention) 

In the same vein, findings suggest that decentralising fraud risk profiles help e-retail managers to 

reduce territorial restrictions and departmental suppression of fraud incidents that can occur in 

organisations with various business units, thereby enhancing information sharing and collective 

fraud prevention efforts across the organisation.  

“Decentralised fraud risk profile systems are better as even if it is centralised, people 

will still have to employ the expertise of other units but may encounter territorial 

restrictions, with departments playing safe within their defined roles. No team will 

want to take responsibility for fraud prevention since it is not under their portfolios.  

This discourages information sharing and collective fraud prevention practices or 

efforts. BUs may also hide or suppress the magnitude of fraud incidents to save face or 

avoid resource cuts. Hence, a decentralised system is better.” (Res.24 – Data Analyst) 

Although findings reveal the usefulness of big data-driven customisation of fraud risk profiles to 

each BU, results also show that e-retail firms should be careful when decentralising fraud risk 

profiles as it can cause some fraud management problems. For instance, it can lead to a duplication 

of already existing fraud risk profiles or a downgrade of fraud risk profiles e.g., between a business 

unit and other units. 

“We just have one central risk profile. We try to ensure that what we have is the highest 

level possible for every business unit. There is no need to customise or provide separate 

ones for each business unit because doing that will either duplicate what currently 
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exists or you are going to downgrade and give a business unit a risk profile lower than 

what every other unit has.” (Res.3 – Product Manager) 

Decentralising fraud risk profiles can also lead to higher business costs because of the time and 

human resources needed for its development and implementation, unlike a centralised risk strategy 

which can be cheaper.  

“A centralised fraud risk profile would be better because if different plans are 

developed, the cost would go up. This is because those plans take time to develop and 

human resources. So decentralising fraud risk profiles imply spending more man-hours 

and a business might not find overlap or synergy. But if centralised, all the inputs are 

considered holistically across the board so that a business can link them to the business 

objectives or strategy.” (Res.2 – Senior Manager, Fraud Risk Management) 

Assigning different fraud risk profiles to each BU can isolate BUs which can counter the purpose 

of creating tailored fraud prevention measures in e-retail firms. 

“A single corporate-wide risk profile would be better as every part of the business 

would be carried along better this way. The BUs should not be in isolation and there 

should not be varying risk profiles in an organisation.” (Res.19 – Business Data 

Analyst) 

Lastly, findings reveal that the big data facilitated decentralisation of fraud risk profiles is a novel 

area that has not been developed or explored in e-retail. Participants suggest that e-retail managers 

are unsure of how to implement or manage this data-driven practice for e-retail fraud prevention. 

“This is the first time I am thinking of these, but I think it should be more beneficial to 

organisations because it makes the kind of rules being set for each business unit better 

and more beneficial to them. However, we do not currently do this.” (Res.4 – Fraud 

Analyst) 

Apart from the decentralisation of fraud risk profiles so that they are tailored to individual business 

units’ fraud prevention needs, findings from the data analysed reveal that another fraud prevention 

practice that e-retail firms derive from big data resources and capabilities (i.e., the explanatory 

variable of the IBDEFP model) is the cross-referencing of fraud profiles across e-retail business 

units (BUs) to check for correlations and patterns. 

Findings from most respondents (24 participants, equivalent to 75% of the whole sample) suggest 

that cross-referencing of fraud data across e-retail business units (BUs) is particularly important in 
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checking for correlations and patterns of fraud in e-retail firms on the basis that fraud does not 

target one, but all areas of e-retail firms. 

“[Cross-referencing fraud profiles across BUs] is particularly important because 

fraudsters test all your vulnerabilities at every point or area of your organisation. 

Whether it is the payments department or the warehouse side. Fraud affects all the 

different verticals of an organisation.” (Res.31 – Compliance Operations Specialist, 

E-payment) 

These findings are summarised in Table 6.5, with discussions presented after the table. 

Table 6.5: A summary of how big data-enabled fraud prevention capabilities are 

transformed into fraud prevention practices in e-retail (PART 3) 

Big data-enabled fraud prevention 

practice 

Reasons 

Big data-enabled capabilities are used to 

cross-reference fraud profiles across e-

retail business units (BUs) to check for 

correlations and patterns. 

• E-retail business units use different but correlated 

data, and fraud targets every vulnerable point in an 

e-retail organisation. 

 

• Helps to spot the similarities between the types and 

patterns of fraud occurring in e-retail firms to 

proactively stop them from further spreading 

across or between business units. 

 

• Gives e-retailers the capability to improve data-

enabled standardisation of fraud prevention 

processes across the firm. 

As shown in Table 6.5, respondents noted that the big data-facilitated practice of cross-referencing 

e-retail business units’ data is carried out for various reasons. E-retail business units use different 

but correlated data and fraud targets vulnerable points in an e-retail organisation. Therefore, cross-

referencing business units’ big data is a necessary practice that gives e-retailers enhanced insights 

that can be used for fraud prevention. Findings further suggest that this practice is important for 

spotting activities that deviate from normal business operations in e-retail: 

“[Big data-enabled cross-referencing of fraud profiles across BUs] is particularly 

important because fraudsters test all your vulnerabilities at every point or area of your 

organisation. Whether it is the payments department or the warehouse side. Fraud 

affects all the different verticals of an organisation.” (Res.31 – Compliance Operations 

Specialist, E-payment) 



136 

 

“[The practice of cross-referencing fraud profiles is useful] because the more data you 

get from different angles, the more accurate your results or insights will be in spotting 

deviations.” (Res.9 – Ag. Head Data Engineering) 

“We check for [fraud] correlations and patterns between business units [because] 

every department looks at their data differently and produce reports etc, and the 

findings are reported to the management for further actioning.” (Res.1 – Operations 

Manager) 

Findings show that cross-referencing of fraud data across e-retail business units (BUs) is used to 

spot the similarities between the types and patterns of fraud occurring in e-retail firms to 

proactively stop them from further spreading across or between business units, thereby leading to 

bigger fraud incidents. 

“[Cross-referencing of fraud data across e-retail business units] is particularly 

important because it enables an e-retail organisation to know the similarities, type of 

patterns, and trends of malicious activity. Most times, this spreads towards something 

bigger. When little fraudulent activities are being perpetrated between staff and some 

vendors, they often lead to bigger incidents occurring. So, we need to use our fraud 

data to follow this spread and stop it from spreading further.” (Res.28 – Operations 

Control Analyst) 

“We operationalise our fraud data across our various business units to move beyond 

a reactive analysis to a proactive one. All key business functional areas are checked 

for fraud correlations and patterns to identify useful insights and efficiently control the 

spread of fraud.” (Res.32 – Process and Technology Team Lead) 

Cross-referencing the fraud data of e-retail business units is a big data-facilitated practice that 

enables e-retail managers/firms to better understand fraud trends, forecast fraud types and patterns, 

see correlations or similarities between fraud trends that affect core business operations, and make 

appropriate fraud prevention investment decisions. 

“[Cross-referencing business units’ fraud data] enables [e-retailers] to see if there are 

trends that are correlated to core business interests. These trends may instigate 

decision-making for future actions or investment.” (Res.25 – Cybercrime Policy 

Analyst) 

“Correlation can lead to better control of fraud across various business units.” (Res.22 

– E-commerce executive/Senior analyst) …as such, “…because everything is online at 

the moment and there are fewer physical payments taking place, big data should be 

used this way to understand the patterns of fraud perpetrators.” (Res.11 – E-commerce 

Manager) 
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Findings suggest that big data-driven cross-referencing of fraud profiles across business units 

(BUs) is used by e-retail firms to control insider threats within the organisation. That is, the practice 

enables e-retail firms to detect potential or actual internal action that can lead to fraud incidents, 

and trace and proactively stop them from further spreading throughout the organisations’ 

infrastructure. For example, respondents made the following statements. 

“[Through cross-referencing of the fraud data of business units] and because fraud 

incidents have happened over time, we have been able to put controls over fraud 

detected in the past. [These involved] isolated cases and internal incidences involving 

staff (i.e., internal fraud).” (Res.22 – E-commerce executive/Senior analyst) 

Results indicate that the big data-driven practice of cross-referencing fraud profiles across e-retail 

BUs gives e-retailers the capability to improve big data-facilitated standardisation of fraud 

prevention processes across the firm. According to participants, one fraud prevention approach 

cannot apply to every business unit, hence, e-retail firms should leverage this big data-facilitated 

practice to create fraud triggers that check for fraud across business units which can provide better 

proactive fraud management in e-retail firms, rather than reactive ones. This finding can be seen 

in the following comments from participants. 

“E-commerce businesses have different models, I cannot say that one approach will 

apply to every business unit, but they must develop a [big data facilitated] pattern or 

process of detecting fraud across all the business key functional areas.  

This will create easier identification of fraud patterns as it connects the dots so retail 

businesses are not reactive but proactive in fraud management. Every business unit 

should have a fraud trigger that checks other business units as this improves 

standardisation.  

In most businesses, fraud prevention is more reactive than proactive. The risk 

management approach that most e-commerce businesses use towards fraud 

management should be developed into more [big data insight-centric] standardised 

processes or they should operationalise rather than using generic risk analysis. It has 

to further be operationalised across the business.” (Res.32 – Process and Technology 

Team Lead) 

Despite the advantages of the big data-driven practice of cross-referencing fraud profiles across e-

retail business units, few participants suggest that leveraging big data resources and capabilities to 

analyse fraud across various business units should be based on business needs. This is because 

what might be beneficial to a particular business unit might be less beneficial to another. According 

to the respondents, this poses a managerial problem or dilemma for e-retail managers on how to 
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develop a standardised fraud prevention measure to cater to the requirements of each business unit. 

This study finds that having clear protocols and operations can help to resolve the problem. 

“[Leveraging] big data to analyse fraud across different business units will give 

different views. For instance, if one merchant sells goods and the other sells services. 

The kind of fraud data we can get from the one selling service is different from the one 

selling goods.” (Res.4 – E-commerce Manager) 

Therefore, “there is a limitation/difficulty to the implementation of this due to the 

idiosyncrasies of business units and application of big data strategies. However, this 

measure will make an effective application in units with clear protocols and 

operations.” (Res.17 – Transaction Monitoring & Fraud Analyst) 

Findings further reveal that the practice of cross-examining fraud data across different business 

units is not utilised in some e-retail firms for a variety of reasons. First, there is a perception that 

fraud only occurs in the e-payment unit and not anywhere else.  The evidence suggests that the 

perception is that e-retail firms have only one unit which is the e-platform or channel e.g., an e-

retail firm’s website or payment portal. Therefore, managers supporting this perception argue that 

there is no other relevant business unit to cross-reference data with. This can be illustrated by the 

following statements from a Chief Risk & Data Officer and a Chief Technology Officer and Co-

founder of a large e-retail firm. 

“Fraud only occurs in payment transactions not anywhere else.” (Res.6 - Chief Risk 

& Data Officer Manager) 

“[Cross-referencing of fraud data across business units] is a great idea as it would 

provide better fraud mitigation processes, [but] we have only one unit [our e-retail 

website], so this does not apply to us.” (Res.30 - Chief Technology Officer and Co-

founder) 

Second, findings show that although most e-retailers develop and implement big data-driven cross-

referencing capabilities, these capabilities are used for other business purposes rather than for fraud 

prevention.  

“[We cross-reference big data] in other areas not fraud-related. Each department has 

specific dashboards built for KPIs that we are tracking, but we do not use our big data 

to check or prevent fraud in my company.” (Res.27 - Data Analyst) 
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6.4. Factors Affecting Big data-enabled Transformation Practices in E-retail 

Findings in this section address the RO3 and RQ3 of this study by presenting the factors affecting 

big data-enabled transformation practices in e-retail (see Table 6.1). These factors are shown as 

dotted lines in the first order and second aggregate theoretical dimension as illustrated in Figure 

6.1. Further probing of participants reveals factors that affect the transformation of big data-

enabled fraud prevention capabilities into data-driven fraud prevention practices in e-retail. 

It is important to present these factors as they are necessary for discussing the theoretical and 

practical implications of the study findings. Findings reveal that there are four main factors 

affecting data-driven transformation practices in e-retail fraud prevention. These are, (1) data-

driven knowledge sharing and collaboration issues, (2) data-driven e-retail fraud management 

constraints e.g., scarce resources and regulatory issues, (3) geographical differences in data-driven 

fraud management in e-retail and (4), and the type of data-driven e-retail fraud management system 

e.g., centralised vs. decentralised vs. hybrid systems. Findings on these factors are discussed as 

follows. 

6.4.1. Data-driven knowledge sharing and collaboration issues/constraints 

Findings show that big data facilitated fraud prevention knowledge sharing and collaboration 

practices are important in e-retail since e-retailers have shared interests and business 

models/networks. Respondents revealed that the practice of cross-sharing big data-driven fraud 

prevention insights can be beneficial to e-retail firms because digital fraud does not only target one 

e-retail firm but others as well. Therefore, e-retailers should share data-driven insights and 

collaborate to tailor and transform their fraud practices so they can alert each other on trends of 

digital fraud in e-retail and share insights on how to contain them individually and collectively.  

“[Big data facilitated knowledge sharing and] collaboration is important because 

preventing cyber-fraud is difficult for a single e-retail organisation to curtail 

fraudulent activities since fraud occurs in diverse methods or ways. Collaboration 

between retail organisations or online service providers is important so they can alert 

each other, and share ideas on trends or patterns of attack vectors on their systems or 

websites to put preventive measures in place to forestall fraud occurrences. 

No retail organisation can be an island of itself in the global world so the experiences 

of others or insights from them would help in preventing or providing a robust system 
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architecture to prevent such fraud from occurring on their systems. A collaboration on 

a shared network is important.” (Res.25 – Cybercrime Policy Analyst) 

“For fraud purposes, it is important to share insights because if perpetrators of fraud 

unsuccessfully target an e-retail business, they simply move to the next one. It would 

be nice for data or knowledge sharing to exist.” (Res.32 – Process and Technology 

Team Lead) 

Despite the need for big data-facilitated knowledge sharing and collaboration in e-retail, findings 

from a majority of respondents (26 participants, equivalent to 81% of the whole sample) suggest 

that e-retail firms fail to share data-driven knowledge and collaborate with other e-retailers on 

fraud prevention.  

“We do not [share knowledge or] collaborate with other e-retail organisations. Instead 

of collaborating with them, we covertly monitor/observe them to know their methods 

of operation, see what they are doing and improve on our operations to maintain our 

competitiveness and value to clients.” (Res.29 - Client Service Associate) 

“Collaboration is only between business units within the organisation” (Res.24 - Data 

Analyst) 

Although a small number of respondents (10 participants, equivalent to 31% of the whole sample) 

reported that their firms participate in knowledge sharing and collaborative practice, they admitted 

that their firms only do it with service providers such as e-payment facilitators, or with other e-

retailers solely for selling products on their marketplaces. 

“[Data-driven knowledge sharing and collaboration] is not with other e-retail 

organisations, but only with online service providers like payment merchants.”  

(Res.20 – Software Developer) 

“[Data-driven knowledge sharing and collaboration] is only with online service 

providers. We do not collaborate with other e-commerce organisations.” (Res.19 - 

Business Data Analyst) 

As such, the evidence suggests that big data-facilitated knowledge-sharing and collaboration 

practice is not a predominant fraud prevention strategy or practice across the e-retail sector. 

Findings indicate that e-retailers face constraints with data-driven knowledge sharing and 

collaboration for some reasons, such as; (1) competition and customer poaching/retention 

concerns/issues, (2) regulatory constraints, (3) confidentiality and data control issues, and (4) no 

creation of new knowledge limitation. These reasons are discussed as follows.  
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a. Competition and customer poaching/retention concerns/issues 

Findings suggest that a major constraint to the big data-facilitated practice of knowledge sharing 

and collaboration on fraud-related matters in e-retail is because e-retail firms perceive that such 

practices can make them vulnerable to competitors and lead to a loss of market share.  

“We see each other as competitors and there is a possibility that we might be giving 

out our best ideas and knowledge which is not healthy or safe and might bring a conflict 

of interest which is not good for any business.” (Res.19 – Business Data Analyst) 

“The main limitation to this is the issue of trust and because of competition, there is a 

lot of business espionage happening between e-commerce businesses.” (Res.28 – 

Operations Control Analyst) 

“It is not going to be good for businesses. It is a competitive market so it might make 

[us] feel vulnerable to other merchants. [We] would not want to leak [our] strategies 

to others.” (Res.4 – Fraud Analyst). 

“Unhealthy competition may be a limitation. If all e-commerce organisations see one 

another as collaborators rather than competitors, they would work well.” (Res.18 – 

Regional Manager) 

This means that such collaborative efforts can be counter-intuitive and increase the likelihood of 

customer poaching. These assertions can be illustrated by the following statements from 

respondents. 

“There will be a problem of poaching of customers by competitors. Competitors may 

see your data, come up with something they know you cannot offer, give it to your 

customers, and your customers will leave it to them.” (Res.9 – Ag. Head Data 

Engineering) 

“Collaborating with other retailers can affect customer retention because when you 

share [data-driven] information networks with other e-retail platforms, you might not 

be able to retain a whole lot of customers because of loopholes that can emerge 

between you and the other e-retail platforms.” (Res.5 – Business Development Analyst) 

b. Regulatory, confidentiality, proprietary, and data control constraints 

Findings also suggest that regulatory constraints limit big data-facilitated knowledge sharing and 

collaboration on fraud prevention in e-retail. Respondents noted that it is difficult for e-retailers to 

implement this practice due to inadequate clarity on what data can or cannot be shared to comply 

with data privacy regulations and avoid being penalised. Findings suggest that data sharing and 
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collaboration are only encouraged in specific circumstances such as in a national emergency or to 

aid investigations. This finding can be illustrated by the following statements from respondents. 

“Before data regulations like the GDPR, it was okay to share information, but now it 

is not. It is more difficult to share data currently.” (Res.11 – E-commerce Manager) 

“Because our data is very private, we cannot share data across [with other e-retailers] 

because of GDPR issues. But there are times it has to happen, but this does not happen 

frequently, e.g., an exception would be when it has to do with national security, 

auditing, or customer investigation.” (Res.12 – Data Engineer) 

“Information is very private and regulated. So, it could lead to data breaches.”(Res.10 

– Fraud Intelligence Manager) 

This study also finds that confidentiality, proprietary, and data control issues also limit big data-

driven fraud-related knowledge sharing and collaboration in e-retail. Findings suggest that e-retail 

firms are unsure of what other firms will do with the shared data. For instance, respondents noted 

that shared data can lead to loss of data control, thus, can expose collaborating parties to intentional 

or unintentional data breaches/vulnerabilities which are expensive to repair and can cause damage 

to an organisation’s reputation.  

“Collaboration involves information sharing and the problem arises from not knowing 

what the other parties would do with your data. Even with good intentions, data 

leakages/breaches can occur. I do not think there should be any collaboration because 

of the issue of confidentiality. Collaboration can come with potential damage as if the 

information shared with other parties gets out into the public domain, it can hurt an 

organisation’s reputation.” (Res.2 – Senior Manager, Fraud Risk Management) 

“Fraud could spread through those shared networks. For instance, Party A could be 

well-secured and Party B, not well-secured, malicious activities could be perpetuated 

on and flow from the latter to penetrate the former. As there is no guarantee that all 

ends are secure, we do not engage in this and keep our networks closed.” (Res.13 – 

Product Manager) 

In the same vein, findings suggest that proprietary big data-enabled processes and information situ 

in e-retail firms exacerbate confidentiality and data control constraints to knowledge-sharing and 

collaboration efforts as they can affect the value, rareness, and imitability of information and data-

driven processes of e-retail firms. 

“If each party is going to be exposed to the [data sharing or collaborating] platform, 

you have to control what they have access to.” (Res.9 – Ag. Head Data Engineering) 
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“[We do not partake in fraud knowledge sharing or collaboration because] our 

information and processes are all proprietaries.” (Res.6 – Chief Risk & Data Officer) 

c. No new knowledge limitation 

Lastly, findings suggest that there is a perception amongst respondents that no new knowledge or 

value is derived from big data-facilitated knowledge-sharing and collaborative practices between 

e-retail firms when compared with results from internal fraud prevention collaboration within the 

firms. This can reduce the motivation for e-retail firms to participate in external knowledge-sharing 

and collaboration on fraud prevention. Additionally, respondents suggest that participating in 

external collaboration can lead to blanket strategies that are incompatible with individual e-retail 

firms’ goals. 

“The value we were getting from such [knowledge-sharing and] collaboration practice 

is not much. Sharing data with [other e-retail] organisations is not that much impactful 

compared to the results we can get from engineering our features ourselves with 

contextual data.” (Res.14 - Director of product, Fraud prevention) 

“[Knowledge-sharing and collaboration efforts between us and other e-retailers] 

could lead to blanket strategies that could affect our organisations’ goals” (Res.20 – 

Chief Technical Officer and Software Developer) 

6.4.2. Data-driven fraud management constraints 

Apart from knowledge sharing and collaboration issues, this study finds that the development and 

implementation of big data-facilitated fraud prevention practices in e-retail can be constrained by 

some management factors. These constraining factors include (1) scarce resources, outsourcing, 

and company size issues, (2) regulatory issues, and (3) partner expectations and other business 

issues. These constraints are discussed as follows.  

a. Scarce resources, outsourcing, and company-size issues 

The data suggest that the main constraint to the transformation of big data resources and 

capabilities into fraud prevention practices in e-retail is attributed to scarce resources and 

outsourcing issues. This constraint adversely affects the development, integration, and 

implementation of data-driven fraud prevention practices in e-retail firms.  
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“Our [data-driven fraud prevention practice] is still underdeveloped as we are 

outsourcing most processes to facilitating partners.” (Res.15 – Head of Information 

Technology Operations) 

“Proactive use of [big data-driven fraud practices] takes time and more resources. 

Unless the fraud is being perpetuated and is large, we would not invest time or 

resources. This is not ideal, but it is the reality. We recently had a case of this 

happening.” (Res.28 – Operations Control Analyst) 

Nonetheless, the perception from respondents is that e-retailers who outsource the transformation 

of big data resources and capabilities into fraud prevention practices show less direct responsibility 

for protecting the data they own. Instead, findings suggest that e-retailers doing so solely rely on 

strategic partners to be responsible for data protection and fraud management. 

“We are not managing [data-driven fraud practice routines] on-premises as we are 

using [a strategic partner] who we have trusted to hold our e-commerce 

infrastructure.” (Res.20 – Software Developer) 

“We have [collaboration] with strategic partners and they have assured us of that level 

of security that that aspect of the business will not be breached.” (Res.3 – Product 

Manager) 

E-retailers who outsource the transformation of big data resources and capabilities into fraud 

prevention practices rely on strategic partners for fraud prevention management using contracts 

such as Service Level Agreements (SLAs) and Organisational Level Agreements (OLAs). These 

findings can be illustrated by the following statements from respondents. 

“[We make] them aligned with our Service Level Agreements (SLAs) and 

Organisational Level Agreements (OLAs) and manage pay-outs with these 

organisations. We escalate tickets of issues to them and they are expected to reply to 

us within the agreed timeframe” (Res.7 – Fraud Analyst) 

The data analysis indicates that e-retailers see outsourcing as a cost-effective measure because 

according to the respondents, big data-facilitated practices for e-retail fraud prevention require 

significant investment. 

“[Outsourcing] is cost-effective for us because if we have to do everything ourselves, 

it is going to be too expensive.” (Res.3 – Product Manager) 

“[Data-driven fraud prevention processes] require huge investments in resources 

which are limited in our organisation.” (Res.17 – Transaction Monitoring & Fraud 

Analyst) 
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A C-level respondent noted that although e-retail firms would prefer to carry out big data-driven 

fraud prevention practices themselves, their implementation is limited as they are constrained by 

scarce resources. 

We have limited resources to work on [data-driven fraud prevention practices] so, our 

predictive processes are not automated. What is restricting us now in the future 

engineering phase is engaging resources to get properly updated and accurate data. If 

this were solved, for sure, we would invest more in future trends capability in our 

organisation.” (Res.14 - Director of Product, Fraud Prevention) 

Big data-facilitated fraud prevention practices in e-retail are also affected by the size of an e-retail 

firm. Findings suggest that the size of an e-retail firm affects the way resources are allocated to the 

development and implementation of big data-driven fraud prevention practices. Results show that 

smaller e-retailers would not consider allocating resources to the development of big data-driven 

fraud prevention practices because of resource constraints. The evidence also shows that the 

smaller the e-retailer, the more they outsource and rely on strategic partners for big data-facilitated 

fraud prevention management. 

“It depends on the size of the organisation. For smaller ones, this would not be 

effective. But for bigger retailers; as the organisation and e-commerce orders grow 

and more traffic comes in, then it will be effective to [not to outsource data-driven 

fraud prevention practices] since there are so many things that are happening at the 

same time.” (Res.20 - Software Developer) 

“It depends on the nature of business operations an e-retail organisation is involved 

in. Smaller organisations would not consider [data-driven fraud prevention practices] 

as they do not have the tools to manage big data in the first place. If large, then this 

would be important because the organisation would have implemented big data 

strategies across the board and would automatically take this into account.” (Res.2 - 

Senior Manager, Fraud Risk Management) 

The data suggest that small e-retailers are mainly focused on the e-retail platform which they 

consider the core unit of the firm without paying as much attention to other associated business 

units which fraud could emanate from.  

We have one core point of user activity which is our e-commerce website, a central 

focus on the core is more relevant for fraud prevention. So, we focus on just our e-

commerce platform – our website. Preventive measures to spot and tackle customer 

and payment fraud are undertaken using a third party. It is expected that the third 

parties conduct these analyses that we do not currently undertake before approving 

processes and passing them to us. Considering the level of fraud acts that could attack 
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us, we assume our strategic partners are doing well in this regard” (Res.13 - Product 

Manager, Software Quality Assurance Analyst/Business Analyst) 

The perception from the respondents denotes that big data-driven fraud prevention practices are 

more beneficial to large e-retailers and would constitute a waste of resources for smaller ones.  

“[Having data-driven fraud prevention practices] is only beneficial for big [e-retail] 

businesses, but for small businesses, it will be a waste of resources. I think this is 

because fraud issues are more prominent in big organisations, but in small retail 

businesses, this is not much of an issue.” (Res.23 – Logistics Coordinator, E-

commerce) 

In addition, company size constraints limit the extent to which e-retail firms utilise big data-

facilitated insights to improve fraud prevention management practices. A respondent noted that 

although their organisation experience fraud incidents, they have been unable to use big data-

facilitated insights to enhance their fraud prevention decisions. Respondents highlighted that if this 

constraint did not exist, they would develop and implement big data-driven fraud practices 

internally, rather than outsource them. 

“[Our data-driven fraud prevention practices are] limited because as an e-retail 

organisation who is outsourcing [fraud prevention processes/practices], our goals are 

different. However, if otherwise was the case, then this limitation would not exist as the 

onus will be on us to utilise [data-driven fraud practices] for decision-making 

enhancement. Although we experience customer fraud, we have not yet developed this 

capability.” (Res.13 - Product Manager, Software Quality Assurance Analyst/Business 

Analyst) 

b. Regulatory issues 

Regulatory issues also impede the development of big data-facilitated fraud prevention practices 

in e-retail.  

“We do not do much [data-driven fraud prevention practices] because of the dynamics 

we face which are the regulations and requirements we follow. We cannot just 

introduce things based on what we feel is the best practice. We have regulators that 

want us to comply with local laws.” (Res.17 – Transaction Monitoring & Fraud 

Analyst) 

Findings show that e-retailers increase fraud reporting steps because of increasing data regulations 

which they need to comply with.  
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“[Our fraud reporting steps] have increased because of regulators. This increase was 

mostly steered by GDPR in Europe and a push for complying with it.” (Res.14 - 

Director of Product - Fraud Prevention) 

Nonetheless, the evidence indicates that increasing fraud reporting steps affect fraud prevention 

practices in an e-retail firm as it can make such practices less linear, difficult to follow and 

expensive. In the same vein, it can complicate fraud reporting systems or procedures for users 

which can impede fast action when fraudulent activities occur.  

“[Decreasing data-driven fraud reporting processes] ensures fast fraud reporting 

systems or procedures.” (Res.32 – Process and Technology Team Lead), because “due 

to the way fraud trends occur, the ease of accessibility to funds and purchases have 

made fraudulent people smarter. Therefore, we allow users to be able to act fast.” 

(Res.17 – Transaction Monitoring & Fraud Analyst) 

c. Partner expectations, and other business issues 

Findings suggest that partner expectations can impede the transformation of big data resources and 

capabilities into fraud prevention practices in e-retail. This occurs when business partners make e-

retailers adopt certain business practices that go against set data-driven fraud prevention practices 

if those fraud prevention practices affect profit maximisation. That is, the evidence reveals that 

business partners can accept fraud prevention actions in areas where revenue is not massively 

affected. For instance, a respondent said the following. 

“Our merchants are business-minded people. Sometimes we tell them about a certain 

malicious activity going on and they tell us that if we stop it, it will make them lose 

money which they do not want. So, we should not take any action.” (Res.4 – Fraud 

Analyst)  

Additionally, results indicate that big data-facilitated practices are seldom deployed for fraud 

prevention in e-retail, rather they are deployed to meet other business needs e.g., for product 

development and/or improvement. The evidence suggests that there is a difference/gap between 

what e-retailers perceive as relevant to business operations and the realities of digital fraud.  

“Data helps us to identify what we can do to provide better services or products. We 

do not use this for fraud prevention, but we use big data for different things. For 

instance, we use it to analyse customers' data, produce new products or improve 

existing products to match customers’ needs. This way, we can provide our customers 

with what they want.” (Res.11 – E-commerce Manager) 
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6.4.3. Geographical differences in data-driven e-retail fraud management 

This study finds that differences in the way big data-driven e-retail fraud management is 

developed, implemented, and regulated across geopolitical zones are a crucial factor that affects 

the transformation of big data resources and capabilities into fraud prevention practices in e-retail. 

The challenges caused by geographical differences that affect big data-enabled fraud prevention 

practices in e-retail are summarised in Table 6.6 and discussed after the table. 

Table 6.6: Challenges caused by geographical differences that affect big data-enabled fraud 

prevention practices in e-retail 

Issue Reason 

Geographical differences affect the 

transformation of big data-enabled 

capabilities into data-driven e-retail fraud 

prevention practices. 

• There is no standardized model of big data-driven 

fraud prevention practices in e-retail which could 

serve as a benchmark for e-retail business 

operations. 

 

• Dissimilarities between big data-driven practices 

across regions/countries can cause difficulties for 

e-retailers trying to adopt or adapt them. 

 

• There is a precedence of domestic laws over 

global laws, thus, affecting the potential 

uniformity of big data-driven fraud prevention 

practices in e-retail. 

 

E-retail business operations are borderless. Findings show that because there is no standardized 

model of big data-driven fraud prevention practices in e-retail which could serve as a benchmark 

for e-retail business operations, there are dissimilarities between data-driven practices across 

regions/countries that can cause difficulties for e-retailers trying to adopt or adapt them. 

“[Having a standardized fraud prevention practice] could be beneficial but the varying 

data regulations could make this difficult and these regulations are a part of the 

requirements to pass an audit of operations.” (Res.30 – Chief Technology Officer and 

Co-founder) 

As seen in the comment above, findings suggest that having standardised big data facilitated fraud 

prevention practice in the e-retail industry would be beneficial to e-retailers whose operations span 

across borders and are not tied to particular locations. However, varying data regulations across 
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geographical regions makes this difficult to accomplish because there is a precedence of domestic 

laws over global laws, thus, affecting the potential uniformity of big data-driven fraud prevention 

practices in e-retail. 

“Domestic laws take precedent over global laws when operating in [different regions] 

– so meeting the minimum requirements of local regulations before adopting global 

standards is important. There is an obligation for you to comply with local regulations 

as a minimum standard.” (Res.25 – Cybercrime Policy Analyst) 

This study finds that as e-retail operations are cross-border by nature, the problem caused by 

geographical differences in big data-driven fraud prevention practices and the differences in the 

regulatory requirements governing those practices can worsen the threat of digital fraud in e-retail. 

This can occur when one region has extensive data protection laws when compared with others.  

“GDPR is not extensively implemented [everywhere] but we try to abide by it because 

the type of organisations we partner or collaborate with are international.” (Res.9 – 

Ag. Head Data Engineering) 

6.4.4. The type of fraud management system 

This study finds that the type of fraud management system in place in an e-retail firm can affect 

how they develop and implement big data-driven fraud prevention practices. Findings suggest that 

three types of fraud management systems affect fraud prevention practices in e-retail: centralised, 

decentralised, and hybrid fraud management systems. The following sections discuss how they 

affect data-driven fraud prevention practices in e-retail. 

a. Centralised data-driven fraud management system 

Evidence from a number of respondents (15 participants, equivalent to 47% of the whole sample) 

suggests that a centralised big data-facilitated fraud managerial system is common across the e-

retail sector. A centralised system affects big data-driven fraud management practices in e-retail 

as it makes fraud controls and the costs associated with the development and maintenance of fraud 

controls more linear since a single fraud team is responsible for managing fraud within the entire 

organisation.  
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“A centralised [fraud management] approach is better [for data-driven fraud 

prevention management] to avoid working in silos. In a centralised system, everybody 

works towards a singular objective to ensure optimisation, i.e., optimising profits while 

simultaneously minimising costs.” (Res.9 – Ag. Head Data Engineering) 

“A centralised system [for data-driven fraud prevention management] would be better 

because [it provides] a single, bird-eye view, or enterprise wide-view of where fraud 

issues may be.” (Res.2 - Senior Fraud Risk Manager) 

Results also suggest that a centralised fraud management system can present better and more 

comprehensive fraud monitoring especially when proactive or reactive fraud decisions are being 

made. This is because fraud decisions in a centralised system are from top-to-bottom, where 

decisions are made at the top and then relayed to the bottom for implementation. 

“A centralised [fraud management] system is better. This way, seeing what is 

happening in different units at the same time enables you to monitor what is going on 

and take proactive actions. This presents holistic monitoring – when to act and what 

to be done.” (25 – Cybercrime Policy Analyst) 

“A top-bottom approach is adopted in our organisation whereby the C-level executives 

look at the data reports, could bring in auditors, and make decisions based on them.” 

(Res.15 – Head of Information Technology Operations) 

Nonetheless, findings suggest that a centralised big data-facilitated fraud management system can 

adversely affect big data-facilitated fraud practices in e-retail because it can lead to biases due to 

its difficulty in adapting to the different fraud threats/issues faced by individual business units. 

Respondents noted that this can limit comparative fraud analysis processes in e-retail firms and 

the development and implementation of big data-driven fraud prevention practices specific to the 

needs of individual business units. These arguments can be illustrated with the following statement 

from a respondent. 

“Biases from the central system affect the different operations of the verticals and [do 

not] improve comparative analysis. It is difficult to adapt to individual units’ issues or 

problems in a centralised system as each one has their fraud prevention tool-kits 

specific to their needs.” (Res.31 – Compliance Operations Specialist, E-payment) 

b. Decentralised data-driven fraud management system 

Respondents suggest that a decentralised fraud management system affects the development and 

implementation of big data-facilitated fraud prevention practices in e-retail in several ways. 

Adopting a decentralised fraud management system can misrepresent the degree of fraud faced by 
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an e-retailer as management can wrongly assume that fraud incidents occurring in one area of the 

firm may not affect other areas.  

In a decentralised [fraud prevention] system, some fraud events may happen in one 

place that may not happen in other areas. And you might be thinking that what happens 

in this place does not affect other areas, which may not present the total picture. This 

presents real-time fraud management issues.” (Res.25 – Cybercrime Policy Analyst) 

A decentralised big data facilitated fraud managerial system can also lead to an unhealthy rivalry 

between employees and can maximise in-house miscommunication, disputes or disagreements as, 

unlike a centralised system, it does not provide a ‘single source of truth’. 

[Decentralised fraud management leads to unhealthy rivalry and does not encourage] 

a ‘single source of truth’ system to minimum in-house miscommunication or fighting” 

(Res.32 – Process and Technology Team Lead) 

Furthermore, findings suggest that a decentralised fraud management system can encourage 

employees to work in silos, thereby fostering a detachment of big data-facilitated fraud prevention 

practices in e-retail firms. These findings can be illustrated with the following comments. 

“A centralised approach is better to avoid working in silos. In a centralised system, 

everybody works towards a singular objective to ensure optimization.” (Res.9 – Ag. 

Head Data Engineering) 

c. Hybrid fraud management system 

A number of respondents (10 participants, equivalent to 31% of the whole sample) suggest that a 

hybrid big data-driven fraud management system is commonly used by e-retail firms as a balance 

between centralised and decentralised systems. Respondents suggest that a hybrid fraud 

managerial system can affect big data-facilitated fraud practices as it fosters both vertical and 

horizontal communication in e-retail firms which helps in developing and implementing proactive 

fraud controls.  

“We use a mixture of bottom-up and top-down [fraud management] systems. We 

encourage employees to talk about things that concern them, and they are listened to, 

and we build on those inputs.” (Res.8 – Senior Risk/Fraud Analyst) 
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The data indicated that a hybrid big data facilitated fraud management system enhances the deep-

dive and tracing competence of e-retailers in response to fraud threats, aids the learning and 

discovery phase of data-driven capabilities, and promotes synergy across e-retail firms. 

“[A hybrid fraud management system is better]. It is flat from the central and vertical 

for deep dives. For instance, if an event is flagged from the central team at our 

headquarters, there are teams in the local countries that carry out further deep-dive 

on the threat and then they can show the management where the fraud or lapses are 

coming from.” (Res.26 – Business Intelligence Analyst) 

Findings show that a major advantage of the hybrid fraud management system to big data-

facilitated fraud prevention practices is that it can help e-retailers to better identify the nucleus of 

attacks.  

“[Through the use of hybrid fraud managerial system], it is easy for us to identify an 

exact area or the nucleus of attack within that region.” (Res.24 – Data Analyst) 

However, the advantage hybrid fraud management system offers can suffer from an asymmetric 

flow of information that can occur in an e-retail firm due to human error, and poor or omitted 

communication on the management chain. These findings can be shown in the following 

comments from respondents. 

“[In the use of hybrid fraud managerial system], however, occasionally there is an 

asymmetric flow of information from through the information-sharing chain where a 

loss in information occurs e.g., an individual may forget to send a report or review a 

report.” (Res.24 – Data Analyst) 

A summary of the main arguments of a central, decentralised, and hybrid big data-facilitated fraud 

management system in e-retail is presented in Table 6.7. 
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Table 6.7: A summary of how the type of fraud management system adopted can affect big 

data-facilitated fraud prevention in e-retail 

• A centralised system makes fraud controls and development costs associated more linear since 

a single fraud team is responsible for the entire organisation. 

 

• A centralised fraud management system can present better and more comprehensive fraud 

monitoring. 

 

• A decentralised fraud managerial system can lead to an unhealthy rivalry between employees 

and can maximise in-house miscommunication, disputes, or disagreements as there is no 

‘single source of truth’. 

 

• A decentralised system can enable employees to work in silos, thereby fostering a detachment 

of fraud prevention practices in e-retail firms. 

 

• A hybrid fraud managerial system fosters both vertical and horizontal communication which 

helps in developing and implementing proactive fraud controls. 

 

• A hybrid fraud managerial system promotes synergy across e-retail firms and can help e-

retailers to better identify the nucleus of attacks 
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6.5. Discussion of findings and their relation to prior research  

This chapter critically evaluates how big data facilitates fraud prevention practices in e-retail. 

Evaluating the ‘Explanatory variables’ and ‘Big data-enabled transformation practices’ elements 

of the integrated big data-enabled e-retail fraud prevention (IBDEFP) model in this chapter reveals 

some findings that are well-documented in the literature as shown in Figure 6.2.  

Figure 6.2: Summarising and linking findings reported in Chapter 6 to the IBDEFP model 

 

The findings presented in this chapter shows that e-retailers’ big data analytical capabilities 

(BDAC) are derived from big data resources. Existing studies argue that firms cannot develop 

BDAC without big data resources, i.e., if they do not collect, store, and process big data (Wang, et 

al. 2018). This study found that e-retail firms collect big data from e-retail websites or platforms, 
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e.g., users' data on e-channels, Point-of-Sale (PoS systems), e.g., payment card details, and supply 

chain network or third parties, e.g., e-payment facilitators. Cvetkovic (2022) mentioned that these 

data sources make up the big data resource in e-retail. 

Developing BDAC involves an integrated array of aggregation, analytics, and interpretation 

procedures that allows for the transformation of data into management decisions or actions that 

are evidence-based and informed (Jagadish, et al., 2014; Cao, et al., 2015). The sub-elements of 

the IBDEFP model (see Appendix 1b) argue that: (1) Data aggregation: evaluates how diverse data 

are collected from multiple sources by e-retailers and how they are transformed into readable and 

analysable formats (Ward, et al., 2014); (2) Data analysis: evaluates how data is transformed into 

meaningful information to support evidence-based decisions and actions in e-retail firms (Wang, 

et al. 2018); (3) Data interpretation: evaluates how outputs are generated from analysed data in e-

retail firms, such as real-time fraud monitoring, visualised reports, and other meaningful 

organisational insights (Wang & Byrd, 2017). 

Thus, the findings of this study reveal that e-retailers derive BDAC for fraud prevention from big 

data resources by (1) analysing big data resources to cross-examine historical and current fraud 

patterns to predict future trends; and (2), using patterns in the data to determine the timeframe for 

fraud analysis and incident reporting. Existing literature finds that utilising big data-enabled 

capabilities to compare current and historical data help firms control anomalies in their big data-

enabled infrastructure that were previously impossible or difficult to discover (Srinivasan & 

Arunasalam, 2013). In the same vein, management decisions on just-in-time fraud analytic 

capabilities can vary depending on the patterns discovered from the data (Jaques, 2021). This way, 

informed management decisions can be implemented regarding the timeframe required for fraud 

analysis and incident reporting, for instance, whether a real-time, near real-time or period fraud 

analysis.  

Findings reveal that the amount of time it takes for an e-retail firm to respond to a fraud breach is 

critical in reducing any possible negative impact. Studies find that generating big data-enabled 

summaries in real-time or near real-time enhances evidence-based management decisions (Wang, 

et al., 2018). In addition, the data visibility enabled by big data resources enables the development 
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of agile big data-facilitated fraud prevention capabilities in e-retail firms as management can 

achieve iteration where required based on the fraud patterns they observe (Ioshiura, 2022).  

Findings reveal that big data fraud prevention capabilities are transformed into fraud prevention 

practices in e-retail. Big data-enabled transformation practices represent the second stage of the 

IBDEFP model. The IBDEFP model defines BD-enabled transformation practices as progressive 

changes that start “with operational improvement and internal integration through IT 

functionalities and then through a set of business redesign activities to transform IT capabilities 

into a competitive advantage and financial performance” (Venkatraman 1994; Lucas, et al. 2013; 

Wang, et al. 2018:66). 

To develop these fraud prevention practices, big data-facilitated capabilities and insights are used 

to (1) generate and facilitate the use of fraud incident report summaries in an easy-to-comprehend 

format for decision-making in e-retail. The findings of this study confirm the findings of existing 

literature, i.e., that technical communicators should convert fraud prevention incident summaries 

into understandable language for non-technical practitioners (Holderness et al., 2018; Kooliyankal, 

2022); (2) personalise fraud risk profiles that are customised to individual e-retail business units 

and cross-reference the fraud profiles across the business units to check for correlations and 

patterns. Existing literature argues that big data give firms the ability to discover fraud correlation, 

patterns, and trends across business facilities and units (Cárdenas, et al., 2013; Boinepelli, 2015; 

Bauder, et al., 2018). Studies find that BDAC-facilitated creation of personalised risk profiles and 

management plans tailored to individual business units’ fraud prevention needs enhances the 

decision-support capability of data-driven firms as they provide practice-based evidence from the 

daily operations of the firm to management (Wang, et al., 2018).  

These two ways that big data fraud prevention capabilities are transformed into fraud prevention 

practices are captured in the sub-elements of the IBDEFP model (see Appendix 1b) as Localised 

exploitation (LE), Internal integration (II), and Business scope redefinition (BSR). The concept of 

localised exploitation, “a practice to leverage IT functionality to redesign business operations” 

(Venkatraman 1994:82), helps this study to evaluate how big data analytical capabilities (BDAC) 

are exploited, processed or used meaningfully to enhance e-retail fraud prevention decision-

making e.g., through the derivation of big data-enabled fraud incidents report summaries. 
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Internal integration, “a practice to leverage IT capability to create a seamless organisational 

process – reflecting both technical interconnectivity and organisational interdependence” 

(Venkatraman 1994:82), helps the study to evaluate how processed retail data facilitated by 

BDAC, e.g., fraud report summaries, are presented or communicated to stakeholders to enhance 

fraud prevention decision-making in e-retail firms. On the other hand, Business scope redefinition, 

“a practice that allows organisations to redefine the corporate scope that is enabled and facilitated 

by IT functionality” (Venkatraman 1994:82), helps this study to evaluate the BDAC-facilitated 

personalised care practice of e-retailers towards fraud prevention. This involves evaluating how 

insights from BDAC facilitate the development and customisation of fraud risk profiles and 

management plans for individual e-retail business units.  

This chapter also reports factors that affect the development and implementation of big data-

facilitated fraud prevention practices from big data resources and capabilities in e-retail. These 

factors include knowledge sharing and collaboration issues/constraints, fraud management 

constraints (e.g.,   scarce resources, outsourcing, company size, regulatory, partner expectation and 

other business issues), problems caused by geographical differences, and the type of fraud 

management system adopted by e-retail firms. Some of these factors are well documented in the 

existing literature. For instance, several studies have documented the limited collaboration and 

knowledge sharing on fraud prevention between integrated and connected data-driven businesses 

e.g., e-retailers (Tunnicliffe & Andrew, 2019; Morgan & Clifton, 2020).  

However, as is also found in this study, existing literature posits that data-driven firms should 

collaborate and coordinate relationships even with competitors to meet the rapidly changing 

business requirements and expectations of the data age (Bouncken & Fredrich, 2016). Studies 

argue that collaboration between firms integrates specialised knowledge and increases efficiency 

(Grant & Baden-Fuller, 1995). Knowledge collaboration practice is captured in the sub-elements 

of the IBDEFP model (see Appendix 1b) as Business network redesign (BNR). BNR, is a process 

of “articulating the strategic logic to leverage related participants in the business network to 

provide products and services in the marketplace” (Venkatraman 1994:82). BNR helps this study 

to evaluate big data-facilitated network collaboration and knowledge creation practices of e-retail 

firms towards fraud prevention. The BNR helps the researcher to assess if and/or how big data-
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enabled insights affect/facilitate interfirm fraud prevention collaboration and knowledge creation 

practice in e-retail. 

This study finds that differences in the way big data-driven e-retail fraud management is 

developed, implemented, and regulated across geopolitical zones are a crucial factor that affects 

the transformation of big data resources and capabilities into fraud prevention practices in e-retail. 

Findings show that because there is no standardized model of big data-driven fraud prevention 

practices in e-retail which could serve as a benchmark for e-retail business operations, there are 

dissimilarities between data-driven practices across regions/countries that can cause difficulties 

for e-retailers trying to adopt or adapt them. This finding confirms the argument of existing 

literature: for instance, Hui et al. (2010) posit that geographical differences can affect fraud 

prevention practices in big data-enabled firms and practical and efficient communication and 

collaboration should exist to support the harmonisation of fraud prevention practices in data-driven 

firms. Taking the USA and UK as an example to buttress the complexities of having different big 

data-facilitated fraud prevention practices between interconnected business environments, unlike 

the overarching Cybersecurity Laws and Regulations 2022 covering issues of cybercrime and 

digital fraud in the USA (ICLG, 2022), the UK’s Cyber Security Strategy has a devolved 

regulatory system e.g., the National Cyber Security Centre’s (NCSC) Cyber Assessment 

Framework (CAF) requirements and Cloud Security Principles (CSP) (Gov.UK, 2011), ISO/IEC 

27701:2019 for privacy information management (compliance requirements and guidelines) (ISO, 

2022), Financial Conduct Authority (FCA) operational resilience (FCA, 2021), etc., which can 

make it difficult for firms to understand what frameworks or standards to follow – especially 

multinational e-retail corporations with operations in many economies. 

Lastly, this study finds that the type of fraud management system in place in an e-retail firm can 

affect how they develop and implement big data-driven fraud prevention practices. Findings 

suggest that a hybrid big data-driven fraud management system is commonly used by e-retail firms 

as a balance between centralised and decentralised systems. Existing studies support this finding 

by arguing that a hybrid approach resolves the problem of teams working in silos, and embraces 

collaborative work that drives digital business growth (Struckman, 2022). This is captured in the 

sub-elements of the IBDEFP model (see Appendix 1b) as Business process redesign (BPR). BPR 

is a process of “redesigning the key processes to derive organisational capabilities for competing 



159 

 

in the future as opposed to simply rectifying current weaknesses” (Venkatraman 1994:82). The 

BPR evaluates the retail resource integration practice in e-retail firms. The BPR helps this study 

to evaluate if/how BDAC-facilitated insights affect or influence the type of fraud management 

system (e.g., centralised or decentralised or hybrid) adopted by e-retail firms, and how such 

systems affect the analysis of fraud data across the various e-retail business units to check for 

correlations or patterns. 

Although this study developed and evaluated a novel theoretical integration of the PBV and BCT 

assumptions (i.e., the IBDEFP model) extended to the big data-facilitated e-retail fraud prevention 

context, the sub-elements of the IBDEFP model (see Appendix 1b) have been extensively 

researched in previous studies. As such, their theoretical positions have been refined to help 

managers evaluate how firms can derive benefits from their data-driven systems (Gefen & 

Ragowsky, 2005; Esteves, 2009; Mueller, et al., 2010). Hence, some findings reported in this 

chapter (and as discussed above) confirm what is already in the existing literature.  

Nonetheless, evidence from existing studies suggests that no study was found to critically evaluate 

how big data analytical capabilities (BDAC) are derived from big data resources for e-retail fraud 

prevention. In addition, existing studies do not reveal: (1) how big data fraud prevention 

capabilities are transformed into fraud prevention practices in e-retail; and (2), the critical factors 

affecting big data facilitated fraud prevention practices in e-retail. The findings reported and 

discussed in this chapter reveal these and are, as such, a novel contribution to knowledge and the 

field of e-retail fraud prevention management at a time when e-retail firms are faced with 

increasing digital fraud attacks. 

Furthermore, this chapter reveals a key finding that is less well-documented in the existing 

literature. Findings suggest that there is limited big data-facilitated fraud management in e-retail 

due to scarce resources and outsourcing constraints. This key finding and its implications are 

discussed and related to prior research in Chapter Eight (see section 8.4.2).  
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6.6. Chapter Conclusion 

This chapter critically evaluates how big data facilitates fraud prevention practices in e-retail (refer 

to RO 2 and RQ 2) and the critical factors affecting the transformation of BDAC into fraud 

prevention practices (refer to RO 3 and RQ 3) to proffer theoretical and practical implications of 

a big data-driven approach to e-retail fraud prevention. This chapter focuses on the first and second 

aggregate dimensions of the IBDEFP model (i.e., the explanatory variables and big data-enabled 

transformational practices, see Figure 6.1).  

Some findings presented in this chapter confirm the positions of existing literature which suggests 

their theoretical clarity. The theoretical implications of these findings are presented in section 8.3. 

The following chapter (Chapter 7) focuses on critically evaluating how big data facilitates fraud 

prevention controls in e-retail. 
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7. Chapter Seven: Evaluating how big data facilitates fraud prevention controls in e-retail 

(and the factors affecting the development of big data facilitated fraud controls) 

7.1. Introduction 

Chapter Six discussed the first two aggregate dimensions of the conceptual (IBDEFP) model of 

the study (i.e., the explanatory variables and big data-driven transformational practices). Findings 

presented in Chapter Six showed how e-retail firms obtain big data resources, how they develop 

big data facilitated capabilities from those resources, how they transform big data resources and 

capabilities into fraud prevention practices, and the factors affecting big data facilitated fraud 

prevention practices in e-retail. 

This findings chapter focuses on the last dimension of the IBDEFP model (i.e., the data-driven 

fraud controls). Findings in this chapter report (1) how fraud prevention controls are derived from 

big data resources and capabilities to protect transformed big data facilitated fraud prevention 

practices in e-retail, and (2) the factors affecting the development of big data facilitated fraud 

controls in e-retail (shown as dotted lines in Figure 7.1). Both Findings chapters address Research 

Objectives (RO) 2 and 3 and answer Research Questions (RQ) 2 and 3 accordingly (see Table 6.1). 

The reporting style of this chapter follows that of Chapter Six where findings are presented 

according to the 1st order concepts (see Figure 7.1) and extracts from the data are presented as rich 

quotes to support the findings. 
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Figure 7.1: The aggregate theoretical dimensions, first-order codes and reporting structure 

of this chapter 

 
Deductive codes are presented in solid lines, while inductive codes are in dotted lines. * 

Concepts in solid lines address RO2/RQ2, while those in dotted lines address RO3/RQ3. * 

The three main findings this chapter reveals from the statements of respondents are that there is 

(1) a limited usage of big data-facilitated fraud training and educational programmes in e-retail, 

(2) an improvement in formal prevention management controls facilitated by big data insights in 

e-retail, and (3) dependence on big data-driven technical controls in e-retail fraud prevention. 

These three points are discussed in sections 7.2, 7.3, and 7.4, respectively. 

The critical factors affecting big data-facilitated fraud prevention controls in e-retail are also 

presented in this chapter (see section 7.5). These include the level of balance between security and 

usability requirements in the design of big data-driven networks/systems in e-retail, the level of 

compliance with big data-driven governance policies and the implementation of punitive measures 

to curb fraud control violations. These factors are discussed in section 7.5. 

7.2. Big data facilitated fraud training and educational programmes 

The evidence shows that big data-facilitated fraud training and educational programmes are a part 

of the overall solution to the problem of digital fraud in e-retailing. 

“This is the foundation if organisations want to transform themselves to be data-driven 

– proper educational programmes need to be started. Everyone in the organisation 

[must know] that data is key and move in the direction [of acquiring knowledge to deal 

with data].” (Res.14 – Director of Product, Fraud Prevention) 
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Findings reveal that big data-facilitated fraud training and education are important in e-retail for 

two reasons. First, to enhance employees’ knowledge of digital fraud issues to protect retail data 

from fraud perpetrators. This is because the current practice of data collection in e-retail, its 

composition, complexity and sensitivity have evolved rapidly from earlier traditional practices. 

Therefore, retail staff need training to be aware of the dynamism of retail data, the potential system 

loopholes, and how to deal with them. The respondents said, 

“The bigger the data we have, the more knowledge our employees need to be aware of 

fraud”. (Res.19 – Business Data Analyst) “Because of the sensitivity and composition 

of data we collect, store, and analyse, we regularly undergo training on fraud 

prevention and data protection practice.” (Res.12 – Data Engineer) 

“The composition of data collected has also changed over time, so management needs 

to train staff to be aware and know why that unconventional and dynamic information 

are collected, their sources, and how to deal with them – which they were not used to 

before. [This way, we] will be able to design controls to strengthen resilience against 

fraud and ensure that our system is not vulnerable to potential or motivated fraudulent 

people trying to take advantage of system loopholes.”  (Res.25 – Cybercrime Policy 

Analyst) 

Second, findings suggest that big data has facilitated the evolution of employee roles, as such 

employees need to be trained on how to leverage big data for organisational benefits, for instance, 

the protection of customers and company data.  

“The way we used to collect data has now changed with the coming of big data. Some 

information we thought was not useful or non-essential is now useful. So, staff need to 

be trained on how to utilise that new information and how to leverage them for the 

benefit of their organisations.”  (Res.25 – Cybercrime Policy Analyst) 

This makes the awareness of fraud activities and preventive measures no longer the sole 

prerogatives of technical/IT personnel, data or fraud analysts. Rather, every employee is 

responsible for the protection of customer and company information. Therefore, findings suggest 

that big data-facilitated fraud prevention learning processes can improve the fraud prevention 

competencies and awareness of employees in e-retail firms on how to spot and report digital fraud. 

This argument can be seen in the following statements from respondents. 

“[Data-driven fraud training] creates awareness of fraud activities and prevention 

from every employee in the organisation instead of being the prerogative of just the 

fraud analysts.” (Res.24 – Data Analyst) 
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“It is easier to prevent fraud when every member of the team, new or old, knows what 

to look out for and how to handle them.” (Res.18 – Regional Manager) 

Nevertheless, a key finding of this study, based on a majority of the respondents, is that there is 

either a complete absence of (i.e., non-utilisation) or limited utilisation of big data facilitated fraud 

prevention training and awareness programmes across the e-retail sector. This was the overall 

perception of respondents (28 participants, equivalent to 88% of the whole sample).  

When disaggregated further, the researcher found that a majority of respondents (18 participants, 

equivalent to 56% of the whole sample) suggested that there is limited use of big data-facilitated 

training and awareness programmes in e-retail fraud prevention. This finding is presented in 

section 7.2.1. Likewise, a substantial number of respondents (10 participants, equivalent to 31% 

of the whole sample) reported that their e-retail firms do not utilise big data insights to design their 

fraud prevention training and educational programmes. This finding is also presented in section 

7.2.1. 

Only a small number of respondents (three participants, equivalent to 9% of the whole sample) 

reported that their e-retail firm fully implements organisation-wide data-driven fraud training and 

educational/awareness programmes because of the better fraud prevention strategy it provides. For 

instance, a Client Service Associate (29) said 

“We train our staff based on the requirements and insights we get from our data. 

Training cuts across all staff levels from the top to the bottom. If there is new 

knowledge, information, or development regarding data, we train our staff on the 

required code of conduct to meet those standards. These enable our organisation to 

carry out predictive analyses to ensure that credentials are flagged anywhere and 

prevent fraudsters from accessing our platform.” 

7.2.1. The limited use and/or non-use of big data facilitated fraud training and educational 

programmes in e-retail. 

Findings suggest that when big data-facilitated fraud training and educational programmes are 

used in e-retail, they are often selectively distributed across the firm or not used at all. These 

findings are summarised in Table 7.1 with discussions following after the table. 
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Table 7.1: The distribution of big data facilitated fraud prevention fraud training and 

educational programmes in e-retail 

Limited use:  

Priority is; 

• Role-based; priority on technical/information technology (IT) employees. 

• Staff level based; priority on senior management. 

• Issue-based; priority on current business issues. 

No use: 

• Limited understanding and exploration of how big data capabilities can be used for fraud 

prevention in e-retail. 

• Big data-facilitated training and education is not a generally acceptable fraud control 

strategy across the e-retail sector 

 

As shown in Table 7.1, findings suggest that the priority of big data-facilitated fraud 

training/education in e-retail firms is based on the job role of employees where preference is given 

to technical/information technology (IT) employees because fraud management is perceived to be 

mainly in their role domain. For instance, respondents said, 

“It is role-specific or role-based training. That is, it depends on employee roles or 

assignments. Having it across staff levels would not lead to deeper insights but a 

peripheral or surface understanding.” (Res.25 – Cybercrime Policy Analyst) 

“Training is role-based. IT personnel are prioritized because they are the first point of 

contact with the data and require specialised skillset.” (Res.1 – Operations Manager) 

“Training is role-specific or based. That is, it depends on an employee’s role. For 

instance, it is a priority for the fraud, risk, and data analyst teams in my organisation, 

but not for everyone.” (Res.24 – Data Analyst) 

In the same vein, the respondents reported that the priority of big data-facilitated fraud training is 

also based on the staff level, where senior management is prioritised. For instance, a Senior Analyst 

made the following remark  

“We mostly prioritise top-level management [for fraud training] in my organisation” 

(Res.22 – E-commerce Executive/Senior Analyst). Similarly, a Product Manager said, 

“Priority of [data-driven fraud training] is given to the middle-level for fraud 

training.” (Res.13 – Product Manager) 

The evidence shows that big data-facilitated fraud training and educational programmes are 

prioritized for senior management in e-retail for three reasons: (1) the senior management is 
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perceived as being more susceptible to fraudulent attacks, (2) there is a perception that they need 

to be more security conscious because of their security access clearance, and (3) they are expected 

to pass down knowledge learned to lower-level employees who have limited system access. This 

is illustrated by the following statements from respondents. 

“There might be higher risk exposure to CEOs, so they get heightened security training 

because they are more likely to be targeted.” (Res.10 – Fraud Intelligence Manager) 

“The middle and upper levels [are prioritised for] comprehensive [data-driven] fraud 

training because they are the ones exposed to the company’s data. The lower levels 

[have restricted system access].” (Res.7 – Fraud Analyst) 

“Top/Middle-level staff have to be more security conscious because of the access they 

possess. If you are a lower-level staff with limited system access, there is no point in 

training you yet.” (Res.13 – Product Manager] 

“The idea we have is, once the top & middle levels have been trained, their training 

reflects on the lower level through influence or leadership. This is the top-down style 

of fraud training we use. The top passes the information to the middle, and the middle 

practices their training on the lower level.” (Res.28 – Operations Control Analyst] 

Finally, the respondents reported that the priority of big data-facilitated fraud training and 

education is issue-based, where priority is tailored to address current business issues. A Senior 

Manager – Fraud Risk Management, made the following statement. 

“Prioritisation of [data-driven] fraud training and education should be issue-based. 

[E-retail] organisations should focus on what the current issue is based on interactions 

with employees and visual feedback from other departments in the organisation. Then 

customise training to directly address those issues by training and creating awareness 

of the policies or framework governing those issues and the consequences of not 

applying or obeying the policies.” (Res.2 - Senior Manager, Fraud Risk Management) 

Findings suggest that there are certain reasons why some e-retail firms make no use of big data-

facilitated fraud prevention training and education. First, the data suggest that there is a limited 

understanding and exploration of how big data capabilities can be used for fraud prevention in e-

retail. Respondents attributed this problem to inadequate training and data regulatory compliance 

issues where e-retailers are instead driven by the need to comply with data regulations. The 

researcher also noted that there is a willingness amongst respondents to build big data-driven 

learning processes to harness fraud prevention benefits. This point can be illustrated by the 

following statements from senior e-retail fraud managers. 
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“There is not much training around. We are still in the discovery phase and infancy 

when it comes to the outside of the data team. So, we are a work in progress right now. 

But we have not fully understood or explored the data we have especially for fraud 

prevention, but we are willing to.” (Res.10 – Fraud Intelligence Manager) 

“There is not enough training. This is a major problem here as there is no direct 

correlation with the emergence of big data. It was mostly driven by a compliance 

perspective as people did not get how it could initiate or ignite business opportunities. 

I think our biggest problem is although we can identify and map our data, proper 

training [is inadequate or lacking] in the organisation regarding what data are 

available and how to deal with them. There is a need to develop employees’ capability, 

knowledge, or skills on these. If awareness is not increased, then governance measures 

cannot be actively leveraged.” (Res.14 - Director of Product, Fraud Prevention) 

Second, this study finds that the perception of respondents is that big data-facilitated training and 

education is not a generally acceptable fraud control strategy across the e-retail sector as e-retail 

firms depend on technical or IT personnel for fraud prevention solutions. Findings suggest that 

this is a reason for the limited investment into the development and implementation of data-driven 

fraud education and training in e-retail. This finding can be seen in the following statements from 

senior fraud managers.  

“We do not currently invest in [data-driven fraud education and training] as it is not 

currently acceptable business-wide.” (Res.17 – Senior Transaction Monitoring and 

Fraud Analyst) because “there is a dedicated data team we can reach out to, and they 

will address business needs as required.” (Res.10 – Fraud Intelligence Manager) 

However, findings suggest that the upward trajectory of digital fraud and regulations in e-retail 

will soon lead to increased investment into big data-facilitated fraud training and education, 

thereby potentially making it a widely acceptable fraud prevention strategy in e-retail.  

“…going forward, because of the regulations on data, big data could influence the 

design of fraud controls and increase awareness of data usage in retail organisations. 

Businesses will implement this as a precautionary measure to limit their risk exposures 

making it an acceptable practice.” (Res.17 – Senior Transaction Monitoring and 

Fraud Analyst) 

7.3. The improvement of formal prevention management controls facilitated by big data 

insights in e-retail 

According to findings from a majority of respondents (24 participants, equivalent to 75% of the 

whole sample), big data has improved formal fraud controls in e-retail firms. Results suggest that 
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formal fraud controls such as corporate policies, procedures, standards, and governance in e-retail 

have been improved by big data-facilitated insights for various reasons as summarised in Table 

7.2 and discussed below.  

Table 7.2: How big data facilitated insights influence the improvement of formal fraud 

prevention controls in e-retail 

• Big data-enabled insights are used by e-retailers to improve corporate fraud management 

policies to control the increasingly intrusive or malicious attacks on e-retail systems and to 

enable e-retailers to comply with evolving data and privacy regulations. 

 

• Big data-enabled insights aid e-retailers' understanding of the current meaning of ‘privacy’ 

which has evolved. 

 

• To avoid the repetition of fraud management mistakes, e-retailers use big data-enabled insights 

to facilitate the easy revision or adjustment of corporate policies and procedures to adapt to 

the changing e-retail environment and data requirements. 

 

• Big data-enabled insights are used by e-retail firms to aid formal decisions regarding employee 

recruitment and customer-facing initiatives (e.g., credit-based decisions) that can be 

susceptible to fraud. 

Big data-facilitated formal fraud controls enable e-retailers to comply with the evolving data and 

privacy regulations thereby, improving fraud prevention management by using data insights to 

control the increasingly intrusive or malicious attacks on e-retail systems. This can be captured 

with the following statement from respondents. 

“[Big data] has enhanced policy making in our organisation over time because, from 

it, we see what policies, standards or procedures to develop to help us adhere to the 

dynamic nature of e-commerce fraud and operations.” (Res.28 – Operations Control 

Analyst) 

“Data is needed to develop solid policies and strategies. Big data [helps us] find a lot 

of patterns that help [us] improve on fraud management.” (Res.5 – Business 

Development Analyst) 

Findings also suggest that when e-retailers embrace big data-facilitated formal fraud controls, it 

enables them to understand the current meaning of ‘privacy’ which has evolved. For instance, 

respondents argued that because of changing data regulations, there is a clear distinction between 

those responsible and accountable for security and those responsible for privacy incidents in e-
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retail firms. Therefore, past understanding of ‘privacy’ or traditional formal fraud controls offers 

outdated insights into who is responsible for what.  

“[Big data] helps mostly in governance and procedures [because they are] way more 

structured than it was in the past. There was a split in the equivalence between what 

we called information security in the past and what we are calling right now, which is 

privacy. Privacy is more tilted to the legal side, whereas information security is on the 

technical side. Our governance and procedures did evolve as there is a clear distinction 

between the people that are accountable or responsible for security and privacy 

incidents.” (Res.14 – Director of Product, Fraud Prevention) 

Big data-facilitated formal fraud controls are used in e-retail to avoid the repetition of fraud 

management mistakes by enabling the easy revision or adjustment of corporate policies and 

procedures to adapt to the changing e-retail environment and data requirements. For instance, 

respondents said, 

“[Big data] does influence our formal fraud controls because we cannot keep 

repeating the same mistakes and expect better results.” (Res.21 – Technical Architect) 

“Big data does influence our formal policies on the business. In the sense that we can 

adjust our [fraud prevention] policies to meet the required data standards. We are keen 

on customer and seller satisfaction with our services and the way for us to measure 

and resolve [fraud] issues that might come up is using data – Especially when we see 

that certain actions that the data clearly shows are not working. The only way we can 

have this visibility is through data, therefore, we can create, adjust, or revise our 

policies to suit our business needs.” (Res.26 – Business Intelligence Analyst) 

“The procedures and standards have changed over time in our organisation due to the 

insights we receive when we analyse data. Insights from our data have enabled us 

better to streamline our processes without reducing the quality of services rendered.” 

(Res.20 – Software Developer) 

Finally, results indicate that e-retailers use big data insights to aid formal decisions regarding 

employee recruitment and customer-facing initiatives (e.g., credit-based decisions) that can be 

susceptible to fraud. Respondents noted that recruiting the right personnel is an important formal 

fraud control strategy for e-retailers. For instance, an E-commerce manager (11) and a Fraud 

Intelligence manager (10) said,  

“A few years ago, we did not have any data analysts in the company, but lately, we 

have hired analysts so they can us analyse any data we have regardless of the 

department. With the coming of big data, our management was able to hire people who 

can derive insights from our data. We previously did not consider this. So, the 
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emergence of big data changes how our company or management thinks to make better 

decisions for us and our customers.” (Res.11) 

“It helps develop our scorecard-driven policies from the customer perspective, e.g., 

credit-based decisions. Additionally, data-driven visibility and transparency are key in 

our company to enable people to understand our policies.” (Res.10) 

7.4.  The dependence on big data facilitated technical controls in e-retail fraud prevention. 

As discussed in Chapter Two, it is a well-studied perception in extant literature that organisations 

overly depend on technical controls for fraud prevention. This study finds that this is also the case 

in the e-retail research context. Findings from a majority of respondents (22 participants, 

equivalent to 69% of the whole sample) reported that big data-driven capabilities and insights are 

used to develop and enhance technical fraud controls in e-retail as fraudulent attacks on e-retail 

systems evolve and increase in number.  

Data from respondents show that big data-facilitated fraud controls are used for e-retail fraud 

prevention for several reasons. It is used to develop, implement, and improve data encryption 

capabilities and firewall capabilities, as e-retailers handle sensitive data which can be rewarding 

to fraudsters. Respondents said, 

“Majority of our sales channels are online. So, encryptions or other technical controls 

facilitated by big data [insights] have influenced our whole business model which is 

targeted towards data and e-commerce.” (Res.23 – E-commerce Logistics 

Coordinator) 

“There is so much sensitive data with people trying to access them making them 

lucrative for motivated fraud perpetrators, there must be appropriate [technical] 

measures over data through encryption, so frauds will not have access to them.” 

(Res.25 – Cybercrime Policy Analyst) 

Big data-facilitated technical fraud controls are used to drive resource allocation or investment 

decisions into the automation of fraud management processes in e-retail. Findings suggest that this 

enhances the digital fraud-spotting and flagging capabilities of e-retail firms as they can better 

detect and analyse fraud which, in turn, can inform better fraud investment decisions. For example, 

a business data analyst said, 

“[Big data insights/capabilities] has made our company make investment decisions on 

the servers required to efficiently run the business and make resources available for its 

maintenance. If these investments are not made, there may be breaches or crash cases. 
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Fraud will keep being on the increase, especially in e-commerce, so continued 

company investment in the design of our technical controls would help us face 

emerging threats as they come.” (Res.19) 

Findings also suggest that big data-facilitated technical controls are used in e-retail fraud 

prevention to enable dynamic fraud decision-making and the implementation of fraud control 

measures that were previously not possible. The evidence reveals that data-driven dynamic 

capabilities enable e-retail firms to continuously make strategic decisions to proactively match the 

uniqueness of emerging threats. This suggestion can be illustrated by the following comments from 

respondents. 

“[Data-driven] capabilities have helped us see and develop tools for blocking network 

loopholes faster than we could previously have. Our [fraud] decision-making has been 

dynamic and not static to match the uniqueness of each threat vector we encounter at 

different points in time. This has helped us also develop a collection of fraud prevention 

methods based on trends and patterns that can be proactively deployed at any time.” 

(Res.13 – Product Manager) 

“[Data-driven technical controls] particularly help with devising patterns and trends 

of fraud which helps us easily adjust, in terms of control, to the dynamic nature of e-

commerce fraud.” (Res.28 – Operations Control Analyst) 

Results reveal that big data-facilitated fraud technical controls are used to drive compliance with 

data regulations in e-retail. Respondents revealed that as data regulations evolve to address the 

changing digital fraud threats, e-retailers are pushed by data regulations (e.g., the GDPR) to 

develop data-driven technical fraud controls for information collection, storage, and retrieval. A 

senior manager commented: 

“What comes to mind is the privacy-related features. The GDPR pushed organisations 

[e.g., e-retail firms] to design technical fraud controls influenced by [big data].” 

(Res.14 - Director of Product, Fraud Prevention) 

In addition, findings show that big data-facilitated technical fraud controls are used to develop and 

implement role-based system access and network segmentation. Findings from a majority of 

respondents (21 participants, equivalent to 66% of the whole sample) revealed that this control 

ensures that fraud can be traced and blocked, and data is protected and accessed on a need-basis. 

For illustration, a respondent noted: 

“There is a tendency for misuse of information. Access to our data repository is role-

based, e.g., the sales department cannot access information that only the accounting 
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department should be privy to. Big data has influenced the development of this 

capability or control. As we progress, we evolve, and this would be essential to 

analysing [current] fraud patterns.” (Res.21 – Technical Architect) 

Findings further suggest that the development and implementation of role-based systems’ access 

and network segmentation through big data-facilitated capabilities enable e-retail firms to trace 

network loopholes with better precision. These loopholes can include system vulnerabilities that 

perpetrators may seek to exploit through authorised or unauthorised system access. As such, 

Privileged Access Management (PAM) is important to secure e-retail data.  

“Access is controlled by our [data-enabled or monitored] security policy, which is 

from network segmentation and privileging controls, to the login policies and even 

physical network separation” (Res.6 – Chief Risk & Data Officer) … ‘this way if there 

is unauthorised access, we can close down that account or trace wherever the access 

is coming from.” (Res.3 – Product Manager) 

“We have improved our data platforms where access has role-specific restrictions to 

prevent unauthorised access to data not relevant to a job’s role. The demarcation of 

data has improved the adaptability and reliability of our systems as we can now 

mitigate the use of our data for fraudulent acts.” (Res.24 – Data Analyst) 

Results indicate that this big data-facilitated capability is necessary for e-retail firms because of 

the issue of trust, which when broken, can cause damage to business reputation, loss of market 

share, and financial penalties. The importance of role-based systems’ access and segmentation in 

e-retail was stressed by respondents, who disclosed that e-retail firms usually give external 

stakeholders ‘read only’ access, i.e., non-writable access that allows for the viewing of relevant 

data but not its extraction. This finding is captured in the following statements: 

“[We have] different levels of access [based on work role]. Some have full access and 

others, limited or view-only access or are limited to certain dashboards or data. We 

can see/trace who accessed what based on the access given to any individual. We check 

our logs to see who attempted access or who has accessed it previously, and if 

necessary, see what they did. This way, if there is unauthorised access, we can close 

down that account or link or wherever the access is coming from.” (Res.3 – Product 

Manager) 

As seen in the quote above, the importance of role-based systems’ access and segmentation in e-

retail was stressed by respondents, who disclosed that e-retail firms sometimes give external 

stakeholders ‘read only’ access, i.e., non-writable access that allows for the viewing of relevant 

data but not its extraction. Respondents reported that this is a common practice across e-retail, and 



173 

 

it is enforced through confidentiality agreements between the parties involved. For example, a 

fraud analyst said, 

“Our data is highly classified because we owe it to our customers not to expose their 

information. We take security very seriously internally for our staff, so external parties 

are scrutinised even more. They face heightened security, and we have a lot of 

measures in place for this as well as confidentiality agreements with external 

stakeholders on how to use our data.” (Res.7) 

Lastly, findings suggest that big data insights facilitate technical fraud controls that determine the 

number of fraud incident reporting steps required in e-retail. Results from a substantial number of 

respondents (10 participants, equivalent to 31% of the whole sample) reported that this capability 

led to a decrease in the fraud incident reporting steps on their network systems. Findings from 

respondents suggest that big data insights facilitate a decrease in the number of fraud reporting 

steps required in e-retail firms for three reasons. Big data-facilitated insights make e-retail fraud 

prevention management more linear and remove bogus steps and costs. A Senior Risk/Fraud 

Analyst said, 

“[As a] fast-paced company, [we are] trying to make quick wins in the market or focus 

on market penetration so we are going much more linear/lean than [we] used to be. 

So, whatever unnecessary [fraud reporting] steps to go through are cut short. [Insights 

from our data help us to do this]. We gain more if we are focusing our time and 

resources on other things.” (Res.8) 

A decrease in the number of fraud reporting steps helps faster fraud reporting processes and allows 

users to act fast when fraudulent activities occur. For illustration, respondents said, 

“[Because of data insights, fraud reporting processes] has decreased, compared to 

what we had in the past. This is to ensure fast fraud reporting systems or procedures.” 

(Res.32 – Process and Technology Team Lead) 

“Due to the way fraud trends occur, the ease of accessibility to funds and purchases 

have made fraudulent people smarter. Therefore, we allow users to be able to act fast 

[to fraud incidents].” (Res.17 – Transaction Monitoring & Fraud Analyst) 

Findings from respondents suggest that big data-facilitated technical fraud controls can also 

increase the number of fraud reporting steps required in e-retail network systems for two reasons. 

First, to discourage over-reliance on the top management for fraud decision-making and instead 

encourage more responsibility at the lower levels. This can be illustrated by the following 

statement from a Business Development Analyst. 
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“We have an organisational structure where whenever you want to report certain fraud 

issues, employees need to go through a certain process before it gets to the top 

management. [Our fraud reporting steps] do increase because it enables everybody on 

the team or in the organisation to take responsibility. Not everything/report goes up, 

there are some issues that employees at a certain level should be able to handle 

[looking at the data], due to probably more experience or exposure than whoever is 

bringing those situations to you.” (Res.5) 

Second, big data-facilitated technical fraud controls can also increase to ensure that security 

protocols are updated to match the daily advancements of digital fraud that e-retailers face. 

Respondents said, 

“[Fraud reporting steps] have increased because as the level of complexity of [digital] 

fraud increases, we have had to also scale up our technological process in terms of 

reporting and prevention.” (Res.7 – Fraud Analyst] 

“The fraud team has increased [fraud reporting steps] over time because as a public 

company, there is more scrutiny on our business fraud prevention measures. About 10 

years ago, we lost 10% of our market share to fraud and this cost us over £1million.” 

(Res.24 – Data Analyst) 

A summary of the main findings discussed in this section is presented in Table 7.3. 

Table 7.3: How big data facilitated insights influence, affect or contribute to the design and 

development of technical fraud prevention controls in e-retail 

• Big data-enabled insights facilitate the development, implementation, and improvement of 

dynamic data encryption capabilities and firewall capabilities, as e-retailers handle sensitive 

data which can be rewarding to fraudsters. 

 

• Big data-enabled insights affect resource allocation or investment decisions in the automation 

of fraud management processes in e-retail firms. 

 

• Big data-enabled insights enable dynamic e-retail fraud decision-making and the 

implementation of fraud control measures that were previously not possible. 

 

• Big data-enabled insights facilitate compliance with data regulations in e-retail. 

 

• Big data-enabled insights facilitate the development and implementation of role-based system 

access and network segmentation. 

 

• Big data-enabled insights help e-retailers determine the number of fraud incident reporting 

steps required. 
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7.5. Critical factors affecting big data facilitated fraud controls in e-retail 

Findings in this section address the RO3 and RQ3 of this study by presenting the critical factors 

affecting big data-facilitated fraud prevention in e-retail (see Table 6.1). These factors are shown 

as dotted lines in the first order and second aggregate theoretical dimension as illustrated in Figure 

7.1. Findings were derived after a deeper probe of respondents suggest that there are critical factors 

affecting the development and usage of big data-facilitated fraud prevention controls in e-retail. 

It is important to present these factors as they are necessary for the discussion of the theoretical 

and practical implications of this study. Results show that these factors affecting big data facilitated 

fraud prevention controls in e-retail have not been accounted for in the preconceived theoretical 

model of this study.  

Findings suggest that two factors affect big data-facilitated fraud controls in e-retail, namely; (1) 

the balance between security and usability requirements/design on big data-enabled e-retail 

networks/systems, and (2) the level of compliance with big data-driven governance policies and 

the implementation of punitive measures to curb fraud control violations. These factors are 

discussed as follows. 

7.5.1. The level of balance between security and usability requirements/design on big data-

facilitated e-retail networks/systems 

Findings from a majority of the respondents (19 participants, equivalent to 59% of the whole 

sample) suggest that the level of balance between security and usability requirements in the design 

of big data-facilitated e-retail networks/systems affect the development, implementation, and 

eventual success of data-driven fraud prevention controls. For instance, a respondent stated: 

“While security is important, a balance is more important because when you have a 

system with good security but if there is no ease of use by users, then it is not useful 

and of no benefit. Retail organisations should have a balance because a security system 

that is not useful will make them not to derive optimum benefit from such IT structures.” 

(Res.25 – Cybercrime Policy Analyst) 

The respondents noted that a priority mismatch between security and usability can have significant 

consequences for e-retailers; having a system with good security without ease of use for users can 
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cause system vulnerabilities as users can find it too complex to identify, prevent, and report fraud 

incidents.  

“A balance between security and usability is better because we cannot solely rely on 

security. Human beings can try to outsmart security measures, so systems design 

should be making it easier to use and for fraud incidents to be easily identified, 

prevented, and reported. Users themselves can lead to system vulnerabilities if they 

cannot fully understand or operate a system” (Res.28 – Operations Control Analyst) 

“While security is important, a balance is more important because when you have a 

system with good security but there is no ease of use for users, then it will not be 

intuitive to your users. You have to think of your users because if people cannot use it, 

there is no point in you building it.” (Res.12 – Data Engineering Lead) 

In the same vein, results indicate that the COVID-19 pandemic has caused significant changes to 

the e-retail business environment both in terms of higher demand and increased digital fraud 

attacks. Therefore, if e-retailers adopt a rigid network security infrastructure, it will be more 

difficult for them to tweak their business models or fraud controls to support the current or dynamic 

data-driven realities they face. This finding is illustrated by the following statement from a Process 

and Technology Team Lead. 

“A balance between security and usability [is necessary]. Because of the ever-

changing business environment, e.g., COVID-19, a lot of [e-retail] businesses are 

having to change their strategy and pivot into other areas. When you have a very rigid 

network infrastructure, it is more difficult to change your business model or [fraud] 

strategy.  

But when you have a more flexible network infrastructure, your business can be easily 

tweaked to support new [digital] business strategies or models. Because of the current 

business environment, a level of flexibility in designing infrastructures as opposed to 

rigid ones is more useful.” (Res.32) 

7.5.2. The level of compliance with big data-driven governance policies and the 

implementation of punitive measures to curb fraud control violations 

Since the primary asset of e-retail firms is data, findings from a substantial number of respondents 

(16 participants, equivalent to 50% of the whole sample) stated that their e-retail firms take big 

data requirements into account when developing fraud prevention strategies. Results suggest that 

the level of compliance with big data-driven governance policies in e-retail firms affects how they 

implement big data-facilitated fraud controls. For instance, a Cybercrime Policy Analyst said, 
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“[Retail] organisations should take big data requirements into account when 

developing or following governance policies. For data protection, usage, storage, and 

governance, e-retailers [should] follow a framework for the planning, research, 

development, standardization, application, coordination, monitoring, evaluation, and 

regulation.” (Res.25) 

Findings also suggest that the level of compliance with data-driven governance policies also affects 

how e-retailers understand and develop fraud controls for data collected, stored, used, retained, or 

deleted. This can be seen in the ensuing statements from respondents. 

“Because big data can be easily abused, there is a need to follow prescribed regulatory 

standards to guide our usage of it in collection, transfer, retention and deletion.” 

(Res.17 – Transaction Monitoring & Fraud Analyst) 

In the beginning, it was difficult to identify where we were breaking or complying with 

the law, but I think we are starting to understand what exactly the law says concerning 

data consent, collection, storage, and retention.” (Res.11 – E-commerce Manager) 

In the same vein, results suggest that the level of punitive measures in place to curb fraud control 

violations affects the successful implementation of big data-facilitated fraud controls in e-retail. 

For illustration, a respondent said, 

“It is unethical to violate [big data facilitated] controls for fraud prevention, therefore, 

organisations should have punitive measures for this.” (Res.21 – Technical Architect) 

Findings from a majority of respondents (28 participants, equivalent to 88% of the whole sample) 

suggest that punitive measures can affect employee compliance to big data-facilitated fraud 

controls in e-retail so that sensitive information would not be maliciously exploited. This finding 

can be shown with the following comment from a fraud analyst. 

“[We have punitive] protocols because when employees have access to data, they also 

have access to a lot of confidential information about the company and customers 

which some people can decide to exploit.” (Res.4) 

Apart from driving employee compliance to data-driven fraud controls, results propose that 

punitive measures instil deterrence to discourage lax security practices or unacceptable behaviour 

towards fraud prevention controls in e-retail firms. For example, respondents made the following 

remarks. 

“[Punitive measures] is one of the major pillars of fraud management as it enables 

deterrence. Employee violation of [fraud] controls should be met with a clear message 
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using sanctions that the behaviour is unacceptable. This should also be communicated 

to other employees to foster deterrence throughout the organisation.” (2 – Senior 

Manager, Fraud Risk Management)  

“If there are protocols in place to penalise violating persons, then it would serve as a 

deterrence to others.” (Res.20 – Software Developer) … “else more employees will be 

motivated to partake in fraudulent activities or benefit from confidential customer 

information which could create problems for the organisation in terms of reputational 

problems or even litigation. Employees can also be engaged in lax security practices 

that can lead to system vulnerabilities if this is not in place.” (Res.25 – Cybercrime 

Policy Analyst) 

Further findings suggest that employee beliefs affect their compliance with data-driven fraud 

controls. Results show that employee beliefs affect the level of negligence or carelessness, and the 

ability or commitment of employees to devise measures to prevent fraud. Therefore, by having 

punitive measures, e-retail firms can deter the wilful or negligent malicious actions on sensitive 

information by employees. 

“Employee beliefs influence their level of negligence or carelessness. For instance, if 

an employee’s belief does not acknowledge that activity could prevent fraud 

occurrences or create avenues it as the case may be, their actions would be formed on 

this basis.” (Res.13 – Product Manager - Software Quality Assurance Analyst/Business 

Analyst) 

“Employees have direct contact with users/customers so it is easier for them to come 

up with measures to prevent fraud or present to their employer what they believe could 

work to prevent fraud. This goes to show that an employee’s values or beliefs influence 

their commitment to their work ethic, ideas, and even compliance.” (Res.22 – E-

commerce Executive/Senior Analyst) 
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7.6. Discussion of findings and their relation to prior research 

This chapter critically evaluates how big data facilitates fraud prevention controls in e-retail. 

Evaluating the ‘Balanced control implementation paradigm’ element of the integrated big data-

enabled e-retail fraud prevention (IBDEFP) model in this chapter reveals some findings that are 

well-documented in the literature as shown in Figure 7.2. 

Figure 7.2: Summarising and linking findings reported in Chapter 7 to the IBDEFP model 

 

Findings suggest that there is a dependence on big data-facilitated technical controls for e-retail 

fraud prevention. This finding is similar to those found in previous studies in varying research 

contexts e.g., in the fintech (Straub & Welke, 1998), information technology services (Moody, et 

al., 2018) and healthcare (Anderson, et al., 2017) contexts. Technical controls are controls 

restricting access to rooms, buildings, or computer systems (Dhillon 1999), to control the 

likelihood of cyber fraud breaches and compliance with data protection legislation (Dhillon, et al., 

2016). Several studies argue that there is an over-reliance on technical controls in fraud prevention 
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management. Choobineh et al. (2007) and Dhillon et al. (1999, 2001, 2004, 2007, 2016) posit an 

over-dependence on technical controls for fraud prevention leads to the prioritisation of security 

requirements over usability when designing IT infrastructures. 

Findings show that the level of balance between security and usability requirements in the design 

of big data-facilitated e-retail networks/systems can affect the ease of reporting system 

vulnerabilities as users can find e-retail systems too complex to operate which can negatively 

influence the identification, prevention, and reporting of fraud incidents. This confirms the 

findings of existing studies, e.g., Choobineh et al. (2007), Kim & Park (2012), and Dhillon et al. 

(1999, 2001, 2004, 2007, 2016). 

Findings also show that big data facilitated insights influence the improvement of formal fraud 

prevention controls in e-retail. Formal controls involve reorienting security practices in the conduct 

of business activities and developing rules and controls that mirror the emergent or evolving 

business structure (Dhillon 1999; Dhillon & Moores, 2001). The concept of formal controls is 

adopted in this study to evaluate the fraud prevention policies, procedures, standards, and 

governance that e-retailers create and implement from big data-driven resources and capabilities 

to address their evolving business practices and structure. 

The findings of this study confirm a number of findings of previous studies. For instance, findings 

suggest that big data-enabled insights are used by e-retailers to improve corporate fraud 

management policies to control the increasingly intrusive and malicious fraud attacks on e-retail 

systems and to enable e-retailers to comply with evolving data and privacy regulations. Existing 

studies (e.g., Gordon and van Doorn, 2018; Wieringa et al., 2019; Anant et al., 2020) argue that 

because big data is the main asset of digital firms, properly utilising insights from the data analysed 

will promote dynamic corporate policies and decision-making towards the changing fraud threat 

and data privacy landscape – better positioning firms to comply with consumer privacy laws (e.g., 

GDPR) which can create a business advantage (Information Commissioner's Office, 2014; Anant 

et al., 2020). 

Findings also suggest that the level of compliance with data-driven governance policies and the 

implementation of punitive measures to curb fraud control violations can affect how e-retail firms 

implement big data-facilitated fraud prevention controls. Mahajan and Sharma (2014:2) posit that 
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“fraud follows opportunity and attacks weakness” and non-compliance or misconduct can crucially 

undermine the fraud prevention efforts of firms and expose firms to reputational, regulatory, and 

legal damage (D’ Acquisto et al., 2015; Gahi, Guennoun and Mouftah, 2016; Wachter and 

Mittelstadt, 2019). Studies also argue that punitive measures are vital components of fraud 

prevention management to deter and discourage lax security practices or unacceptable behaviour 

towards fraud prevention controls (Kosseff, 2016). Findings indicate that this way, e-retailers can 

better understand and develop fraud controls for data collection, storage, usage, retention, or 

deletion, and discourage the malicious exploitation of sensitive retail data by employees. 

As previous mentioned in section 6.5, although this study integrates the theoretical assumptions of 

the PBV and BCT in a novel way (i.e., the IBDEFP model) and extends them to the big data-

facilitated e-retail fraud prevention context, the sub-elements of the IBDEFP model (see Appendix 

1b) have been extensively researched in previous studies. As such, their theoretical positions have 

been refined to help managers evaluate how firms can derive benefits from their data-driven 

systems (Gefen & Ragowsky, 2005; Esteves, 2009; Mueller, et al., 2010). Hence, some findings 

reported in this chapter (and as discussed above) confirm what is already in the existing literature.  

Nonetheless, evidence from existing studies suggests that no study was found to critically e 

evaluates how big data facilitates fraud prevention controls in e-retail. In addition, existing studies 

do not reveal: (1) how fraud prevention controls are derived from big data resources and 

capabilities to protect big data-facilitated fraud prevention practices in e-retail; (2), the factors 

affecting the development of big data-facilitated fraud controls in e-retail. The findings reported 

and discussed in this chapter reveal these and are, as such, a novel contribution to knowledge and 

the field of e-retail fraud prevention management at a time when e-retail firms are faced with 

increasing digital fraud attacks. 

Furthermore, this chapter reveals a key finding that is less well-documented in the existing 

literature. Findings suggest that there is limited usage of big data-facilitated fraud training and 

education in e-retail. Findings show that this affects employees’ knowledge and awareness of fraud 

issues thereby reducing their ability to protect retail data from fraud perpetrators. The results 

presented in this chapter suggest that when big data-facilitated fraud training and education takes 
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place, it is either role-based, staff-level based, or issue-based. When role-based, priority is placed 

on technical or information technology (IT) personnel.  

When staff-level-based, priority is placed on senior or top management levels and middle 

management because they are perceived as being more susceptible to fraudulent attacks due to 

their security clearance. Whereas, when issue-based, priority is tailored to address current business 

issues. This key finding and its implications are discussed and related to prior research in the 

following chapter (Chapter Eight; see section 8.4.1).  

7.7. Chapter Conclusion 

This chapter critically evaluates how big data facilitates fraud prevention controls in e-retail (refer 

to RO 2 and RQ 2) and the critical factors affecting big data facilitated fraud controls (refer to RO 

3 and RQ 3) to proffer theoretical and practical implications of a big data-driven approach to e-

retail fraud prevention. This chapter focuses on the third aggregate dimension of the (IBDEFP) 

model (i.e., the data-driven fraud controls).  

Some findings presented in this chapter confirm the positions of existing literature which suggests 

their theoretical clarity. The theoretical implications of these findings are presented in section 8.3. 

The following chapter (Chapter 8) provides a summary of the study and how the Research 

Objectives and Research Questions were answered. Then goes on to discuss the main theoretical 

contribution and practical implications of the study to address the research problem or gap, and 

the key findings of the study and their relation to prior research. 
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8. Chapter Eight: Implications and Discussion 

8.1. Introduction 

The findings of this study were presented in Chapters Six and Seven. This chapter presents (1), a 

summary of the study and how the research objectives and questions were addressed by the study; 

(2), the theoretical and practical implications and contributions of the study; (3), the connection of 

the study’s key findings to prior research; and (4), the limitations of the study and future research 

agenda. 

8.2. Summary of the study 

A review of existing literature reveals that there is extensive research on the use of big data 

analytics for organisational benefits in various research contexts. For instance, in banking 

(Srivastava & Gopalkrishnan, 2015), healthcare (Wang, et al., 2018), and education (Fischer, et 

al., 2020). Günther, et al. (2017) posit that the insights from big data analytics would be beneficial 

for e-retailers and existing literature explores the application of big data in retail from a range of 

outlooks or perspectives e.g., in retail decision-making (Seetharaman, et al., 2016), in fashion 

retailing (Sirimal, et al., 2019), in consumer behaviour and marketing (Verma, et al., 2020), and 

financial fraud detection (Sharma, et al., 2016), etc. 

Although big data and fraud prevention has been the focus of considerable attention in research, 

the literature rarely acknowledges the need to evaluate how big data facilitates fraud prevention in 

e-retail. The evidence from existing literature suggests that there is no study on the development 

of clear theoretical frameworks that can be used to evaluate how big data facilitates e-retail fraud 

prevention. 

This study addresses this gap by developing an integrated big data-enabled e-retail fraud 

prevention (IBDEFP) model (see Figures 3.2 and 8.3). The IBDEFP model is a clear theoretical 

framework that can be used to evaluate how e-retail firms derive fraud prevention practices and 

controls from big data resources and capabilities. The development of the IBDEFP model is the 

main theoretical contribution of this study. As discussed in Chapter Three, the IBDEFP is based 

on the extension and combination of the Practice-Based View (PBV) which is from the 

Behavioural Theory of the Firm (BTOF) (Cyert & March, 1963; Bromiley & Rau, 2014; Wang, et 
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al., 2018), and the Balanced Control Theory (BCT) which is modified from the Control Balanced 

Theory (CBT) (Tittle, 1995; Dhillon, 1999; Tittle, 2018). The theoretical implication of combining 

these two theoretical concepts is presented in section 8.3. 

This study hinges on four research objectives (RO) and four research questions (RQ) as shown in 

Table 8.1.  

Table 8.1: Summary of the study’s ROs and RQs  

# Research Objectives # Research Questions 

1 To critically assess the nexus between big data, e-

retail and digital fraud, digital fraud prevention 

management theories, and develop an integrated 

big data-enabled theoretical approach to e-retail 

fraud prevention management. 

 

1 What are the main theoretical 

propositions for digital fraud 

prevention management? 

2 To critically evaluate how big data resources and 

capabilities facilitate fraud prevention practices 

and controls from selected e-retail organisations. 

 

2 How do e-retailers derive fraud 

prevention practices and controls 

from big data resources and 

capabilities? 

 

3 To examine the critical factors affecting the use of 

big data for e-retail fraud prevention. 

3 What are the critical factors 

affecting the use of big data for e-

retail fraud prevention 

management? 

 

4 To analyse the theoretical and practical 

implications of an integrated big data-enabled 

approach for e-retail fraud prevention 

management. 

4 What are the theoretical and 

practical implications of an 

integrated big data-enabled 

approach for e-retail fraud 

prevention management? 

 

RO1 and RQ1 were addressed in the literature review chapters (Chapters Two and Three). The 

researcher answered the RO1 and RQ1 through a literature review by explaining and 

conceptualising the main concepts of the study; big data, e-retail and cyber/digital fraud. The study 

found a nexus between these main concepts. Bradlow et al. (2017) and Jideani et al.’s (2018) 

dimensions of big data in the e-retail ecosystem were reviewed to provide a clearer picture of the 

nexus between big data and e-retail – providing a key understanding of what retail data means (see 

section 2.2.1). Retail data refers to any information that retailers collect about their business that 
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can be used to improve it (Martin, et al., 2020). This includes market and suppliers’ data (Griva, 

et al., 2018). 

Big data includes different forms of data, such as semi-structured data, unstructured and structured 

data, streaming data, and multi-structured data (Ying, et al., 2020), and these are sourced from 

various web applications, social media, or machines (Davenport et al., 2012). The literature review 

finds that integrating big data in retail enables e-retailers to collect, store, and analyse personal or 

sensitive information of customers, such as payment card details, email, geolocation and IP 

addresses, and user information from logins on e-retail applications e.g., websites, mobile 

applications, or payment gateways (Bradlow, et al., 2017). 

The literature review revealed that e-retailers process their big data to improve business purposes 

e.g., to tailor products to market demands (Verhoef, et al., 2007), track transactions (Dekimpe & 

Dominique, 2000), and develop loyalty programmes (Stourm, et al., 2015), etc. In addition, the 

continuous flow of information in retail organisations can enable management to make real-time 

decisions based on historical and current data, e.g., for cybersecurity decisions (Davenport, et al., 

2012; Alshboul, et al., 2015). 

Scholars argue that it is important to understand the interaction between big data and the niches in 

the e-retail ecosystem because vulnerabilities at any point can lead to potential cyber/digital fraud 

events (Cox, 2017; Grewal, et al., 2018). In this study, digital fraud refers to a type of fraud 

perpetrated by fraudsters on online retail systems to maliciously access and seize sensitive 

information by intercepting electronic exchanges like login/payment credentials and emails (Cox, 

2017). Existing studies posit that the big data held by e-retailers is susceptible to digital fraud due 

to the perceived reward it offers (ActionFraud(b), 2020; PWC, 2020). 

A review of literature stresses that although digital transformation in organisations (e.g., retailing) 

accelerates customer engagement and commitment online while providing valuable real-time data. 

Nonetheless, it can also become their most significant vulnerability point (Forter, 2019; Sirisha, et 

al., 2021). Studies find that e-retail firms are not adequately equipped to handle the increasing 

threat of cyber/digital fraud (Joshi & Akhilesh, 2020). 
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The literature review went on to review why big data-facilitated insights are important for e-retail 

fraud prevention management and digital fraud prevention management theories in the context of 

the e-retail industry. These theories include the CyberLifestyle-Routine Activity Theory (CLRAT) 

(Reyns, 2017) which posits that the management of e-organisations (e.g., e-retailers) can 

discourage digital fraud by increasing digital guardianship through the analysis of cyber lifestyle 

behaviours that can result in proximity to motivated digital fraudsters or more exposure to digital 

fraud e.g., malware (Bossler & Holt, 2009); the Rational Choice theory (RCT) (Tayler, 1997) 

which posits that management should implement fraud controls to examine what makes people 

commit digital fraud and develop dynamic countermeasures to deter people from committing 

digital fraud (Westland, 1997; Bachmann, 2008); the Fraud Triangle Theory (FTT) (Cressey, 

1953) which argues that management should develop fraud control activities and processes to 

understand why people commit digital fraud, e.g., by improving internal controls through 

organisational/procedural changes, and/or evaluating the attitudes of potential offenders (Van, 

2018). 

Other theories reviewed include the Cyber-Situational Crime Prevention Theory (CSCPT) 

(Brooks, 2020) which calls for management to alter digital host environments (e.g., e-retail 

infrastructures) or situations where potential digital fraud can be committed by making them less 

rewarding to offenders (Shariati & Guerette, 2017; Back & LaPrade, 2020); the Deterrence Theory 

(DT) (Tomlinson, 2016) which calls for management to deter digital fraud by increasing 

punishment or penalties for committing digital fraud to discourage others from offending (D'Arcy 

& Herath, 2011; Bendiek & Metzger, 2015; Soesanto & Smeets, 2021); and the Crime Pattern 

Theory (CPT) (Brantingham & Brantingham, 2021) which calls for management to monitor and 

analyse the daily digital patterns and activities of users of their systems (e.g., e-retail 

infrastructures) to develop efficient cyber fraud control measures (Kitteringham & Fennelly, 2020; 

Nguyen, et al., 2022). 

Nonetheless, the researcher found that digital fraud prevention management theories are more 

concerned with the motivations of digital fraudsters, rather than what digital firms e.g., e-retailers, 

can do to manage themselves effectively against digital/cyber fraud. A careful review of the 

theories discussed shows that although there is an overlap between them, there is no agreement on 

an appropriate digital fraud prevention model to follow. Therefore, building on Kitteringham & 
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Fennelly’s (2020) recommendation that integrating these concepts will produce a holistic fraud 

prevention approach, this study argues for a more appropriate, holistic, or integrated approach to 

digital fraud prevention management that can evaluate what e-retailers can do to manage 

themselves proactively and effectively against digital/cyber fraud 

Findings from the literature review suggest that the Balance Control Theory (BCT) (Dhillon, 1999) 

presents the most suitable approach for integrating fraud prevention management theories and it 

has been useful in addressing various fraud problems in management studies (Tittle, 2018). The 

BCT harmonises the main assumptions of the theories discussed (as summarised in Table 2.1) into 

a single model for management to achieve outer and inner containment of cyber/digital fraud 

through a pragmatic fraud management approach that places equal importance on technical, 

formal, and informal fraud controls (Dhillon, et al., 2004). This way, the BCT addresses both the 

motivations of digital fraudsters and what firms e.g., e-retailers, can do to manage themselves 

effectively against digital/cyber fraud. 

Nonetheless, no study was found to examine the BCT, a theoretical concept within the 

cybersecurity domain, in the big data or e-retail context. The BCT only examines the security 

controls that firms should develop for effective fraud prevention. As such, the BCT does not 

examine the specific or actual big data-facilitated managerial tactics or practices that can be used 

by e-retail firms when developing fraud prevention strategies.  

The research problem of the study hinges on evidence from existing literature which suggests that 

there is no study on the development of clear theoretical frameworks that can be used to evaluate 

how big data facilitates fraud prevention practices and controls in e-retail. Therefore, to address 

the research problem of this study, it becomes imperative for the BCT to be extended into the big 

data and e-retail contexts by integrating it into a theoretical concept that can evaluate how big data-

facilitated resources and capabilities are transformed into fraud prevention practices in e-retail. 

This study proposes a practice-based view (PBV) (Bromiley & Rau, 2014) to address this gap. The 

PBV helps this study to evaluate the specific big data-facilitated practices e-retailers use in 

developing fraud prevention strategies. The study follows Wang et al.’s (2018) big data analytics-

enabled transformation model that draws on the theoretical underpinnings of the PBV (see Figure 

3.1) and combines it with Dhillon’s (1999) cyber fraud prevention model that draws on the 



188 

 

theoretical underpinnings of the BCT. By doing so, the study proposes an Integrated Big Data-

enabled E-retail Fraud Prevention (IBDEFP) model (see Figure 3.2) which provides a novel 

explanatory model that can evaluate how big data facilitates fraud prevention practices and 

controls in e-retail firms. 

No study was found that examined the PBV, a theoretical concept within the big data domain, in 

the fraud prevention or e-retail context. Therefore, integrating the PBV and BCT provides 

important contextual, theoretical, and practical implications subsequently discussed in section 8.3. 

In doing so, it bridges the gap in the literature and adds to fraud prevention management 

knowledge.  

RO2 and RQ2 were addressed in the Findings’ chapters (see sections 6.3 and 7.2 – 7.4). Data was 

collected through semi-structured interviews of 32 expert participants dealing substantially with 

big data in e-retail firms e.g., fraud intelligence analysts, data scientists, data analysts, etc. Some 

of the findings that addressed RO2 and RQ2 are well documented in the existing literature (see 

sections 6.5 and 7.6) 

The study reveals that big data facilitates e-retail fraud prevention practices as management can 

generate and use fraud incident report summaries in an easy-to-comprehend format for decision-

making. In addition, big data helps e-retail management to personalise and cross-reference fraud 

risk profiles customised to each business unit to create better-tailored fraud prevention practices. 

As discussed in section 6.2, these e-retail fraud prevention practices would not be possible without 

(1), the big data resources e-retailers collect from their websites (e.g., users' data) Point-of-Sale 

(PoS) systems (e.g., payment card details), and supply chain network or third parties (e.g., e-

payment providers); and (2), the fraud data cross-examination and just-in-time analytical 

capabilities e-retail derive or develop from those big data resources e.g.,  (see sections 6.2.1 and 

6.2.2).  

The study also reveals that big data can facilitate e-retail fraud prevention controls as management 

use insights derived from big data to improve formal fraud controls such as corporate fraud 

management policies to control the increasingly intrusive or malicious attacks on e-retail systems 

and to enable them to comply with the evolving data and privacy regulations. Findings show that 

big data insights enhance e-retail fraud prevention controls by facilitating the quick revision or 
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adjustment of corporate policies and procedures to adapt to the dynamic threat vectors e-retail 

firms face.  

In addition, e-retail management use insights derived from big data resources and capabilities to 

improve technical fraud controls such as to facilitate the development, implementation, and 

improvement of dynamic data encryption capabilities, firewall capabilities, role-based system 

access and network segmentation to protect the sensitive data e-retailers possess which can be 

rewarding to digital fraudsters. Lastly, big data can facilitate e-retail fraud prevention controls as 

management can use insights derived from big data to develop and improve digital fraud 

awareness, training, and educational programmes in e-retail. This ensures that staff are aware of 

the emerging or changing threat vectors of digital fraud in e-retail and are familiar with the basic 

expectations and influence of their decisions, intent, or behaviour towards fraud prevention. This 

is a key finding of the study and it is further discussed in section 8.4.1.  

RO3 and RQ3 were addressed in sections 6.4 and 7.5. The study uncovers critical factors or 

barriers that can affect how big data facilitates fraud prevention practices and controls in e-retail. 

These critical barriers were not addressed by the preconceived theoretical model of the study, but 

they inductively emerged from the data and presented factors that cannot be ignored as explained 

in sections 4.3.3 and the data analysis chapter (Chapter Five). Some of these critical factors are 

well documented in the existing literature as demonstrated in sections 6.5 and 7.6. 

The critical factors or barriers that can affect how big data facilitates fraud prevention practices in 

e-retail include (1), knowledge-sharing and collaboration constraints/issues due to competition and 

customer poaching/retention concerns/issues and regulatory, confidentiality, proprietary, and data 

control constraints; (2), problems caused by geographical differences which bring dissimilarities 

between big data facilitated fraud prevention processes, regulation and laws; and (3), the type of 

fraud management system adopted by e-retail firms.  

In the same vein, critical factors or barriers that can affect how big data facilitates fraud prevention 

controls in e-retail include: (1), the level of balance between security and usability requirements 

in the design of big data facilitated e-retail networks/systems can affect the ease or complexity of 

spotting and reporting fraud incidents; and (2), the level of compliance with data-driven 

governance policies and the implementation of punitive measures to curb fraud control violations 
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affect how management develop deterrent fraud measures to discourage lax security practices or 

unacceptable behaviour and encourage compliance with governance policies facilitated by big data 

insights.  

RO4 and RQ4 are addressed in this chapter (see sections 8.3 and 8.5 below) where the theoretical 

and practical implications of an integrated big data-facilitated model for e-retail fraud prevention 

management are presented. 

8.3. Theoretical implications 

As aforementioned, the evidence from existing literature suggests that there is no study on the 

development of clear theoretical frameworks that can be used to evaluate how big data can be used 

for e-retail fraud prevention. The main theoretical contribution of this study addresses the gap in 

the literature by building an integrated big data-enabled fraud prevention (IBDEFP) model that 

can evaluate how e-retail firms derive fraud prevention practices and controls from big data 

resources and capabilities. 

Findings presented in Chapters 6 and 7 critically evaluated how big data facilitates fraud 

prevention practices and controls in e-retail (refer to RO2 and RQ2), respectively, and the critical 

factors affecting the transformation of BDAC into fraud prevention practices (refer to RO 3 and 

RQ 3). These findings modified and extended the pre-data analysis IBDEFP model developed in 

Chapter 3 (see Figure 3.2). This section discusses the novel extensions and modifications to the 

post-data analysis IBDEFP model (as shown in Figure 8.1) and their theoretical and practical 

implications. 
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Figure 8.1: The Post-Data Analysis IBDEFP Conceptual Model of the Study 



192 

 

As shown in Figure 8.1, the novel (IBDEFP) framework developed in this study addresses the ROs 

and RQs (see Table 8.1) as it does not only capture the causal relationship between e-retail big 

data resources and capabilities, big data-enabled transformation practices, data-driven fraud 

controls, and benefit dimensions, but also the factors affecting the use of big data for e-retail fraud 

prevention. To the best of the researcher’s knowledge, this has not been done before.  

The IBDEFP presents important theoretical contributions to the field of e-retail fraud prevention 

management at a time when e-retail firms are faced with increasing digital fraud attacks. The key 

findings of the study (see section 8.4) reveal important issues that have not been adequately 

discussed in the existing literature. For instance, a key finding from using the IBDEFP to evaluate 

how e-retailers develop big data-enabled practices and controls suggests that there is limited use 

of big data-facilitated insights for creating fraud awareness, training and educational programmes 

in e-retail. This is an important argument that is not extensively discussed in extant studies 

although its relevance in fraud prevention management cannot be overemphasised (see section 

8.4.1). A recent case that strengthens the relevance of this key finding can be illustrated with the 

digital fraud attack on a UK retailer (The Works) in 2022 which occurred fraud after an employee 

fell victim to a malicious phishing email that facilitated the attack (Sweney, 2022).  

The contribution derived from integrating and extending the PBV and BCT aligns with the position 

of existing literature (e.g., Combs, et al., 2006; Bloom & Van Reenen, 2006; Bloom, et al., 2012, 

2013; Bromiley & Rau, 2014) which suggests that there is a strong correlation between the use of 

management practices and firm performance. Thus, to achieve firm goals, this study evaluates the 

specific big data-facilitated practices and controls used by e-retailers for fraud prevention. 

As findings show (see Chapters 6 and 7), the IBDEFP adds to fraud prevention management 

knowledge by providing an integrated model that can evaluate how big data facilitates e-retail 

fraud prevention strategies. The IBDEFP evaluates how: (1), big data analytical capabilities 

(BDAC) are locally exploited, processed or used meaningfully in e-retail firms to enhance fraud 

prevention decision-making e.g., through the derivation of big data facilitated fraud incident report 

summaries; (2), processed retail data is internally integrated and utilised in e-retail firms to enhance 

fraud prevention decision-making and how fraud report summaries are presented or communicated 

to stakeholders; (3), big data redesigns business processes in e-retail firms through big data 
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facilitated insights that affect or influence the type of fraud management system (e.g., centralised 

or decentralised or hybrid) adopted by e-retail firms, and how such systems affect the analysis of 

fraud data across the various e-retail business units to check for correlations or patterns; (4), big 

data can redefine business scope in e-retail firms through data-enabled personalised care that can 

facilitate the development and customisation of fraud risk profiles and management plans for 

individual e-retail business units; and (5), big data can redesign business network practices 

between e-retail firms through big data facilitated insights that affect fraud prevention 

collaboration and knowledge creation in e-retail. 

The IBDEFP, therefore, presents a novel conceptual model that can help fraud prevention 

management researchers and practitioners evaluate and understand how e-retailers can create or 

redesign effective organisational fraud prevention processes and operations or practices by 

leveraging data-driven capabilities.  

In addition, the IBDEFP presents fraud prevention management researchers and practitioners with 

a novel path-wise model that shows how and in what way big data facilitated capabilities and 

insights influence, affect, or contribute to the design and development of: (1), e-retail technical 

fraud controls, network infrastructure considering security and usability requirements, steps & 

procedures to be followed when reporting fraud incidents, and data confidentiality/protection 

infrastructure through the design, consolidation, or automation of key big data facilitated controls 

used to manage fraud risks; (2), security practices in the conduct of business activities through the 

development and reorientation of fraud prevention policies, procedures, standards, and data 

governance to address the evolving threat of digital fraud e-retailers face; and (3), digital/cyber 

fraud prevention education, training, and awareness programmes in e-retail firms and how those 

programmes are distributed across the firm. 

The contribution of this study can be categorised as a theoretical extension, theoretical 

modification, and methodological extension.  
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a. Theoretical extension 

The IBDEFP model developed by this study draws on the Practice-Based View (PBV) which is 

from the Behavioural Theory of the Firm (BTOF), and the Balanced Control Theory (BCT) which 

is modified from the Control Balanced Theory (CBT). Despite a careful review of relevant 

literature, no study was found that examined the PBV, a theoretical concept within the big data 

domain, in the fraud prevention or e-retail context. Likewise, no study was found to examine the 

BCT, a theoretical concept within the cybersecurity domain, in the big data or e-retail context. A 

summary of the theoretical contributions of extending the PBV and BCT is presented in Table 8.2. 

with discussions presented after the table. 

Table 8.2: Summary of the theoretical contributions of extending and integrating the PBV 

and BCT 

Theoretical 

perspective 

Theoretical contribution: The IBDEFP conceptual model 

The Practice-Based 

View (PBV) 

The Balanced Control 

Theory (BCT) 

• Extends the PBV to the fraud prevention and e-retail context, and 

the BCT to the big data and e-retail context. 

• The combination and integration of the PBV and BCT provide a 

novel and clear theoretically-driven explanatory framework for 

evaluating how big data facilitates e-retail fraud prevention. 

• The originality of integration provides an incremental dimension 

and theoretical improvement that explains how big data facilitates 

e-retail fraud prevention practices and controls.  

• Provides a revelatory dimension to the originality of the 

theoretical contribution by revealing understudied factors related 

to the use of big data for e-retail fraud prevention. 

• Presents a utility of the theoretical contribution of the study as the 

study explains how concepts are implemented in e-retail firms. 

 

The contextual and theoretical implication of combining/integrating and extending the theoretical 

concepts of the PBV and BCT into this study’s research context or setting is significant for two 

reasons. First, combining the PBV and the BCT adds to existing knowledge because it provides a 

novel and clear theoretically driven explanatory framework for evaluating the use of big data for 

e-retail fraud prevention (see RO2 & RQ2, Table 8.1). The originality of integrating the PBV and 

BCT into one conceptual framework provides an incremental dimension that does not only explain 

how big data resources and capabilities are transformed in data-driven fraud prevention practices 
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(i.e., on the PBV aspect), but also how the additional variable (the BCT) can improve existing 

theoretical framework by explaining how e-retailers develop & implement fraud controls from big 

data-enabled resources and capabilities to manage big data facilitated practices. 

Second, the study bridges the gap in the literature by providing contextual and theoretical 

contributions to e-retail fraud prevention and cybersecurity management studies. This contribution 

provides a revelatory dimension to the originality of the theoretical contribution of the study as the 

post-data analysis conceptual framework reveals crucial but understudied factors related to the use 

of big data for e-retail fraud prevention. These understudied factors are captured in the post-data 

analysis conceptual framework as factors that affect the use of big data for e-retail fraud 

prevention. 

And third, the elements of the study’s theoretical framework reveal specific big data facilitated 

practices and control actions or activities that e-retail firms carry out when developing fraud 

prevention strategies from big data resources and capabilities (see RO4 and RQ4, Table 8.1), e.g., 

the implementation of big data facilitated fraud awareness, education, and training in e-retail firms 

(see section 8.4). This presents a utility of the theoretical contribution of the study as the study 

explains how these concepts are implemented in e-retail firms. Although this is a novel theoretical 

contribution in the e-retail fraud prevention research context, the contribution derived from 

integrating and extending the PBV and BCT aligns with the position of existing literature which 

suggests that a firm’s strategy is embedded in its routines, and organisations should identify new 

or better routines to evolve (Teece, 2019). Studies posit that firm capability stems from a synergy 

between routines/practices, choice, education, and training (Gherardi & Miele 2018; Ameer & 

Halinen 2019).  

b. Theoretical modification 

This study contests the theoretical assumptions of the BCT based on findings from the data 

analysed. The BCT postulates that to achieve cybersecurity, i.e., outer and inner containment of 

digital fraud, firms must have a balance between technical, formal, and informal fraud controls. 

This was conceptualised as a ‘balanced fraud control paradigm’ based on the literature the 

researcher reviewed and in the initial (pre-data analysis) conceptual framework of the study.  
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However, this study refutes the theoretical stance of the BCT that calls for a balance between 

technical, formal, and informal fraud controls. Results find that e-retail organisations cannot in 

real terms strike a balance between those controls. This study’s finding provides a novel theoretical 

contribution to e-retail fraud prevention studies and confirms the findings of many scholars (e.g., 

Jensen, 1999; Stanton & Stam, 2005; Higgins, et al., 2005; Nobles & Fox, 2013; Nadine, et al., 

2016; Hunt & Topalli, 2018) who posit that a fine balance between technical, formal, and informal 

controls is theoretically ambiguous and cannot be achieved. Instead, organisations can pursue an 

alignment of security/fraud controls based on individuals’ values, motivations, drives and needs 

(Stanton & Stam, 2005; Nadine, et al., 2016). 

This study also refutes the BCT’s assumptions of ‘informal control’ which is conceptualised in the 

literature as fraud education, training, and awareness programmes. The data shows that the expert 

respondents found the term ‘informal control’ to be vague or contradictory, and often confused its 

elements with those of ‘formal control’. This confusion does not help the provision of a clear and 

novel theoretical framework that can evaluate how big data resources and capabilities facilitate 

fraud prevention practices and controls in e-retail, which is the aim of this study. 

Therefore, the study refines/modifies the ‘balanced fraud control paradigm’ concept as ‘data-

driven fraud controls’ in the post-data analysis stage. Similarly, ‘informal control’ is 

refined/modified as ‘data-driven fraud training and education’ in the post-data analysis model. The 

theoretical contribution of these refinements is significant because the refined post-data analysis 

IBDEFP model proposed by this study reduces the theoretical ambiguity and disjuncture of the 

initial (pre-data analysis) model. This extends an advancement in existing theory that explains the 

relevant factors affecting how big data is used for e-retail fraud prevention. Modifying or refining 

the elements of the BCT creates a balance between the comprehensiveness and parsimony of the 

theory. This way, causality between elements in the post-data analysis model is established and 

operationalised based on how conceptual elements interact with each other. 

Another implication of the refinements and modifications made by this study to existing theory is 

the creation of a clearer process of interlinking big data-facilitated activities to achieve fraud 

prevention in e-retail. This can help researchers to explicate the connections and overlaps of this 

study’s explanatory framework and concepts. That is, the modifications or refinements provide a 
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better understanding of the link between big data resources and capabilities, and big data facilitated 

fraud prevention practices and controls in e-retail, and their intermediate outcomes.  

A summary of the theoretical concepts refined or modified in this study is shown in Table 8.3. 

Table 8.3: Refined or modified theoretical concepts of the study in the post-data analysis 

stage 

Initial (Pre-data 

analysis) theoretical 

concept 

Post-data 

analysis 

theoretical 

concept 

Theoretical contribution: 

modification/refinement of BCT’s elements 

The balanced fraud 

control paradigm 

(BCIP)/BCT 

Data-driven fraud 

controls 
• Evaluates and extend the BCT to the big data 

and e-retail research context. 

• Removes the theoretical ambiguity of the initial 

concept. 

• Strengthens the concepts by embedding critical 

realism into the concept. 

• Creates a balance between the 

comprehensiveness and parsimony of the 

theory. 

• Extends an advancement in existing theory that 

explains the relevant factors affecting how big 

data is used for e-retail fraud prevention. 

Informal control Data-driven fraud 

training and 

education 

 

The theory refinements/modifications in this thesis provide the researcher with an avenue to 

suitably examine the constructs of the model in the sample population, further strengthening the 

refined explanatory model as a viable model of e-retail experts’ conceptions about how big data 

facilitates fraud prevention in the e-retail industry. It also provides constructs that are theoretically 

sound and embedded in critical realism that can be used in big data and cybersecurity/fraud 

prevention literature in the fields of social sciences and computer sciences. 

c. Methodological extension 

This study also provides novel methodological contributions through the combination of the PBV 

and BCT as it allowed for the development of a more targeted, contextualised, and suitable set of 

interview questions that can be used in e-retail cybersecurity/digital fraud prevention studies. To 

the best of the researcher’s knowledge, this has not been previously done. 
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Although the research methods used in this study are not new, they are combined in a way that has 

not been previously done. Since the evidence from existing literature suggests that there is no study 

on the development of clear theoretical frameworks that can be used to evaluate how big data 

facilitates e-retail fraud prevention, it was difficult to derive or find related interview questions 

from existing literature. The research instrument of this study is based on the elements of the initial 

(pre-data analysis) conceptual model which is a novel integration of the PBV and BCT, thus 

providing researchers with a set of novel theoretically-driven interview questions that can be used 

in e-retail cybersecurity/digital fraud prevention studies. This presents the scientific utility of this 

study’s integrated theoretical framework in other study fields and the enhancement of theoretical 

implementation in knowledge. 

The analysis method continued with identifying relevant sections of the interview transcripts that 

align with the relevant parts of the initial conceptual model. The interview transcripts were broken 

into statements of relevant meaning which were formed into a composite concept map. The new 

composite map was then used to refine and critique the corresponding parts/elements of the initial 

conceptual model. This proved to be a useful data analysis method that led to the refinement of the 

initial explanatory model.  

The elements and interconnections of the initial and refined composite conceptual models were 

easily compared and this method provides a transparent way to ensure the viability of the refined 

conceptual model through its founding basis on literature and empirical data. Furthermore, this 

method has proved effective at uncovering other implicit conceptions that e-retail firms have that 

underly the factors affecting the use of big data for fraud prevention.  

8.4. Key findings of the study and their relation to prior research 

This study presents key and novel findings that are important in e-retail fraud prevention 

management studies. To the best of the researcher’s knowledge, these findings have not been 

documented in existing e-retail fraud prevention literature. Nonetheless, the justification and 

validity of this study’s findings are embedded in the existing literature.  

The consistency of the key findings with existing literature stresses the theoretical validity and 

veracity of this study’s theoretical framework developed to evaluate how e-retailers derive fraud 
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prevention from big data resources and capabilities, and the factors affecting big data facilitated e-

retail fraud prevention. 

Hence, after empirically testing the theoretical framework of the study to evaluate how e-retailers 

use big data resources and capabilities for fraud prevention (see RO2 & RQ2, Table 8.1), two key 

findings emerged from the data; First, the study finds that there is limited use of big data facilitated 

insights for fraud awareness, training, and educational programmes in e-retail, and this affects how 

e-retail firms use of big data for fraud prevention (see RO3 & RQ3). Second, there is limited big 

data-facilitated fraud management in e-retail due to scarce resources and outsourcing constraints 

(see RO3 and RQ3). These findings are significant to the theoretical and practical implications of 

this study and the following sections discuss them and relate them to previous literature. 

8.4.1. The limited use of big data facilitated insights for fraud awareness, training, and 

educational programmes in e-retail 

Retail has been virtualised, with human and non-human identities and interactions that must be 

managed. Thus, the threat landscape of e-retailers has changed as the rate of technology change is 

outpacing the rate of change in security (McKinsey, 2022). All digital fraud breaches come down 

to human action or error either from the perpetrator, developer, or user end (Orlando, 2014). 

Therefore, it becomes necessary to create and deliver continuous big data-facilitated mitigation 

tools to educate e-retail researchers and practitioners on digital fraud prevention. This would drive 

a behaviour change that reduces the impact of digital fraud targeting employees' work habits 

(Brecht, 2016). 

The limited usage of big data facilitated fraud awareness, training and educational programmes in 

e-retail is a major finding of this study. There are several previous studies on the importance of 

providing training and education/awareness in organisations (e.g., Wiredu, 2012; Nair & Maria, 

2019). Firms consider knowledge as a leading resource (Wang et al., 2014), and employees partake 

in learning processes to enhance knowledge (Sedighi et al., 2018) and create agile learning 

environments (Henttonen et al., 2016; Annosi et al., 2018). Nonetheless, to the best of the author’s 

knowledge, up until now, existing studies have not found there is limited usage of big data-

facilitated insights or knowledge for fraud training and education in e-retail.  
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Big data-facilitated training and awareness have long been used in other data-driven industries 

e.g., in banking (Khanna & Arora, 2009) or hospitality (Wang, et al., 2018). Since e-retail firms 

rely on digital resources (big data) and capabilities for e-payments and e-commerce, they are 

susceptible to cyber/digital fraud. Nonetheless, findings from the data analysis suggest that there 

is limited usage of big data-driven fraud awareness, training, and education in e-retail fraud 

prevention. Fraud awareness, training and education are instead based on the role of the employee, 

staff level, or the issue at hand (e.g., an imminent threat or the occurrence of a fraud incident). 

However, existing literature recommends that it is essential to include every employee in fraud 

training and education regardless of their job role or staff level because anyone can be a target 

within a firm (Brecht, 2016). 

Limited usage of big data facilitated fraud training and education in e-retail fraud prevention is a 

significant finding because employees of e-retail firms deal with customers and company data, 

therefore their knowledge of fraud issues must be enhanced to protect data from fraud perpetrators 

(Yildirim, 2016). Shah et al. (2019) argue that e-retail firms must identify the limitations of 

learning processes (e.g., training and awareness) of fraud prevention and take necessary steps to 

ensure an efficient learning environment. Existing studies posit that the neglect of cyber/digital 

fraud security training for staff can lead to fraud vulnerability in e-retail firms (Joshi & Akhilesh, 

2020). 

Khanna & Arora (2009) opines that research on the issue of big data-facilitated fraud training and 

awareness from the perspective of the e-retail industry is essential because current literature reveals 

that there is limited fraud prevention training taking place. Shah et al., (2019) further suggest that 

agile fraud learning processes in e-retail can be adversely affected if there is inadequate training 

taking place in e-retail firms. 

Davenport, et al. (2012) contend that managers should leverage big data to deliver comprehensive 

fraud education, skills, and training because it is management that bears the burden or 

consequences of any security risk or data breach that occurs, not developers. For example, Dixons 

Carphone, a major UK retail group, received the highest possible pre-GDPR (General Data 

Protection Regulation) fine of £500,000 from the Information Commissioner's Office (ICO) after 

a 2018 data breach involving millions of payment cards details and other personal records that 
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were compromised (Scroxton, 2020). The management of Dixons Carphone bore the burden of the 

data breach and the accompanying penalties and reputation harm, not the technical developers of 

the e-retail infrastructure. 

To enhance digital fraud prevention management knowledge in e-retail, it is important to properly 

inform and educate employees. This assertion aligns with a zero-trust approach that is based on 

the notion that no one should be trusted by default (Davies, 2021). A zero-trust strategy or 

framework is central to e-retail fraud prevention where the protection of customer data is 

paramount (Davies, 2021). 

Educating employees makes them familiar with the basic expectations and influences their 

decisions, intent, or behaviour towards fraud prevention (Creek-Tatom, 2020). Big data-facilitated 

fraud education encourages fraud awareness and detection and supports a necessary change in the 

fraud prevention mindset in e-retail organisations. It minimises the chances of illegal behaviour 

and ensures that e-retail staff are aware of the emerging or changing threat vectors of digital fraud 

in e-retail (TowneBank, 2022). Fraud prevention education and awareness are not primarily 

technical e.g., technical users may not be easily vulnerable to phishing emails or attacks, however, 

non-technical users (Brecht, 2016), e.g., till operators, shop floor managers, receptionists, etc, can 

be more susceptible to such attacks into e-retail network infrastructures that collect, store, and 

process customer data. 

8.4.2. Limited big data facilitated e-retail fraud management due to scarce resources and 

outsourcing constraints.  

Another major finding of this study is there is limited big data facilitated fraud management in e-

retail due to scarce resources and outsourcing constraints. The impact of scarce resources and 

outsourcing constraints on big data-facilitated fraud prevention in e-retail is a significant finding 

of this study because there is little research highlighting this constraint. E-retail managers must be 

aware of the significance of this issue to make better fraud prevention decisions. In 2018, a survey 

showed that 69% of e-retail CFOs stated they are likely to outsource part of their fraud 

management (Eaton-Cardone, 2018). 
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The perception from the interviewees is that e-retail firms outsource fraud management because it 

is expensive to undertake in terms of investing in building in-house tools and also poses human 

resource challenges in terms of getting the right personnel in the right number. This finding agrees 

with the findings of past studies. Joshi & Akhilesh (2020) find that cyber/digital fraud security is 

underfunded in e-retail and this causes e-retail firms to take a reactive approach to the cyber/digital 

fraud security paradigm that is based on compliance with regulatory standards. 

Nevertheless, outsourcing fraud prevention management increases the risk of fraud (Berthiaume, 

2013). The main problem with outsourced fraud management is the lack of/limited data control or 

intelligence for the outsourcing firm (Florian, 2021). Evidence presented in section 6.4.2a suggests 

that outsourcing big data-facilitated fraud prevention processes make e-retail firms lack visibility 

into the fraud management process, which in turn, can make them more vulnerable to other attack 

vectors.  

Findings stress that the customisation of big data-facilitated fraud prevention processes will be 

more difficult as e-retail firms will find it challenging to tailor fraud solutions to their specific 

needs. Conversely, managing fraud in-house will enable firms to resolve specific fraud challenges 

as fraud teams will learn the specific fraud issues plaguing the firm and know how to defeat them 

(Florian, 2021). Findings from the study show that when fraud is managed in-house, there will be 

better control and intelligence and managers can tweak fraud detection methods to get better 

reports and business intelligence.  

Additionally, in-house fraud management increases data protection and security compliance as the 

firm’s data stays with them. Andrés Otero, a former senior managing director in fraud management 

at Kroll, stresses that the risk exposure of a firm cannot be transferred or outsourced regardless of 

whether fraud management is outsourced (Berthiaume, 2013). 

8.5. Practical implications 

This thesis presents the practical utility of theory as a contribution to the study. The study provides 

a practical implementation of theoretical concepts in e-retail firms and the outcome and impact of 

these concepts. The practical implication of the study is threefold: organisational and strategic 
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benefits, operational and managerial benefits, and IT infrastructure benefits. These practical 

implications are discussed below. 

a. Organisational and strategic benefits: 

“Organizational benefits occur when the use of routines or activities helps an organization in terms 

of focus, cohesion, learning and execution of its chosen strategies” (Shang & Seddon 2002:279). 

A study by Peters & Waterman (1982) posits that information technology (e.g., big data) builds 

integrated processes, facilitates the flattening of organisation structures, and improves employee 

understanding of processes. The sophistication and intricacy of digital fraud attacks point to the 

need for retailers to adopt a big data-facilitated fraud prevention approach because an attack can 

affect the business in general or target specific information due to the reliance of e-retail on big 

data. As such, the path-to-value conceptual model this study presents in the post-data analysis 

stage (see Figure 8.1) can assist e-retail firms to learn big data facilitated capabilities are 

developed, and transformed into fraud prevention activities/practices, and controls.  

This study’s IBDEFP model also presents an integrated big data-facilitated decision-making 

process or tool that can help e-retail managers to understand critical factors that can affect big data-

driven fraud prevention and create innovative data-driven fraud prevention strategies e.g., greater 

organisational big data facilitated fraud training and education, cost leadership, improved data 

control and work patterns. The model further presents specific big data-enabled fraud prevention 

activities or practices and controls that can be used by e-retail managers when developing fraud 

prevention strategies. This presents a new opportunity for e-retail firms to achieve competitive 

differentiation by customising big data-facilitated fraud practices and controls for individual firm 

needs. 

b. Operational and managerial benefits 

The post-data analysis conceptual model presents a theoretical extension and refinement showing 

e-retail operational and managerial actions that involve acquiring and transforming big data 

resources and capabilities into fraud prevention practices and controls. The IBDEFP model 

identifies specific big data-facilitated fraud prevention practices and controls whose direct effect 

on firm performance can be observed and examined. Therefore, it proposes a medium of assessing 
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the relationship between big data resources and capability and firm performance to help 

practitioners to understand how critical aspects of firm fraud prevention practice relate to big data-

facilitated tools 

The concepts of the IBDEFP can help management to develop a deeper understanding of the fraud 

prevention strategies that are derived from big data resources, capabilities, practices, and controls 

in e-retail. The study presents a model with conceptual elements and sub-elements that e-retail 

managers can follow, replicate, or adopt operationally to create big data-facilitated fraud 

prevention practices and controls. As evidence from the findings of the study shows, a big data-

facilitated approach to fraud prevention in e-retail can help management in making resource 

allocation or investment decisions towards developing and streamlining fraud prevention activities 

or actions. 

Shang & Seddon (2002) stress that summarised set of activities offers managerial benefits to 

business managers in an information systems setting. Hence, the framework of this study presents 

a path-to-value process that can help e-retail managers to better monitor and evaluate big data-

facilitated fraud prevention activities or actions and make better-informed decisions concerning 

the firm’s resource allocation towards fraud prevention.  

c. IT infrastructure benefits 

Protecting the data-driven electronic infrastructure requires data-driven fraud prevention 

management as these are the fundamental and critical bedrock of e-retail organisations (Jideani, et 

al., 2018). The findings of the study reveal that deriving fraud prevention practices and controls 

from big data resources and capabilities bring IT infrastructure benefits to e-retail firms. IT 

resources and infrastructures should be sharable and reusable as they are the basis for current and 

future organisational applications (Duncan, 1995). Therefore, building and investing in IT is a 

fundamental management objective (Weill & Broadbent, 1998) 

The IBDEFP conceptual model developed in this study can give e-retail firms better insight into 

where to allocate resources or investments in the development or improvement of big data-

facilitated fraud prevention infrastructures or systems. This is because the IBDEFP model reveals 

the fraud prevention activities (practices and controls) that can lead to the better derivation of 
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technical fraud prevention controls from big data resources and capabilities, and also the critical 

factors that can affect such activities.  

As discussed in the previous chapter (Chapter 7), findings show that insights from big data can 

influence resource allocation and investment decisions toward the development of IT 

infrastructures for e-retail fraud prevention. Findings further suggest that investing in big data-

facilitated IT infrastructures enables e-retail managers to make fraud management decisions that 

are dynamic and adaptable to cyber/digital fraud threats as they arise. Respondents noted that 

developing a big data-facilitated infrastructure for fraud prevention provides e-retail firms with 

business flexibility for future changes in digital fraud whilst increasing their competence towards 

compliance with data regulations, especially in the COVID-19 pandemic and post-pandemic 

period. 

8.6. Limitations 

The study has some limitations, which can be addressed in future research. First, the study 

evaluates how big data facilitates fraud prevention in e-retail through qualitative means (semi-

structured interviews) and does not carry out any quantitative analysis which can provide grounds 

for the generalisation of findings through a larger sample size. Second, the study is conducted 

within one context – the use of big data in e-retail fraud prevention. Thus, the researcher 

recommends a further replication of the derived model in other domains to boost generalisability. 

Third, cross-sectional data is used in this study; as such, further retesting of results utilising 

longitudinal data may be valuable in examining the reliability and validity of findings.  

8.7. Future research agenda 

The researcher identifies two areas where this study would benefit from further research. They 

include (1) examining the conceptual framework (or theoretical model) in a new research context, 

and (2) examining the statistical effectiveness and efficiency of the new approach through 

quantitative analysis.  
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a. Examining the conceptual framework (or theoretical model) in a new context 

While the aim of this research which is to; critically assess how big data facilitates e-retail fraud 

prevention practices and controls and the theoretical and practical implications of a big data-driven 

approach to e-retail fraud prevention, has been achieved. Fraud prevention remains a challenge for 

businesses in the data-driven age and it would be helpful to further explore the theoretical model 

of this study in a new context. 

This study’s theoretical model can be examined in any big data-driven setting. An in-depth 

examination of this study’s theoretical model in a new context would be beneficial to researchers 

and practitioners because testing this study’s model in other data-driven contexts will examine 

how well the model captures or differs from other contexts’ data-driven fraud prevention strategy 

or ascertain if the model provides new and meaningful path-to-value strategies for data-driven 

fraud prevention in the contexts. 

b. Examining the effectiveness and efficiency of the new approach through quantitative 

analysis 

Work is needed to robustly examine the effectiveness and efficiency of this study’s new approach 

to big data-driven e-retail fraud prevention through quantitative analysis. A quantitative approach 

will capture the perspectives of larger sample size and explore the opinions of seldom-accessible 

people and/or experts involved in e-retail. Examining this study’s novel theoretical model through 

a quantitative study will statistically test the significance of the elements of the model and provide 

grounds for the generalisation of findings that this study, being a qualitative study, cannot offer.  

A quantitative examination of the new theoretical model will improve the validity and reliability 

of the data through objective scrutiny. This would further limit subjectivity and reduce any 

potential errors. A quantitative approach will allow studies examining the new theoretical approach 

to big data-driven e-retail fraud prevention to draw necessary data from far afield without 

necessarily being near or having contact with participants as was the case in this study. This will 

enable researchers to gain deeper insights into the postulations of the proposed model of this study 

and its impact on the general population. 
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Lastly, using a quantitative approach to examine the effectiveness and efficiency of the new 

theoretical approach of this study can provide better suitability of this study’s model across other 

fields of study because of the validity and reliability advantages it provides. 
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9. Chapter Nine: Conclusion 

There is extensive research on the use of big data analytics for organisational benefits in various 

research contexts. Although many scholars have posited that the use of big data analytics would 

be beneficial for e-retailers and have explored the impact of big data on the retail industry from a 

range of outlooks or perspectives e.g., consumer behaviour and marketing (Verma, et al., 2020). 

Nevertheless, there is a limited discourse on the use of big data analytics in the e-retail fraud 

prevention context.  

This study critically assessed how e-retailers derive fraud prevention practices and controls from 

big data and analysed the theoretical and practical implications of a big data-facilitated approach 

for e-retail fraud prevention. Through a literature review, this study critically explored the nexus 

between big data, e-retail and digital fraud, and the theoretical propositions for using big data-

driven capabilities for fraud prevention. The literature review (see Chapter 2) stresses that fraud 

prevention management is not optional for retail organisations; it has become a necessity in today’s 

world. Protecting the data-driven electronic infrastructure requires big data-facilitated fraud 

prevention management as these are the fundamental and critical bedrock of e-retail organisations 

(Jideani, et al., 2018).  

The sophistication and intricacy of digital fraud attacks point to the need for retailers to adopt a 

big data-facilitated fraud prevention approach because an attack can affect the business in general 

or target specific information due to the reliance of e-retail on data. Also, the interdependence of 

various e-retail infrastructures (e.g., e-payment service providers, web-hosting servers, etc.) poses 

several targets for digital fraud attacks which can affect e-retail trade. For instance, fraudsters use 

malware to block server access, steal personal data, targeting service providers to distort 

transactions. Nonetheless, to the best of the researcher’s knowledge, no existing study offers a 

clear theoretical framework that can be used to evaluate how big data facilitates e-retail fraud 

prevention.  

The literature review chapter discussed several theories for cyber/digital fraud prevention 

management in the context of the e-retail industry and argues for an integrated theoretical approach 

to fraud prevention management in e-retail. A summary of the key theoretical arguments is shown 
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in Table 2.2. This study contends that the Balance Control Theory (BCT) presents a more 

appropriate, holistic, or integrated approach to e-retail fraud prevention management. 

While big data and fraud prevention has been the focus of extensive attention in research, the 

literature rarely acknowledges the need to evaluate how big data facilitates fraud prevention in e-

retail. As aforementioned, a careful review of existing literature suggests that there is no study into 

the development of clear theoretical frameworks that can be used to evaluate how big data 

facilitates e-retail fraud prevention. This study addresses this gap by developing a clear integrated 

big data-enabled fraud prevention (IBDEFP) model that can be used to evaluate how e-retail firms 

derive fraud prevention from big data resources and capabilities in Chapter 3.  

The IBDEFP model draws on the Practice-Based View (PBV) which is from the Behavioural 

Theory of the Firm (BTOF), and the Balanced Control Theory (BCT) which is modified from the 

Control Balanced Theory (CBT). This study adopts and contextualises Wang et al.’s (2018) big 

data analytics-enabled transformation model that draws on the theoretical underpinnings of the 

PBV as shown in Figure 3.1 and combines it with Dhillon’s (1999) cyber fraud prevention model 

draws on the theoretical underpinnings of the BCT. A summary of the key constructs of the 

conceptual framework of this study is presented in Table 3.1. 

The IBDEFP model is based on the extension and combination of the Practice-Based View (PBV) 

and the Balanced Control Theory (BCT) to show the causal links between big data resources and 

capabilities, big data facilitated fraud prevention practices and controls, and the critical factors 

affecting them in e-retail. Combining the PBV and the BCT adds to existing knowledge because 

it provides a novel and clear theoretically-driven explanatory framework for evaluating how big 

data facilitates e-retail fraud prevention. In addition, it bridges the gap in the literature by providing 

contextual and theoretical contributions for e-retail fraud prevention or cybersecurity management 

studies. 

The study adopts a pragmatic research philosophy and an abductive approach to address research 

objectives and questions (see Chapter 4). A qualitative research design is chosen for the study. The 

study’s research questions are practice-based, as such adopting a qualitative method is most 

appropriate. Cross-sectional data were collected through semi-structured interviews of 32 expert 
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respondents dealing substantially with data in e-retail firms. Figure 4.4. summarises the research 

methodology of the study in a research onion. 

The deductive coding process (see Figure 5.1) involved using a coding template as outlined by 

Crabtree & Miller (1999). This was theory-driven and based on the literature the researcher 

reviewed and developed before going into the field. The deductive coding process involved a 

coding template from a codebook that was applied as a way of organising texts in the interview 

transcripts before the data interpretation process. In addition to the deductive process of Crabtree 

& Miller (1999), in analysing the interview transcripts of the study, the researcher also used the 

inductive data-driven approach by Boyatzis, (1998). The inductive coding process of this study 

involved reviewing important interview participants’ statements and encoding them before the 

data interpretation process (Boyatzis, 1998). See Table 5.2. for the application of the abductive 

approach to the research objectives and questions. 

The researcher also reported the findings that inductively emerged from the data, for two main 

reasons. First, it provided empirical evidence that a proactive big data-facilitated fraud prevention 

strategy in e-retail goes beyond the advantage achieved from exploiting the linear progress path of 

the PBV and BDET’s firm-specific data-driven capabilities. Second, it provided empirical 

evidence that there are key exogenous factors that affect/shape the use of big data-driven fraud 

prevention capabilities, practices, and controls in e-retail firms. 

Inductively derived data also enabled the researcher to limit researchers’ bias and examine 

assumptions of the founding theories of the conceptual framework to better position them within 

critical realism and the discourse of this study. An example of some additional codes and their 

supporting texts is shown in Table 5.3 (see Appendix 9.2 for the complete table) and an example 

of those guided by preconceived codes is shown in Table 5.4 (see Appendix 9.1 for the complete 

table). The first-order codes are linked to the preconceived aggregate theoretical dimensions in the 

coding manual (i.e., the explanatory variables, big data-enabled transformation practices, and the 

balanced control implementation paradigm). See Tables 5.3 and 5.4. 

The main theoretical contribution of this study addresses the gap in the literature by building a 

conceptual/theoretical model/framework that can evaluate how big resources and capabilities 

facilitate fraud prevention practices and controls in e-retail. The novel framework developed in 
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this study addresses the ROs and RQs (see Table 8.1) as it does not only capture the causal 

relationship between e-retail big data resources and capabilities, big data facilitated fraud 

prevention practices, controls, and benefit dimensions, but also the critical factors affecting the use 

of big data for e-retail fraud prevention. To the best of the researcher’s knowledge, this has not 

been done before. The implication of this theoretical contribution is threefold: a theoretical 

extension, theoretical modification, and methodological implications.  

Combining/integrating and extending the theoretical concepts of the PBV and BCT into this 

study’s research context or setting adds to existing knowledge because it provides a novel and 

clear theoretically driven explanatory framework for evaluating the use of big data for e-retail 

fraud prevention (see RO2 & RQ2, Table 8.1). This addition to knowledge provides contextual 

and theoretical implications of an incremental dimension as the IBDEFP does not only explain 

how big data resources and capabilities are transformed into big data facilitated fraud prevention 

practices (i.e., on the PBV aspect), but also how the additional variable (the BCT) can improve the 

existing theoretical framework by explaining how big data facilitates the development and 

improvement of fraud controls in e-retail. 

Combining/integrating and extending the PBV and BCT also provides a revelatory dimension to 

the originality of the theoretical contribution of the study that bridges the gap in the literature by 

providing contextual and theoretical contributions for fraud prevention or cybersecurity 

management studies. The IBDEFP framework reveals understudied factors related to the use of 

big data for e-retail fraud prevention. These understudied factors are captured in the IBDEFP 

model as factors that affect the use of big data for e-retail fraud prevention. 

The elements of the IBDEFP present a utility of the theoretical contribution of the study as the 

study explains how concepts are implemented in e-retail firms. The theoretical model reveals 

specific activities or actions that e-retail firms undertake when developing fraud prevention 

strategies from big data resources and capabilities (see RO4 and RQ4, Table 8.1). 

The theory refinement or modification contribution of this study extends an advancement in 

existing theory that explains the relevant factors affecting how big data is used for e-retail fraud 

prevention. The study contests the assumptions of the Balanced Control Theory (BCT) that states 

a balance between technical, formal, and informal digital fraud controls can exist (see Table 8.3). 
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This study found the BCT’s assumption to be theoretically ambiguous and lacking in critical 

realism. Thus, the ‘balanced fraud control paradigm’ concept was refined as ‘data-driven fraud 

controls’ to create a balance between the comprehensiveness and parsimony of the theory. 

Likewise, the BCT’s conceptualisation of ‘informal control’ was contested by this study as the 

study found it vague, contradictory, or often confused its elements with those of ‘formal control’. 

Thus, based on the findings of the study and to provide a clear framework that operationalises how 

conceptual elements interact with each other, ‘informal control’ was refined as ‘data-driven fraud 

training and education’. This way, researchers can explicate the connections and overlaps of this 

study’s explanatory framework and concepts. 

The practical implication of the study is threefold: organisational and strategic benefits, operational 

and managerial benefits, and IT infrastructure benefits. This study’s conceptual model presents an 

integrated big data-facilitated decision-making process or tool that can help e-retail managers to 

understand the critical factors that can affect big data-facilitated fraud prevention to create 

innovative big data-driven fraud prevention strategies e.g., better organisational-wide big data 

facilitated fraud training and education, cost leadership, improved data control and work patterns.  

This study also presents a big data-facilitated tool/model for e-retail managers that they can 

replicate or adapt operationally. The conceptual model developed in this study can give e-retail 

firms better insight into where to allocate resources or investments in the development of e-retail 

IT fraud prevention infrastructures. This is because the conceptual model reveals the big data 

facilitated practices and technical fraud prevention controls that can lead to the better derivation 

of fraud prevention from big data resources and capabilities, and also the factors that can affect 

such activities.  

Existing literature suggests that a firm’s strategy is embedded in its routines, and organisations 

should identify new or better routines to evolve. The findings of this study are useful to e-retail 

researchers and practitioners as they provide specific big data-facilitated practices that e-retail 

managers use in developing fraud prevention strategies from big data resources and capabilities. 

Two key findings that are less documented in existing e-retail fraud prevention studies emerged 

from empirically evaluating the theoretical framework of the study to evaluate how e-retailers use 

big data for fraud prevention. First, the study finds that there is limited use of big data-facilitated 
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fraud awareness, training, and educational programmes in e-retail, and this affects how e-retail 

firms use big data for fraud prevention. Second, there is limited big data-facilitated fraud 

management in e-retail due to scarce resources and outsourcing constraints. 
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10. Chapter Ten: Reflections on my PhD journey 

Reflecting on my PhD journey is daunting. Nonetheless, my experience on this journey has shaped 

my short and long-term perspectives on life. I have learned not to be fixated on my viewpoints or 

be limited by the scope of my knowledge. During this journey, I was able to benefit from a variety 

of new connections both with my fellow Postgraduate Researchers (PGRs) and academic 

colleagues.  

The biggest hurdle I faced that significantly disrupted my thesis writing started with my former 

DoS leaving Coventry University just before the pandemic lockdown and a few months before my 

PRP 2. Not only that, but my former DoS also left with the data collection access that he facilitated 

as a case study for my research. This threw my whole thesis in disarray and major restructuring 

had to be undertaken at a time when everything in the world paused due to the COVID-19 

pandemic and lockdown policies. My data collection was effectively shut down because of this 

and my methodology had to be revamped so I could progress.  

I had to form a new supervisory team during the lockdown period and had overwhelming 

difficulties recruiting participants for my study (based on the revamped methodology) during this 

period. This mentally affected me as moving from a PGR community to working in absolute 

isolation and facing what I was facing, I was no longer able to access the needed type of support 

from the PGR community as I would have gotten in normal circumstances.  

I experienced difficulties securing interviews for my study, for two main reasons. First, there is a 

perceived complexity and sensitivity of my study’s subject area (data and security), which played 

directly to the fragility and confidentiality of corporate policies and code of conduct (see Chapter 

Four). Thus, most participants did not respond to emails or direct messages on LinkedIn. Some 

others responded but were unwilling to grant interviews. Second, the COVID-19 pandemic arose 

during the data collection stage of this project and posed significant challenges to potential 

interviewees (e.g., fraud analysts, and e-commerce managers) who could not find the time for 

interviews. This is because, during this period, e-retail organisations experienced unusual peaks in 

workload due to increased online demand. This affected the responsiveness of participants. 
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While these issues threatened the progress of my PhD, they unexpectedly provided an avenue for 

me to improve my professional development activities (PDAs) in terms of networking, 

participation in academic and industry symposiums and conferences, public speaking, and 

articulation of my thesis in layman's terms. These PDAs were useful in the recruitment of 

participants via LinkedIn and the virtual interviews conducted with them. I attended various virtual 

subject-related events such as the Doctoral Capability and Development Conference 2020 

(DCAD20), Data Champions, Online conference – UK & Ireland 2020, European Conference on 

Knowledge Management 2020, WITI virtual event 2020: the future of retail, Chief Data & 

Analytics Officer Africa (CDAO) conference 2020, a symposium on Retail in post-COVID world: 

reflections & future directions 2020, and more recently, the Government IT Security (GOVSEC) 

Conference, London 2022 (in-person). 

Partaking in these activities helped me prepare for the Three Minute Thesis (3MT) Competition, 

Research Hootenanny 2021 in which I represented my faculty and research centre as a finalist. I, 

alongside my supervisory team, also submitted a developmental conference paper on "The 

Realities of E-Retailing in a Pandemic World – Using Data-Driven Training and Awareness 

Programmes to Rethink E-Retail Fraud Prevention Strategies” which was presented by me at the 

British Academy of Management (BAM) Conference 2021 and published in BAM's conference 

proceedings. Most recently, we submitted a full academic paper titled "Towards the Development 

of a Data-driven Fraud Prevention Model for E-retail" whose abstract was initially accepted by 

the 21st European Conference on Cyber Warfare and Security 2022 (ECCWS22) but later rejected 

due to logistical constraints. Both papers submitted to the BAM and ECCWS conferences 

underwent a double-blind peer-review process. 

Looking back, I would do some things differently. For instance, I would be more proactive in 

setting the agenda for supervisory meetings and be more careful with making sudden significant 

changes to my research trajectory without due diligence. That being said, whether I made some 

right or wrong choices in my PhD journey, my general experience is bittersweet and useful as I 

gained valuable learning, research and teaching skills. 
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Appendices 

Appendix 1(a): Pre-Data Analysis Thematic Themes, Constructs & Coding: 

S/N Element Theme Thematic Theme Code 

Number 

1 Explanatory Variables: 
   

 
Big Data Analytics Resources: 

 
Role of Interviewee A1   

Data Aggregation Use of big data A2 
   

Source of big data *   
Data Analysis Processing and analyses of big data * 

    Data Interpretation Interpretation of big data *  
Big Data Analytics Capabilities 

(BDAC): 

Traceability Big data capabilities development A3 

   
Examination of fraud patterns from big data across business 

units 

A4 

  
Analytical Capability Importance of usage of BDAC for fraud analysis/patterns A5    

Exploration of BDAC within organisation A6 

    Decision Support Capability Real-time analyses of fraud data with organisation A7   
Predictive Capability Cross-referencing of past and current fraud data for 

prediction 

A8 

      Ease of comprehension of real-time incident report 

summaries 

A9 

2 Big Data-enabled Transformation 

Practices: 

   

 
Localised Exploitation: Meaningful use of BDAC Proactive use of incident report summaries for fraud 

prevention 

B1 

  Internal Integration: Multidisciplinary practice Use of real-time incident report summaries e.g., metrics or 

visual dashboards 

B2 

 
Business Process Redesign: Retail Resource Integration Practice Organisational structure of examination; 

centralised/decentralised 

B3 

  Business Network Redesign: Network Collaboration Practice Active fraud prevention collaboration B4 

  
Network Knowledge Creation Practice Interoperable platform for exchange/sharing of fraud-related 

information 

B5 

  Business Scope Redefinition Personalised Care Practice Customisation of cybersecurity/fraud risk profiles for each 

business unit 

B6 

3 Balanced Control Implementation 

Paradigm: 
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S/N Element Theme Thematic Theme Code 

Number 
 

Technical Control: Maximise System Integrity Implementation of BDAC-enabled technical controls for 

fraud prevention 

C1 

    
*   

Maximise Security, Privacy & Ease of Use Security & usability requirements in system design C2   
BDAC Influence on Systems Design Degree of influence of BDAC on technical controls design C3 

  Formal Control: Maximise Fraud-related Communication & 

System Access 

Implementation of BDAC-enabled formal controls for fraud 

prevention 

C4 

   
Enhance Fraud-related Communication *    
Maximise System Access *   

BDAC Influence on Formal Control Degree of influence of BDAC on formal controls design C5   
Big Data Governance Policy Degree of influence of big data requirements on data 

governance policies 

C6 

  Informal Control: Maximise Self-efficacy in Training Implementation of BDAC-enabled informal controls for 

fraud prevention 

C7 

  
Maximise User Requirements Elicitation Degree of influence of BDAC on informal controls design C8 
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Appendix 1(b): Pre-Data Analysis Representation of the Study’s Conceptual Model (Disaggregated form) and its Mapping 

to Thematic Coding/Themes 
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Appendix 2: Main and Follow-up Interview Questions and their Sources 

S/N Code 

Number 

Question 

No. 

Interview Questions (* = follow-up questions) Source Reference 

1 
    

 
A1 1 What is your role in your organisation? 

 

 
A2 2 In running daily business functions, does your organisation use big data? 

 

 
* * What are the various sources of large data streams (big data) used in your organisation? Wang, Y., Kung, L., Wang, W. and Cegielski, C. 

(2018). An integrated big data analytics-enabled 

transformation model: Application to health care. 
Information & Management, 55(1), pp.64-79.  

* * How are your organisation's large streams of data (big data) processed and analysed to perform the relevant 

business functions? Descriptive analysis, Online analytic processing (OLAP), Data mining, Text 

mining/Natural Language Processing (NLP), Predictive modelling 

Wang, Y., Kung, L., Wang, W. and Cegielski, C. 

(2018). An integrated big data analytics-enabled 

transformation model: Application to health care. 
Information & Management, 55(1), pp.64-79. 

  * *   Wang, Y., Kung, L., Wang, W. and Cegielski, C. 

(2018). An integrated big data analytics-enabled 
transformation model: Application to health care. 

Information & Management, 55(1), pp.64-79.  
A3 3 To what extent do you agree/disagree that the development of big data-enabled strategies, processes, functions, 

intelligence, architectures, and algorithms improves business capabilities for fraud prevention practices in your 
organisation? 

Wang, Y., Kung, L., Wang, W. and Cegielski, C. 

(2018). An integrated big data analytics-enabled 
transformation model: Application to health care. 

Information & Management, 55(1), pp.64-79.  
A4 11 Do you think that organisations should exploit their large streams of data to analyse fraud data across their 

various business units to check for correlations or patterns?  
Wang, Y., Kung, L., Wang, W. and Cegielski, C. 
(2018). An integrated big data analytics-enabled 

transformation model: Application to health care. 

Information & Management, 55(1), pp.64-79. 

  *   How is this exploited in your organisation?   
 

A5 4 To what extent do you agree/disagree that utilising large streams of data (big data) to analyse and understand 

past and current fraud patterns is important in your organisation? Explain 

Wang, Y., Kung, L., Wang, W. and Cegielski, C. 

(2018). An integrated big data analytics-enabled 

transformation model: Application to health care. 
Information & Management, 55(1), pp.64-79.  

A6 5 How has this been explored in your organisation? Wang, Y., Kung, L., Wang, W. and Cegielski, C. 

(2018). An integrated big data analytics-enabled 

transformation model: Application to health care. 
Information & Management, 55(1), pp.64-79. 

  A7 7 When does your organisation process/analyse its big data? In real-time, periodically/intermittently, 

discontinuously? 

Wang, Y., Kung, L., Wang, W. and Cegielski, C. 

(2018). An integrated big data analytics-enabled 
transformation model: Application to health care. 

Information & Management, 55(1), pp.64-79.  
A8 6 To what extent do you agree/disagree that cross-referencing historical and current fraud data to predict future 

trends is important in your organisation? 

Wang, Y., Kung, L., Wang, W. and Cegielski, C. 

(2018). An integrated big data analytics-enabled 
transformation model: Application to health care. 

Information & Management, 55(1), pp.64-79. 
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S/N Code 

Number 

Question 

No. 

Interview Questions (* = follow-up questions) Source Reference 

  A9 9 In your view, is more beneficial or not to provide Incident report summaries in formats more easily understood 
by users (e.g., employees)? Why? 

Wang, Y., Kung, L., Wang, W. and Cegielski, C. 
(2018). An integrated big data analytics-enabled 

transformation model: Application to health care. 

Information & Management, 55(1), pp.64-79. 

2 
    

 
B1 10 Are fraud incident report summaries proactively used to enhance decision-making regarding prevention 

practices in your organisation? 
Wang, Y., Kung, L., Wang, W. and Cegielski, C. 
(2018). An integrated big data analytics-enabled 

transformation model: Application to health care. 

Information & Management, 55(1), pp.64-79.  
* * 

 
Wang, Y., Kung, L., Wang, W. and Cegielski, C. 

(2018). An integrated big data analytics-enabled 

transformation model: Application to health care. 

Information & Management, 55(1), pp.64-79.  
* * 

 
Wang, Y., Kung, L., Wang, W. and Cegielski, C. 

(2018). An integrated big data analytics-enabled 

transformation model: Application to health care. 
Information & Management, 55(1), pp.64-79.  

* * 
 

Wang, Y., Kung, L., Wang, W. and Cegielski, C. 

(2018). An integrated big data analytics-enabled 
transformation model: Application to health care. 

Information & Management, 55(1), pp.64-79. 

  B2 8 After data processing, are real-time incident report summaries (e.g., metrics, dashboards) frequently utilised to 

enhance decision-making display/presentation in your organisation. If yes, how? If no, why? 

Wang, Y., Kung, L., Wang, W. and Cegielski, C. 

(2018). An integrated big data analytics-enabled 
transformation model: Application to health care. 

Information & Management, 55(1), pp.64-79.   
* 

 
Wang, Y., Kung, L., Wang, W. and Cegielski, C. 
(2018). An integrated big data analytics-enabled 

transformation model: Application to health care. 

Information & Management, 55(1), pp.64-79. 

    *   Wang, Y., Kung, L., Wang, W. and Cegielski, C. 
(2018). An integrated big data analytics-enabled 

transformation model: Application to health care. 

Information & Management, 55(1), pp.64-79.  
B3 12 What managerial system does your organisation practice to analyse fraud data across various business units to 

check for correlations or patterns? centralised or decentralised or hybrid managerial ways? 

Wang, Y., Kung, L., Wang, W. and Cegielski, C. 

(2018). An integrated big data analytics-enabled 

transformation model: Application to health care. 
Information & Management, 55(1), pp.64-79. 

  B4 14 Does your organisation actively collaborate with other online service providers/eCommerce organisations 

through inter-operable or shared networks? 

Wang, Y., Kung, L., Wang, W. and Cegielski, C. 

(2018). An integrated big data analytics-enabled 
transformation model: Application to health care. 

Information & Management, 55(1), pp.64-79.  
* * Are there any limitations to this? Wang, Y., Kung, L., Wang, W. and Cegielski, C. 

(2018). An integrated big data analytics-enabled 
transformation model: Application to health care. 

Information & Management, 55(1), pp.64-79. 
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S/N Code 

Number 

Question 

No. 

Interview Questions (* = follow-up questions) Source Reference 

 
* * 

 
Wang, Y., Kung, L., Wang, W. and Cegielski, C. 
(2018). An integrated big data analytics-enabled 

transformation model: Application to health care. 

Information & Management, 55(1), pp.64-79.  
* * 

 
Wang, Y., Kung, L., Wang, W. and Cegielski, C. 
(2018). An integrated big data analytics-enabled 

transformation model: Application to health care. 

Information & Management, 55(1), pp.64-79.  
B5 15 Does your organisation actively collaborate with other online service providers/eCommerce organisations 

through inter-operable or shared networks? 

Wang, Y., Kung, L., Wang, W. and Cegielski, C. 

(2018). An integrated big data analytics-enabled 

transformation model: Application to health care. 
Information & Management, 55(1), pp.64-79.  

* * 
 

Wang, Y., Kung, L., Wang, W. and Cegielski, C. 

(2018). An integrated big data analytics-enabled 
transformation model: Application to health care. 

Information & Management, 55(1), pp.64-79. 

  B6 13 Do you agree/disagree that the development of targeted cybersecurity/fraud risk profiles and management plans 

for each business unit enabled by big data is more beneficial for organisations? Explain 

Wang, Y., Kung, L., Wang, W. and Cegielski, C. 

(2018). An integrated big data analytics-enabled 
transformation model: Application to health care. 

Information & Management, 55(1), pp.64-79. 

3 
    

 
C1 16 To what extent do you agree/disagree that the emergence of big data-enabled capabilities influences the design 

of technical controls (e.g., encryption, firewalls) in your organisation? 

Dhillon, G., Oliveira, T., Susarapu, S. and 

Caldeira, M. (2016). Deciding between 
information security and usability: Developing 

value based objectives. Computers in Human 

Behavior, 61, pp.656-666.  
* * To what extent do you agree/disagree that big data capabilities are likely to improve the adaptability & reliability 

of technical controls in your organisation to the ever-changing fraud patterns? 

Dhillon, G., Oliveira, T., Susarapu, S. and 

Caldeira, M. (2016). Deciding between 

information security and usability: Developing 
value based objectives. Computers in Human 

Behavior, 61, pp.656-666.  
C2 17 In your view, which would you consider/rank most important when designing your network infrastructure? 

Security, Ease of use (Usability), A balance of between security and usability? 

Dhillon, G., Oliveira, T., Susarapu, S. and 

Caldeira, M. (2016). Deciding between 
information security and usability: Developing 

value based objectives. Computers in Human 

Behavior, 61, pp.656-666.  
* * 

 
Dhillon, G., Oliveira, T., Susarapu, S. and 

Caldeira, M. (2016). Deciding between 

information security and usability: Developing 
value based objectives. Computers in Human 

Behavior, 61, pp.656-666.  
* * 

 
Dhillon, G., Oliveira, T., Susarapu, S. and 
Caldeira, M. (2016). Deciding between 

information security and usability: Developing 

value based objectives. Computers in Human 
Behavior, 61, pp.656-666. 
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S/N Code 

Number 

Question 

No. 

Interview Questions (* = follow-up questions) Source Reference 

 
* * In the past few years, has the number of technical steps & procedures to be followed when reporting  fraud 

incidents increased or decreased in your organisation? 
Dhillon, G., Oliveira, T., Susarapu, S. and 
Caldeira, M. (2016). Deciding between 

information security and usability: Developing 

value based objectives. Computers in Human 
Behavior, 61, pp.656-666.  

* * In the past few years, has there been data confidentiality/protection improvements made (or are in-progress) to 

technical controls by designing, consolidating, or automating key big data-enabled controls used to manage 

fraud risks in my organisation? (e.g., Encryption, Multi-factor Authentication (MFA), 2-factor Authentication 
(2FA) or 2-step Verification (2SV), Captcha, HTTPS authentication, Transport Layer Security (TLS), Secure 

Sockets Layer (SSL) etc.) 

Dhillon, G., Oliveira, T., Susarapu, S. and 

Caldeira, M. (2016). Deciding between 

information security and usability: Developing 
value based objectives. Computers in Human 

Behavior, 61, pp.656-666. 

 
* * 

 
Dhillon, G., Oliveira, T., Susarapu, S. and 

Caldeira, M. (2016). Deciding between 
information security and usability: Developing 

value based objectives. Computers in Human 

Behavior, 61, pp.656-666.  
* * 

 
Dhillon, G., Oliveira, T., Susarapu, S. and 
Caldeira, M. (2016). Deciding between 

information security and usability: Developing 

value based objectives. Computers in Human 
Behavior, 61, pp.656-666.  

* * 
 

Dhillon, G., Oliveira, T., Susarapu, S. and 

Caldeira, M. (2016). Deciding between 
information security and usability: Developing 

value based objectives. Computers in Human 

Behavior, 61, pp.656-666.  
* * 

 
Dhillon, G., Oliveira, T., Susarapu, S. and 
Caldeira, M. (2016). Deciding between 

information security and usability: Developing 

value based objectives. Computers in Human 
Behavior, 61, pp.656-666.  

* * 
 

Dhillon, G., Oliveira, T., Susarapu, S. and 

Caldeira, M. (2016). Deciding between 
information security and usability: Developing 

value based objectives. Computers in Human 

Behavior, 61, pp.656-666.  
C3 18 To what extent do you agree/disagree that the emergence of big data-enabled capabilities influences the design 

of technical controls (e.g., encryption, firewalls) in your organisation? 

Dhillon, G., Oliveira, T., Susarapu, S. and 

Caldeira, M. (2016). Deciding between 

information security and usability: Developing 

value based objectives. Computers in Human 

Behavior, 61, pp.656-666. 

  C4 19 To what extent do you agree/disagree that the emergence of big data-enabled capabilities influences the design 

of formal controls (e.g., policies, procedures, standards, & governance) in your organisation? 

Dhillon, G., Oliveira, T., Susarapu, S. and 

Caldeira, M. (2016). Deciding between 
information security and usability: Developing 

value based objectives. Computers in Human 

Behavior, 61, pp.656-666. 
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S/N Code 

Number 

Question 

No. 

Interview Questions (* = follow-up questions) Source Reference 

 
* * 

 
Dhillon, G., Oliveira, T., Susarapu, S. and 
Caldeira, M. (2016). Deciding between 

information security and usability: Developing 

value based objectives. Computers in Human 
Behavior, 61, pp.656-666.  

* * 
 

Dhillon, G., Oliveira, T., Susarapu, S. and 

Caldeira, M. (2016). Deciding between 

information security and usability: Developing 
value based objectives. Computers in Human 

Behavior, 61, pp.656-666.  
* * 

 
Dhillon, G., Oliveira, T., Susarapu, S. and 
Caldeira, M. (2016). Deciding between 

information security and usability: Developing 

value based objectives. Computers in Human 
Behavior, 61, pp.656-666.  

* * 
 

Dhillon, G., Oliveira, T., Susarapu, S. and 

Caldeira, M. (2016). Deciding between 
information security and usability: Developing 

value based objectives. Computers in Human 

Behavior, 61, pp.656-666.  
* * Do you agree/disagree that organisations should have protocols to punish employees who violate formal 

controls for fraud prevention? • Does this happen in your organisation or not? 
Dhillon, G., Oliveira, T., Susarapu, S. and 
Caldeira, M. (2016). Deciding between 

information security and usability: Developing 

value based objectives. Computers in Human 
Behavior, 61, pp.656-666.  

* * 
 

Dhillon, G., Oliveira, T., Susarapu, S. and 

Caldeira, M. (2016). Deciding between 
information security and usability: Developing 

value based objectives. Computers in Human 

Behavior, 61, pp.656-666.  
* * Do external stakeholders working with data undertake heightened security protocols for remote access in your 

organisation? 
Dhillon, G., Oliveira, T., Susarapu, S. and 
Caldeira, M. (2016). Deciding between 

information security and usability: Developing 

value based objectives. Computers in Human 
Behavior, 61, pp.656-666.  

C5 20 To what extent do you agree/disagree that big data-enabled insights are likely to contribute to fraud prevention 

policies or code-of-conduct in your organisation? Explain please 

Dhillon, G., Oliveira, T., Susarapu, S. and 

Caldeira, M. (2016). Deciding between 
information security and usability: Developing 

value based objectives. Computers in Human 

Behavior, 61, pp.656-666.  
C6 21 To what extent do you agree/disagree that when developing data governance policies (e.g., GDPR, Data 

Protection Act 2018), your organisation keeps big data requirements into account? 

Dhillon, G., Oliveira, T., Susarapu, S. and 

Caldeira, M. (2016). Deciding between 

information security and usability: Developing 
value based objectives. Computers in Human 

Behavior, 61, pp.656-666. 
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S/N Code 

Number 

Question 

No. 

Interview Questions (* = follow-up questions) Source Reference 

  C7 22 To what extent do you agree/disagree that the emergence of big data-enabled capabilities influences the design 
of informal controls (e.g., training & educational programmes) in your organisation? Explain 

Dhillon, G., Oliveira, T., Susarapu, S. and 
Caldeira, M. (2016). Deciding between 

information security and usability: Developing 

value based objectives. Computers in Human 
Behavior, 61, pp.656-666.  

* * 
 

Dhillon, G., Oliveira, T., Susarapu, S. and 

Caldeira, M. (2016). Deciding between 

information security and usability: Developing 
value based objectives. Computers in Human 

Behavior, 61, pp.656-666.  
* * 

 
Dhillon, G., Oliveira, T., Susarapu, S. and 
Caldeira, M. (2016). Deciding between 

information security and usability: Developing 

value based objectives. Computers in Human 
Behavior, 61, pp.656-666.  

* * 
 

Dhillon, G., Oliveira, T., Susarapu, S. and 

Caldeira, M. (2016). Deciding between 
information security and usability: Developing 

value based objectives. Computers in Human 

Behavior, 61, pp.656-666.  
* * How does your organisation prioritise training and educational programmes on fraud prevention across the 

various staff levels? Top/Middle/Lower-level staff 
Dhillon, G., Oliveira, T., Susarapu, S. and 
Caldeira, M. (2016). Deciding between 

information security and usability: Developing 

value based objectives. Computers in Human 
Behavior, 61, pp.656-666.  

* * 
 

Dhillon, G., Oliveira, T., Susarapu, S. and 

Caldeira, M. (2016). Deciding between 
information security and usability: Developing 

value based objectives. Computers in Human 

Behavior, 61, pp.656-666.  
C8 23 To what extent do you agree/disagree that big data-enabled intelligence is likely to contribute to employee 

training and educational programmes, if any, in your organisation's fraud prevention efforts? 
Dhillon, G., Oliveira, T., Susarapu, S. and 
Caldeira, M. (2016). Deciding between 

information security and usability: Developing 

value based objectives. Computers in Human 
Behavior, 61, pp.656-666.  

* * 
 

Dhillon, G., Oliveira, T., Susarapu, S. and 

Caldeira, M. (2016). Deciding between 
information security and usability: Developing 

value based objectives. Computers in Human 

Behavior, 61, pp.656-666.  
* * Do you agree/disagree that employee beliefs significantly influence their compliance to strategic decisions on 

fraud prevention policies in organisations? 

Dhillon, G., Oliveira, T., Susarapu, S. and 

Caldeira, M. (2016). Deciding between 

information security and usability: Developing 
value based objectives. Computers in Human 

Behavior, 61, pp.656-666. 
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S/N Code 
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No. 

Interview Questions (* = follow-up questions) Source Reference 

 
* * To what extent do you agree/disagree that big data creates targeted and custom or unique fraud prevention 

strategies? 
Dhillon, G., Oliveira, T., Susarapu, S. and 
Caldeira, M. (2016). Deciding between 

information security and usability: Developing 

value based objectives. Computers in Human 
Behavior, 61, pp.656-666. 
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Appendix 3: Informed Consent Form 

INFORMED CONSENT FORM: 

[RESEARCH TITLE: The Use of Big Data Analytics for Retail Fraud Prevention.] 

 

You are invited to take part in this research study for the purpose of collecting data to critically evaluate the use of big data as a 

technique to assess retail fraud prevention practices and develop a holistic theoretical framework for e-retailers to improve their 

practice and prevention strategies.. 

 

Before you decide to take part, you must read the accompanying Participant Information Sheet. 

 

Please do not hesitate to ask questions if anything is unclear or if you would like more information about any aspect of this research. 

It is important that you feel able to take the necessary time to decide whether or not you wish to take part.   

 

If you are happy to participate, please confirm your consent by circling YES against each of the below statements and then signing 

and dating the form as participant. 

 

1 I confirm that I have read and understood the Participant Information Sheet for the above 

study and have had the opportunity to ask questions 
YES NO 

2 I understand my participation is voluntary and that I am free to withdraw my data, without 

giving a reason, by contacting the lead researcher and the Research Support Office at any time 

until the date specified in the Participant Information Sheet 

YES NO 

3 I have noted down my participant number (top left of this Consent Form) which may be 

required by the lead researcher if I wish to withdraw from the study 
YES NO 

4 I understand that all the information I provide will be held securely and treated 

confidentially  
YES NO 

5 I am happy for the information I provide to be used (anonymously) in academic papers and 

other formal research outputs 
YES NO 

6 I am happy for the interview to be audio recorded 
YES NO 

7 I agree to take part in the above study 
YES NO 

 

Thank you for your participation in this study.  Your help is very much appreciated. 

 

Participant’s Name  Date Signature 

   

Researcher Date Signature 

 

 

  

 



296 

 

Appendix 4: Participation Information Sheet 

Topic: The Use of Big Data Analytics for eCommerce Fraud Prevention. 

PARTICIPANT INFORMATION SHEET 

 

You are being invited to take part in research on The Use of Big Data Analytics for eCommerce Fraud Prevention. Chiwuokem 

Nwoko, a Doctoral Researcher at Coventry University is leading this research. Before you decide to take part, it is important you 

understand why the research is being conducted and what it will involve. Please take time to read the following information 

carefully. 

 

What is the purpose of the study? 

The purpose of the study is to critically evaluate the use of big data analytics for eCommerce fraud prevention and design a 

comprehensive cybersecurity framework for organisations to improve their fraud prevention practice. 

 

Why have I been chosen to take part? 

You are invited to participate in this study because you are one or more of the following. 

• someone who deals with data and/or fraud prevention in a substantial way in the e-commerce industry.  

• Someone with a managerial role in an e-commerce organisation. 

• Someone engaged in the e-commerce industry. 

• A user of IT services in an e-commerce organisation or you work for an e-commerce organisation 

• Someone working in the e-payment solutions industry that facilitates e-commerce. 

 

What are the benefits of taking part? 

By sharing your experiences with us, you will be helping businesses and Coventry University to better understand how big data is 

used to assess fraud prevention practices so that organisations can boost their competitive advantage in terms of fraud prevention 

in their markets - we can all agree that this is very important in this data age. 

 

Are there any risks associated with taking part? 

This study has been reviewed and approved through Coventry University’s formal research ethics procedure. There are no 

significant risks associated with participation. 

 

Do I have to take part? 

No – it is entirely up to you. If you do decide to take part, please keep this Information Sheet and complete the Informed Consent 

Form to show that you understand your rights in relation to the research and that you are happy to participate. Please note down 

your participant number (which is on the Consent Form) and provide this to the lead researcher if you seek to withdraw from the 

study at a later date. You are free to withdraw your information from the project data set at any time/until the data are destroyed on 

31/05/2021/until the data are fully anonymised in our records.  You should note that your data may be used in the production of 

formal research outputs (e.g. journal articles, conference papers, theses and reports) so you are advised to contact the university at 

the earliest opportunity should you wish to withdraw from the study.   To withdraw, please contact the lead researcher (contact 

details are provided below).  Please also contact the Research Support Office Faculty of Business & Law; email 

researchproservices.fbl@coventry.ac.uk; telephone +44(0)2477658461 so that your request can be dealt with promptly in the event 
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of the lead researcher’s absence.  You do not need to give a reason. A decision to withdraw, or not to take part, will not affect you 

in any way. 

 

What will happen if I decide to take part? 

You will be asked a number of questions regarding the use of big data as a technique for evaluating fraud prevention practices in 

your organisation. The interview will take place in a safe environment at a time that is convenient for you. Ideally, we would like 

to audio record your responses (and will require your consent for this), so the location should be in a fairly quiet area.  The interview 

should take around one hour to complete. 

 

Data Protection and Confidentiality 

Your data will be processed in accordance with the General Data Protection Regulation 2016 (GDPR) and the Data Protection Act 

2018.  All information collected about you will be kept strictly confidential. Unless they are fully anonymised in our records, your 

data will be referred to by a unique participant number rather than by name. If you consent to be audio recorded, all recordings will 

be destroyed once they have been transcribed. Your data will only be viewed by the researcher/research team. All electronic data 

will be stored on a password-protected computer file on encrypted cloud storages.  All paper records will be stored in a locked 

filing cabinet at assigned FBL PGR lockers.  Your consent information will be kept separately from your responses in order to 

minimise risk in the event of a data breach. The lead researcher will take responsibility for data destruction and all collected data 

will be destroyed on or before 31/05/2021.  

 

Data Protection Rights 

Coventry University is a Data Controller for the information you provide.  You have the right to access information held about you. 

Your right of access can be exercised in accordance with the General Data Protection Regulation and the Data Protection Act 2018. 

You also have other rights including rights of correction, erasure, objection, and data portability.  For more details, including the 

right to lodge a complaint with the Information Commissioner’s Office, please visit www.ico.org.uk.  Questions, comments and 

requests about your personal data can also be sent to the University Data Protection Officer - enquiry.ipu@coventry.ac.uk 

    

What will happen with the results of this study? 

The results of this study may be summarised in published articles, reports and presentations.   Quotes or key findings will always 

be made anonymous in any formal outputs unless we have your prior and explicit written permission to attribute them to you by 

name. 

 

Making a Complaint 

If you are unhappy with any aspect of this research, please first contact the lead researcher, Chiwuokem Nwoko by email; 

nwokoc2@coventry.ac.uk or by telephone; +44(0)7341325153. If you still have concerns and wish to make a formal complaint, 

please write to my Director of Studies/Supervisor. 

 

NAME: Professor Maureen Meadows 

POSITION: Professor of Strategic Management at the Centre for Business in Society (CBiS), Coventry University,  

Coventry, CV1 5FB.  

Email: ac3495@coventry.ac.uk 

In your letter please provide information about the research project, specify the name of the researcher and detail the nature of your 

complaint. 
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Appendix 5(a): Profile of the E-Retail Organisations where Interviews were Conducted: 

S/N Organisation ID Type/Market Location Size 

1 Company A Online Supermarket and Grocery Kenya Large 

2 Company B Online retail services Nigeria Large 

3 Company C Online supermarket and grocery Nigeria SME 

4 Company D E-retail payment facilitator Ireland & USA Large 

5 Company E Multi-brand online retailer (Clothes, electronics, 
homeware, furniture, jewellery, etc) 

United Kingdom (UK) Large 

6 Company F E-retail payment facilitator Netherlands Large 

7 Company G Multi-brand online retailer (Clothes, electronics, 

homeware, furniture, jewellery, etc) 

Nigeria Large 

8 Company H Electrical online retailer (electronics and 
household appliances) 

Nigeria SME 

9 Company I Online retailer of luxury fragrances, skincare & 

makeup products 

Nigeria SME 

10 Company J Online clothing/fashion retailer (headwear) United Kingdom (UK) SME 

11 Company K Multi-brand online retailer (Clothes, electronics, 

homeware, furniture, jewellery, etc) 

Nigeria Large 

12 Company L E-retail payment facilitator and regulator Nigeria Large 

13 Company M Multi-brand online retailer (Clothes, electronics, 
homeware, furniture, jewellery, etc) 

Egypt Large 

14 Company N Online pharmaceutical retailer United Kingdom 

USA 

Large 

15 Company O E-retail payment facilitator Sweden Large 

16 Company P E-retail payment facilitator Brazil Large 

17 Company Q E-retail payment facilitator Nigeria Large 

18 Company R Multi-brand online retailer (Clothes, electronics, 

homeware, furniture, jewellery, etc) 

Nigeria 

Ukraine 

Large 
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Appendix 5(b): Distribution of interviews by region/continent and country: 

Table 1: By Region No. of Interviews 

Africa* 25 

Europe* 7 

North America* 2 

South America* 1 

* some respondents work for e-retail organisations that operate in multiple regions or work for more than one organisation operating in 
different regions. (see Appendix 5(b) Tables 2 and 3)  

 

Table 2: By Country No. of Interviews 

Kenya 1 

Nigeria 22 

Ireland & USA (Lake Oswego, Oregon) 1 
UK 1 

Netherlands 1 

United Kingdom (UK) 1 

Egypt 1 

United Kingdom (UK) & USA 1 

Sweden & Nigeria 1 

Brazil 1 

Ukraine 1 

Total 32 

 

Table 3: By Country (breakdown) No. of Interviews 

Nigeria 22 

Kenya 1 

Egypt 1 

Brazil 1 

Ukraine 1 

Netherlands 1 

Sweden 1 

USA/Ireland 1 

UK 2 

UK & USA 1 

Total 32 

 

 

 

 

 

 



300 

 

Appendix 6: Profile of Participants in the Main Study (In order of Interview) 

Participant ID Job Role Description Organisation ID 

1 Operations Manager Company A 

2 Senior Manager, Fraud Risk Management                   Company B 

3 Product Manager Company C 

6 Chief Risk & Data Officer Company D 

10 Fraud Intelligence Manager Company E 

14 Director of Product, Fraud Prevention                                                 Company F 

15 Head of Information Technology Operations (now Enterprise Security), formerly 

Network Security Engineer.       

Company G 

21 Technical Architect Company H 

22 E-commerce Executive/Senior Analyst Company I & Company G 

23 Logistics Coordinator, E-commerce Company J 

24 Data Analyst  Company K 

25 Cybercrime Policy Analyst Company L 

4 Fraud Analyst Company K 

7 Fraud Associate/Analyst Company K 

8 Senior Risk/Fraud Analyst Company M 

11 E-commerce Manager Company N 

9 Ag. Head Data Engineering Company G 

12 Data Engineer Company O & Company G 

13 Product Manager - Software Quality Assurance Analyst/Business Analyst Company C 

16 Risk Director Company P 

17 Transaction Monitoring & Fraud Analyst Company Q 

18 Regional Manager Company K 

19 Business Data Analyst Company K 

20 Software Developer Company C 

5 Business Development Analyst, Marketplace Company K 

26 Business Intelligence Analyst Company K 

27 Data Analyst Company K 

28 Operations Control Analyst Company K 

29 Client Service Associate Company R 

30 Chief Technology Officer and Co-founder Company R 

31 Compliance Operations Specialist (E-payment platform) Company G 

32 Process and Technology Team Lead Company G 

 

Appendix 7: Profile of Participants in the Pilot Study 

Participant ID Description 

oo1 PGR in Cybersecurity 

oo2 E-commerce Hair sales 

oo5 E-retail Fashion Designer 

oo3 Academic and Nutritionist 

oo4 PGR in Marketing 

oo6 Logistics Manager 

oo7 PGR in Marketing 
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Appendix 8: Interview Protocol 

Interview Protocol 

Before Interview 

1. Identify interviewee and essential background information about them. 

2. Contact interviewees and explain the aim of the project 

3. Send interview questions, participant information sheet and informed consent form ahead 

of the interview. 

4. Arrange date and time of interview. 

5. Check the recorder device. If over Skype or Zoom, check laptop or mobile device. 

 

During Interview 

1. At the interview, provide background information to the project 

2. Re-confirm permission to record, confidentiality and transcript to be provided. 

3. Check tape recorder and conduct voice test. 

4. Throughout interview take notes. 

5. Before the interview commences, ask for the consent form to be signed (if not pre-signed 

but verbally agreed). 

6. Identify any snowballing potential to be followed upon. 

7. Request permissions to follow up on these by telephone or e-mail 

 

After Interview 

1. Write up Contextual interview notes. 

2. Complete face sheet information and enter into the database. 

3. Write an email of thanks to the interviewee and ask for confirmation of the promised 

connection to potential participants or any extra information needed. 

4. Identify action points. 

5. Transcribe interview recordings. 

6. Check and edit the transcript 

7. Arrange to follow up with telephone/Skype/Zoom meeting where necessary 

8. Enter factual content information from the interview into the database (key people. 

Moments, dates and events) 

9. Save transcript and notes in MS word file ready to enter into NviVo software. 

. 
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Appendix 9: Key 1st Order Concepts and Supporting Quotes  

Appendix 9.1: Data or Themes Addressing RO2 and RQ2, respectively. 

1st Order Concepts Supporting Quotes Aggregate 

Theoretical 

Dimensions 

• Data aggregation from user data   

• Data-driven cross-examination of 

historical & current fraud patterns 
for prediction. 

“We utilise our big data to understand past and current fraud patterns to give 

us ideas on how we can improve prevention against fraud patterns” (Res.29 – 

Client Service Associate) 
 

Explanatory 

Variables 

• Big Data Fraud Analysis 

Timeframe and Incident reporting 

in e-retail fraud prevention. 

“[To achieve] iteration, [we] need the data analysed periodically, so [we] 

know if [we] should continue in that particular trend, or probably put a halt to 
it.” (Res.5 – Business Development Analyst) 

 

• Use and ease of comprehension of 

data-driven fraud incident report 

summaries for decision-making. 

 

“The level of data presentation needed for users to interpret the data is very 

important because the decision-makers need to be able to at a glance see what 

is being discussed.” (Res.26 – Business Intelligence Analyst) 

“It should be easily interpretable by users in other less technical departments. 

They should also be aware of what they are looking at.” (Res.22 – E-commerce 
Executive/Senior Analyst) 

 

 

• Decentralisation/disaggregation 

of fraud risk profiles tailored to 

each business unit (BU) 

“Fraud risks should be broken down to the minute of details for each business 
unit and make it functional not just cosmetic risks associated with data, but 

something that has to do with functional and practical details.” (Res.28 – 

Operations Control Analyst) 
“Because of the peculiarity of fraud, it is good to have sub-profile of each BU 

as the type of fraud that could be perpetuated could differ or vary from one BU 

to another.” (Res.13 – Product Manager) 
 

Data-driven 

Transformation 

Practices 

• Cross-referencing of fraud 

profiles across business units 

(BUs) to check for correlations 

and patterns. 

“It enables us to see if there are trends that are correlated to core business 

interests. These trends may instigate decision-making for future actions or 
investment.” (Res.25 – Cybercrime Policy Analyst) 

“This is because fraud affects all the different verticals of an organisation. 

fraudsters test all your vulnerabilities at every point or area of your 
organisation.” (Res.31 – Compliance Operations Specialist) 

 

• Data-driven formal controls. 

 

“Big data has enhanced our policy making because from it, we see what 

policies, standards or procedures to develop to help us adhere to the dynamic 
nature of e-commerce fraud and operations.” (Res.28 – Operations Control 

Analyst) 

 

 

• Data-driven technical controls. “With the increase in cyberattacks these days, big data analytics is very critical 

to our business because if we do not pay attention to this and look at ways to 

encrypt data and protect customer transaction, then we are opening up 
ourselves to fraud attacks and losses due to chargebacks and/or account 

takeovers (ATOs). (Res.7 – Fraud Analyst) 

 

Data-driven Fraud 

Controls 

• Data-driven fraud training and 

educational programmes. 

“Because of the sensitivity and composition of data we collect, store, and 

analyse, we regularly undergo training on fraud prevention and data 

protection practice.” (Res.12 – Data Engineer) 
“It creates awareness of fraud activities and prevention from every employee 

in the organisation.” (Res.24 – Data Analyst) 
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Appendix 9.2: Data or Themes Addressing RO3 and RQ3, respectively. 

1st Order Concepts Supporting Quotes Aggregate 

Theoretical 

Dimensions 

• Data-driven 

knowledge sharing 

and collaboration 
issues.  

 

“We do not collaborate with other e-commerce organisations. Instead of collaborating 

with them, we secretly monitor/observe them to know that methods of operation, see what 

they are doing and improve on our operations to maintain our competitiveness and value 
to clients.” (Res.29 – Client Service Associate) 

 

 

• Geographical 

differences in data-

driven fraud 
management.  

 

“I suppose [a data-driven fraud management] could be beneficial but the varying data 
regulations could make this difficult. Currently, these regulations are not required in some 

parts of the world.” (Res.30 – Chief Technology Officer and Co-founder) 

“Domestic laws take precedent above global laws – so we meet the minimum requirements 
of local regulations before adopting global standards is important.” (Res.25 – Cybercrime 

Policy Analyst) 

 

Data-driven 

Transformation 

Practices 

• Scarce resources and 

outsourcing issues. 

“It is important that big data is used in fraud prevention as it shows patterns. But. this is 

not currently practised in my organisation as it is not a major concern for us…these 

processes are not in-house, they are outsourced. Our partners are responsible for these.” 

(Res.2 – Senior Manager, Fraud Risk Management) 

 

 

• Regulatory issues. “We do not do much of this because of the dynamics we face which are the regulations and 

requirements we follow. We cannot just introduce things based on what we feel is the best 

practice. We have regulators that want us to comply with local laws.” (Res.17 – 
Transaction Monitoring & Fraud Analyst) 

 

 

• Partner expectation 

issues. 

“Our merchants are business-minded people. Sometimes we tell them about a certain 
malicious activity going on and they tell us that if we stop it, it will make them lose money 

which they do not want. So, we should not act.” (Res.4 – Fraud Analyst) 

 

 

• Company size. “At the moment, we have not yet utilised data for fraud prevention as we think our data 

stream is not big enough to allocate resources into the development of this capability.” 

(Res.13 – Product Manager) 
“This is only beneficial for big businesses, not for small businesses, as it will be a waste of 

resources. I think this is because fraud issues are more prominent in big organisations, not 

in small retail businesses.” (Res.23 - Logistics Coordinator, E-commerce) 
 

 

• Other business needs. We do not use this for fraud prevention. We use big data for different reasons. For instance, 

we use it to analyse customers feedback and reviews, produce new products or improve 
existing products to match customers’ needs. (Res.11 – E-commerce Manager) 

 

   

• Data-driven 

centralised fraud 

management system. 

“A centralised system would be better because if not, it goes back to the issue of handling 
disparate data from different sources. If centralised, a single, bird-eye view, or enterprise 

wide-view of where the issues may be.” (Res.2 – Senior Manager, Fraud Risk) 

“A centralised approach is better to avoid working in silos.” (Res.9 – Ag. Head Data 
Engineering) 

 

 

• Data-driven 

decentralised fraud 

management system. 

“The decentralised system works better because this way the biases from the central system 
does not affect the different operations of the verticals and it improves comparative 

analysis. It is difficult to adapt to individual units’ issues or problems in a centralised 

system as each one has their fraud prevention tool-kits specific to their needs.” (Res.31 – 
Compliance Operations Specialist) 

 

 

• Data-driven hybrid 

fraud management 

system. 

“[A hybrid system is better]. It is flat from central and vertical for deep-dive. There is a 
central office that looks at the overview of our several branches in different countries. 

Central has an overview, sees the trend, and then flags to the decentralised teams.” (Res.26 

– Business Intelligence Analyst) 
“A hybrid system improves the quality of data because it fosters synergy.” (Res.32 – 

Process and Technology Team Lead) 

 

 

• Security and usability 

requirements/design 
on data-driven 

networks/systems. 

“It depends on the issue at stake, the organisation’s objective or what it intends to achieve.  
If usability is sacrificed, the user experience will be messed up which make productivity to 

drop. If security is sacrificed, there will be vulnerabilities. Thus, the best way is to achieve 

a balance between them.” (Res.2 - Senior Manager, Fraud Risk Management) 
 

 

• Big data governance 

policy and compliance 

issues. 

“[Retail] organisations should take big data requirements into account when developing 
or following governance policies. For data protection, usage, storage, and governance, 

retailers [should] follow a framework for the planning, research, development, 

standardization, application, coordination, monitoring, evaluation, and regulation. They 

Data-driven Fraud 

Controls 
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should also broadly follow or comply with global best practices e.g., the GDPR guidelines” 
(Res.25 – Cybercrime Policy Analyst) 

“Employees values or beliefs can influence their commitment to data ethics, ideas, and 

even compliance. Employees have direct contact with users/customers so it is easier for 
them to come up with measures to prevent fraud or present to their employer what they 

believe could work to prevent fraud.” (Res.22 – E-commerce Executive/Senior Analyst) 
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Appendix 10: Summary of the 1st, 2nd, and 3rd Order Codes of the Study  

1st Order Concepts 2nd Order Themes/Theoretical 

categories 

3rd Order: Aggregate Theoretical 

Dimensions 

• Data aggregation from user data Big data resources. (RO2 & RQ2) Explanatory Variables. 

(Big data resource and analytical 

capabilities in e-retail) 

• Data-driven cross-examination of historical & 

current fraud patterns for prediction. 

Big data support capabilities. (RO2 & 
RQ2) 

 

• Big Data Fraud Analysis Timeframe and Incident 

reporting in e-retail fraud prevention. 

  

• Use and ease of comprehension of data-driven fraud 

incident report summaries for decision-making. 
 

Data-driven incident report summaries. 

(RO2 & RQ2) 

Big Data-enabled Transformation 

Practices. 

(Transformation of big data capabilities 

into fraud prevention practices/routines 

in e-retail) 

• Decentralisation/disaggregation of fraud risk 

profiles tailored to each business unit (BU) 

• Cross-referencing of fraud profiles across business 

units (BUs) to check for correlations and patterns. 

 

Retail resource integration and risk 

practice. (RO2 & RQ2) 

 

• Data-driven knowledge sharing and collaboration 

issues.  

• Geographical differences in data-driven fraud 

management. 

 

Network collaboration and knowledge 

creation. (RO3 & RQ3) 

 

• Scarce resources and outsourcing issues. 

• Regulatory issues. 

• Partner expectation issues. 

• Company size. 

• Other business needs. 

 

Data-driven fraud management 

restraints (RO3 & RQ3) 

 
 

 

 

• Data-driven centralised fraud management system. 

• Data-driven decentralised fraud management 

system. 

• Data-driven hybrid fraud management system. 

Fraud management system (RO3 & 

RQ3) 

 

• Data-driven formal controls. 

• Data-driven technical controls. 

• Data-driven fraud training and educational 

programmes. 

Integration of big data-enabled 

capabilities into fraud controls and 

awareness. (RO2 & RQ2) 
 

 

Data-driven Fraud Controls. 

(Data-driven fraud capabilities used to 

control data-driven transformation 
practices in e-retail) 

• Security and usability requirements/design on data-

driven networks/systems. 

Network system security and usability. 
(RO3 & RQ3) 

 

 

• Big data governance policy and compliance issues. Fraud prevention compliance and data 
governance. (RO3 & RQ3) 
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Appendix 11: Summary of the key theoretical arguments discussed in this chapter 

Theory Source      Main Constructs 

CyberLifestyle-Routine Activity 

Theory (CLRAT)  

Rational Choice theory (RCT) 
Fraud Triangle Theory (FTT) 

 

Cohen & Felson, (1979); Willison, (2005); Yar, (2005); Hartel, et 

al., (2010); Spyridon, (2013); Eric & Majid, (2016); Reyns, 

(2017) 
Kitteringham & Fennelly, (2020) 

Biegelman & Bartow, (2012) 

- Internal control 

- Desire 

- Attitude 

- Self-efficacy 
 

Cyber-Situational Crime 

Prevention Theory (CSCPT) 

Nicole & Srinivasan (2005); Clarke, (1980;1997); Shariati & 

Guerette, (2017); Eck & Clarke R, (2019); Brooks, (2020) 

- Attitude/Behavior 

- Subjective norms 

- Deterrence 

- Rewards 

 
Crime Pattern Theory (CBT) Brantingham & Brantingham, (2021); Kitteringham & Fennelly, 

(2020); van, et al., (2018) 

 

- Awareness spaces 

- Criminal behaviour 

- Crime generators 

- Target search 

 

Deterrence theory (DT) Theoharidou, et al., (2005); Tomlinson, (2016) - Role 

- Deterrence 

- Attitude 

 
Control Balance Theory (CBT) Tittle, (1995); Piquero & Hickman, (1999); Higgins, et al., 

(2005); Nobles & Fox, (2013); Hunt & Topalli, (2018) 

 
 

 

- Deterrence 

- Attitude 

- Formal control 

- Informal control 

Balanced Control Theory (BCT) Dhillon et al., (1999, 2001, 2004, 2016); Choobineh, et al., (2007) - Deterrence 

- Formal control 

- Informal control 

- Technical control 

- Safeguards 
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Appendix 12: Summary of the key constructs of the conceptual framework of the study 

Element Theory Source 

Explanatory Variables: Practice-based View (PBV) (Bromiley & Rau, 2014) 

Big Data Analytics Resources  (Wixom, et al., 2013) 

Big Data Analytics Capabilities  (Gupta & George, 2016) 

  (Raghupathi & Raghupathi, 
2014) 

  (Ward, et al., 2014) 

  (Hu, et al., 2014) 
  (Watson, 2014) 

   

Big Data-enabled Transformational 
Practices: 

Practice-based View (PBV), 
 

(Venkatraman, 1994) 

Evolutional-level Practices:  (Wang, et al., 2018) 
Localised Exploitation   

Internal Integration   

Revolutionary-level Practices:   
Business Process Redesign   

Business Network Redesign   

Business Scope Redefinition   
   
Benefit Dimension:  (Shang & Seddon, 2002) 

 Big Data Analytics-Enabled Transformation (BDET) 

model 

(Wang, et al., 2018) 

Organisational & Strategic Benefits  (Mueller, et al., 2010) 

Operational & Managerial Benefits  (Esteves, 2009) 

IT Infrastructure Benefits  (Gefen & Ragowsky, 2005) 
   

Balanced Control Implementation 
Paradigm: 

Balanced Control Theory (BCT) (Dhillon & Gholamreza, 2001) 

Technical Controls  (Dhillon, et al., 2004) 

Formal Controls  (Choobineh, et al., 2007) 
Informal Controls  (Nicole & Srinivasan, 2005) 

  (Dhillon, et al., 2016) 
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Appendix 13: An Example/Extract of Interview Transcript 

Interviewer: 

In running daily business functions, does your organisation use big data? 
Response: 

Yes, of course. 

 
a. Interviewer: 

What are the various sources of large data streams (big data) used in your organisation? 

Response: 

User data from our website 

POS system – at the selling point. 

Data from our supply chain, third parties, other branches, and units. 
 

b. Interviewer: 

How are your organisation's large streams of data (big data) processed and analysed to perform the relevant business 
functions? Descriptive analysis, Online analytic processing (OLAP), Data mining, Text mining/Natural Language Processing 

(NLP), Predictive modelling. 

Response: 

All of the above. – this is done by our analytics team. 

 

Interviewer: 
To what extent do you agree/disagree that the development of big data-enabled strategies, processes, functions, intelligence, 

architectures, and algorithms improves business capabilities for fraud prevention practices in your organisation? 

Response: 

Strongly agree. 

As a company, we needed to develop appropriate systems to serve our growing customers. Our systems work simultaneously and fast 

to serve customers. 
 

Interviewer: 

To what extent do you agree/disagree that utilising large streams of data (big data) to analyse and understand past and current fraud 
patterns is important in your organisation? Explain? 

Response: 

Strongly agree. 
This is very important for our organisation because it helps us see through the fraud trends at our various branches. 

  

a. Interviewer: 

How has this been explored in your organisation? 

Response: 

When we look at the past data, we see past fraud scenarios, and this helps us develop a system that can prevent incidents 
before they may happen. 

We also look at the trends in customer behaviour.  

[We have also used this to control insider threat] as we observed that some of our employees were tricking the system to get 
extra from the money they were getting from customers to fill their pockets. 

We have also had employees who receive returns and would not log it into the system. 

 

Interviewer: 

To what extent do you agree/disagree that cross-referencing historical and current fraud data to predict future trends is important in your 

organisation? Can you explain further? Why? 
Response: 

Strongly agree.  
It helps us avoid having studied fraud scenarios in future. This is explored especially at the PoS in my organisation because that is where 

the money is. Most of the fraud that might happen in my organisation happens at the PoS because of our diverse customer base. 

So, we look at the loopholes to develop more transparent systems to capture events as they happen. We have developed a system that 
has better firewalls and monitoring when systems are offline maybe due to a power-cut. 

We study why a fraudulent incident has happened in the past because to fix an error that has occurred at a particular time, we need to 

revisit what had happened earlier to come up with a system that helps us capture future threats before they can occur. 
 

Interviewer: 

When does your organisation process/analyse its big data? In real-time, near real-time, periodically/intermittently, discontinuously? 
Response: 

In real-time, everything happens simultaneously in our organisation. Any given transaction is captured by our main server. 

We can even tell what is happening in a certain branch every hour. 
 

Interviewer: 

After data processing, are real-time incident report summaries (e.g., metrics, dashboards) frequently utilised to enhance decision-making 
display/presentation in your organisation. If yes, how? If no, why? 

Response: 
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Yes.  

We mainly use dashboards because we are a large organisation with different departments, and it enables our analysts to look at specific 

areas of the organisation. These analysts are permanently assigned to specific areas, e.g., some only look at PoS transactions, others, 

inventory processes. [This is because fraud can occur at any point]. 
Another department uses metrics because it assesses the event after it has occurred.  

 

Interviewer: 
In your view, is more beneficial or not to provide Incident report summaries in formats more easily understood by users (e.g., 

employees)? Why? 

Response: 

Yes, it is more beneficial. 

Mostly for the employees because they are the ones using the analysis. Incident report summaries are available to employees based on 

role-access. 
 

 

Interviewer: 
Do you think that organisations should exploit their large streams of data to analyse fraud data across their various business units to 

check for correlations or patterns? Can you explain further? Why? 

Response: 

Yes.  

 

a. Interviewer: 
How is this exploited in your organisation? 

Response: 

We sometimes check for these correlations and patterns between business units but not all the time. But every department 
looks at their data differently and produce reports etc, and the findings are reported to the management for further actioning. 

 

Interviewer: 

What managerial system does your organisation practice to analyse fraud data across various business units to check for correlations or 

patterns? centralised or decentralised or hybrid managerial ways? Can you explain further? Why? 
Response: 

Decentralised managerial system. 

Each department in the organisation has to come up with their reports and findings so the management can know how best to address 
their prevention needs. 

 

 

Interviewer: 

Do you agree/disagree that the development of targeted cybersecurity/fraud risk profiles and management plans for each business unit 

enabled by big data is more beneficial for organisations? Can you explain further? Why? 
Response: 

Strongly Agree. 

We develop our systems in such a way that it will prevent certain fraud from happening again and looking at historical data helps us. 
We look at every report we get from the auditors, summary reports etc regarding certain activities so that we can customise our system. 

 

Interviewer: 
Does your organisation actively collaborate with other online service providers/eCommerce organisations through inter-operable or 

shared networks? Can you explain further? Why? 

Response: 

No. Everything is done in-house. We deal with fraud prevention matters internally, and if need be, we involve the police with the 

evidence of the incident. We do not have third parties accessing our network. 

 

 

Interviewer: 

To what extent do you agree/disagree that the emergence of big data-enabled capabilities influences the design of technical controls 
(e.g., encryption, firewalls) in your organisation? Can you explain further? Why? 

Response: 

Strongly agree.  

This is done in my organisation, but I cannot explain much further. Our IT personnel are specifically tasked with looking at our server 

activities and capture either malicious activities or controls that can be used to improve our security. 

We consider every form of data that comes into our server, so our management decisions are particularly dependent on big data. 
 

 

Interviewer: 
In your view, which would you consider/rank most important when designing your network infrastructure? Security, Ease of use 

(Usability), A balance between security and usability? Can you explain further? Why? 

Response: 

Balance. 

Both requirements go hand-in-hand. In usability, the network being used has to be fast to process the large data that comes in from 

different sources, so we do not have an incident where we may have to suspend the system because it cannot handle the amount of data 
coming in.  
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Additionally, security comes in handy because we need to know that the data is secure and it cannot be accessed by anyone without 

proper clearance. 

 

a. Interviewer: 
In the past few years, has the number of technical steps & procedures to be followed when reporting fraud incidents increased 

or decreased in your organisation? 

Response: 

N/A 

 

b. Interviewer: 
In the past few years, has there been data confidentiality/protection improvements made (or are in-progress) to technical 

controls by designing, consolidating, or automating key big data-enabled controls used to manage fraud risks in my 

organisation? (e.g., Encryption, Multi-factor Authentication (MFA), 2-factor Authentication (2FA) or 2-step Verification 
(2SV), Captcha, HTTPS authentication, Transport Layer Security (TLS), Secure Sockets Layer (SSL) etc.) 

Response: 

Yes. We use. Access to our organisation’s network is role-based. We are at the point where we use fingerprints to access our 
network. The head of the IT department is notified when a suspicious access attempt is made. 

We have multi-language support on our systems. 

 

Interviewer: 

To what extent do you agree/disagree that the emergence of big data-enabled capabilities influences the design of formal controls (e.g., 

policies, procedures, standards, & governance) in your organisation? Can you explain further? Why? 
Response: 

Strongly agree. 

[We emphasise the importance of fraud prevention to our employees and what is required of them to achieve this e.g., regular password 
changes, monitoring and reporting suspicious activities]. At the branch level, the manager updates the employees on whatever is 

happening in the organisation. In essence, communication is regularly done from the top management to the junior employees on things 
like what has transpired and the outcome of investigations. 

 

a. Interviewer: 
Do you agree/disagree that organisations should have protocols to punish employees who violate formal controls for fraud 

prevention?  

Response: 

Strongly agree. 

[There are principles attached to code-of-conduct here.] 

 

b. Interviewer: 

Does this happen in your organisation or not? 

Response: 

Yes, we do. 

The branch committees first investigate such issues before transferring them to the head office for disciplinary actions. If the 

evidence has been verified by the top management and depending on the fraud activity, the employee can lose their job or be 
suspended 

 

c. Interviewer: 
Do external stakeholders working with data undertake heightened security protocols for remote access in your organisation? 

Response: 

Yes. We do not grant network access to external stakeholders.  
 

Interviewer: 

To what extent do you agree/disagree that big data-enabled insights are likely to contribute to fraud prevention policies or code-of-
conduct in your organisation? Explain, please. 

Response: 

Strongly agree. 
[Because as previously stated, with big data you can find a lot of patterns that can help you improve on a lot of key points e.g., fraud or 

analytics]. 

 

Interviewer: 

To what extent do you agree/disagree that when developing/following data governance policies (e.g., GDPR, Data Protection Act 2018), 

your organisation keeps big data requirements into account? Explain, please. 
Response: 

Strongly agree.  

Most of these data requirements are developed in-house unless a more elaborate data governance system is required to govern the data. 
 

Interviewer: 

To what extent do you agree/disagree that the emergence of big data-enabled capabilities influences the design of informal controls (e.g., 
training & educational programmes) in your organisation? Explain, please. 

Response: 

Agree, but this is department-based because we have different departments. So, depending on the department that you are in, you get 
the training that is required for performing your duties and how to prevent fraud etc. 
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Interviewer: 

To what extent do you agree/disagree that big data-enabled intelligence is likely to contribute to employee fraud training and educational 

programmes, if any, in your organisation? Can you explain further? Why? 
Response: 

As I said, this is department-based. Some come in contact with the data in real-time, others get the data in its raw form or detail form 

etc. So the training they get needs to be looked at keenly [so they can handle their crucial task]. 
 

a. Interviewer: 

How does your organisation prioritise training and educational programmes on fraud prevention across the various staff 
levels? Top/Middle/Lower-level staff. Can you explain further? Why? 

Response: 

Role-based. [the respondent suggested that IT personnel are prioritized because they are the first point of contact with the 
data and require specialised skillset]. 

 

b. Interviewer: 
To what extent do you agree/disagree that big data creates targeted and custom or unique fraud prevention strategies? Can 

you explain further? Why? 

Response: 

Strongly Agree. 

I have come to know that data is very important to an organisation to survive because any small error that might happen can 

cause greater losses to the organisation. 
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Appendix 14a: Example of changes made due to pilot study 

Original Interview Question Adapted Interview Question 

Do you have any interoperable big data-enabled 

platforms where all stakeholders can share information? 

Does your organisation actively collaborate with other 

online service providers/eCommerce organisations 

through inter-operable or shared networks? 

Does your organisation implement any technical 

control(s) for fraud prevention that is influenced by the 

emergence of big data? 

To what extent do you agree/disagree that the emergence 

of big data-enabled capabilities influences the design of 

technical controls (e.g., encryption, firewalls) in your 

organisation? Can you explain why/how? 

Does your organisation consider security first before 

usability requirements when designing their big data-

enabled network infrastructure?  

In your view, which would you consider/rank most 

important when designing your network infrastructure? 

Security, Ease of use (Usability), or a balance of 

between security and usability? 

Does your organisation attempt to minimise the number 

of system operating steps for reporting fraud? How? 

In the past few years, has the number of technical steps 

& procedures to be followed when reporting fraud 

incidents increased or decreased in your organisation? 

Please tell us if you implement any big data-enabled 

informal controls for fraud prevention in your 

organisation. 

To what extent do you agree/disagree that the emergence 

of big data-enabled capabilities influences the design of 

informal controls (e.g., training & educational 

programmes) in your organisation? Explain/in what 

way? 

Appendix 14b: Example of changes made due to pilot study 

Original Interview Question Adapted Interview Question Reason 

Do you prioritise the convenience of 

application use, ease of system 

navigation and operability? 

Removed This was initially deduced from the 

BCT but was found not relevant to 

solving the research problem and 

answering the RQs of the study.  

How have you explored the causes of 

occurred fraud events from big data 

in your company? If yes, explain 

Removed This was a leading question. Leading 

questions result in biased or false 

answers, as respondents are prone to 

simply mimic the words of the 

interviewer. 

Do you use metrics & dashboards to 

aggregate big data-enabled fraud 

information from all business units 

in your organisation? 

Removed This was not relevant to the research 

aim, ROs and RQs. It was originally 

from the BCT’s concepts. 

No definition of key terminologies Added definitions of key 

terminologies, e.g., the meaning 

of big data and big data-enabled 

capabilities 

To help the research participants to 

understand the components of the study 

in the way that the researcher will be 

presenting them 

 

 




