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I Spy: 
Patron Privacy Issues at 

Your Library

M. Teresa Doherty, MLIS she/hers
Virginia Commonwealth University Libraries



A headcount

● Who works in a public library? 
● Academic library?
● School or other library?



Goals for this session

● Identify privacy and intellectual freedom issues in library 
spaces, circulation systems, social media, and more

● Learn about best practices for Intellectual Freedom issues

● Protect your library with policies and procedures

● Advocate for patron privacy within your institution



Let’s play “I spy”

Following slides show a situation that may expose 
patron information or compromise intellectual 
freedom ideals.

Tell me what you think the issue is, and we’ll talk 
about concerns and offer solutions. 

Let’s play!





Open holds shelving

● Benefits
○ Faster service for  patrons 

○ Frees staff to help with other issues

● IF Concerns
○ Others can see what a patron has on hold

○ Library card Identity theft using name and/or 
library card number from slip



Open holds shelving

● Benefits
○ Faster service for  patrons 

○ Frees staff to help with other issues

● IF Concerns
○ Others can see what a patron has on hold

○ Library card Identity theft using name and/or 
library card number from slip

Problem solving
○ Shelve books spine down or wrapped

○ Create randomized pickup numbers





● Benefits
○ Patrons receive confirmation of borrowed 

materials and due dates

● IF Concerns
○ Linkage of patron name with materials 

○ Library card Identity theft using name and/or 
library card number from slip

Circulation receipts



● Benefits
○ Patrons receive confirmation of borrowed 

materials and due dates

● IF Concerns
○ Linkage of patron name with materials 

○ Library card Identity theft using name and/or 
library card number from slip

Circulation receipts

Problem solving
○ Remove identifiable information, or cross it out

○ Offer email receipts 





Helpful library staff

● Benefits
○ Assistance for patrons who lack computer skills

● IF Concerns
○ Identity theft through verbal sharing

○ Puts staff in compromising position



Helpful library staff

● Benefits
○ Assistance for patrons who lack computer skills

● IF Concerns
○ Identity theft through verbal sharing

○ Puts staff in compromising position

Problem solving
○ Assist patron at a station in a private space or study room

○ Ask the patron to write down account credentials rather than sharing aloud





● Benefits
○ Required unique ID fields helps reduce duplicate 

patron accounts or for debt collection

● IF Concerns
○ Who has  access to this information? 

○ Is this information really needed (especially gender)?

○ Concerns about identity theft and data breaches

Optional patron data 
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○ Required unique ID fields helps reduce duplicate 

patron accounts or for debt collection

● IF Concerns
○ Who has  access to this information? 

○ Is this information really needed (especially gender)?

○ Concerns about identity theft and data breaches

Optional patron data 

Problem solving
○ Use full name and birth date  to identify patrons

○ Ask your debt collector what info they really need





Paper sign-up sheets
● Benefits

○ Convenient and easy

● IF Concerns
○ Patrons information be seen and collected by other patrons

○ Registrants may be children



Paper sign-up sheets
● Benefits

○ Convenient and easy

● IF Concerns
○ Patrons information be seen and collected by other patrons

○ Registrants may be children

Problem solving
○ Are registrations really needed?

○ Staff completes registration for patron

○ Use online registration forms instead





Photos  & social media

● Benefits
○ Promotes library programming

○ Encourages interest and engagement

● IF Concerns
○ Families worry about child safety 

○ Some people don’t want their photo taken or published



Photos  & social media

● Benefits
○ Promotes library programming

○ Encourages interest and engagement

● IF Concerns
○ Families worry about child safety 

○ Some people don’t want their photo taken or published

Problem solving
○ Use photo releases or ask before taking photos

○ Announcement at start of events or clearly posted

○ Policies for removing images from social media if asked





Security cameras

● Benefits
○ Helpful when there are incidents such as 

vandalism, theft or assault

● IF Concerns
○ Who has access to recordings?

○ Where and for how long are recordings kept?



Security cameras

● Benefits
○ Helpful when there are incidents such as 

vandalism, theft or assault

● IF Concerns
○ Who has access to recordings?

○ Where and for how long are recordings kept?

Problem solving

○ Institutional policies and password protection limit access to recordings

○ Warrants always required to release to law enforcement
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● Benefits

○ Environmentally responsible

○ Easy for patrons

● IF Concerns
○ Patron information might be compromised

○ Who has access to recycling bins?



Recycling 
● Benefits

○ Environmentally responsible

○ Easy for patrons

● IF Concerns
○ Patron information might be compromised

○ Who has access to recycling bins?

Problem solving
○ Cross-cut shredder or shredding service 

○ Lock exterior containers

○ Establish shredding policies 





“Controversial” displays 
and materials
● Benefits

○ Inclusive and welcoming for marginalized patrons

○ Educational opportunity about diversity

○ Promotes collection materials and local groups

● IF Concerns
○ What if someone complains or challenges library materials?

○ Self-censorship



“Controversial” displays 
and materials
● Benefits

○ Inclusive and welcoming for marginalized patrons

○ Educational opportunity about diversity

○ Promotes collection materials and local groups

● IF Concerns
○ What if someone complains or challenges library materials?

○ Self-censorship Problem solving
○ Create written policies and procedures for challenges

○ Consult the ALA Office for  Intellectual Freedom

○ Train staff and board 





Community bulletin boards
● Benefits

○ Supports local organizations

○ Shares information with patrons

● IF Concerns
○ What type of events can be posted? Free? Educational?

○ Is this open to all? Businesses? What about the KKK?



Community bulletin boards
● Benefits

○ Supports local organizations

○ Shares information with patrons

● IF Concerns
○ What type of events can be posted? Free? Educational?

○ Is this open to all? Businesses? What about the KKK?

Problem solving
○ Create and share written policies

○ Consult ALA recommendations

○ Also consider poster size and length of posting 
(“time, place and manner” restrictions)



Takeaways

● What will you take from this session back to 
your own library?

● Is there something you will do differently?

● How will you follow up on what you learned 
today?



This is Jake. 



American Library 
Association

Office for Intellectual Freedom
http://www.ala.org/aboutala/offices/oif

http://www.ala.org/aboutala/offices/oif


Questions?
 

M Teresa Doherty
mtdohert@vcu.edu
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