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I Spy:
Patron Privacy Issues at
Your Library

M. Teresa Doherty, MLIS she/hers
Virginia Commonwealth University Libraries




A headcount

e Who works in a public library?
e Academic library?
e School or other library?




Goals for this session

e Identify privacy and intellectual freedom issues in library
spaces, circulation systems, social media, and more

e Learn about best practices for Intellectual Freedom issues
e Protect your library with policies and procedures

o Advocate for patron privacy within your institution



Let's play “I spy”

Following slides show a situation that may expose
patron information or compromise intellectual
freedom ideals.

Tell me what you think the issue is, and we'll talk
about concerns and offer solutions.

Let’s play!



ds o
kpacks

ve back
& nature b

- IO%, termps %@E@ agai
m;am ssia .‘

* umeth. nmadb

NANCY t
N MacLeany DO

o
OCRACY IN CHA/
- nm_mmﬂzm Little w...‘mm Eve
CHIMAMANDA
lvaUZl ADICHIE




Open holds shelving

e Benefits

o Faster service for patrons

Last name-

POo

KA
e |F Concerns e 7857

o Frees staff to help with other issues N e

o Others can see what a patron has on hold ’ e Lifflefires SUSRIE

Hold until Fri Sep 07 2018

o Library card Identity theft using name and/or
library card number from slip




Open holds shelving

e Benefits

o Faster service for patrons

Last name-
POO
S First name:

KA
e |F Concerns e 7857

o Frees staff to help with other issues

o Others can see what a patron has on hold e Lifflefires SUSRIE

Hold until Fri Sep 07 2018
o Library card Identity theft using name and/or l

library card number from slip

Problem solving

o Shelve books spine down or wrapped

o Create randomized pickup numbers



Dewey Central Library

Dewey Central Library
17 Feb 2014 04:08 pm

LIBRARY RECEIPT
CHECKOUT

P200
NAME: Summers, Jerry

DCL98654
Due: 03 March 2014 04:06 pm
The burning sky /




Circulation receipts

e Benefits

o Patrons receive confirmation of borrowed
materials and due dates

e |IF Concerns
o Linkage of patron name with materials

o Library card Identity theft using name and/or
library card number from slip

HENRICO COUNTY PUBLIC
LIBRARIES

Checked Out Items 7/14/2018 10:05
XXXXXXXXXX5420

Item Title Due Date

Foundation and earth 8/11/2018

Amount Outstanding: $0.40

Thank you for supporting your library.
Visit www.henricolibrary.org for 24x7
access.




HENRICO COUNTY PUBLIC

Circulation receipts LIBRARIES

Checked Out Items 7/14/2018 10:05
XXXXXXXXXX5420

o Patrons receive confirmation of borrowed ltem Title Bue Bate
materials and due dates e e

e Benefits

Foundation and earth 8/11/2018

e |F Concerns

: : : Amount Qutstanding: $0.40
o Linkage of patron name with materials

o Library card Identity theft using name and/or Thank you for supporting your library.
library card number from slip Visit www.henricolibrary.org for 24x7
access.

Problem solving
o Remove identifiable information, or cross it out

o  Offer email receipts






Helpful library staff

e Benefits

o Assistance for patrons who lack computer skills

e |F Concerns

o Identity theft through verbal sharing

o Puts staff in compromising position



Helpful library staff

e Benefits

o Assistance for patrons who lack computer skills

e |F Concerns

o Identity theft through verbal sharing

o Puts staff in compromising position

Problem solving

o Assist patron at a station in a private space or study room

o Ask the patron to write down account credentials rather than sharing aloud
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Adult Services WPL [Staff - Waynesboro]

Basic Information | Contact Information | Borrower Fields | Notifications = Relationships

Last Name
Smith

Date of Birth
6/27/1CE3

Primary ID
29421000360128

Account Standing

Active

SMS Cell Phone Number

Save and Close

First Name
Jane
Gender

Female

Alternate ID
76830111

Expiration Date
3/20/2019

SMS Cell Phone Carrier

None

Save Borrower

Middle Name

Borrower Type
Senior-SPL

PIN

Issuing Location
Waynesboro Library

Delete Borrower

Suffix Title

Next Tab >

Cancel




Bonovm Adul( Services WPL

Optional patron data I e e

ummnrv Last Name First Name Middle Name

Smith Jane

dit Date of Birth Gender Borrower Type
Informatioi 6/27/1C53 Ay Femal v! |Senior-SPL
e Benefits ,..., ==
X . ) 29421000360128 e
o Required unique ID fields helps reduce duplicate Nocoe iy Expiation Date Lssing Locaton
patron accounts or for debt collection et M 2 B (Wopesiber Lire;
SMS Cell Phone Number SMS Cell Phone Carrier
.ty MO Y None
e |F Concerns comment

for Rebecca Lamb only

o Who has access to this information?
o Is this information really needed (especially gender)?

o Concerns about identity theft and data breaches
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o Who has access to this information?
o Is this information really needed (especially gender)?

o Concerns about identity theft and data breaches

Problem solving
o Use full name and birth date to identify patrons

o  Ask your debt collector what info they really need



Library Sign-up List Sheet

Timestamp

Your Name

Title of your
choice reading
book

Author's Name

How did
decide on
book’
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Paper sign-up sheets
e Benefits
o Convenient and easy
e |F Concerns

o Patrons information be seen and collected by other patrons

o Registrants may be children
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Paper sign-up sheets ok

e Benefits : oo
o Convenient and easy 5;\51 E:AEH . |

e IF Concerns e N
o Patrons information be seen and collected by other patrons Wﬁ%“
o Registrants may be children ‘ | L |

Problem solving
o  Are registrations really needed?
o Staff completes registration for patron

o Use online registration forms instead






Photos & social media

e Benefits
o Promotes library programming

o Encourages interest and engagement

e |F Concerns
o Families worry about child safety

o Some people don't want their photo taken or published



Photos & social media

e Benefits
o Promotes library programming

o Encourages interest and engagement

e |F Concerns
o Families worry about child safety

o Some people don't want their photo taken or published

Problem solving

o Use photo releases or ask before taking photos
o Announcement at start of events or clearly posted

o Policies for removing images from social media if asked






Security cameras

e Benefits

o Helpful when there are incidents such as
vandalism, theft or assault

e |F Concerns

o  Who has access to recordings?

o Where and for how long are recordings kept?



Security cameras

e Benefits

o Helpful when there are incidents such as
vandalism, theft or assault

e |IF Concerns
o  Who has access to recordings?

o Where and for how long are recordings kept?

Problem solving

o Institutional policies and password protection limit access to recordings

o  Warrants always required to release to law enforcement
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Recycling

e Benefits

o Environmentally responsible

o Easy for patrons

e |F Concerns
o Patron information might be compromised

o Who has access to recycling bins?



Recycling

e Benefits

o Environmentally responsible

o Easy for patrons
e |IF Concerns

o Patron information might be compromised

o Who has access to recycling bins?

Problem solving
o Cross-cut shredder or shredding service
o Lock exterior containers

o Establish shredding policies






“Controversial” displays
and materials
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e Benefits

o Inclusive and welcoming for marginalized patrons
o Educational opportunity about diversity

o Promotes collection materials and local groups

e |F Concerns

o What if someone complains or challenges library materials?

o Self-censorship



“Controversial” displays B I
and materials L!i_é!lr

BOOK MONTH

e Benefits
o Inclusive and welcoming for marginalized patrons

o Educational opportunity about diversity

o Promotes collection materials and local groups

e |F Concerns fsing|

o What if someone complains or challenges library materials?

o  Self-censorship Problem solving

o Create written policies and procedures for challenges
o Consult the ALA Office for Intellectual Freedom

o Train staff and board






Community bulletin boards

e Benefits

o Supports local organizations

o Shares information with patrons

e |F Concerns

o  What type of events can be posted? Free? Educational?

o Isthis open to all? Businesses? What about the KKK?



Community bulletin boards

e Benefits

o Supports local organizations

o Shares information with patrons

e |F Concerns

o  What type of events can be posted? Free? Educational?

o Isthis open to all? Businesses? What about the KKK?

Problem solving
o Create and share written policies
o Consult ALA recommendations

o Also consider poster size and length of posting
(“time, place and manner” restrictions)



Takeaways

o What will you take from this session back to
your own library?

e |s there something you will do differently?

e How will you follow up on what you learned
today?



This 1s Jake.




American Library
Association

Office for Intellectual Freedom
http://www.ala.orag/aboutala/offices/oif



http://www.ala.org/aboutala/offices/oif

Questions?

M Teresa Doherty
mtdohert@vcu.edu
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