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Abstract. Memory tightness of reductions in cryptography, in addition to the standard tightness related to
advantage and running time, is important when the underlying problem can be solved efficiently with large
memory, as discussed in Auerbach, Cash, Fersch, and Kiltz (CRYPTO 2017). Diemert, Geller, Jager, and Lyu
(ASIACRYPT 2021) and Ghoshal, Ghosal, Jaeger, and Tessaro (EUROCRYPT 2022) gave memory-tight proofs
for the multi-challenge security of digital signatures in the random oracle model.

This paper studies the memory-tight reductions for post-quantum signature schemes in the quantum random
oracle model. Concretely, we show that signature schemes from lossy identification are multi-challenge secure
in the quantum random oracle model via memory-tight reductions. Moreover, we show that the signature
schemes from lossy identification achieve more enhanced securities considering quantum signing oracles
proposed by Boneh and Zhandry (CRYPTO 2013) and Alagic, Majenz, Russel, and Song (EUROCRYPT 2020).
We additionally show that signature schemes from preimage-sampleable functions achieve those securities
via memory-tight reductions.
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1 Introduction

Memory-tight reductions: Provable security in cryptography consists of reductions and assumptions; we
assume the hardness of a computational problem, design a cryptographic scheme, and then make a reduction
algorithm R to solve the underlying problem by using an adversary A breaking the security of the scheme.
The tightness of the reduction is measured by how close the resources of R and A are, where resources
are success probability, running time, the number of queries, etc. The tightness of the security reduction is
essential because it impacts the parameters of the cryptographic schemes and, thus, the scheme’s efficiency.
(See e.g., [BR96, Cor00, KM07, CMS12, CKMS16].)

Auerbach, Cash, Fersch, and Kiltz [ACFK17] explicitly put forth memory tightness of the reduction from the
view of memory usage.! This concept is important when the underlying computational problems are memory-
sensitive; the problem can be solved efficiently with large memory. Examples of such problems are factoring,
lattice problems, the lerning-parity-with-noise (LPN) problem, and the multi-collision problem of the hash
function.

After that, memory-tight reductions have gathered much attention and become an active area of cryptogra-
phy: Auerbach et al. [ACFK17] gave several techniques to make security proofs memory-tight.> Using those
techniques, they gave a memory-tight reduction for the standard security, the existential unforgeability un-
der chosen-message attacks (EUF-CMA security), of RSA-FDH [RSA78, BR96] in the random oracle model
(ROM) [BR93]. Diemert, Gellert, Jager, and Lyu [DGJL21] studied memory-tight proofs of the strong exis-
tential unforgeability under chosen-message attacks in the multi-challenge setting (MsEUF-CMA security),
where an adversary can submit multiple attempts of forgery and it wins if one of them is a ‘new’ forgery.
They gave memory-tight reductions in the ROM for MSEUF-CMA security of RSA-PFDH [BR96], the BLS
signature [BLS01], and RFS-LID [AFLT12, FS87], where RFS denotes the Fiat-Shamir transform with random
nonces and LID denotes a lossy identification. Ghoshal, Ghosal, Jaeger, and Tessaro [GGJT22] also gave a
memory-tight proof of the MSEUF-CMA security of RSA-PFDH in the multi-challenge setting in the ROM.
Bhattacharyya [Bha20] and Jaeger and Kumar [JK22] gave memory-tight proofs for the security of key en-
capsulation mechanisms based on the variants of the Diffie-Hellman problem in the ROM. There are studies
for symmetric-key cryptography, e.g., [Din20, GJT20, GGJT22], and the lower bound of memory usage of
black-box reductions [ACFK17, WMHT18, GT20, GJT20].

Post-quantum signatures and quantum random oracle model: Post-quantum signatures are an emerging
area of cryptography as NIST had run the standardization of PQC and selected three post-quantum signa-
tures (Falcon, Dilithium, and SPHINCS+) [AAC*22] and they started the standardization of additional sig-
nature schemes. The security of those post-quantum signatures is proven in the quantum random oracle
model (QROM) [BDF*11], in which an adversary can make quantum queries to a random oracle. As far as we
surveyed, the SEUF-CMA security proof for PSF-DFDH in Boneh et al. [BDF*11] is only one memory-tight
proof for signature in the QROM, where PSF is preimage-sampleable functions [GPV08] and DFDH is FDH
derandomized by a pseudo-random function (PRF). The following natural question arises:

Can we construct memory-tight reductions for the MsEUF-CMA security of post-quantum PSF-

based signatures in the QROM?
In addition, the memory-tight security proof of the MSEUF-CMA security of the signature scheme from LID in
Diemert et al. [DGJL21] assumes that the underlying LID is perfectly correct and commitment-recoverable®
and has statistical honest-verifier zero-knowledge (HVZK) with a special simulator* and perfect unique re-
sponse property’. Moreover, their proof is considered in the ROM. Thus, it is natural to ask the following
question:

Can we construct memory-tight reductions for the MSEUF-CMA security of post-quantum LID-

based signatures in the QROM and eliminate the conditions on the underlying LID?

Quantum signing oracles: Furthermore, there are extended security models for signature schemes in the
quantum setting by giving quantum access to the signing oracle. The first one is proposed by Boneh and
Zhandry and dubbed EUF-qCMA security [BZ13b]. But, we call it plus-one unforgeability (PO security in

1 2023-11-20: Bernstein [Ber11] considered a memory-bounded adversary/reduction. There might be other studies consid-
ering memory-bounded adversary/reduction.

2 2023-11-20: Bernstein [Ber11] proposed techniques (e.g., use PRF instead of lazy sampling) to reduce the memory of the
adversary simulating the random oracles.

3 The verification algorithm taking a transcript (w, c, z) computes commitment w’ from challenge ¢ and response z and
accepts if and only if w = w’.

4 Their deterministic simulator takes a challenge and a response chosen uniformly at random and outputs a commitment.

> For any (vk,w, c), where vk is honestly generated public key, there is at most one response z that makes the verifier
accepting. See their proof of the third claim in [DGJL21, Appendix D, ePrint]



short) following [AMRS20], because, in the security game, an adversary can access the signing oracle with ¢
quantum queries and is required to output ¢ + 1 distinct valid message/signature pairs. The other is proposed
by Alagic, Majenz, Russell, and Song [AMRS20] and dubbed (strong) blind unforgeability (BU/sBU security
in short). In the security game, an adversary can access the signing oracle with quantum queries, while some
signatures are blinded if the corresponding messages are in a filter. The adversary is required to output a valid
signature on a filtered message. Doosti, Delavar, Kashefi, and Arapinis [DDKA21] also gave parametrized
security definitions using quantum signing oracles and showed that some of their definition are equivalent
to the blind unforgeability.
Boneh and Zhandry [BZ13b] showed that the Lamport one-time signature (OTS) and the Merkle signature
are one-time PO-secure and PO-secure in the standard model, respectively. They further showed that some
weakly-secure signature schemes under classical chosen message attacks can be converted into PO-secure
signature schemes. They also directly showed that PSF-DFDH is PO-secure in the QROM. Chatterjee, Garg,
Hajiabadi, Khurana, Liang, Malavolta, Pandey, and Shiehian [CGH*21] defined a PO-like security of ring
signature and proposed a ring signature scheme satisfying their security notion. Chatterjee, Chung, Liang, and
Malavolta [CCLM22] showed that PSF-DFDH is BU-secure in the QROM and their lattice-based signature is
BU-secure in the standard model. They also extended a BU-like security of ring signature and proposed a ring
signature satisfying their BU-like security. Majenz, Manfouo, and Ozols [MMO21] showed that the Lamport
OTS and the Winternitz OTS are BU-secure in the QROM by extending an argument in Alagic et al. [AMRS20].
Yuan, Tibouchi, and Abe [YTA23] showed that a variant of SPHINCS+ is PO-secure in the QROM.
To the best of the authors’ knowledge, there is no memory-tight proof for such enhanced securities for post-
quantum signatures based on PSF and LID. Our third question is:

Can we construct memory-tight reductions for those extended securities (PO, BU, and sBU) of post-

quantum signatures based on PSF and LID in the QROM?

1.1 Contributions

We affirmatively answer those three questions: The main contributions of this paper are four-fold. First,
we give a memory-tight MSEUF-CMA security proof for LID-based signature schemes. We remove the con-
straints on the underlying LID scheme as much as possible, and we can employ lattice-based LID schemes
with imperfect correctness, say, Dilitihium-QROM [KLS18, DFPS23]° and G+G [DPS23]. Second, we extend
the MsEUF-CMA security proof into (memory-tight) PO and sBU security proofs for LID-based signature
schemes. Those are the first PO and sBU security proof of LID-based signature schemes. Third, we mod-
ify the existing SEUF-CMA, PO, and BU security proofs for PSF-based signature schemes into memory-tight
MSEUF-CMA, PO, and sBU security proofs. Fourth, we pointed out a gap between BU security and PO security.

New memory-tight MsEUF-CMA security proofs for LID-based signatures: We will give memory-
tight MsEUF-CMA, PO, and sBU security proofs for LID-based signature schemes. Our starting point is the
MSEUF-CMA security proof, and we extend it into PO and sBU security proofs.

The MsEUF-CMA security proof for LID-based signatures: We give a memory-tight MsEUF-CMA security
proof for RFS-LID in the QROM, where LID can be imperfectly correct and not commitment-recoverable and
can have ordinal statistical HVZK and computational unique response (CUR) property. As Diemert et al. [DGJL21],
we first show the MSEUF-CMAL1 security of FS-LID with memory-tight reduction, where CMA1 denotes
chosen-message attacks in the one-siganture-per-message setting [KLS18] and FS denotes the Fiat-Shamir
transform with bounded aborts [FS87, Lyu09]; we then obtain a memory-tight MsEUF-CMA security proof for
RFS-LID by using a lemma in [DGJL21].

Our core contribution is a new memory-tight security proof of the MsEUF-CMA1 security of FS-LID. We care-
fully merge (and correct) the memory-tight MsSEUF-CMA1 security proof in the ROM by Diemert et al. [DGJL21]
and the memory-loose SEUF-CMA1 security proof in the QROM by Devevey, Fallahpour, Passelegue, and
Stehlé [DFPS23], where the latter is a correction of the history-free programming proof in Abdalla, Fouque,
Lyubashevsky, and Tibouchi [AFLT12] and Kiltz, Lyubashevsky, and Schaffner [KLS18].

Let us briefly remind the Fiat-Shamir with aborts applied to the LID scheme. Let w, ¢, and z denote a com-
mitment, a challenge, and a response of the underlying LID scheme, respectively. On a message m, the signer
generates a commitment w and computes challenge ¢ = H(m, w), where H is a random oracle, and response
zuntil z # L, and outputs a signature (w, z). The verifier verifies the transcript (w, ¢, z) via the LID’s verifi-
cation algorithm by computing ¢ = H(m, w).

Our proof is summarized as follows: We first derandomize the signing oracle by using the random function.
We next exclude the event that the signing oracle fails to produce a valid signature on the submitted message.

© We need a statistical HVZK simulator in [DFPS23, Section 4] instead of a non-aborting HVZK simulator in [KLS18].



This exclusion is required to invoke the CUR property of LID correctly. We then replace the winning condition
that the adversary outputs a new pair of a message m* and a valid signature (w*, z*) with the condition that
the adversary’s signature (w*, z*) on m”* is different from the signature (W, Z) the signing oracle produces on
m”* as Diemert et al. [DGJL21]. This modification allows us to remove the list containing a pair of messages
queried by the adversary and signatures produced by the signing oracle and makes reductions memory-tight.
In order to analyze the effect of this replacement, we will need to analyze the min-entropy of Ww produced
by the signing oracle carefully for imperfect-correct LID because the random oracle leaks the information of
w. After those modifications, we follow the proof of Devevey et al. [DFPS23] to eliminate some events and
simulate the signing oracle without the signing key. Before replacing the real verification key with the lossy
one, we exclude the event that w* in the adversary’s signature is equivalent to W in the signature produced
by the signing oracle. This event cannot happen if LID has the CUR property. For the details, see Section 4.
We then replace the verification key with a lossy one. In the final game, the adversary cannot win [AFLT12,
KLS18]. While merging the proofs carefully and removing the constraints are technical contributions, we
have two additional technical byproducts discussed below.

1: Flaw in the previous sSEUF-CMA1 proofs in the QROM. We found a flaw related to the CUR property
in the previous SEUF-CMA1 proof in the QROM [DFPS23]. Roughly speaking, to reduce the SEUF-CMA1
security to the EUF-NMA security of the signature, we want the adversary to output a pair m* and (w*, z*)
such that we do not program the random oracle at (m*, w*). In order to do so, we exclude the event that w* = w
where W is a part of the signature (W, Z) produced by the signing oracle on m* and (m*, W) is programmed.
Devevey et al. [DFPS23] and Barbosa et al. [BBD"23] pointed out that programming the random oracle only
on succeeding signatures introduces a bias on the distribution of the signing oracle and the random oracle
and the existing proofs do not care about the bias. To fix this error in the history-free programming ap-
proach [AFLT12, KLS18], Devevey et al. [DFPS23] programmed the random oracle at (m,w;), where w; is
the commitment for the i-th signer’s attempt on the message m. Unfortunately, they ignored the fact that the
adversary would output a message m* and a signature (w*, z*) with w* = Ww. To fix this problem, we exclude
the event that w* = W; for some i. We are interested especially in the case of w* = Ww. To make a reduction
to the CUR property, both the transcript (W, ¢, Z) generated by the signing oracle and (W, ¢, z*) generated
by the adversary’s signature are valid. To ensure the validity of (W, ¢, Z) generated by the signing oracle, we
exclude the event that the signing oracle fails to output a valid signature. Thus, our security bound involves
the term related to correctness.

2: The divergence HVZK case: Some LID-based signatures based on lattices employ divergence HVZK in-
stead of statistical HZVK to achieve a smaller signature size. See, e.g., [dPRS23, DPS23]. Roughly speaking,
statistical HVZK requires that the real transcript and the simulated one are statistically close, while divergence
HVZK requires that the Rényi divergence of the distribution of the real transcript from that of the simulated
transcript is sufficiently small, say, (1+7) € [1, co]. This paper only considers the Rényi divergence of infinity
order.

The adaptive reprogramming approach for (s)EUF-CMA1 proof reprograms the random oracle on O(gg)
points with the simulated transcript, where gg is the number of the signing queries, and the bound with
random oracle reprogrammed with real transcripts will be (1 + r)©@s) . ¢ due to the property of the Rényi
divergence, where € is the bound with the random oracle reprogrammed with simulated transcripts. In con-
trast, the history-free approach reprograms the random oracle on O(1) points per message with the simulated
transcripts, and the multiplicative security loss can be (1 +r)9M) where M is the size of the message space.
In this paper, we show other bound (1 + POWL(et 0(g®) /) + negl(x) for any positive £. This allows us to
set £ = ¢®/negl(k), which can be smaller than M. Moreover, if we r = 1/¢, then the multiplicative security
loss can be constant. This result is obtained by extending [BZ13b, Lemma 2.5] for the statistical case into the
Rényi divergence case, which is of independent interest.

First (memory-tight) PO and sBU security proofs for LID-based signatures: We further extend the
security proof into the PO and sBU securities. We give a memory-loose PO security proof for DFS-LID and
give a memory-tight PO security proof for DFS*-LID, where DFS and DFS™ denote the Fiat-Shamir transform
derandomized by PRF and random oracle, respectively. We also give a memory-tight sBU security proof for
DFS-LID. As far as we know, those are the first PO and sBU security proofs for the LID-based signature
schemes in the QROM.

In order to consider memory tightness, we modify the PO security model with the forgery-checking oracle;
the forgery-checking maintains the list Q of messages and valid signatures the adversary submits, and the
adversary wins if the size of the list is larger than the number of quantum singing queries g, thatis, #Q > gs.
In the PO security proof, we need to replace this winning condition A (#Q > ¢s), which requires memory
of O(gs) size, with the condition B that the adversary’s signature (w*, z*) on m* is different from (W, Z) the



Table 1. Summary of security proofs for LID-based signatures in the QROM. IND, CUR, and PRF in the column “Assumptions”
denote the key indistinguishability of LID, the computational unique response of LID, and the pseudorandomness of PRF,
respectively. The mark v in the column “Adv.” and “Time” indicates the multiplicative loss of advantage and time is O(1),
respectively. The marks " and x in the column “Mem” indicate the additive loss of memory usage is O (1)-poly and O (g)-poly,
respectively.

Proof Scheme  Security Assumptions Adv. Time Mem.
KLS18+DFPS23 [KLS18, DFPS23] FS-LID  sEUF-CMA1 IND, CUR v v X
KLS18+DFPS23 [KLS18, DFPS23] DFS-LID sEUF-CMA IND,CUR,PRF v VvV X
Section 4 FS-LID  mMsEUF-CMA1 IND, CUR v o vV
Section 4 RFS-LID MsEUF-CMA IND, CUR v v v
Section 4 DFS-LID MmsEUF-CMA IND, CUR,PRF v V X
Section 4 DFS*-LID MsEUF-CMA IND, CUR v o vV
Section 5 DFS-LID PO IND, CUR,PRF vV X
Section 5 DFS*-LID PO IND, CUR v v
Section E DFS-LID sBU IND, CUR,PRF v VvV V

Table 2. Summary of security proofs for PSF-based signatures in the QROM. CR, INV, OW, and PRF in the column “As-
sumptions” denote the collision resistance, non-invertibility, and one-wayness of PSF and the pseudorandomness of PREF,
respectively. The marks v/ and x in the columns “Adv” and “Time” indicate whether the multiplicative loss of advantage
and time is O(1) or not. The marks v' and x in the column “Mem.” indicate whether the additive loss of memory usage
is O(1) - poly and O(gq) - poly, respectively. In the signing algorithm of PSF-PFDH?, the randomness for PSF is chosen as
1) choose a random pairwise hash function Q and 2) compute a randomness by Q(m).

Proof Scheme Security Assumptions Adv. Time Mem.
BDFLSZ11 [BDF"11] PSF-DFDH* sEUF-CMA  CR v v v
KX22 [KX22] PSF-PFDH EUF-CMA INV X Vv X
CCLM22 [CCLM22] PSF-DFDH BU CR, PRF v v X
BZ13 [BZ13b] PSF-PFDH* PO OW, CR X X X
BZ13 [BZ13b] PSF-DFDH PO CR, PRF v v X
subsection F.3 PSF-FDH  MsEUF-CMA1 CR v v
subsection F.3 PSF-PFDH MsSEUF-CMA CR v Y/ v
subsection F.3 PSF-DFDH wMsSEUF-CMA CR, PRF v Y X
subsection F.3 PSF-DFDH* MsEUF-CMA CR v v
subsection F.4 PSF-DFDH PO CR, PRF v Y X
subsection F.4 PSE-DFDH* PO CR v v v
subsection F.5 PSF-DFDH sBU CR, PRF v v

signing oracle produced on the m*. To treat this change, we first consider the difference between the winning
condition A and the winning condition A A B. Very roughly speaking, if the adversary makes the difference,
it should guess (gg + 1) signatures on distinct messages. The min-entropy of w allows us to upper-bound this
guessing probability. After that, we relax the winning condition as B. This modification is the core of our PO
security proof. For the details, see Section 5.

The sBU security proof is obtained by following the SEUF-CMA1 security proof, and we omit the details. For
the details, see Section E.

New memory-tight security proofs for PSF-based signatures: We extend the memory-tight sSEUF-CMA
security proof for PSF-DFDH in the QROM in Boneh et al. [BDF*11] into a memory-tight MsEUF-CMA1 se-
curity proof for PSF-FDH in the QROM. We then obtain a memory-tight MsEUF-CMA security proof for
PSF-PFDH in the QROM by using the lemma in [DGJL21] as in the case of RFS-LID. Furthermore, we show a
memory-loose PO security proof of PSF-DFDH and a memory-tight PO security proof of PSF-DFDH?" in the
QROM, where DFDH* denotes FDH derandomized by a random function. We also give a memory-tight sBU
security proof of PSF-DFDH by modifying a memory-loose BU security proof of PSF-DFDH in the QROM by
Chatterjee et al. [CCLM22]. See Section F for the details.

See the summary and comparison in Table 2.



A gap between PO and BU security: As a byproduct, we found that BU security does not imply PO secu-
rity, which refutes the conjecture that BU security implies PO security of message authentication code (MAC)
by Alagic et al. [AMRS20].” We exemplify this by constructing a BU-secure but PO-insecure MAC and signa-
ture scheme from a BU-secure MAC and signature scheme, respectively. We observe that PO-secure scheme
should be SEUF-CMA-secure, but BU-secure scheme can be SEUF-CMA-insecure. Thus, making BU-secure
MAC and signature scheme sEUF-CMA-insecure, the new scheme is PO-insecure. We think the conjecture
should be that sBU security implies PO security. See Section D for the details.

Open problems: We have managed the imperfect correctness of LID in the memory-tight security proofs
of LID-based signature schemes by following the history-free approach [KLS18, DFPS23] instead of the adap-
tive reprogramming appraoch [GHHM21, DFPS23, BBD*23]. The history-free approach requires LID to have
statistical honest-verifier zero-knowledge (HVZK). While we extend the above approach into the case of
divergence HVZK [dPRS23, DPS23] for small divergence (1 + negl(x)), we fail to treat large divergence, say,
(1+1/poly(k)), which will yield shorter signature sizes. We leave it as an open problem to construct memory-
tight security proofs treating large divergence HVZK and computational HVZK, which would require the
adaptive reprogramming approach.

We currently can not give the memory-tight security proofs of the PSF-based signature scheme with im-
perfectly correct PSFs. Kosuge and Xagawa [KX22] gave memory-loose security proofs using the adaptive
reprogramming technique [GHHM21]. We leave it as an open problem to give memory-tight security proof
of signature schemes based on imperfectly-correct PSFs.

Jaeger and Kumar [JK22] gave memory-tight reductions for multi-challenge, multi-user CCA security of
PKE/KEM. 1t is interesting to consider the multi-challenge, multi-user security of signature schemes with
memory-tight reductions in the ROM and QROM.

1.2 Organization

Section 2 reviews basic notions and notations, quantum computations, and lossy identification. Section 3 re-
views digital signatures, their security notions, and LID-based signature schemes. Section 4 and Section 5
show MSEUF-CMA and PO security of the LID-based signature schemes. Section A contains missing defi-
nitions. Section B proves the lemma on the Rényi divergence. Section C reviews the instantiations of lossy
identifications. Section D discusses the relationship between PO security and BU security of MAC and sig-
natures. Section E shows the sBU security of a LID-based signature scheme. Section F includes the review of
PSF-based signature schemes and shows their MsEUF-CMA, PO, and sBU securities.

1.3 Version Notes

— 2023-11-09: This is the original version.

— 2023-11-20: We update the references on the reductions related to memory-bounded adversaries.

— 2023-12-13: We correct errors related to the min-entropy of a signature generated by the singing oracle
and introduce the special correctness of LID. We also correct errors related to the correctness of the
signature and the CUR property of LID.

— 2024-01-09: We modify the proofs to simplify the bounds and remove the restriction on the special cor-
rectness of LID. We also add the lemmas related to divergence HVZK.

2 Preliminaries

The security parameter is denoted by k € Z*. We use the standard O-notations. For n € Z*, we let [n] =
{1,...,n}. For a statement P, [P] denotes the truth value of P.

Let X and Y be two finite sets. Func(X, Y) denotes a set of all functions whose domain is X and codomain
is Y. For a set of disributions over Y indexed by x € X, D = {Dy : x € X}, we define Funcy y(D) as a
distribution of f in Func(X,Y) such that, for each x € X, f(x) is independently drawn from a ditribution
Dx. When every Dy is the same as D’ on every x, we simply write Funcy_y (D’).

For a distribution D, we often write “x < D,” which indicates that we take a sample x according to D. For a
finite set S, U(S) denotes the uniform distribution over S. We often write “x « S” instead of “x « U(S)” If
inp is a string, then “out «— A (inp)” denotes the output of algorithm A running on input inp with an access to
a set of oracles O. If A and oracles are deterministic, then out is a fixed value and we write “out := AC (inp)”

7 The conference version [AMRS20] claims that BU-secure MAC is also PO-secure, but, the newest version,
20230420:091107° [AMRS18] reported an error in their proof and removed the claim.



We also use the notation “out := A(inp;r)” to make the randomness r of A explicit. For a probabilistic
algorithm A, R denotes the radnomness space of A.

For an algorithm or adversary A, Time(A) and Mem(A) denotes the time and memory complexity of the
algorithm A, respectively. For a scheme S, Time(S) and Mem(S) denotes the maximum time and memory
complexity of the algorithms in the scheme S, respectively.

For any function f: {0, 1}"" — {0, 1}, a quantum accessto f is modeled as oracle access to unitary O s : |x) |y) =

[x) |y & f(x)). By convention, we will use the notation AlF)-8 to stress A’s quantum and classical access to f
and g.

Distributions: For two distributions D, D’ over Y, we say that D is e-close to D’ if the distance |D — D’| :=
Zyey|D(y) = D'(y)] is at most €.

Definition 2.1 (Rényi divergence; exponential form). Let P and Q be two discrete distributions such that
Supp(P) C Supp(Q). Let a € (0,1) U (1, o). The Rényi divergence of order @ of P from Q is defined as

1

Rﬂ&g):(zjé%%;).

xeX

Fora = oo,

Rw(P;Q) = sup Px)

€ [1, +o0].
x€Supp(P) 0(x)

Lemma 2.1 ([vEH14]). Let P and Q be two discrete distributions such that Supp(P) C Supp(Q). Let a €
(0,1) U (1, 00].

— RI: data processing: For a (randomized) function f,
Ra(f(P); f(Q)) < Ra(P;0Q).

— R2: probability preservation: For any event E C Supp(Q),

a

T <O(E)T - Ra(P;0).

P(E) < (Q(E) - Ra(P;Q))

Especially, when @ = co, we have
P(E) < Ro(P; Q) - Q(E).

- R3: Multiplicativity:

Ra(npi§n Qi) = nRa(Pi;Qi)-

L

We adopt the conventions that 0/0 = 0 and x/0 = +oco for x > 0.

2.1 Lemmas on Quantum Computations

Lemma 2.2 ([BZ13b, Lemma 2.5, ePrint]). Let X and Y be two finite sets. Let D = {Dx} and D’ = {D’;}
be two sets of efficiently sampleable distributions over Y indexed by x € X. let A be a quantum adversary
making g (quantum) queries to an oracle f: X — Y. If for eachx € X, |Dx — D’;| < € holds, then |Pr[f «

Funcy, y (D) : Ay =1] = Pr[f « Funcy y(D’) Al = 1] < V(6g)3e. ®

Lemma 2.3 ([BZ13b, Lemma 2.6, ePrint]). Fix two finite sets X and Y. Fix a set D of distributions D x over
Y indexed by x € X. Let a be the minimum over all x € X of the min-entropy of the distribution D x. Now, let
f: X — Y be a function chosen according to Funcy_y (D). Then, any q-query quantum algorithm can only
produce (q + 1) input/output pairs of f with probability at most (g +1)/12¢].

8 The value 6 = 27 - 8 is composed from 27 in [Zha12, Corollary 7.5, ePrint] (denoted by Cy in [BZ13b]) and 8 in [BZ13b,
Lemma 2.5].



2.2 Adversaries with Access to Random Functions

We adopt an adversary with access to random functions by following [GGJT22, Section 3]. The reductions in
this paper are adversary A on the left side, consisting of a set of functions ¥ and algorithm A,. We call such
an adversary an ¥ -oracle adversary.

Adversary A€ (in) Adversary ﬂ}? (in)

1: fe—F 1: K%
2: out<—ﬂ20’|f>(in) 2: out<—ﬂ20’|FK>(in)

3: return out 3: return out

Ghoshal et al. [GGJT22] defined the reduced complexity of A by Time*(A) = Time(A2) and Mem™ (A) =
Mem(Az). We employ ¥ -oracle adversaries as [GGJT22] for simplicity and clean notation. This approach is
justified by pseudorandom adversary Ar on the right-hand side as long as the game A plays is efficient.

Lemma 2.4 ([GGJT22, Lem.2], quantum version). Let A be a F -oracle adversary for a game G. Then, for any
function family F with F = F, there exists an adversary AF such that

IPr[G(A)] - Pr[G(AF)]| < Adv} (AF),
Time(Ar) = Time* (A) + Time(G(A)),
Mem(Ar) = Mem* (A) + Mem(G(A)),
Query(AF) = ¢,

where q is an upper bound on the number of queries Ay makes to the oracle |f) or |Fk).

See [ACFK17] and [GGJT22, Lemma 2] for further discussions.

2.3 Lossy Identification

Abdalla et al. [AFLT12, AFLT16] defined lossy identification as a special case of a (cryptographic) identifica-
tion scheme. A lossy identification scheme involves an additional lossy key-generation algorithm. The syntax
follows:

Definition 2.2 (Lossy identification). A lossy identification scheme LID consists of the following tuple of PPT
algorithms (Geny|p, LossyGeny|p, P1, P2, V)
- Genyp(1%) — (vk, sk): a normal key-generation algorithm that, on input 1%, where k is the security
parameter, outputs a pair of keys (vk, sk). vk and sk are public verification and secret keys, respectively.
— LossyGenyp(1%) — vk: a lossy key-generation algorithm that on input 1¥ outputs a lossy verification key
vk.
- Pi(sk) — (w,s): a first prover algorithm that takes as input signing key sk and outputs commitment w
and state s.
- Pa(sk,w,c,s) — z:asecond deterministic prover algorithm that takes as input signing key sk, commitment
w, challenge c, and state s, and outputs response 2.
- Vrfy(vk,w, c,z) — true/false: a deterministic verification algorithm that takes as input verification key
vk, commitment w, challenge c, and response z, and outputs its decision true or false.
We assume that a verification key vk defines the challenge space C and the response space Z.

Definition 2.3 (Completeness). For non-negligible p = p(«), we call LID p-complete if

Pr (vk, sk) < Genpip(1%), (w, s) < P1(sk),

¢ C.z = Py(sk.w.c.s) :V(vk,w, ¢, z) = true| > p(x).

We call LID perfecly complete if it is 1-complete.

In order to analyze the completeness carefully, Devevey et al. [DFPS23] introduced another definition as
follows:

Definition 2.4 (Correctness [DFPS23, Def.2], adapted). Lety, 8 > 0. We call LID (y, 8)-complete if for every
(vk, sk) generated by Genyp (1), the following holds:



— The verifier accepts with probability at least vy if the response 7 is not L. That is,
Pr[(w,s) « Pi(sk),c « C,z := Pa(sk,w,c,s) : V(vk,w,c,z) =true | z # L] > y.
— The prover aborts with probability at most 8. That is,
Pr[(w,s) « Pi(sk),c « C,z := Pa(sk,w,c,s): 2= 1] <B.

We note that if LID is (1, 8)-correct, then it is (1 — 8)-complete.
Due to a technical reason, we require that the prover’s failing probability is independent of the challenge.

Definition 2.5 (Special correctness). We say that LID has special correctness if foranyw € ‘W andc,c’ € C

Prz = Pa(sk,w,c,s) : 2= 1| (w,s) « P1(sk)]
=Pr|z = Py(sk,w,c’.s) :z2=L| (w,s) « P1(sk)].
The security properties of a lossy identification scheme are defined as follows:

Definition 2.6 (Key indistinguishability [AFLT16 Def.16]). We say that LID is key indistinguishable if for

any QPT adversary A, its advantage Adv,"

LID _7{ Y (k) is negligible in k, where

dvind- key( ) = Pr[(vk, sk) < Genyp(1¥) : A(vk) = 1]
VuD, A —Pr[vk « LossyGenyp(1%) : A(vk) =1]|°

Definition 2.7 (Lossiness [AFLT16 Def.16], adapted). We say that LID is eg-lossy if for any unbounded

adversary A, its advantage Adv)™ A (k) is at most €g, where

LID

:V(vk,w,c,z) = true| .

dyimP K) = Pr vk « LossyGenyp (1), (w, s) « A(vk),
Adv|p 7 (K ¢ C,z— Alc,s)

Remark 2.1 (On Lossiness). In the original definition, adversary A can access the simulated transcript oracle
to produce (w, s). However, since the simulated transcript oracle has no access to sk, we do need to consider
this oracle.

Definition 2.8 (Statistical honest-verifier zero knowledge [DFPS23], adapted). Let (vk, sk) be a key pair
generated by Genyp(1%). We call LID €, -HVZK if there exists a PPT algorithm Sim that takes a public ver-
ification key vk and ¢ as input and outputs (w,z) such that the distribution of (w,c,z) where ¢ «— C and
(w, z) « Sim(vk, c) is €, -close to the distribution of the real transcript between honest prover and verifier.

Remark 2.2. In [AFLT16, KLS18], “the distribution of the real transcript” is defined as follows: compute
(w, ¢, z) by using the real prover and verifier; if z = L, then return (L, L, 1); otherwise return (w, ¢, z).
Devevey et al. [DFPS23] pointed out that this definition is one of the causes of the error in the simulation.
They defined “the distribution of the real transcript” as follows: compute (w, ¢, z) by using the real prover
and verifier and output (w, ¢, 2) as it is.

Definition 2.9 (Divergence honest-verifier zero knowledge [DFPS23], simplified). Let (vk, sk) be a key pair
generated by Genpp (1%). We call LID (1+ €, )-divergence HVZK if there exists a PPT algorithm Sim that takes
a public verification key vk and ¢ as input and outputs (w, z) such that Reo (W, ¢, 2); (W, ¢,Z)) < 1+ €5 holds,
where (w, ¢, z) is the real transcript between an honest prover and verifier and ¢ « C and (W, ) « Sim(vk, c¢).

Definition 2.10 (Commitment recoverability [KLS18, Defnition 2.4]). We say that LID is commitment-
recoverable if for any (vk, sk) generated by Genyp(1%), ¢ € C, and z € Z, there exists a unique w such that
V(vk,w,c, z) = true. In addition, we require that this unique w can be computed by a deterministic commitment-
recovery algorithm Rec, that is, w = Rec(vk, ¢, 7).

Definition 2.11 (Computational unique response [KLS18, Defnition 2.7]). We also say that LID has the
computational unique response (CUR) property if for any QPT adversary A, its advantage defined below is
negligible in «:

(vk, sk) < Genpp(1%), (w,c,z,7") «— A(Vk) :

cur —
Adv (k) = Pr z# 7 AV(vk,w,c,z) AV(vk,w,c,7)

LID, A

Definition 2.12 (Min-entropy of commitment [KLS18, Defnition 2.6], modified). We say that LID has (a, €5,)-
min-entropy if

Pr[(vk, sk) « Genpp(1%) : Heo(w | (w,s) < P1(sk)) > a] = 1 - €.

In the original definition ([KLS18, Defnition 2.6]), €, is 27 %. Devevey et al. [DFPS23, Definition 5] defined
the min-entropy of commitment as (@, 0)-min entropy in the above definition.



Exptﬁt’sa:{:;tk(lk) for goal € {euf, seuf} Expt%‘:l;;tk(l’() for goal € {meuf, mseuf}
(vk, sk) < Gen(1¥) (vk, sk) « Gen(1¥)
Q = 0; win = false Q = 0; win := false
(m*’ O'*) — ﬂS]GN(vk) run ﬂSIGN,FORGE(vk)
ForGe(m*, o7*) return win
return win

SieN(m) for atk = cmal
SiGN(m) for atk = cma if 3(m, o) € Qthen
o « Sign(sk, m) | return o
Q=QuU{(m, o)} o « Sign(sk, m)
return o Q:=QU{(m, o)}

return o
ForGe(m*, o) for goal € {euf, meuf}
if Vrfy (vk, m*, 0*) = true then

ForGe(m*, o) for goal € {seuf, mseuf}

if Vo : (m*, o) ¢ Q then if Vrfy (vk, m*, o) = true then
| win := true if (m*, 0*) ¢ Q then
| win = true
. goal-atk 4
Fig. 1. Expt g 4 (1%) for goal € {euf, seuf, meuf, mseuf} and atk € {cma, cma1}.

3 Digital Signature

The model for digital signature schemes is summarized as follows:

Definition 3.1. A digital signature scheme DS consists of the following triple of PPT algorithms (Gen, Sign,
Vrfy):
- Gen(1%) — (wk, sk): a key-generation algorithm that, on input 1%, where k is the security parameter,
outputs a pair of keys (vk, sk). vk and sk are called verification and signing keys, respectively.
— Sign(sk, ) — o: a signing algorithm that takes as input signing key sk and message u € M and outputs
signature o € S.
- Vrfy(vk, u, o) — true/false: a verification algorithm that takes as input verification key vk, message u €
M, and signature o and outputs its decision true or false.

Definition 3.2 (Completeness). We say that DS is p-complete if for any message u € M, we have

Pr[(vk, sk) « Gen(1%), o « Sign(sk, u) : Vrfy(vk, u, o) = true] > p.

Security notions: We review the standard security notions of digital signature schemes. The standard se-
curity notion, existential unforgeability against chosen-message attack (EUF-CMA), is captured by the game
ExpteDqu:Ez'(na(l’( ) in Figure 1. The multi-challenge version allows an adversary to call FORGE freely [ACFK17].
We also consider a strong version, in which the adversary wins if its forgery (m*, c*) is not equal to the pairs
returned by SiGN. For signing oracles, we have two variants, one-signature-per-message / many-signature-
per-message versions, which are denoted by CMA1 and CMA, respectively. We note that for deterministic

signature schemes, CMA1 security implies CMA security. The formal definition follows:

Definition 3.3 (Security notions for digital signature schemes). Let DS = (Gen, Sign, Vrfy) be a digital
signature scheme. For any A, goal € {euf, seuf, meuf, mseuf}, and atk € {cma, cmal}, we define its goal-atk
advantage against DS as follows:

goal-atk goal-atk

AdVDS,ﬂ (k) = Pr[ExptDs’ﬂ (1) =1],

where Expt%)(;al;tk(l’() is an experiment described in Figure 1. For GOAL € {EUF, sEUF, MEUF, MsEUF} and
ATK € {CMA, CMA1}, we say that DS is GOAL-ATK-secure ifAdngOSaI;tk(K) is negligible for any QPT adver-

sary A.

Security with respect to quantum signing oracles: Boneh and Zhandry [BZ13b] defined a new security
notion of digital signature schemes with respect to a quantum signing oracle and dubbed it as EUF-QCMA
security. We refer to this security notion as plus-one security (PO security) [AMRS20] because an adversary
in the security game is asked to output g + 1 distinct valid message/signature pairs after making ¢ quantum
queries to the signing oracle. They defined it in the same spirit as the strong EUF security. In the original
definition, the adversary outputs g + 1 pairs at once and stops. We introduce the oracle FORGE to the security
game of the PO security since we want to consider memory tightness. The formal definition follows:
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Exptpg 4 (1) SiGN : [m) |y) = Im) |y @ o)

(vk, sk) — Gen(1¥) /generate randomness r on each query
Q=0

/share r on every message
o = Sign(sk, m;r)
return o

run ﬂ\S[GN),FoRGE ( Vk)
return [#Q > gs]

ForGe(m™*, o)

if Vrfy (vk, m*, o*) = true then
if (m*, 0*) ¢ Q then
| Q=QuU{(m*, o)}

Fig. 2. Exptp

DOS A (1%). g5 denotes the number of the signing queries.

Definition 3.4 (Plus-One Security [BZ13b], adapted). Let DS = (Gen, Sign, Vrfy) be a digital signature
scheme. For any A, we define its po advantage against DS as follows:

Adv%os’ A0 = Pr[ExpthS’ F(1) =1],
po

DS, A
negligible for any QPT adversary A.

where Expt (1%) is an experiment described in Figure 2. We say that DS is PO-secure ifAdvE)OS’ﬂ(K) is

Alagic et al. [AMRS20] introduced another new security notion concerning a quantum signing oracle and
called it blind unforgeability (BU security). Let € € {0/2P,1/2P, ..., (2P — 1)/2P} for some p = p(k) be a
parameter. Let B¢ be a random subset of the message space M where each m € M is independently selected
with probability €. Roughly speaking, an adversary is asked to output a valid signature on a message in B¢
while it can access a quantum signing oracle that returns a signature on a message not in B¢. The strong
version is defined by a subset of the product of the message space M and the signature space S C {0, 1} for
some A = A(k).For f: M — S, B C M,and B € M x S, we define

1 (x.f(x)) € B’

f(x) otherwise.

1 X €B

Bf(x) = { and B’ f(x) = {

f(x) otherwise

Remark 3.1. We consider the oracle |Bf) as a mapping |x) |y) > |x) |y ® Bf (x)), where y € {0, 1}, f(x)
is considered as f(x)||0 € {0, 1}**!, and L is considered as 01|11 € {0, 1}*1.

In the security proofs, instead of choosing a random subset B¢, we will consider RFp: M — P, where
P = {0,1,...,2P — 1}, and we will interpret the condition m € B¢ as RFg(m) < €2P. The cost of this
procedure is denoted by Time(B¢) and Mem(B¢).

We again introduce the oracle FORGE to the security game and consider the multi-challenge situation. The
formal definition follows:

Definition 3.5 (Blind Unforgeability [AMRS20], adapted). Let DS = (Gen, Sign, Vrfy) be a digital signature
scheme. For any A, any efficiently computable function e: Z* — [0,1), and sec € {bu, sbu}, we define its
goal-atk advantage against DS as follows:

Advf)esc’ﬂ(/() = Pr[ExptsDesc’ﬂ’E(lk) =1],

where Exptf)esc’ﬂ(lk) is an experiment described in Figure 3. We say that DS is BU-secure (sBU-secure, resp.)

ifAdv'B“s,ﬂ,e (k) (Adv%’é‘,ﬂ,g (x), resp.) is negligible for any QPT adversary A and any efficiently computable
function e: Z* — [0,1).

3.1 From CMALI1 Security to CMA Security

Diemert et al. [DGJL21] shows the following lemma, which is the multi-challenge version of [BPS16, Theo-
rem 5].

Lemma 3.1 ([DGJL21, Thm.14]). Let DS’ be a signature scheme whose message space is M’ = M x {0, 1}*
and let DS be RDS[DS’, A] in Figure 4. Let A be an adversary against the MsEUF-CMA security of DS which
queries to SIGN qg times. Then, there exists an adversary B against the MSEUF-CMAL1 security of DS’ such that
AdvEH ™ (k) < Advis ™ (1) + g5 - 27,
Time(B) = Time(A), and Mem(B) = Mem(A).
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Exptstfscﬂ(l’() for sec € {bu, sbu} SIGN : |m) |y) = [m) |y ® o)

(vk, sk) < Gen(1¥) /generate randomness r on each query
Be « Funcyy jo,1) (Bere) /bu /share‘ r on every message

Be « Funcpxs,jo,1) (Bere) /sbu o = Sign(sk, m;r)

win := false return o

run ﬂ\BESlGN),FORGE(Vk)

return win

ForGe(m*, o*)

if Vrfy (vk, m*, ") = true then
if m* € B¢ then win := true /bu
if (m*, 0*) € B, then win = true /sbu

Fig. 3. Exptll))usyﬂ,e(l’() and ExptEbél,ﬂ’E(l’().

Gen(1%) Sign(sk, m) Vrfy(vk, m, o)
(vk, sk) « Gen’ (1¥) n« {0, 1}4 parse o = (0”,n)
return (vk, sk) o’ « Sign’ (sk, (m, n)) return Vrfy’ (vk, (m, n), o)

return o = (0, n)

Fig. 4. Scheme DS := RDS[DS’, A]. We require M’ = M x {0, 1},

If the signature scheme is deterministic, then the CMA1 security implies the CMA security [KLS18]. Thus,
if we derandomize a CMA1-secure signature scheme, the obtained scheme archives CMA security. See, e.g.,
[MNPV99, KM15] for the derandomization by PRE.” Unfortunately, the derandomization by PRF is sometimes
annoying when we consider memory-tight reductions.

3.2 Signature from Lossy Identification

We review a signature scheme constructed from a lossy identification scheme with abort [AFLT16, KLS18].
Let LID = (Genyp, LossyGenyp, P1, P2, V) be a lossy idenfitication scheme. The signature scheme obtained
by applying a variant of the Fiat-Shamir transform FSpg ,, , is depicted in Figure 5.

One might think if the underlying LID scheme is p-complete, then the obtained scheme is (1 — (1 — p)
complete. This is not an exact estimation because a signature with z # L can be invalid and the output w is
correlated to the choice of c. When LID is specially correct (Definition 2.5), then if the underlying LID scheme
is (7, B)-correct, then the obtained scheme is y - (1 — 88)-compelte.

B)_

Lemma 3.2. Lety > 0andf € [0,1). Let B > 1. Let H: M X“W — C be a hash function modeled as a random
oracle. Let LID be a LID scheme that is (y, 8)-correct and specially correct. Let DS = FSp . [LID, H]. Then, for
any message m € M, we have

Pr[(vk, sk) « Gen(1¥), o « Sign(sk,m) : V(vk,m, o) = true] > y - (1 —,BB).

Proof. Due to (y, B)-correctness, the prover in each invocation outputs z = L with probability at most 8. In
addition, special correctness ensures that each invocation is independent since the failing probability is inde-
pendent of the choice of ¢ € C. Therefore, the signing algorithm fails to output a signature with probability
at most 85 Finally, due to special correctness and (y, 8)-correctness, the obtained signature is valid with a
probability of at least y. Thus, we have y - (1 — 8B) as the bound. m|

We note that if LID is (y, 0)-correct, then the obtained signature scheme is y-correct. For the correctness of
the general case, Devevey et al. [DFPS23] gave a careful analysis of the correctness of the obtained signature
scheme:

Lemma 3.3 ([DFPS23, Thm.8], adapted). Lety > 0 and 8 € (0,1). Let B > 0. Let H: M X W — C be a hash
function modeled as a random oracle. Let LID be a LID scheme that is (y, 8)-correct and has (@, €x,)-commitment
min-entropy. Let DS = FSp ,,; [LID, H]. Then, for any message u € M, we have
Pr Pr[V(vk, m, Sign(sk,m)) = true] > p’(a,8,v.B)| > 1 - €,
s P ey [PV m. Sign(sk,m) = true] 2 o' (2. 8,7, B)] 2 1 e
9 Let K be a secret key of PRF independent of the signing key sk. Kiltz et al. [KLS18] credited the security proof of a
signature scheme derandomized by PRF(K, m) to Bellare et al. [BPS16]. Unfortunately, the derandomization proposed by

Bellare et al. [BPS16] computes randomness as RF(sk||m) instead of PRF(K, m) and their proof does not work for the case
of H(K, m).
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Gen(1%) Sign,, . (sk, m)/Sign,._ (sk, m) Vrfy,, . (vk, m, o)

(vk, sk) « Genyp (1¥) k=1z:=1 parse o = (w, 2)
return (vk, sk) while z = L Ak < Bdo c=H(m,w)
(w,s) « Py(sk) return V(vk, w, ¢, 2)
¢ =H(m,w)
z = Py (sk,w,c,s) Vrfy,.. (vk, m, o)
k=k+1 parse o = (¢, z)
if z = L then return L w’ = Rec(Vk, ¢, z)
return o == (w, z) /Sign,,,. ¢ = H(m,w')
return o = (c, z) /Sign,., return [c = ¢’]
Fig.5. Scheme FSp ,,.[LID,H] = (Gen,Signwz,VrnyZ) and FSp 7 [LID,H] = (Gen,Signcz,Vrfycz). H: MxW — Cis

a random oracle.

where the inner probability is taken over the choice of H and the coins of Sign and

’ — B 27«

p(a.B.y.B) =y -[1-8 a-p7)
For simplicity, in what follows, we just say that the signature scheme is p’ (a, B, v, B)-correct with probability
at least 1 — €, over the choice of key.
When the underlying LID is commitment-recoverable, we can apply another variant FSp ., depicted in Fig-
ure 5 whose signature is of the form (c, z), which is often shorter than (w, z). If Py is derandomized by PRF,
say, P1(sk; PRF(K, (m, k))), then we call this conversion as DFS instead of FS and denote DFS[LID, H, PRF].
If we use RF instead of PRF, then we denote it as DFS*[LID, H, RF]. If we apply RDS in subsection 3.1 to the
obtained scheme, then we call the conversion as RFS and denote RFS[LID, H, 1].
In this paper, we employ FSpg ,, . to capture generic case, while [DGJL21] only consider FSg ;. We can show
the security of FSp ., by modifying our proofs for MsEUF-CMA, sBU, and PO securities.

4 Multi-Challenge Security of Signature from Lossy Identification

Theorem 4.1 (MsEUF-CMA1 security of FSp . [LID,H]). Let B > 1. LetH: MxW — C be a hash function
modeled as a random oracle. Let LID be a lossy identification scheme that is (y, 8)-correct, €,.-HVZK, and €¢-
lossy, and has (a, €m)-commitment min-entropy. Let DS := FSp . [LID, H] and let p’ be the completeness of
DS.

Then, for a quantum adversary A breaking the MsEUF-CMA1 security of DS that issues at most gy quantum
queries to the random oracle H, gg classical queries to the signing oracle, and qF classical queries to the forgery
oracle, there exist quantum F -oracle adversaries Acyr against computationally unique response of LID and Aj,q
against key indistinguishability of LID such that

f- 1 ind-ke: 2
AdVESZ M (k) < AdViTp 4 (€) +Adv] [T ﬂymd(K) +8(q+1)%¢

1

+(qs +qr) (1= p') +qrB2™" +2gB27 "7 + 26 + /(69)*Bey,,
Time* (Acur) = Time(A) + ¢ - O(BTime(LID) + B?),
Mem* (Acur) = Mem(A) + O(BMem(LID)),
Time* (Ajpq) = Time(A) + g - O(BTime(LID) + B?),
Mem* (A;nq) = Mem(A) + O(BMem(LID)),
where g = qs +qg + qF and F = Func(M X ‘W, C) X Func(M X [B],C) X Func(M x [B],R).
Applying Lemma 3.1, we obtain the following corollary.

Corollary 4.1 (MsEUF-CMA security of RFSp .- [LID, H, A]). For sufficiently large A = w(x),RFSp - [LID, H, 1]
has a memory-tight MsEUF-CMA security proof.

We also have the following corollary for divergence HZVK.
Corollary 4.2. Let £ be an arbitrary positive integer. If LID is (1 + €, ) -divergence HVZK, then the bound is

Advizsestemal () < (14 ¢,3)B¢ (Advi‘llf)’ g, () + Advi‘}g}‘;yind(x) +8(q+1)2e +27¢° /t’)

a=1

+27¢3 10+ (qs +qr)(1— p') + qrB2™ ¥ +2gB2™ "2 + 2€y,.

13



Especially, if we can set £ = g> /6 for some negligible function § and e, = 6/q°, then we have

~ ind-ke
Advseuemal (k) < B - (Advﬁ‘;{), A 1)+ AV (1) +8(g + )2 + 276)

1

+276+ (gs +qr)(1—p’) +qpB2™¢ +2qBZ__ . + 2€p,.

4.1 Proof of Theorem

Roadmap: We define thirteen games G; for i € {0,1,...,12} to show our theorem. Let W; denote the
event that G; outputs true. Before describing games, we briefly give intuitions for games. In what follows,
GETTRANs(m) denotes the oracle generating at most B transcripts invoked from the signing oracle. Let
(w®, ¢ (1)) be the i-th transcript of GETTRANS(m).

While we mainly follow the proof by Devevey et al. [DFPS23], the details are different. We consider the orig-
inal game (Go), in which the signing oracle queried on m calls GETTRANS(m) internally and uses this real
transcript as a signature. After derandomizing in G, we modify the forgery-checking oracle to output a spe-
cial symbol if the signature (w(k), (k) generated from {(w®, D] Z(i))}ie[k] output by GETTRANS(m™)
yields an invalid signature (G3). We then remove the list Q and replace the condition (m*, (w*, z*)) ¢ Q with
(w*,z%) # (w®), z(k)) in G4 as Diemert et al. [DGJL21]. While the random oracle leaks the information of
(k) we can show that the min-entropy of wk) s high unless m* is queried to the signing oracle and the
adversary’s guessing probability is at most B2~ . We then modify the random oracle to patch the hash value
on H(m, w(i)) by ¢ instead of RF (m, w(i)), where (w(®), @, z(i)) is the i-th transcript of GETTRANS(m)
(G7). We further implement GETTRANS(m) by the simulator (Gg), which removes the use of sk in the fol-
lowing games. We then consider the case that w* = W) in Gy, which violates the CUR property. After
additional small modifications, we arrive at Gj2 in which we replace a normal verification key with a lossy
verification key (G12) as in [AFLT12, KLS18], and this replacement is justified key indistinguishability of LID.
Finally, in G132, the adversary wins with negligible probability as in Kiltz et al. [KLS18] due to €p-lossiness.
The formal definitions of games follow.

w

Game Gy: This is the original game. See Figure 6 for a concrete definition of Gy, where we expand the Sign
algorithm and H is defined as RFy. By the definition, we have

Pr[Wo] = Advss ™ ().

Game G;: In this game, GETTRANS outputs all transcripts instead of the last one. The signing oracle also
takes the last one as a candidate for a signature. See G; in Figure 6 for the detail. Since this is a conceptual
change, we have

Gy = Gj.

Game G,: We next derandomize the prover in GETTRANS by RFp as in Figure 6. Since we consider one-
signature-per-one-message situation, this derandomization by the random function RFp changes nothing. We
have

G1 =Ga.

Game G3: We next modify the forgery checking oracle as follows: On a query (m*, o*), the oracle FORGE
first comptues the transcripts {(W(i), ¢, Z(i))}ie[kj' If (%), 2(K)) is an invalid signature, then the oracle
returns a special symbol 4. See G3 in Figure 6 for the details.

We note that GETTRANS’s output yields an invalid signature with probability at most 1 — p’ as discussed
in subsection 3.2. Notice that the adversary can obtain this information via the oracle Sign, which returns
classical information. Thus, the difference between two games are upper-bounded by (¢s + gF)(1 —p’) and
we have

[Pr[Ws] — Pr[Ws]| < (g5 +qF)(1—p").

Game G4: In this game, we replace the condition (m*, 0*) ¢ Q with the condition (w*, z*) # (w(K) z(k)y,
See G4 in Figure 6.

Lemma 4.1. Suppose that that LID has (a, €,)-commit min-entropy. Then, we have

[Pr[W3] — Pr[W4]| < gF - B2~ + €.
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Go, ..., Gz H: [m,w)ly) o [m,w) |y &c’)

(vk, sk) « Genyp(1¥) /Go-G11 return ¢’ = RFy(m, w) /Go-Gy
vk « LossyGenyp (1) /G1a if GETTRANS(m) = d then return 4 /Gg-
RFy < Func(M x ‘W, C) {(w®, ) 200)} 41 < GETTRANS(m) /Gs-
RF{, < Func(M x [B], C) /Ge~ PR (i) el ,]_ (i) ’
RFp — Func(M x [B], Re,) /Gy-Gq if 3i:w =w'" then ¢’ = ¢\ else ¢’ := RFy(m, w) /Gs-
RFgim < Func(M X [B], Rsim) /G7- GETT
Qe /Go-Gs &N(Sofm)
win := false k=1z"% =1
ran ﬂSIGN,FORGE,\H)(vk) while z(k_]) =1 Ak <Bdo
return win (W(k)» s) « Py(sk) /Go-G
(w®) | s) = Py (sk;RFp (m, k)) /G2-Gs

Sten(m) c® = RFy (m, w®)) /Go-Ge
%f d(m, o) € Q then return o /Go-Gy k) = RF (m, k) /Gy
if GETTRANS(m) = d then return 4 /G- & H B (K

) o) (k) 20 = Py (sk, wk), (B 5) /Go-Gs
(w®), c® z(K)) — GeTTrANS(m) /Gy * (0 . 0
{w®, ¢, 200))  GerT m) /G- (W', 218 = Sim(vk, ¢'™); RFsjm (m, k)) /Gy

wl) e 2z ielk] ETTRANS (M 1 PR
i‘f z(k)_ :J_L then k=k-1 /cancel the last increment
elseo- - if Coll({w };cx) = true then return 4 /Ge-
‘ o= (w(k), z(k)) return (w(k), k), z(k)) /Gy
Q=QuU{(m, o)} /Go-Gs return {(w@, ¢, 20}, /G1-
return o

ForGe(m*, o) where o = (w*, z*)

if GETTRANS(m) = d then return J /Ge~
{(sz(i), FUN i(i))}[e[k] «— GETTRANS(m*) /Gs-
if V(vk, wK) | (K z(K)) = false then return 4 /Gs3-
c* = H(m*, w*)
if V(vk, w*, c*,z") = true A (m*, o) ¢ Q then /Go-Gs
‘ win := true /Go-Gs
if V(vk, w*, ¢*, z°) = true A (W*, 2%) # (W), 2(K)) then /Gy~
win := true /G4-G7
L= 0D s L= 0D e /Gg-Gyo
if (w'¢ L )V (w el . Ac”=RFy(m", w")) then win := true /Gg-Gg
if (W*¢ L,«)V(we L"n* A ¢* = RFy(m*, w")) then win = true /Gyo
if w* # wK) A ¢* = RFy (m*, w*) then win := true /G11-

Fig.6. G; fori € {0,1, ..., 12} for MsEUF-CMA1 security.
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Proof. Suppose that the adversary queries m* and o* = (w*, z*) to the oracle FORGE.
If m* is queried to the signing oracle before, then there is no difference between the two games: The signing
oracle returns (w(K), Z(k)) as a signature on m* and, thus, the condition (m*, o) ¢ Q and the condition
(w*, z%) £ (W), 5(0)) are equivalent.
If m* is not queried to the signing oracle, then the two games might differ if the adversary queries m* and
(w*,z%) = (W), (k)Y which implies w* = w () This means that the adversary succeeds to guess w(k)
on m* without knowing it. Let Bad; denote the event that m* is not queried before but w* equals to 1 (¥)
happens in G;. We have

|Pr[W3] — Pr[W4]| < Pr[Bads]

According to Proposition 4.1, even if we know the whole table of RFy, and w ) has min-entropy « — 1g(B)
with probability 1 — €, over choice of (vk, sk). Therefore, we have Pr[Bads] < g - B27% + €. |

Proposition 4.1. Fix (vk, sk) and suppose that the min-entropy of w is at least .. In G3, we have for any m*,
Hoo (0 F) | H) > @ - 1g(B).

Proof. To simplify the argument, we fix m* and let ‘W = [W]. We consider the distribution of the table on
H(m*,-) and let Cy, ..., Cw be random variables representing values of H(m*, 1), ..., H(m™, W).

Let p; denote the probability thati € [W] is chosen by the prover. We have 3;c[w) pi = 1. By the definition
of the commitment min-entropy, we have max{p;} < 27%. Let ¢; . denote the probability that the prover
outputs z = L when it chooses i as the commitment and receives ¢ as the challenge.

Let us fix the values of the table H(m*,-) as ¢ = (c1,...,cw) € CV. This fix allows us to compute the
probability that the prover outputs z = L, which is B¢ = X;c[w] Pi - gi.c; < 1. On each try, Wk = s
chosen with probability p; (1 — ¢; ;). Thus, we have

Pr[w®) =i | C=cl=pi(1=qie) +Bepi(l = qie;) +- +BE pi(1 - gire;)
=pi(1=qic,)(1+fe +- -+ 571
< pi(1+ B +---+pE7
<B-pi,

where we use the inequatlity (1+x +x% +--- +xB-1) < Bforx € [0,1]. This yields that

maxPr[vT/(k) =i|C=c] <maxB-p; <B-27¢
L 12
and we have Hoo (W K) | C = ¢) > o — 1g(B). O

Game Gs: We next modify the random oracle as follows: On a query (m, w), the oracle first comptues the
transcripts {(w(i), c(i), z(i))}ie[k]. If the input w is equivalent to one of w(i), then it returns ¢’ := c(i);
otherwise, it returns ¢’ := RFy(m, w). See Gs in Figure 6 for the details.

Since ¢(?) is defined as RFy (m, w(i)) in GETTRANS, this change nothing and we have

G4 = Gs.

Game Gg: We next introduce a collision check for w(?)’s in GETTRANs. If GETTRANS finds a collision among
w L w) it outputs a special synbol 4. See G in Figure 6.

For each message, the collision probability is at most B? - 2~¢~1 if He,(w) is @ [DFPS23, Lem.11]. Using
the one-sided O2H lemma [AHU19], Devevey et al. showed the following lemma, where we additionally
introduce €.

Lemma 4.2. Suppose that LID has («, €m,)-commitment min-entropy. Then, we have
—a-1
|Pr[Ws] — Pr(Ws]| < 2(9s +qu +qF) - B-2"2 +é€m.

Game G7: We next modify how to compute ¢ () in GETTrANS, in which it is computed as RF}, (m, k) instead
of RFy (m, wk) ). We note that this does not change the adversary’s view because RFI’_| is a random function,
and if w = w(®) for the query (m,w), then consistent ¢’ = ¢ = RF},(m, i) is output by H since we already
exclude the collision. Thus, we have

Gs =Gy.
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Game Gg: To ease the notation, let £+ = {w(®) }ie[k) which is the w parts of the transcripts generated by
GETTRANS(m"). We additionally define £ . = {W(i)}ie[k—1]~

In Gs, FOrGE additionally checks if w* € L;n . or not; if so, we additionally checks whether ¢* = RFy (m™*, w*)
or not. See Gg in Figure 6 for the details.

We have the following lemma.

Lemma 4.3. We have
Pr[W7] = Pr[Ws].

Proof. The two games differ if the adversary queries w* = w(!) for some i < k but ¢* = ¢(¥) # RFy(m*, w*).
We call this event in G; as Bad;. We have

|Pr[W7] — Pr[Wg]| < Pr[Bad7] < |Pr[Bady] — Pr[Badg]| + Pr[Bads].
We have Pr[Bads] = 0 because ¢* = RFy(m*, w*) always holds in Gg. Since Gg = G7, we have Pr[Bad;]| =
Pr[Badg]. Hence, we have Pr[W;] = Pr[Wg]. O

Game Gg: We next modify GETTRANS to use the simulation algorithm. On a query m, the oracle comptues
@ = RF},(m, i) and (w(i>, z(D) = Sim(vk; RFs(m)). See Go in Figure 6 for the details. Since the real tran-
script and the simulated one is €, -close, each invocation of GETTRANS is B¢, -close. As Devevey et al. [DFPS23],
we have the following lemma by using Lemma 2.2.

Lemma 4.4. Suppose that LID is €, -HVZK. Then, we have

[Pr[Ws] — Pr[Wol| < \/(6(gs +qm +4r))* Bes.
Lemma 4.5. Suppose that LID is (1 + €, )-divergence HVZK. Then, for any positive integer £, we have
Pr[Ws] < (1+ ey) BE(Pr[Wo] + 274 /) + 274% /€.

We note that the Rényi divergence of the distribution of GETTRANS(m) using the real transcripts from that
using the simulator is at most (1+ €,) B, since each divergence of the real transcript from the simulated one
is at most 1 + € and the total number of transcripts is at most B on each invocation of GETTRANS. Applying
Lemma B.1 instead of Lemma 2.2, we obtain the lemma.

Game Gqg: We next treat the case w* = Ww(k) aga special case. To do so, we replace the condition w* ¢ .El’ﬂ*
with w* ¢ L. See Gyg in Figure 6 for the details.

Because of this modification, if the adversary queries (m*, (w*, z*)) satisfying (w*, z*) # (W(k), Z(k)), w* =
wk) | and Vrfy (vk, w*, ¢*, ) = true, then two games may differ. Fortunately, this event is easily treated by
the CUR property.

Lemma 4.6. There exists a quantum F -oracle adversary Acyr such that

IPr[Wo] - Pr[Wio]| < AdvSE 5 (),

Time* (Acur) = Time(A) + (g5 + gs + qF) - O(BTime(LID) + B?),
Mem* (Acyr) = Mem(A) + O(BMem(LID)),

where ¥ = Func(M X ‘W, C) X Func(M X [B],C) X Func(M X [B], Rsim)-

Proof. Suppose that the queried forgery is (m*, o) with * = (w*, z*). Consider the computation in FORGE
and assume that (w*, z%) £ (%), 7(5)) and V(vk, w*, ¢*, z*) = true for ¢* = H(m*, w*) and the flag win is
set true in Gg. We have the following two cases to analyze Gyo:

- Ifw* # W(k>, then there are no differences because of the collision checks and the flag win is set true in
Gy also.

— Ifw* = wk) then c* := ¢%) . Since w* = w*) | the flag win is unchanged in G19. However, the check
(w*,z%) = (W), 20y forces z* # 7(K), and this z* leads to break the CUR property by outputting
(W*, C*, Z*,Z(k))~

Upon the above observation, we can construct a quantum # -oracle adversary Acy, straightforwardly. The
analysis of advantage, running time, and memory usage in the lemma are straightforwardly obtained. O

Remark 4.1. We note that V(W(k), éh, Z(k)) = true holds by the check we introduced in G3 into FORGE.
This check is fatal for the above proof because, if 5(k) = | or V(W(k), E(k), Z(k)) = false, then the reduction
algorithm fails to output the collision (w*, ¢*, z*, 2(K)) breaking the CUR property.
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Game G11: We again modify the conditions in FORGE in Gjo: FORGE checks if V(vk, w*, c*, z*) = true for
c* = Hm*,w*), (w*,z%) # (W(k),i(k)), w* £ W) and ¢* = RFy(m*, w*) or not. If so, the flag is set as
true. See G11 in Figure 6 for the details.

Lemma 4.7. We have G19 = G11.

Proof. Let us consider a forgery (m*, (w*,z*)) satisfying V(vk, w*,c*,z*) = true for ¢* = H(m*,w™) and
(w*,z*) # (W) 2(0)) Let us consider three cases:
- Ifw* € L] ., then there is no diference on the condition ¢* = RFy(m*, w*) in both games.
- Ifw* =), then win is kept in both games.
- Ifw* ¢ L+, then FORGE sets win as true immediately in Gy but sets win as true if ¢* = RFy(m*, w*)
in Gy1. We note that ¢* := RFy(m*, w*) in Forge. Thus, FORGE in G also sets win := true and there

are no differences.
Thus, both games are the same. O

Game G13: We finally replace a normal verification key with a lossy verification key. See G132 in Figure 6 for
the details.

Lemma 4.8. There exists a quantum F -oracle adversary Aj,q such that

indk
IPr[W11] = Pr[Wiz]| < Advi5 % ().

Time* (Aypq) = Time(A) + (g5 + gs + qF) - O(BTime(LID) + B?),
Mem* (Ajpq) = Mem(A) + O(BMem(LID)),
where ¥ = Func(M X ‘W, C) X Func(M X [B],C) X Func(M X [B], Rsim)-

Proof. We construct Aj;, 4 straightforwardly. The analysis of advantage, running time, and memory usage in
the lemma are straightforwardly obtained. O

Lemma 4.9. Suppose that LID is ep-lossy. Then, we have Pr[Wi2] < 8(qg +qs + qF + 1)%ep.

Since the proof is the same as that in Kiltz et al. [KLS18], we omit it. See the proof of the case for sBU security
(Lemma E.11).

5 Plus-One Unforgeability of Signature from Lossy Identification

Theorem 5.1 (PO security of DFSpg \,;[LID, H, PRF]). Let B > 1. LetH: MXW — C be a hash function mod-
eled as a random oracle. Let LID be a lossy identification scheme that is (y, 3)-correct, €,.-HVZK, and € -lossy,
and has (@, €x)-commitment min-entropy. Let DS := DFSp ,[LID, H, PRF] and let p’ be the completeness of
DS.

Then, for a quantum adversary A breaking the PO security of DS that issues at most g quantum queries to
the random oracle H, qs classical queries to the signing oracle, and q classical queries to the forgery oracle,
there exists a quantum $p,¢-oracle adversary Apye against pseudorandomness of PRF and quantum ¥ -oracle
adversaries Ajnq against key indistinguishability of LID and Acyy against computationally unique response of
LID such that

Ad (K) < AdvE" () + AV o (1) + VTR (1) +8(q +1)%e,

PRF, Apyt LID, Ay LID, Aing

+1 —a—
+8(g+1)2(1-p) + % +2gB27 T +26m ++/(69)3 Bey,

Time* (Aper) = Time(A) + g5 - O(BTime(LID)) + g - O(Time(LID)),
Mem*(ﬂprf) = Mem(A) + O(BMem(LID)) + gr - O(Mem(LID)) + O(1g(gs)),
Time* (Apq) = Time(A) + ¢ - O(BTime(LID) + B?),

Mem* (Ajpq) = Mem(A) + O(BMem(LID)),

Time* (Acur) = Time(A) + g - O(BTime(LID) + B?),

Mem* (Acyr) = Mem(A) + O(BMem(LID)),

where ¢ = qH + qs + qF, Fpef = Func(M x W, C), and F = Func(M x W, C) x Func(M x [B],C) X
Func(M X [B], Rsim)-

pO
VDs, A

As a corollary, when we employ a random function RFp directly, the above proof can be modified into a
memory-tight one.

Corollary 5.1 (PO security of DFS* g \,,[LID, H, RFp]). DFS* g\, [LID, H, RFp] has a memory-tight proof
for the PO security.
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Go,---, G H: m, w)ly) = [m,w) [y ®c’)

(vk, sk) « Genyp(1¥) /Go-G11 return ¢’ = RFy (m, w) /Go-Gy.1
vk « LossyGenyp (1%) /G2 if GETTRANS(m) = dJ then return 4 /Gg~
K « {0,1}" /Go w2\ «— GETTRANS(m /Gs-
RFy — Func(M x W, C) _{( e )}‘E[k} o ,( ) ’
RF/, « Func(M x [B], C) /G- if 3i:w =w'" then ¢’ = ¢ else ¢’ := RFy(m, w) /Gs-
RFp « Func(M X [B], 'Rpl) /G2-Gg
RFsim « Func(M x [B], Rsim) /G- GETLN(SO)(’")
Q=0 /Go-Ga.o ki=12" =1
win := false /G40~ while z(A~) = 1 Ak < Bdo
run AN, FoRGE 1H) (1) (W), 5) Py (sk; PRF (K, (m, k))) /Go=Gi
return [#Q > gs] /Go-G3 w(k) s = Py (sk;RFp(m, k /G2-G
. 1 P 2-Gg
return [[#f(,? > gs] A win /Gy ) = RFy (m, w(k)) /Go-Gg
return win /G- ) ,
c®) = RF}, (m, k) /Gy~
SIGN: |m) |y) = |m) |y @ o) 2R = Py (sk, w), B ) /Go-Gsg
if GETTRANS(m) = d then return 4 /Gg- (w2 = Sim(vk, ¢®; RFgim (m, k) /Gy
(w®, e 700  GerTrANS(11) /Go-Gy ki=k+1 )
{(W(i)’c(i), Z(i))}ie[kl «— GeTTrRANS(m) /Gy k=k-1 ) /cancel the last increment
if 20 _ | th if Coll({w ) };ex) = true then return J /Ge~
l\ Zo- =L e return (w(K) | (0 z(k)) /Go-Gy
else . return{(w(’),c(’),z(‘))}islk] /Ga-
| o= (k) 2 0)
Q=QuU {(m, o)} /Go-Gyqo
return o
ForGe(m™, 0*) where o™ = (w*, z)
if GETTRANS(m) = d then return 4 /G~
{(W(i),é(i),i(i))}ie[kl « GETTRANS(m*) /Gs3-
if V(vk, wK) | &K z(K)) = false then return 4 /Gs-
c* = H(m",w")
if V(vk, w*, c*, ") = true A (m*, o) ¢ Q then /Go=Ga.o
‘ Q:=QU{(m*, 0%} /Go=-Ga.0
if V(vk, w*, c*, 2*) = true A (w*, z*) £ (W), 2(0)) then /Ga.0-
win = true /G4.0-G7
Ly = {W(')}ie[k]; L. = {W(l)}ie[k—l] /Gs=G1o
if (w* ¢ L”n*) Vv (w* e L”n* A ¢* = RFy(m*, w*)) then win := true /Gg-Gy
if (W ¢ L,x)V(w*e .C;n* A ¢* = RFy(m*, w*)) then win = true /Gio
if w* # wk) A ¢* = RFy(m*, w*) then win := true /Gy1-

Fig.7. G; fori € {0, 1, 2,3,4.0,4.1,5,6, . .., 12} for PO security.

5.1 Proof of Theorem

We define fourteen games G; fori € {0, 1, 2, 3,4.0,4.1,5,6, ..., 12} to show our theorem. Let W; denote the
event that the experiment outputs true in G;.

Roadmap: Before describing games, we briefly give intuitions for games.

In the PO security game, the game handles Q which contains distinct valid pairs of messages and signatures.
The adversary wins if #Q > gg by submitting forgeries to the forgery-checking oracle FORGE. As in the case
of MSEUF-CMAL1 security, we start from the original game Go and go to G3, in which the forgery-checking
oracle outputs a special symbol if its own signature on m* is invalid. We want to modify the winning condition
that the adversary outputs at least gg + 1 forgeries with the adversary succeeds in submitting (m*, (w*, z*))
satisfying (w*, z*) # (w(K), 2(K)), We manage the latter condition by a flag win as in vsEUF-CMA1 security.
In G4.9, we introduce this flag win and the game returns true if the adversary outputs at least gg + 1 distinct
valid pairs of message/signature (#Q > g¢g) and the flag win is true. If a difference occurs between two
games, then the adversary correctly guesses at least gg + 1 signatures produced by GETTRANS on distinct
qs + 1 messages. This means that the adversary correctly gg + 1 commitments w on distinct gg + 1 messages.
According to Proposition 4.1, the min-entropy of commitments is at least B - 27% even if we know the whole
table of the random oracle. Combining this with Lemma 2.3, we can show the bound on this event. In G4 1, we
then remove Q by modifying the output of the game as win instead of [#Q > gs] A win. Since the adversary
cannot detect this relaxation, the advantage in G4 1 at least the advantage in G4.9, i.e., Pr[Wy4. 1] > Pr[Wy].
After that, we continue to modify the games as MsSEUF-CMA1 security. Since the adversary can access the
quantum signing oracle, there are minor differences on the bound.

Game Gy: This is the original game. See Figure 7 for a concrete definition of Go, where we expand the Sign
algorithm. We have
Pr[Wo] = AdvsTs ™ ().
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Game G;: We then replace PRF in P; of GETTRANS with RFp. The straightforward argument shows the
following lemma. Unfortunately, this part is memory-loose because the reduction algorithm should maintain
the forgery list Q.

Lemma 5.1. There exists a quantum ¥ -oracle adversary Ay s such that
[Pr[Wo] — Pr[W1]| < Advggﬁ e (K5
Time* (Apgr) = Time(A) + g5 - O(BTime(LID)) + g - O(Time(LID)),
Mem* (Aprg) = Mem(A) + O(BMem(LID)) + gr - O(Mem(LID)) + O(lg(gs)),

where ¥ = Func(M x ‘W, C).

Game Gy: We next make GETTRANS output all transcripts instead of the last one. This modification does
not change anything, and we have
G1 =Ga.

Game G3: We next modify the forgery checking oracle as follows: Before checking the validity of submitted
query (m*, o), it generates its own signature (w(K), ¢(K)_ 7(k)) by using GETTRANS(m*). If the verification

fails, that is, V(vk, vT/(k), E(k), Z(k)) = false, then the forge oracle returns the special symbol 4.

The adversary differentiates between the two games G2 and Gs if it submits such (m*, 0*) on which GETTRANS (m™)
fails to output a valid signature. We can connect this event to the generic search problem with A = 1—p’. We

here skip the proof and see the proof of sBU security (Lemma E.2) for the detail.

Lemma 5.2. Suppose that LID is (y, 8)-correct. We have

|Pr[W,] — Pr[Ws]| < Pr[Bad,+] < 8(gs +qF +qu +1)*(1 - p’).

Game G4 9: We replace the winning condition of A as follows: We introduce a flag win which is set true by
FORGE when the adversary queries (w*,z*) # (w(K), 7(K)). The challenger outputs [#Q > cnty] A win. See
Gy.0 in Figure 7.

Lemma 5.3. Suppose that LID has (@, €,)-commitment min-entropy. Then, we have
[Pr[W3] — Pr[Waoll < (g5 +1)/[2%/B] + €m.

Proof. The two games differ if the adversary queries at least (gg + 1) valid signatures on distinct messages to
ForgE such that (w*, z*) = (%), (K)) on each m*. This is because if two valid signatures share the same
message, then two signatures should be equivalent.

Let Bad; be the event that the adversary in G; queries (gg + 1) valid signatures on distinct messages to FORGE
such that w* = w(*) on each m*. By routine calculation, we have

|Pr[W3] — Pr[Wy ]| < Pr[Bads].

Proposition 4.1 shows that the min-entropy of w¥) on m* is at least @ — Ig(B) even if we know the whole
table of the random oracle H with probability 1 — €, over the choice of keys. Hence, we have Pr[Bads] <
(gs +1)/[2%/B] + €, by invoking Lemma 2.3. |

Game G4 1: We then replace the output of the game. In Gy 1, the game just outputs the flag win instead of
[#Q > cntg] A win. See Gy in Figure 7. This modification allows us to forget Q.
Since we relax the condition and the adversary cannot detect this modification, we have

Pr[Wy o] < Pr[Wy1].

Game Gs: We next modify the random oracle as follows: On a query (m,w), the oracle first computes

the transcripts {(w(i), @, z(i))} via GETTRANS. If the input w is equivalent to one of w( then it returns

¢’ = c(); otherwise, it returns ¢’ = RFy (m, w). See G4 in Figure 7 for the details. Since ¢ g computed as

RFy (m, w(i)), this modification changes nothing and we have

Gq.1 = Gs.

Game Gg: The next game introduces a collision check for w()’s in GETTRANs. As Lemma 4.2, we have the
following lemma.

Lemma 5.4. Suppose that LID has (@, €,)-commitment min-entropy. Then, we have

—a-1
[Pr[Ws] —Pr[Ws]| < 2(qs +qu +qF) B 272 +ém.
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Game G7: We next modify how to compute ¢ (k) in GETTrANS, in which it is computed as RF},(m, k) instead
of RFy (m, w%)). We note that this does not change the adversary’s view because RF}, is a random function,
and if w = w(®) for the query (m,w), then consistent ¢’ = ) = RF,(m, i) is output by H. (Note that
excluding the collision is crucial [DFPS23].) By this argument, we have

Ge = Gy.

Game Gg: We then modify the condition in FORGE.

To ease the notation, let L+ == {w(};¢ [k] Which are the w parts of the transcripts generated by GETTRANS (™).
We additionally define £/ . = {w(® Yie[k-1]-

In Gg, ForGE additionally checks if w* € L;n* or not; if so, it also checks if ¢* = RFy(m*, w*) or not as in
Figure 7. As Lemma 4.3, we have the following lemma.

Lemma 5.5. We have
Pr[W7] = PI‘[Wg].
Game Gg: We next modify GETTRANS to use Sim instead of P; and P2. See Gy in Figure 7 for the details.

As Lemma 4.4 and Lemma 4.5 we have the following lemmas:

Lemma 5.6. Assume that LID is €, -HVZK. Then, we have

[Pr{Ws] — Pr[Wo]| < \/(6(qs + 4 +qr))* Be.
Lemma 5.7. Suppose that LID is (1 + €, )-divergence HVZK. Then, for any positive integer {, we have
Pr[Ws] < (1+ ey) BE(Pr[Wo] + 274 /) + 274% /€.
Game Gyo: We then treat the case w* = w(K) asa special case. To do so, we replace the condition w* ¢ L] .
with w* ¢ L, as in Gy in Figure 7. This is easily reduced to the CUR property.
Lemma 5.8. There exists a quantum ¥ -oracle adversary Acyr such that
[Pr[Wo] = Pr[Wio]| < Advijp 4 (k).
Time* (Acur) = O(Time(A)) + (qu + gs + qF) - O(BTime(LID) + B?),
Mem* (Acyr) = O(Mem(A)) + O(BMem(LID)),
where ¥ = Func(M X ‘W, C) X Func(M X [B],C) X Func(M X [B], Rsim)-
Since the proof is the same as that of Lemma 4.6, we omit it.
Game Gy1: We again modify the conditions in FORGE: FOrRGE checks if (w*, z*) # (W) )y x5 (R

and ¢* = RFy(m*, w*) or not. If so, the flag is set as true. See G1; in Figure 7 for the details. As Lemma 4.7,
this modification does not change anything and we have

Gyo0 = G11.

Game Gqy: Finally, we replace a normal verification key with a lossy verification key. See G2 in Figure 7
for the details.
As Lemma 4.8, we have the following lemma:

Lemma 5.9. There exists a quantum § -oracle adversary Aj,q such that

indk
Pr[Wi1] = Pr[Wiz]| < Adv(|5 (),

Time* (Ajpq) = O(Time(A)) + (i + gs + gF) - O(BTime(LID) + B?),
Mem™*(A;pq) = O(Mem(A)) + O(BMem(LID)),

where F = Func(M X W, C) X Func(M X [B], C) X Func(M X [B], Rsim)-

We also have the following lemma as Kiltz et al. [KLS18]. See the proof of the case for SBU security (Lemma E.11).

Lemma 5.10. IfLID is eo-lossy, then we have

Pr[Wi3] < 8(gs +qu +qF +1)’e.
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Supplementary Materials

A Missign Definitions

Pseudorandom functions:

Definition A.1 (Pseudorandom functions). Let k be the security parameter. Let § = 5(«) and p = p(k) be two
polynomial functions. Let PRF: {0,1}* x {0,1}% — {0,1}# be a deterministic polynomial-time algorithm. We
say that PRF is pseudorandom if for any QPT adversary A, its advantage

ADE () = Pr[K « {0,1}* : AIPRFIKD) (1¢) 5 1]
PRE,A "™ |_Pr[RF « Func({0,1},{0,1}*) : AIRF()) (1¢) - 1]

is negligible in k.

Generic quantum search [Zha12, HRS16, KLS18]: Let X be a finite set. The generic search problem (GSP,
in short) is finding x € X satisfying g(x) = 1 given access to an oracle g: X — {0, 1}, where for each
x € X, g(x) is drawn independently according to Ber, that is, g < Funcx (0,1} (Bery). Kiltz et al. [KLS18]
generalized this problem by modifying the global distribution Ber, into Ber,(,) on each x, that is, the case
that g < Funcy (0,1} ({Bery(x) : x € X}).

Lemma A.1 (Generic search problem with bounded probabilities [KLS18]). Let A € [0, 1]. For any quantum
algorithm A = (A1, Ay) making at most q queries to |g), we have

Pr[GSPB, 4 = 1] < 8(¢q +1)%2,

where game GSPB 4 is defined in Figure 8.

GSPB,_ 4

12 {d(X)}xex <« Ay
2: if 3x € X s.t. A(x) > A then return L

3: foreachx € X : g(x) « Bery(y)
41 X & ﬂ£g>

5: return g(x)

Fig. 8. The generic search game GSPB, 4.

B Lemma for the Rényi Divergence

To treat the divergence HVZK, we show a variant of Lemma 2.2 to treat the Rényi divergence.

Lemma B.1 (A variant of Lemma 2.2). Let X and Y be two finite sets. Let D = {D} and D’ = {D’,} be two
sets of efficiently sampleable distributions over Y indexed by x € X. Let A be a quantum algorithm making g
queries to an oracle H: X — Y. Suppose that there exists some rational € € [0,+0c0) such that for each x € X,
Reo(Dx; D) < (1+ €) holds. Then, there exists a universal constant Cy < 27 such that, for any positive €,
Pr[H « Funcy y(D) : AlH) = 1] < (1+e)f(Pr[H « Funcy, y(D’) : AlH) = 1] + Cog®/6) + Cog® /€
holds.

Before giving the proof of the lemma, we quickly review the proof of Lemma 2.2.
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Quick review of the proof of Lemma 2.2: The strategy of Boneh and Zhandry [BZ13b] is summarized as
follows: First, they showed that Lemma 2.2 for the sets D and D’ of rational distributions and rational €. Sec-
ond, for general distributions, they considered the sets of sequences of rational distributions approximating
the target sets of distributions D and D’. To show the former, they used the following definition and lemma
to prove Lemma 2.2.

Definition B.1 ([BZ13b, Def.2.3, taken from Zha12b]). Fix sets X, Y and a distribution D onY . Fix an integerr.
Lety = (y1,...,yr) bealist of r samples from D and let P be a random function from X to [r]. The distributions
ony and P induce a distribution on functions H: X — Y defined by H(x) = y[P(x)]. This distribution is called
a small-range distribution with r samples of D.

Lemma B.2 ([BZ13b, Lemma 2.4, taken from Zha12b]). There is a universal constant Co = 27 such that, for
any sets X and Y, distribution D on Y, any integer {, and any quantum algorithm A making q queries to an
oracle H: X — Y, the following two cases are indistinguishable, except with probability less than Coq>/¢:

— H(x) = yx wherey is a list of samples of D of size X.

— H is drawn from the small-range distribution with £ samples of D.

To show Lemma 2.2 for the sets D and D’ of rational distributions and rational €, they defined two distribu-
tions E and E’ over a set [K] and a set of functions f = {fx: [K] = Y} suchthat Dx = fyoE, D = fxoE’,
and |E — E’| < e. Using them, they defined four games as follows:
— Gp: Choose z «— E*X; for each x, define g(x) := z[x] and H(x) := fx(g(x)); return A/ H).
— Gi:Choosez «— EY;choose P — Func(X, [£]); for each x, define g(x) := z[P(x)] and H(x) = fx(g(x));
return A
— Gy: Choose z « (E’)¢; choose P «— Func(X, [€]); for each x, define g(x) = z[P(x)] and H(x) =
Sfx(g(x)); return AlH),
— G3: Choose z — (E’)*X; for each x, define g(x) := z[x] and H(x) := fx(g(x)); return A,
By those definitions, we can see g in G and G are drawn from the small-range distribution with £ samples
of E and E’. Applying Lemma B.2 to Go and G; (and G and Gs3, resp.), we have | Pr[Eg] — Pr[E1]|< Coq3/¢
(and | Pr[E3] — Pr[E3]|< Cog® /¢, resp.). The distance between G1 and Gj is at most £ - |[E — E’| < (Le.

Taking £ = y/2Coq3 /e, the distance between Gy and G3 is at most £e + 2Coq® /£ = y/2Coq3€ + \/2Cog3€ =
v8Coq3€. This proved Lemma 2.2 for the sets D and D’ of rational distributions and rational e.

Our proof: Following their proof strategy, we proved Lemma B.1 for the sets D and D’ of rational distribu-
tions and rational e.

Proposition B.1 (Lemma B.1, Rational Distributions). Suppose that the probabilities in each distribution in
D and D’ are rational. Then, there exists a universal constant Cy < 27 such that, for any positive £, we have
Pr[H « Funcy y (D) : AH) = 1] < 1+ e)! (Pr[H Funcy y(D’) : A = 1]+ Coq®/€) + Cog? /L.

Proof. By the assumption, for any x and y, Dx(y) and D’ () is rational.
We take large enough integers K and K’ := (1+¢)K such that K - D (y) and K’ - D', (y) are also integers for
allx and y. For ease of notation, we let px,y = K- Dx(y) and p% ,, = K - D.(y), which implies (1 +€)p’ |, =
K’ -D.(y) € Z.
We design fy, E, and E’ as follows: Define E and E’ as the uniform distributions over [K] and [K’], respec-
tively. For each x € X, define fx: [K’] — Y as follows:

- fori € [K]: we assign py,y elements for each y € Y.

- fori € {K+1,...,K’}: we assign (1 + €)p’ , — Px,y elements for each y € Y.
Wehave py,y < (1"’6)17;(,): since Roo (Dx; DY) = SUPy eSupp (D) Dx(y)/D%(y) = Sup(Px,y/K)/(P;,y/K) =
sup px,y/p;,y, which is at most 1 + €. Hence, fy is well-defined. By the definition, fy o E and fx o E’ are
equivalent to Dy and D/, respectively, as we wanted. In addition, the definitions of E and E’ yield that
Reo(EE") = (1/K)/(1/K') = (1 +€).
Using them, we define four games as follows:

- Go: Choose z «— E*X; define H(x) := fx(z[x]); return AlH),

- Gy: Choose z «— E’; choose P — Func(X, [£]); define H(x) := fx(z[P(x)]); return AlH),

— Gy: Choose z — (E’)¢; choose P « Func(X, [€]); define H(x) = fx(z[P(x)]); return AlH),

— G3: Choose z « (E’)*X; define H(x) = fx(z[x]); return AlH),
For any event E; in G;, we have

- |Pr[Eo] = Pr[E1]| € Coq® /¢ from Lemma B.2,

- Pr[E1] € Reo(E;E")! Pr[Es] < (1+€)! Pr[Ey] from Lemma 2.1, and

- |Pr[E3] — Pr[E3]| < Coq® /¢ from from Lemma B.2.
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Combining them, we obtain
Pr[Eo] < Pr[E;] + Cog’ [t
< (1+€) Pr[Es] + Cog®/t
< (1+ )X (Pr[E3] + Cog® /) + Cog® /.
O

For example, if we take € = a/¢ for some positive constant a, we have (1 + e)f = (1+a/0)f - ¢ with
£ — +00. By letting £ = Cyq> /5 for some negligible 6, we have

Pr[Eo] < (1+ E)Z(PI‘[E?,] +Coq3/0) + Coq®/t < e*(Pr[E3] +6) +6.

Wrapping up, let § be a negligible function. We then set £ = Coq®/6 and € = 6 - a/Coq?, which is negligible
in 1%,

C Instantiations of Lossy Identification

We review three instantiations of lossy identification schemes from post-quantum assumptions.

C.1 Lossy Identification Scheme based on Pseudorandom Group Action

Bliser et al. [BCD*22] gave a lossy identification scheme, which is an abstraction of | DT'S”Ch in [EKP20], based
on pseudorandom group action. We briefly review cryptographic group action [ADMP20].

Definition C.1 (Group action). Let G be a group with identity element 1. Let X be a set. Amapx: GXX — X
is a group action if, forallg,h € G andx € X, 1g *x = x and (gh) *x = g x (h % x).

In this section, we assume that G and X are finite. For the security of the LID scheme, we require the hardness
of the following problem, which is an adapted version of [BCD*22, Definition 6].

Definition C.2 (S-pseudorandom problem, adapted). Let S be a positive integer. Let (G, X, %) be a group ac-
tion. The S-pseudorandom problem with parameter S asks to distinguish between the following two distributions:
- (E,g1*xE,go%xE,...,ggs*%E), where E — X and g1,...,8s < G.
- (E,E1,Ey,...,Eg) where E,Eq,...,Eg «— X.

For CUR property, we will use the following problem [BCD* 22, Definition 7]:

Definition C.3 (Stabilizer problem). Let (G, X, x) be a regular group action. The stabilizer problem is, given
a random element E < X, finding a non-trivial stabilizer g € G \ {1} satisfying g x E = E. The Stab(g x x)
assumption states that for any QPT adversary A, its advantage

Advsiap, A (&) =Pr[E « X, g — A(G, X, %, E): gxE=EAgeG\{l1g}]
is negligible in k.

The description of the scheme follows:

Public parameter: The public parameter is a cryptographic group action (G, X, x). We have W = X’ and
Z=G".

Key generation: Genp|p uniformly samples Eg < X and g1,...,8s < G, lets g9 := 1, and outputs

vk = (Eo, E1,...,Eg) and sk = (vk, g0, g1, ---,8&S)>

where E; == gi x Egfori=1,...,S.
Lossy key generation: LossyGenp uniformly samples Ey, ..., Eg < X and outputs

vk = (Eo,El,. . .,Es).

Challenge space: The challenge space is C := {0, 1,...,S}.

Prover: The prover’s algorithms are defined as follows:

— P1(sk) uniformly samples ri,...,r; < G and returns a commitment w = (Wy,...,W;), where
Wi :=r; x Eg fori =1,...,t, and outputs a state information s = (r1,...,r¢).

- Pa(sk,w,c,s), where ¢ = (c1,...,¢¢) and s = (r1,...,r;), computes z; = r; -g;_l € Gfori =
1,...,t and returns z = (21,...,2¢).
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Reconstruction: Rec(vk, ¢, z) computes W; = z; x E¢, fori=1,...,t and returns w = (Wy,..., W;).
Verifier: V(vk,w,c,z) checks if w = Rec(vk, ¢, z) or not.

Simulator: Sim(vk, ¢) uniformly samples z = (z1,...,2:) < G' and outputs w = Rec(vk, c, z).
The signature scheme is obtained by applying DFS . to the above lossy identification scheme.
1X|-i|G| |X|-i|G|

The protocol is €p-lossy with €, = m “iers) B (1 - Tliers) T) [BCD*22, Lemma 4].
This €, is negligible in xk when S is constant, 1 = w(lg(k)), and |X| > |G|. Key indistinguishability follows
from the hardness of the S-pseudorandom problem of the underlying group action. In addition, parameters
of the commitment min-entropy are @ = ¢ - 1g(N) and €, = 0. The protocol achieves perfect correctness and
perfect HVZK.

We give the proof of CUR to check the memory usage of the reduction algorithm. The underlying problem is
the stabilizer problem,

Lemma C.1. The protocol has the CUR property under the Stab (G x «) assumption: Precisely speaking, for a
quantum adversary ‘A breaking the CUR property of the identification protocol, there exists a quantum adversary
Asta, against the Stab(g x x) assumption such that

AchLl[JBSj{ (K) < AdVStab,.‘Hmb (K)7

Time" (Agtan) = Time(A) + 5 - O(|G], [X]),

Mem™(Agtap) = Mem(A) + 5 - O(|G|, [X]).

Proof. We construct Ag,p, as follows: Given E chosen from X, it samples g1, ...,gs < G, computes E; =
gi * E, and runs A on input (Ey := E,E1, Es, ..., Eg). The adversary A outputs w, ¢, z and {. Since z # ¢,
there exists i € [¢] satisfying z; # ;. Agap Outputs f = ggilgl.—lz,-gci if it is not 1.

Let us check that f is a stabilizer. If (w, ¢, z) and (w, ¢, ) are valid, then we have W; = z; x E¢; = {; x E,.
Putting Ec, = g, * E, we have (z;8¢;) * E = ({igc;) * E. Thus, f x E = ((£igc;,) " - (zi8¢;)) * E = E and
f is a stabilizer for E. It is easy to check that this f is non-trivial: Since z; # {;, we have z;g¢; # {ig¢; and
f=(lige;) ™' zige; # 1G as we wanted. Hence, the advantage of Ag,y, is equivalent to that of A. O

C.2 Lossy Identification Scheme based on CSIDH

We recall a lossy identification scheme lDf‘:nCh in Lossy CSI-FiSh proposed by El Kaafarani, Katsumata, and
Pintore [EKP20], which is based on the hardness of the decisional Diffie-Hellman problems in the CSIDH
setting.

We briefly review cryptographic group action [ADMP20] and quadratic twist.

Definition C.4 (Regulality of group action). We say that a group action (G, X, %) is regular if the following
two conditions hold: (transitive:) for every x,x’ € X, there exists g € G satisfying x’ = g * x. (free:) for each
group element g € G, g = 1¢ if and only if there exists some element x € X such thatx = g % x.

In what follows, we assume that G = (g) of cardinality N. In the CSIDH setting, given E = g% % Ej, we can
compute its quadratic twist twist(E), which is g~¢ x Eg [CLM*18, BKV19, EKP20].

For the security of the LID scheme, we require the hardness of the following problem, which is an adapted
version of [EKP20, Definition 4.1].

Definition C.5 (Fixed-Curve Multi-Decisional GADH problem). Let S be a positive integer. Suppose that
G = (g) of cardinarity N and X be a finite set. Let (G, X, %) be a regular group action. The fixed-curve multi-
decisional group-action Diffie-Hellman (FCMD-GADH) problem with parameter S asks to distinguish between
the following two distributions:

- (E,H, g xE,g"" xH,...,g% xE, g% xH), whereE,H «— X and ay,...,as «— Zy.

- (E,H, E',H{, .. ,Eé,Hé) where E, H, E’,H{, e Eé’Hg « X.
If S = 1, the problem is said to be the decisional group-action Diffie-Hellman (D-GADH) problem.

The description of the scheme follows:

Public parameter: The public parameter is a cryptographic group action (G, X, x). Let Eg € X be a fixed
element in X. We have W = (X%)! and Z = VANS

Key generation: Geny|p uniformly samples a1, ..., as, b1, by < Zp, lets ap = 0, and outputs

.....

where El(o) = gb1 * Ey, EZ(O) = gb2 * E, Eéi) =g *E(()IO), and El(i) =Ag“i *El(o) fori=1,...,S.For
ease of notation, for 8 € {1,2} and i € [S], we define E;_l) = twist(Eg)).
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Lossy key generation: LossyGen|p uniformly samples a1, ...,as, aj,..., ag, b1, by «— Zn and outputs

.....

where Eio) = gb1 *x E, EZ(O) = gb2 x Ey, Eéi) =g% % Eéo), and El(i) = gaz/‘ * EI(O) fori=1,...,8.
Challenge space: The challenge space is C = {-S,-S+1,...,5 -1, S}’
Prover: The prover’s algorithms are defined as follows:

— P1(sk) unformly samplesri, ..., r; < Zy and returns a commitmentw = (wy,...,w;) = {(Fl(k), Fz(k))}ie[,],
where (Fl(k), Fz(k)) = (g % El(o),grk * EZ(O)) and outputs a state information s == (r1,...,7¢).
- Py(sk,w,c,s), where ¢ = (c1,...,¢7) and s = (r1,...,7¢), computes, for k € [t], zx =g —ac, €
Zpy if cx > 0 and zg = g + b1 + by + a|¢, | otherwise and returns z = (z1, . . ., 2r)-
Reconstruction: Rec(vk, ¢, z) computes, for k € [t], wi = (g% * El(ck>,g1k * Ez(ck)) if ¢ > 0 and (g% %
Ez(ck),gzk * El(c")) otherwise and returns w = (w1, ..., wy).
Verifier: V(vk,w, c, z) checks if w = Rec(vk, ¢, z) or not.
Simulator: Sim(vk, ¢) uniformly samples z = (z1,...,2;) < Zﬁv and outputs w = Rec(vk, ¢, 7).

The signature scheme Lossy CSI-FiSh is obtained by applying DFS; ¢, to the above lossy identification
scheme. El Kaafarani et al. showed that the protocol is €p-lossy with €, = w “TTiers) % +(1 -
[Tiers) %) [EKP20, Lemma 4.7]. This €, is negligible in x when S is constant and ¢ = w(lg(«)). Key in-
distinguishability follows from the hardness of the FCMD-GADH problem. The protocol achieves perfect
correctness, perfect HVZK, and perfect unique response. In addition, parameters of the commitment min-

entropy are @ =7 - 1g(N) and €, = 0.

C.3 Lossy Identification Scheme based on Lattices

As an example of lossy identification based on lattices, we take a new scheme G+G proposed by Devevey,
Passelégue, and Stehlé [DPS23] instead of [Lyu09, Lyu12, DFPS22]. We first define the Gaussian function with
covariance parameter & € R¥*X which is a positive-definite symmetric matrix, and center parameter ¢ € R¥
as

px.c(x) =exp (—n(x —o)T 2 (x - c)) .

For a lattice A C Span(2), the Gaussian distribution over A with covariance parameter 2 and center param-
eter c is defined by a probability mass function

pz,c(x)

————forx € A.
Zyea px.c(¥)

D/\,Z,c(x) =

Definition C.6 (Learning With Errors (LWE), Hermite Normal Form). Let m, k,q € Z* withq > 2. Let x
be a distribution over Z. The LWE,;, i ¢ 4.\ assumption states that for any QPT adversary A, the following two
distributions are computationally indistinguishable:

D1: A« 2K 5 WX E ™ retum (A, AS + E),
Dy : A« Z;"Xk; U «— Z'q"X[; return (A, U).

Definition C.7 (Short Integer Solution). Let m, k,q € Z* withq > 2. Let’y > 0. The SIS, x 4., assumption
states that for any QPT adversary A, its advantage

Advgis, 7 (k) = Pr[A « ZZle,x — A(A): Ax=0 (mod g) Ax #0A |lx]| <]

is negligible in k.

The description of the LID scheme follows:

Public parameter: The public parameters are m > £ > 0, k > m + ¢, and C C Z!, odd modulus ¢, a
bound y € RY, a distribution y over Z, Gaussian parameters s and ¢ Define : ZKX{ — REKXk g
S+ o2l — s28ST. Let J = [Ly, | 0% (k=m)T ¢ Zkxm ety .= Zy and Z = {z € Zk | Izl < v}

Key generation: Genpp computes vk and sk as follows: A; « Z;”X(k_m_[); (S1,82) — yk=m=0OxL
Y™ B = A1S1 +Symod g; A = [gJ — 2B | 241 | 21,] € Zg};k; S = [ | S] | S517 € Zk*¢;
vk := A; sk = S; outputs vk and sk.

Lossy key generation: LossyGenp|p compute vk as follows: A « qunx(k—m—é’); B « ZZ’XE; A = [q] -
2B | 2A1 | 2In] € Z'Z';Xk; outputs vk = A.

Challenge space: The challenge space is C C Zg. See [DPS23] for the parameter choices.
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Prover: The prover’s algorithms are defined as follows:
— P1(sk) samples y «— Dz s(s).0 and computes w := Ay mod 2q. It also samples seed for a seed of
P5. It outputs w and st := (y, seed).
- Pa(sk,w,c,st) samples k « Dz 21, —c)2 (with seed seed) and computes z = y + 25k + Sc. It
outputs z.
Reconstruction: Rec(vk, ¢, z) returns w = Az — gJc mod 2q. (Note: Rec implicitly checks whether z € Z or
not.)
Verifier: V(vk,w,c, z) checks if w = Rec(vk, ¢, z).
Simulator: Sim(vk, ¢) samples 7 «— DZk,\fzg- and outputs w = Rec(vk, ¢, z).
The protocol achieves (1 — negl(k), 0)-correctness [DPS23, Theorem 2], statistical HVZK and the high com-
mitment min-entropy [DPS23, Theorem 3] with careful choice of parameters. It also €,-lossy with appropriate
parameter settings, and its key indistinguishability follows from the decisional LWE assumption [DPS23, The-
orem 4]. The computational unique response follows from the SIS assumption and the LWE assumption as
follows:

Lemma C.2. Letm > { > 0 andk > m+{. Let a be a positive integer. Let g be the odd modulus and lety € R*
be bound. Let x be a distribution over Z. The protocol has the CUR property under the SIS, ryq.g,2y assumption
and the L\WEg_py—¢ m,¢,y,q assumption.

Precisely speaking, for a quantum adversary A breaking the CUR property of the identification protocol, there
exist a quantum adversary Alye against the \WEg_ ¢ . ¢,y ,q assumption and a quantum adversary As;s
against the SIS, kya,q 2, assumption such that

—(a+1)’

Adv‘illllg’ﬂ(/() < Adviwe, Ay, (K) + Advsis g, (k) + 2mg

Time™ (Apye) = Time(A) + O(Time(LID)),
Mem* (Ajye) = Mem(A) + O(Mem(LID)),
Time* (Ayis) = Time(A) + O((k +a)* log® ),
Mem*(Agis) = Mem(A) + O (m(k + a) log q).

Proof. Letus consider two games: The first one is G in which the challenger generates (vk, sk) < Genpp(1%),
runs the adversary on input vk and receives (w, ¢, z, z’) from the adversary, and returns [z # 2/ AV(vk, w, ¢, 2) A
V(vk,w, ¢, z’)]. The second one Gj is the same game G except that vk « LossyGen|p(1%).

By definition, we have

Pr[Go = true] = Advi‘lllr)’ﬂ(/().

It is easy to construct an adversary Ajy,e such that

[Pr[Go = true] — Pr[G; = true]| < Adviwe, A, (K),
Time™ (Ajye) = Time(A) + O(Time(LID)),
Mem* (Apye) = Mem(A) + O(Mem(LID)).

mxX (k+a)
q

with A; € qunx(k—m) and A, € qunx(m+a)’ Asis tries to find a set of m linearly independent vectors

By using an adversary A in G1, we construct an adversary Ags as follows: Given A = [A] | Ay] « Z

di,, . ..,dj, from A,. This set exists with probability at least 1 — 2mq_(“+1) (see Lemma C.3 below). Let
A=1[A1 | Asl = A1 | iy ... i) = A - P, where Ay € Z(™ ™™ Ay = [ay, ...ay,,] € Z0™, and P is
a corresponding matrix in {0, 1}(k+a)xk Notice that the Hamming weight of the columns of P is 1, and the
Hamming weight of the rows of P is at most 1. It then computes A := 2((243)"1-A mod ¢)+[gJ | O] mod 2¢g
and feeds it to A. The distribution of this lossy verification key is perfect. A outputs (w,c,z,2). If z # 2/
and V(vk,w, c,z) = V(vk,w,c,z’) = true, then Agjs output P(z — z’) as the solution of the SIS problem.

If we have (w, ¢, z,7’) such that z # 7’ and V(vk, w, ¢, z) = V(vk, w, c,7’) = true, then we have the relations

lzll <y Al < yAw=Az—qlc=A7 —qJc (mod 2¢g).

The bounds on the norms imply ||z — z’|| < 2y and the condition z # z’ implies z — z” # 0. The last equation
with the fact that ¢ is odd implies A(z — z’) =0 (mod g) (instead of 2¢q). Therefore, we have

A(z-7)=202A2) 'A - (z-7)=A;1-A-P(z-7)=0 (mod q)
Multiplying Aj to the both sides, we have

A-P(z-=7)=0 (mod q).
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Due to the property of P, we have P(z = z’) # 0 and ||P(z = Z)|| = llz = Z|| < 2y. Thus, P(z - 2’) is the
solution of an instance A of the SIS problem.
Thus, we have

Pr[Gy = true] < Advsis, 4, () + 0o(qg™™),

Time* (Ags) = Time(A) + 0 (k> log® ¢),

Mem™ (Asis) = Mem(A) + O(mk log q).
Lemma C.3. Letm,a be a positive inteters. We have

Pr [rank(D) < m] > 2mq~(@*1).

D(_Z:'Inx(mﬂl)
While the above bound is well-known, we include the proof for completeness.

Proof. By the formula in [Bel93, MMO04, FG15], we have

1 mrap _ g™ (1-q~"
Pr [rank(D) =m —r] = . l;:_r( q _? le:;l( q_. ).
DFZzlx(mﬂz) qr(a+r) Hi:l (1-g79) Hi:l (1-¢g7%)

Since we consider the case r = 0, the probability is

M- g I (-7 e -g)

Pr [rank(D) = m]

Dz mA—gHIE,(1-¢g7)  [IE,(1-¢7H
m+a
_ I_[ ( _q—i) > (1 _q—(a+l))m >1 —qu_(a+1).
i=a+1
Thus, the lemma follows. O

D Relation Between Blind Unforgeability and Plus-One Unforgeability

Alagic et al. showed that there exists a PO-secure but BU-insecure MAC scheme by assuming a random
function or gPRF [AMRS20, Section 8.1]. In the original version of [AMRS20], Alagic et al. insisted that BU
security implies PO security (for MAC), but this claim was retracted in Apr. 2023. They weakened their claim
as that their BU security implies quadratic PO security, where an adversary is required to output ck? forgeries
with probability 1 by making k quantum queries for a fixed constant ¢ [AMRS18, Section 5.2.3].

Here, we give a simple example of BU-secure but PO-insecure signature assuming the existence of BU-secure
signature. Our example exploits the fact that PO security is a quantum version of strong existential unforge-
ability, but BU security does not.

Lemma D.1 (BU = PO). Suppose that there exists a BU-secure MAC/signature scheme. We then have a BU-
secure but PO-insecure MAC/signature scheme.

In the proof, we only consider the signature schemes. The lemma for MAC is obtained similarly.

Proof. Suppose that we have a BU-secure SIG = (Gen, Sign, Vrfy) whose signature space is S C {0, 1} for
some A = A(k). We construct a new BU-secure signature scheme SIG” = (Gen, Sign’, Vrfy’) as follows:

- Sign’(sk, m): Generate o « Sign(sk, m), and output o’ := (0, 0).

— Vrfy’ (vk,m, o’): Parse o’ = (o, b) with b € {0, 1} and output dec := Vrfy(vk, m, o).
Note that the new signature space is S’ C {0, 1}1+1.
(BU security:) This new signature scheme is still BU-secure because we can construct an adversary A breaking
the BU security of SIG if there exists an adversary A’ breaking the BU security of SIG’. A is defined as follows:
On input vk, it runs A’ on input vk. For a hash query to the random oracle, it passes the query to its random
oracle and returns the result. It also implements the blinded signing oracle |B¢Si1GN) for A’ as follows: For
a signing query [m) [y) |yq) [¥]) to BeSion’, where y € {0, 1M, yo. ¥y €10, 1},

1. query |m) |y) |y]) to its signing oracle |B¢SIGN)

2. receive [m) |y ® o) |y] ® by ), where o||by is 0|0 or L = 01

3. return |m) |y ® o) |y() [¥] ® bo).
This perfectly simulates B S1oN’. If A’ outputs m and (o, b) with b € {0, 1}, A outputs m and o~ as a forgery.
(PO insecurity:) On the other hand, this new signature scheme is PO-insecure: If we obtain a signature o’ =
(0, 0) on a message m by querying to [SIGN), we can output two valid distinct pairs of message and siganture,
(m, (0,0)) and (m, (o, 1)). O

Remark D.1. On their security definition of MAC, Boneh and Zhandry [BZ13a] wrote that “After issuing ¢
quantum chosen message queries the adversary wins the game if it can generate g +1 valid classical message-
tag pairs”” just before Def.1 (EUF-qCMA). While there is an ambiguity of distinctness, we treat it as g+1 distinct
pairs, since they reviewed sEUF-CMA security of MAC as the classical security definition.
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Refuting that BU implies quadratic PO: The above example can be used to show that there exists BU-seucre
but quadratic PO-insecure MAC, while Alagic et al. showed that BU implies quadratic PO [AMRS18].
Let a = w(lg(k)). Suppose we have a BU-secure MAC scheme MAC = (Gen, Sign, Vrfy). We then construct
a new BU-secure MAC scheme MAC’ = (Gen, Sign’, Vrfy’) as follows:

- Sign’(sk,m): Generate o < Sign(sk, m), and output o’ := (0, 0).

- Vrfy’(sk,m,o”): Parse o’ = (o, b) with b € {0, 1}* and output dec := Vrfy(sk, m, o).
This new signature scheme is still BU-secure because we can construct an adversary breaking the BU security
of MAC if there exists an adversary breaking the BU security of MAC’. On the other hand, given k pairs of
distinct messages and corresponding tags, it is easy to construct ck? (< k2¢) distinct valid pairs of messages
and tags when ck < 2¢ = 2@ (1g(x))

Summary: As we exemplified, BU security does not imply PO security. What we should ask is the relation
between sBU security and PO security and the relation between BU security and weakened PO security,
where the adversary is required to output g + 1 distinct messages and their corresponding signatures/tags.

E Blind Unforgeability of Signature from Lossy Identification

The security proof for MsEUF-CMA1 security can be used to show sBU security of DFSpg y,,[LID, H, PRF].

Theorem E.1 (sBU security of DFSp \,[LID,H,PRF]). Let B > 1. Let H: M x ‘W — C be a hash func-
tion modeled as a random oracle. Let LID be a lossy identification scheme that is (y, 8)-correct, €,.-HVZK, and
€¢-lossy, and has (a, €m)-commitment min-entropy. Let DS := DFSpg w[LID, H, PRF] and let p’ be the com-
pleteness of DS.

Then, for a quantum adversary A breaking the sBU security of DS that issues at most gy quantum queries to
the random oracle H, gg classical queries to the signing oracle, and g classical queries to the forgery oracle,
there exist a quantum Fp¢-oracle adversary Ays against pseudorandomness of PRF and quantum ¥ -oracle
adversaries Ajnq against key indistinguishability of LID and Acyy against computationally unique response of
LID such that

b ind-k
AQVES 7 (K) < Advipe o (0) + AAVETE 1 (0) +AdVT () +8(q + 1D)Per

+8(q+ 1)%(1 - ) +qpB2™Y + 2(132_%_l + 2€m ++/(69)3Bey,
Time* (Apee) = Time(A) + (g5 + gF) - O(BTime(LID) + Time(Be¢))
Mem* (Apyr) = Mem(A) + O(Mem(LID)) + O(Mem(Be¢))
Time* (Aipq) = Time(A) + ¢ - O(BTime(LID) + B + Time(B¢))
Mem* (Ajpq) = Mem(A) + O(BMem(LID)) + O(Mem(B¢))
Time* (Acur) = Time(A) + ¢ - O(BTime(LID) + B + Time(B¢))
Mem* (Acyr) = Mem(A) + O(BMem(LID)) + O(Mem(B¢)),

where ¢ = qu + qs + qF, Fput = Func (M X W X Z,P) X Func(M X W, C), and ¥ = Func(M x W x
Z,P) x Func(M x W, C) x Func(M X [B],C) X Func(M X [B], Rsim)-

Roadmap: We define thirteen games G; fori € {0, 1, ..., 12} to show our theorem. Let W; denote the event
that the experiment outputs true in G;.

The proof of sBU security involves quantum singing oracle and the filter B. Fortunately, we can take the
same approach as the proof of MsEUF-CMAL1 security (Theorem 4.1).

The original security game is denoted by Gy, in which the prover in GETTRANS is derandomized by PRF.
Hence, we replace this PRF with RF in G;. We modify the games as in the previous proof. In G4, we modify
the winning condition as whether V(vk, w*, ¢*, z*), where ¢* = H(m*,w*), and (m*, (w*,z")) € Be, and
(w*,z*) # (wK), z(0)) or not. We can argue that this modification introduces only a negligible change, as in
the previous proof. After that, we continue to modify the games as in the proof of the MSEUF-CMAL1 security.

Game Gy: This is the original game. See Figure 9 for a concrete definition of Gy, where we expand the Sign
algorithm and H is implemented by a random function RFy. We have

Pr[Wo] = Advisy 4 (x).
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Go,---,Gi2 H: [m,w)|y) = [m,w)|y®c’)

(vk, sk) <« Genyp(1¥) /Go-G11 return ¢’ := RFy (m, w)
vk « LossyGenyp (1%) /G2 if GETTRANS(m) = d then return 4
K «{0,1}" /Go w@) @) )1 «— GETTRANS(m
RFp < Func(M x W x Z,P) {( 7 ’ ('.> )}‘E[k,] @ ,( )
RFy « Func(M x ‘W, C) if 3i:w =w'" then ¢’ = ¢ else ¢’ := RFy(m, w)
RF}, « Func(M x [B], C) /Gg-
RFp  Func(M x [B], Rp,) /G3-Ge GETTRANS (1)
RFsim < Func(M x [B], Rsim) /G- k=120 =0
win := false while z(k") = 1 Ak < B do
run ﬂ|BESIGN>,FORGE,|H>(Vk) (w(k)’ s) « Py (sk;PRF(K, (m, k)))
return win (w®) | s) := Py (sk;RFp(m, k))
(k) .= RF, (k)

Besin: |m) |y) o> m) |y @ o) € o Rt T
- c®) = RF}, (m, k)
if GETTRANS(m) = d then return 4 /Gg~ %) *) (k)

0 (k) () 2% = Py(sk, w'™, ¢t s)
(w, c®) z(K))  GeTTRANS(m) /Go-Gy B (& . P

@ @) @) CerT G- (w2 = Sim(vk, ¢®); RFsim (m, k))
{w®,c®, 2 )}ie[k] « GETTRANS(m1) 2 P
ifz0) =1 v (m, (w(k),z“‘))) € B¢ then k=k-1
(Llseu- =4 if Coll({w® };cx) = true then return J
| o= (wk,z®) return (w(*), ¢, 2(0)
return o return {(w(i), e, Z(”)}ie[k]

ForGe(m*, ") where o* = (w*, z%)

if GETTRANS(m) = d then return 4
{(W(i), FUN Z(i))}iE[kJ « GETTRANS(m*)
if V(vk, wk) | ak) 7(K)) = false then return 4
c* = H(m",w")
if V(vk, w*, c*, ") = true A (m*, (w*, z*)) € B¢ then
win := true
if (w*,z%) # (WX, 2(K)) then
win = true
Loy = 0D ey L= 00D e
if (w* ¢ .E;n*) Vv (w* e L;n* A ¢* = RFy(m*, w*)) then win = true
if (W*¢ L,x)V(w*e .E;n* A ¢* = RFy(m*, w*)) then win = true
if w* £ w® A c* =RFy (m*, w") then win = true

/Go-Gy
/Gg-
/Gs-

/Gs-

/Go-Gy
/G2-Gg
/Go-Gg
/Gy-
/Go-Gg
/Gy

/cancel the last increment

/Gg-
/Gs3-
/G3-

/Go-G3
/Gy~
/G4-G7
/Gg=-Gyo
/Gs-Gg
/G1o
/G-

Fig.9. G; fori € {0, 1, ..., 12} for sBU security.
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Game Gy: We replace PRF with RFp in the prover in GETTRANS.
By straightforward argument, we have the following lemma:

Lemma E.1. There exists a quantum ¥ -oracle adversary A s such that

[Pr[Wo] — Pr[W1]| < AdvIF’,EF’ ﬂprf(K),

Time* (Acyr) = Time(A) + (g5 + ¢F) - O(BTime(LID) + Time(B¢))
Mem* (Acyr) = Mem(A) + O(Mem(LID)) + O(Mem(B¢)),

where ¥ = Func(M X C X Z,P) X Func(M x W,QC).

Game G;: We next let GETTRANS output all transcripts instead of the last one. The signing oracle also takes
the last one as a candidate for a signature. We have

Gy =Ga.

Game Gs: We next modify the forge oracle as follows: Before checking the validity of submitted query
(m*, o"), it generates its own signature (wk) glk) (k) by using GETTRANS(m™). If GETTRANS(m™) fails
to output a valid signature, then the forge oracle returns the special symbol 4.

Lemma E.2. Let Bad be the event that the oracle FORGE returns the symbol 4. Suppose that LID is (y, B)-correct
and assume that DS is p’-complete. We have

[Pr[W2] - Pr[Ws]| < Pr[Bad] < 8(qs +qr +qu +1)*(1-p’).

We give the concrete proof since we omitted the corresponding proof in PO security (Lemma 5.2). We note
that the above lemma is for general LID and we do not need special correctness.

Proof. We define some terminology. In order to simulate RFp and RFy, we consider an algorithm Samp that
takes B samples of a pair of randomness of P; and challenge in (Rp, X C )B. For a signing key sk, we say that
a sequence of B-samples ((r1,c1),...,(rB,cB)) € (Rp, X C)8 is consistent if

Vi,j € [B] :w; =wj = ¢; = cj, where (w;,s;) = P1(sk, r;).

Let Cg p be the set of all consistent sequences. We say that a consistent sequence is bad if 1) the signing
algorithm using it fails to generate a signature with z # L or 2) the signing algorithm using it succeeds to
output a signature but the signature is invalid. Let B _p be the set of all bad sequences. Formally, it is defined
as

((r1,c1),...,(rB,cB)) € Cs.B |
Bk, = (Wi, s;) = P1(sk,ri), zi = Pa(sk,wi, ¢, 5) :
(Vie[B]l:zi=L1)Vv (Jie[B]:zi #LAV(vk,wj,c;,zi) = false)

By the definition of (7y, 8)-correctness of LID and the discussion in subsection 3.2, we have

Exp [#By.p/#C] <1-p’.
(vk,sk)

For a finite set S, U is a probabilistic sampling algorithm that returns s « S. For convenience, we define the
output of U(0) as 1.1

Let us construct an unbounded adversary Aggpp, = (A1, Az) against GSPB defined in Figure 10. The first
adversary A; outputs a set of bounds {Ag(m)}, vk, sk, where Ag.(m) = Ay = #Bg p/#Cy p. The value
of function g on m is selected according to Ber, . The second adversary A tries to output m* on which
GETTRANS fails to output a valid signature.

We first consider the success probability of Ay, by fixing (vk, sk) and H. Let us verify the distributions
of ri,...,rp in RFp and ¢1,...,cp € RFy. In Samp, if we took a random sample of a sequence from the
set Cy B, then the distributions were perfectly simulated. Instead of this, we check the value of g(m), and
if it is 1, then we take a bad sequence uniformly at random; otherwise, we take a good sequence uniformly
at random. Since the probablity that g(m) takes 1 with probability Ay = #Bg p/#Cs g, the distribution of
Samp is perfect and the distribution of RFp and RFyy are the same as those in G2 and Gs.

We then check A’s forgery. If /1 is set as m”*, then the adversary submits m* such that m* induces a bad
sequence. Hence, g(m*) = 1 and Agg,p, wins the game. Thus, we have

Pr[Bad | vk, sk] = Pr[GSPB, =1 vk, sk] < 8(q+1)%2y,

sk» ﬂgspb

10 But, this never occurs.
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Ay AL (vk, sk)

(vk, sk) < Genyip (1%) RFp — Func(M x W x Z, P)
compute By 5 C Cys € (Rp; x C)” RF, « Func(M x W, C)

Vm e M, Agq(m) = Ay = #By p/#Cyk.B RFy < Func(M, Ry)

return {As (M) }rnem, vk, sk win = false; 1 == L

simulate B ¢S1GN, FORGE, and H
run ﬂ|BE S1G6N),FORGE, |H) ( Vk)

return i1
Samp: |m)|y) = |m)|y®y)
if g(m) =1 then
| ((ri,c1),.... (re,cB)) = U(Bg,p;RFy(m))
else
| ((r1,¢1)s---,(rB,cB)) = U(Cs,B \ Bsk,B;RFu(m))
return y = ((r1, 1), ..., (rB,cB))
RFp: |m, k) |y) = |m, k) |ye®r) GETTRANS (m)
((ry,c¢1),...,(rg,cp)) = Samp(m) k = l;z(o) =1
return 7y while z5=) = 1 Ak < Bdo

(wR) | s) := Py (sk; RFp(m, k))

RF: m, w) [y) = |m, w) |y @ ) o) R (i)}
= H s

((r1,c1),...,(re,cp)) = Samp(m) k k) (K

comptue w; = Py (sk,r;) fori=1,..., B 2 = Py (sk, wR), () 5

if 3i : w; = w then ki=k+1

| return c¢; k=k-1 /cancel the last increment
else return {(w(i),c(i),z(i))}ig[k]

‘ return ¢ = RF}, (m, w)
ForGe(m*, o) where o = (w*, z*)
{(w®,e®, Zm)}ie[k] «— GETTRANS (")
if V(vk, wk) k) 2Ky = false then

H: Im, w)ly) = [m,w) |y @c)

return ¢ = RFy (m, w)

BcSionN: [m) |y) > |m) m & o) m=m" /detect Bad
TEGREG turn

{(w®,c®, z("})}ie[k] «— GETTRANS(m) o lﬂ'r(lm*’ W)

if 2K = L v (m, (wk), z(0)) € B, then if V(vk, w*, ¢*, z") = true then

I return o = L ‘ if (m*, (w*,z*)) € B¢ then

else | win = true

| return o = (w®, z(F))

Fig. 10. Adversary Aggpp, = (A1, Az) against GSPB for Lemma E.2. The set of consistent sequences C . the set of bad
sequences B p, and an algorithm U are defined in the proof text.
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where g is the number of queries to g of Ay, whichis ¢ < (gs+qF)-(# of queries by GETTRANS)+qggy < (gs+
qr)-2B+qp. We note that we can reduce the number of queries to g by preparing ((r1,c1),...,(rB,cB)) =
Samp(m) at the first steps of GETTRANS and FORGE and the best bound is ¢ < g5 + gr + gH.

Averaging this inequality over keys, we obtain

Pr[Bad] < 8(¢+1)?- Exp [Agq] <8(g+1)?-(1-p')
(vk,sk)

Since |Pr[W2] — Pr[Ws]| < Pr[Bad], we obtain the bound in the lemma as we wanted. O

Game Gy: We next modify the winning condition in ForGE: After checking V(vk, w*, ¢*, z*), where ¢* =
H(m*, w*), it sets flag win as true if (m*, (w*,z*)) ¢ Be and (w*,z%) # (wk), (k) See G4 in Figure 9.
We note that this modified condition equals that introduced in G4 for the MSEUF-CMA1 security (Theo-
rem 4.1). Thus, similarly, we obtain the following lemma.

Lemma E.3. Suppose that LID has (@, €,,)-commitment min-entropy. Then, we have

[Pr[W3] — Pr[W4]| < qp - B2~ + €.
Proof. The difference occurs if the adversary queries a valid pair of message and signature (m*, (w*, z*)) €
Be such that (w*, z*) = (w50, 2K If (m*, (%), (K))) is not in B, then this contradicts with the require-
ment (m*, (w*, z*)) € Be. Thus, (m*, (w(K), 7(K))) should be blinded by Be¢. This means that the adversary
cannot obtain the signature (W(k), 4 (k)) on m* from the blinded signing oracle B¢ SIGN. Thus, the adversary
succeeds to guess w* = w k) without knowing Wk,
Let Bad; be the event that in G; the adversary submit (m*, (w*, z*)) such that V(vk,w*c,*,z*) = true,
(m*, (w*, 7)) € Be,and (w*, z%) = (w5, 20} which implies w* = () As in the proof of Lemma 4.3, we
have

|Pr[W3] — Pr[W4]| < Pr[Bads].

As Lemma 4.1, we have Pr[Bads] = gr - B2~% + €, because the min-entropy of w (k) is at least o — lg(B)
with probability at least 1 — €, over the choice of keys. O

Game Gs: We next modify the random oracle as follows: On a query (m,w), the oracle first computes
the transcripts. If the input w is equivalent to one of w(?), then it returns ¢’ := ¢(?); otherwise, it returns
¢’ = RFy(m, w). See Gy in Figure 9 for the details. Since ¢ = RFy (m, w®) in GETTRANS, this modification
changes nothing and we have

G4 = Gs.

Game Gg: The next game introduces a collision check for w()’s in GETTRANS. Since the min-entropy of
w() is @-bit with probability 1 — €, on each invocation of GETTRANS, the collision occurs with probability
at most B2 - 27271, As Lemma 4.2, we have the following lemma using the one-sided O2H lemma.
Lemma E.4. Suppose that LID has (a, €,,)-commitment min-entropy. Then, we have that
—a-1

|Pr[Ws] - Pr[Ws]| < 2(qs +qu +qF) - B-272 +ém.
Game G7: We next modify how to compute ¢®) in GETTRANS, in which it is computed as RF}, (m, k) instead
of RFy (w(k) ,m). We note that this does not change the adversary’s view because RFI’_| is a random function,
and if w = w(®) for the query (m,w), then consistent ¢’ = ) = RF},(m, i) is output by H. (Note that
excluding the collision is crucial [DFPS23].) We have

Gg = G7.

Game Gg: To ease the notation, let £,,+ := {w () }ie[k) Which are the w parts of the transcripts generated
by GETTRANs(m"). We additionally define £ . := {w(i)}l-e[ k—1]- We again modify the game as follows:
Let (m*, (w*, ")) be a submitted query to FORGE. The oracle additionally checks if L] .; if so, it requires
¢* = RFy(m*, w*) as defined in ??. As Lemma 4.3, we have the following lemma:
Lemma E.5. We have that

Pr[W7] = Pr[Ws].

Proof. The two games may differ if the adversary queries w* = w(?) fori < k but ¢* # RFy(m*, w*). We call
this event Bad; in G;. As in the proof of Lemma 4.3, we have

|Pr[W7] — Pr[Ws]| < Pr[Bady] < |Pr[Bady] — Pr[Badg]| + Pr[Bads] < Pr[Badg].

Notice that, in Gg, ¢* = RFy(m*, w*) always holds and Badg never occurs. Thus, we have Pr[W;]| = Pr[Ws]
as we wanted. O
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Game Gg: We next modify GETTRANS to use the simulation algorithm. See Gy in Figure 6 for the details. As
Lemma 4.4 and Lemma 4.5, we have the following lemmas:

Lemma E.6. Suppose that LID is €, -HVZK. Then, we have

[Pr[Ws] — Pr[Wol| < \(6(gs +qm +4r))* Bes.
Lemma E.7. Suppose that LID is (1 + €, )-divergence HVZK. Then, for any positive integer {, we have

Pr[Ws] < (1+ ey0) BE(Pr[Wo] + 27¢°/€) + 274% /€.

Game Gqy: We then treat the case w* = Wwk) as a special case to exclude CUR. To do so, we replace the
condition w* ¢ L] . with w* & Ly,-. See Gyg in Figure 9 for the details.

Because of this modification, if the adversary queries (m*, (w*, z*)) satisfying (w*, z*) # (W(k), Z(k)), w* =
W) then two games differ. This is easily treated by the CUR property.

Lemma E.8. There exists a quantum § -oracle adversary Acur such that

[Pr[Wo] — Pr[Wio]| < Adviip 4 (k).

Time* (Acur) = Time(A) + (¢ + gs + gF) - O(BTime(LID) + B? + Time(B¢)),
Mem* (Acur) = Mem(A) + O(BMem(LID)) + O(Mem(B¢)),

where ¥ = Func(M X C X Z,P) X Func(M x W, C) x Func(M X [B],C) x Func(M X [B], Rsim)-

Since the proof is straightforwardly obtained, we omit it.

Game G11: We again modify the conditions in FORGE in G1¢: FORGE checks if (m*, (w*, z*)) € B¢, (w*,2") #
(W(k), i(k)), w* 2wk and ¢* = RF (m*, w*) or not. If so, the flag is set as true. See G1 in Figure 9 for the
details.

Lemma E.9. We have Gi9 = G11.
Proof. Let us consider a valid forgery (m*, (w*, z*)) € Be satisfying (w*, z*) # (wk), (k)
Ifw* € L ., then there is no diference on the condition ¢* = RFy (m*, w*) in both games. If w* = W) then

win is kept the same in both games. If w* ¢ L+, then we have ¢* = RFy (m*, w*); both flags in G19 and G11
are set true because ¢* = RFy (m*, w*). Summarizing those three cases, both games are the same. O

Game G1y: We finally replace a normal verification key with a lossy verification key. See G132 in Figure 9 for
the details.

Lemma E.10. There exists a quantum ¥ -oracle adversary Aj,q such that

indk
IPr[Wi1] = Pr[Wiz]| < Adv5%  (0),

Time* (Ajpq) = Time(A) + (g7 + gs + gF) - O(BTime(LID) + B? + Time(B¢)),
Mem* (Ajpq) = Mem(A) + O(BMem(LID)) + O(Mem(B¢)),

where ¥ = Func(M X C X Z,P) x Func(M x W, C) x Func(M X [B],C) x Func(M X [B], Rsim)-
Since the proof is obtained by a straightforward reduction, we omit it.
Lemma E.11. Suppose that LID is €, -lossy. Then, we have

Pr[Wiz] < 8(qs +qm +qr +1)%€.

While we omit the proofs for the cases of MSEUF-CMA1 and PO securities because the proofs are the same
as in [KLS18], we here include the proof for sBU security for completeness.

Before giving the proof, we review some terminology.

For a verification key vk and commitment w € ‘W, we define the set of good challenges as

Gu(w) ={ceC|3zeZ:V(vk,w,c,z) = true}. (1)
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A AL (vk, sk)
;}k — }lIOSSYG((‘%;L([iD(IK) o Fanc(M X W x Z, )
orcez;puv:teeg (m:)) cc RF}, < Func(M x ‘W, C)
vk = .
Ay (w) = #Gu(w) /#C EES :?::;((//\\44 ><R[B)], Rsim)
u > Ru

foreach m € M do Ay (m, w) = A, (w) win := false; ri1 := L; W = L
return { Ay (71, W) bne mowew, vk simulate B ¢SIGN, FORGE, and H
run ﬂlBESI(}N>,FORGE,|H> (Vk)

RFn: |m,w) |y) = Im, w) |y & ¢) if win = true then

if g(m, w) =1 then | return (riz, W)
| return ¢ := U(G(w);RFy(m,w)) else
else | return L
| returnc = U(C\ Gu(W);RFy(m, w))
GETTRANS(m)
H: m, w) ly) o [m,w) ly @ ) PEeTR
if GETTRANS(m) = d then return 4 while zk) = 1 Ak < B do
{(w(i), @, z(i))}ig[k] «— GETTRANS (m) k) = RF}, (m, k)_
if 3i : w =w® then ¢’ == ¢ else ¢’ := RFy (m, w) w2y = Sim(vk, ¢®); RFsim (m, k))
return ¢’ k=k+1
Bs k=k-1
Besion: |m) |y) o |m) Im @ ) Lo = (@ hreg
if GETTRANS(m) = J then return 4 if Coll( L) then return 4
{0, e, 20)}, ) o GerTaans(om) return {(n 0 c 0 20}

if z&) = 1L v (m, (W), z(0)) € B, then
| return o = L
else

| return o == (w®, z(K))

ForGe(m*, *) where o* = (w*, z%)

if GETTRANS(m) = d then return 4

{(W(”, ¢\, Z(i))}ie[k] < GETTRANS(m*)

if V(vk, wk) gk i(k)) = false then return 4

if 3i : w* = w0 then ¢* := ¢ else ¢* := RFy (m*, w*)

if V(vk, w*, c*, z*) = true A (m*, (¢*,2*)) € Be A (w*,z) # (WK, 5(K)) then
if w* £ wk A ¢* = RFy (m*, w’*) then /detect Bad
| 7= m* W = w* win = true /detect Bad

Fig. 11. Adversary Aggpp, = (A1, Az) against GSPB for Lemma E.11. The set of good challenges G (w) and an algorithm U

are defined in the proof text.
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In [KLS18, Section 2.3], Kiltz et al. discussed that

AV (k) < Exp [max ( Pr [3z€ Z:V(vk,w,c,z2) = true])]
LD A vk—LossyGenyp (1%) weW \cC
= Exp [max (#ka(W)/#C)]
vk«LossyGenyp (1¥) wew

and the equality holds when the adversary is optimal by choosing the best w € ‘W. Thus, if LID is €,-losy,
we have

Exp [max #G (W) /#C)| < €. (2)

vkeLossyGenyp (1%) weW

Proof. We follow the proof by Kiltz et al. [KLS18, Theorem 3.4]. For a finite set S, U is a probabilistic sampling
algorithm that returns s « S. For convenience, we define the output of U(0) as 1.!!

Let us construct an unbounded adversary Aggpp, = (A1, Az) against GSPB. The first adversary Ay outputs
a set of bounds {4, (m, w)} and vk. The value of function g on (m, w) is selected according to Ber ., (n,w)-
The second adversary Aj tries to output (m*, w*) as in Figure 11. We first consider the success probability
of Agspp by fixing vk. Let us verify the distribution of ¢ in RFy. We note that g(m, w) = 1 with probability
Ay (m,w) = #G (W) /#C. We have

L1
PI'[C — E] _ /lvk(m, W) G (W) ) (C € #gvk(w))
(1= Ay (m,w)) - FCFGu (W) 0.W.,
which is 1/#C in both cases. Hence, the distribution of ¢ in RFy is uniform over C (as in G12). We then

check A’s forgery. Since V(vk, w*, ¢*, z*) = true, where ¢* = RFyy(m*, w*), ¢* should be a good challenge in
Guk(W"). This means that g(m*, w*) = 1 and Aygp,p, wins the game. Thus, we have

Pr[Wiz | vk] = Pr[GSPB,, 4, = 1| vk] < 8(q+1)%Ay,

gspb

where A, = maX(;, y)e MxW Avk (1, w) and g is the number of queries to g. We note that g is queried by
H and ForgGe. Thus, we have ¢ < gg + qr < g9s +qg + qF.
Averaging this inequality over vk generated by LossyGenyp(1%), we obtain

Pr[Wip] < 8(q+1)%- Exp [l < 8(g+1)% e
vk—LossyGenyp (1%)

as we wanted, where we used A, = max(,; y) 44k (m, w) = maxy, (#Gyk (w)/#C) and Equation 2. O

F Memory-Tight Proofs for PSF-(P)FDH

F.1 Preimage Sampleable Functions

Definition F.1 (Preimage sampleable function [GPV08]). A family of preimage sampleable functions consists
PSF of the following quadruple of PPT algorithms (Genpsf, F, Inv, Sample):
— Genpsp(1%) — (vk, sk): a key-generation algorithm that on input 1€ outputs a pair of keys (vk, sk).
- F(vk,x) — y: a deterministic evaluation algorithm that takes as input vk andx € X and outputsy € Y.
— Sample(vk) — x: a sampling algorithm that takes as input vk and outputsx € X.
— Inv(sk,y) — x: a preimage-sampling algorithm that takes as input sk andy € Y and outputs x € X.
We define properties of PSF.
Definition F.2 (Simulatability [CCLM22]). We say that PSF is e-simulatable if the following two distributions
are e-close:
Dy :y « Y;x « Inv(sk, y); return (x,y)
Dy : x « Sample(vk);y = F(vk, x); return (x,y).
Definition F.3 (Preimage min-entropy). We say that PSF has a-preimage min-entropy if for eachy € Y, the
conditional min-entropy of x « Sample(vk) given F(vk,x) =y is at least «.

Definition F.4 (Collision resistance). We say that PSF is collision-resistant if for any QPT adversary A, the
following advantage is negligible in k:

(vk, sk) <« Genpspg(1%); (x,x”) « A(vk) :
cr —
AdVpgr, 7 (K) = Pr x £ x" A F(vk,x) = F(vk,x") ’

11 By, this never occurs.
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Gen(1¥) Sign(sk, m) Vrfy (vk, m, o)

(vk, sk) < Genpsp (1) h :=H(m) h :=H(m)

return (vk, sk) o « Inv(sk, h) h =F(vk, o)
return o return [h = h']

Gen(1%) Sign((sk, K), m) Vrfy (vk, m, o)

(vk, sk) <« Genpsp (1¥) h :=H(m) h :=H(m)

K « {0,1}* r = PRF(K,m) o = Inv(sk, h;r) h' = F(vk, o)

return (vk, (sk, K)) return o return [h = h']

Fig. 12. FDH[PSF, H] (upper) and DFDH[PSF, H, PRF] (lower).

F.2 Signature based on PSF

We review a signature scheme constructed from preimage-sampleable functions (PSF) [BR96, GPV08]. Let
PSF = (Genpsp, F, Inv, Sample) be a family of preimage sampleable functions. The signature scheme obtained
by applying the Full-Domain Hash FDH is depicted in Figure 12. If Inv is derandomized by PRF, then we call
this conversion as DFDH and denote DFDH|[PSF, H, PRF]. If we use RF instead of PRF, then we denote it as
DFDH*[PSF, H, RF]. If we apply RDS in subsection 3.1 to the obtained scheme, then we call the conversion
as PFDH and denote PFDH|[PSF, H, 4].

F.3 Multi-Challenge Security for PSF-(P)FDH

While we can use both approaches of Diemert et al. [DGJL21] and Ghoshal et al. [GG]T22], we here use the ap-
proach of Diemert et al. [DGJL21]: We show the MsSEUF-CMA1 security of FDH[PSF, H] by slightly modifying
the SEUF-CMA proof of DFDH[PSF, H, PRF] in Boneh et al. [BDF*11] or the BU proof of DFDH[PSF, H, PRF]
in Chatterjee et al. [CCLM22] and apply Lemma 3.1 to show the MsEUF-CMA security of PFDH[PSF, H] =
RDS[FDH[PSF, H], 1] via memory-tight reductions.

Theorem F.1 (MsEUF-CMAL1 security of FDH[PSF,H]). Let H: M — Y be a random oracle. Let PSF be
a family of preimage-sampleable functions that is e-simulatable and has a-preimage min-entropy. Let DS :=
FDH[PSF, H]. Then, for a quantum adversary ‘A breaking the MmsEUF-CMAL1 security of DS taht issues at most
qH quantum queried to H, qs classical queries to the signing oracle, and qF classical queries to the forgery
oracle, there exists a quantum F -oracle adversary Acr such that

AQVESUEEma () < AdVEEL 1 (k) + ) (6(ds + qr +qF)Pe+qr 27,
Time* (Aer) = Time(A) + (¢ + gs + qF) - O(Time(PSF)),
Mem* (Acr) = Mem(A) + O(Mem(PSF)),

where ¥ = Func(M, Rsample)-

Applying Lemma 3.1, we obtain the following corollary.

Corollary F.1 (MSEUF-CMA security of PEDH[PSF, H, 1]). Let H: M x {0,1}* — Y be a random oracle.
Let PSF be a family of preimage-sampleable functions that is e-simulatable and has a-preimage min-entropy.
Let DS := PFDH[PSF, H, A]. Then, for a quantum adversary ‘A breaking the MsSEUF-CMA security of DS that
issues at most gy quantum queried to H, gs classical queries to the signing oracle, and qF classical queries to
the forgery oracle, there exists a quantum F -oracle adversary Acy such that

Advglgf"}f_cma(K) < AdVI%rSF,]lCT(K) + \/(6(q5 +qH +qF))3e+qp 2%+ q?g 27
Time*(Acr) = Time(A) + (qg + gs + qF) - O(Time(PSF)),
Mem* (Acr) = Mem(A) + O(Mem(PSF)),

where F = Func(M, Rsample)-

Game Gy: This is the original game of the MSEUF-CMAL1 security. See Gy in Figure 13. By definition, we
have

Pr[Wo] = AdvsTs ™ ().
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G; fori € {0,1,2,3} H: |m)|y) = [m)|y @ h)

(vk, sk) <« Genpsp(1%) return h := RFy (m) /Go-Gy

K « {0, 1}* /Gy return h = F(vk, Sample(vk; RFs(m))) /Gy~

RFH — Func(M,M) /Go—Gl

RF| « Func(M, Riny) /Gy ForGe(m*, o*)

RFs « Func(M, Rsample) /Ga- n = H(m") /Go-Gy

Q=10 /Go-Gg o’ = Sample(vk; RFs(m*)) /Gs

win = false h = F(vk, o) /Gs

run ﬂSIGN,FDRGEJH)(Vk) h* == F(vk, o)

return win if h* = h’ then /Vrfy passed
if (m*,o‘*) ¢ Q then /Go-Gg

SN (m) ‘ win := true /Go-G2

if 3(m, o) € Q then /Go if (TT # 07 then /Gs

‘ return o /Go ‘ win := true /G3

o « Inv(sk,H(m)) /Gy

o = Inv(sk, H(m); RF|(m)) /Gy

o = Sample(vk; RFs(m)) /Gy~

Q=QU{(m,o)} /Go-G2

return o

Fig. 13. G; for i € {0, 1, 2, 3} for MSEUF-CMAL1 security.

Game G;: Next, we derandomize the signing oracle using a random function RF;. By this modification, we
do not need to maintain the list in the signing oracle. We have

Go = Gy.

Game G;: We next modify the signing oracle and the random oracle. In this game, the signing oracle given
m returns Sample(vk, RFg(m)) and the random oracle given m returns F(vk, Sample(vk, RFs(m))). Since
x < Sample(vk) conditioned on F(vk,x) =y is By applying Lemma 2.2 with e-simulatability, we have

[Pr{Wy] - Pr[Wa]| < \/(6(gs + g1 + ).

Game G3: We finally modify how to update the flag win. In Gs, the flag is set true if the submitted forgery
o* differs from the expected one o”’.

Lemma F.1. Suppose that PSF has a-preimage min-entropy. We have

[Pr[W2] — Pr[Ws]| < gF - 277,

Proof. Suppose that an adversary A submits a valid pair (m*, o). let o’ := Sample(vk; RFg(m*)). Let us
consider two cases:

1. If m* is already queried to SIGN, then (m*, 0”) should be contained in Q. Thus the condition (m*, 0*) ¢ Q
is equivalent to o* # ¢’ and the flags win are the same in the both games.

2. If m* is not queried to SIGN, then the two games differ if the adversary submits (m*,0”’) in Gy. Since
the min-entropy of o’ = Sample(vk; RFs(m™)) given h* = F(vk, Sample(vk; RFs(m™*))) is at least «, this
event happens with probability at most g - 27 .

Thus, we obtain the bound. O
Now, making a memory-tight reduction for collision-resistance of PSF is easy.

Lemma F.2. There exists a quantum F -oracle adversary Acx such that

Pr[W5] < Adv?’rSF,y{q(K)’
Time*(Ac) = Time(A) + (¢ + gs + qF) - O(Time(PSF)),
Mem*(Acr) = Mem(A) + O(Mem(PSF)),

where F = FUnC(Ms RSamp[e)'

Since the reduction is straightforward, we omit it.
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G; fori € {0,1,2,3,4} H: |m)|y) = [m)|y @ h)

(vk, sk) <« Genpsp(1%) return h := RFy (m) /Go-Gy
K « {0, 1}* /Gy return h := F(vk, Sample(vk; RFsim (m))) /Gy~
RFH — Func(M,M) /Go—Gl

RF| « Func(M, Rinv) /Gy ForGe(m*, o)

RFs « Func(M, Rsample) /Gy~ n = H(m") /Go-Gy
Q=0 /Go-Gs3 h* = F(vk, o)

win := false /Gs3- if h* = h’ then /Vrfy passed
run ﬂ\S[GN),FORGE,\H) (vk) if (m*, 0*) ¢ Q then /Go-Gs
return [#Q > gs] /G, ‘ Q=QuU{(m*, o")} /Go-G3
return [#Q > gs] A win /Gs if o # Sample(vk; RFsim (m*) then /G3-Gy
return win /Gy | win = true /G3-Gy

SIGN: |m) |y) — |m)|y ® o)

o = Inv(sk, H(m);PRF(K,m)) /Go
o = Inv(sk, H(m); RF;(m)) /Gy
o = Sample(vk; RFsim (m)) /Ga
return o

Fig.14. G, for i € {0, 1, 2, 3, 4} for PO security.

F.4 Plus-One Security for PSF-DFDH
The following theorem is obtained by modifying the proof of Boneh and Zhandry [BZ13b, Theorem 3.19].

Theorem F.2 (PO security of DFDH[PSF, H, PRF]). LetH: M — Y be a random oracle. Let PSF be a family of
preimage-sampleable functions that is e-simulatable and has a-preimage min-entropy. Let DS := DFDH|[PSF, H, PRF].
Then, for a quantum adversary A breaking the PO security of DS that issues at most g quantum queried to

H, gs classical queries to the signing oracle, and qF classical queries to the forgery oracle, there exist a quantum
Fort-oracle adversary Ay and a quantum Fer-oracle adversary Acx and such that

Advgos’ﬂ(K) < AdvgrSF,ﬂprf(K) + Adv,CJrSF’ﬂcr(K)

+3/(6(qs +qr +ar)e + (qs +1)/127],
Time*(ﬂprf) =Time(A) + (¢g + gs + qr) - O(Time(PSF)),
Mem™ (Ayg) = Mem(A) + O (qrMem(PSF)),
Time* (Aer) = Time(A) + (¢ + gs + qF) - O(Time(PSF)),
Mem* (Acr) = Mem(A) + O(Mem(PSF)),

where ‘7'-prf = Func(M, Y) and Fer = Func(M, RSample)-

The proof becomes memory-tight if we derandomize with the random function RF.

Corollary F.2 (PO security of DFDH*[PSF,H,RF]). Let H: M — Y be a random oracle. Let PSF be a
family of preimage-sampleable functions that is e-simulatable and has a-preimage min-entropy. Let DS =
DFDH™[PSF, H, RF]. Then, for a quantum adversary A breaking the PO security of DS that issues at most g
quantum queried to H, g classical queries to the signing oracle, and qF classical queries to the forgery oracle,
there exists a quantum F¢r-oracle adversary Acr and such that

ADES () < AdVES, () +(6(gs +q +gr))e + (g5 + /127,
Time* (Aer) = Time(A) + (qu + gs + qF) - O(Time(PSF)),
Mem*(Acr) = Mem(A) + O(Mem(PSF)),

where Fer = Func(M, Rsample)-

Game Gy: This is the original game of the PO security. See Gy in Figure 14. By definition, we have
Pr[Wo] = Advgos’ A
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Game G1: We next replace PRF with RF 7 in G;. The straightforward reduction shows the following lemma,
which is memory-loose since we need to maintain Q.
Lemma F.3. There exists a quantum ¥ -oracle adversary Ay ¢ such that

[Pr[Wo] —Pr[Wi]l < Advppe 4 (5,

Time" (Aps) = O(Time(A)) + (¢u + gs + qF) - O(Time(PSF)),
Mem*(Apf) = O(Mem(A)) + gF - O(Mem(PSF)),
where F = Func(M, V).
Game Gy: We next modify the signing oracle and the random oracle. In this game, the signing oracle given

m returns o = Sample(vk, RFs(m)) and the random oracle given m returns F(vk, Sample(vk, RFs(m))). By
applying Lemma 2.2 with e-simulatability, we have

[Px[W1] - Pr[Wal| < \(6(gs +qm +ar) .

Game G3: We next modify the winning condition as follows: We introduce a flag win which is set true
if (m*,0*) is valid and o # Sample(vk; RFs(m*)) in the oracle FOrGE. The challenger outputs [#Q >
cnts] A win instead of [#Q > cnt;]. We have the following lemma as Lemma 5.2 by following the argument
in the proof of [BZ13b, Theorem 3.19].

Lemma F.4. Suppose that PSF has a-preimage min-entropy. We have

[Pr[W2] = Pr[Ws]] < (g5 +1)/127].
Proof. The two games differ if the adversary submits at least (¢g + 1) distinct pairs of message/signature
{(m7, Sample(vk; RFs(m7)))};. Since PSF has a-preimage min-entropy, even if the adversary knows h* =
H(m*) = F(vk, Sample(vk; RFs(m*))), the min-entropy of Sample(vk; RFs(m™)) is at least e. Thus, applying
Lemma 2.3, this event happens with probability at most (gg +1)/[2%]. |

Game Gg4: The challenger outputs the flag win in this game. We can remove the list Q. Since we relax the
condition and this relaxation cannot be detected by the adversary, we have
Pr[W3] < Pr[Wy].

Constructing an adversary finding a collision for F(vk, -) is easy.
Lemma F.5. There exists a quantum F -oracle adversary Acr such that

Pr[Wy] < AdVICDrSF,ﬂCY(K)’

Time* (Aer) = Time(A) + (¢ + gs + qF) - O(Time(PSF)),

Mem* (Aer) = Mem(A) + O(Mem(PSF)),
where & = Func(M, Rsample)-
Since the reduction is straightforward, we omit it.

F.5 Strong Blind Unforgeability for PSF-DFDH

While Chatterjee et al. [CCLM22] showed the BU security of PSF-DFDH via memory-loose reductions, we
here show stronger security (sBU security) with memory-tight reduction. The proof is obtained by slightly
modifying their proof for the BU security.

Theorem F.3 (sBU security of DFDH|[PSF, H, PRF]). Let H: M — Y be a random oracle. Let PSF be a
family of preimage-sampleable functions that is e-simulatable and has a-preimage min-entropy. Let DS =
DFDH[PSF, H, PRF]. Then, for a quantum adversary ‘A breaking the sBU security of DS that issues at most q g
quantum queried to H, g classical queries to the signing oracle, and qF classical queries to the forgery oracle,
there exist a quantum Fy¢-oracle adversary Ap¢ and a quantum Fer-oracle adversary Acr such that

AdvRY 4 (k) < Advper. 1, (K) +AdVESE 7 ()

+ \/(6(615 +qH +qF))Pe+qp 277,
Time™ (Apyp) = Time(A) + (g + gs + qF) - O(Time(PSF) + Time(B¢)),
Mem* (Ape) = Mem(A) + O(Mem(PSF)) + Mem(Be)),
Time* (Aer) = Time(A) + (g + gs + qF) - O(Time(PSF) + Time(B¢)),
Mem* (Acr) = Mem(A) + O(Mem(PSF) + Mem(B¢)),
where Fpif = Func(M X X, P) X Func(M, Y) where For = Func(M X X, P) X Func(M, Rsample)-
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G; fori € {0,1,2,3} H: |m)|y) = [m)|y @ h)

(vk, sk) <« Genpsp(1%) return h := RFy (m) /Go-Gy
K « {0, 1}* /Gy return h := F(vk, Sample(vk; RFsim (m))) /Gy~
RFp < Func(M x X, P)
RFy « Func(M, Y) /Go-Gy ForGe(m*, o)
RF| « Func(M, Riny) /Gy B = H(m") /Go-Gy
RFs « Func(M, Rsample) /Gy~ o’ = Sample(vk; RFs (m*)) /Gs
win := false K = F(vk, o) /Gs
run ﬂ\S[GN),FORGE,\H)(vk) h* == F(vk, o)
return win if h* = h’ then /Vrfy passed
if (m*,o‘*) € B¢ then /Go-Gg
BcSion: |m) |y) = |m) |y @ o) | win = true /Go-Gy
o = Inv(sk, H(m); PRF(K, m)) /Go if (m*, 0") € Be A # 0 then /Gs
o = Inv(sk, H(m): RF, (m)) /Gy | win := true /Gs
o = Sample(vk; RFsim (m)) /Gy

if (m, o) € B¢ then
| return o = L

else
| return o

Fig. 15. G; fori € {0, 1, 2, 3} for sBU security.

Game Gy: This is the original game of the sBU security. See G in Figure 15. By definition, we have

Pr[Wo] = Adviby 4 (x).

Game G;: We next replace PRF with RF) in G1. The straightforward reduction shows the following lemma.

Lemma F.6. There exists a quantum ¥ -oracle adversary Ay such that

[Pr[Wo] — Pr[W1]| < Advf,;F’ a1 (K5

Time*(Apyp) = Time(A) + (g +gs + qF) - O(Time(PSF) + Time(B¢)),
Mem™ (Apyr) = Mem(A) + O(Mem(PSF) + Mem(B)),

where F = Func(M x X, P) X Func(M, Y).
Game Gy: We next modify the signing oracle and the random oracle. In this game, the signing oracle given m

returns o = Sample(vk, RFs(m)) (on unfiltered m) and the random oracle given m returns F(vk, Sample(vk, RFs(m))).
By applying Lemma 2.2 with e-simulatability, we have

[Pr[Wi] ~ Pr[Wall < 612 = \/(6(gs +qm +qr))e.
Game G3: We finally modify how to update the flag win. In Gs, the flag is set true if the submitted forgery
o™ is different from the expected one ¢’ and (m*, 0*) ¢ Be.

Lemma F.7. Suppose that PSF has a-preimage min-entropy. We have
[Pr[W2] — Pr[Ws]| < gF -277.

Proof. Let (m*, o) be a query to FORGE the adversary made. Let o’ := Sample(vk; RFs(m*)). The two games
differ if the adversary submits a valid pair (m*,0*) € B¢ but 0™ = 0. Let us consider two cases:
1. If (m*, ') ¢ Be, then this contradicts with (m*, o’) = (m*, 0*) € B¢. Thus, we do not need to consider
this case.
2. If (m*, 0’) € Be, then the adversary cannot know ¢’ from B¢ SIGN. Due to a-preimage min-entropy of
PSF, the probability that o* = o’ is at most g - 27 ¢.
Thus, we obtain the bound. O

Now, making a memory-tight reduction for collision-resistance of PSF is easy.

Lemma F.8. There exists a quantum F -oracle adversary Ac; such that
Pr[Ws] < Adv(f-:’rSF,ﬂcr(K)’
Time*(Aer) = Time(A) + (g + gs + qF) - O(Time(PSF) + Time(B¢)),
Mem™ (Acr) = Mem(A) + O(Mem(PSF) + Mem(B¢)),

where ¥ = Func(M x X, ) X Func(M, Rsample)-

Since the reduction is straightforward, we omit it.
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